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Abstract

These Application Notes describe the configuration procedures required for the Nectar
Converged Management Platform to interoperate with Avaya Aura® Communication Manager.
Nectar Converged Management Platform is an intelligent platform that converges monitoring
and management of the different layers of a network and system infrastructure to provide a
unified business service view of an entire application or its delivery system.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration procedures required for Nectar Converged
Management Platform (CMP) to interoperate with Avaya Aura® Communication Manager. The
purpose of the testing was to verify that Nectar Converged Management Platform (CMP)
recorded each phone call’s performance metrics. Nectar Converged Management Platform
(CMP) is a Network Management Platform that is delivered as a service. In a converged
architecture, the interoperable framework is designed with many individual parts working
together for overall network functionality. Nectar Converged Management Platform (CMP) is
an intelligent platform that converges monitoring and management of the different layers of a
network and system infrastructure to provide a unified business service view of an entire
application or its delivery system, regardless of how many parts it is composed of.

2. General Test Approach and Test Results

The general approach was to place various types of calls to and from stations, collect VoIP call
quality data from Nectar CMP, and compare collected values with Avaya IP telephone’s
Network Audio Quality values. For feature testing, the types of calls included internal calls,
inbound trunk calls, outbound trunk calls, transferred calls, conferenced calls. During the
compliance test, a VoIP impairment tool was utilized to simulate VoIP delay and packet drop.
For serviceability testing, failures such as cable pulls and resets were applied. Verification of
each call was made by performing queries into the Nectar CMP meta data, and looking at the
results recorded in the Nectar CMP internal logs.

2.1. Interoperability Compliance Testing

The interoperability compliance testing included feature and serviceability testing. The feature
testing evaluated the ability of Nectar CMP to provide quality of calls placed to and from
stations. The serviceability testing introduced failure scenarios to see if Nectar CMP can resume
monitoring and recording after failure recovery. Hardware failures were generated in order to
confirm the ability of Nectar CMP to collect SNMP alarms and use SAT commands to get
further details about hardware outages.

2.2. Test Results

Nectar CMP successfully provided VolIP call quality data on various types of calls. For
serviceability testing, Nectar CMP was able to resume collecting VoIP call quality data after
restoration of connectivity to the CLAN, and after resets of Nectar CMP and Avaya Media.

Further, the Nectar CMP solution was able to discover and report on the configuration and health
of components in the configured systems including media servers, gateways and boards using the
SNMP capabilities of Communication Manager. The Nectar CMP solution successfully reported
alarms when resources were taken out of service including SNMP alarms and refined details
provided by utilizing automated SAT terminal discovery methods.
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2.3. Support

Technical support for the CMP can be obtained by contacting Nectar Support via the support link
at http://www.nectarcorp.com/support or by calling support at (888) 8-N-E-C-T-A-R.
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3. Reference Configuration

Figure 1 illustrates the network configuration used to verify the Nectar CMP solution. The
figure shows two separate communication systems, each running Avaya Aura® Communication
Manager on separate Avaya servers. Site A was comprised of an S8300 Server with a G450
Media Gateway, which had 9600 Series IP Telephones registered to it. Site B was comprised of
an S8500 Server and two G650 Media Gateways, with 9600 Series IP Telephones registered to
it. An IP trunk connected the two Avaya Aura” Communication Manager systems. A Nectar
CMP server was located in the Site A, and had IP connection to all devices. A Packet Storm
network device was used in various places on the network during the tests in order to inject
delays and packet loss to verify phone and Nectar CMP properly measured network
performance.

The primary focus of this test was to verify interoperability with Avaya Aura® Communication
Manager R6 at Site A. Site B was present primarily for the ability to connect external calls to the
endpoints at Site A. The Nectar CMP solution was previously tested with RS and re-testing was
not the focus of this effort. For details on configuration with Communication Manager RS, refer
to the Application Notes for Nectar Converged Management Platform with Avaya
Communication Manager dated November, 2008.

SITE B SITE A
Avaya G650 Media Gateway Avaya S8300 Server
S — Avaya G450 Media Gateway

: <-58500

CLAN .55
: MEDPRO 58

;oo oo oo oo .
( 192451080024 | 0 10.64.10.0 /24 )

Packet Storm

140

Nectar CMP
Avaya 9600 Series IP Telephones Enterprise LAN
(Registered to CLAN) g
ﬁ- o o o E
E Avaya 9600 Series IP Telephones(

® ® ® P Trunk Registered to Procr)

PSTN Endpoint

Figure 1 - Test configuration of Nectar CMP with Avaya Aura® Communication Manager
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software/Firmware

Avaya S8500 Server

Avaya Aura® Communication
Manager 5.2.1 (02.1.016.4) with Patch
# 18475

Avaya G650 Media Gateway

TN2312BP IP Server Interface
TN799DP C-LAN Interface
TN2602AP IP Media Processor

HW28 FW040
HWO01 FWO038
HWO02 FW57

Avaya S8300 Server with Avaya G450 Media
Gateway

Avaya Aura®” Communication
Manager 6.0 (R016x.00.0.345.0)

Avaya 9600 Series IP Telephones

9630 (H.323) 3.11
9650 (H.323) 3.11
Nectar CMP 2.1
OS —Windows 2008R2 Server
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5. Configuring Avaya Aura® Communication Manager

Nectar CMP utilizes a combination of the following three methods to collect data for generating
a report on VoIP devices.

e System Access Terminal (SAT) — Nectar CMP utilizes a SAT connection to collect
resource information in Avaya Aura® Communication Manager. In order for Nectar CMP
to perform the resource collection, credentials were provided.

e RTCP Monitor Server — Nectar CMP receives RTCP reports from endpoints or media
processor (medpro) boards to provide VoIP path and call quality information.

e SNMP/TRAP — Nectar CMP queries Avaya Aura® Communication Manager utilizing
SNMP walk, to collect status information. Nectar CMP was set up as a trap receiver, and
thus received alarms from Avaya Aura® Communication Manager.

This section provides the procedures used for configuring the above mentioned methods in
Avaya Aura® Communication Manager.

5.1. Configuring System Access Terminal (SAT) Access

This section describes how to create credentials for Nectar CMP to login to a Communication
Manager.

Launch a web browser and connect to the Communication Manager by entering https://< [P
address>. Supply proper credentials.

AVA A Avaya Aura™ Communication Manager {(CM)
System Management Interface (SMI)
This Server: CM_W5P
Logon
Logon ID: terop
Passwo rd: sesssssses
@ 2001-2010 Avaya Inc. All Rights Reserved.
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Click on the Administration / Server (Maintenance) link.

AVA A Avaya Aura™ Communication Manager {(CM)
System Management Interface (SMI)

Help g Adminfstration

Administration / Server (Maintenance) Licenﬂ Thiz Server: CM_WSP

Messaging ”~
Mative Configuration Manager

System Manaf

Server (Maintenance)

© 2001-2010 Avaya Inc. All Rights Reserved.

Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.

Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-party Components

Certtain software programs or portions thereof included in the Product may contain software distributed under third party
agreements ("Third Party Components'), which may contain terms that expand or limit rights to use certain portions of the
Product {"Third Party Terms"). Information identifying Third Party Components and the Third Party Terms that apply to them are
available on Avaya's web site at: http: ffsupport. avaya.com/ThirdPartylicense/

Trademarks

Awaya is a trademark of Avaya Inc,

Awaya Aura is a trademark of Avaya Inc,

Multivantage is a trademark of Avava Inc.

&)l non-Avaya trademarks are the property of their respective owners. b

@ 2001-2010 Avaya Inc, All Rights Reserved,
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Click on the Administrator Accounts link under the Security section on the left pane.

On the Administrator Accounts page, select the Add Login radio button. Click the Privileged
Administrator radio button under Add Login section. Click on the Submit button.

Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters

SHMP Test

Rastars
Systam Logs
Ping
Traceroute
Netstat

Status Summary
Process Status
Shutdown Server
Sarver Date/Time
Software Version

Server Role
Netwerk Configuration
Static Routes
Display Configuration
Server Upgrades
Manage Updates
Data Backup/Restore
Backup Now
Backup Histery
Schedule Backup
Backup Logs
View/Restore Data
Restore History

Login Account Policy

Login Reports

Server Access

Syslog Server
Authentication Fil
Firewall

Install Root Certificate
Trusted Certificates
ServerfApplication Certificates
Certificate Alarms
Centificate Signing Request
SSH Keys

Wab Access Mask

File Synchronization
Download Files
CM Phong Messyqe Fily

Server Configuration

4 Administrator Accounts

The Administrator Accounts veb pages allow you to add, delete, or change administrator logins and Linux groups.

Select Action:

@ add Login

{¥} privileged Administrator

© Unprivileged Administrator

© sAT Access Only

O web Access Only

© Modem Access Only

O ¢oR Access Only

O CM Messaging Access Only

O Business Partner Login (dadmin)
O gusiness Partner Crafk Login

© custom Login

O change Login Select Login =
QO remove Login Select Login =
O Lockiunlock Login Select Login v
O add Group

O Remove Group Select Group ~

v

Note: Although Nectar CMP leverages a privileged login, it does not issue any change
commands to the Avaya system. The privileged login is required to review critical information
associated with distributed gateway and ESS/LSP components of a Communication Manager

system.
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Provide a Login name and select the susers radio button under the Primary group section.
Select ‘prof18’ for the Additional groups option. Finally, provide a password for the new

account in the Enter password or key and Re-enter password or key fields.

Click on the Submit button. Default values may be used in the remaining fields.

Current Alarms
Agent Status
SHMP Agents
SNMP Traps
Filters

SMMP Test

Restarts
System Logs
Ping
Traceroute
Netstat

Server
Status Summary
Procass Status
Shutdown Server
Server Date/Time
Software Version

Server Configuration
Server Role
Network Configuration
Static Routes

Display Configuration

Backup Now

Backup History

Schedule Backup

Backup Logs

WView/Restore Data

Restore History

Security

Login Account Policy

Login Reports

Server Access

Syzlog Server
Authentication File

Firewall

Install Root Certificate
Trusted Certificates
Server/Application Certificates
Certificate Alarms
Certificate Signing Request
S5H Keys

Web Access Mask

File Synchronization
Download Files

CM Phone Message File

This page allows you to add a login that is a member of the SUSERS group. This login
has the greatest access privileges in the system next to root.

Login name

Primary group

Additional groups
(profile)

Linux shell

Home directory

Lock this account

Date after which account

i disabled-blank o
ignore (YYYY-MM-DD)

Select type of
suthentication

Enter password or key
Re-enter password or
key

Force password/key
change on next login

[ARTT ~  Administrator Accounts -- Add Login: Privileged Administrator

|nectar

M.u

Ouscrs

I profls

@ Password
ASG: enter key
O ASG: Auto-generate key

ssssssnee

sessssses

OV"
@No

| submit | | cancel | [ Help |
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5.2. Creating the RTCP Monitor Server

Since Nectar CMP utilizes RTCP packet to calculate and report the call path and quality of the
call stream, a RTCP monitor server need to be configured in Communication Manager. The
following screen describes the setting of the RTCP monitor server. Login to the SAT and use the
change system-parameters ip-options command to configure the RTCP monitor server.
Provide the following information:

e Enable Voice/Network Stats? — Set to y to enable RTCP

e Server IPV4 Address - IP address of the Nectar CMP server

e IPV4 Server Port — Default value of 5005 was used [This port number must match with
the Nectar CMP RTCP Receiver Port configured in Section 6.1]

e RTCP Report Period (secs) — Default value of 5§ was used [The report period indicates
Avaya endpoints forward RTCP packet to the RTCP monitor server, which is the Nectar
CMP server. |

Default values may be used in the remaining fields.

change system-parameters ip-options Page 1 of 4
IP-OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS

Roundtrip Propagation Delay (ms) High: 800 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20

Number of Pings Per Measurement Interval: 10
Enable Voice/Network Stats? y
RTCP MONITOR SERVER
Server IPV4 Address: 10.64.10.140 RTCP Report Period(secs): 5
IPV4 Server Port: 5005
Server IPV6 Address:
IPV6 Server Port: 5005

AUTOMATIC TRACE ROUTE ON
Link Failure? y
H.323 IP ENDPOINT

H.248 MEDIA GATEWAY Link Loss Delay Timer (min): 5
Link Loss Delay Timer (min): 5 Primary Search Time (sec): 75
Periodic Registration Timer (min): 20

Short/Prefixed Registration Allowed? n
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5.3. Configuring SNMP / TRAP Agents

For Nectar CMP to query the status information on Communication Manager, the SNMP and
TRAP services need to be enabled. Enabling the SNMP service is configured through the
Communication Manager’s web interface. From the Communication Manager web System
Management Interface, Click on the SNMP Agents link under the Alarms section, on the left
pane, to display the SNMP Agents page.

On the SNMP Agents page, select the Any IP Address radio button under the IP Addresses for
SNMP Access section. This implies that any device can perform SNMP request to the
Communication Manager. Enable SNMP Version 1 and SNMP Version 2¢ by selecting
enabled from the list in each of these sections. Set the Community Name (read-only) field to
public on both versions of SNMP. The community name configured here must match entries on
the Nectar CMP configuration. Click on the Submit button (not shown) at the bottom of the

page.

[~ SNMP Agents ~
Current Alarms

Agant Status

SNMP Agents The SHMP Agents Web page sllows modification of SHMP properties, SHWMP allows the active server to monitor the SHMP part for incoming requests and cammands (gets and sete).

SNMP Traps
Filters

nges the Master Age ent Status is shown belaw for your conveniznce. Once the configuration
Agent should be pla ation on the SNMP Agents andfor SMMP Traps pages should be completed
e

use the Agent 5

hould be put in 3 Down state, The Ma
in an Up state, Ghanges to beth the
5 page to Start ar Stop the Master A,

SHMP Test

Master Agant status: UP

Traceroute Migw G3-AVATA-MIB Data

Nesrar 1P Addresses for SNMP Access

Status Summary [o T

Process Status

procscoms
Server Date/Time O Fallowing 1P addrasses:

add

Delete

Drelete
Metwark Canfiguration
Static Routes
Displsy Conflgurstion

SNMP Users / Communities

SNMP Yersion 1

Community Mame (read-only): -

Communi v Mame (read-writef T putiic enabled |

only): v

ead-writel: | puplic enabled ¥

Administrator Accounts SNMP Version 3

Login Account Palicy User (read-only) v

Login Reports User Name:

Server Access )

Evirmi e Authentication Protacol: v

Authentication File Authentication Password: Min. & charactsrs. (far authentication and privacy]

Firawal ] Privacy Proto: v

ITﬂsta”d'?gﬂt Cremﬂ“te Privacy Passwor d Min, 8 charactars. (far privacy)

rusted Certificates
Serverfapplication Gertificates User (read-write) 5
Certificate Alarms
y ! User Mame:

Certificate Signing Request

S5H Keys Authentication Pretocol: v

Web Access Mask Authenticstion Password: Min, 8 characters. (for authentication and privacy)
M Privacy Protacal: v

Fils Sunchronization ™ iuacun " A4

5.3.1. Confirming SNMP / TRAP Firewall Services

The firewall in the Avaya server must allow SNMP on UDP port 161 and SNMPTRAP on UDP
port 162. Nectar CMP utilizes this service to obtain health statistics about the Media Server
hardware that hosts the Communication Manager software.

In Communication Manager 6 and later, Firewall rules are configured by a privileged user (root
for example) as operating system modifications. For this test, no modifications were required to
the default configuration. Modifications would be documented in Linux operating system guides
and are beyond the scope of these Application Notes.

RAB; Reviewed; Solution & Interoperability Test Lab Application Notes 11 of 23
SPOC 1/27/2011 ©2011 Avaya Inc. All Rights Reserved. NectarCMP-CM6



5.3.2. Configure SNMP TRAP Destination

This section describes how to create a trap destination. Navigate to the SNMP Traps link under
the Alarms section. In the screenshot below, the SNMP traps had been configured previously.
The following steps will demonstrate the configuration. Click on the Add/Change button to
configure or modify the SNMP traps.

A SNMP Traps

Current Alarms

Agent Status
SNMP Agents The SMMP Traps page allows specification of the alarms to be sent as traps.

SHMP Traps Note:
;";:;;T . A Prior to making any configuration changes the Master Agent should be put in a Down stste, The Master Agent Status is shawn below for your convenience, Gnce the configuration has
es

been completed, then the Master Agent should be placed in an Up state, Changes to both the configuration on the SMMP Agents andfor SMMP Traps pages should be completed before
Starting the Master Agent, Please use the Agent Status page to Start or Stop the Master Agent.

Restarts » Ifchanges are made on the SNMP Traps page it Is recormended that 3 test alarm be generated to ensure that SNMP Traps are operating properly, To generate 2 tast alarm, please
Sy Logs use the SNMP Test page found in the left hand side menu.

Ping

Traceroute Master Agent status: UP

Current Settings

Etatus 5”5'”"‘”‘/ Status  IP addrass i ion SNMP Yersion C i User Name ¥3 Security Model ication Password Authentication Protocol Privacy Password Privacy Protocol Engine 1D
rocess Status
Sl Samay [[] enabled 10.64.10.140 trap 1 public

Server Date/Time
Saftware Wersion

[] enabled 10.64.10.140 trap 2 public

quration

Server Role
Nemwork Configurasion Add/ Change

Static Routes
Display Configuration
[ 3

Backup History
Schedule Backup
Backup Logs
Wiew/Restore Data
Restore History

Administrator Accounts
Login Account Policy
Login Reports

Server Access

Syslog Server
Authentication File
Firewall

Install Root Certificate
Trusted Certificates
Server/Application Certificates
Certificate Alarms

Certificate Signing Request
S3H Keys

Web Access Mack

File Synchronization
Download Files

SM Phone Message File )

@ 2001-2010 Avays Inc. All Rights Reserved.
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In the Add Trap Destination section, in the SNMP Version 1 section, select enabled for the
Status selection and enter the trap destination IP address (the Nectar CMP IP Address). Also
enter the Community Name (public was used in the test).

In the SNMP Version 2¢ section, select enabled for the Status selection and enter the trap
destination IP address (the Nectar CMP IP Address). Select trap for the Notification option,
and enter the Community Name (public was used in the test). Click Submit to commit these
entries.

[~ SNMP Traps

Current Alarms

Agent Status

e — The SNMP Traps page allows specification of the alarms to be sent as traps.
SHMP Traps Add Trap Destination
Filters
SNMP Yersion 1
stas

= 1P address 10.64.10.140 I
S Loge Motification T3]
Ping Community Mame [public |
Traceroute

SNMP Yersion 2¢

IP address
Process Status 10.64.10.140

Shutdown Server Notification [vap v [
Seruer DatelTime Community Name public | |
Software Version

Server Configuration SNMP Yersion 3

Seruer Rale Status v
Memwork Configuration 1P address ]
Static Routes

Hetific ation |
User Mame |
Authentication Protacel w]

Authentication Password: | Minimum & charactars, (for suthentication and privacy)

Privacy Protocol |
Backup History Privacy Passuord | Minimum & characters. (for privacy)
Schedule Backup

Engine 1D

Backup Logs
wl

Restore History

Administrater Accounts
Login Account Folicy
Login Reports

Server Access

Syslog Server
Authentication File
Firewall

Install Root Certificate
Trusted Certificates
ServerfApplication Certificates
Certificate Alarms

Certificate Signing Request
S5H Keys

Web Access Mack

File Synchranization
Download Files

CM Phone Message File )
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Before proceeding to the next step, restart the Agent Status (SNMP Stop/SNMP Start) before
configuring the trap filter. Click on the Agent Status link in the Alarms section on the
navigation panel. Stop the SNMP Master Agent by clicking the Stop Agent button. After the
Master Agent status shows down, the Stop Agent button will now display Start Agent. Click on
the Start Agent (not shown) button to start the Master Agent.

GVAYA Avaya Aura™ Communication Manager {CM)

System Management Interface {SMI)

Administration  Upgrade

This Server: CM_WSP

Agent Status
The Agent Status Web page shows the current state of the Master Agent and

Agent Status all the Sub Agents. It also allows for the ability to Start or Stop the Master
SMMP Agents Agant,
SMMP Traps
Filtars
SMMP Test Master Agent status: Up I Stop Agent
Restarts
Systern Logs Sub Agent Status
Ping
Traceroute FP Agent: up
List:tas MvSubAgent: up
Load A t: up
Status Summaty o8 gen
Process Status MIB2Agent: up
Shutdown Server
Server Date/Time
Software Warsion Sub Agents are connected to the Master Agent,

er Configuration
Server Role

Metwark Configuration

Static Routes

Cisplay Configuration
Server Upgrades

Manage Updates
Data Backup/Rastore

Backup Mow

Backup Histary

Schedule Backup

Backup Logs W

© Z001-2010 Avaya Inc, All Rights Rezerved,
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5.3.3. Configure Alarm Filters

Navigate to the Filters link under the Alarms section. Click on the Add button to add filter
associated to the trap message. By default, the Customer Alarm Reporting Options field is set to
Report All Communication Manager alarms.

In the illustrations below, the Filters were already configured, so the Change option is used
below to demonstrate the settings previously configured.

[T & Filters

GCurrent Alarms The Filters Web page provides a list of available Filters and with festures as

Agent Status add, delete and change fiker,

SHMP Agents

SHMP Traps NOTE : If you have Fault and Performance Manager(FPM) then creats the filkers
Filkars using the Fault and Performance Manager application, Fault and Perfarmance
A T Manager application provides additional capabilities that are not available fram

the Web Pages.

System Logs Filters

Ping

Tracerouts Severity Cateqory MO-Type MO-Location
Metstst 7

Status Summary

Process Status [Cadd ] [Cchange | [pelete | [pelete Al | [(help |

Shutdewn Server
Sarusr Date/Time

Customer Alarm Reporting Options:
© Report Major and Minor Communication Manager alarms only
sl @artigsibon %) Report All Communication Manager alarms
Static Routes
Display Configuration
Server Upgrades
Manage Updires
Data Backup/Restore
Backup Mow
Backup History

Schedule Backup
Backup Logs
Wiew/Restors Data
Restore History
Security
Adminiztrator Accounts
Login Account Palicy
Login Reports
Server Access
Syslog Server
Authentication File
Firewall
Install Root Certificate
Trusted Certificates
ServerfApplication Certificates
Certificate Alarms
Certificate Signing Request
S5H Keys
Web Access Mask
Mizcellanzous
File Synchronization
Cownload Files
CM Phone Messsge File hd

@ 2001-2010 Avaya Inc, All Rights Reserved.

On the Change Filter page, all Severity check boxes were checked during the compliance test.
Select All for the Category field. Click on the Change button.

Change Filter

The Change Filter Web page allows user to change the existing filter configuration.

R

M active Resolved

Saverity
Major Minor Warning
wide-band ~

Category wiralezs
All b

MC-Tupe |:|

Trunk(group/membear]

MO-Location Hone I:I
w
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6. Configuring the Nectar CMP Remote Intelligence Gateway

The steps in this section describe the configuration of Nectar CMP that receives RTCP packets
from the VoIP endpoint, and recording performance metrics. Additionally, the Communication
Manager, and other servers must be administered. For additional information on configuring
Nectar CMP, refer to [2], [3] and [4].

6.1. Configure Nectar CMP to receive RTCP Packets

Launch a web browser and connect to Nectar CMP by entering http://<Nectar CMP IP address>
to login to the Nectar Portal Login page. Provide credentials.

. Mectar Portal Login
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Navigate to Setup >Phone QOS and edit the RTCP Receiver settings.

e Click Edit to set the Receiver Interface and Receiver Port.
e Choose the Interface by clicking the * icon, highlighting the address of the server and

click on the Select button.
e On the Edit RTCP Collector dialog, select Update to commit the changes.
e Click Start to enable the server to start collection RTCP data.

= Platform % Wiews @ Maps cl, Connections |:_| Reports E Inventory

() Enabled

st ]

Receiver Interface: 10.64.10.140

Receiver Pork: 0

I

g Setup 4 Configure

.Chnnse Interface E‘
00
122,001

’ x|

Interface: |10.64.10.140
Part: 5005

10.64.10.140

Fed0:0:0:0:856:56F7 1d0be:f312%:12
Fefn:0:0:0:0:Sefe:a40:880% 13
2001:0:4137: %e76:20fh:e02:FShF:F57:
Fedi:0:0:0:20fb:e02:FSbF:F573%15

<] II>

Cancel I Update

Select
—

Then press the Start button to enable the RTCP receiver.
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6.2. Add the Communication Manager to the Configuration

Navigate to Setup > Avaya CM to enter the address and login credentials (which must match
those created in section 4.1 above). Click Next to proceed.

Platform % Wiews @ Maps @: Connections [:] Reports E Inventory Bﬂ Setup R&} Configure

=|mDependency mDashbosrd  mAvaya CM mLocations #SNMP Tools mService Level mEventSetup  m Service Window m Adjunct Poller m Session Manager

tup: Local

CM Connection Wizard

ESS State View

Advanced Processar Setup Enter the CM Location information then press Mext

Extraction Status

MAS Setup Wizard
P Address: 10,64, 10,67

ESS Map Setup Wizard

List Trace Part: |5023

M Event Massage

MG Communitizs Username; |nectar

Billing Counts
Password: ssessssee

YEM Options

Connection Type: |Ts\nst

Navigate through the remaining screens to confirm the default parameters.

RAB; Reviewed; Solution & Interoperability Test Lab Application Notes 18 of 23
SPOC 1/27/2011 ©2011 Avaya Inc. All Rights Reserved. NectarCMP-CM6



i Platform & views @ Maps & connections |:] Reports ! Inventory Setup % Configure

aDependency wmDashbosrd  mAvays CM mlocations #SMMP Tools mService Level mEventSetup  mService Window m Adjunct Poller a Sessian Manager

Initial Pri

CM Connection Wizard

ESS State Wiew

Advanced Processar Setup Inspect the Following parameters.
Press Mext ko continue the wizard,

Extraction Status

Default Metric Storage: ‘ 1 Week

MAS Sebup Wizard

Metric Poll Frequency {Seconds): ‘60
E35 Map Setup Wizard

List Trace Media Gateway SMMP Community ! ‘puhhc

M Event Massage

MG Communities

Biling Counts

YEM Options

= Platform & views @ mMaps & connections |:] Reports ! Inventory Setup % Configure

mDependency #Dashboard mAuaya CM mlocations  mSMMP Tools wService Level mEventSetup  m Service Window mAdjunct Poller a Session Manager

Initial Pre

CM Connection Wizard

ES5 State View

Advanced Processor Setup Inspect the following processors Far inclusion.
Press Mext ko best the connectivity to each processor,

Extraction Status

i IF: 10.64.10,67
MAS Setup Wizard Type: Iain
ESS Map Setup Wizard Mame: ,Main—‘ Port: 5023

List Trace Connection Type: | Telnet E
Display Mame:
M Event Massage # Connections: 1 E

MG Communities TrapIP Lt TrapIP 2:

Billing Counts

WK Opkions

Start Over Mexk
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) platform & views @ maps & connections [] Reports B inventory Setup i Configure

Dependency @Dashboard @ Avays CM mLocations @ SMMP Tools @ Service Level mEventSetup @ Service Window m Adjunct Poller @ Session Manager

CM Connection YWizard

ESS State Yiew

Advanced Processor Setup The Following CM connections are ready to be loaded
into the VKM, Press finish to load the parameters
Extraction Status and stark the WKM,

MAS Setup Wizard 2/ Main: Main IP;10.64.,10,67 Port:S023 Telnet

ESS Map Setup Wizard

List Trace

M Event Massage

M Communities

Eilling Counts

WEM Options

Finish

! Platform % Yiews @ Maps '\1, Connections [] Reports i Inventory BE Setup ﬁ% Canfigure

Dependency aDashboard = aLocations mSMMP Tools @ Service Level mEventSetup & Service Window m Adjunct Poller & Session Manager

Initial

CM Connection Wizard

ESS State Yiew

advanced Processor Setup The CM connection wizard is now complete. You wil
need ta run this wizard again if you change the
Extraction Status configuration of yaur survivable processars

MAS Setup Wizard

ESS Map Setup Wizard

List Trace

M Event Massage

MG Communities

Billing Counts

WKM Options
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7. Verification Steps
The following steps were used to verify the configuration.

e Use the ping command to verify connectivity from Nectar CMP to all devices.
e Verify that calls can be successfully completed between the IP and Digital telephones.
e Compare VoIP quality data from the following sources:

o A VoIP impairment tool

o Avaya IP telephone’s Network Audio Quality data

o Nectar CMP

8. Conclusion

These Application Notes illustrate the procedures for configuring Nectar CMP to monitor and
correctly provide VoIP call quality statistics on various types of calls. In the configuration
described in these Application Notes, Nectar CMP employs a combination of the following three
methods to collect data for generating a report on VoIP devices:

e System Access Terminal (SAT)

e RTCP Monitor Server

e SNMP/TRAP
During compliance testing, CMP successfully monitored call streams, correctly provided VoIP
call quality data, and received traps from VoIP devices and media servers.
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9. References

This section references the Avaya and Nectar documentation that are relevant to these
Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com.

[1] Administering Avaya Aura™ Communication Manager, Issue 6.0, June 2010, Document
Number 03-300509

Nectar provided the following documentation. For additional product and company information,
visit http://www.nectarcorp.com.

[2] Nectar CMP Supplement — Avaya CM VKM Preparing Avaya Communications Manager

(IP Enabled) for CMP Interaction, September 2010, Document Version 2.0

[3] Nectar CMP Administrator Technical Guide Central Intelligence Platform (CIP), July 2010,
Document Version 2.3

[4] Nectar CMP Operator Technical Guide Central Intelligence Platform (CIP), July 2010,
Document Version 2.3
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subject to change without notice. The configurations, technical data, and recommendations
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products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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