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Abstract

These Application Notes describe the configuration steps required for the Verint ULTRA 9.3
to successfully interoperate with Avaya Communication Manager 3.0. Functionality and
failover tests were validated and performance testing was conducted in order to verify
operation under load.

Verint ULTRA 9.3 is a call recording solution capable of capturing audio from Avaya
Communication Manager 3.0 using a variety of integration mechanisms. ULTRA uses Avaya
Telephony Service APl (TSAPI) to extract call event information and the Device and Media
Control API (also known as Communication Manager API) of Avaya Application Enablement
Services (AES) to obtain the audio. The test configuration consisted of an Avaya S8500 Media
Server with an Avaya G650 Media Gateway running Avaya Communication Manager 3.0, and
an Avaya AES Server.

Information in these Application Notes has been obtained through interoperability compliance
testing and additional technical discussions. Testing was conducted via the
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a compliance-tested configuration utilizing Avaya
Communication Manager 3.0 and Verint ULTRA 9.3 recording solution. ULTRA used Avaya
Telephony Service API (TSAPI) to extract call event information and the Device and Media
Control API (also known as Communication Manager API) of Avaya Application Enablement
Services (AES) to obtain the audio.

Communication Manager API stations are administered as virtual stations, or softphones, in
Avaya Communication Manager and are used by ULTRA as recording ports. When a monitored
telephone is on an active call, ULTRA uses a Communication Manager API station to service
observe the monitored telephone and capture the audio from the call. Since softphones require
IP connectivity, C-LAN and MEDPRO boards are required in the Avaya Media Gateway to
support signaling and RTP audio streaming, respectively.

The ULTRA recording application includes three software components:
The CMAPI Manager interfaces between the CMAPI Controller and the Media Handler components.

The CMAPI Controller is responsible for communicating with the CMAPI Connector (AES server).
The Media Handler designates ports for receiving audio, and handles the audio that it receives.
All three components are installed on the VVolP Acquisition Module.

Simulated

PSTN

Avaya GE50 Media Gateway
C-LAN IP: 10.10,10.12

Verint Ultra Server
NIC 1: 10.10.10.52
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IP:10.10.10.10
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Avaya CI64T-PWR Converged
Avaya Application / Stackable Switch
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IP: 10.10.10.20 \ \ “
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m IP Phone

Avaya 46205W
IP Phone Avaya 46208W
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Figure 1: Avaya Communication Manager, Avaya Application Enablement Services Server
and Verint ULTRA Compliance Test Configuration
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya S8500 Media Server with Avaya G650 Avaya Communication
Media Gateway Manager 3.0 (340.3)
Avaya 4620 IP Telephones 1.9.1

Avaya C364T-PWR Converged Stackable 4.3.12

Switch

Application Enablement Services Server 3.0

Verint ULTRA 9.3

3. Configure Avaya Application Enablement Services

Server

Log into the Avaya Application Enablement Services (AES) Server OAM pages. The Avaya
AES server summary page indicates the number of available licenses; ensure that the relevant

licenses are installed.

AVAYA

Logout

AN

You are here: > CTI 0AM Home

: Welcome to CTI OAM Screens

[craft] logged in on Tue Aug 13 12:24:43 E.5.T. 2005

Service Controller Status
ASAI Link Manager Running
CMAPI Service Running
CYLAN Service Running
DLG Service Running
Transport Layer Service Running
TSAPI Service Running

For status on actual services, please use Status and Control.

IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart.

License Information

You are licensed to run Application Enablement (CTI) version 3.0.

Y¥ou are licensed for the following services
e DLG

o CYLAM

s TSAPI
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Ensure that all the services are running under the Maintenance - Service Controller option. At a
minimum, the CMAPI, TSAPI and Transport Layer services should be running.

You are here; > Maintenance > Service Controller

¥ service Controller

|
R Service Controller Status
S [0 asal Link Manager Running
Backup Database
Restore Database L1 CMAPI Service RUARIAG
Import SOB [J cwLAN Service Running
' [ DLG Service RUAMING
[ Transpart Layer Service Running
[0 TSAPI Service RuAMing

For status on actual services, please use Status and Control.

[Star‘t][StDpH Restart Service ][ Restan AE Server ][ Restart Linux ]

Add a switch connection name by clicking on Switch Connections under Administration. A
password of at least 12 alphanumeric characters needs to be entered; this is the exact password
that will be used when configuring Avaya Communication Manager.

You are here: >  Administration > Switch Connections

e S & switch Connections
Local IP =

Ports . . e .
Switch Connections | | [ annection
v CTI Link Adrmin ST . gumhert_uf Active
¢ CMAPT Configuration onnections
TSAPI Configuration & 8500 1

v Security Database [ Edit Cannaction ] [ Edit CLAN IPs I [ Edit H.323 Gatekeeper ]
v Status and Control [

Delete Connection ]

4
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Click on Edit CLAN IPs in the Switch Connections page. Enter the IP address of a C-LAN and
then click on Add Name or IP.

You are here: > Administration

> Switch Connections

Local 1P 5 Edit CLAN IPs - 8500

Ports

Switch Connections !| | [ Add Mame or IP
v CTILink Admin Mame or IP Address Status
» CMAPL Configuration @® 10.10.10.12 S

TSAPI Configuration

! Delate P
v Security Datahase

Return to the Switch Connections page, select the Switch Connection configured above, and

click on Edit H.323 Gatekeeper. Enter the IP address of a C-LAN and then click on Add Name
or IP.

Horme You are here: =  Administration > Switch Connections

- Administration

Local IP = Edit H.323 Gatekeeper - 8500
Ports
Switch Connections | | I Add Marme ar IP

b CZTI Link Admin
b CMAPT Configuration ®

Mame or IP aAddress

10.10.10.12
TSAPI Configuration
Delete IF
v Security Database
3
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Click on Administration - CTI Link Admin = TSAPI Links. Click on Add Link and enter the
Link, Switch Connection, Switch CTI Link Number (must match CTI link number configured on
the Avaya Communication Manager in Section 4.1). Click on Apply Changes.

You are here: >  Administration = CTI Link Admin > TSAPI Links

: Add / Edit TSAPI Links

Forts
Switch Connections Link: 3
~ CTI Link &dmin Switch Connection: i A00
TS4PI Links . . =
TR Switch CTI Link Mumber: 13
CWLAN Links LJ
OLG Links Apply Changes ] l Cancel Changes ]

o CMAPI Configuration
TSAPI Configuration

v Security Database

s [Hete)

@ 2005 Avaya Inc. All Rights Reserved.

You are here: = Administration = CTI Link Admin

= TSAPI Links

» Administration

Local 1P : TSAPI Links
Ports
SWitC.h CDnm?ctiDns Link Switch Connection Switch CTI Link 2o _Link
» CTI Link Admin # Wersion
TSAPI Links ® 3 2500 = 4
CWLAM Links

| AddLink || EditLink || Delete Link |

DLG Links
» CMAPI Configuration
TSAPI Configuration
v Security Database

» Status and Control

3
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During compliance testing, the TSAPI Security Database (SDB) was not used for testing
convenience. The relevant configuration screen is shown below.

AVAYA

04l Home

You are herer > Administration > TSAPI Configuration

= Ts configuration

|
Ports ;
i TCP Preferred Maming
Switch Connections  Format l”j Address v
v LTI Link Adrnin Extended Waorktop 0
b CMAPI Configuration Access
TSAPI Configuration  Auto admin of LaM 0
b Security Database  Addresses
» Status and Control  [ESECEIEES O

» Maintenance [ Apply Changes ]

Note: In environments where the TSAPI SDB is enabled, the devices to be monitored must be
configured in the TSAPI SDB.

A User Id and password needs to be configured for the Verint ULTRA server to communicate as
a TSAPI Client with the AES server. Click on OAM Home - User Management and log into
the User Management pages. Click on User Management and then Add User. The CT User field
needs to be set to “Yes”.

= User Management = Add User

||
- Add User

List all Users

Add User
Search Users
Modify Default User

Fields marked with * can not be empty.

* Id|
S&r 10 lhparekh |

* Comman Mame iL’_heman i

* Surname !Erekh |

Logout

Mew Passwordi |

Confirm New Password | |
L

admin Nutei |

svaya Role mgne vl

Business Category |

Car Licensei

|
|
M Home| i
|

Css HDmeI

CT User | ypg »
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4. Configure Avaya Communication Manager

Different features of Avaya Communication Manager need to be configured for the recording
modes to be tested. Refer to the Administration Guide for Avaya Communication Manager for
further details — Avaya Document 555-233-506 [1]. The specific options are detailed below.

4.1. Configure the CTI Link

Regardless of the mode of audio recording, a CTI link is required to provide call details for each
recording. ULTRA supports a TSAPI link to Avaya Communication Manager.

Although both ASAI Link Core and Plus Capabilities were enabled in Avaya Communication
Manager, only the Core Capabilities are required by the ULTRA solution.

display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call 1D?

A/D Grp/Sys List Dialing Start at 017
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAl Link Core Capabilities?

ASAIl Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

Audible Message Waiting?
Authorization Codes?

Backup Cluster Automatic Takeover?
CAS Branch?

CAS Main?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

533333333353

Digital Loss Plan Modification?
DS1 MSP?
DS1 Echo Cancellation?

=}

O3 335305 3KKKKXKooocoo
>

5

(NOTE: You must logoff & login to effect the permission changes.)

HJP; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 28
SPOC 10/28/2005 ©2005 Avaya Inc. All Rights Reserved. Verint-ACM-S0O.doc




A CTI Link needs to be configured to provide the logical connection between Avaya
Communication Manager and the ULTRA Server. The type must be set to “ADJ-IP”. The
extension number must be valid in the dial plan of Avaya Communication Manager.

display cti-link 3 Page 1 o0f 2
CTI LINK
CTI Link: 3
Extension: 13000
Type: ADJ-IP
COR: 1

Name: TSAPI link 3

The Node-Names form must be modified to include the IP addresses of the C-LAN board and the
Avaya Application Enablement Services Server, as shown below:

display node-names ip Page 1of 1
IP NODE NAMES

Name IP Address Name IP Address
AEServer 10 .10 .10 .20 . . .
CDR_Server 10 .10 .30 .20 . . .
G350 10 .10 .30 .10 . . .
VAL 10 .10 .10 .14 . . .
clan 10 .10 .10 .12 . . -
default 0O .0 .0 .0 . . .
medpro 10 .10 .10 .13 . . .
procr 10 .10 .10 .10 . . .

(8 ofs8 administered node-names were displayed )
Use "list node-names®™ command to see all the administered node-names
Use "change node-names ip xxx" to change a node-name "xxx" or add a node-name

The IP Services form needs to be configured to define a link to the Avaya Application
Enablement Services server as shown below.

display ip-services Page 1 of 4

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
SAT y clan 5023 any 0
AESVCS y clan 8765
CDR1 clan 0 CDR_Server 9000
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On the AE Services Administration page of the ip-services form, enter the hostname of the AES
server and the password (which must match the password configured on the AES in Section 3),
set Enabled to “y”.

change ip-services Page 4 of 4
AE Services Administration

Server 1D AE Services Password Enabled Status
Server
1: AEServer aeserverl123456 y in use

4.2. Configure Service Observation

Avaya Communication Manager must be configured to allow monitoring devices to Service
Observe and to allow monitored devices to be Service Observable. These permissions are
configured by Class of Restriction (COR). COR 1 was assigned to both types of devices. The
configuration for COR 1 is shown in the following screen.

change cor 1 Page 1 o0f 4
CLASS OF RESTRICTION

COR Number: 1
COR Description: Main COR

FRL:
Can Be Service Observed?
Can Be A Service Observer?

APLT? vy
Calling Party Restriction: none
Called Party Restriction: none
Partitioned Group Number: Forced Entry of Account Codes? n
Priority Queuing? Direct Agent Calling?
Restriction Override: none Facility Access Trunk Test?

S kPKKO

5 3 35

Restricted Call List? n Can Change Coverage?
Access to MCT? y Fully Restricted Service? n
Group Il Category For MFC: 7
Send ANl for MFE? n

MF ANl Prefix: Automatic Charge Display? n
Hear System Music on Hold? y PASTE (Display PBX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n
Group Controlled Restriction: inactive
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In addition, a Feature Access Code to perform Service Observation must be configured. The
Service Observation access code must also be entered in the configuration of the Verint ULTRA
Server (see Section 5.1). The appropriate page of the Feature Access Code configuration is
shown below.

display feature-access-codes Page 5o0of 6
FEATURE ACCESS CODE (FAC)

Service Observing Listen Only Access Code: *86
Service Observing Listen/Talk Access Code: *87

Remote Logout of Agent Access Code:

Enter 1-4 digit number; * and # may be used as first digit

If necessary and allowed in an environment, the Service Observing Warning Tone may be
disabled from the feature-related system parameters form.

change system-parameters features Page 11 of 16
FEATURE-RELATED SYSTEM PARAMETERS

CALL CENTER SYSTEM PARAMETERS

EAS
Direct Agent Announcement Extension: Delay:
VECTORING
Converse First Data Delay: O Second Data Delay: 2
Converse Signaling Tone (msec): 100 Pause (msec): 70

Reverse Star/Pound Digit For Collect Step? n

SERVICE OBSERVING
Service Observing: Warning Tone? n or Conference Tone? n
Service Observing Allowed with Exclusion? n
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4.3. Configure the Active Station-side Avaya Communication
Manager API Station

Station-side monitoring is provided using the service observation feature and Avaya
Communication Manager API stations. The Communication Manager API station is configured
as an extension in Avaya Communication Manager with “IP Softphone” enabled so that an
Avaya Communication Manager API application is able to take control of the device. ULTRA
records the conversations of monitored telephones by bridging (using Service Observation)
Communication Manager API stations onto calls that the monitored telephones are participating
in. When a Communication Manager API station is bridged onto an active call, the RTP stream
of the call is directed to the IP addresses of the Communication Manager API stations, which
reside on the ULTRA server. An example configuration of a Communication Manager API
station is shown below.

display station 14000 Page 1 of 4
STATION

Extension: 14000 Lock Messages? n BCC: O

Type: 4620 Security Code: 12345 TN: 1

Port: S00000 Coverage Path 1: COR: 1

Name: 1P10000 Coverage Path 2: CoS: 1

Hunt-to Station:

STATION OPTIONS

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 14000
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n

ULTRA requires that the Communication Manager API station extensions be consecutive and all
have the same security code (password).
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5. Configure the Verint ULTRA Server

The following describes the installation and configuration of Verint ULTRA.

5.1. Configuring Station Side Recording
Configuration of Station side recording is achieved by running the ULTRA Configuration

Wizard. To activate the Wizard, open the System Tools (a shortcut on the server desktop) and in

the Run tab, double-click the Configuration Wizard link.

=101

File Group

Configuration I General Run | LLTRA |
L] Audio Recovery Tool i UDB&dmin
& Caption Editar # LLTRA WatchDog
Configuration Manager B wolP Capture Analyzer
s_onfiguration Wizard
H Contact Databaze Control Panel
B4 Cortact Simulstor
I Database Status Viewer
é License Manager
E Guery Analyzer

Real-Time ‘iewer
'ﬁl Recording Maontar
[ Rule Editor
'ﬁ] Screen Recording Walidator
laF” SMMP Testing Utility

The Configuration Wizard is a web browser application that can be accessed from any connected

machine, but the ULTRA server was used for convenience.

Note the following parameters in the VVoice Acquisition page of the wizard:

1. Set Tapping Mode to “VolP Delivery — CMAPI”.

2. Set CMapi Connector Server IP to the Avaya Application Enablement Services IP
address.

3. Set Switch IP Address or DNS Name to the C-LAN IP address.

4. Set Virtual Extension Start From to the first Communication Manager API station
extension (configured in Section 4.3).

5. Set the CMapi Login Password to the Communication Manager API station
password.

6. Set the CMapi Silent Observe Code to the Avaya Communication Manager
Service Observing Listen Only Access Code (see above Section 4.2).

7. The rest of the parameters should be left with the default values.
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ULTRA Express Configuration Wizard - Microsoft Internet Explorer

Eile Edit Wiew Favortes Tools Help

GBak - = - (D 7t | Qsearch (GlFavorites i Media Q’l - S

Address [] hitpjflocahostilcu]

| pa ‘L\nks =

o A ERINE
(e ULTRA EXPRESS ;’:?

Welcome Recording Environment ICTI—enabIad hd
Time Setup

[~ Enable SKMP alarming
Voice Acquisition

SHMP Manager (IP address or DS name)

Application Setup SNMP Community. Public
Data Fields
Tapping Mode
Backup
- Mumber of Simultaneous Contacts IlDD =
Apply Configuration
CMapi Connector Server IP 10.10.10.20
Switch IP Address or DNS Name 10.10.10.12
SoftPhone Preferred Codec IG?ZQ =
Wirtual Extension Start From 14000
CMapi Login Password EREAE
Confirm Passwaord Rk
CMapi Silent Observe Code *86

|&] pone

The final step is to apply the configuration changes.

“2} ULTRA Express Configuration Wizard - Microsoft Internet Explorer

Fle Edt Wew Favorites Tooks Help

-]

< Previous | Next > |

T BEucalmbrane:

Ggack v = - (D [2) A Dsearch (GiFavorites ivedia B | G- S

iddress |@ hittp flocalhostjUCws!

=] oo ks

¥
ULTRA EXPRESS ;: ? X

Welcome Step 1: General System Configuration

[

Apply Configuration

Time Setup
Voice Acquisition
Application Setup

Data Fields Step 2: IntelliLink Configuration

Backup

Run Utility

Apply Configuration Step 3: YoIP Configuration

= Previous Finish

& tone [
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5.2. Configuring the CTI Link

Configuring the CTI link starts by running the IntelliLink Configuration Wizard (launched from
the ULTRA tab in System Tools).

=101 x|

File Group
Eunfigurationl Generall Run ULTRA

ﬁ Application Manager
(23 Daylight Saving Time Manager

rteliLink Configuration
Language Setup

=j'5',| Managemert Tools

= Restore

5 ULTRA Oniline Help

ULTRA uses the generic switch name of “Avaya ECLIPS” to cover Avaya Communication
Manager. Right-click and select the Avaya ECLIPS option, and click Next.

0 IntelliLink Configuration ¥izard x|

Select the switch and/or other feature:
— Switch Hame

| »

Avaya [NDex
Avapa POS [Mozaix)

. =l
— Other Featuras
* Mone LA = ML
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The following dialog box appears to select the APl to communicate with Avaya Communication

Manager. Select TSAPI and click on Next.

0 4 IntelliLink Configuration Wizard : 1 ﬂ
~ Protocaol Name

Select the protocal;

 ASAl

Since much of the major configuration options are not changeable after this stage has been
reached, a warning dialogue box appears confirming the Switch Name and CTI Protocol have

been correctly selected. Click OK.

Confirmation x|

® Confirm the Following selection:

1. Switch Mame; Avaya ECLIPS
2. Protocol; TSAPI

3, MLI disabled

4, ILA disabled

MOTE: After confirmation wou will not be able to
change the selection,

Cancel |
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From the ULTRA tab in System Tools, double-click on IntelliLink Configuration.

File Group
Eunfigurationl Generall Run ULTRA

=101 x|

ﬁ Application Manager

(23 Daylight Saving Time Manager
rteliLink Configuration
Language Setup

=j'5',| Managemert Tools

= Restore

5 ULTRA Oniline Help

Select the General tab, verify that the Trunk-side recording box is unchecked and click OK.

O pIntelliLink Configuration Ukility A |EI|5|
""" General | Advanced | Simulator | \WatchDog I InteliLink 4P ‘web Service | Private Datal
[~ Trunk-side recording
‘ Logout agents if IntelliLink. is disconnected for more than [10 minutes
Duplicate PEX 1Ds or Extension:
[ PE¥IDs are duplicate across switches
[ Estenzionz are duplicate across switches
Save Changes Ok
Solution & Interoperability Test Lab Application Notes 17 of 28
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Click on IntelliLink = Avaya ECLIPS - TSAPI. In the General tab, configure the following:
= Server Name — enter “AVAY A#<Switch Connection Name>#CSTA#<AES server
hostname>. The Switch Connection Name should match the Switch Connection configured
in Section 3.

= Login ID and Password — enter the login information for the user created in Section 3.

0 pIntelliLink Configuration Ukility - IEllll
B InteliLink
B @ Avaya ECLIPS [Switchl General | Advanced I Private Datal
i TSP
; Devices
@ Channel Mapping Server Mame [HESO0RCS TARAESERVER
Login 1D Ihparekh
Passwaord |-| 2345
4] | &
Save Changes u]

Click on IntelliLink = Avaya ECLIPS - Devices.

In the section labeled Extensions, enter the range of station extensions to be monitored by the
CTI link. Note that this does NOT imply that these stations (devices) will be recorded — that is
the subject of additional configuration and is based on recording mode. This configuration

simply allows the CTI link to monitor these devices for activity.

0 pIntelliLink Configuration Utility o =]
= IntelliLink. r— Multiple 5 election Modification
: - # Extension Monitared
= Awaps ECLIPS [Switchl .
1 10000 ves Monitored ; Mo I
: Devices 2 10001 | Yes
‘@ Channel Mapping 3 10002 | Yes
4 10003 Yes _ Deele |
5 10004} Ves r Extenzions
G 10005 ves
7 10006 | Yes Append |
g 10007 | Yes From E stenzion To Extension
k) 0008 | Yes I
10 10009 | ves
i 10010] Yes [~ Devices with [P
— File Option:
I~ Append Export | Import |
File Marne
T | -
< | 2]
Save Changes ]

HJP; Reviewed:

SPOC 10/28/2005

©2005 Avaya Inc. All Rights Reserved.

Solution & Interoperability Test Lab Application Notes

18 of 28

Verint-ACM-SO.doc



ULTRA uses a technique called Channel Mapping to allow a recording channel to be associated
with a monitored telephone. The mapping defined allows station 10000 to be recorded by

channel 1 and station 10001 by channel 2, and so on.

0 pIntelliLink Configuration Ukility

=101 %]

=- | ritedil ik, - —&dd/Modify Modules and Channels
=N Aovaya ECLIPS [Switch & todule | Channel Device ﬂ . I_ ; I_ Channels per I_
@ TSAP 1| 1o 1 10000 From modhie: | to: module:
@ Devices 2 1m 2 100m Add/Madify |
‘4 Channel Mapping 3 101 3 10002
4 101 4 10003 ~ Map Channels
5 101 g 10004
= o = 10008 Map module:  [101 Fram channek: |1
7 101 7 10006 . : tap
g PP 5 0007 Fram device: I (3 I
g 101 9 10008 — Unmap Channels
10 10 10 10008 Select the channel: to unmap and click Unmap. Unmap |
11 101 11 10010
12 101 12 — Delete Module
13 101 13
14 1o 14 Mo | 4|DEIEtE
13 1m 15  File Options
16 101 18 | |
17 o 17 [~ Append Export Import
18 101 18 File Name:
1| | ﬂ 10 A 1a LI I _I
Save Changes | u]% |

The last step is to restart the IntelliLink and VAM services using the watchdog application (also

can be found in the system tools).

- Watchdog Control Panel

Monitared T argets

Mame | Type | Statuz -
ASP.MET Process Monitar Service Fiunning

BackupService Service Rurnirg Stop |
CFr Service Running

DatabazeshonitorService Service Running |
Infalink, Service Fiunning Stop Al
InteliConnect Service Service Fiunning e

InteliLink O atabark Service Runmning Startup... |
IntelliLinkAaPlws Service Runrinig

MAS Service Service Running

PurgerService Service Fiunning

SHMP Service Fiunning -

;| ST o - | _}I—I Cloze |

Refrezh |

=101 x|
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5.3. Configuring Verint Server Network Cards

During compliance testing, ULTRA used a single Network Interface Card (NIC) for exchanging
control messages with the AES server and for receiving RTP streams from MEDPRO boards.
ULTRA may also be configured to use a dedicated NIC for receiving the RTP streams. To
configure the dedicated NIC, double-click on VOIP Nic Manager under the Configuration tab in

System Tools.

File Group
Configuration | General | Run | ULTR |

=101 x|

£ Log Manager
r Syinantec Antivirus Configuration Toal
P Mic Manager

Select the dedicated NIC from the list and click on Set CMAPI.

[ZZ ¥oIP NIC Manager

MIC Dezcription | LAM Connection Mame

Metwark Adapter ChaPI HIC
& Metwork Adapter ULTRA HIC

=101 |

Wiew Windows
Metwark, Connectiohs

Set CMaPR

Click to set up the selected MIC for CMapi,
This will renarme the nic to CMAPT MIC |
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5.4. Replaying the Voice Recordings

The IntelliPortal is a browser-based application allowing the actual recordings that have taken
place to be both inspected for data and voice content. This utility was used throughout testing to
validate successful recording of the various tested call scenarios.

2 ULTRA IntelliPortal - Microsoft Internet Explorer

File Edt Yew Favorites Toos Help

Qe - O [¥ B @ Psws rres @) 23 2 5B

Adress ] hetpe)f10.10.10 pxUipdateD: hsession v B0 ks >

e e . Help /
"\ “ Transactions | Home

L/ Search | preferances )
chms: 1-47  Sorted ByrStam Time N SaveSearch

Contacts

Start Time Play Duration  Agent =) 1 Dialed From (ANT) Dialed To (DNIS) Extension  Data ||

8/9/2005 1:07:35.2 M Q) 0mi00:08 10000 10010 10000 @

8/9/2005 1:02:30.1 pM () oo:o0:0s 10000 10010 10000 Q

5/9/2005 12:26:32.0 PM (IQ)  00in0iaT 10000 10001 10010 (<]

8/9/2005 12:26:00.8 bW Q)  0m:00:58 10000 10001 10001 @

8/9/2005 12:26:09.7 P ()  oo:01:08 10000 10001 10000 Q

5/8/2005 8:i23:005 PM  (Q)  ooinoioz 10000 10001 10010 (<]

8/8/2005 8:72:44.0 M Q) 0mi00:21 10000 10001 10001 @

8/8/2005 8:22:43.9pM ()  0o:00:21 10000 10001 10000 Q

5/8/2005 7:56:58.5 pM (IQ)  ooinoias 10000 10001 10010 (<]

8/8/2005 7:56:38.6 M () 00:00:45 10000 10001 10001 @

8/8/2005 7:56:38.5pM ()  00:00:45 10000 10001 10000 Q

5/8/2005 7:50:17.6 pM (Q)  ooinoiie 10000 10001 10010 (<]

8/8/2005 7149:52.7 M () 0mioo:5z 10000 10001 10001 @

8/8/2005 7:37:33.5pM ()  0o:00:26 10000 10001 10010 Q

5/8/2005 7:57:21.3 PM (Q)  00in0idd 10000 10001 10001 (<]

#/8/2008 73458 PN Q) ooinnizz 10000 10001 10010 (<]

8/8/2005 7:33:53.7 M () 00:00:42 10000 10001 10001 Q

5/8/2005 7i03:50.8 pM (Q)  ooiooiiz 10000 10001 10010 (<]

#/8/2008 705455 pM  (IQ)  0oinoia7 10000 10001 10001 (<]

cintnnor voan.ca v oea CWW cncniasdpmen aoaes nnan (=) E
€] Done & Irternet

A dedicated workspace page provides the ability to see a whole call with its different segments
(sessions).

2 ULTRA IntelliPortal - Microsoft Internet Explorer = x|
Ele Edt Yew Favares Tooks Help |
dapark + = - @ 3] A} | Qoearch Garavortes Pmedn B | - S
Agddress [ &) http://127.0,0.1/ukrajaridplaybackiGricPlay backindex  asp?UpdateDs=1 aldertyp FeFold hession | @e |L\nl¢ =
It . oy ) ! vERINT p g
\ i Home | Back to list ;\.-g 3 J.-‘f
\ x5 &
- iy CE ‘ i Sesrch  Prafersnces %
| Download | gend | Customer Xperiance Flags
Contact (8:22:43 PM)  [EPPRPIIRE - [ segment information [ contact tnformation 1=
Segment 1/3 - (Start 8:22:43 PM) Site Name Contact Analysis -
PBY ID: Acquisition Madule 101 Exception
: Ehennsl 1 Contact [D 662353256401
. 8/6/2005 Number of Holds
artfime 8:22:43 PM Number of Transfers
8/8/2005 Total Hold Time
End Time
8:23:05 PM ——— 6/6/2005
Sereen Acquisition o 8:22:43 PM
Module
Dialed From (ANI) 10000
Dialed Ta {DNIS) 10001
Switch Call 1D 1422
Extension 10000
PEX ID
Duration 00:00:21
oo/ onzy|  Remark By b
- Remark On j
Remark By:
on: Save /
[&) Dane [T [ mkemet
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6. Interoperability Compliance Testing

A generic voice recording test plan was used and customized to include the specific features of
the Verint ULTRA 9.3.

The interoperability compliance test included functionality and performance load testing. The
testing examined the Verint ULTRA 9.3 interoperability with Avaya Communication Manager
3.0. The majority of the testing focused on the ability of the Verint ULTRA application to record
calls originated and terminated by monitored telephones and replay the voice recordings
correctly. The source and destination of each call recording was verified.

6.1. General Test Approach

The general approach was to place inbound and outbound calls to and from monitored
telephones, and verify the recordings. For functionality testing, basic telephony operations such
as answer, hold/retrieve, transfer, and conference were exercised on the inbound and outbound
calls. For performance testing, a call generator placed inbound calls to monitored telephones
over an extended period of time.

6.2. Test Results

All feature and performance tests passed. The Verint ULTRA successfully recorded, displayed
and replayed the recordings.

There can be at most one service observer on an active call, and a station can be service observed
by at most one service observer. This means that when two or more service observed stations
(parties) are on the same call, only one of the parties is service observed and therefore recorded.
ULTRA will produce call recording records for each monitored party, but only the recording
record for the service observed party will contain audio.

When there is a TSAPI or network failure, no call information will be displayed on any active
calls or new calls during the failure. During a network failure, it can take up to four minutes
before the TSAPI link is re-established. Recording of active calls continues uninterrupted.

Ensure that sufficient MEDPRO resources are available to support the number of
Communication Manager API stations, and monitored IP telephones and softphones. Consult the
Avaya product documentation for further details.
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7. Verification Steps

7.1. Avaya

The following steps can ensure that the communication between Avaya Communication
Manager and the Avaya Application Enablement Services server is working.

Click on Status and Control - Switch Conn Summary in the AES OAM pages. This summary
gives the status of the connection between Avaya Communication Manager and the Avaya
Application Enablement Services server. Verify that the Conn State indicates Talking.

AVAYA o
¥ou are here: = Status and Control = Switch Conn Summary
= Switch Connections Summary
Switch Conn Surmimaty ki
Sarui = p J #of Msgs Msgs
EMVICES SUMMAry Switch Conn ! Online/ CLAMS/ Msg
" Since ; o MCI To From :
5 Conn  State Offline Admin'd ; : Period
Conns Switch Switch
CLAMNS
i 2005-08-
_ @ 2500 Talking 11 Online 1 ,f 1 3 210 210 20
4 06:54:50.0
[ Online J l Offline ] [ Message Period ] [ Switch Connection Details ]
[ FPer Service Switch Connections Details ]

Click on Status and Control - Services Summary in the AES OAM pages. This summary gives
the status of each service.

Y¥ou are here:

= Status and Control = Services Summary

% Services Summary

: |

SWich LA ST, Service Status Since Cause

— @ CWYLAM Service OMNLIME fg?;:jfl_m NORMAL
) DLG Service OMLINE fg:c';_;::'j:;ll NORMAL
() TSAPI Service OMLIME :ig:usﬂ—:ng?—m MORMAL

Logout
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To test the TSAPI link, click on Utilities > ASAI Test. Select the TSAPI link and execute the

test.

¥ou are here: = Utilities

g 160

: ASAI Test Result
* ASAI Test
-

e === Test for TSAPI Link 3 ===

ASAl Test e Heartbeat with switch for TSAPI link 03 was successful,
= e === Test Completed ===
Ping Host
TEAPL Test

Equivalent steps can be taken to check the status of the link on Avaya Communication Manager

as follows.

Verify that the Avaya Application Enablement Services server is communicating with the C-
LAN on Avaya Communication Manager by using the status aesvcs interface command.

status aesvcs interface

AE SERVICES INTERFACE STATUS

Local Node Enabled? Number of Status
Connections
clan yes 1 listening

Verify that the Service State of the TSAPI link is established.

status aesvcs cti-link

AE SERVICES CTI1 LINK STATUS

CTIl Version Mnt AE Services Service Msgs Msgs

Link Busy Server State Sent Revd

1 4 no AEServer established 15 15

3 4 no AEServer established 15 15
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7.2. Verint

Verint has supplied a variety of tools with the ULTRA solution to provide a means of both
monitoring and diagnosing potential issues.

The System Monitor provides a hierarchical view of the status of various systems within the
recording solution. This is color-coded at both the node and branch levels — green for OK and

red for a problem.

A screenshot of the system monitor is shown below.

== System Monitor =180
Fle Yiew Events Tools
[@] ULTRA Status
= EI Express93RevB
- @] IntelliFlow - 1
= (@] InteliLink - 1
E InteliLink service was last restarted at 08-A0g-05 13:52:38
E Connection to Awvaya ECLIPS - TSAPI is up; last disconnection was at 08-4ug-05 14:08:45
E Connection to Avaya ECLIPS was down 2 times during the last 24 hours
E Mo agents are logged in
Staging D atabase - 1
Disk Manager
Acquigition Module
E Acquisition Module restarted [ 08-40g-05 14:52:19)
E Last acquisition time: [ 08-Aug-05 14:55:27 )
E “olP Acquisition Module Unit 107: Active and recording in Performance bode [ 08-4ug-05 145227 |
E “olP Acquisition Module Unit 107: Connection to the WalP Metwork iz up [ 08-4ug-05 145222 )
- E VolP Acquisition Module Unit 107: Connected to the Contact Database [ 08-4ug-05 14:52:23)
E ValP Acquisition Module Unit 107: Connected to the InteliFlow [ 08-4ug-05 145418 )
- E “olP Acquisition Module Unit 107: 32 contacts in the intermal offine database [ 08-4ug-05 14:53:30 )
E “olP Acquisition Module Unit 107: Recording rate iz 2 segments per hour [ 08-4ug-05 14:53.28 |
- E VolP Acquisition Module Unit 107: Recording rate iz 2 segments per day [ 08-4ug-05 14:59:.28)
E WalP Acquisition Module Unit 107: Contact Database marking rate is 2 segments per hour [ 08-8ug-05 14:59.27 ]
- E “olP Acquisition Module Unit 107: Contact D atabase marking rate is 2 segments per day [ 08-4ug-05 145327 )
E Screen Acquisition Module Unit 201 Screen boquisition Module it active [ 08-4ug-05 14:52:19)
- E Screen Acquisition Module Unit 201 Connected to the InteliFlow [ 08-4ug-05 14:54:18 |
E Screen Acquistion Module Unit 201: Recording rate iz D segments per howr [ 08-40g-05 14:59:27 ]
E Screen Acquisition Module Unit 201 Recording rate is 0 segments per day [ 08-4ug-05 14:53:21 )
- @| Application Database - 1
@ | InteliPortal - 1
o @
G- /@| InteliConnect - 1
/@ | InteliStar - 1
- @ | Moritoring Reaktime Event Service - 1
- @ | Monitoring Reaktime Web Service - 1
||3 Event Database Connection Status
HJP; Reviewed: Solution & Interoperability Test Lab Application Notes 25 of 28

SPOC 10/28/2005

©2005 Avaya Inc. All Rights Reserved.

Verint-ACM-SO.doc



The IntelliLink Analyzer provides a view of the CTI link. The attached screenshot shows typical
activity for a monitored call.

i IntelliLink Analyzer o ]
 IntelliLink Status — Quemies Qui
L |
Fiunming: e Fird: I.el'-.gent and Trunk j
Connected to CTI: Yes
By IE:-:tensiun j

Switch Specific Connection Status:

Eutension: I
Switch 1 - Connect [FID 4616]

Execute Query

Segments per Hour: 145
Total Failed Devices: 8 - Huery Results
Failed Devices: 10002 Queny: I
10003 _|
10004 -
10005
10008
10007
10008
10009
—InteliLink Events
" Hide Events % Show Brief Events  © Show Detailed Events [ EHpandEventEane Clear |
14:14:33 Call Callback - Mumber: 3 Reason: STARTSESSION Extenzion: 10001 Trunk: -1 ;I
14:14:29 Call Callback - Mumber: 4 Reason: STARTSESSION Extension: 10000 Trunk: -1
14:14:56 Call Callback - Mumber: 4 Feason: EMDSESSION Extenzion: 10000 Trunk: -1
14:14:56 Call Callback - Mumber: 4 Feason: EMDSESSIOMAMDEMDCALL Extenszion: 10001 Trunk: -1
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8. Support

If technical support is required for the Verint ULTRA solution, then contact Verint Technical
Support. Full details are available at http://www.verint.com.

9. Conclusion

These Application Notes describe the required configuration steps for the Verint ULTRA to
successfully interoperate with Avaya Communication Manager. Functionality and performance
were successfully validated. The configuration described in these Application Notes has been
successfully compliance tested.

10. Additional References

This section references the Avaya and Verint ULTRA product documentation that are relevant to
these Application Notes.

Avaya product documentation can be found at http://support.avaya.com.
Verint product documentation is available on request from Verint http://www.verint.com.
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©2005 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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