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Notice

While reasonable efforts have been made to ensure that the information in this document is complete and
accurate at the time of printing, Avaya assumes no liability for any errors. Avaya reserves the right to make
changes and corrections to the information in this document without the obligation to notify any person or
organization of such changes.

Documentation disclaimer

"Documentation” means information published in varying mediums which may include product information,
operating instructions and performance specifications that are generally made available to users of products.
Documentation does not include marketing materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of Documentation unless such modifications,
additions, or deletions were performed by or on the express behalf of Avaya. End User agrees to indemnify
and hold harmless Avaya, Avaya's agents, servants and employees against all claims, lawsuits, demands
and judgments arising out of, or in connection with, subsequent modifications, additions or deletions to this
documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this site or
Documentation provided by Avaya. Avaya is not responsible for the accuracy of any information, statement
or content provided on these sites and does not necessarily endorse the products, services, or information
described or offered within them. Avaya does not guarantee that these links will work all the time and has no
control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software. Refer to your sales agreement to
establish the terms of the limited warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is available to Avaya customers and
other parties through the Avaya Support website:
https://support.avaya.com/helpcenter/getGenericDetails?detailld=C20091120112456651010 under the link
"Warranty & Product Lifecycle” or such successor site as designated by Avaya. Please note that if You
acquired the product(s) from an authorized Avaya Channel Partner outside of the United States and
Canada, the warranty is provided to You by said Avaya Channel Partner and not by Avaya.

"Hosted Service" means an Avaya hosted service subscription that You acquire from either Avaya or an
authorized Avaya Channel Partner (as applicable) and which is described further in Hosted SAS or other
service description documentation regarding the applicable hosted service. If You purchase a Hosted
Service subscription, the foregoing limited warranty may not apply but You may be entitled to support
services in connection with the Hosted Service as described further in your service description documents
for the applicable Hosted Service. Contact Avaya or Avaya Channel Partner (as applicable) for more
information.

Hosted Service
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THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA HOSTED SERVICE SUBSCRIPTION
FROM AVAYA OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE TERMS OF USE FOR
HOSTED SERVICES ARE AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER THE LINK "Avaya Terms of Use for Hosted
Services" OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE APPLICABLE TO
ANYONE WHO ACCESSES OR USES THE HOSTED SERVICE. BY ACCESSING OR USING THE
HOSTED SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND
THE ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS "YOU" AND "END USER"), AGREE TO THE TERMS OF USE. IF YOU ARE ACCEPTING THE TERMS
OF USE ON BEHALF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE
THE AUTHORITY TO BIND SUCH ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH
AUTHORITY, OR IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU MUST NOT
ACCESS OR USE THE HOSTED SERVICE OR AUTHORIZE ANYONE TO ACCESS OR USE THE
HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://[SUPPORT.AVAYA.COM/LICENSEINFO, UNDER THE LINK "AVAYA SOFTWARE LICENSE
TERMS (Avaya Products)" OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR INSTALLS AVAYA SOFTWARE,
PURCHASED FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL
PARTNER. UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES NOT EXTEND
THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA RESERVES THE RIGHT TO TAKE LEGAL
ACTION AGAINST YOU AND ANYONE ELSE USING OR SELLING THE SOFTWARE WITHOUT A
LICENSE. BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS
TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER REFERRED TO INTERCHANGEABLY AS
"YOU" AND "END USER"), AGREE TO THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE ("AVAYA").
Avaya grants You a license within the scope of the license types described below, with the exception of
Heritage Nortel Software, for which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the applicable license will be a Designated System
License. The applicable number of licenses and units of capacity for which the license is granted will be one
(1), unless a different number of licenses or units of capacity is specified in the documentation or other
materials available to You. "Software” means computer programs in object code, provided by Avaya or an
Avaya Channel Partner, whether as stand-alone products, pre-installed on hardware products, and any
upgrades, updates, patches, bug fixes, or modified versions thereto. "Designated Processor" means a single
stand-alone computing device. "Server" means a Designated Processor that hosts a software application to
be accessed by multiple users. "Instance" means a single copy of the Software executing at a particular
time: (i) on one physical machine; or (ii) on one deployed software virtual machine ("VM") or similar
deployment.

License type(s)

CPU License (CP). End User may install and use each copy or Instance of the Software on a number of
Servers up to the number indicated in the order provided that the performance capacity of the Server(s)
does not exceed the performance capacity specified for the Software. End User may not re-install or operate
the Software on Server(s) with a larger performance capacity without Avaya’s prior consent and payment of
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an upgrade fee.

Named User License (NU). You may: (i) install and use each copy or Instance of the Software on a single
Designated Processor or Server per authorized Named User (defined below); or (ii) install and use each
copy or Instance of the Software on a Server so long as only authorized Named Users access and use the
Software. "Named User", means a user or device that has been expressly authorized by Avaya to access
and use the Software. At Avaya’s sole discretion, a "Named User" may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or voice mail account in the name of a
person or corporate function, or a directory entry in the administrative database utilized by the Software that
permits one user to interface with the Software.

Heritage Nortel Software

"Heritage Nortel Software" means the software that was acquired by Avaya as part of its purchase of the
Nortel Enterprise Solutions Business in December 2009. The Heritage Nortel Software is the software
contained within the list of Heritage Nortel Products located at https://support.avaya.com/Licenselnfo under
the link "Heritage Nortel Products” or such successor site as designated by Avaya. For Heritage Nortel
Software, Avaya grants Customer a license to use Heritage Nortel Software provided hereunder solely to the
extent of the authorized activation or authorized usage level, solely for the purpose specified in the
Documentation, and solely as embedded in, for execution on, or for communication with Avaya equipment.
Charges for Heritage Nortel Software may be based on extent of activation or use authorized as specified in
an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the
Documentation, Software, Hosted Service, or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya including the selection, arrangement
and design of the content is owned either by Avaya or its licensors and is protected by copyright and other
intellectual property laws including the sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute in any way any content, in whole or in
part, including any code and software unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express written consent of Avaya can be a
criminal, as well as a civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine. Each product has its own ordering
code and license types. Note that each Instance of a product must be separately licensed and ordered. For
example, if the end user customer or Avaya Channel Partner would like to install two Instances of the same
type of products, then two products of that type must be ordered.

Third Party Components

"Third Party Components" mean certain software programs or portions thereof included in the Software or
Hosted Service may contain software (including open source software) distributed under third party
agreements ("Third Party Components"), which contain terms regarding the rights to use certain portions of
the Software ("Third Party Terms"). As required, information regarding distributed Linux OS source code (for
those products that have distributed Linux OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available in the products, Documentation or on
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Avaya’s website at: https://support.avaya.com/Copyright or such successor site as designated by Avaya.
The open source software license terms provided as Third Party Terms are consistent with the license rights
granted in these Software License Terms, and may contain additional rights benefiting You, such as
modification and distribution of the open source software. The Third Party Terms shall take precedence over
these Software License Terms, solely with respect to the applicable Third Party Components to the extent
that these Software License Terms impose greater restrictions on You than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec is distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO (i) ENCODE
VIDEO IN COMPLIANCE WITH THE AVC STANDARD ("AVC VIDEO") AND/OR (ii) DECODE AVC VIDEO
THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS
OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S HOSTING OF AVAYA PRODUCTS OR
SERVICES. THE PRODUCT OR HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS SUBJECT
TO THIRD PARTY TERMS AND REQUIRE A SERVICE PROVIDER TO BE INDEPENDENTLY LICENSED
DIRECTLY FROM THE THIRD PARTY SUPPLIER. AN AVAYA CHANNEL PARTNER’S HOSTING OF
AVAYA PRODUCTS MUST BE AUTHORIZED IN WRITING BY AVAYA AND IF THOSE HOSTED
PRODUCTS USE OR EMBED CERTAIN THIRD PARTY SOFTWARE, INCLUDING BUT NOT LIMITED TO
MICROSOFT SOFTWARE OR CODECS, THE AVAYA CHANNEL PARTNER IS REQUIRED TO
INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE AGREEMENTS, AT THE AVAYA CHANNEL
PARTNER'’S EXPENSE, DIRECTLY FROM THE APPLICABLE THIRD PARTY SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL PARTNER IS HOSTING ANY PRODUCTS
THAT USE OR EMBED THE G.729 CODEC, H.264 CODEC, OR H.265 CODEC, THE AVAYA CHANNEL
PARTNER ACKNOWLEDGES AND AGREES THE AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR
ANY AND ALL RELATED FEES AND/OR ROYALTIES. THE G.729 CODEC IS LICENSED BY SIPRO LAB
TELECOM INC. SEE WWW.SIPRO.COM/CONTACT.HTML. THE H.264 (AVC) CODEC IS LICENSED
UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO: (I) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD ("AVC VIDEQO") AND/OR (Il) DECODE AVC VIDEO THAT
WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED
FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR
SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION FOR H.264 (AVC) AND H.265
(HEVC) CODECS MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Compliance with Laws
You acknowledge and agree that it is Your responsibility for complying with any applicable laws and
regulations, including, but not limited to laws and regulations related to call recording, data privacy,

intellectual property, trade secret, fraud, and music performance rights, in the country or territory where the
Avaya product is used.

Preventing Toll Fraud
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“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party (for
example, a person who is not a corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud associated with your system and that, if
Toll Fraud occurs, it can result in substantial additional charges for your telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You need technical assistance or support,
call Technical Service Center Toll Fraud Intervention Hotline at +1-800-643-2353 for the United States and
Canada. For additional support telephone numbers, see the Avaya Support website:
https://support.avaya.com or such successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can be found in the Security Policies and Support
section of https://support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled per the Avaya Product Security Support Flow
(https://support.avaya.com/css/P8/documents/100161515).

Trademarks

The trademarks, logos and service marks ("Marks") displayed in this site, the Documentation, Hosted
Service(s), and product(s) provided by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users are not permitted to use such Marks without
prior written consent from Avaya or such third party which may own the Mark. Nothing contained in this site,
the Documentation, Hosted Service(s) and product(s) should be construed as granting, by implication,
estoppel, or otherwise, any license or right in and to the Marks without the express written permission of
Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners. Linux® is the registered trademark of
Linus Torvalds in the U.S. and other countries.

Downloading Documentation

For the most current versions of Documentation, see the Avaya Support website: https://support.avaya.com,
or such successor site as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for product or Hosted Service notices and
articles, or to report a problem with your Avaya product or Hosted Service. For a list of support telephone
numbers and contact addresses, go to the Avaya Support website: https://support.avaya.com (or such
successor site as designated by Avaya), scroll to the bottom of the page, and select Contact Avaya Support.

January 2017 Zang SMS Connector Snhap-in 6


https://support.avaya.com/
https://support.avaya.com/security
https://support.avaya.com/css/P8/documents/100161515
https://support.avaya.com/
https://support.avaya.com/
https://support.avaya.com/

Table of Contents

CHAPTER 1: INTRODUCGTION .....cceuutiiiiiiiiennnnniissiiisssnssssssssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssnnnssssssssssannnssssses 8
CHAPTER 2: TERIMIINOLOGY ....ciiireuniiiiiiiienennnsssssissssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssnsnssssssssssannnnssssss 9
CHAPTER 3: ZANG SMS CONNECTOR SNAP-IN OVERVIEW .....ccuuciiiiiiiiinnnnniiiiiiiiiemmnsiiisiimssnmssssssiiisssssssssssssssnssssssssssssssnnnns 10
CHAPTER 4: MINIMUM SYSTEM REQUIREMENTS AND PREREQUISITES .......ccooteemmeeniiiiiiiiennnniiiiiiiieeneeeiesineeesseessssssneeessanes 12
AVAYA PRODUCT REQUIREMENTS .. t1vtttvtvtetesasasssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssne 12
3L Lo LU 1 1PN 12
CHAPTER 5: DEPLOYIMENT .....iiiiiteiiiiiiiiieenneiesiiisesmsssssssssisssssssssssssssssssssssssssssssssssssssssssssnnsssssssssssssnnssssssssssssnnanssssssssssnnnnss 14
ZANG SMS CONNECTOR SNAP-IN DEPLOYMENT CHECKLIST ..vvvetteeesesuuerreeeeseessannrereeesssesasssssseesesssssssssnssessssssssssseesssssssssssseesssesssnsssseeeens 14
DOWNLOADING CERTIFICATES FOR THE ZANG SIMIS CONNECTOR SNAP=IN ...uvetieeeieiuerrreeeseeesiuntnreeesseesasssssseessesssssssssessessssssssessesssnnsnnnes 14
INSTALLING THE CERTIFICATES. ..tvvteeeeeeesuerereeesesasasssssessesssassssssessesssasssssssssesssasssssssssesssassnssssssessssssasssssssesssssnsssssessessssansssesesessnnssnnn 16
LOADING THE ZANG SIMS CONNECTOR SNAP=IN .....uuvttreeeeeeieiuutrreeseseseiustsessesssasssssssssesssassssssssesssssssssssssesssesssssssessessssssssssesesssssanssne 18
INSTALLING THE ZANG SIMIS CONNECTOR SNAP=IN ....uutveeeeeeieuurrreeseesseiussreeeesssasssssessesssassssssssesssesssssssssesssssssssssssesessssansssesssesssnsssnes 19
CONFIGURING ZANG SIMS CONNECTOR SNAP-IN ATTRIBUTES ....uuuvvrrreeeeeseruernreeesesesssssseeesessssssssssesssssssssssssessesssssssssssssesssssnssssessesssennns 19
CHAPTER 6: USING THE ZANG SMS CONNECTOR SNAP-IN .....coeuiiiiiiiiiiriieiiieeiiiiennnssseessnsesnmsssssssssssssnssssssssssssnnssssssssssssnnnnns 23
USING THE ZANG SIMS CONNECTOR SNAP=IN IN TEST IMODE ....vvtveeeeeeieuurtreeeeeesesuerseeeesssesinsssseeessssssssssssessesssssssssessesssssssssssssesssnnsssnns 23
USING THE ZANG SMS CONNECTOR SNAP-IN FROM YOUR SNAP=IN ...ceeeeuurtreereeeseiuersreeesssessnnsssssessssssssssssesssssssssssssessssssssssssssssssssnsssnnn 23
CHAPTER 7: TROUBLESHOOTING .......cccottittteniiiiiiiieennnnsieeetisesnnssssssessssssnsssssssssssssnsssssssssssssnnssssssssssssnnssssssssssssnnnsssssssssssnnnnss 25
ZANG SIMS CONNECTOR SNAP-IN LOGS ..eeieeeiuitirreeteeeieiuttteeeeeeseiiueteseeesesasaastasaeesesssasssssseesssssassssssssessssssssssssesssessnssssseesssessansssseeeees 25
CHECKING MESSAGE(S) STATUS ON THE ZANG DASHBOARD. ......cccuvveeeitieeeeitteeeseisteeesitseseassssesaasssasesasssssaasssssesssssssssssssssssssessssssessnseens 26
IF THE ZANG SMS CONNECTOR IS NOT ABLE TO SEND THE REQUEST, OR RECEIVE A FINAL UPDATED RESPONSE FOR THE REQUEST ....vvvvvvvvvvvvvennns 27
01NN RS U LN 27

January 2017 Zang SMS Connector Snhap-in 7



Chapter 1: Introduction

This document describes the characteristics and capabilities of the Zang
SMS Connector Snap-in, including a snap-in overview, feature description,
and minimum system requirements.

This document is intended for developers and administrators who install,
configure, and use the Zang SMS Connector Snap-in. This document
contains specific information about this snap-in. For an overview of Avaya
Breeze™, see Avaya Breeze™ Overview and Specification.

January 2017 Zang SMS Connector Snap-in



Chapter 2: Terminology

Acronym Description

SMS Short Message Service

TLS Transport layer security

MCB Multi-Channel Broadcast (This sample

shap-in is available for download from
the Avaya Breeze™ SDK or from
DevConnect.)

HTTP Hypertext Transfer Protocol

API Application Programming Interface
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Chapter 3: Zang SMS Connector Snap-in
overview

The Avaya Breeze™ Zang SMS Connector Snap-in gives snap-in developers an
easy way to send SMS messages to Zang for transmission to one or more
recipients. The Zang SMS Connector Snap-in acts as an interface through which
Avaya Breeze™ snap-ins can interact with Zang to send messages.

The Zang SMS Connector uses the Avaya Breeze™ connector technology. An
Avaya Breeze™ connector snap-in provides connectivity to an application that is
external to Avaya Breeze™. The Zang SMS Connector Snap-in communicates
with Zang over HTTP(S), using the HTTP(S) API described on the Zang web site
- http://docs.zang.io/

The picture below shows an internal view of how Avaya Breeze™ interacts with
the Zang SMS Connector.

sSMms Zang SMS ZANG

Send Message request

Snap-in = _— Connector e
- Collab —_— —_—
—
Outbound
Message

Bus

An Avaya Breeze™ snap-in sends a request to the Zang SMS Connector Snap-
in using the Avaya Breeze™ SMS API. The Zang SMS Connector Snap-in uses
the Zang APIs to send outgoing messages to recipients as specified by the
requesting snap-in through the SMS APIs.
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The response to the request indicates the status of the SMS request as reported
by Zang. The status is obtained as part of the exchange between the Zang SMS
Connector and Zang. This status can indicate that: the SMS was sent to a
recipient or network; an SMS delivery is pending (for example, queued or
sending); or an SMS delivery failed.

The picture below shows a typical deployment setup of the Zang SMS Connector
and how the connector interacts with Zang.

DMZ

Zang

Avaya Breeze

Message Response )
O Message Request

|
N | ZangSMS [« Collaboration «—— SMS :
"}, Connector } Bus SR

‘ < X
| |
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Chapter 4. Minimum system requirements

and prerequisites

Avaya product requirements

The Zang SMS Connector Snap-in requires the following:

e Avaya Breeze 3.2.0.1.320111 or higher
e Avaya Aura System Manager 7.0.1.2 or higher

Prerequisites

Only a single vendor SMS connector should be installed on an Avaya Breeze™
cluster at any given time. If you are using the Zang SMS Connector Snap-in,
uninstall all other vendor SMS connectors before installing the Zang SMS

Connector.

You must complete the following prerequisites on www.zang.io to use the Zang

SMS Connector Snap-in.

An account with Zang

Refer to Getting Started with Zang at
http://docs.zang.io/ for instructions for creating
a Zang account.
The key information associated with an
account is:

a) Account SID

b) Auth Token.

This information can be viewed on the
Dashboard after logging into the account on

Zang.

An SMS capable number in the required
region

An SMS capable number must be purchased
from the Zang account.
The SMS capability of a number is indicated
by the callout symbol next to the phone
number during the purchase process.
This number must be provided to the Zang
SMS Connector Snap-in either:

o While invoking the SMS API from the

January 2017
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snap-in.

e By configuring the value in the field
Default Sender number for the
Connector on System Manager. For
more information see Configuring Zang
SMS Connector Snap-in Attributes on
page 19.
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Chapter 5: Deployment

Zang SMS Connector Snap-in deployment checklist

This table specifies the deployment steps for the Zang SMS Connector

Snap-in.

For pre configuration steps, see Administering Avaya Aura® System Manager,
Deploying Avaya Breeze™ and Administering Avaya Breeze™.

Task

Description

Download certificates for
the Zang SMS
Connector Snap-in.

See Downloading certificates for the Zang SMS
Connector Snap-in on page 14.

Install certificates for the
Zang SMS Connector
Snap-in.

See Installing the certificates on page 16.

Load the Zang SMS
Connector Snap-in.

See Loading the Zang SMS Connector Snap-in on
page 18.

Install the Zang SMS
Connector Snap-in.

See Installing the Zang SMS Connector Snap-in on
page 19.

Configure the Zang SMS
Connector Snap-in
attributes.

See Confiquring Zang SMS Connector Snap-in
Attributes on page 19.

Downloading certificates for the Zang SMS Connector

Snap-in

1. Copy the Rapid SSL SHA256 CA and Geo Trust Global CA into two plain
text files and save in pem format from -
https://knowledge.rapidssl.com/support/ssi-certificate-
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support/index?page=content&id=S5026459

Note: There are two certificates posted on the site. Be sure to create two
separate pem files from the text on the RapidSSL site.

@ Secure | httpsy/knowledge.rapidssl.com/support/ssl-certificate-support/index?page=content&id=5026459 I

R idSSL Regions: USiCanada Eurcpe UK Australia
ap .

Simple site security for less

# resell 2 learn O support
Home > Support > Solution Details CONTACT SUPPORT
Intermediate CA Certificates: RapidSSL SHA-2 (under SHA-1 Root) CA Bundle US Support:
Printer Friendly Order Processing
Email Form
Solution ID: 5026459 Technical Support
Email Form

European Support:

Solution Order Processing

Email Form
Copy and paste the contents in the box below, and paste into a plain text file. Be sure to use a text editor such

as Notepad or Vi Technical Support

Email Form
Copy: (CTRL + C on PC, Command + C on Mac)
Paste: (CTRL +V on PC, Command + V an Mac)

First Certificate: |I_Ve help
Issued to: RapidSSL SHA256 CA - G3 Click to chat

Issued by: GeoTrust Global CA
Valid from: 8/29/2014 to 5/20/2022
Serial Number: 02 3a 77

with an agent >

KNOWLEDGE CENTER
Second Certificate:

Issued to: GeoTrust Global CA
Issued by: Equifax Secure Certificate Authority
Valid from: 5/20/2002 to 8/20/2018

Search Tips m

Serial Number: 12 bb €6
RELATED RESOURCES

Intermediate CA Bundle

RapidSSL Intermediate CAs
Self Service Reissuance
Check Your Certificate
General SSL FAQs

Step by Step Guide

Product Selection Wizard

' gRzMwggE il
v VIvIWFOeLFbGleh/9 UBMEdAmJy

E SowLBkMEu/SW41ib: S9EX9zHFLYDn4ZLDgP/ oL
U580kaiy9udSp2L4K]xZ JWmhxgHsw3hUEvEZTvz5IBVVEsScy
Ge08R5] ILMBLI+VvV L+enP/ClDPZINNFIvASYT2RM
7Ie/fod0oyHS mMEiN1vi7SPIpyGIRzFRIU4uvt2UevykzKdk
V1§ 1NS67ab22AgMBALG ] ggEdMT TR BoNVHSMEGDAWGETAepho]

A TR TG Am 1 1M S AR AN AR R Trs S (NECTIET 717 FAHarin® LT Tar] lmamr T

Save each certificate separately.

2. Download the CloudFlare Origin CA — RSA Root certificate as the pem file
from -
https://support.cloudflare.com/hc/en-us/articles/218689638
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https://knowledge.rapidssl.com/support/ssl-certificate-support/index?page=content&id=SO26459

8 Secure | https://support.cloudflare.com/hc/en-us/articles/2 18689638

If you are using cPanel, or another application that attempts to validate the chain of your Origin
you will need to append the appropriate root below to your .pem file.

Mote that cPanel in particular does not support ECC certificates, so make sure you generate an R¢

CloudFlare Origin CA — RSA Root

MIID/DCCAUagAWIBAgIID+rOSdTGTGowCwYIKoZIhv cNAQELMIGLMOswCQYDVQQG
EwlVUzEZMBcGALUEChMQQ2 xvdWRGEGFY ZSwgSW5jLjEAMDIGALIUECKMrJ2xvdWRG
bGFyZSBPcmlnakWdgUINMIENlcnRpZmljYXR1IEF1dGhvcml@eTEWMBOGALIUEBXMN
UZFUIEZyYWSjaXNjbzETMBEGALUECBMKQ2FsalWZvem5pYTAe FwlxNDEXMTMyMDMA
NTBaFwexOTExMTQuMTQzNTBaMIGLMQswCQYDVOQGEWIVUZEZMBCGATUEChMQQ2 xv
dWRGbGFyZSwgSh5jLjEBMDIGATIUECxMrQ2xvdWRGbGFyZSBPcmlnalWdgU1NMIEN]
cnRpZmljYXR1IEF1dGhvcmlee TEWMBQGALIUEBXMNUZ FUIEZyYWS jaXNjbzETMBEG
ATUECEMKQ2F saWZwvemSpYTCCASIWDQYIKoZ ThvcNAQEBEQADEEEPADCCAQoCggER
AMBI1WF1KEKRShbE750Y rAcUXobpD/AxvSYRXro1mbRu+1qE7YbyyRUShQh151em

3. Download the Add Trust External Root CA certificate as the pem file from -
https://support.comodo.com/index.php?/Knowledgebase/Article/View/945/0
[root-addtrust-external-ca-root

Installing the certificates

Before you begin

This procedure adds the RapidSSL, Geo Trust, Add Trust, and cloudFlare
certificates as trusted certificates. They must be accessible to System Manager
to be added.

Procedure
1. On System Manager, in Elements, click Avaya Breeze™,

2. In the navigation pane, click Cluster Administration.
3. Select the cluster where the Zang SMS Connector Snap-in will be installed.
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4. Click Certificate Management > Install Trust Certificate (All Avaya
Breeze Instances).

5. From the Select Store Type to install trusted certificate menu, select
WebSphere or ALL.

6. Click Browse and navigate to the location of your RapidSSL Certificate.
Select the certificate.

7. Click Retrieve Certificate, and review the details of the Trusted Certificate.

8. Click Commit.

9. Repeat for the Geo Trust, Add Trust and cloudFlare certificates.

Aura System Manager 7.0

Home Avaya Breeze™ *
~ Avaya Breeze™ « Home [/ Elements / Avaya Breeze™ [ Cluster Administration

Server
Administration Cluster Administration
Cluster

Administration This page allows you to view, edit and delete Avaya Breeze clusters.

» Reliable Eventing Avaya Breeze Clusters

Administration | #Edit| |©@New| Certificate Management _~ : | Cluster State ~| | Backup and Restore = |
} Configuration Install Trust Certificate (All Avaya Breeze Instances)
P ——— 8 Items Use Demo SIP CA(Security Module)

Sen
Insi
Stat

Cluster Data

Details Cluster Name Cluster IP Cluster Profile | Cluster State | Alarms | Activity o
Database | Replication

Show  CCClusteri Efr”peor:‘e' ’E‘fff]pting 0/0/o 2 - v v
Show  GPCluster3ii Efr”peor:‘e' ’E‘fff]pting 0/0/0 0 - v N
Show  GPCluster32 Efr"'peor:‘e' ’E‘f;f]pting 0/0/0 0 - v N
Show  OneNodeCCCluster Efr”peor:‘e' f‘f;f]pti”g 0/0/0 & - v v
Show  RuleEngineGP Efr”peor:‘e' f‘f;f]pti”g 0/0/0 o Disabled o .
Show TwoNodeWACluster  10.133.45.214 i‘:sri;nment ’E“Dcfze]pting -

v Show ZangDaCluser 10.133.45.66 Efr”peor:e' ’E‘;;ze]pti”g 3/0/2 0 Disabled ~) A
Show  ZangGPCluster ES:DEO'—:E' ?Lcll{cle]pting 0/0/0 0 - w4 ~

Select : All, Mone
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Aura” System Manager 7.0

x

Home | Avaya Breeze™
~ Avaya Breeze™ Home [ Elements / Avaya Breeze™ / Cluster Administration

Server

Administration Install Trusted Certificate

Cluster Bulk install trust certificate on all Avaya Breeze instances

Administration

Select Store Type to install trusted certificate { All v J
All

Service Management

» Reliable Eventing SECURITY_MODULE_HTTP
*Please select a file | Choose File | Mo file choser SAL_AGENT
Administration ) B WEBSPHERE . - -
You must click the Retrieve certificate button and rey re you can continue. Retrieve Certificate
» Configuration SECURITY_MODULE_SIP —
MGMT_JBOSS
} System Tools | CLUSTER_DB

Loading the Zang SMS Connector Snap-in

About this task

This task describes how to load a snap-in to System Manager from your
development environment or alternate location.

Before you begin
Before you load the Zang SMS Connector Snap-in, you must download it from
the Avaya Snapp Store.

Procedure

1. On System Manager, in Elements, click Avaya Breeze™.

2. In the navigation pane, click Service Management.

3. Click Load.

4. On the Load Service page, depending on the browser used, click Browse or
Choose File, and browse to your snap-in file location.

5. Browse and select the snap-in (.svar) file, and then click Open.

A snap-in file ends with .svar.

The system displays the .svar files you have selected in the service table on the
Service Management page.

6. On the Load Service page, click Load.

When the snap-in is loaded, the Service Management page displays the State of
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the snap-in as Loaded.

Installing the Zang SMS Connector Snap-in

About this task
Use this task to install the snap-in to a specific cluster(s).

Make sure only one SMS Connector Snap-in is installed on an Avaya Breeze™
cluster. For example, ZangSMSconnector Snap-in and ClickatellConnector Snap-
in or ZanfSMSConnector and WebTextConnector Snap-in should not be installed
on same cluster on Avaya Breeze 3.2.0.1.

Procedure

1. On System Manager, in Elements, click Avaya Breeze™.

2. In the left navigation pane, click Service Management.

3. Select the Zang SMS Connector Snap-in.

4. Click Install.

5. Select the cluster(s) where you want the snap-in to reside, and click Commit.
6. To see the status of the snap-in installation, click the Refresh Table icon
located in the upper-left corner of the All Services list.

Installed with a green check mark indicates that the Snap-in has completed
installation on all the Avaya Breeze™ servers in the cluster. Installing with a
yellow exclamation mark enclosed in a triangle indicates that the Snap-in has not
completed installation on all the servers.

7. To track the progress of a snap-in installation, on the Server Administration
page, click the Service Install Status for an Avaya Breeze™ server.

The Service Status page displays the installation status of all the snap-ins
installed on that server.

Configuring Zang SMS Connector Snap-in Attributes

Use the account SID and the auth token from the Zang account created earlier to
configure the attributes of the Zang SMS Connector Snap-in for each cluster. The
following table lists the attributes with their descriptions.

Before you begin
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Load and install the Zang SMS Connector Snap-in.

Procedure

1. On System Manager, in Elements, click Avaya Breeze™.

2. In the navigation pane, click Configuration > Attributes.

3. From the Cluster field, select the cluster on which you have installed the Zang
SMS Connector Snap-in.

4. Configure the Zang SMS Connector Snap-in attributes at the cluster level.

5. Click Commit.

6. On the dialog prompt, click OK to save the snhap-in attribute configuration.

Service Profiles Service Clusters Service Globals
Cluster | ZangDacCluser ¥
Service | ZangSmsConnector ¥

w DEFAULT_GROUP

7 Items
Name g;fe;:li;:e Effective Value Description
Default Sender number Default Sender Number for sending requests.
Supplier Id 10000000 Avaya provided supplier id
Testmiode anablad? falsia gtel:et:v'l';‘.fe" to run in test mode, "false”
AC8f889084589dcSec12dd40e9ae07b762
Zang Account SID v Zang Account SID
4
Zang Authentication Token . lesemes - Zang Authentication Token
Zang Polling Service Base URL https://pubsub.zang.io The base URI for Zang SMS Poller service.
Zang URL https://api.zang.io The base URI for Zang SMS APIL.

Commit| |Cancel

January 2017 Zang SMS Connector Snhap-in 20



Attribute name

Description

Default Sender number

The default Sender Number for sending requests.
Enter a string value only. This should be an SMS
number purchased from the Zang portal.

Zang Account SID

The Zang Account SID as seen under the account
created at www.zang.io. Enter a string value only.

Zang Authentication
Token

The Zang Authentication Token as seen under the
account created at www.zang.io.

Zang URL

The base URI for Zang SMS API. Default value for
this will be https://api.zang.io. The base URI is used to
create HTTP(S) requests to Zang.

Zang Polling Service
Base URL

The base URI for the Zang SMS Poller service, which
Is used to poll for status messages from Zang. Default
value is https://pubsub.zang.io

Test Mode Enabled

Set to "true" to run in test mode; "false" to disable test
mode. Test mode may be enabled to try the
Connector without actual interaction with the Zang
service.

In this case the Zang SMS Connector Snap-in runs
through its normal request parsing and validations,
and then forms a normal response returning 201
Success Response. This is used to verify installation
integrity only. It cannot be used to verify attribute
configuration.

Note: To use the Zang SMS Connector with the Zang
service, it is important to verify that Test Mode
Enabled is set to false.

For additional information about using test mode, see
Using the Zang SMS Connector Snap-in in Test Mode
on page 23.
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http://www.zang.io/
http://www.zang.io/
https://api.zang.io/
https://pubsub.zang.io/

Supplier Id The Supplier ID is used for identifying the supplier of a
particular snap-in. All snap-ins from a supplier have
the same supplier id. A supplier ID is required for all
the snap-ins offered through the Avaya Snapp Store.
In other cases the supplier ID is optional. This is read
only.

January 2017 Zang SMS Connector Snhap-in 22




Chapter 6: Using the Zang SMS Connector
Snap-in

Using the Zang SMS Connector Snap-in in Test Mode

Use the Zang SMS Connector test mode to test the following:
e That the Zang SMS Connect Snap-in is installed correctly.
e That the developer application snap-in can interact with the Zang SMS
Connector.
When test mode is enabled, the Zang SMS Connector Snap-in runs through a
subset of its typical behavior and then forms a normal response returning 201
“Success” which is returned to the requesting snap-in.

Test Mode does not verify connectivity with Zang, or the integrity of the Zang
account settings entered on the Zang SMS Connector Snap-in attributes page.

To use test mode, on the Zang SMS Connector Snap-in attributes page for the
Test Mode Enabled field, check the Override Default checkbox and change the
Effective Value to true. For additional information, see Configuring Zang SMS
Connector Snap-in Attributes on page 19.

Using the Zang SMS Connector Snap-in from your
snap-in

To send SMS to one or more recipients, the snap-in developer can use the SMS
API. The SMS API is a general API designed to operate with potentially many
different vendor based SMS connectors.

For example, the general accountld in the API (accessed with the setAccountld
and getAccountld methods) is used to convey the Account SID specific to the
Zang SMS Connector Snap-in. For more details refer to the Javadocs of the
Avaya- Breeze-SDK.

The response to the Zang SMS Connector Snap-in includes a status (to indicate
success, failures, etc.), a detail (a string that provides more information about a
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failure), and three lists indicating the general status of each of the recipients.
The following three lists are returned in the response:

1. The “delivered” list holds those recipients for which Zang reports a
delivered status.

2. The “pending” list holds those recipients for which Zang reports a “queued”
or “sending” status.

3. The “failed” recipients list holds those recipients for which Zang reports a
failure to deliver.

The response shows the status obtained from Zang shortly after the request to
send an SMS was sent to Zang.

Note: The Multi Channel Broadcast (MCB) Snap-in packaged in the Breeze SDK
can be used to try the Zang SMS Connector Snap-in.
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Chapter 7: Troubleshooting

Zang SMS Connector Snap-in Logs

Zang SMS Connector Snap-in log file can be found on the Avaya Breeze
node at:

/var/log/Avaya/services/ZangSmsConnector/

ZangSmsConr -~ [ [F] = ~
Y & | GBa Find Files | Ty
Ef@ Download e | [ Edit 3 =5 [24 Properties | B [& (|

var/log/AvayaSservices/FangSmsConnector

Wame Size Changed - Rights Chwiner
- .. 1/3/2017 8:33:31 P WK - X=X WELSED
_|iZangSmsConnector.log | 9,593 KB 1/5/2017 G:09:24 PM - F-—-—-— WELSED

The snap- in log Level can be increased to FINEST or ALL to view details for

troubleshooting. However, the change in level could diminish performance.
Refer to “Avaya Breeze logs” in Maintaining and Troubleshooting Avaya
Breeze™ for additional information.
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[ Logging K\/_D 10.13345.68/services/Sr X New Tab x W\ | sanceep |IENIEN -1 |

< C | A Not Secure | bugs,//10.133.45.54/SMGR/ Y| i

Aura” System Manager 7.0

x

Home | Avaya Breeze™

~ Avaya Breeze™ 4 Home / Elements / Avaya Breeze™ / Configuration / Logging [+]
Server N Help 7
- = = I Stat

Administration o st
Cluster Logging Commit| |Clear Logs| |Cancel
Administration

ogging Confi hange the logging level of

talled 1t also allows the
dminist

» Reliable Eventing
Administration
} Configuration
Service Profiles Service | ZangSmsConnector-3.2.0.1.320111
Adtributes Log Level [ALL v ]Wamina: nliing thi Lo lovel can iyt the
::::I::umg i ZangDaCluser
Media Server
Authorezation Commit| |Clear Logs| |Cancel|
Event Catalog
HTTP Security
Implicit User
Profiles
JDBC Providers
JDBC Sources

Service Ports

g
:
[
E
3
:

» System Tools

Checking Message(s) Status on the Zang Dashboard

The final status of the message can be seen on the Zang portal for the sender
account.
1. Login to the Zang account and navigate to Logs > Messages.
2. Click on the icon under the Details column for a particular entry to view
details.
The Message SID seen here can be related to the smsID seen in the Zang
SMS Connector Snap-in logs on Avaya Breeze™.
3. Additional details on specific issues dealing with interaction between the
Zang SMS Connector and the Zang account can be seen under
Developers > Notifications.
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If the Zang SMS Connector is not able to send the
request, or receive a final updated response for the
request

- Verify that the steps Installing the certificates on page 16 are
followed.

- If one or more certificates were installed after the connector
was installed on the cluster, uninstall and install the snap-in to
the same cluster.

Known Issues

To resolve the following known issues, be certain that all inputs in
your Zang requests are valid.

e If an SMS request is sent to a valid Zang number, but the
request includes an invalid input, such as special characters,
the request is not sent. (JIRA — Zephyr 48541)

e |f an SMS request is sent to Zang with supported alphanumeric
inputs or is missing a country code, the request fails since the
connector validation blocks it. (JIRA — Zephyr 48542)
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