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Application Notes for Configuring Avaya one-X® Portal as
part of Avaya Unified Communication Mobile Worker
Solution- Issue 1.0

Abstract

These Application Notes describe a sample configuration for Avaya one-X® Portal to support
Avaya Mobile Worker Solution. The Avaya one-X® Portal is a browser-based interface to
Avaya telephony, mobility, messaging, conferencing and presence services provided by Avaya
Aura™ Communication Manager, Avaya Aura™ Application Enablement Services, Avaya
Modular Messaging, Avaya Meeting Exchange Enterprise and Avaya Aura™ Presence
Services. The Avaya one-X® Portal also integrates with Microsoft Active Directory for user
authentication and authorization.

This solution was tested in the Solution and Interoperability Test Lab (SIL) in support of the
November 2009 product launch activities.
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1. Introduction

These Application Notes describe a sample configuration for Avaya one-X® Portal to support
Avaya Mobile Worker Solution. Avaya Mobile Worker Solution allows users in different
locations to have full access to Avaya services. The configuration can be broken down into three
types of user or location:

e Enterprise Office User

e Remote User

e Branch Office User

The Enterprise Office User has access to services via normal corporate network connections
including wireless LAN. Services include access to centralized Avaya Modular Messaging
(voicemail), Avaya one-X® Speech functionality, Avaya Web Conferencing, Avaya Meeting
Exchange, Avaya Intelligent Presence Service and wireless network or GSM connection for
Avaya one-X® Mobile enabled handsets. Avaya Aura™ Communication Manager resides on
both Enterprise and Remote Sites. End users are configured to use a variety of end points
including one-X® Communicator, one-X® Portal, Avaya desk phones and a selection of third
party mobile phones.

The Remote User has access to the same services on the Enterprise Site by using either an SSL
or IPSEC VPN connection. The Remote User can be located either in a home office or perhaps a
hotel room. In these cases the one-X Mobile, one-X Communicator and Avaya 9630 VPN desk
phone can be used as end points.

The Branch Office User is situated in a separate office location. The Branch Office uses the
centralized services located at the Enterprise Office. Connection of one-X® Mobile to either
Communication Manager is obtained via GSM or wireless network depending on the location.

The Avaya one-X® Portal is a browser-based interface to Avaya telephony, mobility, messaging,
conferencing and presence services. The telephony and mobility services are provided by Avaya
Aura™ Communication Manager and Avaya Aura™ Application Enablement Services (AES),
the messaging service is provided by Avaya Modular Messaging (MM), the conferencing service
is provided by Avaya Meeting Exchange Enterprise (MX) and the presence service is provided
by Avaya Aura™ Presence Services (IPS). The Avaya one-X® Portal also integrates with
Microsoft Active Directory (AD) for user authentication and authorization.

The telephony and mobility integration with Avaya Aura™ Communication Manager is achieved
through Avaya Aura™ Application Enablement Services. Avaya one-X® Portal uses the Avaya
Aura™ Application Enablement Services Java Telephony Application Programming Interface
(JTAPI) and Device Media and Call Control (DMCC) services to query, monitor, and control the
user telephones on Avaya Aura™ Communication Manager. From a configuration standpoint,
the Avaya Aura™ Application Enablement Services JTAPI falls under the umbrella of the Avaya
Telephony Services Application Programming Interface (TSAPI) service. Therefore all
configuration references in Avaya Aura™ Application Enablement Services and Avaya Aura™
Communication Manager will use the label TSAPI instead of JTAPI.
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For the mobility service, the Avaya Extension to Cellular (EC500) feature is used on Avaya
Aura™ Communication Manager to enable users to extend calls to any PSTN-reachable phone,
such as a cell phone.

For the messaging service, Avaya one-X® Portal uses the Internet Messaging Access Protocol 4
(IMAP4) to enable users to access voice messages, and uses the Simple Mail Transfer Protocol
(SMTP) for message transmission.

For the conferencing service, Avaya one-X® Portal uses the Scheduler API (SCHAPI) to
schedule on-demand conferences, and uses the Avaya Conferencing Program Interface (ACAPI)
to manage and control conferences.

The following is a set of features provided by Avaya one-X® Portal:

e Access the Avaya Aura™ Communication Manager user telephones and features
remotely using a VolP-enabled computer, a cell phone, or any other designated phone.

e View, play, and record Avaya Modular Messaging voice messages.

e View, participate in, and control Avaya Meeting Exchange Enterprise bridge conferences,
and view real-time display of conference participants and available conference controls.

e Search, sort, and view personal and enterprise contacts. Call a contact, send a fax or voice
message to a contact, or add a contact to a conference.

e Enable delivery of user calls to a second destination such as a cell phone.

These Application Notes assume that the basic installation and configuration of Avaya Aura™
Communication Manager, Avaya Aura™ Application Enablement Services, Avaya Modular
Messaging, Avaya Meeting Exchange Enterprise, Avaya Aura™ Presence Services and
Microsoft AD are already in place, and will focus on the additional configuration required to
integrate with Avaya one-X® Portal.
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2. Reference Configuration
Figure 1 illustrates the configuration that was used to verify these Application Notes.
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Figure 1: Network Diagram of the Compliance Tested Configuration
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3. Equipment and Software Validated

The following hardware and software versions were used for the sample configuration provided
in Table 1 below.

Equipment Software
Avaya S8720 Server Avaya Aura™ Communication Manager 5.2
S8720-015-02.1.016.4
Avaya G650 Media Gateway HWO01 FW034
* TN799DP C-LAN Circuit Pack HWO08 FW049

* TN2602AP IP Media Processor

Avaya S8500 Server

Avaya Aura™ Application Enablement
Services R5-2-0-98-0

Avaya Modular Messaging
» Messaging Storage Server
» Messaging Application Server

V5.2 (9.2.150.7)

Avaya Meeting Exchange Enterprise
Server

Avaya Meeting Exchange Enterprise (S6200)

5.2

Avaya S8510 Server

Avaya one-X® Portal 5.2.0.0.18

Avaya S8510 Server

Avaya Aura™ Presence Services
IPS-01.00.00-29
IPSSP2-01.00.02-3

IPS XCP-5.3.6.13-1

Microsoft Active Directory

Microsoft Windows Server 2003 R2
Enterprise x64 Edition Service Pack 2

Avaya 4620SW IP Telephones

2.9 sp1(H.323)

Avaya 9630 IP Telephone

Avaya one-X™ Deskphone Edition H.323
Release S3.0

Avaya 9640 IP Telephone

Avaya one-X™ Deskphone Edition H.323
Release S3.0
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4. Configure Avaya Aura™ Communication Manager

This section assumes the basic configuration is already in place on Communication Manager for
the following: dial plan and routing, Extension to Cellular (EC500), connectivity to AES,
integration with MM and MX. The section provides a quick overview of the needed feature
licenses, and the detail procedures below for integration with one-X Portal:

Verify Avaya Aura™ Communication Manager License
Administer System Parameters Features

Obtain feature access codes

Administer CTI link

Administer coverage path

Administer class of service

Administer IP network region

Administer user extensions

Administer off-PBX station mappings

Administer mobility extensions
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4.1. Verify Avaya Aura™ Communication Manager License

Log in to the System Access Terminal (SAT) to verify that the Communication Manager license

has proper permissions for features illustrated in these Application Notes. Use the display
system-parameters customer-options command to verify that the Maximum Off-PBX
Telephones — EC500 option is licensed.

OPTIONAL FEATURES

G3 Version: V15 Software Package: Standard
Location: 1 RFA System ID (SID): 1
Platform: 6 RFA Module ID (MID): 1

USED

Platform Maximum Ports: 44000 153
Maximum Stations: 36000 38
Maximum XMOBILE Stations: O
Maximum OFF-PBX Telephones - EC500: 100
Maximum OFF-PBX Telephones - OPS: 100
Maximum OFF-PBX Telephones - PBFMC: 100
Maximum OFfF-PBX Telephones - PVFMC: 100
Maximum OFF-PBX Telephones - SCCAN: O

0]

[eNeNo Ny _Ne]

(NOTE: You must logoff & login to effect the permission changes.)

display system-parameters customer-options Page 1 of 11

Navigate to Page 3, and verify that the ARS and Computer Telephony Adjunct Links options

are licensed.
display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? n Audible Message Waiting? n
Access Security Gateway (ASG)? n Authorization Codes? n
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? n CAS Main? n
Answer Supervision by Call Classifier? n Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? y DCS (Basic)? n
ASAl Link Core Capabilities? n DCS Call Coverage? n
ASAI Link Plus Capabilities? n DCS with Rerouting? n
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? n
ATM WAN Spare Processor? n DS1 MSP? n
ATMS? n DS1 Echo Cancellation? y
Attendant Vectoring? n
(NOTE: You must logoff & login to effect the permission changes.)
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Navigate to Page 4, and verify that the highlighted features below are licensed. In the case of
ISDN-BRI Trunks and ISDN-PRI, having one of these two options licensed would be
sufficient.

display system-parameters customer-options Page 4 of 11
OPTIONAL FEATURES

Emergency Access to Attendant? IP Stations?

Enable “"dadmin® Login?

Enhanced Conferencing?

Enhanced EC5007?

Enterprise Survivable Server?

Enterprise Wide Licensing?

ESS Administration?

Extended Cvg/Fwd Admin?

External Device Alarm Admin?

Five Port Networks Max Per MCC?

Flexible Billing?

Forced Entry of Account Codes?

Global Call Classification?

Hospitality (Basic)?

Hospitality (G3V3 Enhancements)?

IP Trunks?

y
ISDN Feature Plus? y

ISDN/SIP Network Call Redirection? y
ISDN-BRI Trunks? y

ISDN-PRI? y

Local Survivable Processor? n

Malicious Call Trace? n

Media Encryption Over IP? y

Mode Code for Centralized Voice Mail? n

Multifrequency Signaling? y
Multimedia Call Handling (Basic)? y
Multimedia Call Handling (Enhanced)? y
Multimedia IP SIP Trunking? y

K IOIK 333K KIIIooKKKK

IP Attendant Consoles? n
(NOTE: You must logoff & login to effect the permission changes.)

Navigate to Page 10, and verify that the highlighted features below are licensed.

display system-parameters customer-options Page 10 of 11
MAXIMUM IP REGISTRATIONS BY PRODUCT ID
Product ID Rel. Limit Used
IP_API_A - 100 0
IP_API_B -0 0
IP_API_C :0 0
IP_Agent -1 0
IP_IR_A -0 0
IP_Phone - 18000 11
1P_ROMax - 18000 0
IP_Soft = 100 0
IP_eCons : 0 0
oneX_Comm - 18000 2
-0 0
-0 0
: 0 0
-0 0
-0 0
(NOTE: You must logoff & login to effect the permission changes.)
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4.2. Administer System Parameters Features

Use the change system-parameters features command to allow for trunk-to-trunk transfers.
This feature is needed to be able to transfer an incoming trunk call to a remote destination such

as a cell phone or a home phone. For ease of interoperability testing, the Trunk-to-Trunk

Transfer field was set to all to enable all trunk-to-trunk transfers on a system wide basis. Note
that this setting poses significant security risk, and must be used with caution. For alternatives,
the Trunk-to-Trunk Transfer feature can be enabled on the trunk class of restriction or station

class of service level. Refer to [2] in Section 13 for more details.

Internal

change system-parameters features
FEATURE-RELATED SYSTEM PARAMETERS

Page 1 of 18

Self Station Display Enabled? y

Trunk-to-Trunk Transfer:

Automatic Callback with Called Party Queuing?
Automatic Callback - No Answer Timeout Interval (rings):

Call Park Timeout Interval (minutes):

Off-Premises Tone Detect Timeout Interval (seconds):
AAR/ARS Dial Tone Required?

Music/Tone on Hold: none

Music (or Silence) on Transferred Trunk Calls?

DID/Tie/ISDN/SIP Intercept Treatment:

Auto-Answer of Attd-Extended/Transferred Calls:
Automatic Circuit Assurance (ACA) Enabled?

Abbreviated Dial Programming by Assigned Lists?
Auto Abbreviated/Delayed Transition Interval (rings):

Protocol for Caller ID Analog Terminals:

Display Calling Number for Room to Room Caller 1D Calls?

all
n
3
10
20

y

no
attd
transferred
n

n
2
Bellcore
n
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4.3. Obtain Feature Access Codes

The Automatic Route Selection (ARS) and EC500 features are assumed to be administered
already on Communication Manager. Use the display feature-access-codes command, and
obtain the access code value assigned to the ARS feature shown below.

display feature-access-codes

Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:

Answer Back Access Code:

Attendant Access Code:

Auto Alternate Routing (AAR) Access Code:

Auto Route Selection (ARS) - Access Code 1:
Automatic Callback Activation:

Call Forwarding Activation Busy/DA: *1 All:
Call Forwarding Enhanced Status: Act:
Call Park Access Code:

Call Pickup Access Code:

CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:

Change COR Access Code:

Change Coverage Access Code:

Conditional Call Extend Activation:

Contact Closure Open Code:

FEATURE ACCESS CODE (FAC)

Page
#00
*8
9 Access Code 2:
Deactivation:
*2 Deactivation:
Deactivation:
Deactivation:

Close Code:

1 of 8

*3

Navigate to Page 2, and obtain the access code values assigned to the EC500 feature highlighted
below. These values will be used to configure the one-X Portal server.

display feature-access-codes

Data Origination Access Code:

Data Privacy Access Code:

Directed Call Pickup Access Code:

Directed Group Call Pickup Access Code:
Emergency Access to Attendant Access Code:
EC500 Self-Administration Access Codes:
Enhanced EC500 Activation:

Enterprise Mobility User Activation:
Extended Call Fwd Activate Busy D/A #01 All:
Extended Group Call Pickup Access Code:
Facility Test Calls Access Code:

Flash Access Code:

Group Control Restrict Activation:

Hunt Group Busy Activation:

ISDN Access Code:

Last Number Dialed Access Code:

Leave Word Calling Message Retrieval Lock:
Leave Word Calling Message Retrieval Unlock:

Page

FEATURE ACCESS CODE (FAC)
Contact Closure Pulse Code:

*6

*7 Deactivation:
Deactivation:

#02 Deactivation:

Deactivation:
Deactivation:

2 of 8

*5

#03
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4.4. Administer CTI Link

Add a CTI link using the add cti-link n command, where n is an available CTI link number.
This CTI link will be used for the AES TSAPI and DMCC services. Enter an available extension
number in the Extension field. Note that the CTI link number and extension number may vary.
Enter ADJ-IP in the Type field, and a descriptive name in the Name field. Default values may

be used in the remaining fields.

add cti-link 1

CTI Link: 1
Extension: 22222
Type: ADJ-IP

Name: silstackaesCTI-Link

CTI

LINK

Page 1 of 3

COR: 1

4.5. Administer Class of Service

To allow one-X Portal users to forward incoming trunk calls to remote destinations, disable the
Restrict Call Fwd-Off Net field shown below for the relevant class of service. In the
interoperability testing, class of service 1 is used for all one-X Portal users.

change cos

Auto Callback

Call Fwd-All Calls

Data Privacy

Priority Calling

Console Permissions
Off-hook Alert

Client Room

Restrict Call Fwd-Off Net
Call Forwarding Busy/DA

Extended Forwarding All
Extended Forwarding B/DA

Contact Closure Activation

Personal Station Access (PSA)

Trk-to-Trk Transfer Override
QSI1G Call Offer Originations

CLASS OF SERVICE

53 33335335 5355353535350

3333303 333K KKKK P

53 333335 353553535 SoKNDN

3333333333033 W

N

53333333 33335KK

333333333333 3335 WG

33333003333 oK O

3333333030305k o N

5333335353330 o0KKK ™

Page 1 of 2

10 11 12 13 14
n

=
(6]

9
n
n
n
y
n
n
n
y
n
n
n
n
n
n
n

533333333335 335X
5330333333335 oK

533333333335 SoKK
533033333 335K Do
53333333 3335KKoK
533033333 I SKKK DD
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4.6. Administer IP Network Region

To enable one-X Portal users to access their extensions from remote telephones, retain the
default value of challenge as one of the permitted SECURITY PROFILESon the relevant IP
network region. In the interoperability testing, IP network region 1 is used for all one-X Portal
users.

change ip-network-region 1 Page 2 of 19
IP NETWORK REGION

INTER-GATEWAY ALTERNATE ROUTING / DIAL PLAN TRANSPARENCY
Incoming LDN Extension:

Conversion To Full Public Number - Delete: Insert:
Maximum Number of Trunks to Use for IGAR:

Dial Plan Transparency in Survivable Mode? n

-323 SECURITY PROFILES
challenge

BACKUP SERVERS(IN PRIORITY ORDER)

AWNRELI

OO WNE

Allow SIP URI Conversion? y

TCP SIGNALING LINK ESTABLISHMENT FOR AVAYA H.323 ENDPOINTS
Near End Establishes TCP Signaling Socket? y
Near End TCP Port Min: 61440
Near End TCP Port Max: 61444
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4.7. Administer User Extensions

Use the add station n command, where n is the extension of a user that will use the one-X Portal
application. Enter a descriptive Name, and desired Security Code. In the Coverage Path 1 field,
enter the coverage path number from Section 4.5. In the COS field, enter the class of service
number from Section 4.6. Enable the IP SoftPhone field, to allow the user to control telephone
calls via the one-X Portal. Note the field values in the Extension and Security Code fields,
which will be used later to administer one-X Portal.

add station 20015 Page 1 of 5
STATION
Extension: 20015 Lock Messages? n BCC: M
Type: 9640 Security Code: 1234 TN: 1
Port: S00054 Coverage Path 1: 1 COR: 1
Name: Test 20015 Coverage Path 2: COoS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 20015
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0O
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? y

Customizable Labels? y
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Navigate to Page 2. In the Remote Softphone Emergency Calls field, verify that the value is
not set to block. In the Emergency Location Ext field, verify that the value is set to the user
extension as shown below. Repeat this section for every one-X Portal user extension.

change station 20015 Page 2o0f 5
STATION
FEATURE OPTIONS

LWC Reception: spe Auto Select Any Idle Appearance? n
LWC Activation? y Coverage Msg Retrieval? y

LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged ldle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? y

Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number? y
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced

MWI Served User Type: sip-adjunct Display Client Redirection? n
Select Last Used Appearance? n
Coverage After Forwarding? s
Multimedia Early Answer? n

Remote Softphone Emergency Calls: as-on-local Direct IP-1P Audio Connections? y
Emergency Location Ext: 20015 Always Use? n IP Audio Hairpinning? n

4.8. Administer Off-PBX Station Mappings

For each one-X Portal user, enable calls to the user to also ring a cell phone destination by using
the change off-pbx-telephone station-mapping n command, where n is the user extension. Set

Application to EC500, Trunk Selection to ars, and Configuration Set to an existing
configuration set to be used for the off-pbx call treatment.

Note: The Phone Number for the cell phone destination can be configured by the user via one-

X Portal upon activation of the mobility feature.

change off-pbx-telephone station-mapping 20015 1 of

STATIONS WITH OFF-PBX TELEPHONE

Page
INTEGRATION

Station Application Dial CC Phone Number Trunk Config Dual
Extension Prefix Selection Set Mode
20015 EC500 - ars 1

3

Navigate to Page 2, and set Mapping Mode to termination as shown below, to allow the cell
phone to only be used to terminate calls from the associated host phone. Retain the default values

in the remaining fields. Repeat this section for every one-X Portal user extension.

change off-pbx-telephone station-mapping 20015 Page 2 of 3
STATIONS WITH OFF-PBX TELEPHONE INTEGRATION
Station Appl Call Mapping Calls Bridged Location
Extension Name Limit Mode Allowed Calls
20015 EC500 2 termination all both
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5. Configure Avaya Aura™ Application Enablement Services

Avaya recommends a dedicated Application Enablement Services server be used for integration
with one-X Portal. This section assumes that the administration for the basic switch connection
on Application Enablement Services with Communication Manager is already in place, and
provides procedures for the following areas:
e Verify Avaya Aura™ Application Enablement Services license
Administer H.323 gatekeeper
Administer TSAPI link
Disable security database
Administer DMCC and TSAPI users
Configure DMCC ports
Restart TSAPI service

5.1. Verify Avaya Aura™ Application Enablement Services License

Access the Application Enablement Services OAM web-based interface by using the URL
http://ip-address in an Internet browser window, where ip-address is the IP address of the
Application Enablement Services server. The Login screen is displayed as shown below. Log in
with appropriate credentials.

AVAyA Application Enablement Services

Management Console

Please login here:

Usernamel
Password I

Login |

2009 Avaya, Inc. All Rights Reserved,
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The Welcome to OAM screen is displayed next. Select AE Services from the left pane.

|»

Welcome: User craft

H H H Last login: Mon Dec 21 14:50:10 2009 frorm 135.64.47.64
AVAyA Appllcatlo“ E“ableme“t Sel’VIceS HostMare/IP: silstackaes/135.64 186,25
Management Console Server Offer Type: TURNKET
SW Wersion: r5-2-0-98-0

Home | Help

AE Services
ommunication Manager
Interface Welcome to OAM

Licensing
. The AE Services Operations, Adrinistration, and Management {2AM) Web provides you with tools for
Maintenance managing the AE Server, 0AM spans the following administrative domains:

Networking
® AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE

Security Server,

s Communication Manager Interface - Use Communication Manager Interface to rnanage switch
Status connection and dialplan,

® Licensing - Use Licensing to ranage the license server,
User Management # Maintenance - Use Maintenance to manage the routine maintenance tasks.,

# Metworking - Use Metwarking to rnanage the netwark interfaces and ports.

# Security - Use Security to manage Linux user accounts, certificate, host authentication and

authorization, configure Linux-PAM {Pluggable Authentication Modules for Linux) and so on.
® Status - Use Status to obtain server status informations.
# User Management - Use User Management to manage AE Services users and AE Services user-
related resources.
Utilities - Use Utilities to carry out basic connectivity tests,
Help - Use Help ta ohtain a few tips for using the OAM Help system

Depending on your business requirements, these administrative domains can be served by one
administrator for both domains, or a separate administratar for each domain.

2009 Avaya, Inc, all Rights Reserved.,
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The AE Services screen is displayed. Verify that Application Enablement Services is licensed by
ensuring that TSAPI Service is in the list of services and that the License Mode is showing
NORMAL MODE. If the TSAPI service is not licensed, contact the Avaya sales team or
business partner for a proper license file.

Weleome: User craft

H H H Last login: Mon Dec 21 14:50:10 2009 from 135.64.47.64
AVAyA Appllcatlo“ Enablement Services HostNarne/IP: silstackaes/135.64.186.25
Management Console Server Offer Type: TURNKEY
SW Wersion: r5-2-0-95-0

AE Services Home | Help | Logout

CLAN s
AE Services
DLE
DMCC
SM3
ToAPT IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.

Changes to the Security Database do not require a restart,

Communication Manager

3 .
Interface fservice ________________|status___]state _Juicense Mode

» Licensing |ASAI Link Manager |NJ‘A |Runn\ng |NIA | N/ B
) Maintenance [cuLan service [oFFLINE [Running [sa [ [
» Networking [DLG service [oFFLINE [running [hsa [ M/ A
p— [omcce service [onLine [running [moRMAL MODE [ [
[TsaPI Service [onLne [running [moRMAL MODE [ [
p Status -
|Transpor‘t Layer Service |N/'A |Runn\ng |an | M/A
» User Management
» Utilities For status on actual services, please use Status and Control
» Help * . For more detail, please mouse over the Cause, you'll see the tooltip, or go to help page
License Information
You are icensed to run Application Enakblement (CTI) version 5.0 b
=
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5.2. Administer H.323 Gatekeeper

Administer a H.323 gatekeeper for one-X Portal to use, for registration of soft phones via the
DMCC service to Communication Manager. Select Communication Manager Interface >
Switch Connections from the left pane, to display the Switch Connections screen. Select the

pre-administered switch connection (not shown), in this case silstackCM, and click Edit H.323

Gatekeeper.
welcorme: User craft =
H H H Last login: Mon Dec 21 14:50:10 2009 from 135.64.47.64
AVAyA Appllcatlo“ E“ableme“t servlces HostMame/IP: silstackaes/135.64 156,25
Management Console Server Offer Type: TURNKEY

SW Wersion: r5-2-0-98-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services
Communication Manager

7 Interface Switch Connections
Switch Connections
Dial Plan | __Add Connection_ |
» Licensing
» Maintenance ‘ & silstackcM Ma ‘30 1
» Networking Edit Connection I Edit PE/CLAN IPs I Edit H.323 Gatekeeper I Delete Connection I
} Security
» Status
» User Management
» Utilities
» Help =
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The Edit H.323 Gatekeeper screen is displayed next. Enter the IP address of the procr (on the
S8300 or S8500 Server platforms) or a CLAN card on Communication Manager, for the soft
phones to use for registration. In this case, the Processor CLAN with IP address of 135.64.186.6
is used. Click Add Name or IP.

Welcome: User craft

H H H Last login: Mon Dec 21 14:50:10 2009 from 135.64.47.64
AVAyA Appllcatlo“ E“ableme“t Services HostName IR silstackaes/135.64 186,28
Management Console Server Offer Type: TURNKEY
SWOVersion: r5-2-0-95-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services
~ Communication Manager

Interface Edit H.323 Gatekeeper - silstackCM
Switch Connections
Dial Plan |135.64.186.6 Add Mame or IP I

Mame or IP Address

» Licensing Delete IP |

» Maintenance

» Metworking

» Security

» Status

» User Management

» Utilities

» Help | |

5.3. Administer TSAPI Link

To administer a TSAPI link, select AE Services - TSAPI > TSAPI Links from the left pane.
The TSAPI Links screen is displayed, as shown below. Click Edit Link.

=l

AE Services | TSAPI | TSAPI Link Home | Help | Logout

VLN TSAPI Links
DLG

DMCC
M5 ‘ ‘o 1
TSAPI

= TSAPI Links

= TSAPI Properties

» Communication Manager
Interface

» Licensing

silstackCM ‘1 ‘4 ‘Unencrypted

add Link | Editlink | Delete Link |

» Maintenance

» Networking

» Security

» Status

» User Management
» Utilities

} Help ﬂ
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The Edit TSAPI Links screen is displayed next. The Link field is only local to the Application
Enablement Services server, and may be set to any available number. For the Switch
Connection field, select the silstackCM switch connection, as configured in Section 5.2, from
the drop-down list. For the Switch CTI Link Number field, select the CTI link number from
Section 4.4. Click Apply Changes.

-
Welcome: User craft I—
H H H Last login: Mon Dec 21 14:50:10 2009 from 135.64.47.64
AVAyA Appllcatlo“ E“ableme“t Sel'\ﬂces HostMare/IP: silstackaes/135.64.156.25
Management Console Server Offer Type: TURNKEY
SWoersion: r5-2-0-98-0
AE Services | TSAPI | TSAPI Link Home | Help | Logout
ChLAN - A
Edit TSAPI Links
DLG
DMCC Link 1
- Switch Connection IsllstaCkCM 'I
Switch CTI Link Numberl VI
TSAPI !
= TSAPI Links ASAL Link Yersion |4 'l
= TSAPI Properties Security |Uﬂencrvpted hé
R Communication Manager Apply Changes | cancel Changes |
Interface ||
» Licensing
» Maintenance
» Networking
b Security
} Status hd]

The Apply Changes to Link screen is displayed. Click Apply.

welcorme: User craft I—
H H H Last login: Mon Dec 21 14:50:38 2009 from 135.64.47.64
AVAyA Appllcatlo“ E“ableme“t servlces HostMame/IP: silstackaes/135.64 156,25
Management Console Server Offer Type: TURNKEY
S Wersion: r5-2-0-96-0
AE Services | TSAPI | TSAPI Link Home | Help | Logout
-
ChLAN s
Apply Changes to Link
DLG
oMCe Warning! Are vou sure you want to apply the changes?
These changes can only take effect when the TSAPI server restarts.
oMs Please use the Maintenance -> Service Controller page to restart the TSAPI server,

pp— Applyl Cancel |

= TSAPI Links
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5.4. Administer DMCC and TSAPI Users

Administer a DMCC and a TSAPI user for the one-X Portal server to use. Select User
Management from the left pane.

Wwelcome: User craft

H H H Last login: Tue Jan 5 12:34:09 2010 from 198.152.13.67
AVAyA Appllcatlon Enablement Services HostMarne/IP: silstackaes/135.64.186.28
Management Console Server Offer Type: TURNKEY
SW Wersion: r5-2-0-98-0

User Management Home | Help | Logout

} AE Serwices

Communication Manager
* Interface User Management

» Licensing

- User Management provides you with the followings for managing user-related information for AE
} Maintenance Services:

» Networking . . . . . o
® Service Admin -- Use the Service Admin for managing the User Management service itself (for

» Security example, synchronizing events between the AE Services user database and the Security
database}.

p Status # User Admin -- Use the User Admin to manage all AE Services users (add, change or delete
usersy,

-

Service Admin
User Admin

» Utilities

» Help

5.4.1. Administer DMCC User

Select User Management - Add User from the left pane to administer a DMCC user for one-X
Portal. In the Add User screen shown below, enter desired values for the User Id, Common
Name, Surname, User Password, and Confirm Password fields. Set CT User to be Yes,
Retain the default value in the remaining fields. Click Apply at the bottom of the screen (not
shown below).

welcome: User craft

H H nf- Last lagin: Tue Jan 5 15:59:15 2010 from 195.152.13.67
AVAyA Application Enablement Services Hosthlame/IP: silstackaes/135.64.186.28
Management Console Server Offer Type: TURMKEY

SWWersion: r5-2-0-98-0

User Management | User Admin | Add User Home | Help | Logout

» AE Services

Communication Manager
Interface Add User

» Licensing

Fields marked with * can not be empty .

b Maintenance * User Id prortaIDMCC
MNetw ki
» Networking * Cormmeon Mame [onexpartaloMcC
b Security * Surnarne IDnEXpDr‘ta|DMCC
> Status * User Passward I"“"' -
¥ User Management * Confirm Password |esssess
Service Admin Admin Mote |
User Admin Avaya Role |Mone =l
= Add User |
Busingss Categary
= Change User Password l—
= List all Users arLicense
= Modify Default Users <M Home I

= Search Users Css Home |

b Utilities CT User |Yes 'I
» Help Department Number |

Display Mame I
Employee Mumber I LI
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5.4.2. Administer TSAPI User

Select User Management = Add User from the left pane to administer a TSAPI user for one-X
Portal. In the Add User screen shown below, enter desired values for the User Id, Common
Name, Surname, User Password, and Confirm Password fields. Set CT User to be Yes,
Retain the default value in the remaining fields. Click Apply at the bottom of the screen (not
shown below).

|»

welcome: User craft

H H H Last login: Tue Jan 5 15:59:18 2010 from 195.152.13.67
AVAyA Application Enablement Services Hasthame/IP: silstackaes/135.64.156.28
Management Console Server Offer Type: TURMKEY
SW o Version: r5-2-0-98-0

User Management | User Admin | Add User Home | Help | Logout

» AE Services

Communication Manager
¥ Interface Add User

} Licensing

Fields marked with * can not be empty.

» Maintenance * User Id W
» Networking * Cornrmon Mame IW
» Security * Surname IW
» Status * User Password IT

¥ User Management

* Confirm Password [ssssssses|

Service Admin Adrnin Nate l—

User Admin Avaya Role |Hone =l

= Add User

Business Categary I
= Change User Passwaord
= List all Users Car License I
= Modify Default Users CM Home |

= Search Users Css Home |

b Utilities CT User IYBS :l'
» Help Department Number |

Display Mame I
Ermployee NMumber I LI

5.4.3. Enable Unrestricted access for TSAPI User

Navigate to the CT1 Users screen by selecting Security = Security Database = CTI Users >
List All Users. Select the TSAPI user that was set up in Section 5.4.2 and click Edit.

¢ AE Services
Communication Manager

Interface CTI Users
» Licensing
» Maintenance userso __________|commonnName | workiop Name
» Metworking | O avaya avaya | NONE |NONE
 Securi T l e
Ly o xportalDMCC xportalDMCC |NONE |NONE
Account Management i + = =1
Audit @ xportal TSAPI wportalTSAPI |NCNE HNONE
Certificate Management
Enterprise Directory
Host A4
PAM
Security Database
= Control
= CTI Users
= List All Users
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The Edit CTI1 User screen appears. Check the Unrestricted Access checkbox and click Apply
Changes at the bottom of the screen.

Welcome: User craft

H 1 H Last | : Tue Jan 26 15:41:08 2010 f 135.11.3.4
AVAyA Appllcatlon Enablement serVIceS HEC|:stl‘-lcagnI:E_-"II-'L'l:ea:;’1.35.6-1.].86.28 o

Management Console Server QFfer Type: TURNKEY
SW Version: r5-2-0-88-0

Security | Security Database | CTI Users | List All Users Home | Help | Logout

» AE Services
Communication Manager

¥ Interface Edit CTI User
» Licensing
Maint Uszer Profile: User ID xportalTSAPI
L A U LA Commeon Name xportalTSAPI
» Networking Waorktop Name MNONE
* Security Unrestricted Access
Account Management
Audit Call Origination and Termination / Device Status
Certificate Management
T Call and Device Monitoring: Device
Call / Device
Host AA
Call
PAM

e Routing Control: AIIU'{V Routing on Listed
= Control ' Devices
@ CTI Users Apply Changes ] [ Cancel Changes

= List All Users

= Search Users

= Devices

A screen (not shown) appears to confirm applied changes to CTI User, click Apply.

5.5. Configure DMCC Ports

To configure DMCC ports, select Networking - Ports. Enable the Unencrypted Port 4721
which will be used by oneX-Portal application, as described in Section 9.2. Click Apply
Changes button (not shown) at the bottom of the screen to complete the process.

DMCC Server Ports Enabled Disabled
Unencrypted Port |4?21 | (ON®)]
Encrypted Port |4722 | ® O
TR/87 Port 4723 | ® O
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5.6. Restart DMCC and TSAPI Service

Restart the DMCC and TSAPI service, which is performed from the Application Enablement
Services Management Console web page. Select Maintenance = Service Controller from the
left pane. The Service Controller screen is displayed, and shows a listing of the services and
associated status. Check the DMCC Service and TSAPI Service, and click Restart Service.

Welcome: User craft

H A A Last login: Tue Jan 26 16:16:23 2010 from 135.11.2
AVAyA Appllcatlon Enab[ement SeW[Ces HostName/IP; aes/135.64.186.28 &

Management Console Server Offer Type: TURNKEY
SW Version: r5-2-0-93-0

Maintenance | Service Controller Home | Help | Loga

» AE Services

Communication Manager

" Interface Service Controller
» Licensing
=
= [ asal Link Manager Running
S TlmE)‘NTP = DMCC Service Running
=S R [ cvian service Running
Service Controller B S e

Server Data ; -
D Transport Layer Service Running

» Networking TSAPI Service Running

» Security

) Stat For status on actual services, pleaze uze Status and Control
atus

} User Management [Start|[Stop ||  Restart Service || Restart AE Server ][ Restart Linux ][ Restart Web Server

» Utilities

The following Restart Service screen is displayed. Click Restart to confirm.

Welcome: User craft

H 1 1 Last login: Tue Jan 26 16:16:23 2010 f 135.11.5.4
AVAyA Application Enablement Services == o2 Tue Jan 26 16:15:23 2010 from

Management Console Server Offer Type: TURNKEY
SW Version: r5-2-0-98-0

Maintenance | Service Controller Home | Help | Logout

» AE Services

Communication Manager .
¥ Interface Restart Service

» Licensing

Warning! Are you sure you want to restart?
* Maintenance Restarting will cause all existing connections to be dropped and associations lost.

Date Time/NTP Server

Security Database

Service Controller

Server Data
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6. Configure Avaya Modular Messaging

This section assumes that the administration for integration of Avaya Modular Messaging with
Communication Manager is already in place, and focuses on the integration with Avaya one-X
Portal. The integration is configured on the Avaya Messaging Storage Server (MSS) and on the
Messaging Application Server (MAS) components, and includes the following areas:

e Obtain System Ports
Administer Directory Updates
Administer Trusted Server
Administer Subscribers
Enabling access to the subscriber’s mailbox

6.1. Obtain System Ports

Access the Messaging Administration web-based interface by using the URL http://ip-address
in an Internet browser window, where ip-address is the IP address of the MSS server. The
Logon screen is displayed. Log on using a valid user name and password. The Password field
will appear after a value is entered into the Username field.

AVAyA Messaging Administration =

Modular Messaging
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The Messaging Administration screen is displayed next, as shown below.

AVAYA

Help Log Off

* Messaging Administration u
Subscriber Management
Activity Log Configuration
Messaging Attributes
Classes-of-Service
Enhanced-Lists
Sending Restrictions
System Administration
Request Remote Update
Hetworked Machines
Trusted Servers

* Server Administration
Configure Using DCT
TCPfIP Network Configura
External Hosts
MAS Host Setup
MAS Host Send

Modular Messaging
Messaging Administration

This server: 135.64.186.35
Messaging Administration

The Web Interface allows you to maintain,
troubleshoot, and configure your Messaging
System. Select a link from the left-side menu to
display the corresponding page.

Select Messaging Administration > System Administration from the left pane, to display the
Administer System Attributes and Ports screen. Scroll down the right pane to display the
SYSTEM TCP/IP PORTS section. Verify that the LDAP Port is Authenticated or
Anonymous, SMTP Port and IMAP4 SSL Port fields are Enabled. Note the port numbers for
these three fields, as these values will be used to administer the one-X Portal server.

AVAYA

Help Log Off

Modular Messaging
Messaging Administration

This server: 135.64.186.35

* Messaging Administration [N -
Subscriber Management SYSTEM TCP/IP PORTS
Activity Log Configuration LDAP SSL
M i Attribut T
e LDAP Port |[3a2 IAuthentlcated or Anonymous v| S ert [636 IEnabled !
Enhanced-Lists
Sending Restrictions
System Administration LDAP . LDAP
Request Remote Update Internal |55389 IEnabled j Directory IE‘SS‘89 IEnabled j
Networked Machines Server Port Update Port
Trusted Servers
¥ Server Administration LDAP Front
Configure Using DCT -
TCP/IP Network Configura Al End Iy [Disabled 7 M [5143 | |[Enabled |
External Hosts Alternate Port
MAS Host Setup Port
MAS Host Send
Windows D in Set
e e IMAP4 Port |[t43  |[Enabled | MAPLSSL |Ges — |[Enabled ]
Date fTime/NTP Server f—
Syslog Server
Modem fTerminal Display 110 - POP3 SSL agg i -
Modem/Terminal Configur, POP3 Port I IEnabled J Port I IDlsabledJ
Modem/Terminal Remowval
Tl::PfIP_ Service Settings SMTP
RSN Gl SMTP Port |[25 [Enabled -] Alternate || [Disabled[r]
SMTP Options Port
Mail Options —
IMAP/SMTP Status Al s
v Server Information oW
Server Status wgsh Jas5 IDisabledj for Qutgoing | |25 IEnabled j
Alarm Summary font SMTP
Disk Information
=1] r Note b
RAID Status ‘ MCAPI Port ‘Issm ‘IEnabled H
Rebuild RAID Status
Reboot Interval
* Utilities
CD/DYD Mount - -
4 | B
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6.2. Administer Directory Updates

Select Messaging Administration > Networked Machines from the left pane, to display the
Manage Networked Machines screen. Select the MSS server from the table listing, and click
Edit the Selected Networked Machine toward the bottom right of the screen.

AVAyA Modular Messaging

Messaging Administration

Help Log Off This server: 135.64.186.35
* Messaging Administration !

el -~ Manage Networked Machines —
Activity Log Configuration
Messaging Attributes

Classes-of-Service IMachine | IP Address | Machine Type | Total Subsj
Enhanced-Li

| 135.64.186.35 | local

System Administration
Request Remote Update
Trusted Servers

¥ Server Administration
Configure Using DCT
TCP/IP Network Configura
External Hosts
MAS Host Setup
MAS Host Send
Windows Domain Setup
Console Reboot Option
DatefTime/NTP Server
Syslog Server
Modem/Terminal Display -
Modem /Terminal Configur.
Modem/Terminal Remowval
TCP/IP Service Settings

* IMAP/SMTP Administration
SMTP Options
Mail Dptions
IMAPfSMTP Status

¥ Server Information
Server Status Add a Mew Metworked Machine Edit the Selected Metworked Machine

Alarm Summary I -
4| | »

The Edit Networked Machine screen is displayed. In the Updates In field, select yes from the
drop-down list to enable directory updates from networked machines.

Display Report of Networked Machines I Delete the Selected Metworked Machine I

AVAyA Modular Messaging

Messaging Administration

Help Log Off This server: 135.64.186.35

* Messaging Administration !
Subscriber Management I

Edit Networked Machine

Activity Log Configuration
Messaging Attributes
Classes-of-Service

Password

Sending Restrictions Machine Name | [rss
System Administration - Confirm Password
Request Remote Update -
Networked Machines

Trusted Servers IP Address |135.64.186.35 Machine Type ||tcpip *

* Server Administration

1]

Configure Using DCT

T(;p;?p Netwoﬂg( Configura Mailbox HNumber L ength |5 'I Default Community
External Hosts

:::2 :g:t gs::':jp Updates In Iyes 'l Updates Qut |[ves v

Windows Domain Setup
Console Reboot Option LDAP Port |56389 Loy Updates In ||no =
DatefTime/NTP Server

Syslog Server | -
4| B
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6.3. Administer Trusted Server

Select Messaging Administration - Trusted Servers from the left pane, to display the
Manage Trusted Servers screen. Click Add a New Trusted Server toward the bottom left of
the screen (not shown below).

AVAYA

Help Log Off

¥ Messaging Administration [N

Subscriber Management
Activity Log Configuration
Messaging Attributes
Classes-of-Service
Enhanced-Lists
Sending Restrictions
System Administration
Request Remote Update
Networked Machines
[Trusted Servers|

¥ Server Administration
Configure Using DCT
TCP/IP Network Configura
External Hosts
MAS Host Setup
MAS Host Send
Windows Domain Setup
Console Reboot Option

DatefTime/NTP Server
Syslog Server

" Se tting
* IMAP/SMTP Administration
SMTP Options
Mail Dptions
IMAPfSMTP Status
¥ Server Information
Server Status
Alarm Summary
Disk Information
Server Notes
RAID Status

Rebuild RAID Status -

NK; Reviewed:
SPOC 2/9/2010

Manage Trusted Servers

Modular Messaging
Messaging Administration

This server: 135.64.186.35

ITrusted Server IP Addr/HName

Service Name

One-¥8peeach 135.64.189.41

|
|
CneXMobile |
|
|

135.64.186.30
VVETS 182.168.1. 250
mas 192.166. 1. 250

Display Report of Trusted Servers

Speech Access

aedge

MWI Server

Messaging Application Server

Delete the Selected Trusted Server |

Add a New Trusted Server

Edit the Selected Trusted Server |

| of
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The Add Trusted Server screen is displayed. Enter desired values for the Trusted Server
Name, Password, Confirm Password, and Service Name fields. For the Machine Name / IP
Address field, enter the IP address of the one-X Portal server. Select yes from the IMAP4 Super
User Access Allowed field drop-down list, and select Must use SSL or encrypted SASL from
the IMAP4 Super User Connection Security field drop-down list.

Retain the default values in the remaining fields.

AVAYA

Help Log Off

¥ Messaging Administration [N
Subscriber Management
Activity Log Configuration
Messaging Attributes
Classes-of-Service
Enhanced-Lists
Sending Restrictions
system Administration
Regquest Remote Update
Networked Machines
Trusted Servers

¥ Server Administration
Configure Using DCT
TCP/IP Network Configura
External Hosts
MAS Host Setup
MAS Host Send
Windows Domain Setup
Console Reboot Option
DatefTime/NTP Server
Syslog Server
ModemfTerminal Display
ModemfTerminal Configur.
Modem/Terminal Remowal
TCP/IP Service Settings

* IMAPfSMTP Administration
SMTP Options
Mail Dptions
IMAPfSMTP Status

¥ Server Information
Server Status
Alarm Summary
Disk Information
Server Notes
RAID Status
Rebuild RAID Status

Add Trusted Server

Modular Messaging
Messaging Administration

This server: 135.64.186.35

Password l—
Trusted Server | foroop mr——— Confirm
Password I
Machine Name / I— . -
1P Address | |135:64.186.26 Service Name | [one-x Fortal
Minutes of
e a— Default
Inactivity Before |D —e Il 'I
Alarm Community
Access to Cross l—_,v : -
Domain Delive no Special Type I (hone) J
LDAP
LDAP Access - Ty - - -
Allowed Iyes l Cor'lsneecclrlrli:n INo encryption regquired J
IMAPA Super
IMAP4 Super User - User -
Access Allowed Iyes l Connection IMust use 88L or encrypted SASL |
Security

Back I

4|

Delete |
Helpl

| of

6.4. Administer Subscribers

Select Messaging Administration = Subscriber Management from the left pane, to display
the Manage Subscribers screen. In the Local Subscribers row, click Manage.

AVAYA

Help Log Off

¥ Messaging Administration [

Subscriber Management]
Activity Log Configuration
Messaging Attributes
Classes-of-Service
Enhanced-Lists

sending Restrictions
System Administration
Request Remote Update
Networked Machines
Trusted Servers

* Server Administration

Configure Using DCT

TCP/IP Network Configuralfs

NK; Reviewed:
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Manage Subscribers

Modular Messaging
Messaging Administration

This server: 135.64.186.35

« Local Subscriber Mailbox Number |

« Local

Subscribers

1

Add or Edit |

Machine Local Subscriber Total Eiltered
Name Mailboxes Subscribers Subscribers
mss 2z Z6 Filterl 26 Manage |

| of
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The Manage Local Subscribers screen is displayed next. For each one-X Portal user, select the
corresponding subscriber entry and click Edit the Selected Subscriber.

AVAyA Modular Messaging

Messaging Administration

Help Log Off This server: 135.64.186.35
¥ Messaging Administration [N

e - Manage Local Subscribers

Activity Log Configuration
Messaging Attributes
Classes-of-Service Local Subscriber Mailboxes: 23 Total Subscribers: z7
Enhanced-Lists
Sending Restrictions
System Administration
Request Remote Update
Networked Machines
Trusted Servers ASCIT MName
¥ Server Administration

System Mailboxes: 4 Filtered Subscribers: 27

Mailkox Number Numeric Address CID gubscriber Name

| | | | |
Configure Using DCT 5 | 5 | | | 1 |
TCPFIP Il\letwork Configura 20020 | 20020 | 20020 | 3 1 | 20020, Ent
External Hosts
MAS Host Setup 20031 | 20031 | 20031 | 3 1 | 740021, User
MAS Host Send 20032 | 20032 | 20032 | 3 1 | 20032, User
g'”ndolwsRngatinDSEtup 20033 | 20033 | 20033 | 3 1 | 20033, User
“onsole Reboot Option
Date/Time/NTP Server 20036 | 20036 | zZ0036 | 3 1 | 20036, User
Syslog Server ) 20050 | 20050 | Z0050 | 3 1 | Z0050, VEN_User
g}gggmﬂgmg:: E:)snnfli:rlr 20051 | 20051 | 20051 | 31 1| 20051, VEN
Modem fTerminal Removal zZoos5z2 | 20052 | 20052 | 3 1 | 20052, Ent
| TEED Seroes Ceiiin: 20070 | 20070 | Z0070 | 3 1| 20070, 20070
oy Administration Sy EERRI | 34001 | 34001 I 31 1| asm, 34001
Haill:lpilzjiuns 40001 | 40001 | 40001 | 3 1 | 40001, 40001
i UMPJ’SHIP Status 40010 | 40010 | 40010 | 3 1 | 40010, Branch
e o matan 740021 | 40021 | 740021 | 31 1| 40021, Branch —
il STy Home 2 | 20020 | 20090 | 3 1 | 20020, Home
Disk Information
Server Motes " : . .
T Sort and Filter Subscribers I Launch Subscriber Options
Rebuild RAID Status
Reboot Interval Display Repart of Subscribers I Delete the Selected Subscriber
ties
CD/D¥D Mount Add a New Subseriber I Edit the Selected Subseriber
CD/D¥D Unmount hd 4'LI
— 4| | E
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Make certain that at least one of the values in the following fields match to the already
administered values in the corresponding Microsoft Active Directory user record: Mailbox
Number, PBX Extension, Email Handle, and Telephone Number. If none of these values
match, then the one-X Portal server cannot accurately link incoming and outgoing
communication with the correct users. Verify the administered values for every one-X Portal
user and make adjustments as necessary.

AVAyA Modular Messaging

Messaging Administration
Help Log Off This server: 135.64.186.35

¥ Messaging Administration [N . -
Subscriber Management Add Local Su bscrlber Il
Activity Log Configuration
Messaging Attributes
Classes-of-Service
Enhanced-Lists
Sending Restrictions
System Administration

BASIC INFORMATION
Request Remote Update * (Required Fields)
Networked Machines
Trusted Servers ‘
¥ Server Administration

“Last Name ‘|20015 First Name | [EntUser

Configure Using DCT

TCP/IP MNetwork Configura *Password qu “Mailbox Humber |20015
External Hosts
MAS Host Setup
MAS Host Send

Windows Domain Setup
Console Reboot Option
DatefTime/NTP Server

*Numeric Address ‘|20015 ‘ PBX Extension “20015

|3 - clas=s03-MM j *Community |D “1 'l

*Class Of Service

Syslog Server
ModemfTerminal Display
Modem fTerminal Configur
Modem/fTerminal Removal
TCP/IP Service Settings
* IMAPfSMTP Administration | SUBSCRIBER DIRECTORY

SMTP Dptions

Mail Options

IMAP/SMTP Status
¥ Server Information

Server Status 5

Alarm Summary Common Name | [20015 ASCll Version of

Disk Information Name

Server Notes

RAID Status

Rebuild RAID Status

Rglgu_ot Interval = i -
B 4 [ B

Email Handle [z0015 Telephone Number |[z0015

@rnss.silstack.com

|zoo1s]
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6.5. Enabling access to the subscriber’s mailbox

Avaya one-X Portal requires access to the client mailbox on Modular Messaging. This
configuration ensures that subscribers can connect to their mailboxes through one-X Portal and
access their messages. In order to enable access to the subsriber’s mailbox following actions
need to be performed:

e Configure Class-of-Service on MSS

e Configure Messaging on MAS

6.5.1. Configure Class-of-service on MSS

On the MSS server, Select Messaging Administration - Classes-of-service from the left pane,
to display the Manage Classes-of-Service screen. Select the Class of Service that was assigned
to configured subscribers, class03-MM and click Edit the Selected COS.

AVAYA Modular Messaging

Messaging Administration

Help Log Off This server: 135.64.186.35

¥ Messaging Administration

- u ~
rassasaiiees © Manage Classes-of-Service -
Activity Log Configuration
Messaging Attributes
Server Name: 135.64.186.35 Number of Classes-of-Service: 512
Enhanced-Lists .

Sending Restrictions
System Administration
Request Remote Update
Networked Machines
Trusted Servers

* Server Administration class00 | 0
Configure Using DCT =8 =
TCP/IP Network Configura slassol 1 L
External Hosts class02 | 2
MAS Host Setup class03-MM | 3
MAS Host Send
Windows Domain Setup class04 | 4
Console Reboot Option class05 | 5
Date/Time/NTP Server class06 | G
Syslog Server
Modem/ Terminal Display class07 | 7
Modem/ Terminal Configur ELA | 8
Modem/ Terminal Removal
TCP/IP Service Settings £lass09 1 -

w IMAP/SMTP Administration| classi0 | 10
SMTP Options classll | i 1t
Mail Options
IMAP/SMTP Status classiZ 1 12

* Server Information classl3 | 13
Server Status classl4d | 14 »

Alarm Summary > T

Disk Information

Server Notes

RAID Status

Rebuild RAID Status

Reboot Interval I

i — | DisplayReportofcoss | [ Editthe Selected COS 2
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On the Edit a Class-of-Service screen that appears, scroll down to the SUBSCRIBER
FEATURES and SERVICES section(not shown). In the Restrict Client Access field, set the
value to No and click Save.

Modular Messaging
Messaging Administration

AVAYA

Help Log Off This server: 135.64.186.35

w* Messaging Administration P8

MR oot 1 ] = S
Subscriber Management [ Find Me 4 | Wi
Activity Log Configuration Allowed |E| Notify Me Allowed :|Lv|
Messaging Attril:_rutes 3 : i ;
EL?:::;:‘?;?'CE | Call Handling !yes “ Call Screening |yes VI
Sending Restrictions ; Tl
System Administration Qutbhound Fax Extended Absence || |
Request Remote Update Calls (7 ¥ Greeting Allowed Lyes ¥|
Networked Machines — I
Trusted Servers B — — -
* Server Administration Inbound Fax es v Aria TUI Date & Time Never
Configure Using DCT =3 |Y7 Playback '|
TCP/IP Network Configura _ o & — o= = i3
External Hosts v [ Record Mailbox ([ |
MAS Host Setup Page via PBX |no v P i|_3.res v|
MAS Host Send ! st
Windows Domain Setup Call [ [
Console Reboot Option Saue) | !
Date/Time/NTP Server Application (o B Caller Application | (none) B
~aller Application
Sysélug }Semer : : |Announcement || |
Modem/Terminal Display H
Modem/Terminal Configur Recording !
Modem/Terminal Remowal .Tele i |_ Tk ey i
TCP/IP Service Settings LelEHOng. 1 i i
* IMAP/SMTP Administration User Interface | *T0 2T Restrict Client Access :\M
SMTP Options =i &
Mail Options Personal I Wi M |
Unsenl hlessage
, IMAP/SMTP Status Operator |no v Allowed |no "|
Server Information Critfimnatioa: | Allowed ===
Server Status g
Alarm Summary E;MI Y = L3
Disk Information SO ITESSE06 !Always vi
Server Notes after EAG ||
RAID Status = — —
Rebuild RAID Status
Reboot Interval 3 [Back] [save| [Help| 5
< | & . B
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6.5.2. Configure Messaging on MAS

Log in to the Avaya MAS server using the appropriate credentials. Select Start-> Programs 2>
Avaya Modular Messaging > Voice Mail System Configuration to start the VVoice Mail
System Configuration tool. From the Voice Mail System Configuration window, go to Voice
Mail Domains - silstack = Messaging. From the subsequent VVoice Mail Domain window,
confirm that the Privacy Enforcement Level is set to Notification only. Click OK.

'): Yoice Mail 5ystem Configuration - MAS
File Edit Tools Help

-y Yoice Mail Domains

Eﬁg silstack

W

----- (€ Telephone User Interface
----- # Auko Attendant

----- @ Call e

----- ¢y Notify Me

----- Message Waiting Indicator
ﬁ Fax

[ Security Roles

[]---ﬁ Security

----- ) auding

-G PBYs

- PBY Integration

@ Languages

----- &l fudio Encoding

By Dialing Rules

-8 Weh Subseriber Options

----- JB Serviceability

----- I: Licensing

-\@ Tracing System

[]--- Message Application Servers
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7. Configure Avaya Meeting Exchange Enterprise

This section assumes that the administration for Meeting Exchange integration with
Communication Manager is already in place, and that the following settings are enabled: ANI
and DNIS, music source, Dial feature, bridge number, moderator code, and participant code. For
information on configuring features listed above, refer to [6] in Section 13. This section provides
the procedure to integrate with one-X Portal, which includes administration of two operators.

7.1. Administer Operators

Open a putty session to MX, and log in with system administrator credentials. The System
Administrator Main Menu is displayed, as shown below. Select Sign-In Management.

#? sroot@StackMiE:~

The System Sign-In Management screen is displayed next. Select Create Operator Sign-In.

_i5i x|

o Conferencing 3ystem

P/M: S070050 z evizion: 00 Copyright 2

cCurrent Signh-In
MENT
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The Create Operator Sign-In screen is displayed. Enter desired values for Sign-In Name and
Password. Repeat this procedure to add a second operator for the one-X Portal server to use. In
the interoperability testing, two operators sil and silstack were added.

& sroot@StackME:~

#? sroot@StackMiE:~
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8. Configure Microsoft Active Directory

This section assumes that the network domain and user records are already in place in Microsoft
Active Directory, and provides the additional procedures to integrate with one-X Portal. The
procedures include the following:

e Administer security groups

e Administer service account

e Administer user accounts

8.1. Administer Security Groups

Before installing one-X Portal, create a set of Active Directory security groups. On the Microsoft
Active Directory server, launch Programs = Administrator Tools = Active Directory Users
and Computers. The Active Directory Users and Computers screen is displayed. In the left
pane, locate the proper domain name for the network configuration, in this case SILStack.com,
and right-click on Users below it. From the right-click drop-down menu (not shown below),
select New = Group. In the New Object — Group dialog box that is displayed, enter a
descriptive Group name to denote the administrator security group. Retain the default values in
the remaining fields. Repeat this procedure to create a security group for the users and a security
group for the auditors. In the interoperability testing, the three created security groups are 1XP
Admins, 1XP Users, and 1XP Auditors.

1.‘_'_«; Active Directory Users and Computers

@ File Action Wiew Window Help | - |E |£|
= | Bmli e XEFRR 20 BB TEE
@ Active Directory Users and Computers [2k3-kun,SILStack. com] Users 73 objects
[:I Saved Queries y 5 T ~
E@ SILStack.com e e
-] Buikin Mew Object - Group
[:I Computers
[#-{<5] Domain Controllers
[1-{23] dubs ﬁ Createin:  SILStack.comyUsers
@ Enterprise Users
[:l FareignSecurityPrincipals
-] LostaAndFound Group nane;
@ Microsoft Exchange Security Groups I 1P Adrnins|
[:I Microsoft Exchange Svstem Objects
D NTDS Quotas Group narme (pre-Windows 20003 B
E-03 octel [ 147 admins
[:I Fragram Data
-] Sysh
Hg Ui;r.:m Group scope | iaroup type
" Domain local % Security
' Global "~ Distribution
" Universal
ok I Cancel
mEnterprise Admins Security Group - Universal
ﬁ qgod jurior User
- - - .
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8.2. Administer Service Account

Create an administrative service account in the user domain. The administrative service account
must be members of both the user and administrator security groups. In the left pane, locate the
proper domain name for the network configuration, and right-click on Users below it. From the
right-click drop-down menu (not shown below), select New = User. In the New Object — User
dialog box that is displayed, enter a descriptive Full name and User logon name. Retain the
default values in the remaining fields, and click Next.

-:5 Active Directory Users and Computers

< He Acon Vew Window Hep . |_l&ax|
«o» a@mE s B FRR 2R aELTE T

@ Active Directory Users and Computers [2l3-kun. SILStack. com]
-0 Saved Queries

EI@ SILStack.com e Type =
o
[:l Camputers
[#1-{23] Domain Controllers
@ dub g Create in:  SILStack. com/Users
@ Enterprise Lisers
[:l FareignSecurityPrincipals
G- LostandFound First name: Iwebsphere Iritials: I

Microsaoft Exchange Security Groups
[Z1 Microsoft Exchange System Objects Laszt name: I
[C3 MTDS Quotas
G- Cctel Full name: Iwebsphele
[:I Fragram Data
[:l System Uzer logon name:
2 Users [ebsphere | @sIL5tack. com |
Uzer logon name [prewindows 2000]:
ISILST.&EK\ Iwebsphere
< Back I Mest > I Cancel |
-
| KNl | ¢
NK; Reviewed: Solution & Interoperability Test Lab Application Notes 38 of 72

SPOC 2/9/2010 ©2010 Avaya Inc. All Rights Reserved. UCMW-oneXP52



Enter a desired password into the Password and Confirm password fields, and check the
checkbox for the Password never expires field.

{_«; Active Directory Users and Computers

@ Eile Action Wew Wndow Help

o am e XEFRR| 2

@ Active Direckary Users and Computers [2k3-kun, SILSkack. com]
-] Saved Querias
E@ SILStack.com
Fe-(Z1] Builtin
[:I Compukers
[#-{£3] Domain Controllers
-] dub
(&3] Enterprise Users
D ForeignSecurityPrincipals
[:I LostandFound
@ Microsoft Exchange Security Groups
Cl Microsoft Exchange Syskem Objects
-1 NTDS Quatas
-] Octel
[+ Program Data
D System
a Users

RO
gk va o
Mame £ Type o
New Object - User

g Create in.  SILStack.com/Users

Password: I.......

Confirm password; Iou....

[~ User must change password at nest logon

[~ User cannot change password

[~ Accourt is disabled

< Back I Hest > I Cancel |

Kl | G
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After the service account is created, the account will be listed in the right pane, as shown below.
Double-click on the newly created service account, in this case websphere.

ctive Directory Users and Computers

@ File Action Wiew ‘Window Help |;|ili|

o EAmE LEXFIR EE GEETE D
@ Active Direckory Users and Computers [2k3-kun, SILSkack. com]
-] Saved Queries

E@ SILStack.com

Mame  / Twpe o

RTCHSUriversalServices

[~ Buikin

¥ D Computers

& Domain Controllers

-] dub

@ Enterprise Users

D FareignSecurityPrincipals

[ LostandFound

@ Microsoft Exchange Security Groups
¥ [Z Microsoft Exchange System Chijects

ﬂs RTCProxyUniversalzervices

ﬂ RTZService

!ﬁ RTCUniversalGlobalR.eadCnlyaroup
m RTCUniversalGlabalwrite Group

m RTCUniversalGuestAccessGraup
m RTCUniversalReadOnlyadmins

ﬂs RTCUniversalServerfdmins

!ﬁ RTCUniversalServerReadOnlyGroup

Security Group - Universal
Security Group - Universal

User

Security Group - Universal
Securiby Group - Universal
Securiby Group - Universal
Security Group - Universal
Security Group - Universal
Security Group - Universal

[ NTDS Quatas mRTCUniversaIUserAdmins Security Group - Universal
mRTCLIniversaIUserReadOnlyGroup Security Group - Universal
mSchema Adriins Securiby Group - Universal

: ﬂ silwebsphere ser

a Ui ﬂ smtpuser User
ﬂ spmascusk User
ﬂ spmastech User
%SUPPORT_SBBQ‘}S&D User
ﬂ symkesk User
mTeInetCIients Securiky Group - Daomain Local
ﬂ vera User
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The websphere Properties screen is displayed. Select the Member Of tab, and click Add.

websphere Properties E E3 I

Security I E revironment I Sezzions I Remate control
Terminal Services Profile I COrM+ I Comrmunications
General I Address I Account I Profile I Telephones I Organization
Publizhed Certificates bember Of I [ial-in I Object

kMember af:
I ame | Active Directary Folder |
Diornain Users SILStack. comdU zers

: Eemowve |

Frimary group: Domain Users
S B Bire There iz no negd to change Frimary group u_nles&
= o & | you have Macintosh clients or POSE-compliant
applications.
Ok | Cancel | Apply | Help |

In the Select Groups dialog box, enter the administrator security group from Section 8.1 in the
Enter the object names to select section, as shown below. Click OK, and repeat the procedure
to set the service account to also be a member of the user security group from Section 8.1.

websphere Properties T X I
select Groups EHE

Select thiz object tupe:

IErDups or Built-in security principals Object Types. .. I

Erom thig locatiorn:

ISILStack.cu:um Locations. .. I

Enter the object names to zelect [examplez]:

13¢P Admins] Check Mames I

Advanced... I (u] | Cancel I
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8.3. Administer User Accounts

The user accounts in Microsoft Active Directory are used by one-X Portal for authentication and
authorization, so that users can log into one-X Portal using their corporate credentials. Each
Avaya one-X Portal user must be a member of at least one of the security groups created in
Section 8.1, and are assumed to be in the same domain as the one-X Portal server. For each one-
X Portal user, use the Member Of tab to join the user to the one-X Portal user security group
created in Section 8.1, as shown below.

Home User_ 20050 Properkties
Security I Environrnent I Seszions I Remote contral I
Terrinal Services Profile I COr+ I Cornrmunications I
General I Addreszs I AccoLnt | Prafile | Telephones I Organization I
Fublizhed Certificates Member OF I Dial-in I Object
Member of:

Add... I Bemowve I

Frirnarny group: Diormain Uzers

There iz ho need ta change Prirmary group unless
you have kMacintozh clientz or POSE=-compliant
applications.

(] I Cancel I Apply Help

Set Frimany Group
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9. Configure Avaya one-X® Portal

This section provides the procedures for configuring one-X Portal. The procedures include the
following areas:

e Verify one-X Portal license
Administer auxiliary server
Administer telephony server
Administer voice messaging server
Administer conferencing server
Administer presence server
Administer enterprise directory
Restart Portal server
Synchronize enterprise directory
Synchronize modular messaging
Administer system profile
e Administer users

9.1. Verify one-X Portal License

Access the one-X Portal WebLM web-based interface by using the URL
http://ipaddress:8080/WebL M/LicenseServer in an Internet browser window, where ip-
address is the IP address of the One-X Portal server. The Logon screen is displayed as shown
below. Log on with appropriate credentials.

7 AVAYA

Web License Manager (WebL™M w4.5)

Logon

User MName: |

Password: I
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In the subsequent screen that is displayed, select ONEXPORTAL from the left pane. In the right
pane, verify that there are sufficient user licenses in the Licensed column, as shown below.

/ /AVAYA Web License Manager (WebLM v.5)

B L ogoff

| Install License one-X Portal - SID: 12416151 (Standard License File)
;YLicensed Products
. ONEXPORTAL “rou are here: Licensed producks = one-¥ Portal

| Uninstall License

| License installed on: Oct 20, 2009 3:07:53 PM CEST
. Change Password

' Server Properties Wiew Peak Usage
;yManage Users

. Logout

Licensed Features

Mumber of configured users
(WALUE_OMEXPORTAL_USERS) PR gt e

9.2. Administer Auxiliary Server

Access the one-X Portal web-based administration interface by using the URL
http://ipaddress/admin in an Internet browser window, where ip-address is the IP address of

the one-X Portal server. The Logon screen is displayed as shown below. Log on with appropriate
credentials.

7 AAYA
o>l

Avaya one-X™ Portal Administration

Please log on.

Logon: I
Password: I
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The Quick Links screen is displayed next. Select Manage Servers and Supporting Objects 2>
Manage Auxiliary Servers.

Welcome websphere
Last logon: Wednesday, January 6, 2010 6:04 PM

Avaya one-X™ Portal Administration OLogoff ? Help  about
m Users Servers Scheduler System @ Monitors
Quick Links

s

Manage Users and Groups

|| Manage Portal Users
Provision Mew Users
Manage Prototype Users
|| Manage System Praofile

|| Manage Group Profiles
Manage Enterprise ACL

Manage Servers and Supporting Objects

Manage Telephony Servers
Al1anage Auxiliary Servers)

Auxiliary Servers screen is displayed as shown below. For the Server Type field, select the
corresponding version of Application Enablement Services in the network configuration from the
drop-down list, and click Add.

Welcome websphere
Last logon: Wednesday, January 6, 2010 6:04 PM

Avaya one-X™ Portal Administration OLogoff 2 Help  about

Home Usersm&:heduler System | Monitors

, | Telephony | ﬂ Auxiliary Servers

{
% Auxiliary Servers Server Type I aos 4.2 vI Add... |

| Voice Messaging |L|
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The Add Auxiliary Server Configuration screen is displayed in the right pane. In the Handle
field, enter a unique name for this auxiliary server. Check the Enabled checkbox to enable the
server for the system. In the AES Machine Name field, enter the host name of the AES server,
which can be obtained from the AES server by typing uname —n at the Linux command prompt.
In the DMCC and TSAPI sections, enter the IP address or host name of the AES server into the
Host field. Retain the default value in the Port field. For the Login ID, Password, and Confirm
fields, enter the DMCC and TSAPI user credentials from Section 5.4.1 and Section 5.4.2
respectively. Click OK at the bottom of the screen.

Last logon: Wednesday, January 6, 2010 6:04 PM

Avaya one-X™ Portal Administration ©Logoff 2 Help  aAbout

M Scheduler = System | Monitors
| Telephony | Add Auxiliary Server Configuration
| Auxiliary Servers |Ty|Je |aes I

[version [4.2

Voice Messaging

|: Handle |5 stackaEs

Conferencing

Presence Description

Dial Plan |EI'IB|J|BI:| ||7

Mobility |:|AES Machine Name ||si|stackaes

Device, Media and Call Control {DMCC)

* Host |135.64.186.28

* Port |4?21

* Login ID  [sportalDMCC

* Password Iooooooolo

* Confirm Iooooooon.

Telephony Server Application Programming Interface {TSAPI)

* Host |135.64.186.28

* Port 440

* Login ID  [xporialTSAPI

* Password |uuuu.

* Confirm Iooooooolo

%I Resetl Cancel |EI
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9.3. Administer Telephony Server

Select Telephony from the left pane, to display the Telephony Servers screen. For the Server
Type field, select the corresponding version of Communication Manager in the network
configuration from the drop-down list, and click Add.

Yy Welcome websphere
[ AVAYA o Last logon: Wednesday, January 6, 2010 6:04 PM
(= ) | — 529 : ; ; :

Avaya one-X™ Portal Administration OLlogoff ?Help  about

]
. | Home Usersm&:heduler System | Monitors

‘ Telephony il Telephony Servers

| | fal
i | Auxiliary Servers | _[ Server Type [cm5.0 7] Add_ |

| E—— . ][ =

The Add Telephony Server Configuration screen is displayed in the right pane. Enter the
following:

e Handle: A unique name for this telephony server.
Enabled: Check the checkbox to enable the server for the system.
PBX Name for AES: Existing AES switch connection name as shown in Section 5.2.
EC500 Enable Code: Enhanced EC500 Activation access code from Section 4.3.
EC500 Disable Code: Enhanced EC500 Deactivation access code from Section 4.3.
EC500 Modify Code: EC500 Self-Administration Access Code from Section 4.3.
Host: IP address or host name of Communication Manager that is accessible by the VVolP
clients to establish H.323 connections.

Add Telephony Server Configuration

|T',rpe ||:rr|
Yersion 5.0

F Handle [SILStackemM
Description j
|Enah|ed ||7

* PRX Mame for AES |si|5tacl{cru1

* |[EC500 Enable Code [[*7

* |[EC500 Disable Code |[*

* [EC500 Modify Code |[*6

* CLAMN Host  [13564.186.6
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For the AES Servers section, select the AES auxiliary server name from Section 8.3 in the
Available box, and click Add to move the selection to the Selected box as shown below. Click
OK at the bottom of the screen.

9.4. Administer Voice Messaging Server

Select Voice Messaging from the left pane, to display the Voice Messaging Servers screen. For
the Server Type field, select the corresponding version of Modular Messaging in the network
configuration from the drop-down list, and click Add.

Welcome websphere
Last logon: Wednesday, January 6, 2010 6:04 PM

Avaya one-X™ Portal Administration OLogoff 2 Help  about

Home Usersm&:heduler System | Monitors
|

Telephony ﬂ Voice Messaging Servers

{

| Auxiliary Servers

E v server Type [N =
Voice Messaging =l
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The Add Voice Messaging Server Configuration screen is displayed in the right pane.

e In the Handle field, enter a unique name for this voice messaging server.

e Check the Enabled checkbox to enable the server for the system.

¢ Inthe Mail Domain field, enter the domain name of the network configuration, in this
case SILStack.com. Retain the default values in the remaining fields.

e Inthe IMAP section, enter the IP address or host name of the Avaya MSS server into the
Host field.

e For the Port field, enter the IMAP4 SSL port number from Section 6.1.

e For the Login ID, Password, and Confirm fields, enter the one-X Portal trusted server
credentials from Section 6.3.

e Retain the check in the Secure Port checkbox.

Add Voice Messaging Server Configuration

|T5r|:|e |rnrr|
[Version [4.0
F|Handle [[51Lstackntn
Description jl
|Enah|ed |I7
|Initia| Number of Server Connections ||5IJ
|Max Number of Server Connections ||EDE|
|Client Connections Increment ||2
|Users Per Client Connection ||1 0
Messages Temp Directory Shome/appsvr/silstackmsgworkdir ﬂ
|Tem|:| Purge Interval {minutes) ||ED
’: Mail Domain SILStack.cormn ﬂ
Dial Plan Mo Dial Plans are configured
Internet Message Access Protocol (IMAP)
* Host [135.64.186.35
* Port 493
* Login ID |une}{PunaI
* Password [ssssess
* Confirm Iluluuuluun
Secure Port [
Simple Mail Transport Protocol {SMTP)
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Scroll down the right pane to display the SMTP and LDAP sections.

e Inthe SMTP section, enter the IP address or host name of the Avaya MSS server into the
Host field.

e For the Port field, enter the SMTP port number from Section 6.1.

e For the Login ID, Password, and Confirm fields, enter the one-X Portal trusted server
credentials from Section 6.3.

e Inthe LDAP section, enter the IP address or host name of the Avaya MSS server into the
Host field.

e For the Port field, enter the LDAP port number from Section 6.1.

e For the Login ID, Password, and Confirm fields, enter the One-X Portal trusted server
credentials from Section 6.3.

e Click OK.

Simple Mail Transport Protocol {SMTP)

* Host [135.64.186.35
* Port [25

* Login ID ||:|ne><F'|:|rtaI

* Password  [esseees

* Confirm Iii.i.ii

Secure Port [

Lightweight Directory Access Protocol (LDAP)

* Host [135.64.186.35

* Port 3gq

* Login ID |Dne>{PanaI

* Password |nuu-

* Confirm Iooo--o.

Secure Port [

El Resetl Cancel | Testl
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After the Voice Messaging Server was added, go back to the Voice Messaging Servers window.
Click on SILStackMM entry.

Welcome websphere
Last logon: Friday, January 15, 2010 3:14 PM

@logoff ? Help  About

m Scheduler System | Monitors
Telephony Voice Messaging Servers

[ Auzxiliary Servers
| | Iy | SeruerTypelmmd-.D 'l Add...l

Yoice Messaging
| [ conterencing Handle | Description | Type | version | Services | Enabled
SILStackMM [mm |40 | MMService | Yes

Dial Plan

: | Presence |
| |
| |

Mohility

A new button Retrieve SSL Certificate is shown in the Voice Messaging Servers window.

SS5L Certificate Fetrieve S5L Certificate |

Click on the button and it will change to Remove SSL Certificate button.

SSL Certificate Rerove SEL Cetificate |

Click Save button (not shown) to save the changes. For more details regarding the SSL
Certificate, refer to [7] in Section 13.

9.5. Administer Conferencing Server

Select Conferencing from the left pane, to display the Conferencing Servers screen. For the
Server Type field, select the corresponding version of MX in the network configuration from
the drop-down list, and click Add.
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Welcome websphere
Last logon: Thursday, January 7, 2010 3:12 PM

Avaya one-X™ Portal Administration OLogoff ? Help  About

Home | Users Eaﬂaa Scheduler | System @ Monitors

Auxiliary Servers

Telephony | j Conferencing Servers

| ServerTypelmxﬂ - M
| | Voice Messaging
;l Description | Type | Yersion | Services

The Add Conferencing Server Configuration screen is displayed in the right pane. In the
Handle field, enter a unique name for this conferencing server. Check the Enabled checkbox to
enable the server for the system. Retain the default values in the remaining fields. In the BCAPI
section, enter the IP address or host name of the Avaya MX server in the Host field. Enter the
credentials of the two operators from Section 7.1 in the remaining fields. Scroll down to the
bottom of the screen and click OK.

Welcome websphere
Last logon: Thursday, January 7, 2010 3:12 PM

Avaya one-X™ Portal Administration @Llogoff ?Help  About

M Scheduler = System | Monitors
| | Telephony | Add Conferencing Server Configuration

-
I | Auxiliary Servers | [Type [m= i

| Voice Messaging | [version 5.1

. |:|Handle | EE=EE
| Conferencing

i | Presence | Description

| Dial Plan | [Enabled I
| Mobility |

/horme/appsvr/silstackboapiworkdir

BCAPI Logger Directory

Dial Plan Mo Dial Plans are configured

Bridge Control Application Programing Interface {BCAPI)

* Host |135.64.186.15

* Login ID Jsil

* Password |u-

* Confirm Jone

* Secondary Login ID |si|stack

* Password [eereenes

* Confirm Inooocooo

%I Resetl Cancel |EI
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9.6. Administer Presence

Select Presence from the left pane, to display the Presence Servers screen. For the Server Type
field, select the corresponding version of Presence in the network configuration from the drop-
down list, and click Add.

Welcome websphere
Last logon: Wednesday, January 6, 2010 6:16 PM

Avaya one-X™ Portal Administration G logoff 2 Help About

| | Home | Users Eaﬂaa Scheduler  System Monitors

-

Auxiliary Servers
e Server Typelapas1.0 'I Add...

Voice Messaging

Conferencing

|

| default | onexp3.silstack.com | Extract

Dial Plan | durnmyclientsigner | jolient | Extract

Mobility | durnmyserversigner | jserver | Extract

The Add Presence Server Configuration screen is displayed in the right pane. In the Handle
field, enter a unique name for this conferencing server. Check the Enabled checkbox to enable
the server for the system. Retain the default values in the remaining fields. In the Intelligent
Presence Server (IPS) section, enter the IP address or host name of the Avaya Presence server
in the Host field. In the User Management Service (UMS) section, enter localhost in the Host
field. Enter the administrative service account credentials from Section 8.2 into the Login ID,
Password, and Confirm fields. Scroll down to the bottom of the screen and click OK.

Wwelcome webspher67

= —
N7
S\VA ==>L Last logon: Wednesday, January 5, 2010 5:16 PM

Awvaya one-X™ Portal Administration

Home Users m scheduler System Monitors

Telephony Add Presence Server Configuration

Auxiliary Servers

Type apas
Woice Messaging Version 1.0
" F Handle [SILStackiPs
Conferencing
| v | E
| Dial Plan Enabled I~
Mobility IPS Publish To Port |[15061

LPS Consumer Port [5070

LPS supplier Port  |[s060

«luMs URL http: /flocalhost: o080/umsservices UsertgmtSery =]
icerPort =l

Intelligent Presence Server (IPS)

* Host [135.64.186.27

* Port I2SUE1

User Managment Service (UMS)

* Host [lacalhost

* Port I?QSE

* Login ID  [websphere

* Password [sesssee

* Confirm [eeescee

OKI Rese(l Cancel I
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9.7. Administer Enterprise Directory

Select the System tab from the top, followed by Enterprise Directory in the left pane. The
Enterprise Directory Domains screen is displayed. Click Add Contact Domain.

Welcome websphere
Last logon: Thursday, January 7, 2010 3:12 FM

Avaya one-X™ Portal Administration OLogoff 2 Help  about

Home Users Servers SchedulerMnnitnrs

General Enterprise Directory Domains

|
|
| Enterprise Directory Domain Operations

. Add Contact Domain
License Server Modify LDAP Attribute Mappings

CHMD Tranc

The Add Enterprise Contact Domain screen is displayed next. Enter the domain name for the
network configuration into the Host field. Enter the administrative service account credentials
from Section 8.2 into the Login ID, Password, and Confirm fields. Retain the default values in
the remaining fields, and click OK.

Welcome websphere
Last logon: Thursday, January 7, 2010 3:12 PM

@logoff ?Help  About

General | Add Enterprise Contact Domain

Enterprise Directory * Host |135 186 5

| License Server | * Port 289

|- SHMP Traps | * Login ID |websphere

SNMP Destinations | * Password [esessss

Statistics * Confirm Ioovuu"no

Logging Base DN |DC=SILStack,DC=cDm
JDBC | * Page Size |5IJ
- * Range Size |5IJU

ﬂl Resetl Cancell
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The Enterprise Directory Domains screen is displayed again. Click on the Domain field value
for the newly created enterprise domain, in this case SILStack.com.

Welcome websphere
Last logon: Thursday, January 7, 2010 3:12 PM

Avaya one-X™ Portal Administration OLlogoff ? Help  about

Home Users Servers | Scheduler Muniturs[

| -

| General Enterprise Directory Domains

Enterprise Directory Domain Operations

Add Contact Domain
Modify LD&P Attribute Mappings

License Server

SHMP Traps

| |

| SiLStack.com | User, Resource, Contact | 135.64.186.5 | No

Statistics

The View Enterprise Directory Domain screen is displayed. Click Save button.

Welcome websphere
Last logon: Thursday, January ¥, 2010 3:12 PM

Avaya one-X™ Portal Administration @ logoff 2 Help  about

Home @ Users | Servers Sl::heduler Monitors

| General | View Enterprise Directory Domain

Domain ack.com
Enterprise Directory Type Iser, Resource, Contact

Active Directory ;I
Servar =

| | Enable i
! SHMP Destinations ! Base DN |DC:SILStack,DC:wm
| |
| |
| |

License Server Description

SHMP Traps

Statistics * Login ID |websphere@SILStack.c0m

Logging * Password  [eeesss

JDBC

* Confirm I......

Server 1
* Host [13564.186.5

* Port 389
Secure Port [

* Page Size |5EI
* Range Size |EDD

Add Server |

Savel Resetl Cancel |
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10. Restart Avaya one-X® Portal Server

From the one-X Portal server’s Linux shell, restart the application using the stopServer.sh and
startServer.sh commands. Refer to document [7] in Section 13 for more details.

10.1. Synchronize Enterprise Directory

Select the Scheduler tab from the top, followed by Enterprise Directory Synchronization in
the left pane. Click Run Full Sync Now to synchronize immediately with Microsoft Active
Directory.

Welcome websphere
Last logon; Friday, January S, 2010 5:53 PM

Avaya one-X™ Portal Administration O Logoff 2 Help About

Home | Users Servers IS System | Monitors

| Enterprise Directory Synchronization

I Contact Log Cleanup

| Database Backup | Enabled

. Enterprise Directory Synchronization Schedule Mode: & Daijly  Weekly
| Synchronization

: : Incremental Sync Daily and
Modular Messaging Full Sync These Days of the Week
Synchronization

M sun T Mon T Tue I wed I Thu [T Fri [T sat

[ Statistics Cleanup J

Time of Day: Hour: |1 'I Minute: ID VI

Run Full Sync Bo | Run Incremental Sync Mow

Save | Reset |

10.2. Synchronize Modular Messaging

Select Modular Messaging Synchronization from the left pane. Click Run Now to synchronize
immediately with Modular Messaging.

wWelcome websphere
Last logon; Friday, January S, 2010 5:53 PM

Awvaya one-X™ Portal Administration O Logoff ? Help About

Home | Users Servers gEfs:Lid-I0 System  Monitors

Modular Messaging Synchronization Settings

I Contact Log Cleanup |

! Database Backup | Enabled

Synchronization Schedule Mode: & Daily © weekly © Monthly

Dav:l'l "IHDur: 17 Minute:lD 'I Run Mow I
I Save I Reset I

Enterprise Directory |
Synchronization

Modular Messaging
Synchronization

| Statistics Cleanun
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10.3. Administer System Profile

Select the Users tab from the top, followed by System Profile in the left pane. The system
profile contains a collection of properties that can be applied to users and groups. Set the values
as desired for each property. In the interoperability testing, the VOIP property was changed to
Enabled on the system profile, and this system profile was applied to all users. Note that group
profiles may be used to create additional combinations of property settings. Click Save at the
bottom of the screen (not shown below).

Welcome websphere
Last logon: Friday, January 15, 2010 2:14 PM

O Logoff  ? Help About

' Home l!aaa Servers Scheduler System Monitors
| Portal Users | System Profile

-
Unprovisioned Users | - -
{ . alue .
| Property Default - System Value

| Prototype Users | - Range

Continuous oM )
System Profile extension Service |Disabled  |Boolean |[Accept Defaul ~|[Enabled ¥|

monitoring

| Group Profiles |

M
Telecommuter S

I
Enabled BDDIean“AcceptDefault zllEnanted =]

. | Enterprise ACL |

I
CcM .
|m Sarvice |Disabled BDDIean“SetSystemVaIue =llEnanted x|

I
Enabled |Boolean ||AcceptDefauIt llEnanted =]

M
Service

Send DTMF CM
for calls Service

M
Service

Mohility

I
Enahbled BDDIean”AcceptDefault xllEnanted =]

[
|SIP Station Disabled |Boolean ||AcceptDerault =l|Enanted =]

Forward
voice 1R

messages to  |Service
Iinhnu

Enabled |Boalean || Accept Default ~|[Enabled -]
|

10.4. Administer Unprovisioned Users
Select Unprovisioned Users from the left pane, and click Search in the right pane.

wWelcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration O Logoff ? Help About

| Home @ Servers Scheduler System Monitors
| Portal Users | Unprovisioned Users

Unprovisioned Users Direct To Enterprise Directory
User Id | Frovision... |

Prototype Users

System Profile

Users Found During Enterprise Directory Synchronization

I |
I |
| Group Profiles |
I |

Enterprise ACL Search By Pattern

Search I|Any ;l |*
4|
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The Unprovisioned Users screen is updated with a list of un-provisioned users picked up from
Microsoft Active Directory. Click the Provision button corresponding to an unprovisioned user,
in this case EntUser _20015.

Welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration @Logoff  ?Help  aAbout

Home l!aaa Servers Scheduler System | Monitors

, | Portal Users | Unprovisioned Users

sl

Prototype Users

. | Group Profiles | |EntUser_20011 ‘EntUser_EDDll ‘EntUser_EDDll Provision... |

| EntUser_Zz0O012 ‘ EntUser_Zz0O012 ‘ EntUser_z0O012 Frovision... |

| EntUser Z0015MEFntUser 20015MMFntlser 20015 Provision...

[ - _Iv
4| |:

Enterprise ACL

The Provision User screen is displayed in the right pane, as shown below. If the network
configuration uses a group profile and prototype users, then select the proper values from the
field drop-down lists (not used in the interoperability testing). Retain the check in the Enable
checkbox, and click Save. This will move the user out of the un-provisioned state. Repeat this
procedure for the remaining un-provisioned users.

Welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration @Logoff  ?Help  aAbout

Home m Servers Scheduler  System Monitors
[ poraivses
Unprovisioned Users User Id EntUser 20015 =

First Name Entlser_20015

Prototype Users Last Name

| Nick Mame
| Group Profile Mo Group Profiles Configured

System Profile

Group Profiles Prototype User Mo Prototype Users Configured

Enable Icd

Enterprise ACL

Savel Cancel |
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Select Portal Users from the left pane. In the right pane, click Search to obtain a listing of all
Portal users. Click on the User Id of the previously provisioned user, in this case
EntUser_20015.

Welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration OLogoff 2 Help  About

' | Home m Servers Scheduler  System Monitors
Portal Users Portal Users
user | Firstname _JuastName ] Group | Employee Number] 1xp Enabled

Unprovisioned Users

| Entuser_20010 | Entuser_zoo1o

o VEelllsers | Entlser 2 | Entlser 2

| Entuser_zo061 | Entuser_zons1
| Entuser_zo0s2 | Entuser_zonez
| Entuser_40001 | EntUser_soon1
| Entuser_40015 | Ent User_40015

Group Profiles

| | |
| | |
| System Profile | | Entuser_zoos0 | Entuser_zoosn
|| |
| | |

Enterprise ACL

4]

10.5. Administer Portal Users

The View User screen is displayed in the right pane. Click the Add button in the Telephony
section.

Welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration @Logoff  ?Help  aAbout
' | Home m Servers Scheduler  System Monitors

-

Unprovisioned Users User Id EntlUser_20015
First Name EntlUser_20015
Last Name

| |
| |
| System Profile | Nick Name
| |
| |

Prototype Users

State Enahled Disable |

Group

Group Profiles

Enterprise ACL

Group Profile <value not set>

Update... |

Sessions

Mo Sessions

Telephony
Add...
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The Add Resource screen is displayed in the right pane. For the Server field, select the
telephony server handle from Section 9.3. Enter the user name into the Display Name field. For
the Extension, Password, and Confirm fields, enter the user telephone extension and security
code from Section 4.7. Click OK.

Welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration OLogoff 2 Help  About
' Home m Servers Scheduler  System Monitors
: Portal Users = Add Resource

-

Unprovisioned Users |Server ||SILStackCM j

Prototype Users

|Disp|ay Name ||EntUser_EDD15

|Disp|av Address ||

|
|
| | System Profile
|
il
|

Enterprise ACL

|
|
|
Group Profiles | |Extensiun ||20015
|

|Password ||uuu Confirm [seseee

| @ Resetl Cancell

The View User screen is displayed again with the administered values in the Telephony section.
Scroll down the right pane to click the Add button in the Voice Messaging section.

Telephony

|server |SILStackCM
|Di5p|a',r Mame |EntUSEr_2I]EIlS
|Di5p|a',r Address |<:ualue not set:

[Extension |20015

[Password l<walue is set=

property _____________|value_]source |
|Send DTMF for calls |Enab|ed |Sﬁ,r5tem Default
|SIP Station |Disab|ed |5y5tem Default
|Cuntinuuus extension monitoring |Disab|ed |5ystem Cefault
|Te|ec:ummuter |Enab|ed |5y5tem Cefault
|'1.r'DIF' |Enab|ed |5y5tem Prafile
|Muhi|ity |Enab|ed |5y5tem Default

Undate... |

Yoice Messaging

Add...
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The Add Resource screen is displayed in the right pane. For the Server field, select the voice
messaging server handle from Section 9.4. Enter the user name into the Display Name field. For
the Mailbox, Password, and Confirm fields, enter the user mailbox number and password from
Section 6.4.Click OK.

welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration @ Logoff 2 Help About
' | Home m Servers Scheduler System @ Monitors

-

Unprovisioned Users |Seruer ||S|LStackMM =l

Prototype Users |Di5p|ay MName ||EI’11USE!T720015
System Profile |Disp|ay Address ||

Group Profiles |Mai|hnx ||ZDD15

Enterprise ACL |Password [oeee Confirm [eess

|Weh Subscriber Options URL ||

ﬁl Resetl Cancell

The View User screen is displayed again with the administered values in the VVoice Messaging
section. Scroll down the right pane and click the Update button in the Conferencing section.

/L;VA\/A welcome websphen L=
- 2 .
(e | | E—> Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration O Logoff ? Help About

Home @ Servers scheduler | System @ Monitors

Portal Users
Yoice Messaging -

Unprovisioned Users

[server [s1LStackrm
Prototype Users [Display name [Entuser_zoo1s
System Profile Display Address <walue not set>

Mailbox 20015
Cioupliiofiles Password <value is set>
Enterprise ACL \Weh Subscriber Options URL|<vaIuE not set>

Property [ vaiue [source |

‘Forward voice messages to inbox |Enah|ed |System Default

‘Saue to voice messages file |Enab|ed |System Default

Update...

Add..

Conferencing

\Server |<va|ue not set=
\Displa!,lI Mame |<va|ue not set=
\Display Address |<va|ue not setx
[Pin Code [«value not set=

derator Code =value not set>
Participant Code <walue not set=
Bridge Number Zvalue not set=
\Bridge Number Backup |<va|ue not set=
[allowve call Me [«value not set=

Update...

Presence Information

Add...
view/EditACLList |

Finished I Deletel
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The Update Resource screen is displayed in the right pane. For the Server field, select the
conferencing server handle from Section 9.5. Enter the user name into the Display Name field.
For the Moderator Code, Confirm, and Bridge Number fields, enter the pre-existing Meeting
Exchange bridge number and moderator code. Click Save.

Welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration OLlogoff 2 Help  About

' Home l!aaa Servers Scheduler System Monitors
j Portal Users Update Resource

-

Unprovisioned Users |Server ||S|LStackM}{ |

Prototype Users

|Disp|av Name ||EntUSer_20015

|Disp|ay Address ||

Group Profiles |Pin Code || Confirm |

| |
| |
| System Profile |
| |
| |

Enterprise ACL |Muderatur Code [sesese Confirm [seesee

|Parti|:ipant Code ||

|Bridge Number |238421

|Bridge Number Backup ||

|n|low Call Me ||7

Savel Resetl Cancel I
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The View User screen is displayed again with the administered values in the Conferencing
section. Scroll down the right pane and click the Add button in the Presence Information
section.

Welcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration @Logoff 2 Help  aAbout

HomemServers Scheduler  System Monitors

Unprovisioned Users Conferencing

Prototype Users [server [SILStackmx

System Profile
Group Profiles
Enterprise ACL

[Display Name

[Entuser_zoo15

|Disp|ay Address

[<value not set=

[Pin Code

[<value not set=

|Muderatur Code

|<\ra|ue is set>

|Parti|:ipant Code

|<\ra|ue not set>

[Bridge Number

[235421

[Bridge Number Backup [<value not set>

[Allow Call Me

|true

Update... |

Presence Information

Add...
Wiewy § Edit ACL List

The Update Resource screen is displayed in the right pane. For the Server field, select the
presence server handle from Section 9.6. Enter the user name into the Display Name field. For
the SES ID, Password and Confirm fields, enter presence. Click Save.

wWelcome websphere
Last logon: Saturday, January 9, 2010 12:05 PM

Avaya one-X™ Portal Administration @logoff ? Help  aAbout

EM Servers Scheduler  System | Monitors
Portal Users Update Resource

-

Unprovisioned Users |Server ||S|L8tackIF'S =l

Prototype Users |Disp|av Name ||EntUser_20015

System Profile |[:|i5|;||a'y|I Address ||

Group Profiles |5|;5 D ||presence

Enterprise ACL |Password

||...oo. Confirm I..o...

Savel Deletel Resetl Cancel

NK; Reviewed:
SPOC 2/9/2010

Solution & Interoperability Test Lab Application Notes 63 of 72
©2010 Avaya Inc. All Rights Reserved. UCMW-oneXP52



11. Verification Steps

This section provides the steps that can be performed to verify proper configuration for Avaya
one-X Portal.

11.1. Verify Telephony

From the user desktop, launch an Internet browser window and access the one-X Portal web-
based application by using the URL http://ip-address, where ip-address is the IP address of the
one-X Portal server. Log in with the user’s corporate credentials discussed in Section 8.3. In this
case, User 20050 is used.

Avaya one-X™ Portal

Please log on.

User name!: IUser_ZEIIIIEIII

Password: Illiiilliiill
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In the one-X Portal pop-up screen below, retain the default selection to use the desk phone and

click OK.

Z} Avaya one-X™ Portal - Microsoft Internet Explorer

Welcome to Avaya one-X™ Portal...
Last login today at 1:46 PM

Your current presence settings and call controls:

@ Home User_20050 gj| &wteraessage =

ﬁ Office Mode

Place and receive calls using: |m Desk phone

[T @ po not disturb [T use an additional phone:
rou will still be able
to place outgoing
calls, |

|_jJ Alsa ring

Pleaase Specify...

= = s

|,@ 20050

[+ Sawe these Mode setdngs
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Make a call to the user. Verify that the call is ringing on the user desk phone, and that the
Communications portlet shows the calling party information, along with the green Answer and
red Hangup icons. Click the green Answer button to answer the call.

— O] x|
r D |
St -=g X
| @ Home User_ 20050 | Sveroessage

| [ | —
s =
| | e manie or e Rd Iillill@l |

| | ordered By: Last Name | A;I
| = Home User_2... @ [ -=
]  onoa call
-
| Slecuslsimal
|.@ 0050 33(= @
|
| . 4

Home User_20090 §ff @a

00:09 (’ P

Contacts Yiewr Search Results - =

One Match Found for "User_20090" in All...

Verify that the user is connected to the caller with two-way talk path, and that the icons for the
user are updated to Green Hold and Red Hang Up in the Communications portlet.
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Ordered By: Last Mame | A;I
| = Home User_z... @ [ -=
| - onoa call
-
| 1-1o0f1
|.@ zooso 33(= @
|
| - —-‘

) Avaya one-X™ Portal - Micro — O] =]

SreE> ~=f x
— Home User_20050 [ | chter sessages
E = On a call

| [ Enter mame ar mumber 5|2 (W) |

t_ Home User_20090 # g
00:26 -

Contacts Yiew Search Results -

One Match Found for "User 20090 in All...
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Assume the user would like to conference in User_20090, and needs to look up the telephone
number. Click on Contacts toward the bottom of the screen to expand the portlet. In the Search
box, enter User_200 as a partial string match for users starts with User_200. The portlet is
updated with all matching entries from Microsoft Active Directory. Click on the down-arrow for
the desired entry to view additional actions.

NK; Reviewed:
SPOC 2/9/2010

<} Avaya one-X™ Portal - Microsof -0l =]
AT —
one3>l =i X
. @ Home User_20050 [f | &termessags ¥
s =0
S, A=
| | user_z00| & PEIE
Contacts Yiew Search Results
Found 4 Matches for "User_200" in All...
| Ordered By: Last Name | AI:I
@) Ent User_20001 s -=
i Ent User_z0002 s =
@ Horme User_zo0s0 g ( -=
@ Home User_zoooo 4 =
=
| 1-4aof4
|,@ 20050 33l @
A A
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The pop-up box for additional actions is displayed, and shows Conference and Transfer at the
top of the list, as the application knows that there is an active call.

/IR Awaya one-X Portal - Microsaft o | 4|
| s =]
=Tml—Fc" =] x

) Home User_20050 | &wermessage 7]
fomm =
8 =3
Conference
1 | Erder wanme o frewber ([ cH
1 Transfer
Ordered By: Last N Remove from Favorites
{ ) Horme User_200 Search bE
| Show Details...
Get Help...
|
-
' Sl Sl bl
|48 =zoos0 34(= @
|

11.2. Verify Messaging

Make a call to the user. Do not answer the call and let it cover to Avaya Modular Messaging.

Leave a voice message for the user. Click on the g message icon. Verify that the Message

portlet for the user shows voice messages.

/Z} Avaya one-X™ Portal - Microsoft Internet Explorer ] 4
oreE>t "= X
| @ Home User_20050 | &ter e ssage =
 Bes
f||511'ername O e I;"II { | (]|

Messages
Ordered By: Date A
=y 34001@mss.silstack.com C .=
| = 174010 il
| ~ 80950 C =
== 11030009 il
| -
| 1-2of 2
= 17, 280> @
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Click on the *J button next to the voice message entry. Verify that the Message Player — Avaya
one-X pop-up screen is displayed, and that the voice message is played automatically.

a Message Player - Avaya one-X™

=10 x|

Message From:  34001@mss.silstack.com

Received: Mon 15472010 3:16 PM

P
CLORLOIQICLC) @0

11.3. Verify Conferencing

Click the ' ®! icon toward the top of the screen, to launch an unattended bridge conference as the
moderator. Verify that the Communications portlet for the user shows three icons. The three

icons Mute Me '5' Show and Exit Conference *® are for conference management and

control.
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After joining the bridge conference, verify that the Bridge Conference portlet pops up. Also
verify that toward the top of the portlet is a series of icons for conference control, and that the

Participants section shows the name of the user along with the # image indicating moderator

permissions.

Bridge Conference

a Bridge Conference - Avaya one-X™ Portal-

| | Ervder manme o muriler

|£|| Igllﬂllillﬁl | &J‘

r@» Kun test
Total Participants: 1

06:40

d Participants

ij EntUser_20002

A

§ P Contacts

4

12. Conclusion

These Application Notes provides a sample configuration for one-X Portal to support Avaya
Mobile Worker Solution. The one-X Portal is a browser-based interface to Avaya telephony,
mobility, messaging, conferencing and presence services provided by Communication Manager,
Application Enablement Services, Avaya Modular Messaging, Avaya Meeting Exchange

Enterprise and Presence Services.
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13. Additional References
This section references the product documentation relevant to these Application Notes.

[1] Administering Avaya Aura™ Communication Manager, Document 03-300509, Issue 5.0,
May 2009, available at http://support.avaya.com.

[2] Avaya Aura™ Communication Manager Feature Description and Implementation,
Document 555-245-205, Issue 7, May 2009, available at http://support.avaya.com.

[3] Avaya Extension to Cellular and Off-OBX Station (OPS) Installation and Administration
Guide, Document 210-100-500, Issue 9, June 2005, available at http://support.avaya.com.

[4] Avaya Aura™ Application Enablement Services Administration and Maintenance Guide,
Document ID 02-300357, Issue 11, Nov 2009, available at http://support.avaya.com.

[5] Modular Messaging for the Avaya Message Storage Server (MSS) Configuration Release
5.2 Installation and Upgrades, Release 5.2, Nov 2009, available at
http://support.avaya.com.

[6] Administering Meeting Exchange Servers, Document 04-603419, Issue 1, Nov 20009,
available at http://support.avaya.com.

[7] Implementing Avaya one-X Portal, Release 5.2, Nov 2009, available at
http://support.avaya.com.

[8] Intelligent Presence Server Installation and Configuration Guide SP2, Release 1.0,
Document 02-602753, Release 1.0, May 2009, available at http://support.avaya.com
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at interoplabnotes@list.avaya.com
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