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Abstract

These Application Notes describe the steps for configuring Avaya Aura® Experience Portal
7.0, Avaya Aura® Session Manager 6.3, Avaya Aura® Communication Manager 6.3, and the
Avaya Session Border Controller for Enterprise 6.2.1 with the AT&T IP Flexible Reach -
Enhanced Features service, using AT&T’s AVPN or MIS/PNT transport connections.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps for configuring Avaya Aura® Experience Portal 7.0,
Avaya Aura® Session Manager 6.3, Avaya Aura® Communication Manager 6.3, and the Avaya
Session Border Controller for Enterprise 6.2.1 (referred to in the remainder of this document as
Avaya SBCE) with the AT&T IP Flexible Reach-Enhanced Features SIP trunking service (referred
to in the remainder of this document as IPFR-EF). The AT&T IP Flexible Reach-Enhanced
Features SIP trunking service utilizes AVPN* or MIS/PNT? transport connections.

Avaya Aura® Experience Portal 7.0 is a speech-enabled Interactive Voice Response (IVR) system
that allows an enterprise to provide multiple self and assisted service resources to their customers,
in a flexible and customizable manner. In addition, Avaya Proactive Outreach Manager (POM) was
installed on the Experience Portal platform. Avaya Proactive Outreach Manager is a managed
application of Avaya Aura® Experience Portal, providing a solution for unified, outbound calling
capabilities.

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Aura® System Manager 6.3 is
used to provision and manage Avaya Aura® Session Manager.

Avaya Aura® Communication Manager 6.3 is a telephony application server and is the point of
connection between the enterprise endpoints and Avaya Aura® Session Manager.

The Avaya Session Border Controller for Enterprise 6.2.1 is the point of connection between Avaya
Aura® Session Manager and the AT&T IP Flexible Reach-Enhanced Features service and is used
to not only secure the SIP trunk, but also to make adjustments to the SIP signaling for
interoperability.

The AT&T Flexible Reach service is one of the many SIP-based Voice over IP (VolIP) services
offered to enterprises for their voice communication needs. The AT&T IP Flexible Reach-
Enhanced Features service is a SIP based service which includes additional network based features
to the IP Flexible Reach service.

2. General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Y AVPN supports compressed RTP (CRTP).
2 MIS/PNT does not support cRTP.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 114
SPOC 10/9/2014 ©2014 Avaya Inc. All Rights Reserved. EP7SMCM63SBCEFR



The interoperability compliance testing focused on verifying inbound call flows from IPFR-EF to
the Customer Premises Equipment (CPE) containing the Avaya platforms (see Section 3.2 for call
flow examples). The test environment consisted of:

A simulated enterprise with Experience Portal (including Proactive Outreach Manager for
outbound calling), System Manager, Session Manager, Communication Manager, Avaya
SBCE, Avaya Aura® Messaging, and Avaya telephones.

An IPFR-EF production circuit, to which the simulated enterprise was connected via AVPN
transport.

2.1. Interoperability Compliance Testing

The compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the IPFR-EF network. Calls were made from the PSTN
across the IPFR-EF network, to the CPE.

Note —

Avaya Experience Portal utilizes application scripts to define interactive capabilities (e.g.,

menus, call routing, etc), between Experience Portal, the service provider, and the rest of the CPE.
Customers may develop their own applications to meet their specific needs, or consult Avaya
Professional Services and/or authorized Avaya Business Partners. The programming and testing of
such applications are beyond the scope of this document.

In the reference configuration, basic Experience Portal functionality used in the SIP trunk testing
described in this document was provided by sample VXML and CCXML test scripts, included as
part of the Experience Portal installation.

The following features were tested and verified as part of this effort:

Verification of SIP Trunking between Experience Portal, System Manager, Session
Manager, Communication Manager, Avaya SBCE, Avaya Aura® Messaging, and the
IPFR-EF service.

Experience Portal inbound and outbound (utilizing Proactive Outreach Manager) call
processing.

Inbound caller interaction with Experience Portal applications, including prompting, caller
DTMF input, wait treatment (e.g., announcements), Automatic Speech Recognition, and
Text to Speech.

Experience Portal Call Forward (Bridged Transfer feature) with Diversion Header (see
Section 2.2, item 7).

Experience Portal Blind Transfer to Communication Manager. In this call flow, Experience
Portal sends Refer to the Avaya SBCE. The Avaya SBCE processes the Refer and generates
a new Invite to a Communication Manager extension for call termination (see Section 2.2,
item 4a).

Experience Portal Blind Transfer to PSTN (an IPFR-EF feature). In this call flow
Experience Portal sends a Refer to the SBCE. The Avaya SBCE passes the Refer through to
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AT&T for processing. The AT&T network then redirects the call to the new destination (see
Section 2.2, item 4b).

e Basic supplementary telephony features such as hold, resume, transfer, and conference.

o G.729A, G.729B, and G.711mu codec support.

e Inbound T.38 fax (to Communication Manager).

Note — Many IPFR-EF network features require DTMF interaction with the caller for these features
to be activated. The sample Experience Portal applications used during testing did not have
outbound DTMF capability®. Therefore, the following IPFR-EF service features were not accessed
by Experience Portal as part of this testing effort*:

Network based Simultaneous Ring.

Network based Sequential Ring (Locate Me).

Network based Call Forwarding Always (CFA/CFU).
Network based Call Forwarding Ring No Answer (CF-RNA).
Network based Call Forwarding Busy (CF-Busy).

Network based Call Forwarding Not Reachable (CF-NR).

2.2. Test Results
The test objectives stated in Section 2.1, with limitations as noted below, were verified.

Note — As indicated in Section 3.2.6, Avaya SBCE 6.2.1 loads Q07 and Q16 were used during
testing, and some behavior differences are noted. Issue 2 existed in load QO07, but is fixed in load
Q16. Issue 3 is specific to the Q16 load only. All other items listed in this section are common to
loads Q07 and Q16.

1. Removal of unnecessary SIP headers. In an effort to reduce packet size (or block headers
containing private CPE information), the Avaya SBCE is provisioned to remove SIP
headers not required by AT&T. The following headers are removed; P-Location, Alert-Info,
Endpoint-View, AV-Correlation-1D, Remote-Party-1D, AV-Global-Session-ID, and P-AV-
Message-ID (see Section 9.4.3).

2. Avaya SBCE inserts Remote-Address header containing local CPE addressing. The
Avaya SBCE adds the Remote Address header, (even though the option to perform this
action is not enabled), advertizing local CPE addressing to AT&T.

a) The workaround is to have the Avaya SBCE remove this header (see Section 9.3.9).

® Custom Experience Portal applications could be written to perform these DTMF based interactions with IPFR-EF.

il Experience Portal redirects the call to a Communication Manager station/Agent, then the IPFR-EF features could
be successfully accessed manually. See these documents for more information; Application Notes for Avaya Aura®
Communication Manager 6.3, Avaya Aura® Session Manager 6.3, and Avaya Session Border Controller for Enterprise
4.0.5, with AT&T IP Flexible Reach - Enhanced Features — Issue 1.0 - or - Application Notes for Avaya Aura®
Communication Manager/Local Survivable Processor 6.3, Avaya Aura® Branch Session Manager 6.3, and Avaya
Session Border Controller for Enterprise 6.2.1, with AT&T IP Flexible Reach - Enhanced Features Service — Issue 1.0
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b) An MR has been opened with the Avaya SBCE team.
o UPDATE - This issue is fixed in the Avaya SBCE 6.2.1 Q16 release.

3. Avaya SBCE 6.2.1 Signaling Manipulation Sigma script %BODY parameter not
executed in load Q16. Avaya SBCE signaling manipulation Sigma scripts are used to
modify the contents of SIP messages, either sent by the CPE or AT&T (see Section 9.3.9).
These scripts either modify contents to fix interoperability issues, or to remove
unwanted/unsupported headers.

Testing found that when Avaya SBCE 6.2.1 load Q16 is used, signaling manipulation script
statements containing the %BODY parameter were not executed, (these scripts statements
work correctly in previous loads, such as Q07).
a) If load Q16 is used, any scripts utilizing the %BODY parameter must be rewritten
using alternate methods.
o An MR has been opened with the SBCE team.
e UPDATE 9/29/14 — This issue is fixed in the Avaya SBCE 6.2.1 Q18
release.

4. Avaya SBCE Refer Handling/URI Group not functioning. The Avaya SBCE feature
Refer Handling, when enabled, causes the Avaya SBCE to process any SIP Refer messages
received on the associated interface (this option is disabled by default, causing the Avaya
SBCE to pass all Refer messages through). As an additional option, the Refer Handling
feature can also specify URI Group criteria as a discriminator, whereby Refer messages
matching the URI Group criteria are processed by the Avaya SBCE, while Refer messages
that do not match the URI Group criteria, are passed through.

Testing found that the Avaya SBCE does not discriminate Refer messages based on the URI
Group criteria. As a result of this issue, the following Refer based call redirection
scenarios are mutually exclusive:
a) For Experience Portal “Blind Transfer” call redirection to CPE platforms, (e.g., to
Communication Manager, see Section 3.2.2), where Experience Portal generates a
Refer to the Avaya SBCE, for processing by the Avaya SBCE, the Refer Handing
feature must be enabled (see Section 9.3.2). As a result, the Avaya SBCE will
process all Refer messages received on the specified interface.
b) For Experience Portal “Blind Transfer”” network call redirection back to the IPFR-
EF network, (see Section 3.2.3), where Experience Portal generates a Refer to the
Avaya SBCE for processing by the IPFR-EF service, the Refer Handing feature
must be disabled. As a result, the Avaya SBCE will pass all Refer messages received
on the specified interface, on to AT&T.
o No workaround for this issue is currently available.
o An MR has been opened with the Avaya SBCE team.
e UPDATE 9/29/14 — This issue is fixed in the Avaya SBCE 6.2.1 Q18
release.
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5. Experience Portal ptime value provisioning only applies to Experience Portal initiated
dialogs, resulting in an RTP packet interval of 20ms for inbound calls. The AT&T
network guidelines specify that an RTP packet interval of 30ms be used (ptime=30). In
addition, the AT&T network only specifies a maxptime=30 parameter for inbound Invites.
Therefore, CPE equipment must specify ptime=30 in their response SDP (e.g., 2000Kk).
Testing found that Experience Portal did not send a ptime parameter in the responses (which
implies ptime=20). As a result the IPFR-EF network used ptime=20 as well.

a) While Experience Portal can be provisioned to include ptime=30 (see Section 6.6),
this will only occur for dialogs originated by Experience Portal (e.g., Invites).
Experience Portal responses to AT&T initiated dialogs (e.g., 2000k), will use the
AT&T packet interval value. Since a ptime value is not specified by AT&T, a value
of ptime=20 is assumed, and Experience Portal uses an RTP packet interval of
20ms. This is expected behavior for Experience Portal.

o A SIP header manipulation is applied to the Avaya SBCE, to add a
ptime=30 parameter to the AT&T maxptime=30 parameter already in the
Invite. The result is Experience Portal uses an RTP packet interval of 30ms
(ptime=30) in responses (see Section 9.3.9).

6. Loss of Music on Hold for IPFR-EF customers, if Network Call Redirection (NCR) is
enabled on Communication Manager SIP trunks used for call access to/from AT&T. If
NCR is enabled on a SIP trunk used for calls to/from AT&T, Communication Manager will
use SendOnly to signal Mute/Hold. The IPFR-EF network responds to this with Inactive
(instead of RecvOnly). Therefore whenever Communication Manager sends Music On Hold
(e.g., during Hold, Transfers, and Conference sequences), the IPFR-EF network will not
send the audio, and the PSTN endpoint does not hear the Music on Hold.

a) The workaround for this issue is to have the Avaya SBCE remove the SendOnly
parameter (see Section 9.3.9). This causes AT&T to reply with SendRecv.

b) UPDATE 7/13/14 — A fix for this issue has been implemented in the IPFR-EF
network, so the Avaya SBCE signaling manipulation is no longer required.

7. Experience Portal does not support Diversion Header. The AT&T IPFR-EF service
requires that a Diversion header is included in new Invites to the network, generated by Call
Forward scenarios. The Experience Portal “Bridged Transfer” function is such a scenario
(see Section 3.2.4).

a) The Avaya SBCE is used to insert the Diversion header (see Section 9.3.9).

8. Emergency 911/E911 Services Limitations and Restrictions — Although AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., IP PBX) documented in these Application Notes will properly operate with
AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is the customer’s
responsibility to ensure proper operation with the equipment/software vendor.

While AT&T IP Flexible Reach services support E911/911 calling capabilities under certain
Calling Plans, there are circumstances when the E911/911 service may not be available, as
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stated in the Service Guide for AT&T IP Flexible Reach found at
http://new.servicequide.att.com. Such circumstances include, but are not limited to,
relocation of the end user’s CPE, use of a non-native or virtual telephone number, failure in
the broadband connection, loss of electrical power, and delays that may occur in updating
the Customer’s location in the automatic location information database. Please review the
AT&T IP Flexible Reach Service Guide in detail to understand the limitations and
restrictions.

2.3. Support

For more information on the AT&T IP Flexible Reach service visit:
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-
enterprise/ip-flexible-reach-enterprise/. AT&T customers may obtain support for the AT&T IP
Flexible Reach service by calling (877) 288-8362.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAY A (866-462-8292) provides access
to overall sales and service support menus.

3. Reference Configuration

The reference Customer Premises Equipment (CPE) configuration used in these Application Notes
is shown in Figure 1 and consists of several components:

e Experience Portal 7.0 is a speech-enabled Interactive Voice Response (IVR) system that
allows an enterprise to provide multiple self and assisted service resources to inbound callers.
Experience Portal consists of one or more Media Processing Platform (MPP) servers and an
Experience Portal Manager (EPM) server. A single “server configuration” was used in the
reference configuration, consisting of a single MPP and EPM, running on a VMware
environment. This VMware environment also included an Apache Tomcat Application Server
hosting the VXML and CCXML application scripts that provide the directives to Experience
Portal for handling the inbound calls. In addition, a Speech Server, (Windows 2008 server),
consisting of Nuance Recognizer and Nuance Vocalizer provided Automatic Speech
Recognition (ASR) and Text-To-Speech (TTS) capabilities to Experience Portal.

e Proactive Outreach Manager 3.0 is installed on Experience Portal, and provides outbound
dialing capabilities.

e Session Manager 6.3 provides core SIP routing and integration services that enables
communication between disparate SIP-enabled entities, (e.g., PBXs, SIP proxies, gateways,
adjuncts, trunks, applications, etc.) across the enterprise. Avaya SIP endpoints register to
Session Manager.

e System Manager 6.3 provides a common administration interface for centralized management
of all Session Manager instances in an enterprise.

e Communication Manager 6.3 provides the voice communication services for a particular
enterprise site, including Agent login and queuing. Avaya H.323 endpoints register to
Communication Manager.
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Avaya SBCE 6.2.1 provides SIP Session Border Controller (SBC) functionality, including
address translation and SIP header manipulation between the IPFR-EF service and the
enterprise internal network. In the reference configuration the Avaya SBCE also processes SIP
Refer messages generated by Experience Portal, to direct inbound calls to their associated
destinations on Communication Manager.

Avaya G430 Media Gateway provides media resources for Communication Manager (Music
on Hold, announcements, etc) and telephones. This solution is extensible to other Avaya Media
Gateways.

Avaya Aura® Messaging 6.3 is used in the reference configuration to provide voice
messaging capabilities during testing. The provisioning of Avaya Aura® Messaging is beyond
the scope of this document.

Avaya desk telephones are represented with Avaya 96x1 Series IP Telephones (running H.323
or SIP firmware).

UDP and TCP transport protocols are used in the reference configuration. The IPFR-EF service
specifies SIP over UDP to communicate with enterprise edge SIP devices, (e.g., the Avaya
SBCE). In the reference configuration, SIP over TCP was used to communicate between
Session Manager, the Avaya SBCE, Experience Portal, and Avaya Aura® Messaging, as well
as to the Communication Manager public SIP trunk. This was done to facilitate protocol trace
analysis. TLS transport was used between Session Manager and the Communication Manager
local trunk (Avaya SIP telephones access). However, Avaya best practices call for TLS to be
used as the transport protocol whenever possible.

Inbound and outbound calls were placed via an IPFR-EF production AVPN circuit.

AT&T

AVPN or MIS/PNT ATET

Transport Network Enhanced IP Flexible
10.10.10.10 Reach Service
10.10.10.11

“Main” Site )

Avaya
Session Border
Controller for
Enterprise

6.2.1

10.10.10.12 Public Side “Outside”
AT&T Router g 0 -
— 192.168.70.120| Private Side “Inside”

en )

“Common”

1"5"J""""z'.uss.sr.x N

192.168.67.147

(

B

Avaya G430

Avaya  Avaya Media Gateway 192.168.67.202
96x1 96x1 192.168.67.50
(SIP)  (H.323)

192.168.67.47

Experience Portal 7.0, Proactive

Outreach Manager 3.0, Tomcat 6.0
192.168.67.168

Windows Server 2008
Nuance Recognizer 10,
Vocalizer 5.7, Speech
Server 6.2
192.168.67.169

Figure 1: Reference C
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Component Illustrative Value in these
Application Notes
Main Site
Avaya Aura® System Manager
IP Address | 192.168.70.45
Avaya Aura® Session Manager
Management IP Address 192.168.67.46
Network IP Address 192.168.67.47
Avaya Aura® Communication Manager
IP Address 192.168.67.202
Avaya Aura® Communication Manager 19xxx (stations)
extensions 4xxxx (Agents and VDNS)
Avaya Experience Portal/Proactive Outreach Manager
Network IP Address | 192.168.67.168
Avaya Aura® Messaging
IP Address | 192.168.67.147
Windows 2008 Server/Nuance
Network IP Address \ 192.168.67.169
Common Site
Avaya Session Border Controller for Enterprise (SBCE)
IP Address of Outside (Public) Interface 10.10.10.12 (see note below)
IP Address of Inside (Private) Interface 192.168.70.120

Table 1: Hlustrative Values Used in these Application Notes

NOTE — The Avaya SBCE Outside interface communicates with AT&T Border Elements (BES)
located in the AT&T IPFR-EF network. For security reasons, the IP addresses of the AT&T BEs
are not included in this document. However as placeholders in the following configuration sections,
the IP addresses 10.10.10.12 (Avaya SBCE public interface), 10.10.10.10, and 10.10.10.11 (AT&T
BE IP addresses), are specified. In addition, AT&T DID/DNIS numbers shown in this document
are examples as well. AT&T Customer Care will provide the actual Border Element IP addresses
and DID/DNIS numbers as part of the IPFR-EF provisioning process.

Note — Documents used to provision the test environment are listed in Section 13. References to
these documents are indicated by the notation [x], where x is the document reference number.
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3.2. Call Flows

To understand how IPFR-EF service calls are processed in an Experience Portal environment,
several basic call flows are described in this section.

3.2.1. Inbound call To Experience Portal only.
The call scenario illustrated below is an inbound call arriving and remaining on Experience Portal.

1.

2.
3.
4

A PSTN phone originates a call to an AT&T IPFR-EF service number.

The PSTN routes the call to the AT&T IPFR-EF service network.

The AT&T IPFR-EF service routes the call to the Avaya SBCE.

The Avaya SBCE performs any necessary SIP header modifications, and routes the call to
Session Manager.

Session Manager applies any necessary SIP header adaptations and/or digit conversions, and
based on configured Routing Policies, determines where the call should be routed next. In this
case, Session Manager routes the call to Experience Portal.

Experience Portal matches the called party number to an application script, answers the call,
and handles the call according to the directives specified in the application. In this scenario, the
application sufficiently meets the caller’s needs or requests, and thus the call does not need to
be transferred to another platform.

PSTN

S

'6\ —\, AT&T IPFR-EF
Service

Avaya SBCE

A

Session

/ Manager
2& O

Experience
Portal

Inbound Call processed Entirely by Experience Portal
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3.2.2. Experience Portal “Blind Transfer” to Communication Manager (Refer)

This call scenario describes the call flow for an Experience Portal “Blind Transfer” to a CPE
destination, (e.g., Communication Manager). In this Blind Transfer scenario, Experience Portal
responds to an inbound call with a redirection to a Communication Manager Agent/skill extension.
This new destination number is specified in the Refer that is processed by the Avaya SBCE (see
Section 2.2, Item 4a).

1.
2.

o~

Same as the first five steps from the first call scenario in Section 3.2.1.

When the caller selects an option requesting an Agent, Experience Portal redirects the call by
sending a Refer (containing a Communication Manager Agent/skill extension) to the Avaya
SBCE.

In this scenario, the Avaya SBCE processes the Refer, and sends an Invite to the
Communication Manager (via Session Manager) for the selected Communication Manager
extension (e.g., to a Skill VDN queue, directly to an Agent, etc). In addition, the Avaya SBCE
places the inbound call on hold.

Communication Manager routes the call to the Agent.

When the Agent answers, the Avaya SBCE takes the call off hold and the caller is connected to
the Agent. Experience Portal is disconnected from the call.

&y

PSTN 5

AT&T IPFR-EF
Service

7

Avaya SBCE

Session
Manager ;8 5
1.4 2 \

P 3

2/

7

Experience
Portal

Communication
Manager

Experience Portal Blind Transfer to Communication Manager
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3.2.3. Experience Portal “Blind Transfer” to PSTN (Refer)

This call scenario describes the call flow for an Experience Portal “Blind Transfer” to another

PSTN destination. However, unlike the scenario described in Section 3.2.2, the new destination

number specified in the Refer, is passed by the Avaya SBCE to AT&T, for processing by the IPFR-

EF service (see Section 2.2, Item 4b).

1. Same as the first five steps from the first call scenario in Section 3.2.1.

2. Experience Portal redirects the call to a different PSTN destination by sending a Refer to the
Avaya SBCE.

3. Inthis scenario, the Avaya SBCE does not process the Refer, but instead sends it on to the
IPFR-EF service for processing.

4. The AT&T IPFR-EF service redirects the call to the new PSTN destination, and Experience
Portal is disconnected from the call.

PSTN 1
@ 1
—> N AT&T IPFR-EF
Service
‘{ g
@
PSTN 2
Avaya SBCE
/
/"
Session
Manager
1 ~
Experience
Portal
Experience Portal Blind Transfer to PSTN
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3.2.4. Experience Portal “Bridged Transfer” (Diversion Header)

This call scenario describes the call flow for an Experience Portal “Bridged Transfer”. In this
scenario, a PSTN call into an Experience Portal application prompts the caller to specify a different
PSTN destination number. Experience Portal then issues an Invite back to AT&T for this new PSTN
destination. The AT&T IPFR-EF service requires that this new Invite includes a Diversion header.
However Experience Portal does not support Diversion header. As a result, the Avaya SBCE inserts
a Diversion Header prior to sending the new Invite to AT&T (see Section 9.3.9).

Note — The Diversion header must contain a valid IPFR-EF DID number assigned to the CPE, or the
new Invite will be denied.

1. Same as the first five steps from the first call scenario in Section 3.2.1.
2. After the caller specifies a number for PSTN 2, Experience Portal generates a new Invite.
3. The Avaya SBCE adds a Diversion header, and sends the Invite to AT&T.

PSTN 1

&.

— >3 AT&T IPFR-EF

BT

PSTN 2
3 Avaya SBCE
/2
Session
1 Manager
A
Experience
Portal
Experience Portal Bridged Transfer to PSTN
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3.2.5. Experience Portal Outbound (using the Proactive Outreach Manager)

This call scenario describes an Experience Portal outbound call flow, utilizing the Proactive
Outreach Manager application. Proactive Outreach Manager defines “campaign” scripts to provide
the outbound calling capability for Experience Portal. Campaigns may be defined to do simple
outbound announcement calls, or more complex ones that involve customer interaction.

1. In this scenario, a Proactive Outreach Manager campaign places a call to a customer. When the
customer answers, the Proactive Outreach Manager campaign plays an announcement.

2. Alternatively, the Proactive Outreach Manager campaign may interact with the customer,
requesting verbal and/or DTMF input.

N —2( AT&T IPFR-EF
. 1 1 Service

PSTN

Avaya SBCE

Session
Manager

Experience
Portal

(Proactive Qutreach Manager)

Experience Portal/Proactive Outreach Manager Outbound Call

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 114
SPOC 10/9/2014 ©2014 Avaya Inc. All Rights Reserved. EP7SMCM63SBCEFR



3.2.6. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these

Application Notes.

Equipment/Software

Release/Version

HP Proliant DL360 G7 server
e System Platform
e Avaya Aura® System Manager

6.3.0.0.18002 (with patch 08002)
6.3.7 (r3702275)

IBM 8800 server
e Avaya Aura® Session Manager

6.3 SP7 (6.3.7.0.637008)

Dell S8510 server
e System Platform
e Avaya Aura® Communication Manager

6.3.0.0.18002
6.3 SP5 (03.0.124.0-21460)

HP Proliant DL120 G7 server

e VMWare ESXi

e Experience Portal
o Proactive Outreach Manager
o Tomcat

e Windows Server 2008 R2
o Nuance Recognizer
o Nuance Vocalizer
o Nuance Speech Server

5.10
7.0
3.0
6.0.37

10.0
5.7
6.2

Dell R610
e System Platform
e Avaya Aura® Messaging

6.3.0.0.18002 (with patch 08002)
6.3.0.0.11315

Avaya G430 Media Gateway

34.5.1

Dell R210
e Avaya Session Border Controller for
Enterprise

6.2.1 Q07 and 6.2.1 Q16°

Avaya 96x1 IP Telephones

H.323 Version 6.3116
SIP Version 6.3.1.13

Table 2: Equipment and Software Versions

® See the note in Section 2.2 regarding these releases.
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4. Configure Avaya Aura® Session Manager Release 6.3

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — These Application Notes assume that basic System Manager and Session Manager
administration has already been performed. Consult documents [5 & 6] for further details if
necessary.

This section provides the procedures for configuring Session Manager to receive calls from the
AT&T IPFR-EF service (via the Avaya SBCE) and route these calls over the SIP trunks defined to
Experience Portal, Communication Manager, and the Avaya SBCE.

The following administration activities will be described:

e Define SIP Domain.

e Define Locations.

e Define SIP Entities corresponding to Experience Portal, Communication Manager, the
Avaya SBCE, and Avaya Aura® Messaging.

e Define Entity Links between Session Manager and the various SIP Entities.

e Define Routing Policies associated with Experience Portal, Communication Manager, the
Avaya SBCE, and Avaya Aura® Messaging.

e Define Dial Patterns, which govern which routing policy will be selected for call routing.

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. In the Log On screen (not shown), enter appropriate User ID and Password and
press the Log On button. Once logged in, Home screen is displayed. From the Home screen,
under the Elements heading in the center, select Routing.

Aura® System Manager 6.3

Home

D T R

Administrators

Directory Synchronization
Groups & Roles

User Management

User Provisioning Rule

Collaboration Environment
Communication Manager
Communication Server 1000
Conferencing

1P Office

Meeting Exchange
Messaging

Presence

Session Manager

Backup and Restore
Bulk Import and Export
Configurations

Events

Geographic Redundancy
Inventory

Licenses

Replication

Reports

Scheduler

Security

Shutdown

Software Management

Templates
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4.1. SIP Domain

Step 1 - Select Domains from the left navigation menu. In the reference configuration, domain
customera.com was defined.
Step 2 - Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name: Enter the enterprise SIP Domain Name. In the sample screen below,
customera.com is shown.
e Type: Verify sip is selected.
e Notes: Add a brief description.
Step 3 - Click Commit to save.

Home Routing ¥

« Home / Elements / Routing / Domains
Help 2
Domain Management
Locations
Adaptations New
o] © -
Entity Links Irems Filter: Enable

D Name Type Notes
Time Ranges -

[0 customera.com sip

Routing Policies
Select : All, None

Dial Patterns

Regular Expressions

Defaults

4.2. Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. Location
identifiers can be defined in a broad scope (e.g., 192.168.67.x for all devices on a particular
subnet), or individual devices (e.g., 192.168.67.46 for a device’s specific IP address). In the
reference configuration, two Locations are specified:

e Main (192.168.67.*) — The Location defining the majority of the CPE equipment (e.g.,
System Manager, Session Manager, Experience Portal, Communication Manager, and
Avaya Aura® Messaging).

e Common (192.168.70.*) — The Location defining the Avaya SBCE.

Note — Two Locations are specified due to the specific network topology of the test reference
configuration. A single Location, or more than two Locations, may be used as applicable.

4.2.1. Main Location
Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.
e Name: Enter a descriptive name for the Location (e.g., Main).
e Notes: Add a brief description.
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Step 2 - In the Location Pattern section, click Add and enter the following values.
e IP Address Pattern: Enter the IP address of the CPE subnet (e.g., 192.168.67.%).
e Notes: Add a brief description if desired.
Step 3 - Click Commit to save.

JF; Reviewed:

Home Routing ¥
m« Home / Elements / Routing / Locations
N Location Details
=
Adaptations General
| swees | - |
Notes: ‘ |
Routing Policies . . i
Dial Plan Transparency in Survivable Mode
Enabled: []
e vecon umber
Associated CM SIP Entity: | |
Overall Managed Bandwidth
Managed Bandwidth Units:
Total Bandwidth: l:l
Multimedia Bandwidth: | |
Audio Calls Can Take Multimedia Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): 1000 Kbit/Sec
* Minimum Multimedia Bandwidth: Kbit/Sec
* Default Audio Bandwidth: ‘ SO| [Kbit/sec |
Alarm Threshold
Overall Alarm Threshold: %
Multimedia Alarm Threshold: %
* Latency before Overall Alarm Trigger: Minutes
* Latency before Multimedia Alarm Trigger: Minutes
Location Pattern
Remove
1Item &
[F |IP Address Pattern - |Nntes
[0 *|is2.188.57.* [
Select : All, None
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4.2.2. Common Location

Repeat the steps from Section 4.2.1 with the following changes:
e Name: Enter a descriptive name for the Location (e.g., Common).
e IP Address Pattern: Enter the IP address of the Branch subnet (e.g., 192.168.70.%).

®

Home Routing
4 Home / Elements / Routing / Locations
% Focation betalls
* Name: |Ccmmon |
Notes: |A-SBCE |
Dial Plan Transparency in Survivable Mode
Enabled: []
it Divctory oo
Associated CM SIP Entity: | |
Overall Managed Bandwidth
Managed Bandwidth Units:
Total Bandwidth: I:l
Multimedia Bandwidth: | |
Audio Calls Can Take Multimedia Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): Kbit/Sec
* Minimum Multimedia Bandwidth: Kbit/Sec
* Default Audio Bandwidth:
Alarm Threshold
Overall Alarm Threshold: %
Multimedia Alarm Threshold: %
* Latency before Overall Alarm Trigger: Minutes
* Latency before Multimedia Alarm Trigger: Minutes
Location Pattern
Remove
1Item o
F ‘IP Address Pattern - |Notes
O *[i9z.168.70.*
Select : All, None
Location
[tems Filter: Enable
|:| |Name |Notes
O common A-SBCE
[ Main
Select : All, None
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4.3. Configure Adaptations
Session Manager can be configured to use Adaptation Modules to convert SIP headers sent to/from
the AT&T IPFR-EF service, and for converting SIP headers sent between Communication Manager
and Avaya Aura® Messaging. In the reference configuration the following adaptations were used.
e Calls from AT&T (Section 4.3.1) — The “DigitConversionAdapter” is used for calls to
Communication Manager.
= The AT&T called number digit strings in the Request URI is replaced with their
associated Communication Manager extensions/\VDNS.
e Callsto AT&T (Section 4.3.2) — The “AttAdapter” is specified for calls sent to AT&T.
= This adapter removes the History-Info header, which is not supported by the IPFR-EF
service.
e Calls to Avaya Aura® Messaging from AT&T/PSTN (Section 4.3.3)
= The AT&T called number digit strings in the Request URI are replaced with the Avaya
Aura® Messaging pilot number.

4.3.1. Adaptation for Calls to Avaya Aura® Communication Manager

The “DigitConversionAdapter” administered in this section is used to modify incoming AT&T
IPFR-EF DNIS digits to their associated Communication Manager extensions.

Note — In the reference configuration, the AT&T IPFR-EF service delivered 10 digit DNIS
numbers. Also note that the following entries are based on the DNIS digits delivered in the AT&T
Request URI. These digits may not be the same as the dialed DID digits.

Step 1 - In the left pane under Routing, click on Adaptations. In the Adaptations page, click on
New (not shown).

Step 2 - In the Adaptation Details page, enter:

e A descriptive Name, (e.g., ACM63_public).

e Select DigitConversionAdapter fom the Module Name drop down menu (if no
module name is present, select <click to add module> and enter
DigitConversionAdapter).

Step 3 — Scroll down to the Digit Conversion for Outgoing Calls from SM section (the inbound
digits from AT&T that need to be replaced with their associated Communication Manager
extensions before being sent to Communication Manager).

o Example: 7325553180 is a DNIS string sent in the Request URI by the IPFR-EF service
that is associated with Communication Manager Agent Skill2 access VDN 44004.

Enter 7325553180 in the Matching Pattern column.

Enter 10 in the Min/Max columns.

Enter 10 in the Delete Digits column.

Enter 44004 in the Insert Digits column.

Specify that this should be applied to the SIP destination headers in the

Address to modify column.

e Enter any desired notes.
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Step 4 — Repeat Step 3 for all additional AT&T DNIS numbers.
Step 5 - Click on Commit.

configuration.

Note — No Digit Conversion for Incoming Calls to SM were required in the reference

Home | Routing *

Domains
Locations

Adaptations

Entity Links
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

« Home / Elements / Routing / Adaptations

Adaptation Details

General

* Adaptation Name:
Module Name:

Module Parameter Type:

Egress URI Parameters:

Notes:

Help 2

IACMB3_public
DigitConversionAdapter

v

Digit Conversion for Incoming Calls to SM

Filter: Enable

Min |Max Phone Context Delete Digits Insert Digits. Address to modify Adaptation Data Notes

Digit Conversion for Outgoing Calls from SM

Filter: Enable

Phone Delete
Context  |Digits

O +[732ss53180 “ho] <[ *[10
O #|7325553160 *l10 *l10 *10

Address to
modify

destination v

[0 |Matching Pattern .. |Min Max Insert Digits Adaptation Data Notes

44004
19001

IFTF

destination v

Select : All, None

4.3.2. Adaptation to Remove History-Info Headers

The AT&T network does not support History-Info headers, which Communication Manager sends
by default (see Section 5.8). The AttAdapter administered in this section will automatically
remove History-Info headers.

Note — Alternatively, History-Info headers may be removed by Communication Manager (see
Section 5.8), or by the Avaya SBCE (see Section 9.4.3).

Step 1 - Click on Adaptations. In the Adaptations page, click on New (not shown).
Step 2 - In the Adaptation Details page, enter:
1. A descriptive Name, (e.g., ATT).
2. Select AttAdapter from the Module Name drop down menu (if no module name is
present, select <click to add module> and enter AttAdapter).
Step 3 - Click on Commit.

Note — As shown in the screen below, no Incoming or Outgoing Digit Conversion was required in
the reference configuration.
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« Home / Elements / Routing / Adaptations

Adaptation Details [Commit] [Cancel]

General

Help 7
Domains =

Adaptatio
SIP Entities
* Adaptation Name: ATT|

Entity Links

Module Name: |AttAdapter v
Time Ranges

Module Parameter Type: 2
Routing Policies

Dial Patterns Egress URI Parameters:

Regular Expressions Notes:

F
z
H

3

5 E

g8 =
£la H
g : g
g x

Digit Conversion for Incoming Calls to SM

0ltems & Filter: Enable
Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify ‘Adaptation Data Notes

Digit Conversion for Outgoing Calls from SM

0ltems & Filter: Enable

Matching Pattern Min Max |Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes.

4.3.3. Adaptation for Direct Calls to Avaya Aura® Messaging

PSTN may dial directly to Avaya Aura® Messaging to retrieve message, using the designated
IPFR-EF DID number 7325553170 (see Section 4.8.3). These DNIS digits must be converted to
the Avaya Aura® Messaging pilot extension, 36000.

Step 1 - In the left pane under Routing, click on Adaptations. In the Adaptations page, click on
New (not shown).

Step 2 - In the Adaptation Details page, enter:

e A descriptive Name, (e.g., AAM_Digits).

e Select DigitConversionAdapter from the Module Name drop down menu (if no
module name is present, select <click to add module> and enter
DigitConversionAdapter).

Step 3 — Scroll down to the Digit Conversion for Outgoing Calls from SM section (the inbound
digits from AT&T that need to be replaced with the Avaya Aura® Messaging pilot number
before being sent to Avaya Aura® Messaging. Click on Add, and enter the following:

e Enter 7325553170 in the Matching Pattern column.

Enter 10 in the Min/Max columns.

Enter 10 in the Delete Digits column.

Enter 36000 in the Insert Digits column.

Specify that this should be applied to the SIP destination headers in the Address to

modify column.

e Enter any desired notes.

Step 4 - Click on Commit.

Note — As shown in the screen below, no Digit Conversion for Incoming Calls to SM were
required in the reference configuration.
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Adaptation Details Commit| |Cancel

General
* Adaptation Name: AAM_Digits
Module Name: DigitConversionAdapter v

Module Parameter Type: v

Egress URI Parameters:

Notes:
Digit Conversion for Incoming Calls to SM

0 Items Filter: Enable

Matching Pattern Min Max |Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes

Digit Conversion for QOutgoing Calls from SM

1Item & Filter: Enable
[0 |Matching Pattern ~|Min Max € Insert Digits

O #7325553170 *|10 *l10 *10 36000 destination %

Select : All, None

4.4. SIP Entities
In this section, SIP Entities are administered for the following SIP network elements:

Session Manager (Section 4.4.1).

Experience Portal (Section 4.4.2). This entity, and its associated Entity Link (using TCP with
port 5060), is for calls from AT&T via the Avaya SBCE.

Communication Manager for AT&T “public” trunk (Section 4.4.3) — This entity, and its
associated Entity Link (using TCP with port 5062), is for calls from AT&T via the Avaya SBCE.
Note that this connection will be associated with the NCR enabled trunk on Communication
Manager.

Communication Manager “local” trunk (Section 4.4.4) — This entity, and its associated Entity
Link (using TLS with port 5061), is primarily for traffic between Avaya SIP telephones and
Communication Manager.

Avaya SBCE platform (Section 4.4.5) - This entity, and its associated Entity Link (using TCP
and port 5060), is for calls from AT&T.

Avaya Aura® Messaging (Section 4.4.6).

4.4.1. Avaya Aura® Session Manager SIP Entity
Step 1 - In the left pane under Routing, click on SIP Entities. In the SIP Entities page click on

New (not shown).

Step 2 - In the General section of the SIP Entity Details page, provision the following:

e Name — Enter a descriptive name (e.g., Sm63).

e FQDN or IP Address — Enter the IP address of the Main Session Manager signaling
interface, (not the management interface), provisioned during installation (e.g.,
192.168.67.47).

e Type — Verify Session Manager is selected.

e Location — Select location Main (Section 4.2.1).
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e Outbound Proxy — (Optional) Leave blank or select another SIP Entity. For calls
to SIP domains for which Session Manager is not authoritative, Session Manager
routes those calls to this Outbound Proxy or to another SIP proxy discovered
through DNS if Outbound Proxy is not specified.

e Time Zone — Select the time zone in which Session Manager resides.

Step 3 - In the SIP Monitoring section of the SIP Entity Details page configure as follows:

e Select Use Session Manager Configuration for SIP Link Monitoring field.

e Use the default values for the remaining parameters.

Home Routing *

4+ Home / Elements / Routing / SIP Entities

Domains
D i SIP Entity Details Commit| |Cancel
ocations

Adaptations General

SIP Entities * Name: [sm63

Entity Links * FQDN or IP Address: |192.168.67.47
Time Ranges Type:

Routing Policies Notes:

Dial Patterns

Regular Expressions Location: |Main ~

Outbound Proxy: b
Time Zone: America/New_York A

Credential name:

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration

Step 4 — Scrolling down to the Port section of the SIP Entity Details page, click on Add and
provision entries as follow:
e Port - Enter 5060.
e Protocol — Select TCP
e Default Domain — Select a SIP domain administered in Section 4.1 (e.g.,
customera.com)
Step 5 - Repeat Step 4 to provision entries for:
e 5062 for Port and TCP for Protocol.
e 5061 for Port and TLS for Protocol.
Step 6 — Enter any notes as desired and leave all other fields on the page blank/default.
Step 7 - Click on Commit.

Note — The Entity Links section of the form (not shown) will be automatically populated when the
Entity Links are defined in Section 4.5. The SIP Responses to an OPTIONS Request section of
the form is not used in the reference configuration.
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Port

4 Items
O |rort
O [sos0
O [sos1
O [sos2

0 Items &

TCP Failover port:
TLS Failover port:

Protocol |Default Domain
TCP v customera.com

TLS v customera.com

<[ € €

TCP v customera.com

Select : All, None

SIP Responses to an OPTIONS Request

Response Code & Reason Phrase

Notes

Filter: Enable
Filter: Enable
Mark
Entity  |Notes
Up/Down

4.4.2. Avaya Experience Portal SIP Entity

Step 1- In the left pane under Routing, click on SIP Entities. In the SIP Entities page click on
New (not shown).

Step 2 - In the General section of the SIP Entity Details page, provision the following:
e Name — Enter a descriptive name (e.g. ExPortal).

e FQDN or IP Address — Enter the IP address of the Experience Portal application (e.g.
192.168.67.168, see Section 3.1).

Type —
Location — Select location Main (Section 4.2.1).
Time Zone — Select the time zone in which Experience Portal resides.
Note that this Entity has no Adaptation defined.

Select Voice Portal

Step 3 - In the SIP Monitoring section of the SIP Entity Details page configure as follows:
e Select Use Session Manager Configuration for SIP Link Monitoring field.
e Use the default values for the remaining parameters.

SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

call Detail Recording:

Loop Detection

Loop Detection Mode:

SIP Link Monitoring

SIP Link Monitoring:

Supports Call Admission Control:

Shared Bandwidth Manager:

Primary

Backup

idth Association:

dwidth Association:

ExPortal
192.168.67.168
-
Main >
America/New_vork -

4

none  ~

Use Session Manager Configuration

=
L]
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4.4.3. Avaya Aura® Communication Manager SIP Entity — Public Trunk
Repeat the steps in Section 4.4.2, with the following changes :

Name — Enter a descriptive name (e.g., ACM63_public).
FQDN or IP Address — Enter the IP address of the Main Communication Manager

Processor Ethernet (procr) described in Section 5.5 (e.g. 192.168.67.202, see Section 3.1).

Type — Select CM.

* SIP Timer B/F (in seconds):
Credential name:
Call Detail Recording:

Loop Detection
Loop Detection Mode:

SIP Link Monitoring
SIP Link Monitoring:

Supports Call Admission Control:

Shared Bandwidth Manager:

Primary

Backup

SIP Entity Details [commit] [cancel]
General
* Name: |[ACM63_public
* FQDN or IP Address: [192.168.67.202
Type:
Notes:
Adaptation: [ACM&3_public ~
Location: [Main ~
Time Zone: [America/New_vork ~

4

none  ~

Off ~

Use Session Manager Configuration v

O
O

Adaptation — Select the Adaptation ACMG63_public administered in Section 4.3.1.

4.4.4. Avaya Aura® Communication Manager SIP Entity — Local Trunk

To configure the Communication Manager Local trunk SIP Entity, repeat the steps in Section 4.4.2 with
the following changes:

Name — Enter a descriptive name (e.g., ACMG63_local).

Note that this Entity has no Adaptation defined.

SIP Entity Details

General

Loop Detection

SIP Link Monitoring

* Name:

* FQDN or IP Address:

Adaptation:
Location:
Time Zone:

* SIP Timer B/F (in seconds):

Ccall Detail Recording:

Loop Detection Mode:

SIP Link Monitoring:

Supports Call Admission Control:

Shared Bandwidth Manager:

Commit| [Cancel

ACME3_local

192.168.67.202

Type:

Notes:

Main -
America/New_York ~
4

Credential name:

none v

Off >

Use Session Manager Configuration ~

O
O

Primary Session Manager Bandwidth Association:

Backup Session Manager Bandwidth Association:
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4.4.5. Avaya Session Border Controller for Enterprise SIP Entity
To configure the Avaya SBCE SIP Entity, repeat the steps in Section 4.4.4 with the following changes:
e Name — Enter a descriptive name (e.g., A-SBCE).
e FQDN or IP Address — Enter the IP address of the Al (private) interface of the Avaya
SBCE (e.g., 192.168.70.120, see Section 9.5.1).
e Type — Verify Other is selected.
e Adaptations — Select Adaptation ATT (Section 4.3.2).
e Location — Select location Common (Section 4.2.2).

SIP Entity Details
General
* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:
Location:

Time Zone:

A-SBCE

192.168.70.120

ATT
Common -

America/New_York

Commit] [Cancel

* SIP Timer B/F (in seconds): [4
Credential name:
call Detail Recording: [none  ~

CommProfile Type Preference: ~

Loop Detection
Loop Detection Mode: |Off ~

SIP Link Monitoring
SIP Link Monitoring: [Use Session Manager Configuration v

Supports Call Admission Control: []
Shared Bandwidth Manager: []

Primary Session Manager Bandwidth Association:

Backup Session Manager Bandwidth Association:

4.4.6. Avaya Aura® Messaging SIP Entity
To configure the Avaya Aura® Messaging Entity, repeat the steps in Section 4.4.2 with the following
changes:

e Name — Enter a descriptive name (e.g., AA-M).

e FQDN or IP Address — Enter the IP address of Avaya Aura® Messaging (e.g.,

192.168.67.147, see Section 3.1)

e Type — Select Modular Messaging.

e Adaptations — Select Adaptation AA-M_Digits (Section 4.3.3).

e Location — Select location Main (Section 4.2.1).
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SIP Entity Details [cancel]
General
* Name: [AA-M
* FQDN or IP Address: |192.168.67.147
Type:

Notes:

Adaptation: | AAM_Digits ~

* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: [none |+

Loop Detection
Loop Detection Mode: | Off L

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration

Supports Call Admission Control: []

Shared Bandwidth Manager: [

Primary i i A iation:

Backup i i A iation:

4.5. Entity Links

\ Note — See the note in Section 3 regarding transport protocols used in the reference configuration.

In this section, Entity Links are administered for the following connections:
e Session Manager to Experience Portal trunk (Section 4.5.1).

Session Manager to the Communication Manager Public trunk (Section 4.5.2).
Session Manager to the Communication Manager Local trunk (Section 4.5.3).
Session Manager to the Avaya SBCE (Section 4.5.4).

Session Manager to Avaya Aura® Messaging (Section 4.5.5).

Note — Once the Entity Links have been committed, the link information will also appear on the
associated SIP Entity pages configured in Section 4.4,

4.5.1. Avaya Aura® Session Manager Entity Link to Avaya Experience Portal

Step 1 - In the left pane under Routing, click on Entity Links, then click on New (not shown).
Step 2 - Continuing in the Entity Links page, provision the following:

Name — Enter a descriptive name for this link to Experience Portal (e.g.,
sm63_ExPortal).

SIP Entity 1 — Select the SIP Entity administered in Section 4.4.1 for Session Manager
(e.g., Sm63).

SIP Entity 1 Port — Enter 5060.

Protocol — Select TCP.

SIP Entity 2 — Select the SIP Entity administered in Section 4.4.2 for the Experience
Portal entity (e.g., ExPortal).

SIP Entity 2 Port - Enter 5060.

Connection Policy — Select Trusted.

Step 3 - Click on Commit.
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4.5.2. Avaya Aura® Session Manager Entity Link to Avaya Aura® Communication

Entity Links Commit||Cancel

1Item &2 Filter: Enable
. Deny
[ |Name SIP Entity 1 |Protocol |Port SIP Entity 2 DNS oot Connection | iy |Notes
Override Policy N
Service
[]  *|sme3_ExPortal | *|sme3 v TCP &| *=[s060 *|ExPortal ~ O *|5080 trusted O
Select : All, None

Manager — Public Trunk

Repeat the steps in Section 4.5.1 with the following changes:

4.5.3.

Name — Enter a descriptive name for this link to the Communication Manager “public”
trunk (e.g., sm63_ACMG63_public).

SIP Entity 1 Port and SIP Entity 2 Port — Enter 5062

SIP Entity 2 — Select the SIP Entity administered in Section 4.4.3 for the Communication

Manager public entity (e.g., ACM63_public).

%

Home Routing

« Home / Elements / Routing / Entity Links

Entity Links

Locations

Adaptations
Entity Links
- Deny

Routing Policies

O
Dial Patterns

" Select : All, None

Regular Expressions

Protocol
Service

*[smg3_acmes_public] *[sme3 v TP v| *[s062 *[ACME3_public v [m] *[s0s2 trusted (v ]

Avaya Aura® Session Manager Entity Link to Avaya Aura® Communication

Manager — Local Trunk

To configure this Entity Link, repeat the steps in Section 4.5.1, with the following changes:

Name — Enter a descriptive name for this link to Communication Manager (e.g.,
sm63_ACMG63_local).

SIP Entity 1 Port and SIP Entity 2 Port — Enter 5061.

Protocol — Select TLS (see Section 3).

SIP Entity 2 —Select the SIP Entity administered in Section 4.4.4 for the
Communication Manager local entity (e.g., ACM63_local).

Home | Routing *
m4 Home / Elements / Routing / Entity Links
[ oomans | e
. Entity Links
1Item & Filter: Enable
- - - DNsS Connection E=
O |Name SIP Entity 1 |Protecol |Port SIP Entity 2 overnde| Pt e se“ri‘i::e Notes
£
[0 *|sm6&3_ACMS3_local *|sm63 TLS | *|5061 = ACM63_local v O *| 6061 trusted v
5 Select : All, None
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4.5.4. Avaya Aura® Session Manager Entity Link for the AT&T IP Flexible Reach-
Enhanced Features Service via the Avaya SBCE
To configure this Entity Link, repeat the steps in Section 4.5.1, with the following changes:
e Name — Enter a descriptive name for this link to the Avaya SBCE (e.g., sm63_A-SBCE).

e SIP Entity 2 —Select the SIP Entity administered in Section 4.4.5 for the Avaya SBCE
(e.g., A-SBCE).

Home | Routing *

~ Routing « Home / Elements / Routing / Entity Links
?
Domains Help

Entity Links Commit||Cancel
o [cancel

Adaptations

SIP Entities

1ltem & Filter: Enable

O [Name

SIP Entity 1

Protocol

Port

SIP Entity 2

Service

Routing Policies ]
[0 *lsme3_A-sBCE “|sms3 v TcP | #5080 *|A-sBCE v O *|s060 trusted v

Dial Patterns

" Select : All, None
Regular Expressions

4.5.5. Avaya Aura® Session Manager Entity Link for Avaya Aura® Messaging

To configure this Entity Link, repeat the steps in Section 4.5.1, with the following changes:
e Name — Enter a descriptive name for this link to the Avaya SBCE (e.g., Sm63_AA-M).
e SIP Entity 2 —Select the SIP Entity administered in Section 4.4.6 for the Communication
Manager public entity (e.g., AA-M).

~ Routing 4« Home / Elements / Routing / Entity Links

: Entiy Links
Locations
Adaptations
SIP Entities
S 1ltem &
Entity Links
DNS Connection | D=
Time Ranges O |name SIP Entity 1 | Protocol |Port SIP Entity 2 > |Port - New |Notes
Override| Policy Servi
eeeee
Routing Policies =]
O =[sms3_aa-m { *|=mb3 w TCP »| *|s060 = AA-M e O =|s060 trusted v
Dial Patterns
» Select : All, None
Regular Expressions

4.6. Time Ranges

Step 1 - In the left pane under Routing, click on Time Ranges. In the Time Ranges page click on
New (not shown).

Step 2 - Continuing in the Time Ranges page, enter a descriptive Name, check the checkbox(s) for
the desired day(s) of the week, and enter the desired Start Time and End Time.

Step 3 - Click on Commit.

Step 4 - Repeat Steps 1 — 3 to provision additional time ranges.
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Home Routing

Time Ranges

Adaptations
SIP Entities

=
Entity Links 1ltem &

[ |name
0O 24/7
Select : All, None

Time Ranges

Routing Policies

Dial Patterns

4 Home / Elements / Routing / Time Ranges

Filter: Enable
Notes

23:59 Time Range 24/7

4.7. Routing Policies

In this section, the following Routing Policies are administered:

e Inbound calls to Experience Portal from AT&T (Section 4.7.1).

e Inbound calls to the Communication Manager “public” trunk. The majority of these calls are
generated by the Avaya SBCE, after receiving SIP Refer messages from Experience Portal

(Section 4.7.2).

e Inbound calls to the Communication Manager “local” trunk. The majority of these calls are
to/from Communication Manager SIP endpoints (Section 4.7.3).

e Inbound calls to Avaya Aura® Messaging (Section 4.7.4).

e Qutbound calls from Experience Portal/Proactive Outreach Manager to AT&T (Section 4.7.5).

4.7.1. Routing Policy for AT&T Routing to Avaya Experience Portal

This Routing Policy is used for inbound calls from AT&T.

Step 1 - In the left pane under Routing, click on Routing Policies. In the Routing Policies page
click on New (not shown).

Step 2 - In the General section of the Routing Policy Details page, enter a descriptive Name for
routing AT&T calls to Experience Portal (e.g., To_ExPortal), and ensure that the Disabled
checkbox is unchecked to activate this Routing Policy.

Step 3 - In the SIP Entity as Destination section of the Routing Policy Details page, click on
Select and the SIP Entity list page will open.

Home | Routing

Adaptations

SIP Entities

Entity Links

Routing Policies
Dial Patterns

Regular Expressions

« Home / Elements / Routing / Routing Policies

Routing Policy Details

General

SIP Entity as Destination

Name

* Name: To_ExPortal
Disabled: []
* Retries: 0

Notes: from AT&T

FQDN or IP Address

Step 4 - In the SIP Entity List page, select the SIP Entity administered in Section 4.4.2 for the
Experience Portal SIP Entity (ExPortal), and click on Select.
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SIP Entities

SIP Entities

Name
[S-V-=
& ACME3_local
®

ACMBE3_public

FQDN or IP Address
192.168.67.147
192.168.67.202 M

Type

192.168.67.202 CM

Modular Messaging

¢ a-sBCE

(] ExPortal

O sme3
Select : None

192.168.70.120
192.168.67.168
192.168.67.47

Cther
“oice Portal

Session Manager

Select| |[Cance

MNote

Step 5 - Returning to the Routing Policy Details page in the Time of Day section, click on Add.

Step 6 - In the Time Range L.ist page (not shown), check the checkbox(s) corresponding to one or
more Time Ranges administered in Section 4.6, and click on Select.

Step 7 - Returning to the Routing Policy Details page in the Time of Day section, if multiple Time
Ranges were selected, user may enter a Ranking (the lower the number, the higher the
ranking) for each Time Range, and click on Commit.

Step 8 - No Regular Expressions were used in the reference configuration.

Step 9 - Click on Commit.

Note that once the Dial Patterns are defined (Section 4.8) they will appear in the Dial Pattern

section of this form.

Home | Routing

™ Routing

4 Home / Elements / Routing / Routing Policies.

Help 7
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Routing Policy Details Commi it] [Cancal
Adaptations General
SIP Entities * Name: To_ExPortal
EnStEvitinks Disabled: []
* Retries: 0
Notes:
Regular pressions
SIP Entity as Destination
Select]
R T
Time of Day
1ltem Filter: Enable
[ |ranking Name Mon Tue wed ™ Fi Sat S Start Time End Time Notes
[ 2477 00:00 23:850 Time Range 24/7
Select : All, None
Dial Patterns
Filter: Enable
r " " Emergency Call s rigin a on  |Notes
Filter: Enable
Patte Rank Order Deny tes
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4.7.2. Routing Policy to Avaya Aura® Communication Manager Public Trunk

This Routing Policy is used to direct calls from Experience Portal to Communication Manager
“public” trunk (via the Avaya SBCE). The majority of these calls are generated by the Avaya
SBCE, after receiving SIP Refer messages from Experience Portal. Repeat the steps in Section
4.7.1 with the following changes:
Enter a descriptive Name (e.g. ACM63_Public), and ensure that the Disabled checkbox is
unchecked to activate this Routing Policy.
In the SIP Entity List page, select the SIP Entity administered in Section 4.4.3 for the
Communication Manager “public” trunk (e.g. ACM63_Public).
In the Time of Day section, change the ranking number to 1.

Note that once the Dial Patterns are defined (Section 4.8), they will appear in the Dial Pattern

section.

Routing Policy Details

General

SIP Entity as Destination

Name

ACME3_public

Time of Day

[Remove] [View Gaps/Overlaps

1Item &

[1 |ranking

O =2

Name Mon
24/7

Select : All, None

Dial Patterns

D Pattern Min

Select : All, None

Regular Expressions

Max |Emergency Call

Commit]|Cancel
* Name: ACM6E3_Public
Disabled: []
* Retries: 0
Notes:
FQDN or IP Address
192.168.67.202
Tue Wed Thu Fri Sat Sun Start Time

00:00

SIP Domain Originating Location

Type
CM

End Time

23:59

Notes

Notes

Filter: Enable

Notes

Time Range 24/7

Filter: Enable

0 Items Filter: Enable
Pattern Rank Order Deny Notes
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4.7.3. Routing Policy to Avaya Aura® Communication Manager Local Trunk

This Routing Policy is used primarily to direct calls to the Communication Manager “private”

trunk. The majority of these calls are to/from Avaya SIP endpoints. Repeat the steps in Section
4.7.1 with the following changes:
Enter a descriptive Name (e.g. ACM63_local), and ensure that the Disabled checkbox is
unchecked to activate this Routing Policy.
In the SIP Entity List page, select the SIP Entity administered in Section 4.4.4 for the
Communication Manager “local” trunk (e.g. ACM63_local).
In the Time of Day section, change the ranking number to 1.

Note that once the Dial Patterns are defined (Section 4.8), they will appear in the Dial Pattern

section.

JF; Reviewed:

Routing Policy Details

General

SIP Entity as Destination

Name

ACMB3_local

Time of Day

[Remove] [Vlew Gaps/Overlaps

1Item &2
[1 |ranking
O o

Select : All, None

Name Mon

24/7

Dial Patterns

[ |pattern Min

Select : All, None

Regular Expressions

0 Items &

Pattern

* Name:
Disabled:
* Retries:

Notes:

ACMG3_Local

O

0

FQDN or IP Address

192.168.67.202

Tue Wed

Max |Emergency Call

Rank Order

Thu Fri

SIP Domain

Type
M

Sat Sun Start Time End Time

00:00 23:59

Originating Location

Notes

Deny

Notes

Notes

Filter: Enable

Notes

Time Range 24/7

Filter: Enable

Filter: Enable
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4.7.4. Routing Policy to Avaya Aura® Messaging

This Routing Policy is used for PSTN direct calls to Avaya Aura® Messaging Repeat the steps in

Section 4.7.1 with the following changes:

e Enter a descriptive Name (e.g. To_AAM) and ensure that the Disabled checkbox is

unchecked to activate this Routing Policy.

e Inthe SIP Entity List page, select the SIP Entity administered in Section 4.4.6 for Avaya

Aura® Messaging (e.g. AA-M).

e Inthe Time of Day section, change the ranking number to 1.

Note that once the Dial Patterns are defined (Section 4.8), they will appear in the Dial Pattern

section.

Routing Policy Details

General
* Name: To_AAM
Disabled: [
* Retries: |0

Notes:

SIP Entity as Destination

Name FQDN or IP Address

AA-M 192.168.67.147

Time of Day
[Remove] [V\ew Gaps/Overlaps

1ltem &

[ [ranking MName Mon Tue Wed Thu Fri Sat Sun Start Time
O o 24/7 00:00

Select : All, Mone

Dial Patterns

|:| Pattern Min Max Emergency Call SIP Domain Originating Location

Select : All, None

Regular Expressions

0 Items &

Pattern Rank Order Deny

Type Notes

Medular
Messaging

Filter: Enable

End Time Notes

23:59 Time Range 24/7

Filter: Enable

Notes

Filter: Enable

Notes
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4.7.5. Routing Policy for Experience Portal/Proactive Outreach Manager to AT&T

This Routing Policy is used for Experience Portal/Proactive Outreach Manager outbound calls to
AT&T. Repeat the steps in Section 4.7.1 with the following changes:

e Enter a descriptive Name (e.g. A-SBCE_to_ATT) and ensure that the Disabled checkbox

is unchecked to activate this Routing Policy.

e Inthe SIP Entity List page, select the SIP Entity administered in Section 4.4.5 for the

Avaya SBCE (e.g. A-SBCE).

e Inthe Time of Day section, change the ranking number to 1.

Note that once the Dial Patterns are defined (Section 4.8), they will appear in the Dial Pattern

section.

Home | Routing *

~ Routing « Home / Elements / Routing / Routing Policies

Routing Policy Details

Adaptati
L General

SIP Entities

* Name: A-SBCE_to _ATT

Entity Links

Disabled: []

Time Ranges

n - * Retries: |0
Routing Policies

Notes:
Dial Patterns otes’

Regular Expressions

SIP Entity as Destination

Name FQDN or IP Address
A-SBCE 192.168.70.120

Time of Day
\View Gaps/Overlaps

1ltem 2

[] |rRanking Name Mon Tue wed Thu Fri
0 [ 24/7

Select : All, None

Dial Patterns

O |rattern Min |Max |Emergency Call SIP Domain

Select : All, None

Regular Expressions

0 items ¥

Pattern Rank Order

Sat

Type
Other

Start Time End Time

00:00 23:59

Originating Location Notes

Deny

Help ?

Notes

Filter: Enable

Notes

Time Range 24/7

Filter: Enable

Filter: Enable

4.8. Dial Patterns

In this section, Dial Patterns are administered matching the following calls:

e Inbound PSTN calls to Experience Portal (Section 4.8.1).

e Calls from Experience Portal to Communication Manager Agent skills/extensions (Section
4.8.2). Note that these calls are generated by the Avaya SBCE, after receiving SIP Refer

messages from Experience Portal.

e Inbound PSTN calls direct to Avaya Aura® Messaging for message retrieval (Section 4.8.3).
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e Access to the Communication Manager local SIP trunk for SIP phone extensions, as well as for
station MWI (Section 4.8.4).
e Outbound calls from Experience Portal/Proactive Outreach Manager to AT&T (Section 4.8.5).

4.8.1. Matching Inbound PSTN Calls to Avaya Experience Portal

In the reference configuration, inbound calls from AT&T used 10 digits in the SIP Request URI.
These digit strings began with 732555.

Note — Be sure to match on the DNIS digit string specified in the AT&T Request URI, not the DID
digit string that is dialed. They may be different.

Step 1 - In the left pane under Routing, click on Dial Patterns. In the Dial Patterns page click on
New (not shown).
Step 2 - In the General section of the Dial Pattern Details page, provision the following:
e Pattern — To match the digit patterns sent by AT&T, enter 732555. Experience
portal will map these digit strings to the appropriate applications (see Section 6.5).
e Min - Enter 10
e Max - Enter 10.
e SIP Domain — Select -ALL-, to select all of the administered SIP Domains.

Dial Pattern Details

General
* pattern: 732555
* Min: 10
* Max: 10
Emergency Call: []
Emergency Priority:
Emergency Type:
SIP Domain: -ALL- L

Notes:

Step 3 — Scrolling down to the Originating Locations and Routing Policies section of the Dial
Pattern Details page, click on Add.

Step 4 - In the Originating Location section of the Originating Locations and Routing Policies
page, check the checkbox corresponding to all Locations).

Step 5 - In the Routing Policies section, check the checkbox corresponding to the Routing Policy
administered for routing calls to Experience Portal in Section 4.7.1 (e.g., To_ExPortal).

Step 6 — Click on Select.
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Step 7 - Returning to the Dial Pattern Details page click on Commit.

Originating Location

[ Apply The Selected Routing Policies to All Originating Locations

O |name Notes
1 coemmon A-SBCE & ATT router
[0 Main

Select : All, None

Routing Policies

ACME3_Local ACME3_local

A-SBCE_to_ATT A-SBCE
To_AAM AA-M
B To_ExPortal ExPortal

Select : All, None

Select] [Cancel

Name Disabled Destination Notes

(]
]
O acmss_public ACME3_public from AT&T
]
]

Filter: Enable

Filter: Enable

Originating Locations and Routing Policies

Originating Location  |Routing Policy

[ |originating Location Name N Rank

otes Name Disabled
0 -al- To_ExPortal 1

Select : All, None

Denied Originating Locations

0 ltems &

Originating Location

Routing Policy |Routing Policy

Filter: Enable

Routing Policy
Notes

Filter: Enable

4.8.2. Matching Calls From Experience Portal to Avaya Aura® Communication

Manager

Customer interactions with Experience Portal can result in subsequent connections to
Communication Manager Agents, (these calls are generated by the Avaya SBCE, to
Communication Manager, after the Avaya SBCE receives SIP Refer messages from Experience
Portal). In the reference configuration, Communication Manager is provisioned with 5 digit VVoice
Directory Numbers (VDNSs), using the format 44xxx. These VDNs provide connections to the
Agents (see Section 5.14). To define the VDN patterns, follow the steps shown in Section 4.8.1,
with the following changes:

JF; Reviewed:

Pattern —Enter 44.
Min and Max — Enter 5.
Originating Locations — Select All.

Routing Policy — Select the policy for the Communication Manager public trunk defined in

Section 4.7.2 (e.g., ACM63_Public).
Click on Commit.
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4.8.3. Matching PSTN Inbound Calls to Avaya Aura® Messaging

Dial Pattern Details

General
* pattern:
* Min:
* Max:
Emergency Call:
Emergency Priority:
Emergency Type:
SIP Domain:

Notes:

Originating Locations and Routing Policies

1Item &
[0 |originating Location Name | L (0

O -aw-

Select : All, None

Denied Originating Locations

0 Items &

Originating Location

Originating Lecation

ag
5
5
O

-ALL- ~

CM VDN extensions

Routing Policy TenTe Routing Pelicy |Routing Policy
Name Disabled  |Destination

ACM8&3_Public ACMSZ_public

Notes

Filter: Enable

Routing Policy
Notes

Filter: Enable

PSTN callers may dial directly to Avaya Aura® Messaging to retrieve messages. a designated
AT&T IPFR-EF DNIS number 7325553170, follow the steps in Section 4.8.1, with the following
changes:

Pattern —Enter 7325553170.
Min and Max — Enter 10.

Routing Policy Name — Select ACMG63_Public.

Dial Pattern Details

Emergency Priority:

Originating Locations and Routing Policies

1Item

Originating Location

[] |originating Location Name iy

O -al-

Select : All, None

Denied Originating Locations

0 Items &

Originating Location

General
* pattern: | 7325553170
* Min: |10
* Max: |10

Emergency Call: []

Emergency Type:
SIP Domain: |-ALL- K’
Notes: Direct to AA-M

Routing Policy Routing Policy |Routing Policy

Name =0l Disabled | Destination
ACMB3_Public 2 ACM63_public
Notes

Filter: Enable

Routing Policy
Notes

Filter: Enable
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Note — The digit string 7325553170 is converted to the Avaya Aura® Messaging Pilot extension
36000 as described in Section 4.3.3.

4.8.4. Matching Experience Portal/Proactive Outreach Manager calls to AT&T.
Proactive Outreach Manager will place calls out to PSTN via the Avaya SBCE. Follow the steps
shown in Section 4.8.1, with the following changes:

e Pattern — Enter 1732.

e Min and Max — Enter 11.

e Routing Policy Name — Select A-SBCE_to_ATT.

Dial Pattern Details

General
* Pattern: 1732
* Min: |11
* Max: |11
Emergency Call: []
Emergency Priority:
Emergency Type:
SIP Domain: |-ALL- 9

Notes:

Originating Locations and Routing Policies

1ltem & Filter: Enable

Originating Location | Routing Policy
otes Name

mat . Routing Policy |Routing Policy Routing Policy
[J |originating Location Name I

Ranle Disabled | Destination Notes

O -aw- A-SBCE_to_ATT A-SBCE

Select : All,None

Denied Originating Locations

0 ltems & Filter: Enable

Originating Location Notes

4.8.5. Matching Avaya Aura® Communication Manager SIP Endpoint
Extensions and Message Wait Indicator (MWI)
As described in Section 4.4, Communication Manager SIP endpoints use the “local” SIP trunk for

call processing. In the reference configuration, Communication Manager SIP endpoints used the
extension pattern 19xxx.

Note — This pattern will also process Message Wait Indicator (MWI) signaling from Avaya
Aura® Messaging for Communication Manager.

Follow the steps shown in Section 4.8.1, with the following changes:
e Pattern — Enter 19.

e Min and Max — Enter 5.

e Routing Policy Name — Select ACM63_local.
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Dial Pattern Details

General

* Pattern: |19
* Min: 5
* Max: 5
Emergency Call: []

Emergency Priority:

Emergency Type:

SIP Domain: |-ALL- v

Notes: |SIP phones and MWI

Originating Locations and Routing Policies

1Item & Filter: Enable

N . Routing Policy |Routing Policy Routing Policy
) zpm=tngy iesine (rms Name an Disabled | Destination Notes
O -aw- ACME3_Local ACME3_local

Select : All, None

Denied Originating Locations

=

0 Items Filter: Enable

Originating Location Notes

5. Avaya Aura® Communication Manager

This section describes the administration steps for Communication Manager in support of the
reference configuration described in these Application Notes. The steps are performed from the
Communication Manager System Access Terminal (SAT) interface. These Application Notes
assume that basic Communication Manager administration has already been performed. Consult
documents [7 & 8] for further details.

Note — In the following sections, only the parameters that are highlighted in bold text are
applicable to these application notes. Other parameter values may or may not match based on local
configurations.

5.1. System-Parameters Customer-Options

This section reviews the Communication Manager licenses and features that are required for the
reference configuration described in these Application Notes.

NOTE - For any required features that cannot be enabled in the steps that follow, contact an
authorized Avaya account representative to obtain the necessary licenses.
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Step 1 - Enter the display system-parameters customer-options command. On Page 2 of the
form, verify that the Maximum Administered SIP Trunks number is sufficient for the

number of expected SIP trunks.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES
IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 O
Maximum Concurrently Registered IP Stations: 18000 4
Maximum Administered Remote Office Trunks: 12000 O
Maximum Concurrently Registered Remote Office Stations: 18000 O
Maximum Concurrently Registered IP eCons: 414 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 41000 O
Maximum Video Capable IP Softphones: 18000 5
Maximum Administered SIP Trunks: 24000 30
Maximum Administered Ad-hoc Video Conferencing Ports: 24000 O
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 128 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VoIP Channels: 128 0
Maximum TN2602 Boards with 320 VoIP Channels: 128 0
Maximum Number of Expanded Meet-me Conference Ports: 300 0
(NOTE: You must logoff & login to effect the permission changes.)
Step 2 - On Page 3 of the form, verify that the ARS feature is enabled.
display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 012 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? n DCS (Basic)? vy
ASATI Link Core Capabilities? n DCS Call Coverage? y
ASATI Link Plus Capabilities? n DCS with Rerouting? y
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP? y
ATMS? y DS1 Echo Cancellation? y
Attendant Vectoring? y
(NOTE: You must logoff & login to effect the permission changes.)
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Step 3 - On Page 4 of the form, verify that the IP Stations?, IP Trunks?, and ISDN/SIP Network

Call Redirection? fields are settoy.

display system-parameters customer-options

Page 4 of

OPTIONAL FEATURES

11

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin' Login? vy

Enhanced Conferencing? y ISDN Feature Plus? n

Enhanced EC500? y ISDN/SIP Network Call Redirection? y

Enterprise Survivable Server? n ISDN-BRI Trunks? y

Enterprise Wide Licensing? n ISDN-PRI? y

ESS Administration? y Local Survivable Processor? n

Extended Cvg/Fwd Admin? y Malicious Call Trace? y

External Device Alarm Admin? y Media Encryption Over IP? n

Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? y Multifrequency Signaling? y

Global Call Classification? y Multimedia Call Handling (Basic)? y

Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? y

Hospitality (G3V3 Enhancements)? vy Multimedia IP SIP Trunking? y
IP Trunks? y

IP Attendant Consoles? y
(NOTE: You must logoff & login to effect the permission changes.)

5.2. System-Parameters Features

Step 1 - Enter the display system-parameters features command. On Page 1 of the form, verify
that the Trunk-to-Trunk Transfer is set to all.

change system-parameters features
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? y
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Page 1 of 20

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? y
Music (or Silence) on Transferred Trunk Calls? no
DID/Tie/ISDN/SIP Intercept Treatment: attendant

Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n
Abbreviated Dial Programming by Assigned Lists? n

Protocol for Caller ID Analog Terminals: Bellcore

Display Calling Number for Room to Room Caller ID Calls? n
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5.3. Dial Plan

The dial plan defines how digit strings will be used locally by Communication Manager. The

following dial plan was used in the reference configuration.

Step 1 - Enter the change dialplan analysis command to provision the dial plan. Note the
following dialed strings used in the reference configuration:

« 3-digit facilities access codes (indicated with a Call Type of fac) beginning with * and #
for Feature Access Code (FAC) access.

o 5-digit extensions with a Call Type of ext beginning with:
o Thedigit 1 for Communication Manager station extensions.
o The digit 3 for the Avaya Aura® Messaging Pilot Extension (36000).
o The digit 4 for Communication Manager Agent or VDN extensions.

o 3-digit dial access code (indicated with a Call Type of dac), e.g., access code 6xx for SIP
Trunk Access Codes (TAC). See the trunk forms in Section 5.8.

o 1-digit facilities access code (indicated with a Call Type of fac), e.g., access code 8 for
Automatic Alternate Routing dialing, see Section 5.11.

o 1-digit facilities access code (indicated with a Call Type of fac), e.g., access code 9 for
outbound Automatic Route Selection dialing, see Section 5.10.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE

Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call

String Length Type String Length Type String Length Type
5 ext
ext
ext
dac
fac
fac
fac
fac

H OO0 WK
WWRrEWOULL

5.4. IP Node Names

Node names define IP addresses to various Avaya components in the enterprise. Note that the
Processor Ethernet (procr) node is automatically added during the installation process.
Step 1 - Enter the change node-names ip command, and add the following:
e Avaya SBCE private network interface (e.g., A-SBCE and 192.168.70.120).
e Session Manager SIP signaling interface (e.g., SM63 and 192.168.67.47).
¢ Note that the Communication Manager procr name and IP address are entered during
installation.
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change node-names ip Page 1 of 2
IP NODE NAMES

Name IP Address
A-SBCE 192.168.70.120
SM63 192.168.67.47
default 0.0.0.0
procr 192.168.67.202
procré6 38

5.5. IP Interface for procr

The display ip-interface procr command can be used to verify the Processor Ethernet (procr)
parameters defined during installation. The following screen shows the parameters used in the
reference configuration.
e Verify that Enable Interface?, Allow H.323 Endpoints?, and Allow H248 Gateways?
fields are set to y.
¢ In the reference configuration the procr is assigned to Network Region: 1.
e The default values are used for the remaining parameters.

display ip-interface procr Page 1 of 2
IP INTERFACES
Type: PROCR
Target socket load: 1700

Enable Interface? y Allow H.323 Endpoints? y

Allow H.248 Gateways? y

Network Region: 1 Gatekeeper Priority: 5
IPV4 PARAMETERS

Node Name: procr IP Address: 192.168.67.202

Subnet Mask: /24

5.6. IP Network Regions

Network Regions are used to group various Communication Manager resources such as codecs,
UDP port ranges, and inter-region communication. In the reference configuration, three network
regions are used, one for the CPE (region 1), and one for the AT&T SIP trunk access (region 2).

5.6.1. IP Network Region 1 — CPE Region
Step 1 — Enter change ip-network-region x, where x is the number of an unused IP network
region (e.g., region 1). This IP network region will be used to represent the local CPE.
Populate the form with the following values:
e Enter a descriptive name (e.g., Main).
e Enter the enterprise domain (e.g., customera.com) in the Authoritative Domain field
(see Section 4.1).
e Enter 1 for the Codec Set parameter.
e Intra-region IP-IP Audio Connections — Set to yes, indicating that the RTP paths
should be optimized to reduce the use of media resources when possible within the same
region.
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e Inter-region IP-1P Audio Connections — Set to yes, indicating that the RTP paths
should be optimized to reduce the use of media resources when possible between
regions.

e UDP Port Min: — Set to 16384 (AT&T requirement).

e UDP Port Max: — Set to 32767 (AT&T requirement).

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: customera.com
Name: Main Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 16384 IP Audio Hairpinning? n

UDP Port Max: 32767
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1lp Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

Step 2 - On page 2 of the form:
e Verify that RTCP Reporting Enabled is setto y.

change ip-network-region 1 Page 2 of 20
IP NETWORK REGION
RTCP Reporting Enabled? y
RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y

Step 3 - On page 4 of the form:
Verify that next to region 1 in the dst rgn column, the codec set is 1.
e Next to region 2 in the dst rgn column, enter 2 for the codec set (this means region 1 is
permitted to talk to region 2 and it will use codec set 2 to do so). The direct WAN and
Units columns will self populate with y and No Limit respectively.
o Let all other values default for this form.
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change ip-network-region 1 Page 4 of 20

Source Region: 1 Inter Network Region Connection Management I M
G A t

dst codec direct WAN-BW-1limits Video Intervening Dyn A G c

rgn set WAN Units Total Norm Prio Shr Regions CAC R L e

1 1 all

2 2 % NoLimit n t

5.6.2. IP Network Region 2 — AT&T Trunk Region
Repeat the steps in Section 5.6.1 with the following changes:
Step 1 — On Page 1 of the form (not shown):
e Enter a descriptive name (e.g., AT&T).
e Enter 2 for the Codec Set parameter.
Step 2 — On Page 4 of the form:
e Set codec set 2 for dst rgn 1.
e Note that dst rgn 2 is pre-populated with codec set 2 (from page 1 provisioning).

change ip-network-region 2 Page 4 of 20

Source Region: 2 Inter Network Region Connection Management I M

G A t

dst codec direct WAN-BW-1limits Video Intervening Dyn A G c

rgn set WAN Units Total Norm Prio Shr Regions CAC R L e

1 2 \% NoLimit n t
2 2 all

5.7. IP Codec Parameters

5.7.1. Codecs for IP Network Region 1

Step 1 - Enter the change ip-codec-set x command, where X is the number of an IP codec set used
for internal calls (e.g., 1).

Step 2 - On Page 1 of the ip-codec-set form, using the following order, set G.711MU, G.729A,
and G.729B in the codec list, and set packet interval size to 30ms.

Note — Both the G.729A and G.729B codec are included here, and in Section 5.7.2, to preclude
mismatch issues should the use of silence suppression change during the duration of a call.

change ip-codec-set 1 IP Codec Set Page 1 of 2
Codec Set: 1
Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 3 30
2: G.729A n 3 30
3: G.729B n 3 30
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Step 3 - On Page 2 of the ip-codec-set form, set FAX Mode to t.38-standard.

change ip-codec-set 1 IP Codec Set Page 2 of 2
Allow Direct-IP Multimedia? y
Maximum Call Rate for Direct-IP Multimedia: 2048:Kbits
Maximum Call Rate for Priority Direct-IP Multimedia: 2048:Kbits

Mode Redundancy
FAX t.38-standard 0
Modem off 0
TDD/TTY off 0
Clear-channel n 0

5.7.2. Codecs for IP Network Region 2

Step 1 — Repeat the steps in Section 5.7.1 for Page 1 of the ip-codec-set form, however set the
codec order as G.729B, G.729A, and G.711mu.

change ip-codec-set 2 Page 1 of 2
IP Codec Set
Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.729B n 3 30
2: G.729A n 3 30
3: G.711MU n 3 30

5.8. SIP Trunks

Two SIP trunks are defined on Communication Manager in the reference configuration. SIP trunks
are defined on Communication Manager by provisioning a Signaling Group and a corresponding
Trunk Group.
e AT&T access — SIP Trunk 2
o Note that this trunk will use TCP port 5062.
e Avaya SIP telephone access — SIP Trunk 1
o Note that this trunk will use TCP port 5061

\ Note —See the note in Section 3 regarding the use of transport protocols in the CPE. \

5.8.1. SIP Trunk for Calls To/From AT&T
This section describes the steps for administering the SIP trunk to Session Manager used for IPFR-
EF calls. This trunk corresponds to the ACMG63_Public SIP Entity defined in Section 4.4.3.
Step 1 - Enter the add signaling-group x command, where X is the number of an unused signaling
group (e.g., 2), and provision the following:
e Group Type — Set to sip.
e Transport Method — Set to tcp (see the note at the beginning of this section).
e Verify that IMS Enabled? is set to n.
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e Verify that Peer Detection Enabled? is set to y. The systems will auto detect and set
the Peer Server to SM.

e Near-end Node Name — Set to the node name of the procr noted in Section 5.4.

e Far-end Node Name — Set to the node name of Session Manager as administered in
Section 5.4 (e.g., SM63).

e Near-end Listen Port and Far-end Listen Port — Set to 5062.

e Far-end Network Region — Set the IP network region to 2, as set in Section 5.6.2.

e Far-end Domain — Enter customera.com. This is the domain provisioned for Session
Manager in Section 4.1.

e DTMF over IP — Set to rtp-payload to enable Communication Manager to use DTMF
according to RFC 2833.

e Direct IP-IP Audio Connections — Set to y, indicating that the RTP paths should be
optimized directly to the associated stations, to reduce the use of media resources on the
Avaya Media Gateway when possible (known as shuffling).

e Enable Layer 3 Test — Set to y. This directs Communication Manager to send SIP
OPTIONS messages to Session Manager to check link status.

e Use the default parameters on page 2 of the form (not shown).

add signaling-group 2 Page 1 of 1
SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? vy

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? n
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Near-end Node Name: procr Far-end Node Name: SM63
Near-end Listen Port: 5062 Far-end Listen Port: 5062
Far-end Network Region: 1
Far-end Domain: customera.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6

Step 2 - Enter the add trunk-group x command, where X is the number of an unused trunk group
(e.g., 2). On Page 1 of the trunk-group form, provision the following:

e Group Type — Set to sip.
e Group Name — Enter a descriptive name (e.g., ATT).
e TAC - Enter a trunk access code that is consistent with the dial plan (e.g., 602).
e Direction — Set to two-way.
e Service Type — Set to public-ntwrk.
e Signaling Group — Set to the signaling group administered in Step 1 (e.g., 2).
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e Number of Members — Enter the maximum number of simultaneous calls desired on
this trunk group (based on licensing) (e.g., 20).

add trunk-group 2 TRUNK GROUP Page 1 of 21
Group Number: 2 Group Type: sip CDR Reports: y
Group Name: ATT COR: 1 TN: 1 TAC: 602
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 2
Number of Members: 20

Step 3 - On Page 2 of the Trunk Group form:
e Set the Preferred Minimum Session Refresh Interval(sec): to 900. This entry will
actually cause a value of 1800 to be generated in the SIP Session-Expires header
pertaining to active call session refresh.

add trunk-group 2 Page 2 of 21
Group Type: sip
TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 6000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 900
Disconnect Supervision - In? y Out? y
XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Step 4 - On Page 3 of the Trunk Group form:

e Set Numbering Format: to private.
Note — Typically a trunk defined as public-ntwrk (see Step 2 above), will use a public
numbering format. However, when a public numbering format is selected, Communication
Manager will insert a plus sign (+) prefix. When a private numbering format is specified,
Communication Manager does not insert the plus prefix. The IPFR-EF service does not
require number formats with plus, so private numbering was used for the public trunk.

add trunk-group 2 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none Maintenance Tests? y
Numbering Format: private
UUI Treatment: service-provider
Replace Restricted Numbers? vy
Replace Unavailable Numbers? y
Modify Tandem Calling Number: no
Show ANSWERED BY on Display? y
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Step 5 - On Page 4 of the Trunk Group form:
e Verify Network Call Redirection and Send Diversion Header are set to y.
e Set Telephone Event Payload Type to 100, recommended by the IPFR-EF service.

Note —By default, History-Info header is enabled by Communication Manager. As described
in Section 4.3.2, History Info header is removed by Session Manager. Alternatively, History
Info may be disabled here.

add trunk-group 2 PROTOCOL VARIATIONS Page 4 of 21
Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Build Refer-To URI of REFER From Contact For NCR?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

Convert 180 to 183 for Early Media?

Always Use re-INVITE for Display Updates?

Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?

Accept Redirect to Blank User Destination?

-Asserted-Identity

S B OB B RKKBSNKBD BB

5.8.2. Local SIP Trunk (Avaya SIP Telephone and Avaya Aura® Messaging
Access)
This trunk corresponds to the ACMG63_Local SIP Entity defined in Section 4.4.4.
Step 1 — Enter the add signaling-group x command, where x is the number of an unused signaling
group (e.g., 1), and repeat the steps in Section 5.8.1 with the following changes:
e Transport Method — Set to tls (see the note at the beginning of this section).
e Near-end Listen Port and Far-end Listen Port — Set to 5061
e Far-end Network Region — Set to the IP network region 1, as defined in Section 5.6.1.

add signaling-group 1 SIGNALING GROUP Page 1 of 1
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
QO-SIP? n
IP Video? n Priority Video? y Enforce SIPS URI for SRTP? y
Peer Detection Enabled? y Peer Server: SM
Near-end Node Name: procr Far-end Node Name: SM63
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1
Far-end Domain: customera.com Far-end Secondary Node Name:
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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Step 2 - Enter the add trunk-group x command, where x is the number of an unused trunk group
(e.g., 1). On Page 1 of the trunk-group form, repeat the steps in Section 5.8.1 with the
following changes:

e Group Name — Enter a descriptive name (e.g., Local).

e TAC - Enter a trunk access code that is consistent with the dial plan (e.g., 601).

e Service Type — Set to tie.

e Signaling Group — Set to the number of the signaling group administered in Step 1

(e.g., 1).
add trunk-group 1 Page 1 of 21
TRUNK GROUP
Group Number: 1 Group Type: sip CDR Reports: y
Group Name: Local COR: 1 TN: 1 TAC: 601
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 20

Step 3 - On Page 2 of the Trunk Group form:
e Same as Section 5.8.1.
Step 4 - On Page 3 of the Trunk Group form:
e Same as Section 5.8.1.
Step 5 - On Page 4 of the Trunk Group form:
o Verify Network Call Redirection and Diversion header are set to n (default).
e Use default values for all other settings.

add trunk-group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?

Send Transferring Party Information?

Network Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

Convert 180 to 183 for Early Media?

Always Use re-INVITE for Display Updates?

Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?

Accept Redirect to Blank User Destination?

Enable Q-SIP?

-Asserted-Identity

D’JD"USSS%'J:’:’:’D
o
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5.9. Private Numbering

In the reference configuration, the private-numbering form is used to:
a) Convert Communication Manager local extensions to IPFR-EF DNIS numbers,
(previously identified by AT&T), for inclusion in any SIP headers directed to the IPTF
service via the public trunk defined in Section 5.8.1.
b) Define local extension ranges to facilitate call coverage to Avaya Aura® Messaging via
the local trunk defined in Section 5.8.2.
Step 1 - Using the change private-numbering 0 command, enter the following for the Avaya
Aura® Messaging pilot number (for the local trunk):
e Ext Len — Enter the total number of digits in the local extension range (e.g., 5).
e Ext Code — Enter the Communication Manager extension assigned to the Avaya Aura®
Messaging coverage hunt group defined in Section 5.14.1 (e.g., 36000).
e Trk Grp(s) — Enter the number of the Local trunk group (e.g., 1).
e Total Len — Enter the total number of digits after the digit conversion (e.g., 5).
Step 2 — Add all Communication Manager local extension patterns (for the local trunk).
e Ext Len — Enter the total number of digits in the local extension range (e.g., 5).
e Ext Code — Enter the Communication Manager extension patterns defined in the Dial
Plan in Section 5.3 (e.g., 1, 3, and 4).
e Trk Grp(s) — Enter the number of the Local trunk group (e.g., 1).
e Total Len — Enter the total number of digits after the digit conversion (e.g., 5).
Step 3 — Add a Communication Manager station extension and its corresponding IPTF DNIS
number (for the public trunk):
Ext Len — Enter the total number of digits in the local extension range (e.g., 5).
Ext Code — Enter the Communication Manager station extension (e.g., 19001).
Trk Grp(s) — Enter the number of the Public trunk group (e.g., 2).
CPN Prefix — Enter the corresponding IPFR-EF DNIS number (e.g., 7325553160).
CPN Len — Enter the total number of digits after the digit conversion (e.g., 10).
Step 4 — Add a Communication Manager skill VDN extension and its corresponding IPTF DNIS
number (for the public trunk):
e Ext Len — Enter the total number of digits in the local extension range (e.g., 5).
Ext Code — Enter the Communication Manager station extension (e.g., 44001).
Trk Grp(s) — Enter the number of the Public trunk group (e.g., 2).
CPN Prefix — Enter the corresponding IPFR-EF DNIS number (e.g., 7325553180).
CPN Len — Enter the total number of digits after the digit conversion (e.g., 10).
Step 5 — Repeat Steps 3 and 4 for all IPTF DNIS numbers and their corresponding Communication
Manager VDN, station, skill hunt group, or Agent extensions as required.
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change private-numbering 0 Page 1 of 2
NUMBERING - PRIVATE FORMAT

Ext Ext Trk Private Total
Len Code Grp (s) Prefix Len

0 attd 0 1

5 1 1 5

5 3 1 5

5 4 1 5

5 19001 2 7325553160 10

5 36000 1 5

5 44001 2 7325553180 10

5.10. Automatic Route Selection (ARS) Dialing

The ARS table is selected based on the caller dialing the ARS access code (e.g., 9) as defined in
Section 5.3. The access code is removed and the ARS table matches the remaining outbound dialed
digits and sends them to the designated route-pattern (see Section 5.12).
Step 1 — For outbound dialing to AT&T enter the following:
e Inthe Dialed String column enter a matching dial pattern (e.g. 1732). Note that the best
match will route first, that is 1732555xxxx will be selected before 17XXXXXXXXX.
e Inthe Min and Max columns enter the corresponding matching digit lengths, (e.g. 11 and
11).
e Inthe Route Pattern column select a route-pattern to be used for these calls (e.g.2).
e Inthe Call Type column enter hnpa.
In the example below outbound calls to 1732xxxxxxx and 1800xxxxxxx will be sent to route-pattern
2. In addition, IPFR-EF Call Forward feature access codes (e.g., *7XyyyzzzxxxX &
*9Xyyyzzzxxxx) are defined as well.

change ars analysis 1732 ARS DIGIT ANALYSIS TABLE Page 1 of 2
Location: all Percent Full: 1

Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd

1732 11 11 2 hnpa n

1800 11 11 2 hnpa n

*7 14 14 2 hnpa n

*9 14 14 2 hnpa n

5.11. Automatic Alternate Routing (AAR) Dialing

AAR is used to direct coverage calls for Avaya Aura® Messaging (36000) to the route pattern
defined in Section 5.12, and to direct calls to Communication Manager SIP telephones (extension
pattern 1902x was used in the reference configuration to identify SIP telephones).
Step 1 — Enter the following:
e Dialed String
o Avaya Aura® Messaging Pilot Number, enter 36000.
o In the reference configuration, SIP telephone extension pattern is 1902 (to match
1902x).
e Min & Max — Enter 5.
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e Route Pattern — Enter 1.
e Call Type — Enter aar.
Step 2— Repeat Step 1 for all required local routing.

change aar analysis 0 AAR DIGIT ANALYSIS TABLE Page 1 of 2
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Regd
1902 5 5 1 aar n
36000 5 5 1 aar n

5.12. Route Patterns

Route Patterns are used to direct calls to the Public SIP trunk (e.g., AT&T access) and to the Local
SIP trunk for access to SIP phones and Avaya Aura® Messaging.

5.12.1. Route Pattern for Calls to AT&T
This form defines the local SIP trunk, based on the route-pattern selected by the ARS table in
Section 5.10. In the reference configuration, route pattern 2 is used.
Step 1 — Enter the change route-pattern 2 command and enter the following:
e Inthe Grp No column enter 2 for SIP trunk 2 (Public trunk).
e Inthe FRL column enter O (zero).
e In the Numbering Format column, across from line 1: enter unk-unk (corresponding
to the private numbering specified in Section 5.8.1).

change route-pattern 2 Page 1 of 3
Pattern Number: 2 Pattern Name: ATT Trunk
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QOSIG
Dgts Intw
1: 2 0 n
user
2: n
user
3: n
user
4: n
user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
01 2M4W Request Dgts Format
Subaddress
l: yyyyyn n rest unk-unk next
2: Yy Yy yyyn n rest none
3: y yyyyn n rest none
4: y y yyyn n rest none
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5.12.2. Route Pattern for Calls to Avaya SIP Telephones
This form specifies the local SIP trunk (e.g., 1), based on the route-pattern selected by the AAR
table in Section 5.11 (e.g., calls to the Avaya Aura® Messaging pilot number 36000, or SIP phone
extensions 1902x).
Step 1 — Enter the change route-pattern 1 command and enter the following:

e Inthe Grp No column enter 1 for SIP trunk 1 (local trunk).

e Inthe FRL column enter O (zero).

e In the Numbering Format column, across from line 1: enter unk-unk.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: Local Trunk
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QOSIG
Dgts Intw
1: 1 0 n user
2: n user
33 n user
4: n user
5: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
01 2M4W Request Dgts Format
Subaddress
l: yyyyyn n rest unk-unk next
2: Yy yyyyn n rest none
3: y yyyyn n rest none
4: y yyyyn n rest none
5: yyyyyn n rest none

5.13. Avaya G430 Media Gateway Provisioning

In the reference configuration, a G430 Media Gateways is used. The G430 provides local DSP
resources, announcements, Music On Hold, etc. While Media Gateway provisioning is beyond the
scope of this document, the configuration used in the reference configuration is included for
completeness. See [9] for more information on G430 Media Gateway provisioning.

display media-gateway 1 Page 1 of 2
Type: g430
Name: g430
Serial No: ***x*x*xxx% Enable CF? n
Encrypt Link? n Location: 1
Network Region: 1 Site Data:

Recovery Rule: none
Registered? vy
FW Version/HW Vintage: 34 .5 .1 /1
MGP IPV4 Address: 192.168.67.50
Controller IP Address: 192.168.67.202
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display media-gateway 1 Page 2 of 2

Type: g430
Slot Module Type Name DSP Type FW/HW version
V1: MM711 ANA MM MP20 112 0
V2: MM712 DCP MM
V3:
V5: Expansion Type HW version
V6:
V7:
v8: Max Survivable IP Ext: 8
V9: gateway—-announcements ANN VMM

5.14. Provisioning for Coverage to Avaya Aura® Messaging
To provide coverage to Avaya Aura® Messaging for Communication Manager extensions, a hunt

group is defined using the Avaya Aura® Messaging pilot number (e.g., 36000), as well as a
coverage path that is defined to the various stations.

5.14.1. Hunt Group for Station Coverage to Avaya Aura® Messaging
Step 1 — Enter the command add hunt-group X, where x is an available hunt group (e.g., 1), and
on Page 1 of the form enter the following:
e Group Name — Enter a descriptive name (e.g., AAM).
e Group Extension — Enter an available extension (e.g., 36000). Note that the hunt group
extension need not be the same as the Avaya Aura® Messaging pilot number.
e ISDN/SIP Caller Display — Enter mbr-name.
e Letall other fields default.

add hunt-group 1 Page 1 of 60
HUNT GROUP
Group Number: 1 ACD? n
Group Name: AAM Queue? n
Group Extension: 36000 Vector? n
Group Type: ucd-mia Coverage Path:
TN: 1 Night Service Destination:
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n

ISDN/SIP Caller Display: mbr-name

Step 2 — On Page 2 of the form enter the following:
e Message Center — Enter sip-adjunct.
e Voice Mail Number — Enter the Avaya Aura® Messaging pilot number (e.g., 36000).
¢ Voice Mail Handle — Enter the Avaya Aura® Messaging pilot number (e.g., 36000).
e Routing Digits — Enter the AAR access code defined in Section 5.3 (e.g., 8).
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change hunt-group 1 Page 2 of 60

HUNT GROUP
Message Center: sip-adjunct Routing Digits
Voice Mail Number Voice Mail Handle (e.g., AAR/ARS Access Code)
36000 36000 8

5.14.2. Coverage Path for Station Coverage to Avaya Aura® Messaging
After the coverage hunt group is provisioned, it is associated with a coverage path.
Step 1 — Enter the command add coverage path x, where x is an available coverage path (e.g., 1),
and on Page 1 of the form enter the following:
e Pointl — Specify the hunt group defined in the previous section (e.g., h1).
e Rng - Enter the number of rings before the stations go to coverage (e.g., 4).
e Let all other fields default.

add coverage path 1 Page 1 of 1
COVERAGE PATH

Coverage Path Number: 1

Cvg Enabled for VDN Route-To Party? n Hunt after Coverage? n
Next Path Number: Linkage
COVERAGE CRITERIA
Station/Group Status Inside Call Outside Call
Active? n n
Busy? y y
Don't Answer? 4 4 Number of Rings: 4
All? n n
DND/SAC/Goto Cover? y y
Holiday Coverage? n n

COVERAGE POINTS
Terminate to Coverage Pts. with Bridged Appearances? n
Pointl: hl Rng: 4 Point2:
Point3: Point4:

5.14.3. Apply Station/Agent Coverage Path

The Coverage Path to Avaya Aura® Messaging s defined on the station form or on the Agent form.
In addition, the Class of Restriction (COR) is applied to the Agent.

Step 1 — Enter the command change station xxxxx, where xxxxx is a previously defined station
(e.g., 19001), and on Page 1 of the form enter the following:
e Coverage path — Specify the coverage path defined in Section 5.14.2 (e.g., 1).
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change station 19001 Page 1 of
STATION
Extension: 19001 Lock Messages? n BCC: O
Type: 9630 Security Code: TN: 1
Port: S00000 Coverage Path 1: 1 COR: 1
Name: 9630 H323 Coverage Path 2: COS: 1
Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 19001
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n
IP Video? N
Short/Prefixed Registration Allowed: default

Customizable Labels? vy

Step 2 — Using the command change Agent xxxxx, where xxxxx is a previously defined Agent
(e.g., 47002), repeat Step 1 to define a coverage path for an Agent (e.g., coverage path 1).

5.15. Call Center Provisioning

The administration of Communication Manager Call Center elements — Agents, skills (hunt
groups), vectors, and Vector Directory Numbers (VDNSs) are beyond the scope of these Application
Notes. Consult [10] for further details, if necessary. The samples that follow are provided for

reference purposes only.

display Agent-loginID 47002
Direct Agent Skill:
Call Handling Preference:

SN RL SL
1: 2 1

AGENT LOGINID

Page

2 of

Service Objective?

skill-level

RL SL SN RL SL SN

Local Call Preference?

RL SL

display hunt-group 2

HUNT GROUP

Group Number: 2 ACD? vy
Group Name: Skill2 Queue? y
Group Extension: 43002 Vector? y
Group Type: ead-mia
TN: 1
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n
ISDN/SIP Caller Display:
Queue Limit: unlimited
Calls Warning Threshold: Port:
Time Warning Threshold: Port

Page 1 of
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display vdn 44002 Page 1 of 3
VECTOR DIRECTORY NUMBER
Extension: 44002
Name*: Skill2
Destination: Vector Number 2
Attendant Vectoring? n
Meet-me Conferencing? n
Allow VDN Override? n
COR: 1
TN*: 1
Measured: none
display vector 2 Page 1 of 6

CALL VECTOR

Lock? n

Number: 2 Name: Skill2

Multimedia? n Attendant Vectoring? n Meet-me Conf? n
Basic? y EAS? vy G3V4 Enhanced? vy ANI/II-Digits? y ASAT Routing? y

Prompting? vy LAI? y G3V4 Adv Route? y CINFO? y BSR? vy Holidays? y
Variables? vy 3.0 Enhanced? y
01 wait-time 2 secs hearing ringback
02 announcement 42002
03 queue-to skill 2 pri m
04 wait-time 10 secs hearing music
05 announcement 42005
06 goto step 3 if unconditionally
07 stop

5.16. Save Translations

After the Communication Manager provisioning is completed, changes must be saved.
Step 1 — Enter the command save translation.

save translation

SAVE TRANSLATION
Command Completion Status
Success

Error Code
0
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6. Avaya Experience Portal

These Application Notes assume that Experience Portal, and Nuance have been installed, and basic
administration has already been performed. In addition it is assumed that all necessary licensing of
these platforms has been performed as well. The installation and licensing of these platforms is
beyond the scope of this document. The following configuration steps illustrate only the settings
used for the test reference configuration. Please see [1 - 3] for more information.

6.1. Background

As described in Section 3, Experience Portal consists of one or more Media Processing Platform
(MPP) servers and an Experience Portal Manager (EPM) server. A “single server” configuration
was used in the reference configuration. This consisted of a single MPP and EPM, running on a
VVMware environment, including a co resident Apache Tomcat Application Server for hosting the
Voice XML (VXML) and/or Call Control XML (CCXML) application scripts for inbound call. In
addition, Proactive Outreach Manager (POM) was installed to provide outbound dialing capabilities
for Experience Portal (see Section 7).

Nuance Recognizer, VVocalizer, and Speech Server were installed on a Windows 2008 server also
running in the VMWare environment. These provided Automated Speech Recognition (ASR) and
Text to Speech (TTS) capabilities for Experience Portal.

Note — Avaya Experience Portal utilizes application scripts to define interactive capabilities (e.g.,
menus, call routing, etc), between Experience Portal, the service provider, and the rest of the CPE.
Customers may develop their own applications to meet their specific needs, or consult Avaya
Professional Services and/or authorized Avaya Business Partners. The programming and testing of
such applications are beyond the scope of this document. Basic Experience Portal functionality,
used in the SIP trunk testing described in this document, was provided by sample test scripts
included as part of the Experience Portal installation (e.g., intro.vxml and root.ccxml).

6.2. Experience Portal and Nuance Licenses Status
6.2.1. Experience Portal License Status

The following section displays the status of the Experience Portal and Proactive Outreach Manager
licenses.

Step 1 - Launch a web browser, and enter the URL.:
http://<IP address of the Avaya Experience Portal server>/
Then log in with the appropriate credentials and the following screen is displayed.

Note — All page navigation described in the following sections will utilize the menu shown on the
left pane of the screenshot below.
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Avaya Aura® Experience Portal
Expand All | Collapze All

[+ User Management
Roles
Usars
Login Options

I+ Real-time Monitoring

Speech Servers

POM Manitor

Welcome, admin|

Last logged in today st 1:07:16 PM ED’

7.0 (ExperiencePortal)

Avaya Aura® Experience Portal Manager

Avaya Aura® Experience Portal Manager (EPM) is the consolidated web-based application for administering Experience Portal. Through the EPM interface you can configure
Experience Portal, check the status of an Experience Portal component, and generate reports related to system operation.

Installed Components

Media Processing Platform

Media Processing Platform (MPP) is an Avaya media processing server. When an MPP receives a call from a PEX, it invokes a VoiceXML (or CCXML) application on an application

server. It then communicates with ASR and TTS servers as necessary to process the call.

Email Service
Email Service is an Experience Partal feature which provides e-mail capabilities.

Proactive Outreach Manager
Avaya Proactive Outreach Manager (POM) provides a solution for unified, multichannel, inbound and outbound architecture, with the capability to communicate through different
channels of interaction, from Short Message Service (SMS) to e-mail to the traditional voice and video.

Short Message Server
Short Message Server (SME) is an Experience Portal feature which provides SMS capabilities.

Legal Notice
© 2013 Avaya Inc. ~

A1l Rights Reserved.
Netice
Wnile reasonsble efforts have been made to ensure that the

information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves ¥

Step 2 - In the left pane, navigate to Security->Licensing. On the Licensing page, verify that
Experience Portal and Proactive Outreach Manager are properly licensed. If required
licenses are not enabled, contact an authorized Avaya account representative to obtain the

licenses.

Expand All | Collapse All
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Login Options
Real-time Monitoring
Syst=m Monitor
Active Calls
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Audit Log Viewer
Trace Viewsr
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Alarm Manager
System Management
Application Server

PM Manager

MPP Manager
Software Upgrade
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]

PM Servers
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SHMP

Speech Servers
VoIP Connections
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This page displays the Experience Portal license information that is currently in effect. Experience Portal u
ports that are used.

License Server Information ~

License Server URL:
Last Updated:
Last Successful Poll:

https://exportal.customara.com: 8443/ WebLM/LicenseSarvar &
Feb 5, 2014 9:53:28 AM EST
Jun 24, 2014 9:19:16 AM EDT

Licensed Products ~

Experience Portal &
Announcement Ports: 100

ASR Connections: 100

Email Units: 10

Enable Media Encryption: 100

Enhanced Call Classification: 100

SIP Signaling Connections: 100

SMS Units: 10

Telephony Ports: 100

TTS Connections: 100

Video Server Connections: 100

Zones: 10

Version: 7

Last Successful FPoll; Jun 24, 2014 9:19:16 AM EDT

Last Changed: Feb 10, 2014 4:22:38 AM EST

Proactive Qutreach Manager &

POM Monitar EMAIL Channsls: 100
Maximum Outbound Ports: 100
SMS Channels: 100

Version:

Expiration Date:
Last Successful Poll
Last Changed:

[ Allocations [ Help|

3

Mowv 24, 2014 12:00:00 AM EST
Jun 24, 2014 9:19:16 AM EDT
May 27, 2014 4:43:41 FM EDT
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6.2.2. Nuance License Status

Step 1 — Log into the Windows server running Nuance, and navigate to Start - Licensing Tools,
and the LMTools window will open. Select on the Server Status tab and click on
Perform Status Enquiry. The display window will populate. Scroll through the display
windows for the Nuance license information.

LMTOOLS by Acresso Software Inc | ;IEI 5'

File Edit Mode Help

" Semvicedicerse FI|E| Syztem Settlngsl Utllltlesl Start/Stop/Reead  Server Status | SewerDlagsI Config Ser\ncesl Ennnwmgl

Helps to monitor the status of network licensing activities X
Option:
Individual 'aemon I
Perform Status Enguir s
Individual Feature I
Server Name I
Vendor desemon status (on WIN-ARRE3A83UTL) - B
swilmgrd: UP wll_7 |
Feature usage info:
Users of osr_swirec: (Total of 24 licenses issued; Total of 4 licenses in use)
"osr_swirec™ wl0.0, wendor: swilmgrd
floating license hd

|Using License File: C:\Muancelicenzetlicense_20140217145238 lic

6.3. VolP Connection

This section defines a SIP trunk between Experience Portal and Session Manager (see Section

4.5.1).

Step 1 - Following the steps shown in Section 6.2, Step 1, log into Experience Portal. In the left
pane, navigate to System Configuration=>VolP Connections. On the VolP Connections
page, select the SIP tab and click Add to add a SIP trunk.

\ Note — Only one SIP trunk can be active at any given time on Experience Portal.

VoIP Connections

This page displays a list of Yoice over Internet Protocal (MolP) servers that Experience Portal communicates with, You can configure multiple SIP connections, but enly one SIP
connection can be enabled at any one given time,

Haza | s1p

Mo SIP Connections are configured.

o § ooteie i |

Step 2 - Configure a SIP connection as follows:
e Name — Set to a descriptive name (e.g., SM).
e Enable — Set to Yes.
e Proxy Server Transport — Set to TCP.
e Select Proxy Servers, and enter:
o Proxy Server Address = 192.168.67.47 (the IP address of the Session Manager
signaling interface defined in Section 4.4.1).
o Port=5060
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o Priority = 0 (default)
o Weight = 0 (default)
Listener Port — Set to 5060.
SIP Domain — Set to customera.com (see Section 4.1).
Consultative Transfer — Select REFER.
Maximum Simultaneous Calls — Set to a number in accordance with licensed capacity. In
the reference configuration a value of 10 was used.
Select All Calls can be either inbound or outbound.
e Use default values for all other fields.
e Click Save.

Homs WolP Connections
Add SIP Connection
Use this page to add a new SIP connection.

MName: 5M
Enable: ® ves O No
Proxy Transport: | TCP +

® Proxy Servers ) DNS SRV Domain

|____Address | Port_lPrioritylWeight] |

192.168.67.47 5060 0 0 Remove

Additional Proxy Server

Listener Port: 5060
SIP Domain: |customera.com
P-Aszerted-Identity:

Maximum Redirection Attempts: |0

Consultative Transfer: ) INVITE with REPLACES (&) REFER
SIP Reject Response Code: @& asm (503) O sEs (280) O Custom
SIP Timers

T1: 250 milliseconds

T2 2000 | millizeconds

B and F:|4000 milliseconds

Call Capacity
Maximum Simultaneous Calls: |10
@& all Calle can be either inbound or outhound

@] Configure number of inbound and ocutbound calls allowed

| save [ avoly [ cancel [ Help |

6.4. Speech Servers

The installation and administration of the Nuance ASR and TSR Speech Servers are beyond the

scope of this document. Some of the values shown below were defined during the Speech Server

installations. Note that in the reference configuration the ASR and TTS servers use the IP address

of the Windows server where they are installed.

Step 1 - To configure Experience Portal for communication with Speech Server, navigate to
System Configuration—=>Speech Servers in the left pane menu, and the following screen
is displayed. Select the ASR tab and click Add to add an ASR server.
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Home
Speech Servers

This page displays the list of Autornated Speech Recognition (ASR) and Text-to-Speech (TTS) servers that Experience Portal communicates with.

ASR A

Mo ASR Servers are configured.

o oele |
[ custonize i |

Step 2 - On the Add ASR Server page, configure as follows:

Name — Set to any descriptive name (e.g., SpeechServer).
Enable — Select Yes.
Engine Type — Select Nuance.
Nework Address — Set to the IP address of the ASR Server (e.g., 192.168.67.169).
Languages — Select the appropriate value (e.g., English (USA) en-US).
The RTSP URL field contains the string <Network Address>/media/speechrecognizer.
o Replace <Network Address> with the ASR Server IP address (e.g., 192.168.67.169).
Use default values for all other fields and click Save.

Home Speech Servers
Add ASR Server

Use this page to change the configuration of an ASR server.

Name: SpeechServer

Enahle: @ yves O No

Engine Type: INuance VI

Network Address: 192.168.67.169

Base Fort: 4500

Total Number of Licensed ASR Rescurces: |2

Mew Connecticn per Session: ) ves & No
Dutchi{Metherlands) nl-ML ~

English(Australia) en-Al
English{UK) en-GB
English({lndia) en-IM

English(Singapore) en-SG
0q »

Languages:

MRCP
Ping Interval: i5 seconds

Response Timeout: |4 seconds

Protocol: MRCP V1 ~
RTSP URL:|192.168.67.169/media/speechrecognize
Sove ] Avoly Fhieiv |

Step 3 - Click TTS and Add on the screen shown in Step 1. On the Add TTS Server page,

configure as follows:

e Name — Set to any descriptive name (e.g., TextServer).
e Enable — Select Yes.
e Engine Type — Select Nuance.
e Nework Address — Set to the IP address of the TTS Server (e.g., 192.168.67.169).
e Languages — Select the appropriate value (e.g., English(USA) en-US Donna F).
e The RTSP URL field contains the string <Network Address>/media/speechsynthesizer.
Replace <Network Address> with the TTS Server IP address (e.g., 192.168.67.169).
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e Use default values for all other fields.
e Click Save.

Horme Speech Servers
Add TTS Server

Usze this page to change the configuration of a TTS =erver.

MName: TextServer

Enable: @ Yes O No
Engine Type: INuance 'l

Metwork Address: 192.168.67.169
Base Port: 4900

Total Number of Licensed TTS Resources: |2

Mew Connection per Session: O ves @ No

English{UK) en-GB Serena F ”~
English{lndia) en-IM Sangeeta F
English(lrish} en-IE Maira F
English{South_African) af-ZA Tessa F

English{Scottish) en-SC Fiona F
English{USA) en-US Donna F Y

Voices:

MRCP
Fing Interval: 15 seconds
Response Timeout: |4 zeconds

Protocol: MRCP V1«

RTSP URL:|192.168.67.16%9/media/speachsynthesiz

| save | Avoly [ Cancel Jf Help |

6.5. Application References

This section describes the steps for administering a reference to the VXML and/or CCXML
applications residing on the application server. As described previously, basic Experience Portal
functionality, used in the SIP trunk testing described in this document, was provided by sample test
scripts included as part of the Experience Portal installation (e.g., intro.vxml and root.ccxml).

In addition, inbound AT&T IPFR-EF service DNIS digits are defined.

Step 1 - In the left pane, navigate to System Configuration—=>Applications. On the Applications
page (not shown), click Add to add a VoiceXML application and configure as follows:
e Name — Set to a descriptive name (e.g., IntrovVXML).
e Enable — Set to Yes. This field determines which application(s) will be executed based on
their defined criteria.
e Type — Set to VoiceXML.
e URI-
o Setto Single
o VoiceXML URL — Set to the application URL on the Tomcat server. (e.g.,
http://<Tomcat server IP address>/mpp/misc/avptestapp/intro.vxml
e Speech Servers - ASR: and TTS: — Set to Nuance.
e Languages - In the reference configuration, these were set to English (USA) en-US and
Voices set to English(USA) en-US Donna F. Note that these values are per the speech
server settings in Section 6.4.
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Step 2 - Inbound AT&T IPFR-EF service DNIS numbers, processed by this application, are
defined in the following steps. Select the Number or URI radio button. When the Number option
is selected Experience Portal will match on the contents of the inbound Invite To header. If the URI
option is selected, Experience Portal will match on the contents of the inbound Invite R-URI
header. In the reference configuration, the URI option was chosen.
e Application Launch — Set to Inbound.
e Called URI - Set to an inbound AT&T IPFR-EF service DNIS specified in the Request-
URI header of the inbound SIP INVITE message (e.g.,7325553180), then click on Add.
The entered number will then appear in the box below the field. Use the Remove button to
delete an entry.
Step 3 - Use the default values for all other fields. Click on Save.

Change Application

Use this page to change the configuration of an application.
Name: IntroW XML

Enable: @ ves O No

Type: VoiceXML v

Reservel d SIP Calls: & None (O Minimui m ) Maximu m
Requested:

URT

@& single ) Fail Over ) Load Balance

WoiceXML URL: |http://192.168.67. 168/mpp/ misc/avptestapp/intro.vxml | Verify

Mutual Certificate Authentication: O ves & Ne

Basic Authentication O ves @ nNo

Speech Servers

ASR: Nuance + TS Muance v

English(USA) en-US English(USA) en-US Donna F
Langusges: Woices:

Application Launc h

@ Inbound O Inbound Default & Outbound

Omnumber O number Range & URD

Called Nurmser:

7325553180 -~

Remove

~

Speech Parameters »
Reporting Parameters »

Advanced Parameters »

| Save [ Avoly [ Cancel [ Heio |

Step 4 - Repeat Steps 1 - 3 to define additional applications. The sample CCXML application
root.ccxml, was used in the reference configuration and is defined below:
e Type—Set to CCXML.
e URI - Setto Single
e CCXML URL - Set to the application URL of the Tomcat server. (e.g., http://<Tomcat
server IP address>/mpp/misc/avptestapp/ root.ccxml.
e Called URI - In this example AT&T IPFR-EF service DNIS number 7325553170 is used.
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Change Application
Use this page to change the configuration of an application.

Mame: rootcexml

O ves @ No

Type: CCXML ~

Reserved SIP Calls: & none & Minimum & Maximum

[

Enable:

Requested:

URI

@ single O Fail Owver ¢ Load Balance

\

CCKXML URL: [http://192.168.67.168/mpp/misc/avptestapp/ root.coxml

Mutual Certificate Authentication: (0 ves & No

O ves @ no

Basic Authentication:

Speech Servers

ass huance v

rs:
English(USA) en-US English(USA) en-US Donna F
Languages: oices:

Application Launch

@ 1nbound O Inbound Default ) Outbound

O Number & Number Range (& URI

cated number [ ]

7325553170
Speech Parameters »
Reporting Parameters »

Advanced Parameters »

[Save [ appiv [ cancel ] help_

6.6. Add an MPP Server

Step 1 - In the left pane, navigate to System Configuration=>MPP Servers and the following

screen is displayed. Click Add.

sre here: Home > System Configurstion > MPP Servers

MPP Servers

a VoiceXML application on an application server and communicates with ASR and TTS servers as necessary to process the call.

Network Maximum
Network
Host Address .| a Address
Addrﬁs e (HHER

Mo MPPs configured

[ndd|
MPP Settings Browser Settings Video Settings VoIP Settings

This page displays the list of Media Processing Platform (MPP) servers in the Experience Portal system. When an MPP receives a call from a PBX, it invokes

Network d
A Address 4| Simultanecus .| Trace Level .
~ (AppSwvr) > Calls - -

Step 2 - Enter any descriptive name in the Name field (e.g., EXMPP) and the IP address of the

MPP server in the Host Address field.

You are here: Home = System Configuration > MPP Servers = Add MPFP S
Add MPP Server

Use thi= page to add a new MPF server.

Mame: |E><MF'F' |

Host Address: [192.168.67.168 |

[ contiove || cancel | seio|
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Step 3 - Click Continue and the certificate page will open. Use the self-populating/default values,
and check the Trust this certificate box. Click Save.

Home MPP Servers
Add MPP Server

Use this page to change the configuration of an MPP. Take care when changing the MPP Trace Logging Th
Experience Portal system has heawy call traffic. The system might experience performance issues if Trac
Finest only when you are troubleshooting the system.

Name: ExMFFP

Host Address: 192.163.67.168
Network Address (WVolF): =Default=
Network Address (MRCF): =Default=
Network Address (AppSwr): =Default=

Maximum Simultanecus Calls: |10

Restart Automatically: @& ves O No
MPP Certificate

Owner: CMN=exportal _ customersa.com,O=RAvays, OU=EDM
Issuer: CN=—exportal.customera.com,C=Avaya, OU=EDM
Serial Humber: =2£f13&5d=d3=2d533b
Valid from: February 5, 2014 9:33:01 AM EST until February 3, 2024 9:33:01 BM EST
Certificate fingerprints
MD5: 7d:1£f:71:48:8=2:b0:£7:2d:c9:59e:26:28:6£:75:36:d3
SHRE: eb:10:0e:d4:1£:72:98:78:d3:5%:be:4e:51:cb:1c:52:03:97:86:24
I Trust this certificats

Categories and Trace Levels »

[Save | Apoiy [J cancel [ Heip |

Step 4 - Click VolP Settings tab on the screen displayed in Step 1, and the following screen is
displayed.
e Inthe Port Ranges section, verify that TCP ports are in the range of 16384 and 32767 as
required by the AT&T IPFR-EF service.
e Inthe Audio Codecs section set:
o Set Packet Time to 30. (See Section 2.2, Item 5).
o Verify the G729 is set to Yes.
o Set Discontinuous Transmission to No (G.729A) or Yes (G.729B) as required.
o Set First Offered to G729.
e Use default values for all other fields.
Step 5 - Click on Save.
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You are here: Home > Systermn Configuration > MPP Servers = VolP Settings
VoIP Settings
“oice over Internet Protocol (WVoIP) is the process of sending voice data through a netwo

time Transfer Protocol (RTF). Use this page to configure parameters that affect how voic
any changes to this page, you must restart all MPPs.

Port Ranges -

| ___tow | High |
UDP: ,m‘ ,m‘
TCP:
MRCP:
Station:

RTCP Monitor Settings ~

VoIP Audio Formats ~

udio Codecs >

Packet Time:

w

0|

G729: ® ves O No

Reduced Complexity Encoder: (&) ves () No

Discontinuous Transmission: O Yes @ Mo
First Offered: G729 »

QoS Parameters »

Out of Service Threshold (% of VoIP Resources) »
call Progress »

Miscellaneous »

[save [§ Apply ] Cancel [ Help |

6.7. Restarting the MPP Manager

After adding/configuring the MPP, the MPP must be restarted to have the changes take effect.

Step 1 - In the left pane, navigate to System Maintenance->MPP Manager and select the
ExXMPP instance created in Section 6.6. This will enable the State Command buttons.

Step 2 - Click Restart. Note that the State column shows when the MPP is running after the

restart.

JF; Reviewed:
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MPP Manager (May 9, 2014 7:03:33 AM EDT)

IThi= page displays the current state of each MPF in the Experience Portal system. To enable
enable the mode commands, the selected MPPs must also be stopped.

Hod'=

ExMPP Onling Running

Last Poll: May 9, 2014 7:03:28 AM ED|

R —— Restart Schedule|Active Calls
LS - Today Recurring In Out
0

Yes & No & MNone & o]

Config

State Commands

(®) One server at a time
Mode Commands

| oiline | Test | Online

O Al servers
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7. Proactive Outreach Manager

Avaya Proactive Outreach Manager (POM) is a managed application of Avaya Aura® Experience
Portal, providing a solution for unified, outbound calling capabilities. In the reference
configuration, Avaya Proactive Outreach Manager is used to generate outbound calls to PSTN, via
the IPFR_EF service.

Note - These Application Notes assume that Avaya Proactive Outreach Manager has been installed,
and basic administration has already been performed. In addition it is assumed that all necessary
licensing has been performed as well. The installation and licensing of Avaya Proactive Outreach
Manager is beyond the scope of this document. The following configuration steps illustrate only the
settings used for the test reference configuration. Please see [4] for more information.

7.1. Defining a Proactive Outreach Manager Campaign
POM Campaigns define the conditions under which POM will generate outbound calls.

Note - The following campaign is designed for generating a basic outbound call, and should not be
considered prescriptive. The design and programming of campaigns is beyond the scope of these
application notes.

7.1.1. Creating a Contact List
Before creating the campaign, a contact list must be created that the campaign will use for the
outbound calls.
Step 1 — Open a text application such as Windows Notepad and enter the following information in
the format shown below. Note that the fields are separated by a comma.

e Contact ID = an identifier for the contact (e.g., 123).

e phonenumberl = the contact’s phone number (e.g., 7325551234).

Id,phonenumberl
123,7325551234

Step 2 — Save the file using a .csv extension (e.g., POTS.csv)

Step 3 — Following the steps in Section 6.2.1, connect to the Experience Portal GUI and click on
POM Home in the left hand menu. The POM configuration page will open.

Step 4 —Click on Contacts = Contacts Lists.

Proactive Outreach Manager 3.0 POM Home Campaigns ~ Contacts ~ Configurations ~
Refresh
Lastpoll: 06/26/2014 11:10:58 AM
ou can easily design and deploy

Proactive Outreach Manager is an application for interactive outbound Voice, SMS and E-mail notifications. .
Campaigns that deliver the right information and service over the right media from the right resource at the

Customize View: [ #IHelp: [ ? ]

Proactive Outreach

Manager

R
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Step 5 — The Contact List page will open. Click on Add.

Proactive Dutreach Manager 3.0 POM Home Campaigns ¥ Contacts ~ Configurations =
. &
Contact Lists
Refresh

This page displays all the Contact Lists, Depending on the user role, you can add, change, delete and empty Contact List,
You can see Contacts in 3 Contact List., If organizations are enabled, you can associste Contact List with organization,

Lastpoll: 06/26/2014 11:12:32 AM

Contact List Name Total Contacts Last Updated

# In Progress means Contacts are baing importad into 3 Contact List, Total Contacks count is updated sfter campletion of
import 3 ctivity

Step 6 — Enter a descriptive name (e.g., POTS) and click on Save.

Proactive Outreach Manager 3.0 POM Home Campaigns ~ Contacts ™

Add New Contact List
This page allaws you ta add new Contact List,

Hame POTS

Description

Configurations ~

Step 7 — The following menu will open. Select Upload Contacts now.

Proactive Outreach Manager 3.0 POM Home

Campaigns ~ Contacts ~

Contact List created successfully,
Contact List one created successfully, You may want to
Upload Contacts now

Creste s Dats Source

Go back to Manage Contact List

Configurations ~

Step 8 — The Upload Contacts form will open. Select Browse and point to the POTS.csv file

saved in Step 2.

Then click on Upload.

Upload Caontacts

Empty Contact List before import

Autormatically update time zone for phone numbers
Check phone numbers for reject patterns

Check phone numbers for phone formats rule

Check phane numbers/E-Mails far DNC

Selack the file that contains the Contacks vwou wish to upload. vou can upload any comma delimited file.
Contacts from the file will be imported into the seleced Contact List,

File to upload: Mo file selected.

—Adwanced Dptons

ooooo

©n duplicate record found Update existing b

[opiood J concer J eio
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Step 9 — Once the contact file has uploaded, the system will display the completed contact.

Proactive Outreach Manager 3.0 POM Home Campaigns = Contacts = Configurations ~

Contact Lists Refresh

Thiz page displays all the Contact Lists, Depending on the user role, vou can add, change, delete and empty Contact List,
‘fou can see Contacks in a Contact List, If organizations are enabled, you can associate Contact List with arganization.

Lastpoll: 06/26/2014 11:21:32 AM

Contact List Name Total Contacts Last Updated
poTS 1 05/27/2014 05:54:11 AM [ Ao n

* In Pragress means Contacks are being imperted inta a Contact List, Total Gontacts count is updated after completion of
irmpart activity.

7.1.2. Creating a Campaign

Step 1 — As shown in Section 7.1.1, Step 3, click on POM Home, and the POM main page will

open. Click on Campaigns = Campaign Manager.

Proactive Outreach Manager 3.0 POM Home Campaigns v Contacts v Configurations ~

Proactive Outreach Manager is an application for interactive outbound  Completion Codes

can easily design and deploy Campaigns that deliver the right informa _ -~
time. Campaign Strategies

Refresh
Last poll:
With Proactive Outreach Manager, you
1 from the right resource at the right

‘Campaign Restrictions Customize View: [ # JHelp: [ 7 ]

-

Proactive Outreach

Manager

R

Step 2 — Click on Add. In the Create Campaign form enter:
e Name = Enter a name for the campaign.
e Select New Campaign.
e Click on Continue.

Campaign Manager

r
Fefrezh
Lastpoll: 06/26/2014 10:43:44 AM

This page displays Campaigns and actions associated with Carmpaigns depending on your user rale,

show  [50%] | Page: 171 ] - |
| __nName _[1ype | rampaign suategy

Contact Lists 1act Evar
Add a Campaign

Create Campaign

You can start creating a Campaign either by using
slready created Campaign as template or create new
altagether,

Marmne |Outca|\

@New Campaign
OCopy existing Carmpaign
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Step 3 — The Define Campaign window will open.

In the name field enter a descriptive campaign name (e.g., Outcall).

In the Campaign Strategy section, select Simple_Call from the drop-down menu.

For Campaign Type, select Finite.

For Contact List select the Contact defined in Section 7.1.1 (e.g., POTYS).

Click on Finish.

Define Campaign

tC rnpaign, defin type

cccmplt e the c rnpaian

\ctthCmpgSttgy nd ane or mo Cntactso
the'Flnish b hs il

nge optio na\p st

Name and Description

uith the Camp aign. Click o
it

Outesll

Campaign Strategy

ecta Ca meaan Strate, gyfﬂmthef I\ ing list to be us,
ails of 5 selacted Strateqgy or refresh the current list.
i

I_Cllv EEB

ed in the Campaign. Click an the icons to create 3 ne

Campaign type

w Campaign Strategy, view

@ Finite O 1nfinite

Do not associate any Contact List at start

Gontact List

Contact Lists to be use

Frarm the following list selact ane or more d with this Campaign. Click on the icons
fresh

List ar refresh the current list.
POTS(Dafault)

Lconcer | wewe ] Fossn | vieo |

next to the list to create a new Conta

Step 4 — The system displays the Summary screen, with the following choices:

JF; Reviewed:
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Select Run the Campaign, to execute the campaign now.

Select Schedule the Campaign to bring up the Campaign scheduler.

Select Go to Campaign Manager to return to the Campaign Manager main screen.

Campaign Creation Wizard - Summary

Campaign Summary

This page provides the surmmary of the Campalan created and specifies the basic information parameters,

Name and Description

Outeall

Campaign type

Finite

Campaign Strategy

Sirmple_Call

Contact List

POTS

VYoice and ¥ideo

EPM Run the Campaign

Schedule the Campaion

Go to Campainn Manager
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Step 5 — If Go to Campaign Manager is selected, then the system returns to the Campaign
Manager screen, displaying the new campaign. The campaign may be executed here by clicking on
the * (Run Now) Action button.

Campaign Manager Refresh
Lastpoll: 06/26/2014 11:56:09 AM

This page displays Gampaigns and actions associated with Campaigns depending on your user role,

She | Pager 111 ] - |
[ e o [ s || s Lastexecuted | Actions |
Crutcall Finite Simple Call POTS = =4 El o

# In Progress means Campaign job can be in any one of the states - running, pausing, paused, callback, stopping.

The Last Executed column will display “In Progress” as the outbound call is sent.

Outeall Finite Simple Call POTS In Prograss _;ﬁ » T],

* In Progress means Carmpaign job can be in any one of the states - running, pausing, paused, callback, stopping

8. Avaya Aura® Messaging
In this reference configuration, Avaya Aura® Messaging is used to verify basic call
coverage/message retrieval functionality, as well as Message Waiting Indicator (MWI).

The administration for Avaya Aura® Messaging is beyond the scope of these Application Notes.
Consult [13] for further details.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 79 of 114
SPOC 10/9/2014 ©2014 Avaya Inc. All Rights Reserved. EP7SMCM63SBCEFR



9. Configure Avaya Session Border Controller for Enterprise

Note: Only the Avaya SBCE provisioning required for the reference configuration is described in
these Application Notes. The installation and initial provisioning of the Avaya SBCE is beyond the
scope of this document. Refer to [11 & 12] for additional information.

9.1. Initial Installation/Provisioning

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (Al) of the
Avaya SBCE in its own subnet (Common site, 192.168.70.x), with access to the Main site
(192.168.67.x) subnet. The connection to AT&T uses the Avaya SBCE public interface B1 (IP
address 10.10.10.12°).

9.2. Log into the Avaya SBCE

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”

management LAN connection on the chassis.

Step 1 - Access the web interface by typing “https://X.X.X.X” (where x.x.x.x is the management IP
address of the Avaya SBCE).

Step 2 - Enter the Username and click Continue (not shown).

Step 3 — Enter the Password and click Log In.

AVAYA -

Password:

Session Border Controller
for Enterprise

with all corporate instructions regarding the
ssets.

©2011 - 2012 Ava:

. All rights reserved.

Step 4 - The main menu window will open. Note that the installed software version is displayed’.

Note — All page navigation described in the following sections will utilize the menu shown on the
left pane of the screenshot below.

® See Section 3.
" Note that loads Q07 and Q16 were used during testing.
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Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Aaminisiraton
Backup/Restore System Time 08:33:28 AM EDT Refresh EMS
System Management
Vi 6.2.1.Q07
> Global Parameters | ereen | SBCE
» Global Profiles Build Date Mon Dec 9 17:33:02 CST 2013
> SIP Cluster
e
> TLS Management MNone found. SBCE: Max forwards Exceeded
» Device Specific Settings SBCE: Max forwards Exceeded

SBCE: Max forwards Exceeded
SBCE: Max forwards Exceeded

SBCE: Max forwards Exceeded

Add

No notes found.

9.3. Global Profiles
Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.

9.3.1. Server Interworking — Avaya

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing.

One of the capabilities important to the Experience Portal environment is the Avaya SBCE Refer
Handling option. As described in Section 3.2, Experience Portal inbound call processing may
include call redirection to Communication Manager Agents, or other CPE destinations. This
redirection is accomplished by having Experience Portal send SIP Refer messaging to the Avaya
SBCE. Enabling the Refer Handling option causes the Avaya SBCE to intercept and process the
Refers, and generate new SIP Invite messages back to the CPE (e.g., Communication Manager, see
Section 2.2, Item 4a and Section 3.2.2).

Note — For call redirection scenarios requiring Refer processing by the AT&T IPFR-EF service,
(see Section 2.2, Item 4b and Section 3.2.3), the Refer Handling option must be disabled.

Step 1 - Select Global Profiles = Server Interworking from the left-hand menu (not shown).
Step 2 - Select the default avaya-ru profile and click Clone button (not shown). The Profile name
window will open (not shown).
Step 3 - Enter a profile name: (e.g., Avaya_Trunk_SlI), and click Next.
Step 4 - The General screen will open.
e Verify that Hold Support is None (default).
e Verify that Refer Handling is not selected (default), and URI Group is set to None
(default).
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Note — See the comments at the beginning of this section regarding this option.

e Select T38 Support.
e All other options can be left with default values

o Click Next
@None
Hold Support O RFC2543 - ¢=0.0.0.0
O RF(3264 - a=sendonly
180 Handling @ None © SDP O Mo SDP
181 Handling @ Mone O SDP © Mo SDP
182 Handling @ Mone O SDP © No SDP
183 Handling @ Mone O sDP O Mo SDP
Refer Handling O
URI Group
3xx Handling F
Diversion Header Support
Delayed SDP Handling O
Re-Invite Handling O
T 38 Support
URI Scheme @sPp OTEL O ANY
Via Header Format g EEESEE;
Mext

Step 5 - On the Privacy/DTMF screen (not shown), select Next to accept default values.

Step 6 - On the SIP Timers/Transport Timers screen (not shown), select Next to accept default
values.

Step 7 - On the Advanced screen(not shown), accept the default values, and click Finish.

9.3.2. Server Interworking — AT&T
Add an Interworking Profile for the connection to AT&T via the public network.
Step 1 - Select Global Profiles = Server Interworking from the menu on the left-hand side (not
shown).
Step 2 - Select Add Profile.
Step 3 - On the General Tab (not shown):

e Enter a profile name: (e.g., ATT_Trunk_SlI).

e Enable Refer Handling, and verify that URI Group is set to None (default).

\ Note — See the comments at the beginning of Section 9.3.1 regarding this option. \

e Check T38 Support.
e All other options can be left as default.
e Click Next.
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Editing Profile: ATT_Trunk_SI X

Hold Support O RFC2543 - ¢=0.0.0.0
O RFC3264 - a=sendonly
180 Handling @ None O sSDP O No SDP
181 Handling @ MNone O sDP O Mo SDP
182 Handling @ Mone © SDP O No SDP
183 Handling ® Mone © SDP O No SDP
Refer Handling
URI Group MNaone v
3¢ Handling O

Diversion Header Support

Delayed SDP Handling O

Re-Invite Handling O

T.38 Support

URI Scheme @sp OTEL O ANy
® RFC3261

Via Header Format
O RFC2543

Next

Step 4 - At the Privacy screen (not shown), select Next to accept default values.

Step 5 - At the Interworking Profile screen (not shown), select Next to accept default values.

Step 6 - On the last screen, Advanced options, (not shown), accept the default values, and click
Finish.

9.3.3. Routing — To Session Manager

The following routing profile provides routing to Session Manager.

Step 1 - Select Global Profiles = Routing from the menu on the left-hand side (not shown).
Step 2 - Select Add Profile (not shown).

Step 3 - Enter Profile Name: (e.g., To_SM _RP).

Step 4 - Click Next and enter the following for regular inbound calls:

e Inthe URI Group field specify *

Next Hop Server 1: 192.168.67.47 (Session Manager)

Verify Routing Priority Based on Next Hop Server is selected (default).
Outgoing Transport: TCP

Accept remaining default values

Step 5 - Click Finish.
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Edit Routing Rule X

Each URI group may only be used once per Routing Profile.

Next Hop Routing

URI Group
Next Hop Server 1 321636747 |

IP, IP:Port, Domain, or Domain:Port

MNext Hop Server 2 | |

IP, IF:Port, Domain, or Domain:Fort

Routing Priority based on
Next Hop Server

Use Mext Hop
for In Dialog Messages

Ignore Route Header

O
for Messages Outside Dialog o
NAPTR O
O
o

SRV

TLs @ 1CcP O UDP

Outgoing Transport

Routing Profiles: To_SM_RP

Add Rename ][ Clone ” Delete ]

Routing Profiles

default
Routing Profile
Update Order Add

Click here to add a description.

 To_SM_RP

Priority URI Group Next Hop Server 1 MNext Hop Server 2

: 192.168.67.47 View Edit Delete

9.3.4. Routing — To AT&T
Repeat the steps in Section 9.3.3, with the following changes, to add a Routing Profile for the
connection to AT&T.
Step 1 - Enter Profile Name: (e.g., To_ATT_RP).
Step 2 - Click Next, then enter the following:
e Next Hop Server 1: 10.10.10.10 (Primary AT&T Border Element IP address)
e Verify Routing Priority Based on Next Hop Server is selected (default).
e Qutgoing Transport: UDP
Step 3 - Click Finish.
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Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
Next Hop Routing

URI Group ® v

Next Hop Server 1
P, IP:F':}rtF,)Damsin, or Domain:Port 10101010

MNext Hop Server 2
IP, IP:Pert, Domain, or Domain:Port

Next Hap Servar - "

Use Next Hop 0

for In Dialog Messages

Ifgnore Route Header m

or Messages Qutside Dialog

NAPTR O

SRV O

Outgaing Transport CTs OTCP @® UDP

9.3.5. Server Configuration — Session Manager

Step 1 - Select Global Profiles = Server Configuration from the menu on the left-hand side (not

shown).

Step 2 - Select Add Profile and the Profile Name window will open (not shown). Enter a Profile

Name (e.g., SM_Trunk_SC) and click Next.

Step 3 - The Add Server Configuration Profile - General window will open (not shown).

Select Server Type: Call Server

IP Address: 192.168.67.47

Supported Transports: Check TCP and TLS (see the note in Section 3).

TCP Port: 5060

TLS Port: 5061

Select Next

Step 4 - The Add Server Configuration Profile - Authentication window will open (not shown).
e Select Next to accept default values.

Step 5 - The Add Server Configuration Profile - Heartbeat window will open (not shown).
e Select Next to accept default values.

Step 6 - The Add Server Configuration Profile - Advanced window will open.

e Select Avaya_Trunk_SI (created in Section 9.3.1), for Interworking Profile.
e Select AvayaSBCClient for TLS Client Profile.
e Verify the Signaling Manipulation Script field is set to None (default).
e Select Finish.
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Dashboard Server Configuration: SM_Trunk_SC

Backup/Restore

System Management o= General | IE [ ‘

SM_Trunk_SC
Global Parameters Senver Type Call Server

# Global Profiles IP Addresses / FQDNs 192 168.67.47
Domain DoS
Fingerprint Supported Transports TCP, TLS
Server Interworking TCP Port 5060
Phone Interworking TLS Port 5061
Media Forking
Routing
Server Configuration

Edit Server Configuration Profile - Advanced X

Enable DoS Protection
Enable Grooming
Interworking Profile

TLS Client Profile

Signaling Manipulation Script
TCP Connection Type

TLS Connection Type

u

Avaya_Trunk_S|

AvayaSBCClient ¥

MNone

hd

® suBD O PORTID © MAPPING

@ suBD O PORTID O MAPPING

9.3.6. Server Configuration — AT&T

Note — The AT&T IPFR-EF service may provide a Primary and Secondary Border Element. This
section describes the connection to a single Border Element. See Addendum 1 for information on
configuring Primary & Secondary IPFR-EF Border Elements.

Repeat the steps in Section 9.3.5, with the following changes.
Step 1 - Enter a Profile Name (e.g., ATT_SC) and select Next.
Step 2 - The Add Server Configuration Profile - General window will open (hot shown).

UDP Port: 5060
Select Next.

Select Server Type: Trunk Server
IP Address: 10.10.10.10 (AT&T Border Element IP address)
Supported Transports: Check UDP

Step 3 - The Add Server Configuration Profile - Advanced window will open.
e Select ATT_Trunk_SI (created in Section 9.3.2), for Interworking Profile.
e In the Signaling Manipulation Script field select Remote_Address_and_Maxptime
(see Section 2.2, Items 3 & 6, and Section 9.3.9).

e Select Finish.
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Server Configuration: ATT_SC
Add [ Rename H Clone H Delete ]
General Authentication || Heartbeat | | Advanced ‘
ATT_SC -
Server Type Trunk Server
SM_Trunk_SC IP Addresses / FQDNs 10401010
Supported Transports UDpP
UDP Port 5060
Edit Server Configuration Profile - Advanced X
Enable DoS Protection
Enable Grooming Fl
Interworking Profile ATT_Trunk_5SI w
Signaling Manipulation Script Remote_Address_and_Maxptime N
UDP Connection Type @ suBiD © PORTID O MAPPING

9.3.7. Topology Hiding — Avaya Side

The Topology Hiding hides the topology of the enterprise network from external networks.
Step 1 - Select Global Profiles = Topology Hiding from the menu on the left-hand side (not

shown).
Step 2 - Click default profile and select Clone Profile (not shown).
Step 3 - Enter Profile Name: (e.g., Avaya TH)
Step 4 - For the Header To,

e In the Criteria column select IP/Domain

e Inthe Replace Action column select Overwrite

e Inthe Overwrite Value column enter customera.com
Step 5 - For the Header Request Line,

e Inthe Criteria column select IP/Domain

e Inthe Replace Action column select Overwrite

e Inthe Overwrite Value column enter customera.com
Step 6 - For the Header From,

e Inthe Criteria column select IP/Domain

e Inthe Replace Action column select Overwrite

e Inthe Overwrite Value column enter customera.com
Step 7 - Use default values for rest of the fields.
Step 8 - Click Finish.
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Dashboard *~  Topalogy Hiding Profiles: Avaya_TH
Administration Add [ Rename ][ Clone ][ Delete ]
Backup/Restore
System Management 1P I;rE;'IES 9 Click here to add a description.
> Global Parameters default Topology Hiding
4+ Global Profiles
i Criteria Replace Action Overwrite Value
Domain DoS
. Request-Line IP/Damain Overwrite customera.com
Fingerprint Avaya TH 4
Server Interworking Refer-To IP/Damain Overwrite customera_com
Phone Interworking To IP/Domain Ovenrite customera.com
Media Forking From IP/Damain Overwrite customera_com
Routin
g Via IP/Domain Auto
Server Configuration
s Referred-By IP/Domain Ovenwrite customera.com
Topelogy Hiding
Signaling SDP IP/Domain Auto
Manipulation Record-Route IP/Domain Auto
URI Groups
> SIP Cluster
> _Diamain Palicie

9.3.8. Topology Hiding — AT&T Side

Step 1 - Repeat the steps in Section 9.3.7, with the following changes:
e Enter Profile Name: (e.g., ATT_TH).
e Leave all values at default.

Topology Hiding ‘
Header Criteria Replace Action Overwrite Value
Request-Line IP/Damain Auto
Refer-To IP/Domain Auto
To IP/Domain Auto
From IP/Domain Auto
Via IP/Domain Auto
Referred-By IP/Domain Auto
SDP IP/Domain Auto
Record-Route IP/Domain Auto

9.3.9. Signaling Manipulations
The Avaya SBCE can manipulate inbound and outbound SIP headers. In the reference
configuration the following signaling manipulation scripts are used:
e To add the Diversion header for Experience Portal (see Section 2.2, Item 7).
e To remove the SendOnly parameter sent by Communication Manager in a Relnvite (to
signal a Hold state), causing the IPFR_EF service to respond with SendRecv in their 2000K
response (see Section 2.2, Item 6a).

Note — This issue was fixed by the IPFR-EH network on 7/13/14 (see Section 2.2, Item
6b). Therefore, this signaling manipulation is no longer required, however it is included
below for informational purposes.
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e Toremove Remote-Address headers sent by the Avaya SBCE, (see Section 2.2, Item 2).
e To add the ptime=30 parameter to the maxptime=30 parameter sent by AT&T (see Section
2.2, Item 5).

Note — The use of Signaling Manipulation scripts demands higher processing requirements.
Therefore, this method of header manipulation should only be used in cases where the use of
Signaling Rules (Section 9.4.3) does not meet the desired result. Refer to [12] for information on
the Avaya SBCE scripting language.

9.3.9.1 Add Diversion Header

This script is applied to the SM_Trunk_SC Server Configuration in Section 9.3.5.
Step 1 - Select Global Profiles = Signaling Manipulation from the left hand menu (not shown).
Step 2 - Click Add Script (not shown) and the script editor window will open.
Step 3 - Enter a script name in the Title box (e.g., CPE_EP_Diversion_Sendonly). The following
script is defined. Note that AT&T requires that an IPFR-EF DID number assigned to the CPE, is
specified in the Diversion header. In this example 7325553170 is used:

e User field = An IPFR-EF telephone number assigned to the CPE, (e.g., 7325553170).

e Host field = The public (B1) IP address of the Avaya SBCE, (e.g., 10.10.10.12).

Title |CPE_EP_Diversion_Sendonly

J/hdd diversion header to EP redirect call. Add to CPE side.
within session "INVITE"™

" act on request where 3$DIRECTION="INBCOUND" and 3ENTRY POINT="FRE ROUTING"

if({exists ($HEADERS ["Diversion™] [1]))tchen

fFvar="Diversion exists";
H

else

$HEADERS["Diversion"] [1] = "sip:73273731708";
append ($HEADERS ["Diversion™] [1], "10.10.10.12");
H
i
H

Step 4 — Leaving the editor window open, proceed to Section 9.3.9.2.

9.3.9.2 Remove the SendOnly Parameter

Note — This issue was fixed by the IPFR-EH network on 7/13/14 (see Section 2.2, Item 6b).
Therefore, this signaling manipulation is no longer required, however it is included below for
informational purposes.

This script is also applied to the SM_Trunk_SC Server Configuration in Section 9.3.5.

Step 1 — Continuing with the script editor from Section 9.3.9.1 above, enter the additional script
parameters highlighted below, then click on Save. The script editor will test for any errors, and the
window will close.
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Title |CPE_EP_Diversion_Sendonly

//Add diversion header to EP redirect call. ARdd to CPE side.

within session "INVITE"

" act on request where 3FDIRECTICON="INECUND" and 3IENTRY POINT="PRE ROUTING"

if (exists (3HEADERS["Diversion™] [1]))then
- f$var="Diversion exists";
else

$HFEADERS["Diversion"][1] = "=ip:T7327373170&";
append (3HEADERS ["Diversion™) [1], "10.10.10.12");

¥
¥

//Remove SendOnly due to AT&T Inactive response (E-IPFR). Apply to CPE side.
Within session "ALL"
: aCT 0N reguest where FDIRECTION="INBOUND" and $ENTRY POINT="PRE RCOUTING"
: %ft%SDlejj”s”jj”m"jjlj.ATTRIBUTES:”sendonly":jlj="”] then
: remove (3S5DE[1] ["s"] ["m"] [1] .ATTRIBUTES ["sendonly™] [1]):
, i
}
Within session "ALL"
: 2ct on response where 3FDIRECTION="INBCUND" and 3IENTRY POINT="PRE_ ROUTING"
: %ft%SDlejj"s"jj"m"jjlj.ATTRIBUTES:"sendonly":j1j=""j then

remove ($SDP[1] ["s"] ["m"] [1] .ATTRIBUTES ["sendonly™] [1]):

}

9.3.9.3 Remove Remote-Address header
\ Note — Steps 1-3 are not required if Avaya SBCE load Q16 is used.

This script is applied to the ATT_SC Server Configuration in Section 9.3.6.

Step 1 - Select Global Profiles = Signaling Manipulation from the left hand menu (not shown).

Step 2 - Click Add Script (not shown) and the script editor window will open.

Step 3 - Enter a script name in the Title box (e.g., Remote_Address_and_Ptime). The following

script is defined:

Title |ATT_Remaote_Addr_EP_Ptime

within session "ALL"™

) remove (3HEADERS ["Remote-Addre=s="] [1]) :

/7 Remove Bemote-Address header added by SBCE. Lpply to AT&ET =ide.

" act on message where IDIRECTICH="OQOUIBOUND" and 3ENTRY POINT="POST ROUTING"

}
}
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Step 4 — Leaving the editor window open, proceed to Section 9.3.9.4.

9.3.9.4 Add Ptime=30 to Maxptime=30

Note — If the script specified in Section 9.3.9.3 is not required, then only the script below is applied
to the ATT_SC Server Configuration in Section 9.3.6.

Step 1 — Continuing with the script editor from Section 9.3.9.3 above, enter the following, then
click on Save. The script editor will test for any errors, and the window will close.

Title [ATT_Remote_Addr_EP_Ptime Save

J// Remowve Remote-Lddress header added by SBCE. Lpply to AT&T =side.
wit{,'ﬂin session "ALL"
' EC§ on message where ¥DIRECTION="COUTBOUND" and 3%ENTRY POINT="PCST_ROUTING"
) remowve (3HEADERS [ "Remote—-Address™] [1]) ;

}
H

//Rhdd ptime:30 to ATET maxptime:30 in calls to EP

within session "ALL"
act on regquest where IDIRECTICON="INBOUND" and 3ENTRY POINT="PRE RCOUTING"

$5DP[1] ["="] ["m"] [1] .ATTRIBUTES ["prime"] [1]="30";

}
}

9.4. Domain Policies

The Domain Policies feature allows users to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication sessions
originating from or terminating in the enterprise.

9.4.1. Application Rules
Step 1 - Select Domain Policies = Application Rules from the menu on the left-hand side (not
shown).
Step 2 - Select the default Rule (not shown).
Step 3 - Select the Clone button (not shown), and the Clone Rule window will open.
e Inthe Clone Name field enter SIP_Trunk_AR
e Click Finish.
Step 4 - Select the SIP_Trunk_AR rule just created (not shown).
e Click the Edit button. The Editing Rule screen will be displayed.
e Inthe Voice row:
o Change the Maximum Concurrent Sessions to 2000
o Change the Maximum Sessions per Endpoint to 2000
e Click on Finish.
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Dashboard Application Rules: SIP_Trunk_AR
Administration [Fiter By Device.. =
Backup/Restore

T
System Management pgll‘c‘:swcn Click here to add a description.
default Application Rule

> Global Parameters

> Global Profiles
default-trunk S _ Maximum Concurrent  Maximum Sessions
4 SIP Cluster G D Sessions Per Endpoint
Cluster Proxy default-subsc.. Audie 2000 2000
4 Domain Policies default-subsc...
A Video O O
Applicati Rul
Pplication Rules default-server
Border Rules I o o
Media Rules default-server
Securiy Rules
Signaling Rules RemateWork CDR Support None
Time of Day Rules 2
default-trunis_.. RTCP Keep-Alive Mo
End Point Policy
Groups

Dalinine

9.4.2. Media Rules

The following Media Rule will be applied to both the Avaya and AT&T connections and therefore,
only one rule is needed.
Step 1 - Select Domain Policies = Media Rules from the menu on the left-hand side menu (not
shown).
Step 2 - The Media Rules window will open (not shown). From the Media Rules menu, select the
default-low-med rule
Step 3 - Select Clone button (not shown), and the Clone Rule window will open.
¢ Inthe Clone Name field enter Trunk_low_med MR
e Click Finish. The newly created rule will be displayed.
Step 4 - Highlight the Trunk-low-med_MR rule just created (not shown):
Select the Media QOS tab.
Click the Edit button and the Media QOS window will open.
Check the Media QOS Marking field is Enabled.
Select the DSCP box.
Audio: Select AF11 from the drop-down.
Video: Select AF11 from the drop-down.
Step 5 - Click Finish. The completed Media Rules screen is shown below.

Session Border Controller for Enterprise AVAYA
Phone Interworking #~|  Media Rules: Trunk_low_med_MR
Media Forking TE
Routin,

:
Server Configuration
defaultl d N
Topology Hiding Media NAT | ‘ Media Encryption | ‘ Media Anomaly ‘ ‘ Media Silencing | Media QoS |
Signaling default-low-m
.
anipulation d
efault-high

URI Groups RTCP Enabled ]

. SIP Cluster default-high-enc

4 Domain Policies avaya-low-me..
Application Rules Trunk_low ... Enabled
Border Rules default SRT.. QoS Type DSCP
Media Rules
Security Rules default-low-m Audio QoS
Signaling Rules Audia DSCP AF11
Time of Day Rules
End Point Policy
Groups Video DSCP AF11
Session Policies — =

Edit
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9.4.3. Signaling Rules

In the reference configuration, Signaling Rules are used to define QOS parameters, as well as to
remove unwanted SIP headers (see Section 2.2, Item 1).

Note — SIP headers may also be blocked by the Signaling Manipulation function (see Section
9.3.9). However, Signaling Rules are a more efficient use of Avaya SBCE resources.

9.4.3.1 Avaya — Signaling QOS

Step 1 - Select Domain Policies = Signaling Rules from the menu on the left-hand side menu

(not shown).

Step 2 - The Signaling Rules window will open (not shown). From the Signaling Rules menu,
select the default rule.
Step 3 - Select the Clone button and the Clone Rule window will open (not shown).
¢ Inthe Rule Name field enter Avaya_SR
e Click Finish. The newly created rule will be displayed.
Step 4 - Highlight the Avaya_SR rule created in step 4 and enter the following:

Select Value

Select the Signaling QOS tab.
Click the Edit button and the Signaling QOS window will open.
Verify that Signaling QOS is selected.
Select DCSP.

= AF11.

Step 5 - Click Finish. The completed Signaling Rules screen is shown below.

Phone Interworking
Media Forking
Routing

Server Configuration
Topology Hiding

Signaling
Manipulation

URI Groups

> SIP Cluster

4 Domain Policies
Application Rules
Border Rules
Iedia Rules
Security Rules
Signaling Rules

Session Border Controller for Enterprise

#|  Signaling Rules: Avaya_SR

Add

default
No-Content-T..
ATT_SR

Avaya_SR

Filter By Device...

AVAYA

[ Rename ][ Clone ][ Delete ]

Signaling Rules Click here to add a description.
Head

anf’zﬂlqequests ‘ | Responses | ‘ Request Head | |
QoS | UCID |

Signaling QoS
QoS Type DSCP
DSCP AF11
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9.4.3.2 AT&T - Signaling QOS Tab

Step 1 - Repeat the steps in Section 9.4.3.1, with the following changes:
e After cloning the default rule (not shown), name the rule: ATT_SR
e Specify the same parameters used in Section 9.4.3.1.

9.4.3.3 Avaya — Request Headers Tab — Removal of Unwanted SIP Headers

The following Signaling Rules remove SIP Request headers (e.g., Invites) sent by Communication
Manager, (or other components of the CPE), that are either not supported or required by AT&T, or
headers that may contain internal CPE information.

Note — In configurations that include Avaya Aura® Session Manager, History-Info headers are
removed by Session Manager (see Section 4.3). Alternatively they may be removed by
Communication Manager (see Section 5.8), or removed here.

Use the following steps to remove the P-Location header from Invites:
Step 1 - Select Domain Policies from the menu on the left-hand side menu (not shown).
Step 2 - Select Signaling Rules (not shown).
Step 3 - From the Signaling Rules menu, select the default rule.
Step 4 - Select Clone Rule button
e Enter a name: Avaya_SR
e Click Finish
Step 5 - Highlight and edit the Avaya_SR rule created in Step 4 and enter the following:
e Select the Add In Header Control button (not shown). The Add Header Control
window will open.
Select the Request Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
In the Header Name field, enter P-Location.
From the Method Name menu select Invite.
For Header Criteria select Forbidden.
From the Presence Action menu select Remove Header.
Step 6 - Click Finish

Proprietary Request Header
Header Name P-Location
Method MName INVITE hé
@ Forbidden
Header Criteria ' Mandatory
(@ Optional
Remove header v
Presence Action
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Step 7 - Repeat Steps 5 through 6 to create a rule to remove the P-Location header from ACKs.
e Verify the Proprietary Request Header box is checked.
e From the Header Name menu select Alert-Info
e From the Method Name menu select Ack.
Step 8 - Repeat Steps 5 through 6 to create a rule to remove the Alert-Info header.
e Verify the Proprietary Request Header box is unchecked.
e From the Header Name menu select Alert-Info
Step 9 - Repeat Steps 5 through 6 to create a rule to remove the Endpoint-View header.
e Check the Proprietary Request Header box.
e Inthe Header Name field, enter Endpoint-View.
Step 10 - Repeat Steps 5 through 6 to create a rule to remove the AV-Correlation-1D header.
e Check the Proprietary Request Header box.
e Inthe Header Name field enter AV-Correlation-ID.
Step 11 - Repeat Steps 5 through 6 to create a rule to remove the AV-Global-Session-1D header.
e Check the Proprietary Request Header box.
e Inthe Header Name field enter AV-Global-Session-1D
e From the Method Name menu select ALL.
Step 12 - Repeat Steps 5 through 6 to create a rule to remove the P-AV-Message-ID header.
e Inthe Header Name field enter P-AV-Message-1D
e From the Method Name menu select ALL.

The completed Request Headers form is shown below. Note that the Direction column says IN.

Dashboard Signaling Rules: Avaya_SR
Administration

Add Filter By Device... [ Rename ” Clone ” Delete ]
Backup/Restore

Signaling Rules
System Management Click here to add a description.
default
> Global Parameters equests | | Responses | Request Headers || Head H Signali
> Global Profiles Mo-Content-T ucip

» SIP Cluster ATT_SR [ Add In Header Control | [ Add OutHeader Control
4 Domain Policies
Avaya_SR o name  Method  Header . - .
Application Rules — Row  Header Name Name Criteria Action  Proprietary Direction
Border Rules 4 AV-Correlation- INVITE  Forbidden Eemove Yes N Edit Delete
; eader
Media Rules
Security Rules AV-Global- - Remaove
ty 2 o ) ALL Forbidden T Yes IN Edit Delete
Signaling Rules
Time of Day Rules 3 Aletnfo INVITE ~ Forbidden Egm‘f No IN Edit Delete
End Point Palicy R
Groups 4  Endpoint-View  INVITE Forbidden Hg;’;“e"f Yes IN Edit Delete
Session Policies
P-AV-Message- . Remove .
- TLS Management 5 D ALL Forbidden Header Yes IN Edit Delete
> Device Specific Settings
P g 6  PLocation ACK  Forbidden heMO™  veg IN Edt Delete
7 P-Location INVITE  Forbidden Eg;’fé‘f Yes N Edit Delete
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9.4.3.4 Avaya — Response Headers Tab — Removal of Unwanted SIP Headers

The following Signaling Rules remove SIP Response headers (e.g., 1xx and/or 2000k) sent by
Communication Manager, that are either not supported or required by AT&T, or are headers that
may contain internal CPE information.
Step 1 - Highlight the Avaya_SR rule created in Section 9.4.3.1, and using the same procedures
shown in Section 9.4.3.3, remove the P-Location header from 1xx responses:
e Select the Response Headers tab (not shown).
e Check the Proprietary Request Header box.
e Inthe Header Name field, enter P-Location.
e From the Response Code menu select 1xx.
e From the Method Name menu select Invite.
e For Header Criteria select Forbidden.
e From the Presence Action menu select Remove Header.
e Click Finish
Step 2 - Repeat Step 1 to create a rule to remove the P-Location header from 2xx responses.
e From the Response Code menu select 2xx.
Step 3 - Repeat Step 1 to create a rule to remove the Endpoint-View header from 1xx responses.
e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
Step 4 - Repeat Step 3 to remove Endpoint-View headers from 2xx responses.
e From the Response Code menu select 2xx.
Step 5 - Repeat Step 1 to create a rule to remove the P-AV-Message-1D header from 1xx
responses.
e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
e From the Method Name menu select ALL.
Step 6 - Repeat Step 5 to remove P-AV-Message-1D headers from 2xx responses.
e From the Response Code menu select 2xx.
Step 7 - Repeat Step 1 to create a rule to remove the AV-Global-Session-1D header from 1xx
responses.
e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
e From the Method Name menu select ALL.
Step 8 - Repeat Step 7 to remove AV-Global-Session-1D headers from 2xx responses.
e From the Response Code menu select 2xx.
Step 9 - Repeat Step 1 to remove Remote-Party-1D headers from 1xx and 2xx responses.
Do not check the Proprietary Request Header box.
In the Header Name field, enter Remote-Party-ID.
From the Response Code menu select 1xx.
From the Method Name menu select ALL.
Step 10- Repeat Step 9 to remove Remote-Party-1D headers from 2xx responses.
e From the Response Code menu select 2xx.
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The completed Response Headers form is shown below. Note that the Direction column says IN.

Signaling Rules: Avaya_SR

Add |F|Iter By Device...

Signaling Rules Click here to add a description.

default
General | ‘ R

4. R,
p

D,
4

d

| Repore s

5

o

Mo-Content-Type-...

ATT_SR

Row Header Name

Avaya_SR
1 AV-Global-Session-ID
2 AV-Global-Session-ID
3 Endpoint-View

4 Endpoint-View

5 P-AV-Message-Ild

6 P-AV-Message-Ild

7 P-Location

8 P-Laocation

9 Remote-Party-1D

Remote-Party-1D

Response

Code

1XX

2XX

1XX

26X

1XX

2XX

XX

2XX

1XX

20X

Method
Name

ALL

ALL

INVITE

INVITE

ALL

ALL

INVITE

INVITE

ALL

ALL

Header

Criteria

Forbidden

Forbidden

Forbidden

Forbidden

Forbidden

Forbidden

Forbidden

Forbidden

Forbidden

Forbidden

[ Add In Header Control ” Add Out Header Control ]

Action

Remove
Header

Remove
Header

Remove
Header

Remove
Header

Remave
Header

Remove
Header

Remove
Header

Remove
Header

Remove
Header

Remove
Header

[ Rename ” Clone ” Delete ]
gnaling Qos || uciD |
Proprietary Direction

IM Edit Delete
IN Edit Delete
IN Edit Delete
IN Edt Delete
1N Edit Delete
IN Edit Delete
IN Edt Delete
IN Edit Delete
IN Edit Delete
IN Edit Delete

9.4.4. Endpoint Policy Groups — Avaya Connection
Step 1 - Select Domain Policies = End Point Policy Groups from the menu on the left-hand side

(not shown).
Step 2 - Select Add Group, and enter the following:
Name: Avaya_default-low_PG
Application Rule: SIP_Trunk_AR (created in Section 9.4.1)

Step 3 -

JF; Revi

SPOC 10/9/2014

Border Rule: default

Media Rule: Trunk_low_med_MR (created in Section 9.4.2)

Security Rule: default-low

Signaling Rule: Avaya SR (created in Section 9.4.3)

Time of Day: default
Select Finish (not shown)
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= SIP Cluster

Policy Groups: Avaya_default-low_PG

< Domain Policies Add

‘ Filter By Device

~ [ Rename ][ Clone ][ Delete ]

Application Rules

Policy Groups

Border Rules

default-low
Media Rules
Security Rules avaya-def-lo...
Signaling Rules avaya-def-hig__

Time of Day Rules

End Point Policy
Groups

avaya-def-hig..

ATT_default-l..

Session Policies Avaya_defa...

Policy Group

Click here to add a description.

Hover over a row to see its description_

Time of

Order Day

Border Media

Application

Security  Signaling

1 SIP_Trunk AR default Trunk_low_med MR S22 aaya SR default  Edit

9.4.5. Endpoint Policy Groups — AT&T Connection
Step 1 - Repeat steps 1 through 4 from Section 9.4.4 with the following changes:

Group Name: ATT _default-low_PG
Signaling Rule: ATT_SR (created in Section 9.4.3)
Step 2 - Select Finish (not shown)

Policy Groups: ATT_default-low_FPG

Add |Fi\ter By Device...

Rename ][ Clone ][ Delete

Policy Groups

default-low

default-low-enc

Click here to add a description.

Hover over a row to see its description.

1 SIP_Trunk_AR  default Trunk_low_med MR 02fUI ATT SR gefault  Edit

Policy Group
default-med
avaya-def-lo_.
avaya-def-hig . Order Application
avaya-def-hig..
ATT_default... :

Time of

Border Day

Media

Security Signaling

9.5. Device Specific Settings
9.5.1. Network Management

Step 1 - Select Device Specific Settings from the menu on the left-hand side
Step 2 - Select Network Management and the Network Configuration tab. The network
interfaces are defined during installation. However they may be modified, via this tab.

Dashboard
Administration

Network Management: SBCE

Backup/Restore

System Management

SBCE

> Global Parameters
Global Profiles

SIP Cluster

3

3

Network Configuration ‘ | Interface Configuration

s or deletions of an IP address or its associated data require an application restart before taking effect. Application restarts

d from System Management

4 Device Specific Seftings

A1 Netmask A2 Netmask B1 Netmask B2 Netmask
 Domain Policies |255255.255.G | | | ‘255.255.255.240 ‘ ‘ ‘
> TLS Management Add

IP Address Public IP Gateway
Network
Management [192.168.70.120 || | [192.168.70.1 | (a1 ¥ Delete
WMedia Interface [10.10.10.10 | | [10.10.101 | [B1 ~| Delete

Signaling Interface

Step 3 - In addition, the provisioned interfaces may be enabled/disabled via the Interface
Configuration tab (note that the A2 and B2 interfaces are not supported at this time).
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Network Management: SBCE

Network Configuration Interface Configuration

SBCE Administrative Status
Al Enabled Toggle
A2 Disabled Toggle
B1 Enabled Toggle
B2 Disabled Toggle

9.5.2. Advanced Options

In Section 9.5.3, the media UDP port ranges required by AT&T are set (16384 — 32767). By

default part of this range is already allocated by the Avaya SBCE for internal use (22000 - 31000).

The following steps reallocate the port ranges used by the Avaya SBCE so the range required by

AT&T can be used.

Step 1 - Select Device Specific Settings = Advanced Options from the menu on the left-hand
side (not shown).

Step 2 - Select the Port Ranges tab.

Step 3 — In the Signaling Port Range row, change the range to 12000 — 16000.

Step 4 - In the Config Proxy Internal Signaling Port Range row, change the range to 42000 —
51000.

Step 5- Scroll to the bottom of the window and select Save (not shown).

[pasmooard Advanced Upfions. SBCE
Rdministration

Backup/Restore !
Devices CDR Listing | | Feature Control | [ SIP Options |  Port Ranges | [ RTCP Monitoring |

Bystem Management
Global Parameters

Changes to the settings below require an application restart before taking effect. Application restarts can be issued from System

Global Profiles Management

SIP Cluster Port Range Configuration
Domain Policies
Signaling Port Range 12000 |-|16000

Config Proxy Internal Signaling Port Range 42000 |-(51000

TLS Management
Device Specific Settings

1]

Network Management

Media Interface

Signaling Interface Listen Port Range 9000 - (9999
Signaling Forking
End Point Flows

HTTP Port Range -1DDDD -
Session Flows ¢
Relay Services
SNMP 0CS FTP Listen Part Range 6891 |-[6801
Syslog Management
Advanced Options OCS Alternate FTP Listen Port Range 11175 [-|11185
» Troubleshooting

9.5.3. Media Interfaces

The AT&T IPFR-EF service specifies that customers use RTP ports in the range of 16384 — 32767.
Both inside and outside ports have been changed to this range, but only the outside is required by
the AT&T IPFR-EF service.

Step 1 - Select Device Specific Settings 2 Media Interface from the menu on the left-hand side
(not shown).
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Step 2 - Select Add (not shown). The Add Media Interface window will open. Enter the

following:
e Name: Inside_Trunk_MI
e IP Adrress: 192.168.70.120 (Avaya SBCE Al address)
e Port Range: 16384 - 32767

Step 3 - Click Finish (not shown).

Step 4 - Select Add (not shown). The Add Media Interface window will open. Enter the

following:
e Name: Outside_Trunk_MI
e IP Address: 10.10.10.12 (Avaya SBCE B1 address)
e Port Range: 16384 - 32767

Step 5 - Click Finish (not shown).

Administration

Media Interface: SBCE

Media Interface

Backup/Restore
System Management

> Global Parameters SBCE

> Global Profiles
> SIP Cluster

> Domain Policies
Name Media IP

Inside_Trunk_MI 192.168.70.120

> TLS Management

4 Device Specific Settings
10101012

Network Management Outside_Trunk_MI

Modifying or deleting an existing media interface will require an application restart before taking

effect. Application restarts can be issued from System Management.

Port Range
16384 - 32767
16384 - 32767

Add

Edit Delete

Edit Delete

filedia interface

9.5.4. Signaling Interface

Step 1 - Select Device Specific Settings = Signaling Interface from the menu on the left-hand

side (not shown).
Step 2 - Select Add (not shown) and enter the following:
e Name: Inside_Trunk_SI
IP Address: 192.168.70.120 (Avaya SBCE Al address)
e TCP Port: 5060
Step 3 - Click Finish (not shown).
Step 4 - Select Add again, and enter the following:
e Name: Outside_Trunk_SI
e IP Address: 10.10.10.12 (Avaya SBCE B1 address)
e UDP Port: 5060
Step 5 - Click Finish (not shown).

CACRUDTTESTOTE

Signaling Interface: SBCE

Signaling Interface

System Management
> Global Parameters
> Global Profiles Devices

- SIP Cluster SBCE
- Domain Policies

TCP
Port

Signaling IP

> TLS Management

|« Device Specific Settings

TS
Port

TLS Profile

Add

JF; Reviewed:
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Network Management Qutside_Trunk_SI 10101012 5060 — None Edit Delete
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Signaling Interface
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9.5.5. Endpoint Flows — Avaya

Step 1 - Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side
(not shown).

Step 2 - Select the Server Flows tab (not shown).

Step 3 - Select Add, (not shown) and enter the following:

Name: SM_Trunk

Server Configuration: SM_Trunk_SC (Section 9.3.5)

URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Outside_Trunk_SI (Section 9.5.4)
Signaling Interface: Inside_Trunk_SI (Section 9.5.4)
Media Interface: Inside_Trunk_MI (Section 9.5.3)
End Point Policy Group: Avaya_default-low_PG (Section 9.4.4)
Routing Profile: To ATT _RP (Section 9.3.4)
Topology Hiding Profile: Avaya TH (Section 9.3.7)

File Transfer Profile: None

Step 4 - Click Finish.

JF; Reviewed:
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Edit Flow: SM_Trunk X
Flow Mame ISM_Trunk

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topolegy Hiding Profile

File Transfer Profile

SM_Trunk_SC w

* w

* A

Outside_Trunk_SI
Inside_Trunk_5I +
Inside_Trunk_MI R
Avaya_defaultlow_PG A
To_ATT_RP R
Avaya_TH hd

MNone
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9.5.6. Endpoint Flows — AT&T

Step 1 - Repeat steps 1 through 4 from Section 9.5.5, with the following changes:

Name: ATT

Server Configuration: ATT_ SC (Section 9.3.6).

URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Inside_Trunk_SI (Section 9.5.4).
Signaling Interface: Outside_Trunk_SI (Section 9.5.4).
Media Interface: Outside_Trunk_MI (Section 9.5.3).

End Point Policy Group: ATT_default-low_PG (Section 9.4.5).

Routing Profile: To_SM_RP (Section 9.3.3).
Topology Hiding Profile: ATT_TH (Section 9.3.8).

File Transfer Profile: None

Step 2 - Click Finish.

Edit Flow: ATT_VIT X
Flow Name ATT,

Server Configuration
URI Group

Transport

Remaote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

ATT_SC M

* "

* "

Inside_Trunk_SI
Outside_Trunk_SI »
Qutside_Trunk_MI v
ATT_defaultlow_PG v
To_SM_RP -
ATT_TH ~

MNone

The completed End Point Flows screen is shown below.
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End Point Flows: SBCE

Subscriber Flows | | Server Flows |
R

SBCE Add b

Click here to add a row description.

Server Configuration: ATT_ 5C 1
URI Received

End Point
Signaling Interface Policy Routing Profile
Group

Priority  Flow Name Group .

ATT - Inside_Trunk_S|  Outside_Trunk 81 41188808 ro opy g view Clone Edit Delete

Server Configuration: SM_Trunk_SC

URI Signaling End Point

Routing Profile

Priority Flow Name e Received Interface e Policy Group

SM_Trunk ® Qutside_Trunk_SI  Inside_Trunk_SI ﬁ;iy;’aj_gefauh To_ATT_RP View Clons

£

10. Verification Steps

The following steps may be used to verify the call flow via the reference configuration:

10.1. Telephony

1. Place an inbound call to Experience Portal application, verify the use of DTMF signaling
and verify that two-way talkpath exists. Interact with the Experience Portal prompts and
verify that the call remains stable for several minutes and disconnect properly.

2. Place an inbound call to Experience Portal application, verify the use of DTMF signaling
and verify that the call is successfully transferred to a Communication Manager Agent and
two-way talkpath exists between the caller and the Agent. Verify that the calls remain stable
for several minutes and disconnect properly.

3. Verify that Refer call processing between Experience Portal and the Avaya SBCE, or Refer
processing between Experience Portal and the IPFR-EF service, performs correctly®.
Verify basic call functions such as hold, transfer, and conference.

Place an inbound call to an enterprise Agent station, but do not answer the call. Verify that
the call covers to Avaya Aura® Messaging voicemail. Retrieve the message from Avaya
Aura® Messaging either locally or from PSTN.

ok~

8 See Section 2.2, Item 4
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10.2. Experience Portal

Reports may be generated by Experience Portal to show status of Applications, Sessions, etc. In
addition, status of Proactive Outreach Manager (POM) campaigns may be displayed as well.

Avaya Aura® Experience Portal 7.0 (ExperiencePortal)

4l | ©
* User Management
Rales Standard Reports
Users
Login Cptions
~ Real-time Monitoring
Systerm Monitor

Horme

Use this page to generate standard reports, Click on the report name to edit the filter values and column selections and generate the report,

Active Calls Report Mame ¥iew Report]
Part Distribution Application Summary |g=)
~ System Maintenance —
Audit Log Viewer Application Detail =/
Trace.\.-'iewer Contact Surnrnary | @ |
Log Miewer f—
Alarm Manager Contact Detail L]
~ System Management —
Application Server Performance =)
e Session Surnrnary ||
MPP Manager —
Software Upgrade Session Detail ||
Systemn Backup —
~ System Configuration Data Export =
Applications POM Carnpaign Detail (6]
EPM Servers —
MPP Servers POM Carnpaign Pararneters History ||
SHMP POM Carmpaign Surnrnary ||
Speech Servers —
WoIP Connections POM Completion Code Surnmmary | |
Zones —
~ Security POM Completion Code Trend &)
Ealilietias POM Contact List Import Detail (6]
Licensin —
¥ Hepo POM Contact List Irmport Surnmaty | @ |
Standard —
Custom EOM DHC Import Details |o=)
Scheduled
POM DMC T [ad] i
+ Multi-Media Configuration QRO Sdmman =
Email PoM Individual Import Details 6]
SME
- POM
POM Home m
POM Monitor

10.3. Avaya Aura® Communication Manager

The following examples are only a few of the monitoring commands available on Communication
Manager. See [7] for more information.

SIP trunk activity may be monitored by selecting a Trunk Access Code (TAC) associated with a
particular SIP trunk. In the reference configuration the SIP trunk used for AT&T access is trunk 2
(see Section 5.8.1). This trunk is assigned TAC code 602.

e From the Communication Manager console connection enter the command list trace tac
XXX, Where xxx is a trunk access code defined for the SIP trunk to AT&T (e.g., 602). Then
place the inbound call. The sample output is shown below.

Note that Session Manager has already converted the IPFR-EF DNIS number specified in
the AT&T Invite Request URI, to the Communication Manager extension 19001, before
sending the Invite to Communication Manager.

e Similar Communication Manager call status commands are, list trace station x, list trace
vdn x, and list trace vector x. Other useful commands are status trunk x and status station
X.
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list trace tac 602
LIST TRACE
time data

Page 1

15:55:06 TRACE STARTED 04/19/2013 CM Release String cold-02.0.823.0-20396

15:55:16 SIP<INVITE sip:19001Qcustomera.com SIP/2.0

15:55:16 Call-ID: SDu4hje01-947£d2711d49d82d40832fa4563d2145-cgg
15:55:16 70k0

15:55:16 active trunk-group 2 member 1 cid 0x2e9

15:55:16 SIP>SIP/2.0 180 Ringing

15:55:16 Call-ID: SDu4hje01-947£d2711d49d82d40832fa4563d2145-cgg
15:55:16 70k0

15:55:16 dial 19001

15:55:16 ring station 19001 cid 0x2e9

15:55:16 G711MU ss:off ps:20

rgn:1 [192.168.67.75]:18828

rgn:1 [192.168.67.50]:16388
15:55:16 G729B ss:off ps:30

rgn:2 [192.168.67.120]:16388

rgn:1 [192.168.67.50]:16392

15:55:16 xoip options: fax:T38 modem:off tty:US uid:0x5000b

xoip ip: [192.168.67.50]:16392
15:55:18 SIP>SIP/2.0 200 OK
15555316 active station 19001 cid 0x2e9

15:55:18 SIP<ACK sip:73273739400@192.168.67.202:5062; transport=tcp SI
15:55:18 SIP>INVITE sip:192.168.67.120:5060; transport=tcp;gsid=14e31

15:55:18 SIP<SIP/2.0 100 Trying
15:55:18 SIP<SIP/2.0 200 OK

15:55:18 SIP>ACK sip:192.168.67.120:5060; transport=tcp;gsid=14e31350

10.4. Avaya Aura® Session Manager

The Main and Branch Session Manager configurations may be verified via System Manager.

10.4.1. Session Manager Status

Step 1 — Using the procedures described in Section 4, access the System Manager GUI. From the

Home screen, under the Elements heading, select Session Manager.

Administrators Collaboration Environment Backup and Restore
Bulk Import and Export
Configurations

Events

Geographic Redundancy
Inventory

Lice

Replication
Reports
Scheduler

Shutdown
Software Management

Templates

O B O
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Step 2 — The Session Manager Dashboard is displayed. In the example below, Session Manager
instance sm63 is displayed.

Note that for Session Manager sm63, the Test Passed, Alarms, Service State, and Data
Replication columns, all show good status.

In the Entity Monitoring Column, the Session Manager sm63 shows that there are 0 (zero) alarms
out of the 3 Entities defined.

Home & i g x
~ Session Manager « Home / Elements / i ger / Dashboard
; ?
: Dashboard Help 2
S Session Manager Dashboard
- o This page provides the overall status and health summary of each
Administration administered Session Manager.
Communication Profile -
Session Manager Instances
Editor
} Network Configuration [Service State '] [Shutdown System < | Asof 9:57 AM
} Device and Location Filter: Enable
Configuration ) Tests Security _ Entity Active _ _ Data _
» Aoplication [] |session Manager Type |pooe [Alarms | e Service State Monitoring | Call Count Registrations Frploerm Version
Accept New
Configuration 0 sme3 Care &/ o/o/0 up Service 0/5 5 3/3 v 6.3.7.0.637008

Select : All, None

F System Status

Step 3 - Clicking on the 0/5 entry in the Entity Monitoring column for Session Manager sm63,
results in the following display.

Session Manager Entity Link Connection Status

This page displays detailed connection status for all entity links from a
Session Manager,

All Entity Links for Session Manager: smé3

Status Details for the selected Session Manager:

Summary Wiew
Filter: Enable
" 5 Conn. .
SIP Entity Name SIP Entity Resolved IP Port Proto. Deny Status Reason Code Link Status
() ACMG63 local 192.168.67.202 5061 TLS FaLSE Up 200 OK 813
(C ACM63 public 192.168.67.202 5062 TCP FaLSE Up 200 OK 813
) AA-M 192.168.67.147 5060 TCP FALSE Up 200 OK [9]3]
() A-SBCE 192.168.70.120 5060 TCP FaLSE Up 405 Methiod Mot 813
() ExPortal 192.168.67.168 5060 TCP FALSE up 200 OK up

Note - The A-SBCE Entity Reason Code column indicates that Session Manager has received a
SIP 405 Method Not Allowed response to the SIP OPTIONS it has sent to the Avaya SBCE. The
Avaya SBCE sends the Session Manager generated OPTIONS on to the AT&T Border Element.
It is the AT&T Border Element that is generating the 405, which the Avaya SBCE sends back to
Session Manager. This AT&T response is normal in the reference configuration test environment,
and is sufficient for SIP Link Monitoring to consider the link up.
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11. Avaya Session Border Controller for Enterprise

11.1. System Status

Various system conditions monitored by the Avaya SBCE may be displayed as follows.
Step 1 - Log into the Avaya SBCE as shown in Section 9.2. Across the top of the display are
options to display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents

are listed in the lower right of the screen.

Alarms  Incidents  Statistics Users

Settings

Help  Log Out

Logs Diagnostics

Session Border Controller for Enterprise

Dashboard
Administration

Dashboard

Backup/Restore
System Management
> Global Parameters
> Global Profiles

> SIP Cluster

09:55:57 AM EDT
6.2.1.Q16

‘Wed May 28 09:21:02 UTC 2014

Alarms (past 24 hours)

> Domain Policies
> TLS Management
» Device Specific Settings

Information

Refresh

AVAYA

Installed Devices

SBCE: Max forwards Exceeded

SBCE: Max forwards Exceeded

SBCE: Max forwards Exceeded

SBCE: Max forwards Exceeded

SBCE: Max forwards Exceeded

Add

Mo notes found_

11.2. Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces.

Step 1 - Navigate to UC-Sec Control Centre - Troubleshooting - Trace Settings

Step 2 - Select the Packet Capture tab and select the following:

Select the desired Interface from the drop down menu. Selecting Any will result in a trace
showing activity on both the Al (inside) and B1 (outside) interfaces.

Specify the Maximum Number of Packets to Capture (e.g., 5000). Note that the number
specified should be a best guess based on the duration of the test.

Specify a Capture Filename.

Click Start Capture to begin the trace.

Trace: SBCE

> Domain Policies

> TLS Management

4 Device Specific Settings
Network Management

Call Trace | | Packet Capture | | Captures

Packet Capture Configuration

Media Interface
Signaling Interface Ready
Signaling Forking

End Point Flows

Any ¥

Al w

pppppp

Session Flows
Relay Services
SNMP

Syslog Management

Protocol Al >~

Advanced Options 5000

< Troubleshooting

TEST.pcap

Debugging
Trace
DoS Learning

The capture process will initialize and then display the following status window. Note that the
Status will change to In Progress when the trace begins, and the screen will begin to refresh.
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Trace: SBCE
Devices Call Trace || Packet Capture H Captures ‘
A packet capture is currently in progress. This page will automatically refresh until the capture completes.

Packet Capture Configuration

SBCE

Status In Progress

Interface

-
Remate Address l:l
= ~Port. IF. IF-Fort

Protocol

Maximurn Number of Packets to Capture l:l

Capture Filename ‘
Using the nsma of an existing espture will svarwrits it

Stop Capture

Step 3 — Run the test.
Step 4 — At the conclusion of the test. Select the Stop Capture button shown above.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date and
time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file and use Wireshark to open the trace.

Trace: SBCE

Call Trace | | Packet Capture | Captures

SBCE |LastModiﬁed V||Descending V|[ Sort ” Reset ]

File Name File Size (bytes) Last Modified

TEST_20140319084529.pcap 446.464 March 19, 2014 §:46:23 AMEDT  Delete

11.3. SIP Protocol Analyzer Traces

A SIP protocol analyzer (e.g., Wireshark), may be used to monitor the SIP traffic. The following
trace sequence was taken at the Session Manager (192.168.67.47) interface, and shows
communication between it, the Avaya SBCE (192.168.70.120), and Communication Manager
(192.168.67.202). The trace shows an inbound call from the AT&T IPFR-EF service to Experience
Portal, and the subsequent redirection of the call (Refer) from Experience Portal to a
Communication Manager Agent.

e Frames 70 and 74 show the AT&T Invite path Avaya SBCE - Session Manager -

Experience Portal.

Eeoaese BERXRELE e T L|IBIE QA @®Mm:x| G

Filker: |sip v‘ Expression... Clear

Mo, Time Source Drestination Protocol Info
58 7.300 1592.168.67.168 152.168.67.47 SIP ReqUEST ! OPTIONS s5ip:192.168.67.47;Transport=t
59 7.302 192.168.67.47 1592.168.567.168 SIF Status: 200 OK
70 8.283 192.168.70.120 1592.168.67.47 SIP/SDP REquUesT: INVITE s1p:0000001050@CUSTOmMEra. COm
71l 8.284 192.168.67.47 192.168.70.120 SIF Status: 100 Trying
74 8.288 192.168.67.47 192.168.87.168 SIP/SDP Reguest: INVITE sip:7325553170@CcuUstomera. com
76 B.300 192.168.467.1468 152.168.67.47 SIP Status: 100 Trying
7o 8.316 1592.168.67.168 152.168.67.47 SIPSSDP Status: 183 Session Progress, with session des
82 §.z218 192.168.67.47 192.168.70.120 SIP/SDP status: 183 session progress, with session des
86 8.438 192.168.67.168 192.168.67.47 SIP/SDP Status: 200 ok, with session description
89 8.440 192.168.67.47 192.168.70.120 SIP/SDP Status: 200 ok, with session description
92 8.579 192.168.70.120 192.168.687.47 SIF Regquest: ACK sip:B8BBIOTO82168192.168.67.168;tra
93 8.581 192.168.67.47 192.168.687.168 SIF Reguest: ACK sip:88B555982168192.168.67.168;tra
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e After the caller makes a menu selection, Experience portal sends a Refer to the Avaya
SBCE containing the associated Communication Manager Agent/Skill VDN extension
44001 (frames 129 & 130).

03 8981 1592.168.67.47 1%2.168.67.168 SIP RequestT: ACK sip:EEBEEE5821@152.165.67.
47 Request: REFER sip:19%2.168,70.120 05
130 11. 628 1592.168.67.47 1%2.168. 70,120 SIP ReguestT: REFER s1p:1%2.168.70.120:35060;1

131 11.462% 152,168, 70.120 192,168, 67.47 SIP Status: 202 Accepted
132 11.629 1592.168.70.120 192.168.67.47 SIP/sipfrag Reguest: MNOTIFY sip:88BLLLSE21E192.168. 4
135 11.631 152.168.67.47 192.168.67.168 SIP Status: 202 Accepted
137 11.631 1592.168.67.47 192.168.67.168 SIP/sipfrag Reguest: MNOTIFY sip:88BLLE5821@192.168. 4
139 11.640 192.168.67.168 192.168.67.47 SIP Status: 200 oK
141 11.642 192.168.67.47 192,168, 70.120 SIP status: 200 OK

L=EVED TLY TEVET. TNULE] 0

[Eroup: undecoded]
= Contact: <sip:88ELEESEZ1@192. 168, 67.168; transport=tco>
= Contact-URI: sip:88305F5821@192.165.67.165; transport=tcp
Contactt-URI User Part: BB84575821
COnTtact-URI HOST Part: 192.168.67.168

L transport=tcn
Refer-To: «<sip:44001@customera. com; user=phona> |

Content-Length: O

e The Avaya SBCE generates an Invite for 44001 and it is sent from Avaya SBCE - Session
Manager - Communication Manager, where the Agent answers the call.

Refquest: INVITE sip:44001@customera. com]

144 11.761 152.168.67.47 152.168.70.120 SIP Status: 100 Trying

147 11. 764 152.168.67.47 1592.168.67. 202 SIP/SDP Reguest: INVITE sip:44001@customera.com;
150 11.7a5 162,168,667, 202 192.168.67.47 SIP Status: 100 Trying

155 11.768 192,168,667, 202 152.168.67.47 SIP/SDP Status: 180 Ringing, with session descri
158 11.770 192.168.67.47 192.168.70.120 SIP/SDP Status: 180 Ringing, with session descri
18l 11.771 152.168.70.120 1592.1a8.67.47 SIP/sipfrag Reguest: NOTIFY sip:8885555821@192.168. ¢
162 11.772 1592.168.67.47 192.168.67.168 SIP/sipfrag Reguest: MOTIFY sip:3885555821@192.168.¢
163 11.781 1562.168.67.168 192.168.67.47 SIP Status: 200 OK

165 11. 783 192.168.67.47 192,168, 70.120 SIP Status: 200 OK

187 13.738 192.168.67. 202 192.168.67.47 SIP/SOP Status: 200 oK, with sessjon description
191 15,741 192.168.67.47 192.168.70.120 SIPSSDP Status: 200 oK, with session description

12. Conclusion

As illustrated in these Application Notes, Avaya Experience Portal 7.0, Avaya Aura® Session
Manager 6.3, Avaya Aura® Communication Manager 6.3, and the Avaya Session Border
Controller for Enterprise 6.2.1 can be configured to interoperate successfully with the AT&T IP
Flexible Reach - Enhanced Features service, within the limitations described in Section 2.2.

The reference configuration shown in these Application Notes is representative of a basic enterprise
customer configuration and is intended to provide configuration guidance to supplement other
Avaya product documentation. It is based upon formal interoperability compliance testing as part
of the Avaya DevConnect Service Provider program.
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14. Addendum 1 - Redundancy to Multiple AT&T Border
Elements

The AT&T IPFR-EF service may provide multiple network Border Elements for redundancy
purposes. The Avaya SBCE can be provisioned to support this redundant configuration. Given two
AT&T Border Elements 10.10.10.10 and 10.10.10.11 (see the note in Section 3.1) the Avaya
SBCE is provisioned as follows to include the secondary trunk connection to 10.10.10.11 (the
primary AT&T trunk connection to 10.10.10.10 is defined in Section 9.3.6).

14.1. Configure the Secondary Location in Server Configuration

1. Select Global Profiles & Server Configuration from the menu on the left (not shown).
2. Select Add Profile

a) Name: ATT_Secondary_SC

b) On the General tab , select Server Type: Trunk Server

c) IP Address: 10.10.10.11 (sample address for a secondary location)

d) Supported Transports: Check UDP and UDP Port: 5060

e) Select Finish (not shown). The completed General tab is shown below.

Server Configuration: ATT_Secondary_SC

Add Rename H Clone H Delete ]

Server Profiles General ‘ | Authentication ‘ ‘ Heartbeat || Advanced

ATT_Primary_SC

Server Type Trunk Server

SM_Trunk_SC IP Addresses / FQDNs 10.10,10.11

ATT_Secondary_SC Supported Transports upP

BSM_Trunk_SC UDF Port 5060

3. On the Authentication tab:
a) Select Next (not shown)
4. On the Heartbeat tab:
a) Check Enable Heartbeat
b) Method: OPTIONS
c) Frequency: As desired (e.g., 60 seconds).
d) From URI and To URI : secondary@customera.com
e) Select Next (not shown)
5. On the Advanced Tab
a) Click Finish (not shown). The completed Heartbeat tab is shown below.

General ‘ ‘ Authentication || Heartbeat || Advanced |
Enable Heartbeat
Method OPTIONS
Frequency 60 seconds
From URI secondary@customera.com
To URI secondary@customera.com
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o

Select the Server Configuration created in Section 9.3.6 (e.g., ATT_Primary_SC)
Select the Heartbeat Tab and select Edit
8. Repeat Steps 6 — 7, using the information shown below, and then click Finish (not shown).

~

General H Authentication H Heartheat || Advanced ‘

Enable Heartheat
Method OPTIONS
Frequency 60 seconds

From URI primary@customera.com

To URI primary@customera.com

14.2. Add Secondary IP Address to Routing

Select Global Profiles from the menu on the left-hand side
Select Routing
Select the routing profile created in Section 9.3.4 (e.g., ATT_Production_RP)
Click the pencil icon at the end of the line to edit (not shown)
a) Enter the IP Address of the secondary location in the Next Hop Server 2 (e.g.,
10.10.10.11)
5. Click Finish (not shown).

N =

Routing Profiles: ATT_Production_RP

Add [ Rename ][ Clone ][ Delete ]

Routing Profiles Click here to add a description.
default
. Routing Profile

| ATT_Production_RP |

Add
SM_BSM_RP

Priority URI Group Next Hop Server 1 Next Hop Server 2

. 10.10.10.10 10.10.10.11 View Edit

14.3. Configure End Point Flows — Server Flow - ATT_Secondary

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Endpoint Flows
3. Select the Server Flows Tab
4. Select Add Flow
a) Name: ATT_Secondary
b) Server Configuration: ATT_Secondary SC
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: Inside_Trunk_SI (Section 9.5.4).
g) Signaling Interface: Outside_Trunk_ Sl (Section 9.5.4).
h) Media Interface: Outside_trunk_MI (Section 9.5.3).
i) End Point Policy Group: ATT_default-low_PG (Section 9.4.5).
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J) Routing Profile: SM_BSM_RP (Section 9.3.3).
k) Topology Hiding Profile: ATT_TH (Section 9.3.8).
I) File Transfer Profile: None

5. Click Finish (not shown).

View Flow: ATT_Secondary X

r Criteria r Profile

Flow Name ATT_Secondary Signaling Interface QOutside_Trunk_SI
Server Configuration  ATT_Secondary_SC Media Interface QOutside_Trunk_MI
URI Group * End Point Policy Group  ATT_default-low_PG
Transport * Routing Profile SM_BSM_RP
Remaote Subnet * Topology Hiding Profile  ATT_TH
Received Interface Inside_Trunk_SI File Transfer Profile MNone

Dashboard End Point Flows: SBCE

Administration

Backup/Restore

Subscriber Flows | | Server Flows

System Management

> Global Parameters SBCE Click here to add a row description.

 Global Profiles Server Configuration: ATT_Primary_SC

» SIP Cluster o End Point

> Domain Policies Priority  Flow Name Gm[.lp Signaling Interface Paolicy Routing Profile

Group

TLS Management
Device Specific Settings ATT_Primary  * Inside_Trunk_S|  Outside_Trunk_SI ?ﬂiggauh SM_BSM_RP View Clone Edit

Network Management

0y

"Server Configuration: ATT_5S dary_SC

Media Interface i End Point
Signaling Interface Priority Flow Name N - ~ Signaling Interface Policy Routing Profile
- Group

Group  Inte

Signaling Forking
End Point Flows ATT Secondary *  Inside_Trunk_SI Outside Trunk S 1= sy BSW RP  View Clone =i

Session Flows

Server Configuration: SM_Trunk_SC

Relay Services
SNMP
Syslog Management Priority Flow Name L Received Interface FrETT ATl P Routing Profile

Group Interface Policy Group

Advanced Options

SM_Trunk * Qutside_Trunk_SI  Inside_Trunk_SI Avaya_default ATT_Production_RP View
> Troubleshooting How_PG

When completed, the Avaya SBCE will issue OPTIONS messages to the primary (10.10.10.10) and
secondary (10.10.10.11) Border Elements.
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