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Abstract

These Application Notes describe the steps for configuring Avaya IP Office R9.0 and the
Avaya Session Border Controller for Enterprise 6.2, with the AT&T IP Flexible Reach -
Enhanced Features service using AVPN or MIS/PNT transport connections.

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya
IP Office and the AT&T IP Flexible Reach - Enhanced Features service and is used to not
only secure the SIP trunk, but also to make adjustments to the SIP signaling for
interoperability.

The AT&T IP Flexible Reach - Enhanced Features service is one of several SIP-based Voice
over IP (\VoIP) services offered to enterprises for a variety of voice communications needs.
The AT&T IP Flexible Reach service allows enterprises in the U.S.A. to place outbound local
and long distance calls, receive inbound Direct Inward Dialing (DID) calls from the PSTN,
and place calls between an enterprise’s sites.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through compliance testing and additional technical
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes describe the steps for configuring Avaya IP Office R9.0 (Avaya IP
Office) and the Avaya Session Border Controller for Enterprise 6.2, (Avaya SBCE), with the
AT&T IP Flexible Reach - Enhanced Features service using AVPN or MIS/PNT transport
connections.

Avaya IP Office is a versatile communications solution that combines the reliability and ease
of a traditional telephony system with the applications and advantages of an IP telephony
solution. This converged communications solution can help businesses reduce costs, increase
productivity, and improve customer service

The Avaya Session Border Controller for Enterprise (Avaya SBCE) is the point of connection
between Avaya IP Office and the AT&T IP Flexible Reach - Enhanced Features service and is
used to not only secure the SIP trunk, but also to make adjustments to the SIP signaling for
interoperability.

The AT&T IP Flexible Reach - Enhanced Features service is one of several SIP-based Voice
over IP (VolP) services offered to enterprises for a variety of voice communications needs. The
AT&T IP Flexible Reach - Enhanced Features service allows enterprises in the U.S.A. to place
outbound local and long distance calls, receive inbound Direct Inward Dialing (DID) calls from
the PSTN, and place calls between an enterprise’s sites. The AT&T IP Flexible Reach -
Enhanced Features service utilizes AVPN* or MIS/PNT? transport services.

Note — The solution described in these application notes also applies to the AT&T Business in
a Box service.

Note — The AT&T IP Flexible Reach - Enhanced Features service will be referred to as
IPFR-EF in the remainder of this document.

2. General Test Approach and Test Results

The test environment (see Figure 1) consists of:
e A simulated enterprise with Avaya IP Office, Avaya IP Office telephones and fax
machines (Ventafax application), and the Avaya SBCE.

e Production IPFR-EF service, to which the simulated enterprise was connected via AVPN
transport.

The test objectives were to verify the features and functionality described in Section 2.1.
DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.

The jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces
pertinent to the interoperability of the tested products and their functionalities. DevConnect

L AVPN uses compressed RTP (cRTP).
2 MIS/PNT does not support cRTP.
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Compliance Testing is not intended to substitute full product performance or feature testing
performed by DevConnect members, nor is it to be construed as an endorsement by Avaya of
the suitability or completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows
(see Section 3.2) between Avaya IP Office, the Avaya SBCE, and the IPFR-EF service.

The compliance testing was based on a test plan provided by AT&T, for the functionality
required for certification as a solution supported on the AT&T network. Calls were made
to/from PSTN across the IPFR-EF service network.

The following SIP trunking VolP features were tested with the IPFR-EF service:

Incoming and outgoing calls between PSTN, routed by the IPFR-EF service, and the
Avaya SBCE, to Avaya IP Office. These calls are via the Avaya IP Office SIP Line
and may be generated/answered by Avaya SIP telephones/Softphones, H.323
telephones, Analog telephones, Analog fax machines directly or via Hunt Groups.
Coverage to Avaya IP Office Voicemail Pro, and VVoicemail Pro auto-attendant
applications may also be used.
Inbound / Outbound fax using T38 or G.711.
Proper disconnect when the caller abandoned a call before answer for both inbound
and outbound calls, and when the Avaya IP Office party or the PSTN party terminated
an active call.
Proper busy tone heard when an Avaya IP Office user called a busy PSTN user, or a
PSTN user called a busy Avaya IP Office user (i.e., if no redirection was configured
for user busy conditions).
Various outbound PSTN call types were tested including long distance, international,
and toll-free.
Requests for privacy (i.e., caller anonymity) for Avaya IP Office outbound calls to the
PSTN, as well as privacy requests for inbound calls from the PSTN to Avaya IP Office
users.
SIP OPTIONS monitoring of the health of the SIP trunk from both Avaya IP Office
and AT&T.
Incoming and outgoing calls using the G.729(a & b) and G.711 ULAW codecs.
Call redirection with Diversion Header.
Long duration calls.
Remote Worker configuration using Avaya Flare® Experience for Windows as the
remote SIP device.
DTMF transmission (RFC 2833) for successful voice mail navigation, including
navigation of a simple auto-attendant application configured on Avaya IP Office
Voicemail Pro.

o See Section 2.2.1, Items 2, 4 and 5 regarding DTMF issues observed during

testing.

Telephony features such as call waiting, hold, transfer, and conference.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 106
SPOC 5/9/2014 ©2014 Avaya Inc. All Rights Reserved. IPO90SBCE62FR



e Avaya IP Office Mobile twinning to a mobile phone when the associated Avaya IP
Office extension is called, as well as Mobility features such as Mobile Callback and
Mobile Call Control.

e AT&T IPFR-EF service features such as:

o Simultaneous Ring

Sequential Ring

Call Forward — Always

Call Forward — Busy

Call Forward — Ring No Answer

0O O O O

2.2. Test Results

Interoperability testing of the sample configuration and features described in Section 2.1 were
completed successfully. The following observations were noted during testing.

2.2.1. Known Limitations

1. Avaya IP Office Softphone did not generate RFC2833 DTMF when attempting to
navigate menus with an Auto Attendant system utilizing SIP 183 Session Progress
signaling - Some Auto Attendant systems send 183 Session Progress in response to
an inbound call, and do not send 200 OK until a menu selection has been made. In
these cases, Avaya IP Office Softphone did not generate DTMF SIP Telephone Events
when menu selection was attempted (even though appropriate SIP Telephone Event
SDP signaling was sent in the initial Avaya IP Office Invite and received in the
network 183).

e An MR was opened with Avaya IP Office support.

e This issue does not occur with Avaya IP Office desk phones.

e It should be noted that if the called Auto Attendant system answers at the onset
with 200 OK (prior to a menu selection), then the Avaya IP Office Softphone
does generate DTMF Telephone Events during menu selection.

2. Avaya IP Office only supports a packet size of 20 msecs, and therefore does not
specify a PTIME value in the SIP SDP (in either requests or responses) - Network
responses include MAXPTIME=20, and network requests include MAXPTIME=30.

e Although no issues were found during testing, the AT&T IPFR-EF service
recommends a value of 30ms when AVPN transport is used.

3. Avaya IP Office and RFC2833 Telephone Event Type not applied to SIP
endpoints — Avaya IP Office R9.0 allows the RFC2833 Telephone Event Type to be
specified (System/Codecs tab, see Section 5.3.7). While this parameter does apply
successfully to native and H.323 endpoints, it is not applied to SIP endpoints.

e An 1120E SIP telephone used Telephone Event Type 101

e Auvaya Flare® Experience for Windows SIP endpoint used Telephone Event
Type 120.

e No issues were found during testing as a result of this behavior.
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4. Avaya IP Office Direct Media feature issues - During testing the following issues
were found when the Direct Media option was enabled:

e Initial audio clipping was observed when Direct Media is established (media
stream redirected from the Avaya IP Office hardware to the Avaya IP Office
endpoint).

e [t was found that when Direct Media was enabled, Avaya IP Office IP
endpoints did not send RTP Events.

e Asaresult of these issues, the recommended configuration is to have Direct
Media disabled (see Section 5.4.4).

e It should also be noted that only Direct Media or T.38 fax is supported on a
SIP Line. The use of both features on the same SIP Line is not supported.

5. Avaya SBCE 6.2 and T.38 fax — In the reference configuration, Avaya SBCE 6.2
load Q48 was used for testing. During the testing, load Q58 was released. While
executing regression testing with load Q58, it was found that T.38 fax calls failed.
Therefore Avaya SBCE 6.2 load Q58 should not be used, and load Q48 used instead as
shown in Table 2.

6. Emergency 911/E911 Services Limitations and Restrictions - Although AT&T
provides 911/E911 calling capabilities, AT&T does not warrant or represent that the
equipment and software (e.g., IP PBX) reviewed in this customer configuration guide
will properly operate with AT&T IP Flexible Reach to complete 911/E911 calls;
therefore, it is the Customer's responsibility to ensure proper operation with their
equipment/software vendor.

While AT&T IP Flexible Reach services support E911/911 calling capabilities under
certain Calling Plans, there are circumstances when the E911/911 service may not be
available, as stated in the Service Guide for AT&T IP Flexible Reach found at
http://www.business.att.com/enterprise/Service/voice-services/voip/sip-trunking/Such
circumstances include, but are not limited to, relocation of the end user's CPE, use of a
non-native or virtual telephone number, failure in the broadband connection, loss of
electrical power, and delays that may occur in updating the Customer's location in the
automatic location information database. Please review the AT&T IP Flexible Reach
Service Guide in detail to understand the limitations and restrictions.
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2.3. Support

2.3.1. Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.3.2. AT&T

For more information on the AT&T IP Flexible Reach service visit:
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-
enterprise/ip-flexible-reach-enterprise/. AT&T customers may obtain support for the AT&T IP
Flexible Reach service by calling (877) 288-8362.

3. Reference Configuration

Note — Documents used to provision the reference configuration are listed in Section 10.
Specific references to these documents are indicated in the following sections by the notation
reference [x], where x is the document reference number.

The reference configuration used in these Application Notes is shown in Figure 1 below and
consists of the following components:

e Auvaya IP Office provides the voice communications services for a particular enterprise
site. In the reference configuration, Avaya IP Office runs on an IP 500 V2 platform. This
solution is extensible to the Avaya IP Office Server Edition platform as well.

e Avaya “desk” telephones are represented with an Avaya 1608 H.323 set, an Avaya 6211
Analog set, an Avaya 1120E SIP set, Avaya IP Office SIP Softphone (in Default Mode),
and Avaya Flare for Windows in a Remote Worker configuration. Fax endpoints are
represented by PCs running Ventafax software connected by modem to an Avaya IP
Office analog port.

e Avaya IP Office Voicemail Pro (running on a Windows 2003 server) provided the voice
messaging capabilities in the reference configuration. This solution is extensible to the
Avaya IP Office embedded voice mail as well.

e Avaya Session Border Controller for Enterprise running on a CAD-0208 platform. This
solution is extensible to other Avaya Session Border Controller for Enterprise platforms as
well.

e UDP/5060 is the recommended transport protocol/port to use on the IP Office LAN1
connection. However TCP/5060 may be used if necessary.

e Qutbound and Inbound calls utilize telephone or fax User/Extensions provisioned on
Avaya IP Office. Signaling is sent between Avaya IP Office and the IPFR-EF service.

e The AT&T IPFR-EF service requires the following SIP trunk network settings to the
IPFR-EF Border Element:

o UDP transport using port 5060
o RTP port ranges 16384-32767

e AT&T provided the inbound and outbound access numbers (DID and DNIS) used in the

reference configuration.
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The Avaya IP Office 500V2 platform and the Avaya SBCE CAD-0208 platform used in the
reference configuration deployed using the following configuration (referred to as an IP
Office “one-wire” configuration).

e Avaya IP Office LANI interface (labeled “LAN”) connected to the CPE private
network.

e Avaya SBCE Al interface connected to the CPE private network.
e Avaya SBCE B1 interface connected to the AT&T IP Toll Free service IPFR-EF
network router.

Note — In the reference configuration, the IP Office LAN2 interface and the Avaya SBCE M1
interface are both connected to a separate “management” subnet.

Note — The IP Office “one-wire” configuration described in this document is the preferred
configuration for the IP Office/Avaya SBCE solution. However an IP Office “two-wire”
configuration is also supported.

ATE&T

AT&T IP Flexible Reach —
AVPN or MIS/IPNT Enhanced Features
Transport Network Service

AT&T Router

10:38:10 PUBLIC IP ADDRESS SPACE

10.10.10.10 (SIP Trunk)

Avaya SBCE 6.2 B1 (E0) |10.10.10.11 (RW VoIP)
— T Public IP Address Space

Private IP Address Space

(E3)
A1 1192.168.42.20
LAN2 Avaya IP Office R9.0 Analog
(E2)|192.168.42.21 (RW) (WAN) Modem
(Management LAQ’B——%
- LAN1]192.168.42.1
Management (LAN) Avaya 6211
@ PC E (Analog) PC with
Ventafax
( PRIVATE IP ADDRESS SPACE (Corporate)
Avaya PC with IP Office Voncemall Pro Avaya
1608 Softphone / Windows Server 1120E
H.323 SIP

customera.com

Figure 1: Reference Configuration
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent Sections are used in the
reference configuration described in these Application Notes, and are for illustrative purposes
only. Customers must obtain and use the values based on their own specific configurations.

Note - The AT&T IPFR-EF IP addressing shown in this document is an example. AT&T
Customer Care will provide the actual IP addressing as part of the IPFR-EF provisioning
process.

Component Ilustrative Value in these
Application Notes

Avaya IP Office 500 V2 Platform

Private network LANL1 interface, (labeled “LAN” 192.168.42.1
on the chassis)
LAN?2 interface, (labeled “WAN” on the chassis), 192.168.1.22

for management access.
Avaya SBCE CAD-0208 Platform

Private network SIP Trunk IP Address (Al 192.168.42.20
interface).

Private network Remote Worker IP Address (Al 192.168.42.21
interface).

Public IP SIP Trunk IP Address (B1 interface). 10.10.10.10°
Public IP Remote Worker IP Address (B1 10.10.10.11
interface).

Management IP address (“M1”). 192.168.1.20
AT&T IPFR-EF Service

Border Element IP Address \ 10.10.10.1

Table 1: Hlustrative Values Used in these Application Notes

® The actual public addressing is not included for security purposes. The subnet 10.10.10.x is used in this
document to represent the public addressing.
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3.2. Call Flows

To understand how inbound and outbound AT&T IPFR-EF service calls are handled by Avaya
IP Office, four basic call flows are described in this section.

3.2.1. Inbound

The first call scenario illustrated in the figure below is an inbound AT&T IPFR-EF service
call that arrives on Avaya IP Office, which in turn routes the call to a hunt group, phone or a
fax endpoint.

A PSTN phone originates a call to an IPFR-EF service number.

The PSTN routes the call to the AT&T IPFR-EF service network.

The AT&T IPFR-EF service routes the call to the Avaya SBCE.

The Avaya SBCE performs SIP Network Address Translation (NAT) and any
specified SIP header modifications, and routes the call to Avaya IP Office.

5. Avaya IP Office applies any necessary digit manipulations based upon the DID and
routes the call to a hunt group, phone or a fax endpoint

N =

ATET

1 2 IP Flexible

PSTN " Reach-

PSTH Enhanced
Phone Features

Avaya
IP Office

lﬁ
B

Fhone

Avaya SBCE

Figure 2: Inbound AT&T IPFR-EF Call

3.2.2. Outbound

The second call scenario illustrated in the figure below is an outbound call initiated on Avaya
IP Office for delivery to AT&T IPFR-EF service.

1. An Avaya IP Office phone or fax endpoint originates a call to an AT&T IPFR-EF
service number for delivery to PSTN.

2. Avaya IP Office applies any necessary origination treatment (verifying permissions,
determining the proper route, selecting the outgoing trunk, etc.) and sends the call to
the Avaya SBCE.

3. The Avaya SBCE performs SIP Network Address Translation (NAT) and any
specified SIP header modifications, and routes the call to the AT&T IPFR-EF service.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 106
SPOC 5/9/2014 ©2014 Avaya Inc. All Rights Reserved. IPO90SBCE62FR



4. The AT&T IPFR-EF service delivers the call to PSTN.
5. PSTN delivers the call to a phone or fax endpoint.

ATET
IP Flexible
Reach-
Enhanced
Features

fs

Avaya SBCE

Avarya
IP Dffice 2

k4

1

Phone

Figure 3: Outbound Call to AT&T IPFR-EF

3.2.3. call Forward*

The third call scenario illustrated in the figure below is an inbound AT&T IPFR-EF service
call destined for an Avaya IP Office station that has set Call Forwarding to an alternate
destination. Without answering the call, Avaya IP Office immediately redirects the call back
to the AT&T IPFR-EF service for routing to the alternate destination.

Note — AT&T requires the Diversion header be used when a call is redirected to AT&T IPFR-
EF service (See Section 5.4.1).

1. Same as the first call scenario in Section 3.2.1.

2. Because the Avaya IP Office phone has set Call Forward to another AT&T IPFR-EF
service number, Avaya IP Office initiates a new call back out to the AT&T IPFR-EF
service network. This new SIP INVITE will contain a Diversion Header.

3. The AT&T IPFR-EF service places a call to the alternate destination and upon answer,
Avaya IP Office connects the calling party (PSTN Phone) to the target party (Target
Phone).

Note — The IPFR-EF service offers similar Call Forwarding features that allow users to
predefine alternate call destinations based on Ring-No-Answer, Busy, Not Reachable, or
Unconditional criteria.

* Note that when the redirection is completed, RTP will still flow through the Avaya SBCE and Avaya IP Office.
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Figure 4: Re-directed (e.g. Call Forward) AT&T IPFR-EF Call

3.2.4. Coverage to Voicemail

The call scenario illustrated in the figure below is an inbound call that is covered to
Voicemail. In the reference configuration, the Voicemail system used is Avaya IP Office
Voicemail Pro, running on a Windows 2003 server.

1. Same as the first call scenario in Section 3.2.1.

2. The Avaya IP Office phone does not answer the call, and the call covers to the external
application Avaya IP Office Voicemail Pro.

JF; Reviewed:
SPOC 5/9/2014

Figure 5: Coverage to Voicemail (Voicemail Pro)
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in
these Application Notes.

Equipment/Software Release/Version
Avaya IP Office 500 V2 R9.0 (829)
Avaya 1608 (H.323) Telephone Hal608ual_330D.bin
Avaya 1120E (SIP) Telephone 04.03.18.00
Avaya IP Office Softphone (SIP) 3.2.3.20
Avaya Flare® Experience for Windows 1.1.4.23
Avaya 6211 Analog Telephone -
Avaya Session Border Controller for Enterprise 6.2.0 Q48 (see Section 2.2.1)
Fax device Ventafax 6.3

Table 2: Equipment and Software Versions

Note - Testing was performed with IP Office 500 v2 R9.0, but it also applies to IP Office
Server Edition R9.0. Note that IP Office Server Edition requires an Expansion IP Office 500
v2 R9.0 to support analog or digital endpoints or trunks. IP Office Server Edition does not
support TAPI Wave or Group Voicemail.
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5. Avaya IP Office Configuration

Note - This section describes attributes of the reference configuration, but is not meant to be
prescriptive. In the following sections, only the parameters that are highlighted in bold text
are applicable to this document. Other parameter values may or may not match based on local
configurations. Additionally, the screen shots referenced in these sections may not be
complete at times. For more information on installing Avaya IP Office consult reference [1].

Avaya IP Office is configured via the Avaya IP Office Manager program. For more
information on Avaya IP Office Manager, consult reference [2]. From the Avaya IP Office
Manager PC, select Start >Programs ->Avaya IP Office > Manager to launch the
Manager application. Enter the appropriate credentials.

Configuration Service User, Login

OOEQOFOSE00E - IP 500 Y2

IP Office :

Service User Name

Service User Password

Cancel ] [ Help

5.1. Platform Information

This section describes attributes of the reference configuration. The following screen shows
the Avaya IP Office module configuration used in the reference configuration. In the screen
below, the IP 500 V2 platform is displayed along with the COMBO6210/ATM4 module.

IP Offices Control Unit IP 500 V2
K EBOOTR(Z) Dev Mo, | Dev Type Version Lrit
7 Operator (3) ] IF 500 Y42 9,0,0,829 .
(=)= 00EO07OSE003 w2 COMBOG210/ATM4  9.0,0.829 Device Number :
g System (1) i IP 500 Y2
£ Line (6) Unit Type
<2 Control Unik (23 Version 9.0.0.829
Al Extension (13)
a User {14) Serial Number
ﬂ Group {5) }
B short Code (69) Unit TP Address 192,165,421
@ Service (0) Interconnect Mumber 0
ol RAS (1)
@ Incoming Call Route (300 Module Mumber Contral Unit
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The Avaya IP Office 500 V2 has two Ethernet ports on the back of the chassis, labeled WAN
and LAN. In the reference configuration, the LAN port (LAN1) is connected to the private
CPE network, as described in Section 3. The Avaya H.323 and SIP telephones, and the Avaya
IP Office management/Softphone PC, are also connected to the private CPE network.

The WAN port (LAN2) is connected to the CPE management subnet.
Provisioning for these interfaces is described in Section 5.3.2 and 5.3.3.

In order for the Avaya IP Office system to be able to route data to/from the AT&T network, a
default route must be added specifying the Avaya SBCE “A1” interface (e.g., 192.168.42.20).
To add an IP Route in Avaya IP Office, right-click IP Route from the Navigation pane, and
select New (not shown). To view or edit an existing route, select IP Route from the
Navigation pane, and select the appropriate route from the Group pane. The following screen
shows the relevant default route using Destination - LAN1.

I' il . .
B Short Code (693 W IP Address IF Mask Gateway Destinatiof{| 1p poute
Service (0 Elo.0.0.0 255,255,255.240  192.1658.42.20 LAM1
E RAS (1)( ) 1P Address ] 0 1] a
@ Incoming Call Route (30) TF Mask, ] 0 i 0
8 wanPart (0)
am Direckary (00 Gateway IP Address 192 . 168 42 z0

£ Time Prafile (3)

{0 Firewall Profile (1)
BB IF Route Mekric 0
i Account Code (0)

Destination LANL

|:| Proxy ARP

5.2. Licensing

The configuration and features described in these Application Notes require the Avaya IP
Office system to be licensed appropriately. If a desired feature is not enabled or there is
insufficient capacity, contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in
the Navigation pane and verify that SIP Trunk Channels has sufficient “Instances” (trunk
channels).

If Avaya IP Telephones are to be used, verify the Avaya IP endpoints license. If any of those
endpoints are to be defined as a “Power User”, then that must be licensed as well.

e
£ Time Profile (3)
& Firewal Profile (1)

Licensg || License | Remate Server

E Feature License key  Instances Status Expiry Date Source

il 7 Route (4) 1PSO0 Yoice Metworking ... ziHgesLl... 4 walid Never ADI Nodal

8 Account Cods (0 WCM Channel Migration  SaKOWIV.., 255 yalid Never AD1 Hodal

. License (77) SIP Trunk Channels Cal¥hnbt,.. |25  [wvald AD1 Modal

i@l Tunnel () YPM IP Extensions OyWH_6m... 255 Obsolete Mever ADI Modal

§i5 User rights (5) 1600 Series Phones fnxHFAEZ,,, 255 walid Mever ADT Modal

"¢ ARS(2) Third Party APT wyeSadg,.. 255 '\-'alid Mever ADT Maodal

#~ RAS Location Request (0 Power User @kIl79g7... 255 Walid Mever ADT Nndal|

5 Location (0) one-% Porkal For 1P Office SnDERLE oo valid [iesy et A0T Modal

[ avaya 1P endpoints EqdRUES... 255 yalid Never ADI Nodal

Clstnmer Service SLner FTMOA0R oo Walid Lever ADT Bndal
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5.3. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation
pane to configure these settings.

5.3.1. System Tab

With the proper system name selected in the Group pane, select the System tab in the Details
pane. The following screen shows a portion of the System tab. The Name field can be used
for a descriptive name of the system. The Avaya HTTP Clients Only and Enable
SoftPhone HTTP Provisioning boxes are checked to facilitate Avaya IP Office Softphone

usage.

IP Offices System

K BooTR ()
i Operator (3)
= #=p O0EOO7OSS005
3y Syskem (1)
T Line (&)

= Conkrol Unik {2}
Ay Extension {13)
: User (14)
iﬁ Graup (5)
% short Code (69)
@ Service {00
Al RAS (1)
e Incoming Call Route (30}
9 wanPort (0)

a4 Directory (0)
£ Time Profile (3)
@ Firewall Profile (1)
El 1P Route (43
m Account Code {0)
W License (77)
& Tunnel {0}
§; User Rights (8)
¢ ARS (2)

# RAS Location Request {0}
5 Location (0)

Mame

%20 IP Office

System |LAM1 | LAMZ | DMNS

Name

Conkack Information

00EO07058008

IP Office

Set contack information ko place System under special control

Device ID

TFTP Server IP Address
HTTP Server IP Address
Phone File Server Type

Manager PC IP Address

192 168 &7 63
0 1} o o
Memary Card ~

2595 . 285 . 255 . Z5S

Avaya HTTP Clients Only

Enable Softphone HTTP Provisioning

Automatic Backup
Time Setting Config Source
Time Settings

Time Server Address | 192 . 168

Time OFfset 00:00

{hours:minutes) *

File Writer IP Address
<

Yoicemail ProfManager  +

67 63

192 16 a7 )

Woicemail || Telephony || Directory Services | System Events | SMTP || SMDR. | Twinning | YiCM [alal

Locale

Location

HTTF Redirection | OFF w

[] Favor RIP Roukes, over static roukes

£ [ %] vl

United States {IJS English)

<Mane =

5.3.2. LAN 1 Settings

In the reference configuration, LAN1 was used to connect the Avaya IP Office to the CPE
network (see Section 3). To view or configure the IP address, select the LAN1 tab followed
by the LAN Settings tab, and enter the following:

e |P Address: Set to 192.168.42.1 as used in the reference configuration.

e DHCP Mode is also set to Server so that IP phones will get an IP Address from the
Avaya IP Office Server. Other parameters on this screen may be set according to
customer requirements.

e Click the OK button (not shown).
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IP Offices sys.. BB 00E007058008 =
M
R BooTP2) 2 Systern | LAML | LaN2 | DMS || Yoicemail || Telephony | Direckory Services | System Events | SMTP | SMOR | Twir
1% Operator (3) = -
b=y DOEON70SE008 LAM Settings | yoIP || Metwork Topalogy
#iz) Swskemn (1
5 L;e (6)( ) IP Address 192 . 168 42 1
<= Control Unit (2) IP Mask 285 . 255 . 2EG a
Ay Extension (13)
g User (14) Primary Trans, IP Address a a a 0
2 Group (5)
8% Shart Code (59) Rliliade Mane 4
B Service (0) [ Enable HAT
ol RAS (1)
€ Incaming Call Raute (30) Mumber OF DHCP IP Addresses (30 5
@ WanPort (0) DHCP Mode
@ Direckory (0)
g’l‘\ Time Profile (31 @ server (O Client O Dialin () Disabled
£ Eivesyall Drofils (11

Select the LAN1 - VolIP tab as shown in the following screen. The following settings were
used in the reference configuration:

e The H323 Gatekeeper Enable box is checked to allow the use of Avaya IP
Telephones using the H.323 protocol, such as the Avaya 1600-Series Telephones used
in the reference configuration.

e The SIP Trunks Enabled box is checked to support SIP trunking.

e The SIP Registrar Enable box is checked to allow Avaya 11xx (SIP) and Avaya IP
Office Softphone (SIP) usage.

e A Domain Name of customera.com was used in the reference configuration (see
Section 12.3.1).

e RTP Port Number Range: The AT&T IPTF service requires that the RTP use the
port range 16384 to 32767.

o 16384 is entered in the Port Range (Minimum) field.
o 32766 is entered in the Port Range (Maximum) field, as this field requires
even numbers. See Section 6.5.3 for more information on the RTP settings.

e DiffServ Settings (optional): If desired, Avaya IP Office can be configured to mark
the Differentiated Services Code Point (DSCP) in the IP Header with specific values
to support Quality of Service policies. The default values were used in the reference
configuration.

e To prevent possible issues with network firewalls closing idle RTP channels, it is
recommended that RTP Keepalives are enabled on the LAN1 - VolIP tab. Scrolling
down to the bottom of the form, enter the following:

o Scope: Select RTP

o Periodic Timeout: Enter 30

o Initial keepalives: Select Enabled
o Let all other values default.
e Click the OK button.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 106
SPOC 5/9/2014 ©2014 Avaya Inc. All Rights Reserved. IPO90SBCE62FR



IP Offices

K BoOTR(2)
¢ Operator (3)
I=I-%=p DOEQO70S5008
29 System (1)
4 Line (&)
= Conkrol Unit {2)
<y Extension (13)
& User {14)
ﬂ Group (S5)
B3 Short Code (69)
B service (0)
ol RAS (1)
e Incoming Call Route {30)
@ WanPart {0}
s Directory (0)
\(‘\ Time Profile (3)
@ Firewall Profile (13
Bl 1F Route (4)
#m Account Code (0)
W, License (77)
W Tunnel (3}
§5 User Rights (8)
RS (2
«# RAS Location Request {0}
5 Location (D)

Syst... ﬁ

hame

System | LANI | LANZ | DNS

L& Settings | YoIP | Netwark Topology

atekeeper Enable
H323 Gatekeeper Enabl
[ Auto-creats Extn

SIP Trunks Enable

SIP Registrar Enable
[ auto-create ExtnfUser

Dornain Mame

00E007058008

Auko-create User

custamera, com

LDF LUCP Port G060 E,
Layer 4 Protocol TCP TCP Part (5060 T,
s TLS Part 5061 E
Challenge Expiry Time (secs) 0 e
RTP
Port Mumber Range
Minimurm 16384 3 Maximurn Bevee 3
Port Mumber Range (MAT)
Minimum 49152 (3 Maximum G326 3
Enable RTCP Monitoring on Port 5005
Keepalives
Scope RTP w | Periodic timeout
Initial keepalives Enabled w

‘oicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning || WCM

[1 Haz3 Remote Extn Enable

[1 s1r Remate Extn Enable

Remote UDP Part
Remate TCP Port

Remote TLS Port

30

CCR

Code:

Select the LAN1 - Network Topology tab as shown in the following screen, and enter the

following:

e Public IP Address: The 0.0.0.0 default value is used. This means Avaya IP Office
will use the LAN1 IP address specified on the LAN1 LAN Settings tab described
above (192.168.42.1).

e Public Port to 5060.

e Firewall/NAT Type is set to Open Internet. With this configuration, STUN will not

be used.

e Click the OK button (not shown).

Note: The Firewall/NAT Type parameter may need to be different, depending on the type of
firewall or Network Address Translation device used at the customer premise.

IP Offices Syst...

B DOEQO7058008

’s EOOTF; (223) LName System | LANL |Lanz | DMS | Woicemall | Telephory || Direckory Services | System Events | SMTP | SMDR | Twinning |wCM | CCR | Codecs
{7 Operatar =)
|- 0DEDO70S8008 LAM Settings | voIP | Metwork Topology
% System (1) Mebwork Topology Discovery
47 Line (&) =
2 Conkrol Unit (2) STUM Server Address 60,90,168,13 STUM Part 3475 E
-:’ Ez::”(sl':; (13) Firewal {NAT Type Open Internet b
5 Group (3) Einding Refresh Time (seconds) ten £
@2 Short Code (69)
@ Service (0) Public IP Address a 1} a a Cancel
ol RAS (1)
Q Incoming Call Route (300 Public Port
Eﬂ ‘WanPort (0} uop S060 &
= Directary (0)
£ Tinne Profile (3) TCP 0 s
@ Firewall Profile (1) =
Bl P Route (4) L= ° >
: Szi:izt;?;je @ D Run STUM on skartup
% Tunnel (00
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5.3.3. LAN 2 Settings
As described in Section 3, the LAN2 interface was not used for VoIP traffic in the “one-wire”
configuration implemented in the reference configuration. However the LANZ interface was
used to manage the IP Office platform and was connected to a separate management subnet.
e [P Address: In the reference configuration the IP Office management address is
192.168.1.22.
e Other parameters on this screen were set to defaults.

IP Offices syst.. | 00E007058008
K Boote (22 ) R System | LaMl | LAMZ | DNS || Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | WCM || CCR | Codecs
'._;- Cperator (3 b =
)+ DDEDDFOSE008 LAMN Settings | yoIP || Network Topology
30 Sysh 1
e ?:)( ! 1P Address 12 168 . 1 . 2
T
<= Conkrol Unit {2) P Mask 255 . 255 . 255 1}
Ay Extension {13)
g User (14) Primary Trans. IP Address o 0 u] a
a‘ﬂ Group (5)
93¢ short Code (69) Firewall Profile <Mone > A
B service (0) RIP Mode None -
S RAS (1)
e Incoming Call Route (30) [] Enable MaT
@ ‘WanPork {0} =
s Directory () Murber OF DHIP IP Addresses |1 >
£ Time Profile (3) DHCP Made
g ::ERwaE PEZ;"E(I) O server O Client O Diain (%) Disabled
aute

e On the VolIP tab verify that the H.323 Gatekeeper, SIP Trunks, and SIP Registrar
boxes are not checked.

System | LAM1 | LAMZ | DNS | Woicemail | Telephony | Directory Services | Syskemn Events | SMTP || SMDR || Twinning | ¥CM | CCR | Codecs

LaM Settings | YoIP | Mebwork Topaology

[ H323 catekesper Enable

futo-create Extn Auto-create User H323 Remote Extn Enable

] 51P Trunks Enable

[] sIF Registrar Enable

Oubo-create Eyvboll loer SIE Eermote Fxbn Frahle

e The Network Topology tab uses default values.
e Click the OK button (not shown).

5.3.4. Voicemail

As described previously, Avaya IP Office Voicemail Pro was used in the reference
configuration as the voicemail platform, running on a Windows 2003 Server. The installation
and provisioning of Avaya IP Office Voicemail Pro is beyond the scope of this document. See
reference [4] & [5]for more information on installing and provisioning Avaya IP Office
Voicemail Pro.

To view or change Avaya IP Office Voicemail settings, select the VVoicemail tab as shown in
the following screen. The settings presented here simply illustrate the reference configuration
and are not intended to be prescriptive.
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e Set Voicemail Type: Voicemail Lite/Pro.
e Set VVoicemail IP Address: to the IP address of the platform running VVoicemail Pro.
e Other parameters on this screen may be set according to customer requirements.
e Click the OK button.
IP Offices 5. E 00EOO07058008
R 200”: (223) Ml [system |[LaNt | LNz | DS | Voicemail | Telephory | Directory Services | System Events | SMTP || SMDR | Twinring | vam | ccR | Codecs
% Operatar =7
=I-+%=p OOEQD7OSE008 Yoicemail Type oicemail Lite/Pro L Messages Button Goes To Yisual Yoice
?,I i::?z) - ‘foicemail Destination
@E:;:.::oing(az)) Voicemail IP Address 172 . 16 6 . 5l
; User (14} Backup Yoicemail IP Address | 0 0 o o
2 ;:O;fc(?de ) Voicernall Channel Reservation
B Service (0) Unreserved Channels 233
gIRr'::SUrSn)g Call Route (30) Auto-Attendant = % | Woice Recording |3 % | Mandatory Yoice Recording |0 £
g;\::;iz:)((?) Announcements =] % | Mailbox Access |3 F

5.3.5. System Telephony Configuration

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as
shown in the following screen. The settings presented here simply illustrate the reference
configuration and are not intended to be prescriptive.

In the reference configuration, the Inhibit Off-Switch Forward/Transfer box is unchecked
so that call forwarding and call transfer to PSTN destinations via the AT&T IPFR-EF service
can be tested.

The Companding Law parameters are set to U-LAW as is typical in North America. Other
parameters on this screen may be set according to customer requirements.

OPTIONAL.: The Default Name Priority can be relevant to SIP Trunking. The option to
Favor Trunk or Favor Directory can be set system-wide using the screen below, or set
uniquely for each line. Favor Trunk was used in the reference configuration. With the option
set to Favor Directory, Avaya IP Office will prefer to display names found in a personal or
system directory over those arriving from the far-end, if there is a directory match to the caller
ID. This capability is also defined in the SIP Line tab in Section 5.4.1. A user’s personal
directory example is shown in Section 5.5.2.
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IP Offices . | B 00E007058008
!
& pooTp (22 s 3 | cystem | Lant | Lanz | ONs | woicemal | Telephory | irectory Services | System Events | sMTe | smor | Twinning | vem | ccr | Coders
{4 Operator (3 =
b <3 ODEODFOSG008 Telephorry | Park & Page | Tones & Music | Ring Tomes | 5M | Call Log | TUI
=y
)F“_‘I fifet??) { Analogue Extensions Companding Law
’ i Switch Line
) Contro! Urit (2) Default Outside Call Sequence Mormal w
A Extension (13} _
§ User(14) Default Inside Call Sequence Ring Tvpe 1 - ® ULaw ® ULawline
4§ Group (5)
Default Ring Back Sequence Ring Type 2 w
oy ShorF Code (55) O A-Law O A-Law Line
@ Service (0 Restrict Analogue Extension Ringer Volkage F
AL RAS(1)
Incoming Call Route (30)
g wWanPort (0) Dial Delay Time (sers) 4 e [] D55 status
;ﬁf‘; D.lrectory.(ﬂ) Dial Delay Counk 0 B Auko Hold
.71 Time: Profile (3) }
@ Firewall Profile (1) Default Mo Answer Time (secs) 152 Ralevane
Kl 1P Routs (4) 120 * Show Account Code
B Account Code (03 Hold Timeout {secs) v
i Inhibit: OFf-Switch ForwardiTransfer
; #E:::T((U?)?) Park Timeout (secs) 300 % 0 /
. . = [ Restrict Metwork Inberconnect
_ﬁ ; User Rights (8} Ring Delay {secs) = -
K ARS (2) - - [ Drop External ©nly Impromptu Conference
#~ RAS Location Request {0 Cal Priority Promation Time (secs)  |Disabled B
B Location (0) [] wisually Differentiate External Call
Defaul Currency ush w
nsupervised Analog Trunk Disconnect Handing
Ou ised Analog Trunk Di t Handli
befault Iame Priority Favor Trunk w
High Quality Conferencing
Media Connection Preservation Disabled v
] Strict s1PS
Digitalfanalogue Auto Create User

5.3.6. System Twinning Configuration

To view or change Twinning settings, select the Twinning tab as shown in the following
screen.

The Send original calling party information for Mobile Twinning box is not checked, and
the Calling party information for Mobile Twinning is left blank, in the reference
configuration.

With this configuration, and related configuration of Diversion Header on the SIP Line
(Section 5.4.1), the true identity of a PSTN caller can be presented to the twinning destination
(e.g., a user’s mobile phone) when a call is twinned out via the AT&T IPFR-EF service.

IP Offices = 00EOO7058008
M, A
R BoOTP(2) A | system | Lamt | Lanz | oS | voicemail | Telephony | Directory Services || System Everts | smTp || smoRr | Twinming |4
% Operatar (3) =
27 DOED070S8008 [[] Send original caling party information For Maobile Twinning
%2 System (1) Calling party information for
47 Line (8) Mobile Twinning

5.3.7. System Codecs Configuration

Navigate to the System = Codecs tab. On the left, observe the list of Available Codecs. By
selecting codecs in this column, they will appear in the Default Codec Selection = Unused
column. Codecs may be selected from the Unused list and moved to the Selected column by
use of the >> button, thereby making the selected codecs available in other screens where
codec configuration may be performed (e.g., Sip Lines and Extensions).
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The up and down arrow buttons are used to order the selected codecs. By default, all IP (SIP
and H.323) lines and extensions will assume the system default Selected codec list, unless
configured otherwise for the specific line or extension. When completed, click on OK (not
shown).

Note - In the reference configuration, an Extension (see Section 5.5.2) codec list specifies
G.711mu and G.729A (in that order), and the SIP Line (see Section 5.4.3) offers G.729A and
G.711MU (in that order). In this manner local Avaya IP Office calls will offer G.711MU first,
and SIP trunk calls will offer G.729A first.

IP Offices 5. E 00OEOO07058008
R sootP(z) M3\ | Syster | LML | Lan2 | DNS | Voicemail | Telephony | Directory Services | System Everts | SMTP | SMDR | Twinring | vcM | ccR | Cadecs
i+ Operator (3) =
%y ODEO07058008 RFC2533 Defaulk Payload 100 &
59 Syskem (1)
F7 Line (8) Available Codecs Default Codec Selection
<2 Cankrol Urit (2) Unused Selected
4 Extension (13) G711 LLAM E4K G711 ALAW B4K > G.729(a) 8K C5-ACELP
§ User14) 5711 ALAMY 64K G.722 64K G711 LLAW 6
2 croun (5) J— G.723.1 6K3 MP-MLQ
B¢ Short Code (59) .729(a) 8K CS-ACELP v
B Service () G.723.1 6K3 MP-MLQ
o RAS (1)
e Incoming Call Route (30)
§8 warPart (0) s
@ Directory (0
5.4. SIP Line
e

The following sections describe the configuration of a SIP Line. The SIP Line terminates the
CPE end of the SIP trunk to the AT&T IPFR_EF service.

The recommended method for creating/configuring a SIP Line is to use the template
associated with the provisioning described in these Application Notes. The template is an
xml file that can be used by IP Office Manager to create a new SIP Line for SIP trunking
with the AT&T IPFR-EF service. Follow the steps in Section 5.4.1 to create a SIP Line from
the template.

Some items relevant to a specific customer environment are not included in the template or
may need to be updated after the SIP Line is created. Examples include the following:

e |P addresses

e SIP Credentials (if applicable)

e SIP URI entries

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if
necessary, after the SIP Line is created via the template. The resulting SIP Line data can be
verified against the manual configuration shown in Sections 5.4.2 — 5.4.6.

In addition, the following SIP Line settings are not supported on Basic Edition:
e SIP Line tab — Originator number for forwarded and twinning calls
e Transport tab — Second Explicit DNS Server
e SIP Credentials tab — Registration Required
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Alternatively, a SIP Line can be created manually. To do so, right-click Line in the
Navigation Pane and select New - SIP Line. Then, follow the steps outlined in Sections
54.2-54.5.

5.4.1.SIP Line from Template

1. Copy the template file to the computer where IP Office Manager is installed. Rename
the template file to US_AT&T_SIPTrunk.xml. The file name is important in
locating the proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File > Preferences. Inthe IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Verify that the box is checked next to
Enable Template Options. Click OK.

4 Ip Office Manager Preferences ? g|
Preferences || Directories | Discovery | Yisual Preferences | security || validation

Icon Size | Small -
Mulkiling Tabs
Enable Template Options

0 [ o [ e [ b |

3. Import the template into IP Office Manager. From IP Office Manager, select Tools =
Import Templates in Manager. This action will copy the template file into the IP
Office template directory and make the template available in the IP Office Manager
pull-down menus in Step 5. The default template location is C:\Program
Files\Avaya\lP Office\Manager\Templates.

File  Edt “iew | Tools | Help

| E] Extension Renumber. ..
OOEONFOSE00E Line Renumber ., ..
Export 3
K BoOTP (23 Sub

SCM Service User Management

{7 Cperator (3)

=55 O0EOOFOSS008 Busy on Held Yalidation
“ap Swskem (1)
S Line (6) MSM Configur akion
= Control Uit
f EIZE:T{SIIE}H ¢ | Impott Templates in Manager . |
&8 Group (5 1 i

In the pop-up window (not shown) that appears, select the directory where the
template file was copied in Step 1. After the import is complete, a final import status
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pop-up window (not shown) will appear stating success or failure. Click OK (nhot
shown) to continue. If preferred, this step may be skipped if the template file is copied
directly to the IP Office template directory.

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane,
then navigate to New - New SIP Trunk From Template.

IP Offices
R BoOTP (2 Li_n. .« Line Type Line SubType <1 Linz|[Tran
i+ Cperator (3) 91 Analogue Trunk
(=)= DOEOf =
o g ] Mew v H323 Line
T{m ﬂ Generate SIP Trunk Template IFDECT Line
=9 SIP Line n
AP E B Cut Chrl+y
§ u- SM Line =
=8 Copy ChrlC
ik 4 SIP DECT Line L
5l
- Mew SIP Trunk From Template
E : 75| Delete Ctrl+Del - ILr[\MEJde
W Validate
g I Man Bit Rat
?_’: o Mew from Template (Binary) EFfag Start
L1 T
@ A Export as Template {Binary) EFlag Stop 1
W 1 Show In Groups Tx Network.
am A
e L Customize Columns, .
il Thrrmer 1

5. In the subsequent Template Type Selection pop-up window, select United States from
the Country pull-down menu and select AT&T from the Service Provider pull-down
menu as shown below. These values correspond to parts of the file name
(US_AT&T _SIPTrunk.xml) created in Step 1. Click Create new SIP Trunk to
finish creating the trunk.

] Template Type Selection

Locale
Countmy United States w
Service Provider | ATHT w | [ Display &Il

[ Create new SIP Trunk ] [ Cancel ]

The newly created SIP Line will appear in the Navigation pane.

6. Once the SIP Line is created, verify the configuration of the SIP Line with the
configuration shown in Sections 5.4.2 — 5.4.5.

7. Save the configuration as shown in Section 5.12.
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5.4.2. SIP Line — SIP Line tab

The SIP Line tab in the Details pane is shown below for Line Number 17, used for the SIP
Trunk to the Avaya SBCE, and ultimately AT&T. Note, if no SIP Line exists, right click on
the Line item in the Navigation pane and select New - SIP Line (not shown). In the
reference configuration, SIP Line 17 was created. The SIP Line form is completed as follows:

e ITSP Domain Name: Set to the IP address of the “inside” (A1) SIP trunking interface
of the Avaya SBCE (e.g., 192.168.42.20).

e In Service and Check OOS: These boxes are checked (default).

o Note that the Out Of Service (OOS) option is used in conjunction with SIP
OPTIONS (see Section 5.11).

e Call Routing Method: Matched values based on the Request URI, or To Header
contents, may be selected. In the reference configuration, the default Request URI
setting was used.

e Country Code: Use the default <blank>.

e Send Caller ID: Set to Diversion Header. This is required by the AT&T IPFR-EF
service for call redirection scenarios (e.g., Call Forward, Mobile Twinning).

e REFER Support: Check this box to enable Avaya IP Office to use REFER for call
transfer scenarios back to PSTN (attended & unattended).

e Use the default values for the other fields.

e Click OK (not shown).

As described in Section 5.3.5, the Name Priority parameter may retain the default Favor
Trunk setting, or can be configured to Favor Directory. As shown below, the default Favor
Trunk setting was used in the reference configuration.

IP Offices Line B SIP Line - Line 17
& BOOTR (2) Witen || B 1S Lif| 5P Line Transport|sTP URI [varp | T3 Fax|SIP Credentials
i Operator (3} 41 Analogue Trunk
- <% DDEOD70S3008 {2 Analogue Trunk Line Mumber 17 £
5 System (1) 43 Analogue Trunk . 192.166.42.20 .
4 Line (8) 44 Analogue Trunk SR I S In Service cl
= Contral Unit (2) ™17 SIP Line
48 Extension (13} tRIType =P he
ﬂ User (14) n
Prefi Check 003 W
a Group (5) et =
9% Short Code (53} National Prefix o Call Routing Method Request LRI v
B Service (0) SETEn ber F
tiginator number for
o RAS (1) Country Code forwarded and twinning calls
e Incoming Call Route (30)
@ WanPort {0} Inkernational Prefix oo Mame Priority Favor Trunk -

i Directory {0)

£77 Time Profile £3) Send Caller 10 Diversion Header v Caller 10 from From header [
@ Firewal Profiis (1) Association Method By Source IP address v Send From In Clear O
@ 1P Route (4)
& Account Code (00 User-Agent and Server
R, License (77) Headers
i Tunnel (0) Service Busy Response 486 - Busy Here A
ﬁ 3 User Rights (8}
 ARS (2) Action an CAC Location Limit | Allow Yoicemail w
' RAS Location Request {0)
W
&8 Location {0) REFER. Suppart
Incarning Auta .
oukgaing Auto w
Method for Session Refresh Reirvite -
Session Timer (seconds) On Demand E,
Media Connection Preservation | Disabled v
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5.4.3.SIP Line - Transport tab

Select the SIP Line = Transport tab and configure the following:

address 192.168.42.20.

Network Configuration - Use Network Topology Info
Calls Route via Registrar: Enabled (default).
Click OK (not shown).

ITSP Proxy Address: Set to the Avaya SBCE “inside” Al SIP Trunk interface IP

Network Configuration - Layer 4 Protocol: Setto UDP.
Network Configuration - Send Port: Set to 5060 (default).
: Setto LAN 1.

SIP Line| Transport |SIP LRI| WoIP || T35 Fax || SIP Credentials

ITSP Proxy Address |192.168.42.20

Mebwark Configuration

LDoP w Send Port  [2080

Laver ¢ Probocal

Use MNebwork Topology Info LA 1 A

Explicit DMNS Server(s) 0 o 0 0 1] 1] 0

Calls Route wia Registrar

Separate Registrar

4¥

i}

5.4.4. SIP Line - SIP URI tab

Select the SIP Line - SIP URI tab. On this form a list of the DNIS digits delivered by

AT&T is created.

Note — In the reference configuration the AT&T IPFR-E service delivered seven DNIS digits
in the R-URI. The entries below match on these DNIS digits, not the dialed DID number.

To add a new SIP URI, click the Add... button. At the bottom of the screen, a New Channel

area will be opened. Entries may be specified in two ways:

1.
info” information.

A “wild-card” entry that will use the contents of SIP headers containing “called party

Otherwise, the call will be denied.

Note - When this method is used, the inbound AT&T DNIS digits must be specified for an
Avaya IP Office User or Hunt Group, on its corresponding SIP tab (see Section 5.5).

In this method the following information is specified:
The Via field will automatically be populated with the

IP address of the system

LAN interface (LAN 1) with which the SIP trunk is associated (see Sections 5.3.2

and 5.4.1).
Local URI, Contact, Display Name, and PAI: Set to

JF; Reviewed:

SPOC 5/9/2014 ©2014 Avaya Inc. All Rights Reserved.

Solution & Interoperability Test Lab Application Notes

Use Internal Data.

28 of 106
IPO90SBCEG2FR




e Registration: Set to the default 0: <None>.

e Incoming Group: Setto 100 (SIP Line 17). This value references the table
created with Incoming Call Routes in Section 5.7.

e Outgoing Group: Set to 100 (SIP Line 17). This will be used for routing outbound
calls to AT&T via the Short Codes (Section 5.6) or ARS configuration (Section
5.8).

e Max Calls per Channel: In the reference configuration this was set to 10. This
sets the maximum number of simultaneous calls that can use the URI before Avaya
IP Office returns busy to any further calls.

e Click OK to save the information.

SIP Line | Transport| SIF URI yoIP | T35 Fax| SIP Credentials

Channel GEraups Yia Local URI | Contack Display Marme Add...
1 100 100 192.165.42.1
Remove
Edit...
Edit Channel
Wia 192.165.42.1
Local URI s Internal Data £
Conkact Use Internal Data '
Display Mame Use Internal Data £
PAI Use Internal Data L
Reqistration 0: <Mone w
Incoming Group 100
Oukgoing Group 100
Mazx Calls per Channel 10 =

2. Specific entry(s) that will match inbound DNIS digits from AT&T.

Note — This method must be used for Avaya IP Office call destinations other than
Users or Hunt Groups. This may be Auto Attendant and Meet-Me conference Short
Codes, calls to Voicemail Pro, (or other inbound calls not defined on a User or Hunt
Group SIP tab).

In this method the following information is specified:

e Local URI, Contact, PAI, and Display Name: Set to an AT&T DNIS number
(e.g., 5555386).

e Registration: Set to the default 0: <None>.

e Incoming Group: Set here to 100 (SIP Line 17). This value references the
Incoming Call Routes in Section 5.7.

e Outgoing Group: Set to 100( SIP Line 17). This will be used for routing outbound
calls to AT&T via the Short Codes (Section 5.6) or ARS configuration (Section
5.8).
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e Max Calls per Channel: In the reference configuration this was set to 10. This
sets the maximum number of simultaneous calls that can use the URI before Avaya
IP Office returns busy to any further calls.

e Repeat for every required AT&T DNIS string.

e Click OK to save the information.

Zhaninel

= Rt = U I T

Edit Channel
Wia
Local LRI

Conkact

Pal

Reqistration

Groups

100
100
100
100
100
100
100
100

Display MName

Incaming Group

Qukgoing Group

100
100
100
100
100
100
100
100

Max Calls per Channel

Wia
192.168.42.1
192.168.42.1
192.168.42.1
192.168.42.1
192.168.42.1
192.168.42.1
192.168.42.1
192.168.42.1

192, 165,42,

5553189

5553169

5553189

0: <None>=

100

100

10

i

SIP Line | Transport| SIP URD WalP | T38 Fax|SIP Credentials

Local URI - Conkact

F373169
7373161
Ti73162
TI73163
Ti73164
7373165
7373166

1

F373169
7373161
Ti73162
TI73163
Ti73164
7373165
7373166

Display MNamg Add. ..

F373169
7373161
Ti73162
TI73163
Ti73164
7373165
7373166

Rermone

Edit. ..

e To edit an existing entry, click an entry in the list (e.g., Channel 2 -5553169), and click
the Edit... button. On the bottom of the screen, the Edit Channel area will be opened.
e When all SIP URI entries have been added/edited, click OK at the bottom of the screen

(not shown).

5.4.5. SIP Line - VoIP tab

Note — When T.38 is specified for Fax Transport Support below, the Direct Media
parameters Allow Direct Media Path and Force direct media with phones cannot be
selected. In addition, as mentioned in Section 2.2.1, Item 4, issues were found when Direct
Media was enabled. Therefore even if T.38 is not specified, the use of Direct Media is not

recommended at this time.

Select the SIP Line = VolIP tab.

e The Codec Selection drop-down box = System Default will list all available codecs.
In the reference configuration, Custom was selected and G729(a) 8K CS-ACELP,
and G.711 ULAW 64K were specified. This causes Avaya IP Office to include these
codecs in the Session Description Protocol (SDP) offer, and in the order specified.
Note that in the reference configuration G.729A is set as the preferred codec on the

connection to the AT&T IPFR-EF network.
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e T.38 fax was used in the reference configuration. Set the Fax Transport Support
drop-down menu to T38. Note that Error Correction Mode (ECM) is enabled by
default on the T.38 Fax tab (Section 5.4.5). ECM is supported by the AT&T IPFR-EF
service. G.711 fax also worked in the reference configuration (T.38 option disabled);

however T.38 is the preferred method.

e The DTMF Support parameter can remain set to the default value RFC2833.
e The Re-invite Supported parameter can be checked to allow for codec re-negotiation
in cases where the target of an incoming call or transfer does not support the codec

originally negotiated on the trunk.
e Click OK (not shown).

Since the AT&T IPFR-EF service does not require registration, the SIP Credentials tab need

not be visited.

Note - By default the VoIP Silence Suppression box is not checked. This disables the use of
the G.729B codec. If silence suppression is desired, check this box, and enable the VolP
Silence Suppression option on the Extension form VolP tab (see Section 5.5.2).

SIP Line| Transport | SIP URI| YoIP 733 Fax| SIP Credentials

Codec Selection Customn

Ursed

G711 ALAW 64K ==
G.722 64K
G.723.1 6K3 MP-MLO

==

=

Fax Transpork Suppark T35

Location Cloud

Call Initiation Timeout (s) |4 |

DTMF Support: RFCZE33

Selected

G.729(a) 8k CS-ACELP
G711 LILAY 64K

| |:| WoIP Silence Suppressionl

Allows Direct Media Path
Re-invite Supported
[ coder Lockdown
[ Prack 100rel Supported
Force direct media with pl

5,711 Fax ECAN

hones

5.4.6. SIP Line - T38 Fax

Note - The settings on this tab are only accessible if Re-invite Supported and a Fax

Transport Support option (T38) are selected on the VVolIP tab (Section 5.4.4).

Use all other default values.
Select Ok (not shown).
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SIP Line || Transport | SIP URI|woIP | T3S Fax |SIP Credentials

T38 Fax Yersion u} W
Scan Line Fix-up
Transpork
TFOP Enhancement
Redundancy
[ pisable T30 ECM
Low Speed 0 £
B as [] pisable EFlags For First DIS
. ~
High Speed o > [ pisable T30 MR Compression
TCF Method Trans TCF ~ [] msF Override
Max Bit Rate (bps) 14400 ~

EFlag Start Timer (msecs) (2600

EFlag Stop Timer (msecs) 2300

4|4k |4¥

Tx Mebwork Timeout (secs) |150

| [C] Use Default Yalues |

5.5. Users, Extensions, and Hunt Groups

In this section, examples of Avaya IP Office Users, Extensions, and Hunt Groups are
illustrated.

5.5.1. Analog User Extn207

The following screen shows the User tab for analog phone User Extn207. This user
corresponds to the Avaya Analog 6211 set.

To add a User, right click on User in the Navigation pane, and select New (not shown). To
edit an existing User, select User in the Navigation pane, and select the appropriate user to be
configured in the Group pane.
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IP Offices

R BOOTP (2)
{ Operator (3)
==y D0EOO7OSE005
3 System (1)
7 Line (6}
< Control Unit (2)
Ay Extension {13)
: User {14}
W% Group (5
BX short Code (69)
B service (0
Al RAS (1)

B wanPart (09

a4 Directory (0)

£ Time Prafile [3)
@ Firewall Profile (1)
B P Route (4)

@ Account Code (0}
W License (77)

% Tunnel {0}

§ 3 User Rights (8)
¢ RS (2)

@ Location (0}

e Incoming Call Route {30)

# RLAS Location Request (0)

User

Name
ExtnzOl
Extnoz
Extnz03
Extno¢
Extnz0s
ExtnZo6
Extnz0?
Extnog
rr Extn500
y Extna0on
rr Extn700
7 Extn730
g Nolser
; RemoteMan. ..

Extension
20
202
203
204
205
206
207
208
S00
&00
700
750

User | vaicemail | DND
Name
Password
Confirm Password
Account Status
Full Mame:
Extension
Email Address
Locale
Priotity
Swstem Phone Rights

Profile

Device Type

Extn207: 207

Short Codes | Source Mumbers | Telephony | Forwarding || Dial In | Woice Recording || Buttol

Extn207

Enabled
Analog Phane

207

5

None

Basic User

D Receptionist
Enable Softphone

[] Enable one-% Portal Services
Enable one-¥ TeleCommuber

[ Enable Remote worker
Enable Flare
Enable Mobile YoIP Client
Send Mability Email

D Ex Direckary

@ Analogue Handset

The following screen shows the SIP tab for User Extn207 (use the arrow buttons in the upper
right corner to navigate to the SIP tab).
e The SIP Name and Contact parameters are configured with the associated AT&T

DNIS number of the user, (e.g., 7325553174). These parameters configure the user
part of the SIP URI in the From header for outgoing SIP trunk calls, and allow
matching of the SIP URI for incoming calls, without having to enter this number as an
explicit SIP URI for the SIP Line (see Section 5.4.3).

Note — For incoming calls Avaya IP Office will match these fields from right to left,
therefore matching on the seven digit inbound AT&T DNIS string (e.g., 5553174).
However for outbound calls Avaya IP Office will populate the calling fields (e.qg.,
From header) with the full ten digit AT&T DID number (e.g., 7325553174).

The SIP Display Name (Alias) parameter can optionally be configured with a descriptive

name.

If all calls involving this user and a SIP Line should be considered private, then the

Anonymous box may be checked to withhold the user’s information from the network (see
Section 5.10). See Section 5.6.3 for a method of using a Short Code (rather than static user
provisioning) to place an anonymous call.
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gf - X v <>

|

IP Offices Extn207: 207"

R BOOTR(2)
¢ Operator (3)
% D0EN070SE006
=2y System (1)
7 Line (8)
<2 Contral Unit (2)
Ay Extension (133
& User(14)
W Group (5)
8% short Code (69)

Extension
201
202
203

SIP | Personal Directary

Forwarding | Dial In | ¥oice Recording | Button Programming | Menu Programming | Mabiltty | Group Membership || Announcements

SIP Wame 7325553174

SIP Display Name (flias) | Analog Phone|

Conkact 7325553174

[ Anonymous

s00

Select Extension from the Navigation pane, and select New (not shown). Enter the
appropriate extension (207) information (note that the Extension ID is automatically
generated).

IP Offices Extension E Analogue Extension: 7 207
K BooTR () 1d Extension = Maodule | Pd|| gy fnalogue
i Operator (3) 1 201 BD1 1
[=)-*%=p O0EOO70SE005 &2 202 BD1 2 Extension Id 7
29 System (1) KX 203 BD1 3
. Base Extension 207
9 Line (6) 4 204 BD1 4
= Control Uit () &5 205 BED1 5 [|| caller Display Type on b’
A4y Extension {13) &6 206 BOL &
a User (14) . =
S . Device Type
% Group (5) &8 208 Bl B
B% Short Code (69)
. ", 5000 600 o o .
@ Service (0) Location Syskem (Mone) w
o, RAS (1) "w,5001 700 i i
€ Incoming Call Route (30} 8002 750 0 0 Madule EP1
) WarPort (0) 5003 500 i i - ;
a4 Directary (00 w5004 751 o o

5.5.2. IP Phone User Extn500

Following the steps shown in Section 5.5.1, create a H.323 IP phone user (e.g., Extn500). The
following screen shows a 1608 IP Telephone provisioned in the User tab for User Extn500. In
the reference configuration, this user will be granted “Power User” features.

e Password: This password is used by user applications such as SoftConsole, Phone
Manager and TAPI. It is also used for users with Dial In access. Note that this is not
the user's phone log in code (see the information on the Telephony - Supervisor
Settings tab below), or their Voicemail mailbox password (see information on the
Voicemail tab below).

e The Profile parameter is set to Power User. This gives this user access to additional
Avaya P Office features. See [1] for more information.

e Add additional options as required.
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IP Offices User B Extn500: 500
K BOOTR(2) Marme Extensiol N 5 5 . . "
User | yoicemail | DND Short Codes | Source Mumbers | Telephony || Forwarding | Dial In || Voice Recording || Butkon Pr
{7 Operator (3) Extnz01 201
==y O0EOO7OSE00S Extn202 202 Marne ExtnS00
5y System (1) Extnzo3 203
17 Line (6) Extnizid 204 g2 B
= Contro! Uik {2) Extnz05 205 Canfitrn Password ok
Ay Extension (13} Extn206 206
§ User(14) Extnz07 207 Account Status Enabled i
a‘“ Graup {5)
Exknz08 208
Shart Code (69 Full Mame H323 Phone
ax or. ode (69) yr ExtnS00 500
B service (0) )
o RAS (1) yr ExEné00 &00 Extension 500
@ Incoming Call Route (30) " Extni700 700 Email Address
@ WanPart (0) ym Extn7 S0 750
a4 Directary (0) W hollser Locale v
7 Timme: Profile (2) fmRematetan. ., i - =
@ Firewall Profile {1} rioricy
[l 1P Route (4) System Phone Rights Mone w
g Account Code (0)
e License (77) Profile Fower User w
& Tunnel (0)
Receptionist:
§ 3 User Rights (3) O e
"¢ AR5 (2) [] Enable Saftphane
" RAS Location Request (1) Enable one-x Portal Services
@ Location (0)
Enable one-x TeleCommuter
[] Enable Remate Warksr
[] Enable Flare
[[] Enable Mabile ¥aIp Client
[] send Makility Ernai
D Ex Direckary
Device Type ﬁ Avaya 1605

Like the Analog Extn207 user, the SIP tab (use the arrow buttons in the upper right corner to
navigate to the SIP tab) for User Extn500 is configured with a SIP Name and Contact
specifying the user’s associated AT&T number (e.g., 7325553170). Optionally a user can be
set to use privacy for all calls by selecting the Anonymous option.

Telephony | Farwarding || Dial In | Yoice Recording | Bukkon Progearming | Menu Pragramming | Makilty | Group Membership | &nnouncements | SIP

Personal Directory 4 r :|

SIF Mame 7325553170
SIP Display Mame (Alias) |H323 Phong]

Conkact 7325553170

[ anonymous

User Extn500 will use the Mobile Twinning feature. The following screen shows the
Mobility tab for User Extn500.

The Mobility Features, Mobile Twinning, Mobile Call Control, and Mobile Callback
boxes are checked.

The Twinned Mobile Number field is configured with the number to dial to reach the
twinned mobile telephone, in this case 917325550037 (note that the outbound call access code
9 is specified, as described for the Short Code 9N; access to ARS, in Section 5.6.1).
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The Mobile Call Control and Mobile Callback features are accessed via Short Codes (as
shown in Section 5.6.4), and Incoming Call Routes (as shown in Section 5.7).

Telephony | Forwarding || Dial In | Yoice Recording | Button Programming | Menu Programming | Mobility | Group Membership | an

[ 1nternal Twinning

Twin Bridge Appearances
Twin Coverage Appearances
Twin Line Appearances

Mobility Features
Makile Twinning

T_winngd Mo_bile Mumnber 917325550057

(including dial access code)

Twinning Time Profile <Mone = v
Mobile Dial Delay (secs) 2

Mobile &nswer Guard (secs) [0 £

[] Hunt group calls eligible For mobils bwinning
[] Forwarded calls eligible for mobils twinning
Twin When Logged Cut

[] one-% Mobile Client

Mobile Call Contral

Mobile Callback

Avaya IP Office offers a feature where users can define names in a Personal Directory, and
display these names, based on the inbound calling number.

The following screen shows the Personal Directory tab for User Extn500. With the
configuration shown below, if Extn500 receives an inbound AT&T call from the telephone
number 7325552438, the phone will display the name “PSTN Phone” (along with the
number), even if AT&T provided a different name in the SIP INVITE message sent to Avaya
IP Office.

Note — In the reference configuration, the SIP Line is configured with Name Priority -
Favor Trunk (see Section 5.4). This setting needs to be changed to Name Priority - Favor
Directory, to enable this feature.

Telephony | Forwarding || Dial In | Yoice Recording | Button Programming | Menu Programming | Mobility || Group Membership | Announcements | SIP Persanal Diractory 4 r
Index Narne Nurnber
01 PSTH Phone 7325992438

Remaove

The following screen shows the VVoicemail tab for User Extn500. The Voicemail On box is
checked, and a VVoicemail password can be configured using the Voicemail Code and
Confirm Voicemail Code parameters.
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User | Woicemail |DmD
Yoicemail Code okt
Confirm Yaicemail Cade  |****

“oicemail Email

o3 Copy Forward

DTMF Breakout

Reception | Breakout (DTMF 0)
i

Breakout (DTMF 2)

P

Breakout (DTMF 3)

V)

Alert

Syskem Default )

System Default

System Default

Short Codes | Source Numbers | Telephony | Forwarding | Dial In | Voice Recording || Button Pro

Yoicemail On

[ voicemail Help
[ voicemail Ringback.

‘oicemail Email Reading

[ ums web Services

Select the Telephony = Supervisor Settings tab as shown below. The Login Code will be

used by the telephone user as the phone login password.

User || Woicemail | DMD

Call Settings | Supervisor Settings | Multi-line Options | Call Log || TUL

Login Code kb

Loqin Idle Period (secs)
Maonikor Group =Mone =
Coverage Group =MNone >
Status on Mo-Answer
Reset Longest Idle Time

® all Calls

() External Incoming

Logged On (Mo change)

Shart Codes | Source Mumbers | Telephony | Forwarding | Dial In | Yoice Recording | Eutton Pros

|:| Force Login

[ Foree Account: Code

[ 1ncoming Call Bar
[ owtkgoing Call Bar
[ 1nhibit CFF-Switch ForwardfTransFer
[ can Intrude
Cannot be Intruded
[ can Trace Calls
[] ccr Agent
Aukomatic After Call Work

[ mery Auto Intercom Calls

Select Extension from the Navigation pane, and select New (not shown). Enter the
appropriate extension (500) information (note that the Extension ID is automatically

generated).
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IP Offices Extension B SIP Extension: B0DO 600
K BOOTR(2) Id Extension | Modul || Eypn VoIP || T38 Fax
4 Operator (3) 31 201 ED1
=|-%=) O0EOOFOSS00S Az 202 BD1 Extension Id 3000
5y System (13 k) 203 ED1
T i i &00
7 Line (6) e 204 BD1 Base Extension
= Control Unit (2) &5 205 ED1 Caller Display Type
Ay Extension (13) &6 206 BOL
§ User(14) &7 207 - Reset Volurne After Calls |
ﬂ Group {5) & =
E 205 EP1
B3¢ Short Code (69) Device Type 11
@ service (0) ", 8001 700 il
o R4S (1) . Locati Ak i
e Incoming Call Route (30} ;8002 750 o acasien uromatic
&) wanpor: (0) ™8003 751 0 Module o
am Directory (0) w8004 500 0
f’n“ Time Profile {3} Port 1}
@ Firewall Profile (1) Force Authorization
IF Route (4}

Select the VoI P tab in the Details pane.
e Use the IP Address field default value (0.0.0.0).
e Use defaults for the remaining fields.

Note that this station has Silence Suppression (G.729B) selected.

Extn WoIP

IP Address
MaC Address

Codec Selection

Reserve License
TDM-=IP Gain
IF-=TDM Gain

Supplementary Services

u] u] o o
Cuskorm
Unused
G711 ALAW 64K ==
G.722 64K

G.723.1 6K3 MP-MLG

L

=

Mone
Crefault
Deefault

Mone

| WolP Silence Suppression

0O Enable Faststart For
non-Avaya IP phones

3 Out OF Band DTMF

Selected [ Local Tones

3.729(a) 8K C5-ACELP

2 . "
711 UL B Al Cirect Media Path

5.5.3. SIP Telephone Users (Avaya 1120E and Avaya IP Office

SoftPhone)

In the reference configuration, an Avaya 1120E SIP telephone and Avaya IP Office SoftPhone
were provisioned as SIP users.
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5.5.3.1 SIP Avaya 1120E

The following screen shows an 1120E Telephone provisioned in the User tab for User
Extn600. The provisioning of this User is the same as for the H.323 station in Section 5.5.2.

Note that this station is set as a Basic User.

IP Offices User B Extn600: 600

R EBOOTR (2)
% Operator (3)
[=)-%=9 DOEOO7OSE005

a2y System (1)
9 Line (6)
<= Control Unit {2)
Ay Extension {13)
a User (14}
% Group (5)
B short Code (69)
@ Service (0)
ol RAS (1)

#8 wanPart (0)
s Directory (0)
f:.“ Time Prafile {3)

Bl P Route (4)

i Account Code (0)
W License (77)

% Tunnel {0)

ﬁ; User Rights (&)
¢ ARS (2)

& Location (0)

@ Incoming Call Route {300

@ Firewall Profile (1)

" RAS Location Request {0)

Marmne
Extnzil
Extnz0z
Extnz03
Extnz04
Extnz03
Extnz06
Extnz07
Extnz0g

rr ExtnS00

rr Extn 700

7 ExEn750

g Malser

‘ RemaoteMan. .

Extensioi

201
202
203
204
Z05
206
207
205
500

700
750

User |\u'0icemai\ DMD Short Codes | Source Mumbers | Telephony | Forwarding || Dial In || Yoice Recording | Buttd

Mame [Extnenn |
pe— . |
Canfirm Password - |
Account Status |Enabled v
Full Mame [51P Phane |
Extensian |00 |
Email address | |
Locale | United States {Us Englshy v
Friority |5 v
System Phone Rights |mane v|

Profile |asic User v|

[] receptionisk
Enable Softphone

[] Enable one-% Portal Services
Enable one-# TeleCommuter

[[] Enable Remate worker
Enable Flare
Enable Mobile WoIP Chient:
Send Mobility Email

|:| Ex Directory

Device Type L *l Avaya 1120E SIP (Language: ***ENGLISH" )

Like the H.323 Extn500 user, the SIP tab for User Extn600 is configured with a SIP Name
and Contact specifying the user’s associated AT&T number (e.g., 7325554385).

IP Offices User

R BOOTR (1)
1 Operator (3)
[=)-%%p DDEOO7OSS008

5y Syskem (1)
7 Line {5}
<2 Control Unit (23
Ay Extension (11}
i User {13}
ﬂ HuntGroup {23

B Lo

o do smen

WETE Extension
% Ednzor 201
§ Extnzoz 202
§ Extnzoz 203
§ Edtrzos 204
§ Edtrzos 208
§ Ednzoe 206
§ Banzor 207
§ Ednzos 208

Ei Extn600: 600* ek - | X

v < s

Mobility || Phone Manager Options || Hunt Group Membership Announcements| sIp |Persona| Directory | A

SIP Mame |?325554385 |

SIP Display Mame {Alias) |SIP FPhone |

Contact |?325554385 |

D Anonymous
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As with the H.323 Extn500 user, Extn600 also utilized the external VVoicemail Pro server.

User | Woicemal |DHD

Yoicemail Code ottt

Confirm Yoicemail Code  [*¥*#*

Woicernail Emnail

Qff Copy Forward Alert

DTMF Ereakouk

Reception [ Breakout (DTMF 00 System Default )

i
EBreakout (DTMF 23 System Default )
i
Breakaout (DTMF 33 System Default ()
i

Short Codes | Source Mumbers | Telephony || Forwarding || Dial In || Yoice Recording | Butkon

Yoicemail On
[ voicemail Help
[ voicemail Ringback.

‘woicemail Email Reading

[] ums wehb Services

Similarly, the Login Code will be used by the telephone user as the phone login password.

Call Settings | Supervisor Settings | Mulki-line Options || Call Log || TUI
EE 225 20

Login Code

Login Idle Period (secs)

Resek Longest Idle Time
@ Al Calls

() External Incoming

Monitar Group <Mone > w
Coverage Group <Mone > w
Status on Mo-Answer Logged On (Mo change) L

[ Force Login

[ Force Account Code

[ 1ncoming Call Bar
[ outgeing Call Bar
[ 1nhibit CFf-Switch Forward) Transfer
[ can Intrude
Cannot be Intruded
[ can Trace Calls
[ ccr agent
Aukomatic After Call Work

[ bery Auto Inkercom Calls

A new Extension is also created for the 1120E SIP telephone. Right Click on Extension, then

select either a new SIP extension (or H.323) to add (e.g., a new SIP Extension).

7 Line (6 1 I
2 O tr0ﬂ| Hel ' | H323 Exkension
¥ A Fockensi
g Usercl & cu Chrl4x : L
'3‘“ Group 28 Copy Chrl4C | SIP Extension [:
@3¢ Shart o]
g ::Ir;l;f 75 Delete Chrl+Del
@ Incomir] | alidate
@ ‘'anPol
a4 Directo 3
(I“x Tirne Pr MNews From Template (Binary)
@- Firewal Export as Template {(Binary)
EB IF Rout
i Accoun| Show In Groups icense Mone
e License| -
W& Tunnel Custormnize Columns... nort Support | Mone
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The following screen shows the Extn tab for the extension corresponding to an Avaya 1120E
set. Note that this station does not have Silence Suppression selected.

Extn | volP | T38 Fax
Extension Id a000
Base Extension 600

Caller Display Type

Reset Yolume After Calls O

Device Type L.:

Location Automatic A
Todule a

Part o

Force Authorization

Extn | ¥oIP | T35 Fax
1P Address B 1 1 1 D tolP Silence Suppression
[ Local Hold Music
Codec Selection Custom v AR
Urused Selected
) Foeiri
G711 ALAW 64K s% | [G729(a) BK C5-ACELP Re-invts Supported
G722 64K @711 UL 64K [] Codec Lockdawn
G.723.1 B3 MP-MLQ
L
x
Reserve License Maone v
Fax Transport Support | Mone -
TDM-=IP Gain Default v
IP-=TDM Gain Default
DTMF Suppart RFC2833

5.5.3.2 SIP Avaya IP Office Softphone
Repeat the steps shown in Section 5.5.3.1 with the following settings.
1. Defining a User
e User tab (shown below)
e The Enable Softphone box is checked, the other enabled advanced capabilities
shown, are optional.
e SIP tab (not shown)
o SIP Name and Contact specifying the user’s associated AT&T DNIS
number (e.g., 7325554386).
e Voicemail tab (not shown)
o User Extn700 also utilized the embedded Voicemail. The Voicemail On
box is checked.
e Telephony—> Call Settings tab (not shown)
o Check the Call Waiting On box to allow multiple call appearances and
transfer operations.
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e Telephony—> Supervisor Settings tab (not shown)
o The Login Code is the softphone login password.

IP Offices User B Extn700: 700

Il Extensi
K soote (22 ) ame e | NTE Yoicemail | DND || Short Codes | Source Numbers || Telephony || Forwarding | Dial In | Yoice Recording || By
{# Operatar (3 Extnz01 01
=%y DOENO70SE006 Extn202 202 Mame Extn?00
%39 System (1) Extn203 203
1 Line (6) Extri204 204 Recsaod B
- Cuntru! Unit {2} Extnz05 205 Corfitrn Password ko
4 Extension {13) Extnz06 206
% gser (1(;)) Extnz07 207 Account Status Enabled
roup
8% Short Code (£9) h;::ggﬁ ;Eg Full Mame IPCr Softphone
@ Service {0} .
. RAS (1) e Exkné00 600 Extension 700
. Extn700
e Incaming Call Raute {300 Email Address
w WarPort () yExtn7 S0 750
@ Directory (0) rahiolser Locale Urited States (U3 English) b
(7 Time Profie (3) fmRemotettan... orort o 7
@ Firewall Profile {1} My
[l 1P Route (4) System Phone Rights Mane L
@ Account Code (0}
W License (77) Prafile Pawer User e

% Tunnel {0) __
Receptianist

5 user Rights (5 O 2

"B ARS(2) Enable Softphone

" RLAS Location Request (0)
S Location (0)

Enable one-X Portal Services
Enable one-¥ TeleCommuter
Enable Remate Worker

[] Enable Flare

[] Enable Mabile YaIr Client
[ send makility Email

|:| E:x Directory

Device Tvpe aﬁ Unknown SIP device

2. Define an Extension for the Avaya IP Office Softphone.
e SIP Extension tab (shown below)
o The Extension ID is automatically assigned by Avaya IP Office (e.g.,
8001). The Base Extension field is manually populated with the desired
extension (e.g., 700).
e SIP Extension = VolIP tab for extension 700 (not shown)
o The IP Address default value is used (0.0.0.0).
o Inthe reference configuration the Codec Selection parameter is set to
Custom, and the same codec list used in Section 5.5.3.1 is used.
o Other fields may retain default values.
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[ IP Offices Extension

BC1
BC1
BC1
BD1
BC1
BC1
BF1
BF1
0

oo oo

R BOOTP (2) 1d Extension  Modul
¢ Operator (3) &1 201
=%y D0OEOO7OSE005 A2 202
=0 System (1) &3 203
T Line (8) &4 204
= Contral Unit (2) &5 205
Ay Extension (13) &6 206
% User (14) &7 07
Graup (5) & 208
" ShorF Code (69) "y 5000 600
@ service (0) ",8001 700
ok RAS (1) "\'..8002 750
@ Incoming Call Route (30) !
D) WanPort (0 ", 3003 751
a4 Directory (00 3004 500
f’.“‘ Time Profile (3)
@ Firewall Profile {13
IF Route (47

Extn VaoIP T38 Fax
Extension Id ano1
Base Extension 700
Caller Display Type
Reset Volume After Calls ]
Device Type ﬁ
Location Automatic A4
Module 1]
Paort 0
Force Authorization

E SIP Extension: 8001 700

5.5.4. Hunt Groups

Users may also receive incoming calls as members of a hunt group. To configure a new hunt
group, right-click Group from the Navigation pane and select New (not shown). To view or
edit an existing hunt group, select Group from the Navigation pane, and the appropriate hunt

group from the Group pane.

The following screen shows the Group tab for hunt group 1004. This hunt group was
configured to contain the Analog telephone (Extn207), the H.323 telephone (Extn500), SIP
telephone (Extn600), and the SIP Softphone (Extn700). In the reference configuration, these
telephone extensions are rung based on idle time, due to the Ring Mode setting
LongestWaiting. Click the Edit button to change the User List included in the Hunt Group

from the list of available users.

IP Offices Group

Swskem Mame  Mame Exten:

%
R
a8
A
A

R BOOTR (2)
4 Operator (3)
=%y O0EOO7OSG00G
“27 System (1)
7 Line (6)
= Control Unit (2)

1003
100z
1001
1004
200

Parts
Service
Sales
Local Hunt
Main
A Extension {13)
= User (14}
Group (5)
8% Short Code (690
B service (0)
ol RAS (1)
€ Incoming Call Route (31)
@ ‘WanPort {0}
am Directory (0)
\rﬁ Time Profile {3)
) Firewall Prafile (1)
il IF Route (4)
m Account Code (0
B License (77)
@& Tunnel (0)
ﬁ 3 User Rights ()
RS (2)
' RAS Location Reguest {0}
& Location (0)

Longest Waiting Group Local Hunt: 1004
Group | Queuing | Overflow | Fallback | Woicemail | Voice Recording | Announcements || SIP
Name Local Hunt Profile Standard Hunt Group L
Extension 1004 [ Ex Directary
Ring Mode Langestivaiting - Mo Answer Time (secs)  System Default (15) E
Hold Music Source Mo Change w
Ring Tone Override Mone v
Agent's Status on Mo-Answer
Applies Ta More b
User List

Exkension Name

207 Extnz07

500 ExtnS00

£00 Extnéin

700 Extn7i0

Remare

The following screen shows the SIP tab for hunt group 1004. The SIP Name and Contact
are configured with the AT&T DNIS number 7325553178. In Section 5.7, an Incoming Call
Route will map 5553178 to this hunt group (see the note in Section 5.5.1 regarding incoming

AT&T digits).
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|:| Aoy mous
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5.6. Short Codes

Avaya IP Office provides predefined Short Codes, however new Short Codes may be defined
to match number strings to an action. To add a Short Code, right click on Short Code in the
Navigation pane, and select New (not shown). To edit an existing Short Code, click Short
Code in the Navigation pane, and the Short Code to be configured in the Group pane.

5.6.1. Short Code Direct Dialing (no ARS access)

In the screen shown below, the Short Code 8N; is illustrated (note the semicolon at the end of
the string). This Short Code will allow an Avaya IP Office user to dial the digit 8 followed by
any telephone number, symbolized by the letter N, to reach the SIP Line to AT&T. The
variable N can be any number such as a 10-digit number, a 1+10 digit number, a toll free
number, directory assistance (e.g., 411), etc.

This Short Code does not use the ARS table. When users dial 8 plus the number, Avaya IP
Office will wait for an end of dialing timeout then send a SIP INVITE.

o The Code parameter is set to 8N;

o The Feature parameter is set to Dial

o The Telephone Number parameter is set to N”@192.168.42.20” with the text string
beginning with @ in quotes. Address 192.168.42.20 is the “inside” SIP trunk interface
(A1) IP address of the Avaya SBCE.

o The Line Group ID parameter is set to 100, matching the number of the Outgoing
Group configured on the SIP URI tab of SIP Line 17 (see Section 5.4.3).

o Click the OK button (not shown).

IP Offices Short Code B EN;: Dial
K BOOTP(2) Code Telephone Mumber 1| shart cade
¢ Operator () |- F R h M

= = N0ENO70S3008 BrESTENE N Code 3h;
5 System (1) 63 “fukonttend” o il 3
1 Line (8) BTN n eanre =
< Contral Unit (2) AT N Telephone Mumber  |N'@192.168.42,20"
Ay Extension (13) eI #70H )
% zser (1(;)) Poee7N; oo Line Group ID 100 v

roun B3 "CallCenter” i i
Locale United States (U5 English) i
B short Code (69) ox+an P
E :ir;”e:f)m) PRS- AINTENANCE" Force Account Code [
e Incoming Call Route (31} 'XiQIN; N" 1"
@ ‘WanPort {0} oaerazny; W2
a4 Directory (0} 97 33
£ Time Profile {3) #urog 3l
@ Firewall Profile (1) Be+pEzn "[OMSLERR - "N
EB 1P Route (4) B+SDH "[OMS1JERR - "N
& Account Code (0) LR "“[0MSLERR - "N
W License (77) Ben; WH
@& Tunnel (0) X411 411
§a User Rights (3) 9777 777
EARS (2 Tan;
#° RAS Location Request (0}
B Location (D)
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5.6.2. Short Code Dialing via Automatic Route Selection (ARS access)

In the screen shown below, the Short Code 9N; is illustrated (note the semicolon at the end of
the string). This simple Short Code will allow an Avaya IP Office user to dial the digit 9
followed by any telephone number, symbolized by the letter N, to reach the SIP Line to the
Avaya SBCE/AT&T. However, Avaya IP Office will first consult the ARS table defined in
Section 5.8. The variable N can be any number such as a 10-digit number, a 1+10 digit
number, a toll free number, directory assistance (e.g., 411), etc.

The Code parameter is set to 9N;

The Feature parameter is set to Dial

The Telephone Number parameter is setto N

The Line Group ID parameter is set to 50:Main (default value provided by Avaya IP
Office), which directs the call to ARS.

Click the OK button (not shown).

o O O O

(@]

Shart Cade
Cods an;
Feature Dial A4
Telephone Mumber [N
Ling Group ID S0: Main v

Locale United States (S English) -

Force Account Code  []

Other short codes were also defined in the reference configuration:
e 3N; = Outbound dialing with privacy (see Section 5.6.3).
e *17 = Access VoiceMail Pro (see Section 5.6.4.1).
e *63 = Access to the Auto Attendant provisioned on VVoicemail Pro (see Section
5.6.4.2).
e *97 = Mobile Call Back (see Section 5.6.4.3.1).
e *98 = Mobile Call Control (see Section 5.6.4.3.2).

5.6.3. Privacy Dialing

Optionally, add a Short Code that can be used to access the SIP Line anonymously. In the
screen shown below, the Short Code 3N; is illustrated. This code is similar to the 9N; code.
The Telephone Number field begins with the letter W, which means “withhold the outgoing
calling line identification”.

Note - When a user dials 3 plus the number, Avaya IP Office will include the user’s telephone
number in the P-Asserted-ldentity (PAI) header along with a Privacy header of Id. The
From and Contact headers will contain Anonymous.

o The Code parameter is set to 3N;
o The Feature parameter is set to Dial
o The Telephone Number parameter is set to WN”@192.168.42.20”.
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o The Line Group ID parameter is set to 100, matching the number of the Outgoing
Group configured on the SIP URI tab of SIP Line 17 (see Section 5.4.3).
o Click the OK button (not shown).

Short Code
Code 3h;
Feature Dial A

Telephone Mumber W
Line Group ID 100 w
Locale United States {15 English) L

Force Account Code [

5.6.4. Feature Dialing
Optionally, add a Short Code that can be used to access Avaya IP Office features directly.

5.6.4.1 Voicemail Access

To access the VoiceMail Pro system directly, the code *17 is defined. This Short Code
will be used as one means to allow an AT&T DNIS number to be programmed to
route directly to voice messaging (via inclusion of this Short Code as the destination
of an Incoming Call Route in Section 5.7).

e Feature = Voicemail Collect
e Telephone Number =7?U
e LineGroup=0

Shott Code
Code *17
Feature Woicemail Collact w

Telephone Mumber |7
Line Group ID 0 w
Locale w

Force Account Code [ ]

5.6.4.2 Auto Attendant Access

In the reference configuration an Auto Attendant was defined on VVoiceMail Pro (see Section
5.9). This Auto Attendant is accessed via code *63.

e Feature = Voicemail Collect
e Telephone Number = “AutoAttend”
e LineGroup=0

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 47 of 106
SPOC 5/9/2014 ©2014 Avaya Inc. All Rights Reserved. IPO90SBCE62FR



Short Code
Code *53
Feature woicemail Collect
Telephione Number | "Aukodttend”
Line Group ID a

Locale

Force dccount Code [

5.6.4.3 Feature Name Extension (FNE) Access

Two Avaya IP Office Mobility features, Mobile Call Control and Mobile Callback, are
shown as examples of Feature Name Extension (FNE) Access.

5.6.4.3.1 Mobile Callback

The following screen illustrates the Code *97 which is defined for Feature = FNE Service
and Telephone Number = 33 for the Avaya IP Office Mobility feature Mobile Callback
(note that 33 is predefined in Avaya IP Office for this feature). Code, *97 was used as the
destination of an Incoming Call Route for an AT&T DNIS number. This enabled DID calls
from a configured twinning destination to be dialed, and then hung up by the caller while
hearing ring back. Avaya IP Office will then call the caller back using the number defined in
the User = Mobility = Twinned Mobile Number field (see Section 5.5.2), via AT&T
IPFR-EF service.

Note that for this feature to work, the inbound calling number information must match the
number provisioned in the associated User = Mobility = Twinned Mobile Number. For
example, in Section 5.5.2 the number 917325550037 was defined as the Twinning number for

the H.323 set. Therefore, the inbound calling number must match 7325550037.

e Feature = FNE Service
e Telephone Number =33
e LineGroup=0
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Locale
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5.6.4.3.2 Mobile Call Control

The following screen illustrates another Mobility Short Code. In this case, the Code *98 is
defined for Feature = FNE Service and Telephone Number = 31 for the Avaya IP Office
Mobility feature Mobile Call Control (note that 31 is predefined in Avaya IP Office for this
feature). Code *98 was used as the destination of an Incoming Call Route for an AT&T
DNIS number. This enabled DID access to Mobile Call Control from configured twinning
destinations, allowing the mobile user to make calls as if the calls were made from the user’s
Avaya IP Office extension in the office.

e Feature = FNE Service
e Telephone Number =31
e LineGroup=0

Short Code

Code *05

Feature FME Service A
Telephone Mumber |31

Lime Group ID 0 “

Locale v

Force Account Code [ |

5.7. Incoming Call Routes

Each Incoming Call Route will map a specific AT&T DNIS number to a destination user,
hunt group, or Short Code on Avaya IP Office. To add an incoming call route, right click on
Incoming Call Route in the Navigation pane, and select New (not shown). To edit an
existing incoming call route, select Incoming Call Route in the Navigation pane, and the
appropriate incoming call route to be configured in the Group pane.

Note — In the reference configuration, although a ten digit AT&T access number is dialed in
the PSTN, the AT&T IPFR-E service delivered seven DNIS digits in the R-URI. Therefore
incoming calls to Avaya IP Office will match on the seven digit inbound AT&T DNIS string
(e.g., 5553170).

In the screen shown below, the incoming call route for Incoming Number 2 5553170 is
illustrated. The Line Group ID is set to 100, matching the Incoming Group field configured
in the SIP URI tab for the SIP Line to the Avaya SBCE/AT&T in Section 5.4.3.
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IP Offices Incoming Call Route E 100 7373170

R BOOTR (23 Line Group ID | Incoming Murmber | Diestination Standard |voice Recording | Destinations
% Operator (3) @10 5553161 207 Extn207
-5 00E007058008 @100 5553162 500 ExtnS00 . :
i;- E-YSt?:) (13 e 100 c553163 207 Extnz07 Bearer Capability Anvy Woice w
1 Line
o control it @ @100 5553164 700 Extn700 Line Group ID 100 3
& Extension (13) e 100 5553165 207 Extnz07
k User (14 e 100 5553166 750 Exkn7s0 Incaming Mumber FI73170
J\a Group (5) e 100 5553167 EDD Extn&00 Incoming Sub Address
8% Shart Code (59) @1 5553160 95
@ Service (0) +:100 500 ExtnS00 Incoming CLI
ol RAS £1) @1 5553171 600 Extni00 -
ocale -
) Incoming Call Route (31 @100 5553172 700 Extn700
£2) wanPort (0) @100 5553173 208 Extn208 Pricrity 1 - Low 2
@ Direckary (0) @100 5553174 207 Extn207
{7 Time Profile (3) @100 5553178 1004 Lacal H... Tag
Firevaall Profile (1

g IIIDreRv:Ete E:; 2 (1) @ 100 5553180 750 ExEn?50 Hold Music Sollke System Source w
fm Account Code (1) Ring Tone Override Mone w

% License (77)

Select the Destinations tab. From the Destination drop-down, select the extension to receive
the call when AT&T delivers DNIS digits 5553170. In the reference configuration DNIS
digits 5553170 is associated with Avaya IP Office User Extn500 (the 1608 H.323 telephone).

Standard | Yoice Recording | Destinations

TimeProfile Diestination Fallback Extension

4 Default Yalue 500 Extns00

Repeat this process to route all AT&T DNIS numbers to their associated Avaya IP Office
destinations (phones, Hunt Groups, Short Codes, etc).

Note - The Destination drop down menu may not contain all desired destinations (e.g., Short
Codes for feature access as described in Section 5.6). In these cases the desired destination
may be manually typed into the Destination field.

5.8. Automatic Route Selection (ARS) and Alternate Routing

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes basic ARS screen illustrations and considerations, including alternate routing should
the SIP Line be out of service or temporarily not responding.

With ARS, secondary dial tone can be provided after the access code, time-based routing
criteria can be introduced, and alternate routing can be specified so that a call can re-route
automatically if the primary route or outgoing line group is not available. Although not
shown in this section, ARS also facilitates more specific dialed telephone number matching,
enabling immediate routing and alternate treatment for different types of numbers following
the access code.
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As described in Section 5.6.2, Short Code 9N; was defined for ARS access. Therefore
outbound calls via ARS are dialed as 9 plus the number. ARS will strip off the 9 and process
the call based on the remaining digits.

To add a new ARS route, right-click ARS in the Navigation pane, and select New (not
shown). To view or edit an existing ARS route, select ARS in the Navigation pane, and select
the appropriate route name in the Group pane.

The following screen shows an example ARS configuration for the route Main (ARS Route
ID 50). The In Service parameter refers to the ARS form itself, not the SIP Line Group(s)
that may be referenced in the form. If the In Service box is un-checked, calls are routed to
the ARS route specified in the Out of Service Route parameter.

e Entry 1N; means that any dialed string beginning with 1 (e.g. 1xxxyyyxxxx) will be
routed to Line Group 100 (SIP Line 17).
e Entry N; means that any dialed string will be routed to Line Group 100 (SIP Line 17).

IP Offices ARs | B Main

K BooTP(2) Marne Timdl [ RS
{7 Operator (3} ¥ Main
51 * DDEDOFOSB008 8RS Rt T Secondary Dial tone
2y System (1)
% Line (5} Route Marne SystemTone b
<=z Contral Unit (2
A Extension {13) Dial Delay Time System Default (4) = Check User Call Barring
i User (14)
;ﬂ Group (5)
B Short Code (59)
@ Service ()
ol RAS (1) l
e Incoming Call Route {31
¥ warPort (0) Time Profile s Out of Hours Route <Mone> v
@ Directory (0)
{_i“ Time Profile {3) l

@ Firewall Profile {1}
Bl FRouts (4) Code Telephone Number Feature Line Group ID

& Account Cods () jH N Dial 100
W License (77) I; M Dial 100
& Tunnel {0)

§5 user rights (5)

¥ AR5 (2)

# RAS Location Request (0}
5 Location (0)

In Service Qut of Service Route =Mong> v

Remove

Edit...

Since alternate routing can be considered a privilege not available to all callers, Avaya IP
Office can control access to the alternate route by comparing the calling user’s priority to the
value in the Alternate Route Priority Level field.

Assuming the primary route is in-service, the number passed from the Short Code used to
access ARS (e.g., 9N; in Section 5.6.2) can be further analyzed to direct the call to a specific
Line Group ID. Per the example screen above, if the user dialed 9-1-732-555-1212, the call
would be directed to Line Group 100. If Line Group 100 cannot be used, the call can
automatically route to the route name configured in the Alternate Route parameter in the
lower right of the screen (Backup).

The following screen shows an example ARS configuration for the route named Backup
(ARS Route ID 51). If the user dialed 9-1-732-555-1212, and the call could not be routed via
the primary route Main described above, the call will be delivered to this Backup route. Per
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the configuration shown below, the call would be delivered to Line Group 101 (e.g., an
additional SIP Line used for backup purposes, not shown). The configuration of the Code,
Telephone Number, Feature, and Line Group ID for an ARS route is similar to the
configuration already shown for Short Codes in Section 5.6.

IP Offices ARS E Backup

& BooTR(2) Marme T ars
¢ Operator (3) " Backup

=%y QOENOTOSE008 ¥ Main ARS Route Id Secondary Dial kone
2y System (1)
179 Line () Raute Name Eiackup SystemTone i

= Caontrol Unit (2)

A Extension (13) Dial Delay Time System Default (4) E Check User Call Barring
= User (14}
:‘a Group (5)
B2 Short Code (69)
@ Service (0}
L RASTL |
e Incoming Call Route (31)
B8 weanport (0) Time Profile ey Ot of Hours Route =None> v
am Directory (0)
rf‘ Time Profile {3) l

@ Firewall Profile (1)
BB I Route (4 Code Telephone Mumber Feature Line Group ID

#m Account Code (0) 1M; 1M Dial 101
W License (77) M; M Dial 101
& Tunnel {0) Edt...
5 3 User Rights {8}

¢ BRS (2)

" RAS Location Request (0)
5 Location (0)

In Service Ot of Service Rouke <None> v

Remove

ey filttMIALE ROULE <Mone = N

If a primary route experiences a network outage such that no response is received to an
outbound INVITE, Avaya IP Office routes the call via the alternate route. The user receives
an audible tone when the re-routing occurs and may briefly see “Waiting for Line” on the
display. The redirection will occur if a call is made right after a failure of the primary route,
as Avaya IP Office has not yet marked the SIP Line out of service as a result of no response to
SIP OPTIONS. Alternatively calls can be delivered via the alternate route when the primary
route is manually marked out-of-service, or known to be out-of-service due to prior failure of
SIP OPTIONS.

5.9. Auto Attendant (via Avaya IP Office Voicemail Pro)

In the reference configuration, Avaya IP Office Voicemail Pro (running on a Windows 2003
server), is used for Voicemail processing. The Avaya IP Office Voicemail Pro provides for
basic Auto Attendant functionality.

Note - While Avaya IP Office Voicemail Pro provisioning and programming is beyond the
scope of this document, a sample Auto Attendant basic configuration is shown below.

In the reference configuration an Auto Attendant was provisioned to prompt callers to select a
numeric option (1, 2, or 3), that would forward the call to an associated Avaya IP Office
extension (207, 500, and 600). This is accomplished via the following steps:

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 52 of 106
SPOC 5/9/2014 ©2014 Avaya Inc. All Rights Reserved. IPO90SBCE62FR




1. Via Avaya IP Office Manager interface, follow the steps in Section 5.5.4, and create hunt
groups for “Sales”, “Service”, and “Parts”.
e Inthe Hunt Group tab, enter:
i. Name = Sales

ii. Extension = 1001
lii. Ring Mode = Sequential
iv. User List = Extension 207
v. Let all other values default.

IP Offices Group Longest Waiting Group Sales: 1001
R B00TR(2) SpsiEmiEne | (e EelizTEm Group | Quewing | Overflow | Fallback || vaicemail | Woice Recording | Annauncements | SIP
% Operator (3) ﬂ Parts 1003
==y D0EOD70S5008 a8 Service 1002 Narme Sales Profile Standard Hunt Group v
= System (1) 3 Sales 1001 Extension 1001 [ &x Directary
‘4 Line (5) El Local Hunt 1004
= Contral Unit (2) E Main 200 Ring Mode: Longestwaiting v Mo Answer Time (secs) |Svstem Default (15) £
& Extension (13)
§ userqa Hold Music Source System Source v
B e e R T Override fore v
B servics (1) :gewg‘: TSOtatus onbo-Answer [ 3
Al RAS (1) B
) Incaming Call Route (31) el
2 wanPort (0) Extension Narne
as Directary (0) 207 Extnz07

£ Time Profile (3)

D Firewsll Profile (1)

H P Route (4)

g Account Code (0)

% License (77)

% Tunnel (D)

§ User Rights (8)

¢ ARS (2)

«#~ RAS Location Request {0)
2 Location (0)

e Inthe SIP tab, enter:
i. SIP Name = 7325553167
ii. SIP Display Name = Sales
iii. Contact = 7325553167

Group | Queuing || Overflow | Fallback | Yoicemail | Yoice Recording || Announcements | SIP
SIP Mame 73255953167
SIP Display Mame (flias) |Sales

Contact 7325553167

|:| Anonymous

e Repeat the above steps to create the Service hunt group (group extension 1002 and
associated with phone extension 500) and the Parts hunt group (group extension
1003 and associated with phone extension 600).

2. Following the steps shown in Section 5.6.4.2, create a Short Code for the Auto Attendant.
3. Following the steps shown in Section 5.7, create an Incoming Call Route that maps an
AT&T DID to Short Code *63 (e.g., the AT&T DID 7373177).
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Standard | yuice Recording | Destinations

Bearer Capability Ay Yoice b
Line Group ID 100 w
Incoming Mumber FITILIT

Incoming Sub Address

Incorning CLI

Locale b
Priarity 1-Low “
Tag

Haold Music Source Syskem Source »
Ring Tone Qverride Mone v

Standard | Yoice Recording | Destinations

TimeProfile Destination Fallback Extension

J Defaulk Yalue *£3

4. Viathe Voicemail Pro GUI interface:
HEE

e Create Start Point (Modules = Add), Menu Wy 582 and Transfer @ &
objects.
i. Start Point object properties (let all other fields default)
1. General tab, Token Name = Start Point
ii. Menu object properties (let all other fields default)
1. General tab, Token Name = Menu
2. Entry Prompt tab, Create an Entry Prompt that will tell the caller
what digits to press to reach Sales, Service, and Parts (e.g.,
attendant.wav). To modify an existing recording, double click on
the .wav file and rerecord. If no .wav files exist, double click on the

RE to open the .wav editor.

3. Touch Tone tab, Select 1, 2, and 3 as the possible entry digits.
iii. Transfer Object “Sales” properties

1. General tab, Token Name = Sales

2. Specific tab, Destination = Mailbox = Sales
iv. Transfer Object “Service” properties

1. General tab, Token Name = Service

2. Specific tab, Destination = Mailbox = Service
v. Transfer Object “Parts” properties

1. General tab, Token Name = Parts

2. Specific tab, Destination = Mailbox - Parts

e Select the Connector icon s and:
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i. Drag a connecting flow line from the Start Point box to the Menu box
(see screen shot below).

ii. Drag connecting flow lines from each of the Menu options to their
associated Transfer boxes (see screen shot below).

B8 ¥oicemail Pro Client (Intuity) - Local

File  Edit  Actions  Administration  Help

Hé& d 2R 2" 3 H-oMB /S G & & 5 48 %
c:l O0E0O70RE008 [
c:l Yoicemail Pro &d
c:l Server Queues

tj Distributed Yoice
c:l Eventing Motifica

Modules > AutoAttend

OEE
Emm

v

INext

%)

%)

< ] ©®
= EO Madules
----- ﬂé Autaditend

5. From the top menu select File = Save & Make Live, or select the & icon.

When the associated AT&T IPFR-EF number is called from PSTN (e.g., 3145555304 from
step 3), the caller will be prompted to enter 1, 2, or 3 to access Sales, Service, or Parts. The
associated Avaya IP Office extension (e.g., 207, 500, or 600) will then ring.

5.10. Privacy / Anonymous Calls

As described in Section 5.6, an Avaya IP Office user can request privacy by dialing the Short
Code 3N; to access the SIP Line. The Avaya 1600-Series IP Telephones can also request
privacy for a specific call, without dialing a unique Short Code, using Features = Call
Settings = Withhold Number, on the phone itself. Specific users may be configured to
always withhold calling line identification by checking the Anonymous field in the SIP tab
for the user.

5.11. SIP Options Frequency

Avaya IP Office periodically checks the health of the SIP Line by sending a SIP OPTIONS
message, based on the Binding Refresh Time. In the reference configuration, the Binding
Refresh Time (see Section 5.3.2) is set to 120 (sec). In Section 5.4, the SIP Line to the
Avaya SBCE/AT&T has the Check OOS box checked. As a result Avaya IP Office will send
OPTIONS to AT&T, via the Avaya SBCE, every two minutes. If there is no response, Avaya
IP Office can mark the trunk out of service. Although ARS (as shown in Section 5.8) can
include alternate routes to complete calls even if the far-end is not responding, Avaya IP
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Office must wait for the outbound INVITE to timeout before route advance. Once the SIP
OPTIONS maintenance recognizes that the SIP Line is out-of-service, new calls will no
longer be delayed before route advance. Also, once the problem with the SIP Line is
resolved, the SIP OPTIONS maintenance will automatically bring the link back to the in-
service state. In addition, for secure networks, the periodic sending of OPTIONS by Avaya IP
Office may serve to keep network Firewall “pinholes” open preventing the blockage of
inbound traffic to Avaya IP Office.

Note - In the reference configuration, the AT&T IPFR-EF service sends OPTIONS to Avaya
IP Office, via the Avaya SBCE, every 60 seconds. The receipt of these OPTIONS has the
effect of resetting the Binding Refresh Time interval (the receipt confirms that the SIP Trunk
is working). Therefore Avaya IP Office never sends the OPTIONS to AT&T.

5.12. Saving Configuration Changes to Avaya IP Office

The provisioning changes made in Avaya IP Office Manager must be applied to the Avaya IP
Office server in order for the changes to take effect. At the top of the Avaya IP Office
Manager page click File = Save Configuration (if that option is grayed out, no changes are
pending).

A screen similar to the following will appear, with either Merge or Immediate automatically
selected, based on the nature of the configuration changes. The Merge option will save the
configuration change with no impact to the current system operation. The Immediate option
will save the configuration and cause the Avaya IP Office server to reboot.

Click OK to execute the save.

aga

IP Office Settings

Configuration Rebook Mode
@ Merge

) Immediate

) When Free

) Timed

Rebook Time

Call Barring

| |

[ Ok, ][ Cancel ][ Help ]

The active configuration may be saved to a file at any time by selecting File = Save
Configuration As.
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6. Configure Avaya Session Border Controller for
Enterprise

Note - Only the Avaya SBCE provisioning required for the reference configuration is
described in these Application Notes.

6.1. Initial Installation/Provisioning

Note - The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document. Refer to reference [7] and [8] for additional information.

IMPORTANT! — During the Avaya SBCE installation, the Management interface,
(labeled “M1”), of the Avaya SBCE must be provisioned on a different subnet than
either of the Avaya SBCE private and public network interfaces (e.g., Al and B1). If this
IS not the case, contact your Avaya representative to have this resolved.

The Avaya SBCE installation typically defines public and private networks. As described in
Section 3, the reference configuration defines the Avaya SBCE private interface Al (IP
address 192.168.42.20) on the same CPE network as the IP Office LAN1 interface (IP address
192.168.42.1). The connection to AT&T used the Avaya SBCE public interface B1 (IP
address 10.10.10.10°).

6.2. Log into the Avaya SBCE

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”
management LAN connection on the chassis.

1. Access the web interface by typing “https://x.x.x.x”” (where x.x.x.x is the management

IP address of the Avaya SBCE).
2. Enter the Username and Password.

AVAYA =

Password:

Session Border Controller This system is restricted solely to authorized users for legtimate
. business purposes on ly. The actual or attempted unauthorized access,
for E"terprlse ns of this system is strictly prohibited. Unauthorized

to company disciplinary procedures and or criminal

All users must comply with all corporate instructions regarding the
protection of information assets

® 2011 - 2012 Avaya Inc. All rights reserved

3. The main menu window will open. Note that the installed software version is
displayed.

% See footnote 1 in Section 3.2.1
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Dashboard
Administration
Backup/Restore

System Management

> Global Parameters

> Global Profiles

» SIP Cluster

> Domain Policies

» TLS Management

» Device Specific Settings

Dashboard

Application DEBUG level log messages are currently enabled on one or more subsystems. Leaving this log level enabled for extended periods of time may cause severe
performance degredation.

Information

Installed Devices

System Time 11:11:08 AM GMT Refresh EMS
| Version 6.2.0.Q48 | A-SBCE
Build Date Wed May 22 22:52:47 UTC 2013
Alarms (past 24 hours) Incidents (past 24 hours)
None found. None found.
Add

No notes found.

6.3. Global Profiles
Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.

6.3.1. Server Interworking —to Avaya IP Office

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the connection to Avaya IP
Office via the “DMZ” network.

1. Select Global Profiles from the menu on the left-hand side.
2. Select Server Interworking (not shown).
3. Select the Add button (not shown) and the Profile name window will open (not

shown).

4. Enter profile name: (e.g., Avaya_Sl), and click Next.

o1

The General screen will open.

a. Check T38 Support.
b. All other options can be left with default values
c. Click Next

JF; Reviewed:
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General

@ MNone
Hold Support O RFC2543 - ¢=0.0.0.0

O RFC3264 - a=sendonly
180 Handling @ Mone © SDP ) No SDP
181 Handling @ Mone < SDP & No SDP
182 Handling @ Mone © SDP O No SDP
183 Handling @& Mone & SDP O No SDP
Refer Handling O
3xx Handling ]

Diversion Header Support

Delayed SDP Handling 1
T.38 Support
URI Scheme @ 5P O TEL O ANY
Via Header Format © RFC3261
O RFC2543
Mext
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o

On the Privacy/DTMF window (not shown), select Next to accept default values.

7. Onthe SIP Timers/Transport Timers window (not shown), select Next to accept
default values.

8. On the Advanced tab, accept the default values, and click Finish.

O MNone
Record Routes O Single Side
@ Both Sides
Topology Hiding: Change CallHD
Call-info NAT
Change Max Forwards
Include End Paint IP for Context Lookup
QOCS Extensions
AVAYA Extensions
NORTEL Extensions
Diversion Manipulation
Diversion Header URI
Metaswitch Extensions
Reset on Talk Spurt
Reset SRTP Context on Session Refresh
Has Remote SBC

Route Response on Via Port

DD!DDDHDDDDD!D!

Cisco Extensions

The following screenshot shows the completed General tab form.

A\ Tnterworking Profiles - fwaya Session Border Cantroll ., - B & - rees sdey- Tois- @ |
Alarms  Incidents ~ Statistics Logs  Diagnostics  Users Settings Help  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Interworking Prefiles: Avaya_SI|
Aamiisirion
Backup/Restore

Interwarki 3

> Global Parameters 52100 General ‘ ‘ Timers ‘ ‘ URI i i || Header i i || ‘
e, y

Domnain DoS avaya-ru eneral

Fingerprint 0CS-Edge-S.. Hold Support NONE

Server Interworking cisco-cem 180 Handling None

Phone Interworking 181 Handling None

cups
WMedia Forking s Hal 182 Handling MNone
ipera-ralo

Routing 183 Handling MNone

Server Configuration OCS-FrontEn

Topology Hiding pu— Refer Handling No

Signaling Manipulation ) Fox Handling Ho

URI Groups Diversion Header Support No
» SIP Cluster Delayed SDP Handling No
> Domain Palicies

T.38 Support Yes
> TLS Management
> Device Specific Settings URI Scheme P %
Via Header Format RFC3261
~
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6.3.2. Server Interworking —to AT&T

Repeat the steps shown in Section 6.3.1 to add an Interworking Profile for the connection to
AT&T via the public network.
1. Select Global Profiles from the menu on the left-hand side.
2. Select Server Interworking.
3. Select Add Profile.
4. On the General Tab (not shown):
a. Enter a profile name: (e.g., ATT_SI)
b. Check T38 Support
c. All other options can be left as default.
d. Click Next
At the Privacy tab (not shown), select Next to accept default values.
At the Interworking Profile tab (not shown), select Next to accept default values.
7. On the last screen (Advanced options, not shown), accept the default values, and click
Finish.

oo

6.3.3. Routing —to Avaya IP Office

The Routing Profile allows users to manage parameters related to routing SIP signaling
messages. This provisioning defines the Routing Profile for the connection to Avaya IP
Office.

1. Select Global Profiles from the menu on the left-hand side.
2. Select the Routing tab (not shown).
3. Select Add Profile (not shown).
4. Enter Profile Name: (e.g., Avaya_RP).
5. Click Next and enter:
a. Next Hop Server 1: 192.168.42.1 (Avaya IP Office LANL IP address)
b. Verify Routing Priority Based on Next Hop Server is selected (default).
c. Outgoing Transport: UDP
Note — UDP is the recommended protocol to use on the connection between
the Avaya SBCE and IP Office. However TCP may be used if necessary.
d. Accept remaining default values
6. Click Finish.
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Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
MNext Hop Routing
URI Group

Next Hop S 1
IP..EIP:PG?'t?DGir:i?'lI.- or Domain:Port |h 92.16842.1 |

Mext Hop Server 2 | |

IP, IP:Port, Doemain, or Domain:Port

Routing Priority based on
Mext Hop Server

Use MNext Hop
for In Dialog Messages

O

Ignore Route Header O]

for Messages Outside Dialog

NAPTR O

SRV O
O

s O TCP @ UDP

Qutgoing Transport

The following screenshot shows the completed Routing Profiles form.

4 Global Profiles #|  Routing Profiles: Avaya_RP
Domain DoS Add [ Rename | [ clone | [ Delete ]
Fi int
ingerprin Routing Profiles Click here to add a description.
Server Interworking
default y y

Phone Interworking . | Routing Profile
Media Forking  Avaya RP T
Routing ATT_RP - .

Priority URI Group Next Hop Server 1 Next Hop Server 2
Server Configuration
Topology Hiding . 192.163.42.1 View Edi
Signaling

6.3.4.Routing —to AT&T

Repeat the steps in Section 6.3.3, with the following changes, to add a Routing Profile for the
connection to AT&T.

1. Enter Profile Name: (e.g.,, ATT_RP).

2. Click Next, then enter the following:
a. Next Hop Server 1: 10.10.10.1 (Primary AT&T Border Element IP address®)
b. Verify Routing Priority Based on Next Hop Server is selected (default).
c. Outgoing Transport: UDP

3. Click Finish.

® See footnote 1 in Section 3.2.1
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Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
MNext Hop Routing

URI Group * hd

Next Hop Server 1 1010101

IP, IP:Port, Domain, or Domain: Port

Next Hop Server 2

IP, IP:Port, Domain, or Domain: Port

Routing Priority based on
Next Hop Server

=

Use Mext Hop
for In Dialog Messages

lgnore Route Header
for Messages Outside Dialog

NAPTR

SRV

o oo o O

Qutgoing Transport

6.3.5. Server Configuration — Avaya IP Office

This section defines the Server Configuration for the connection to Avaya IP Office. The
Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow users to configure and manage various SIP server-
specific parameters such port assignments, IP Server type, heartbeat signaling parameters and
some advanced options.
1. Select Global Profiles from the menu on the left-hand side.
2. Select Server Configuration.
3. Select Add Profile and the Profile Name window will open (not shown). Enter a
Profile Name (e.g., Avaya_SC) and click Next.
4. The Add Server Configuration Profile - General window will open (not shown).
Select Server Type: Call Server
IP Address: 192.168.42.1 (Avaya IP Office LAN1 IP Address)
Supported Transports: Check UDP
UDP Port: 5060
Note — UDP is the recommended protocol to use on the connection between
the Avaya SBCE and Avaya IP Office for SIP Trunking. However TCP may
be used if necessary.
e. Select Next
5. The Add Server Configuration Profile - Authentication window will open (not
shown).
a. Select Next to accept default values.
6. The Add Server Configuration Profile - Heartbeat window will open (not shown).
a. Select Next to accept the default values.
7. The Add Server Configuration Profile - Advanced window will open.

o0 o
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a. Select Avaya_SI (created in Section 6.3.1), for Interworking Profile.
b. Inthe Signaling Manipulation Script field select none.
c. Select Finish.

The following screen shots show the completed General and Advanced tabs, that are
displayed after Finish has been selected for each.

A\ Server Configuration - Awaya Session Border Controll. .. | E [ B | @=n - Page v Safety v Tools - ﬂ' ’|
Alarms Incidents Statistics Logs Diagnostics ~ Users Settings Help  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard ~|  Server Configuration: Avaya_SC
Administration Add [ Rename H Clone ][ Delete
Backup/Restare

Server Profiles General || Authentication || Heartbeat || Advanced |
System Management
Avaya_SC
» Global Parameters Server Type Call Server
ATT_SC
“ Global Profiles - IP Addresses / FQDNs 192 168 42 1
Domain DoS
Fingerprint Supported Transports uopP
Server Interworking UDFP Port 5060
Phone Interworking
Media Forking
Routing
Server
Configuration

\ Server Configuration - Avaya Session Border Controll.. HE R | @eh v Page+ Safety v Tools+ @@~ |
Alarms  Incidents Statistics Logs Diagnostics Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard | Server Configuration: Avaya_SC
Administration Add Rename H Clone H Delete
Backup/Restore T )

Server Profiles General || Authentication || Heartbeat || Advanced |
System Management ! L
Avaya_SC

> Global Parameters Enable DoS Protection (]
« Global Profiles ATT_SC

Dormain DoS Enable Grooming |

Fingerprint Interworking Profile Avaya_SI|

Server Interworking Signaling Manipulation Script None

Ph Int ki

one Interworking UDP Connection Type SUBID
Media Forking
Routing

Server
Configuration

6.3.6. Server Configuration — AT&T

Repeat the steps in Section 6.3.5, with the following changes, to create a Server Configuration
for the connection to AT&T.

1. Select Server Configuration.
2. Select Add Profile and the Profile Name window will open (not shown). Enter a
Profile Name (e.g., ATT_SC) and select Next.
3. The Add Server Configuration Profile - General window will open (not shown).
a. Select Server Type: Trunk Server
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D00 T

d.
e.

a.

IP Address: 10.10.10.1 (AT&T Border Element IP address’)
Supported Transports: Check UDP
UDP Port: 5060
Select Next.

4. The Add Server Configuration Profile - Advanced window will open.

Select ATT_SI (created in Section 6.3.2), for Interworking Profile.

In the Signaling Manipulation Script field select maxforwards (see Section

6.3.9).

Select Finish.

The following screen shots show the completed General and Advanced tabs, that are
displayed after Finish has been selected for each.

Dashboard
Administration

Backup/Restore

4 Global Profiles
Domain DoS
Fingerprint

Media Forking
Routing

System Management

> Global Parameters

Server Interworking

Phone Interworking

Server Configuration

Server Configuration: ATT_SC

Add

Server Profiles

Avaya_SC

ATT_SC

General | | Authentication ‘ | Heartbeat || Advanced |

Rename ][ Clone ][ Delete ]

Server Type
IP Addresses / FQDNs
Supported Transports

UDP Port

Trunk Server
10.10.10.1
UppP
5060

Add

Server Profiles

Avaya SC

ATT_SC

Server Configuration: ATT_SC

General || Authentication || Heartbeat | ‘ Advanced

Rename ][ Clone ][ Delete ]

Enable DoS Protection
Enable Grooming

Interworking Profile

Signaling Manipulation Script

UDP Connection Type

O
O

ATT S

maxforwards

SUBID

6.3.7. Topology Hiding — Avaya IP Office

The Topology Hiding screen allows users to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain
the integrity of the network. It hides the topology of the enterprise network from external

networks.

1. Select Global Profiles from the menu on the left-hand side.
2. Select Topology Hiding.

" See footnote 1 in Section 3.2.1
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Click default profile and select Clone Profile (not shown).
Enter Profile Name: (e.g., Avaya TH)
For the Header To,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select Overwrite
c. Inthe Overwrite Value column enter customera.com
6. For the Header Request Line,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select Overwrite
c. Inthe Overwrite Value column enter customera.com
7. For the Header From,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select Overwrite
c. Inthe Overwrite Value column enter customera.com
8. Use default values for rest of the fields.
9. Click Finish.

ok w

Dashboard ~|  Topology Hiding Profiles: Avaya_TH
paminsiton
S ooy Hig Pt
System Management opology g Profife: Click here to add a description.
> Global Parameters e Topology Hiding
4 Global Profiles cisco_th_profile
[REELEY Criteria Replace Action Overwrite Value
Domain DoS ATT TH
= Request-Line IP/Domain Qverwrite customera.com
Fingerprint P—
Server INerworking | e Via IP/Domain Auto
Phone Interworking Avaya_fax TH Record-Route IP/Domain Auta
WMedlia Forking To IP/Domain Qverwrite customera.com
Routing From IP/Domain Qverwrite customera.com
Server Configuration
. SDP IP/D: Aut
Topolegy Hiding omamn ue
Signaling
Manipulation

6.3.8. Topology Hiding — AT&T

Repeat the steps in Section 6.3.7, with the following changes, to create a Topology Hiding
Profile for the connection to AT&T.

1. Enter Profile Name: (e.g., ATT_TH).
2. Set all Replace Action fields to Auto (Overwrite Values will be blank).
3. Click Finish.

The following screen shot shows the completed Topology Hiding Profile form, displayed
after Finish has been selected.
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A\ Topology Hiding Profiles - Awaya Session Border Contr.., G- 8 I @ v Page~ Safety v Took - (@~ |

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out

Session Border Controller for Enterprise AVAYA

Topelogy Hiding Profiles: ATT_TH
Dashboard
Administration didd
Backup/Restore Topology Hiding Click here to add a description.

Profiles

System Management —
default Topology Hiding

> Global Parameters

4 Global Profiles cisco_th_profile Criteria Replace Action Qverwrite Value
Domain DoS ATT TH j To IP/Domain Auto
Fingerprint AvayaTH Request-Line IP/Domain Auto
Server Interworking From IP/Domain Auto
Phone Interworking

Record-Route IP/Domain Auto
Media Forking
Routing Via IP/Domain Auto
Server Configuration
Edit
Topology Hiding

Signaling Manipulation
URI Groups

6.3.9. Signaling Manipulation
The AT&T IPFR-E network sends OPTIONS with the parameter maxforwards: 0. The Avaya

SBCE logs these as “Max Forwards Exceeded” in the platform incident log. To alleviate this,
a Signaling Manipulation script was written to modify the maxforwards value to 45.

1. Navigate to Global Profiles = Signaling Manipulation, and click on the Add button
(not shown).

2. Enter a name for the script (e.g., maxforwards).

3. Enter the following script, and click on Save.

Title |maxforwards Save

within =session "OPTIONS"

act on reguest where iDIRECTICON="INBOUND" and 3ENTRY POINT="PRE_ ROUTING"
- if (exists (RHEADERS["Max-Forwards"][1])) then

' SHEADERS["Max-Forwards"] [1] = "45";
+

This script is applied to the ATT_SC Server Configuration (see Section 6.3.6).

6.4. Domain Policies

The Domain Policies feature allows users to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.

6.4.1. Application Rules

1. Select Domain Policies from the menu on the left-hand side (not shown).
2. Select the Application Rules (not shown).
3. Select the default Rule (not shown).

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 66 of 106
SPOC 5/9/2014 ©2014 Avaya Inc. All Rights Reserved. IPO90SBCE62FR



4. Select the Clone button (not shown), and the Clone Rule window will open.
In the Clone Name field enter default-trunk_AR
b. Click Finish. The newly created rule will be displayed.
5. Select the default-trunk rule just created (not shown).
a. Click the Edit button. The Editing Rule screen will be displayed.
In the Voice row:
I. Change the Maximum Concurrent Sessions to 2000
ii. Change the Maximum Sessions per Endpoint to 2000

a.

b.

Editing Rule: default-trunk X

Maximum Concurrent

Application Type

Voice

Video

CDR Support

RTCP Keep-Alive

Maximum Sessions
Per Endpoint

Sessions

Miscellaneous

@ None
O CDRw/ RTP
O CDR wfo RTP

O

Click on Finish. The completed Application Rules screen is shown below.

4 Global Profiles
Domain DoS
Fingerprint
Server Interworking
Phone Interworking
Media Forking
Routing
Server Configuration
Topology Hiding
Signaling
IManipulation
URI Groups

» SIP Cluster

4 Domain Policies
Application Rules
Border Rules
Media Rules

~|  Application Rules: default-Trunk_AR

Application Rules

default

default-trunk
default-subscriber-low
default-subscriber-high

default-server-low

|FilterEy Device... 5 Rename ][ Clone H Delete I
Click here to add a description.
Application Rule
Application Type Out  Maximum Concurrent Sessions  Maximum Sessions Per Endpoint
Voice 2000 2000
Video o o
M o o

default-server-high

default-Trunk_AR

CDR Support

RTCP Keep-Alive No
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6.4.2. Media Rules
This Media Rule will be applied to both directions and therefore, only one rule is needed.

1. Select Domain Policies from the menu on the left-hand side menu (not shown).
2. Select the Media Rules (not shown).
3. The Media Rules window will open (not shown). From the Media Rules menu, select
the default-low-med rule
4. Select Clone button (not shown), and the Clone Rule window will open.
a. Inthe Clone Name field enter Avaya-low-med_MR
b. Click Finish. The newly created rule will be displayed.
5. Highlight the Avaya-low-med_MR rule just created (not shown):
Select the Media QOS tab (not shown).
Click the Edit button and the Media QOS window will open.
Check the Media QOS Marking field is Enabled.
Select the DSCP box.
Audio: Select AF11 from the drop-down.
Video: Select AF11 from the drop-down.

Media Qo5 X
Media QoS Reporting

RTCP Enabled i

Media QoS3 Marking

Enabled

hD OO o

O ToS

Audio Precedence
Audio T@
Video Precedence
Video ToS

® DscP

Audio AFT1 A

Video AFT1 N

6. Click Finish. The completed Media Rules screen is shown below.
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4 Global Profiles
Domain DoS
Fingerprint
Server Interworking
Phone Interworking
Media Forking
Routing
Server Configuration
Topology Hiding
Signaling
Manipulation
URI Groups

> SIP Cluster

4 Domain Policies
Application Rules
Border Rules

~

Media Rules: Avaya-low-med_MR

default-low-med
default-low-med-enc
default-high
default-high-enc
avaya-low-med-enc

Avaya-low-med_MR

Media Rules
Video DSCP AF11
Security Rules
Signaling Rules
Tirm, f Mgy Dyl

|F\IterByDewce V| [ Rename H Clone H Delete I

Click here to add a description.

Media NAT | [ Media Encryption | | Media Anomaly | | Media Silencing || tedia @0 |

Media QoS Reporting
RTCP Enabled O

Media QoS Marking
Enabled

QoS Type DSCP

Audio QoS
AF11

Audio DSCP

Video QoS

6.4.3. Signaling Rules

In the reference configuration, Signaling Rules are used to define QOS parameters. In
addition, they may be used to remove or block various SIP headers.

6.4.3.1 Avaya — Signaling QOS

1. Select Domain Policies from the menu on the left-hand side menu (not shown).

2. Select the Signaling Rules (not shown).

3. The Signaling Rules window will open (not shown). From the Signaling Rules
menu, select the default rule.

4. Select the Clone button and the Clone Rule window will open (not shown).

In the Rule Name field enter Avaya_SR

o Click Finish. The newly created rule will be displayed.

5. Highlight the Avaya_SR rule created in step 4 and enter the following:

Select the Signaling QOS tab.

Click the Edit button and the Signaling QOS window will open.

Verify that Signaling QOS is selected.

Select DCSP.

Select Value = AF11.
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6. Click Finish. The completed Signaling Rules screen is shown below.

A\ Signaling Rules - Avaya Session Border Contraller for .,

Alarms  Incidents

Statistics

f- B O &

Page - Safety = Tools ~ (@)~ ’1

Users

Logs

Diagnostics

Settings

Help  Log Out

Dashboard

Administration

Backup/Restore

System Management

> Global Parameters

> Global Profiles

> SIP Cluster

4 Domain Policies
Application Rules
Border Rules
Media Rules
Security Rules
Signaling Rules

Session Border Controller for Enterprise

Signaling Rules: Avaya_SR

‘Fl\terBy Device... v|

Signaling Rules Click here to add a description.

AVAYA

default

General H Requests H Responses H Request Headers H Response Headers ‘ Signaling QoS

Mo-Content-Type-

ATT SR Signaling QoS
QoS T

Avaya_SR L
DSCP

DSCP
AF11

6.4.3.2 AT&T - Signaling QOS
1. Select Domain Policies from the menu on the left-hand side menu (not shown).

2. Select the Signaling Rules (not shown).

3. The Signaling Rules window will open (not shown). From the Signaling Rules

menu, select the default rule.

4. Select the Clone button and the Clone Rule window will open (not shown).
In the Rule Name field enter: ATT_SR

o Click Finish. The newly created rule will be displayed.

5. Highlight the ATT_SR rule created in step 4 and repeat steps 5 and 6 from Section

o

6.4.3.1.

A\ Signaling Rules - Avaya Session Border Controller for ...

Alarms  Incidents

Statistics

-8 =&

Page - Ssfety « Took - @)+ |

Users

Logs

Diagnostics

Settings

Help  Log Out

Dashboard

Administration

Backup/Restore

System Management

» Global Parameters

» Global Profiles

» SIP Cluster

4 Domain Policies
Application Rules
Border Rules
IMedia Rules
Security Rules
Signaling Rules

Session Border Controller for Enterprise

Signaling Rules: ATT_SR

Signaling Rule:

Filter By Device. &

AVAYA

default

General | | Requesis | | Responses | | Request Headers | | Response Headers | | signaling QoS
MNo-Content-Type-.
AT[_SR .................... Signaling QoS
AVEYE?SR ............. Q08 Type bscr
DSCP AF11

L
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6.4.4.Endpoint Policy Groups — Avaya IP Office

1. Select Domain Policies from the menu on the left-hand side
2. Select End Point Policy Groups
3. Select Add Group
a) Name: defaultLowAvaya PG
b) Application Rule: default-Trunk_AR (created in Section 6.4.1)
c) Border Rule: default
d) Media Rule: Avaya-low-med_MR (created in Section 6.4.2)
e) Security Rule: default-low
f) Signaling Rule: Avaya_SR (created in Section 6.4.3)
g) Time of Day: default
4. Select Finish (not shown)

The completed Policy Groups screen is shown below.

4 Global Profiles #|  Policy Groups: defaultLowAvaya_PG
Domain DoS Filter By Device v
Fingerprint

Policy Groups Click here to add a description.

Server Interworking E—

Phone Interworking Hover over a row to see its description
default-low-enc
Media Forkin —‘
9 Policy Group
Routing default-med
Server Configuration default-med-enc
Topology Hiding Order Application orde: ec Security Signaling Time of Day
Sianal default-high o po—
ignaiing 1 eraut default waya-on- default-low Avaya SR default Edit Clone
Manipulation default-high-enc Trunk_AR med_MR ' o
URI Groups OCS-default-high
> SIP Cluster
avaya-def-low-enc
4 Domain Policies v
Application Rules avaya-def-high-subs..
Border Rules avaya- demgh rver
Wedia Rules delaulanwAvaya
Security Rules i

Signaling Rules defaultLowATT_PG

Time of Day Rules =

End Point Policy
Groups

6.4.5. Endpoint Policy Groups — AT&T
1. Repeat steps 1 through 4 from Section 6.4.4 with the following changes:
a. Group Name: defaultLowATT_PG
b. Signaling Rule: ATT_SR (created in Section 6.4.3
2. Select Finish (not shown)

Policy GroupS' defaultLowATT_PG
Puhcy Groups Click here to add a description.
default-high
Click here to add a row description.
default-high-e...
Policy Group

OCS-default-..

Time of
Day

avaya-def-low...

Application  Border Media Security  Signaling

avaya-def-hig...

R L '?'?Lfn?wf'h;iﬂ default Ea}a ‘%e.[.auh, ATT_SR  default Edit Clone
defaultLowAwv... - med_MR o
defaultLow...
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6.5. Device Specific Settings

The Device Specific Settings feature for SIP allows users to view system information, and
manage various device-specific network parameters such as port ranges.

6.5.1. Network Management
1. Select Device Specific Settings from the menu on the left-hand side
2. Select Network Management

a) The network interfaces are defined during installation. However if these values
need to be modified, do so via this tab.

: ~ .
> SIP Cluster Network Management: A-SBCE
> Domain Policies
» TLS Management Network Configuration | | Interface Configuration

< Device Specific Settings

A-SBCE

Modifications or deletions of an IP address or its associated data require an application restart

gemené before taking effect. Application restarts can be issued from System Management.
Media Interface A1 Netmask A2 Netmask B1 Netmask
Signaling Interface |255.255 2550 | ‘ | |255.255.255.0 |
Signaling Forking Add

End Point Flows
Session Flows

IP Address Public IP Gateway Interface

[192.16842.20 | | | [192188421 | [a1 ] Delete
Relay Services

SNMP [2010.10.10 | |

Syslog Management

| [10.10.101 | BT ™ Delete

3. In addition, the provisioned interfaces may be enabled/disabled via the Interface
Configuration tab.

T A " -
Groups Network Management: A-SBCE
Session Policies
> TLS Management Network Configuration | Interface Configuration
4 Device Specific Settings A-SBCE = Administrative Status
Network - - . .
Management Al Enabled Toggle
Media Interface A2 Disabled Toggle
Signaling Interface B1 Enabled Toggle
Signaling Forking

6.5.2. Advanced Options

In Section 6.5.3, the media UDP port ranges required by AT&T are set (16384 — 32767). By
default part of this range is already allocated by the Avaya SBCE for internal use (22000 -
31000). The following steps reallocate the port ranges used by the Avaya SBCE so the range
required by AT&T can be used.
1. Select Device Specific Settings = Advanced Options from the menu on the left-hand
side.
2. Select the Port Ranges tab.

3. Inthe Config Proxy Internal Signaling Port Range row, change the range to 42000
—51000.

4. Scroll to the bottom of the window and select Save (not shown).
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Session Policies #|  Advanced Options: A-SBCE

> TLS Management

4 Device Specific Settings
Metwork CDR Listing ‘ | Feature Control | | SIP Options | ‘ Port Ranges |
Management A-SBCE - o
Media Interface {r;r::gzscgontai ZE;S.;?sﬁ(l:f‘kgv ;Tg::rﬁn::;?gﬂgﬁlon restart before taking effect. Application
Signaling Interface
Signaling Forking
End Point Flows Signaling Port Range -
Session Flt.)ws Config Proxy Internal Signaling Port Range — L
Relay Services
SNMP
Syslog Management Listen Port Range —
Advanced Options
»_Troubleshooting ~ >

6.5.3. Media Interfaces

The AT&T IPFR-EF service specifies that customers use RTP ports in the range of 16384 —
32767. Both inside and outside ports have been changed to this range, but only the outside is
required by the AT&T IPFR-EF service.

1. Select Device Specific Settings from the menu on the left-hand side (not shown).

2. Select Media Interface (not shown).

3. Select Add (not shown). The Add Media Interface window will open. Enter the
following:

a) Name: Avaya IPO_MI

b) IP Address: 192.168.42.20 (Avaya SBCE Al address to IP Office)

c) Port Range: 16384 - 32767
Click Finish (not shown).
Select Add (not shown). The Add Media Interface window will open. Enter the
following:

a) Name: ATT_MI

b) 1P Address: 10.10.10.10 (Avaya SBCE B1 address toward AT&T®)

c) Port Range: 16384 - 32767
6. Click Finish (not shown).

ok~

The completed Media Interface screen is shown below.

Security Rules Al Media Interface
Signaling Rules

Time of Day Rules

End Point Policy Media Interface

Groups A-SBCE
Session Policies A

Modifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be issued

from System Management.

> TLS Management

4 Device Specific Settings Add
Netwark Name Media IP Port Range
Management Avaya IPO_MI 192 168.42.20 16384 - 32767 Edit Delete
Media Interface ATT MI 10.10.10.10 16384 - 32767 Edit Delete
Signaling Interface
Signaling Forking

8 See footnote 1 in Section 3.2.1
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6.5.4. Signaling Interface

1. Select Device Specific Settings from the menu on the left-hand side (not shown).
2. Select Signaling Interface (not shown).
3. Select Add (not shown) and enter the following:
a) Name: Avaya-1PO_Sig
b) IP Address: 192.168.42.20 (Avaya SBCE Al address to IP Office)
¢) UDP Port: 5060
Note — UDP is the recommended protocol to use on the connection between the
Avaya SBCE and IP Office. However TCP may be used if necessary.
4. Click Finish (not shown).
5. Select Add again, and enter the following:
a) Name: ATT_Sig
d) 1P Address: 10.10.10.10 (Avaya SBCE B1 address toward AT&T®)
b) UDP Port: 5060
6. Click Finish (not shown).

The completed Signaling Interface screen is shown below.

Security Rules Al Signaling Interface: A-SBCE
Signaling Rules

Time of Day Rules

End Point Policy Devices Signaling Interface
Groups A-SBCE

Add
Session Policies

Signaling IP TCP Port  UDP Port TLS Port TLS Profile
Avaya-IPO_Sig 192.165.42.20 5060 None Edit Delete

TLS Management

Device Specific Settings
Network ATT_Sig 10.10.10.10 5060 MNone Edit Delete
Management

Media Interface
Signaiing interfacel

Signaling Forking

6.5.5. Endpoint Flows — Avaya IP Office

Select Device Specific Settings from the menu on the left-hand side (not shown).
Select Endpoint Flows (not shown).
Select the Server Flows tab (not shown).
Select Add, (not shown) and enter the following:
a) Name: Avaya IPO
b) Server Configuration: Avaya SC (Section 6.3.5)
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: ATT_Sig
g) Signaling Interface: Avaya-1PO_Sig (Section 6.5.4)
h) Media Interface: Avaya IPO_MI (Section 6.5.3)
i) End Point Policy Group: defaultLowAvaya PG (Section 6.4.4)
J) Routing Profile: ATT_RP (Section 6.3.4)

PoNhdE

% See footnote 1 in Section 3.2.1
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k) Topology Hiding Profile: Avaya_TH (Section 6.3.7)

I) File Transfer Profile: None

5. Click Finish.
r Criteria r Profile
Flow Name Avaya_IPO Signaling Interface Avaya-IPO_Sig
Server Configuration  Avaya_SC Media Interface Avaya_IPO_MI
URI Group * End Point Policy Group  defaultLowAvaya_PG
Transport * Routing Profile ATT_RP
Remote Subnet Topology Hiding Profile  Avaya_TH
Received Interface ATT_Sig File Transfer Profile MNone

6.5.6. Endpoint Flows — AT&T
1. Repeat steps 1 through 4 from Section 6.5.5, with the following changes:

a) Name: ATT

b) Server Configuration: ATT_SC (Section 6.3.6).

c) URI Group: *

d) Transport: *

e) Remote Subnet: *

f) Received Interface: Avaya-1PO_Sig (Section 6.5.4).
g) Signaling Interface: ATT_Sig (Section 6.5.4).

h) Media Interface: ATT_MI (Section 6.5.3).

i) End Point Policy Group: defaultLowATT_PG (Section 6.4.5).

J) Routing Profile: Avaya_RP (Section 6.3.3).
k) Topology Hiding Profile: ATT_TH (Section 6.3.8).
I) File Transfer Profile: None
2. Click Finish.
r Criteria r Profile
Flow Name ATT Signaling Interface ATT_Sig
Server Configuration  ATT_SC Media Interface ATT_MI

URI Group
Transport
Remote Subnet

Received Interface Avaya-lPO_Sig

End Point Policy Group
Routing Profile

Topology Hiding Profile

File Transfer Profile

defaultLowATT_PG
Avaya_RP
ATT_TH

MNone

The completed End Point Flows screen is shown below.
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End Point Flows: A-SBCE

Subscriber Flows | | Server Flows |

A-SBCE

Click here to add a row description.

Add

r Server Configuration: ATT_SC

URI

Flow Name Group

Priority

Received Interface  Signaling Intedface
Group

Avaya_IPO

<

ATT_Sig Avaya-lPO_Sig

. I URI Received  Signaling End Foint Palicy Routing
FEELY ol Group  Interface Interface Group Profile
ATT AVaYyE AT Sig defaullLowATT PG Avaya RP View Clone Ecit Delet
IPO_ Sig _Sig efaultLowATT_| vaya_| View Clone di elete
r Server Configuration: Avaya_SC

End Point Palicy

defaultLowAvaya PG ATT_RP

Routing
Profile

View Clo)

| Pl

7. AT&T IPFR-EF Configuration

AT&T provides the IPFR-EF service border element IP address, the access DID numbers, and
the associated DNIS digits used in the reference configuration. In addition the AT&T EIPFR
features, and their associated access numbers, are also assigned by AT&T. AT&T required
that the Avaya SBCE public (B1) IP address be provided to the IPFR-EF service, as part of

the provisioning process.

8. Verification Steps

The following procedures may be used to verify the Avaya IP Office R8.1 and the Avaya
Session Border Controller for Enterprise 6.2, with the AT&T IP Flexible Reach - Enhanced

Features service configuration.

8.1. AT&T IP Flexible Reach — Enhanced Features

The following scenarios may be executed to verify Avaya IP Office and the Avaya Session
Border Controller for Enterprise 6.2, functionality with the AT&T IPFR-EF service:

Place inbound and outbound calls, answer the calls, and verify that two-way talk path

exists. Verify that the calls remain stable for several minutes and disconnects properly.

Verify basic call functions such as hold, transfer, and conference.
Verify the use of DTMF signaling.

Place an inbound call to a telephone, but do not answer the call. Verify that the call

covers to Avaya Aura® Messaging voicemail. Retrieve the message from Avaya

Aura® Messaging either locally or from PSTN.

features are successful:

Using the appropriate IPFR-EF access numbers and codes, verify that the following

o Network based Simultaneous Ring — The “primary” and “secondary” endpoints

ring, and either may be answered.
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o Network based Sequential Ring (Locate Me) — Verify that after the “primary”
endpoint rings for the designated time, the “secondary” endpoint rings and may
be answered.

o Network based Call Forwarding Always (CFA/CFU), Network based Call
Forwarding Ring No Answer (CF-RNA), Network based Call Forwarding
Busy (CF-Busy), Network based Call Forwarding Not Reachable (CF-NR) —
Verify that based on each feature criteria, calls are successfully redirected and
may be answered.

e Inbound / Outbound fax using T38 or G.711.

e SIP OPTIONS monitoring of the health of the SIP trunk. In the reference
configuration Avaya IP Office sent OPTIONS to the AT&T IPFR-EF service Border
Element, (via the Avaya SBCE), and AT&T responded with 405 Method Not Allowed
(which is the expected response). That response is sufficient for Avaya IP Office to
consider the connection up. The AT&T IPFR-EF service Border Element does not
send OPTIONS to Avaya IP Office.

e Incoming and outgoing calls using the G.729 (A or B) and G.711 ULAW codecs.

e Avaya IP Office Mobile twinning to a mobile phone when the associated Avaya IP
Office extension is called, as well as Mobility features such as Mobile Callback and
Mobile Call Control may also be verified.

8.2. Avaya IP Office 9.0
The following items may be used to analyze/troubleshoot Avaya IP Office operations.
8.2.1. System Status Application

The System Status application can be used to monitor or troubleshoot Avaya IP Office. The
System Status application can typically be accessed from Start = Programs - Avaya IP
Office = System Status. The following screen shows an example Logon screen. Enter the
Avaya IP Office IP address in the Control Unit IP Address field, and enter an appropriate
User Name and Password. Click Logon.

Online | Offline

Logon

Control Unit IP Address: [REEMLIRred

Services Base TCP Port: Bfil=lE)

Local IP Address: ginal ity

User Name:

Password:

M Auto reconnect

After logging in, select Trunks - Line: 17 from the left navigation menu. (SIP Line 17 is
configured in Section 5.4). A screen such as the one shown below is displayed. In the lower
left, the Trace All button may be pressed to display tracing information as calls are made
using this SIP Line.
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IP Office System Status

About

Status

SIP Trunk Summary

Feer Domain Name: 10.10.10.1
Resolved Address: 192.168.42.20
Line Murnber: 17
oo Mumber of Administered Channels: 20

IP Networking Mumber of Channels in Use: 1]
Administered Compression: G729 4, G711 MU
Silence Suppression: OFf
SIP Trunk Channel Licenses: Unlirnited . 0%
SIF Trunk Channel Licenses in Lse: 0
SIP Device Features: UPDATE (Incoming and Qukgoing)

1 Ide A
z Idee §
3 Ide
4 Ide
5 Ide
[ Ide
7 Ide =
3 Ide
k] Ide
10 1de
11 1de
17 Ide 45 v
—
i i
Trace I Trace Al ] I Pause ] [ Ping ] Call Details Print... Save Bs...
The following screen shows an example outbound call where Avaya IP Office H.323 phone
Extn500 called the PSTN.
IP Office System Status
Abouk
SIP Trunk Summary A
Peet Domain Mame: 197.168.42.20
Resolved Address: 192,168,42,20
Line Murnber: 17
Number of Administered Channels: 20
Number of Channels in Use: 1]
Administered Compression; G7298, G711 My
Silerce Suppression: Off
SIP Trunk Channel Licenses: Urlimited . 0%
SIP Trunk Channel Licenses in Lse: 0
SIP Device Features: UPDATE {Incoming and Oubgoing) |
1 Idle |00:00:22 ~ v
Trace Output - All Channels:
21113 10:24:04 AM-748ms Line = 17, Channel = 1, SIP Message = Invite, Call Ref = 1, Direction = From Switch, From = 0000021052@ 10,10,10,1, To = 17325552435
2MM310:24:04 AM-T53ms Line = 17, Channel = 1, SIP Message = Response, Call Ref = 1, Direction = To Switch, From = 0000021052@& 10.10.10.1, To=1732555'4
2MM310:24:04 AM-TSdms Call Ref = 1, Criginator State = Dialing, Type = User, Destination State = Dialing, Type = Trunk
2MM310:24:07 AM-471ms Line =17, Channel = 1, SIP Message = Responze, Call Ref = 1, Direction = To Switch, From = 0000021032@10.10.10.1, To = 17325554
2MM310:24:07 AM-473msz Call Ref =1, Alerting, Line =17, Channel = 1 |
2MM310:24:07 AM-473ms Call Ref = 1, Criginator State = Rinukack, Type = User, Destination State = Outaoing Alerting, Type = Trunk
2135 10:24:09 AM-352ms Line = 17, Channel =1, SIP Message = Response, Call Ref = 1, Direction = To Switch, From = 0000021032@& 10,110,101, To= 17325554
213 10:24:09 AM-585ms Line = 17, Channel =1, SIP Message = Ack, Call Ref = 1, Direction = From Switch, From = 0000021052@10,10.,10.1, To = 1732555438@
2MM310:24:09 AM-589m= Call Ref = 1, Criginator State = Connected, Type = User, Destination State = Connected, Type = Trunk hdl
< | >
Trace Clear ] [ Pause ] [ Fing ] Call Details
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8.2.2. System Monitor Application

The System Monitor application can also be used to monitor or troubleshoot Avaya IP Office
functionality (see reference [3]. The System Monitor application can typically be accessed
from Start - Programs > Avaya IP Office - Monitor.

1 Avaya IP Office RB SysMonitor - Monitoring 19
File Edit Wiew Filkers Status Help

== T| x| @ %<

5

The Monitor will be active at startup. To pause the Monitor press the Pause M button.

The pause button will be replaced with the Start button. Press this button to resume the
monitoring. To clear the Monitor display, press the Clear X| button.

Below are samples of a monitored inbound call to Avaya IP Office SIP telephone Extn500.
The Monitor will display SIP protocol (first image) as well as internal Avaya IP Office
processing (second image).

Y. Avaya IP Office RB.1 SysMonitor - [STOPPED] Monitoring 192.168.1.22 (00E007058008); Log Settings - C:\Documents and Settings)...\sysmon... g@]g
File Edit Yiew Filkers Status Help

ST TP

¥|E =

O=E o ERn EEm = ERae N T ¥ g
3065280nS RESZ: IP 500 V2 B.l(63) Tasks=47 RTEngine=0 CMRTEngine=0 ExRTEngine=0 Tiner=52Z Poll=0 Ready=0 CMReady=0 CMQueue=0 VPN‘NDueue=[A
30652530m3 RE34: XML MemObjs=45 PoolMem=2097152(1) FreeMem=2032064(1)
3068387m3 SIF Fx: UDP 192.166.42.20: 5060 -> 15Z.168.42.1: 5060

INVITE sip:0000001050@custonerb. com SIP/2.0

From: sip:7325551000@custonerh. con; tag=1464182792222385_clb05. 1, 1, 1356094744527, 0_147_473

To: sip: 8885555821 custonerh. com

Cieq: Z INVITE

Call-ID: elfz0d325e094d7519251585aelco3nil

Contact: <sip:l192.165.42,20: 5060 transpor t=udp>

Record-Route: <3ip:l19Z.165.42.20:5060;ipcs-1ine=2174;1r; transport=udps>

Allow: INVITE, EYE, ACK, CANCEL, PRACK, INFO, REFER

Supported: replaces

Nax-Forwards: 65

Via: JIPFE.0/UDP 19Z.165.42.20:5080;branch=s%hG4bK-51632-001584333510-1--5163&8-

Accept: application/sdp, application/isup, application/dtmf, application/dtwf-relay, multipart/mixed

HIME-¥ersion: 1.0

Privacy: none

P-dzgerted-Identity: sip:7325551000Fcustonerb. con

Content-Type: applicationdsdp

Content-Length: 296

=0
o=Sormes_TAC 17626 3246 IN IP4 192,165, 42.:20
2=5IF
c=IN IP4 192.168.42.20
t=0 0
w=audio 16393 RTP/AVE 15 0 110 100
a=srtpmap: 18§ G729,/8000
a=fmtp:18 annexb=no
a=rtpmap:0 PCHU/E000
a=rtpmap: 110 G726-32/8000
a=srtpmap: 100 telephone-event/8000
a=fmtp:100 0-15
a=zendrecv
a=maxptime: 30
3068390n3 Sip: Association found trunk: SIP Line (17)
ANAR3A9IWME CMCA11Fwt: A.10N5.10 -1 RazefP: WNEW CMEnAnhnint FRIA7T2A4 TOTAT WOM=1 CALT. T.TAT=N
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EY. Avaya IP Office RB.1 SysMonitor - [STOPPED] Monitoring 192.168.1.22 (00E00705B008); Log Settings - C:\Documents and Settings)...\sysmon... g@ Ral

File  Edit

View  Filkers

Status

Help

=8| ~8IT| x[) @ ¥=m

3068395ma Sip: 17.1005.1 -1 S3IPTrunk Endpoint(£5165££8) INVITE Feceiwved ep 17.1005.1 -1 5IPTrunk Endpointc(£51672d4), dialog £5165££8 4
3068395n% Sip: 17.1005.1 -1 5IPTrunk Endpoint(£5165££58) LR is On and route is Route: <sip:l192.168.42.20:5060:ipcs-line=2174;1r  transpol
3068396m% Sip: 17.1005.1 -1 3IPTrunk Endpoint(£5165££8) Update3IPCallftate SIPDialog::INITIAL(O) -»> 3IPDialog::INVITE _RCVI(9)
3068396m% Sip: 17.1005.1 -1 3IPTrunk Endpoint(£5165££8) UpdateiDPitate SIPDialog::IDLE(0) -> SIPDialog::0FFER_RCVD(Z)
3068396mS Sip: 17.1005.1 -1 3IPTrunk Endpoint(£5165££8) SdpClone
30683973 Sip: 17.1005.1 -1 S5IPTrunk Endpoint(£5165££8) SIPDialog::BuildFastitartFrom3DPO0ffer sdpmsyg £5163604
3068397ns Sip: 17.1005.1 -1 5IPTrunk Endpoint(£5165££38) SIPDialog::FindConnectionParameters: found wmedia proto <RTP/AVE:
3068397m3 Sip: 17.1005.1 -1 5IPTrunk Endpoint(£5165££3) 2IPDialog::BuildFastitartFrombudioMediaiDPO0ffer reinwvite 0 wmsg £5169545 f=5 in 1
30653973 Sip: 17.1005.1 -1 53IPTrunk Endpoint(£5165££5) SetRemoteRTPAddress to 192, 165,42, 20:16395 (index 0)
3068398m% Sip: 17.1005.1 -1 3IPTrunk Endpoint(£5165££58) Process 3IF request dialog £5165££8, method INVITE in state 5IFDialog: :INVITE
306583993 Sip: 17.1005.1 -1 3IPTrunk Endpoint(£5165££3) UpdateClone wmMesg £52941584 smsy £52571d4
3068395m5 Sip: 17.1005.1 -1 3IPTrunk Endpoint(£5165££5) CMietup forwarded to call model owner_ep 17.1005.1 -1 3IPTrunk Endpoint(£51672c
3065395m3 CMCallEwt: CEEATE CALL:Z (£51710ed)
3065839%m3 CHCallEwe: 0.1006.0 -1 EBaseEP: NEW CMEndpoint £516fclc TOTAL NOW=Z CALL_LIST=0
30656401ln3 CHLineRx: w=0
CHSetup
Line: type=3IFLine 17 Call: 1id=17 id=1005 in=1
Called[207] Type=Default (100} Reason=CMDRdirect $SndComp Calling[732555L000Fcustonerb. com] Type=Unknowm Plan=Default
BC: CMIC=%peech CMTM=Circuit CMTR=64 CM3T=Default CMUl=ULaw
IE CMIEFastitartInfoData (6] 4 item(s)
IE CMIEDIDMNumber (245) (P:100 3:100 T:100 N:100 R:4) numbher=0000001050
IE CHIERespondingPartyNumber (230)(P:100 3:100 T:0 N:100 R:d) number=732555100008custonerb. con
IE CHMIEDeviceDewail (231) LOCALE=enu HW=15 VER=8 class=CMDevice3IPTrunk type=0 number=17 channel=1 rx_gain=32 tx_gain=3Z ep_c:
3065401m3 CD: CALL: 17.1G05.1 BState=Idle Cut=l Music=0.0 &end="Line 17" (0.0) Bend="" [] (0.0) CalledNum=207 {) CallingMuw=7323651000[
3065401lns CHMCallEwt: 17.1005.1 2 5IPTrunk Endpoint: StateChange: END=4 CMC3Idle-»>CMCS5DialInitiated
30658402ns CHMTARGET: 17.1005.1 2 3IFTrunk Endpoint: LOOEUP CALL ROUTE: type=100 called party=207 sub= calling=73255510008custonerb.:
306540203 CHTARGET: 17.1005.1 2 3IPTrunk Endpoint: 3ET BESTHMATCH: length 10 ws -1 match=0000001050 dest=500
3065402ns CHMCallEwt: Priority hike: call 2 priority 0->1
306540203 CHTARGET: 17.1005.1 2 5IPTrunk Endpoint: LOOEUP ICR: DDI=0000001050 CGPN=7325551000@customerb.com (Destination 500 ) =
306540Zns CHTARGET: 17.1005.1 2 3IFTrunk Endpoint: ADD TARGET (HN): number=500 type=100 depth=1 nobar=1 setorig=1l ses=0
306540Zms CHTARGET: 17.1005.1 2 5IFTrunk Endpoinc: SET USER: ExtnS00 orig=l
3065405ns CMTARGET: 17.1005.1 & 3IPTrunk Endpoint: ADD USER: ExtnS00 depth=l disallow_cw=0 dnd=0 real call=l group_call=0 type |CMH
30656403ms CHMCallEwt: 0.1007.0 -1 BaseEP: NEW CMEndpoint £5171d9c TOTAL HOW=3 CALL_LIST=1
3065403mS CHMCallEwt: 0.1007.0 -1 Extn500.-1: NEU CMExtnEndpoint £5171d%9c, Name=ExtnS500, Extn=500, Phys Extn=500
3065404m% CHTARGET: 254,1007.0 2 Extn500.0: ADD PRIMARY
3068405n% CMTARGET: 17.1005.1 2 5IPTrunk Endpoint: GetCEglonfortimmouncementIfRecquired Using ExtnS00: 500
SNARANEMS CMCA11Fwt: N.1NAR.N -1 RazerRP: WNEW CMEnAnnint FR1R5RA4 TATAT WAW=4 CATT LTST=1 M
£ Y
The Monitor application allows the monitored information to be customized. To customize,
from the screen at the beginning of this section, select the Options button J that is third
from the right, or select Filters - Trace Options. The following screen shows the SIP tab,
allowing configuration of SIP monitoring. In this example, the SIP Rx and SIP Tx boxes are
checked. All SIP messages will appear in the trace with the color blue. To customize the
color, right-click on SIP Rx or SIP Tx and select the desired color.
paseings x|
T VPN AN | SCN
ATM | can | oTE | EcCont | FrameRelay | GoD | H323 | Interface
1SON | KewLamp | Directory | Media | PPP | Rz | Routing | Services  SIP | System
Events
[ 8ip [High - I STUN
Packets
[ SIP Reg/Opt P [ SIP Misc Px
[ SIP Reg/Opt Tx [ SIPMiscTx
™ SIPCallFx [T Cm Notify Fx
[ SIPCall Tx [~ Cm Notify Tx
[+ Sip Rx I hex 1P Filter (nnn.nnn.nnn.nnn)
¥ Sip Tx ™ hex —
DefaullAIIl Clear All | TabC\earAHl Tah SetAl OK Cancel
Sava File | Load File | Select File |
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8.3. Avaya Session Border Controller for Enterprise 6.2
The following items may be used to analyze/troubleshoot Avaya SBCE operations.
8.3.1. System Information

1. Navigate to System Management = Devices tab.
e The software version is shown in the Version column.
e Also verify that the Status column says Commissioned.

Dashboard #|  System Management
Administration
Backup/Restare

Devices H Updates H SSL VPN H Licensing ‘

> Global Parameters Device Name

(Serial Number)

Management [P Version Status

4 Global Profiles
Domain DoS

A-SBCE

IIPCS21020003) 192.168.1.20

6.2.0.Q48 Commissioned| Reboot Shutdown Restart Application View Edit Delete

Fingerprint

2. Click on View (shown above) to display more system information.

System Information: A-SBCE X
r General Configuration Device Configuration
Appliance Name A-SBCE HA Mode Mo
Box Type SIP Two Bypass Mode MNo

Deployment Mode  Proxy

r Network Configuration

Public IP Metmask Gateway Interface
192.168.42.20 192.168.42.20 2552552550 192.168.42 1 Al
10.10.10.10 10.10.10.10 255.255.255 240 10.10.10.1 B1

r DNS Configuration t IP(s)
Primary DNS 192.168.67.5 P 192.168.1.20
Secondary DNS
DNS Location DMZ
DNS Client IP 192.168.42.20

8.3.2. Avaya SBCE Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces. In the example below both
SIP signaling crossing interfaces Al and B1 are captured.

1. Navigate to Device Specific Settings = Troubleshooting > Trace
2. Select the Packet Capture tab and select the following:
e Interface : Select Al, B1, or Any from the drop down menu. Note that specifying the

option Any will capture packets from both the A1 and B1 interfaces.

e Local Address: Select All and 5060 from the dropdown menus. This will capture any
packets using port 5060 (e.g., SIP signaling).
e Remote Address: Enter *
e Protocol: Select All from the dropdown menu.
e Maximum Number of Packets to Capture: Specify a number that will include all the
messaging required for the trace (e.g., 5000).
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e Capture Filename: Specify a name for the trace file. Include a .pcap extension to
open the file with Wireshark.
e Click Start Capture to begin the trace.

Session Border Controller for Enterprise AVAYA
> SIP Cluster | Trace: A-SBCE

» Domain Policies
Devices Call Trace | | Packet Capture | [ Captures |

A_SBCE

> TLS Management

4 Device Specific Settings
MNetwork

Packet Capture Configuration

Management Status
Media Interface Interface

Signaling Interface

Local Add -
Signaling Forking e I All | : 5060
Session Flows T TRer IF IR Fert
Relay Services Protocol
SNMP
Maximum Mumber of Packets to Capture 5000
Syslog Management
Advanced Options e il 1= pcap
= Troubleshooting
Debugang

Trace

The capture process will initialize and then display the following status window:

Trace: A-SBCE

Call Trace | | Packet Capture | | Captures |
A packet capture is currently in progress. This page will autematically refresh until the capture completes.

¢ whoi Capiws < nfiguration

In Progress

Status

Interface

S o]
Remote Address I:l
Protocol

Masximum Number of Packets to Capure 5000 |

Capture Filename ‘
Using ths name of an sxisting capturs will svanirite it

Stop Capture

3. Run the test.
Select Stop Capture button shown above.

5. Click on the Captures tab and the packet capture is listed as a .pcap file with the date and
time added to filename specified in Step 2 (e.g., testl).

&

Trace: A-SBCE

Call Trace || Packet Capture ‘ | Captures

File Name File Size (bytes) Last Modified

éa“q#sry2,2ﬂ13 1-11:18 PM Delete

|test1720130102131059 pl:a;:l 0

6. Click on the File Name to download the file and use an application such as Wireshark to
open the trace.
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8.4. Protocol Trace Examples

This section shows examples of protocol traces taken at the Avaya SBCE B1 interface (to

AT&T).

The following is an example of an inbound call from AT&T, filtering on the SIP protocol.

File Edit ‘4ew Go Capture Analyze Statistics  Telephory Tools  Help
Bdaee EEXPEIA«esa T LIEEIQAQQB #EM % O
Filter: |sip > Expression... Clear Apply 10.10.10.1 10.10.10.10
Mo, Tirme: Source Destination Protocol Info ~
25 18.493 10.10.10.1 10.10.10.10 SIP,/SDP Request: INVITE sip:0000011051@10,10.10.10 with
26 18.495 10,10.10.10 10.10.10.1 SIP status: 100 Trying
27 18.573 10.10.10.10 10.10.10.1 SIF/SDP status: 180 Ringing, with session description
168 20.562 10.10,10.10 10.10.10.1 SIF/SDP Status: 180 Ringing, with session description
170 20.572 10.10.10.10 10.10.10.1 SIP/SDP Status: 200 oK, with session description
178 20.672 10.10.10.1 10.10.10.10 SIP Regquest: ACK sip:10.10.10.10 ESOGO;transpDrt:udp
433 24,3098 10.10.10.10 10.10.10.1 SIP RECUEST: INVITE S"Ip:7325552438@1\9.10.10.1 t5060; Transpor
436 24.433 10.10.10.1 10.10.10.10 SIP Status: 100 Trying 10,10.10.1
441 24,484 10.10.10.1 10.10.10.10 SIP/SDP status: 200 oK, with session description
442 24.495 10.10.10.10 10.10.10.1 SIP/SDP ReqguesT: ACK si1p:7325552438@10.10.10.1 15060; Transport=L v|
?
The following is an example of a call filtering on DTMF events.
File Edt Wiew Go Capture Anakyze 3tatistics  Telephony Tools Help
Baoes EXZE A2 0T LEL|EE QB @#EM%
Filter: |rtpevent ~ Expression... Clear Apply
Mo, Tirne Source Destination Protocal Info A
766 29,236 10.10.10.10 10.10.10.1 RTP EWENT Payload type=RTP Event, DTMF Star *
768 29.265 10.10.10.10 10.10.10.1 RTP EWENT Payload type=RTP Ewvent, DTMF Star *
770 29,295 10.10.10.10 10.10.10.1 RTP EWENT Payload type=RTP Ewvent, CTMF Star ¥
772 29.316 10.10.10.10 10.10.10.1 RTF EWEMT Payload type=RTP Event, DTMF Star ¥ (end)
773 29.316 10.10.10.10 10.10.10.1 RTP EWENT Payload type=RTP Ewvent, DTMF Star % (end)
774 25,3186 10.10.10.10 10.10.10.1 RTP EWENT Payload type=RTP Ewvent, CTMF Star % (end)
782 29.455 10.10.10.10 10.10.10.1 RTP EWENT payload type=RTP Event, DTMF Eight 8
783 29.455 10.10.10.10 10.10.10.1 RTP EWENT PayloalysType=RTP Event, DTMF Eight 8
784 20,455 10.10.10.10 10.10.10.1 RTP EWENT Payload type=RTP Ewvent, CTMF Eight 8
786 29,4885 10.10.10.10 10.10.10.1 RTP EWENT payload type=RTP Event, DTMF Eight 8 “
>
The following is an example of a call filtering on RTP.
File Edit ‘iew Go Capture Analyze  Statistics  Telephony Tools  Help
Buoes PEAXEE Acs»oT2/[EE QR EH®B % O
Filter: |rtp ¥ Expression... Clear Apply
0. Time Source Destination Frotocal Info ) . )
S0l 31.115 10.10.10.1 10.10.10.10 RTF PT=ITU-T G.729, SSRC=0x58431231, Seq=83, Time=19520
902 31.141 10.10.10.10 10.10.10.1 RTP PT=ITU-T G.729, SSRC=0x34841BB4, Seq=416, Time=95840
903 31.146 10.10.10.10 10.10.10.1 RTF PT=ITU-T G.729, SSRC=0x38431231, Seqg=84, Time=20l60
S04 31.171 10.10.10.10 10.10.10.1 RTR PT=ITU-T G.729, SSRC=0x34841BB4, Seq=417, Time=100080
905 31.176 10.10.10.10 10.10.10.1 RTF PT=ITU-T G.729, SSRC=0x38Aa31231, sSeq=83, Time=20400
G908 31,201 10.10.10.1 10.10.10.10 RTP PT=ITU-T G.729, SSRC=0x34841BB4, Seq=418, Time=100320
907 31.206 10.10.10.10 10.10.10.1 RTP PT=ITU-T G.729, SSRC=0x38431231, Seq=86, Time=20840
908 31.:251 10.10.10.1 10.10.10.10 RTF PT=ITU-T G.729, SSRC=0x34841BB4, Seq=419%, Time=100560
G505 31.256 10.10.10.1 10.10.10.10 RTR PT=ITU-T G.729, SSRC=0x58431231, Seq=87, Time=20880
¥
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9. Conclusion

As illustrated in these Application Notes, Avaya IP Office R9.0and the Avaya Session Border
Controller for Enterprise 6.2, can be configured to interoperate successfully with the AT&T IP
Flexible Reach - Enhanced Features service using AVPN or MIS/PNT transport connections,
within the limitations described in Section 2.2.1.

This solution provides users of Avaya IP Office R9.0 the ability to support inbound and
outbound calls utilizing an AT&T IPFR-EF SIP trunk service connection, via AVPN or
MIS/PNT transport, using the platform and service features listed in Section 2.1.

The reference configuration shown in these Application Notes is representative of a basic
enterprise customer configuration and is intended to provide configuration guidance to
supplement other Avaya product documentation. It is based upon formal interoperability
compliance testing as part of the Avaya DevConnect Service Provider program.
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11. Addendum 1 - Redundancy to Multiple AT&T Border

Elements

AT&T may provide two network border elements for redundancy purposes. The Avaya SBCE
can be provisioned to support this redundant configuration.

Given two AT&T border elements 10.10.10.1'° (Primary) and 10.10.10.2 (Secondary), the
Avaya SBCE is provisioned as follows to include the backup trunk connection.

1. Secondary Location in Server Configuration

1. Select Global Profiles from the menu on the left-hand side

2. Select the Server Configuration

3. Select Add Profile
- Name: ATT_Secondary_SC

4. On the Add Server Configuration Profile — General tab:
- Select Server Type: Trunk Server
- IP Address: 10.10.10.2 (Address for a secondary location)
- Supported Transports: Check UDP
- UDP Port: 5060
- Select Next (not shown)

Dashboard #|  Server Configuration: ATT_Secondary_SC
Admiistaion
Backup/Restore
Server Profiles General ‘ | Authentication ‘ ‘ Heartbeat | | Advanced ‘
System Management
Avaya_SC
Global Parameters - Server Type Trunk Server
a4 ATT_SC
Global Profiles = IP Addresses / FQDNs 10.10.10.2
Domain DoS
ATT Secondary _SC Supported Transports upp
Fingerprint
Server Interworking UDP Port U
Phone Interworking
Edit
Media Forking

Routing
Server
Configuration

5. On the Authentication tab

- Select Next to accept defaults (not shown).
6. On the Heartbeat tab:

- Check Enable Heartbeat

- Method: OPTIONS

- Frequency: 60 seconds

- From URI: secondary@customera.com

- To URI: secondary@customera.com

- Select Next (not shown)

10 See footnote 3 in Section 3.1
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Server Configuration: ATT_Secondary

Add

Semver Profiles

Avaya_SC
ATT_SC

ATT_Secon...

Enable Heartbeat
Method
Frequency
From URI

To URI

General || Authentication || Heartbeat | | Advanced |

[ Rename H Clone H Delete ]

OPTIONS

60 seconds

secondary@customera.com

secondary@customera.com

2. Add Secondary IP Address to Routing
Select Global Profiles from the menu on the left-hand side

1

2.
3.
4.

JF; Reviewed:
SPOC 5/9/20

7. On the Advanced Tab

Click Finish to accept defaults (not shown).

8. Select the Server Configuration created in Section 6.3.6 (e.g., ATT_SC)
9. Select the Heartbeat Tab
10. Select Edit

11. Repeat Steps 6 — 7, but with information for the Primary Trunk as shown

below.

Add

Server Profiles

Avaya_SC
ATT_SC

ATT_Secondary

Server Configuration: ATT_SC

Enable Heartheat
Method
Frequency
From URI

To URI

General || Authentication || Heartbeat || Advanced |

[ Rename H Clone H Delete ]

OPTIONS

60 seconds

primary@customera.com

primary@customera.com

Select the Routing

Select the Routing Profile created in Section 6.3.4 (e.g., ATT_RP)

Click Edit (not shown)
a) Enter the IP Address of the secondary location in the Next Hop Server 2
(e.g., 10.10.10.2)

Click Finish

14
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Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
Next Hop Routing

URI Group
I\Flffg:yaa?nsair:iir; Domain:Port |1D'10'1D'1 |
IR FLoP Some o Domain o 1010102 |
ety

Use Mext Hop

for In Dialog Messages

Ignore Route Header

for Messages Outside Dialog o
NAPTR O
SRV O
Outgoing Transport O T8 O TCP @ UDP

3. Configure End Point Flows — ATT_Secondary

1.

2.
3.
4

5.

JF; Reviewed:

Select Device Specific Settings from the menu on the left-hand side
Select Endpoint Flows
Select the Server Flows Tab
Select Add Flow
a) Name: ATT_Secondary
b) Server Configuration: ATT_Secondary_SC
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: Avaya-1PO_Sig
g) Signaling Interface: ATT_Sig
h) Media Interface: ATT_MI
i) End Point Policy Group: defaultLowATT_PG
J) Routing Profile: Avaya RP
k) Topology Hiding Profile: ATT_TH
I) File Transfer Profile: None
Click Finish
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Edit Flow: ATT_Secondary X

Flow Name

Server Configuration
URI Group

Transport

Remaote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

IATT_Secondary
ATT_Secondary_SC v
* W

* W
Avaya-IPO_Sig hd
ATT_Sig At

ATT_MI v

defaultlowATT_PG v

Avaya_RP v
ATT_TH N

MNaone

When completed the Avaya SBCE will issue OPTIONS messages to the primary (10.10.10.1)
and secondary (10.10.10.2) border elements. If the SBCE fails to get a response to the
OPTIONS sent to 10.10.10.1, the SBCE will direct outbound calls to 10.10.10.2.

JF; Reviewed:
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12. Addendum 2 — Remote Worker Configuration via the
Avaya SBCE

This section describes the process for connecting select remote Avaya SIP endpoints on the
public Internet, and access Avaya IP Office on a private enterprise, via the Avaya SBCE. The
provisioning builds on the reference configuration described in previous sections of this
document.

Note — This Remote Worker configuration is based on provisioning via the Avaya SBCE. It is
not to be confused with “native” Avaya IP Office Remote Worker configurations.

Supported Remote Worker endpoints are:

Flare® Experience for iPad

Flare® Experience for Windows

one-X® Mobile Preferred VolP client for iOS
one-X® Mobile Preferred VolP client for Android

In the reference configuration Avaya Flare® Experience for Windows was used as the
Remote Worker SIP endpoint.

For Avaya IP Office R9.0, the following table summarizes encryption support for these
remote worker endpoints (see Section 12.1.7):

Client type Uses to the external interface of the SBCE
TLS SRTP Audio SRTP Video

Flare Experience Y Y* N
foriPad R1.1.1
Flare Experience Y Y N
for Windows R1.1.1
one-X Mobile Y N N
Preferred VolP
client for i0S
one-X Mobile N N N
Preferred VolP
client for Android
* If the client is used inside and outside of the IP Office core, the signalling type must
be changed. IP Office 9.0 does not support TLS or SRTF connections to these clients
on the inside of the SBCE.

The reference configuration, including the Remote Worker endpoint, is shown in Figure 6
below. Internet access is simulated by a D-Link Router/NAT/Firewall/Default Gateway
located between the Remote Worker private LAN and the public Internet interface (B1) of the
Avaya SBCE. The D-Link router also provides DHCP functionality in the private space. Note
that the use of the D-Link router is for functionality testing only and is not prescriptive.

Provisioning of the D-Link is beyond the scope of this document.

JF; Reviewed:
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ATET
IP Flexible Reach —
Enhanced Features
Service

AT&T
AVPN or MIS/PNT
Transport Network

AT&T Router

1030101 PUBLIC IP ADDRESS SPACE ()———

Avaya Remote Worker

10.10.10.13

192.168.0.x

PC with Flare®@
Experience for
Windows
(sIP)

D-Link
Router/NAT

10.10.10.10 (SIP Trunk)
Avaya SBCE 6.2 B1 (E0) | 10.10.10.11 (RW VoIP)

Public IP Address Space

A1l
(E2)

192.168.42.20

192.168.42.21 (RW) Avaya IP Office R9.0

LAN2

_Management LANG
; LAN1|192.168.42.1
Management (LAN)
PC

Private IP Address Space

Analog
Modem

Avaya 6211
(Analog)

PC with
Ventafax

PRIVATE IP ADDRESS SPACE (Corporate)

B J U

Avaya PC with IP Office  Voicemail Pro
1608 Softphone / Windows Server
H.323

customera.com

Avaya
1120E
SIP

Figure 6

12.1. Provisioning the Avaya Session Border Controller for

Enterprise
Provisioning of the Avaya SBCE to support Avaya IP Office S

IP Trunking to the AT&T

IPFR-EF service is described in Section 6. The following sections build on that provisioning.

12.1.1. Network Management

This section shows the Network Management configuration of the Avaya SBCE to support
Remote Worker. The Avaya SBCE is configured with a second “outside” IP address assigned

to physical interface B1, and an additional “inside” address ass

igned to physical interface Al.

These are the Avaya SBCE IP addresses used in the reference configuration:

192.168.42.20 is the SBCE “inside” address previously
with AT&T (see Section 6.1).

Office.

Solution & Interoperability Test Lab Applicatio
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e 10.10.10.10" is the SBCE “outside” address previously provisioned for SIP Trunking

with AT&T (see Section 6.1).

e 10.10.10.11 is the new SBCE “outside” address for Remote Worker access to IP

Office.

1. On the Network Configuration tab, using the values shown below, select Add to
create an entry for 192.168.42.21 on interface Al, then select Save.
2. Repeat step 1 for an entry for 10.10.10.11 on interface B1.

Dashboard
Administration

Network Management: A-SBCE

Backup/Restore
Devices Network Confi i H

System Management
> Global Parameters
> Global Profiles

> SIP Cluster

> Domain Policies

Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application restarts

can be issued from System Management

Changes will not take effect until the interface is updated.

» TLS Management A Netmask 2552552550 | A2Memask| | Biletmask[255285255240 |

4 Device Specific Settings Add
Network IP Address Public IP Gateway Interface
:‘::;:?;::;:E [192.163.42.20 | | [192168421 | a1 ¥ Delete
Signaling Interface [101010.10 | [ | [1010101 | [B1 | Delete
?ﬂgﬁgg;ﬂl;ﬂg [192168.4221 | | 19216842 | [ v Defte
Session Flows [1010:1011 | | 1010101 | [B1 v Dekte

Relay Services

12.1.2. Server Configuration — Avaya IP Office

In this section TCP transport protocol (which is required for the Remote Worker connection
between the Avaya SBCE and Avaya IP Office), is added to the existing Avaya_SC Server

Configuration (see Section 6.3.5).

1. Select Global Profiles from the menu on the left-hand side.

Select Server Configuration.

2.

3. Select the existing Avaya_SC profile and click on Edit.

4. The Add Server Configuration Profile - General window will open (not shown).
a. Supported Transports: Check TCP

b. TCP Port: 5060
c. Select Finish.

Rename H Clone ” Delete ]

General H Authentication H Heartheat H Advanced

Dashboard #  Server Configuration: Avaya_SC
Administration Add
Backup/Restore

Semver Profiles
System Management
> Global Parameters Avaya_SC Server Type
4 Global Profiles ATT_Primary_SC

IP Addresses / FQDNs

Call Server
192.166.42 1

TCR, UDP

5060

Domain DoS ATT_Secondary_SC
_ ry_
S rted Ti rt
Fingerprint upported lransports
Server Interworking TCP Port
Phone Interworking UDP Port

Media Forking

Routing

5060

Server
Configuration

11 See footnote 1 in Section 3.2.1
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12.1.3. Media Interface

Note - The AT&T network services require the use of port range 16384-32767. Therefore this
range is required on the 192.168.67.120 and 10.10.10.10 SIP Trunking interfaces (see Section
6.5.2). However for consistency, this range is used on the Remote Worker interfaces as well.

Note — Media Interfaces Inside_Trunk_MI and Outside_Trunk_MI were previously
defined for SIP Trunking with AT&T (see Section 6.5.3).

1. Click on the Add button and create Media Interface InsideMediaRW_MI using the
parameters shown below. Click on the Finish button (not shown).
2. Repeat step 1 to create Media Interface OutsideMediaRW_MI.

Media Interface: A-SBCE

Devices Media Interface

A-SBCE

Modifying or deleting an existing media interface will require an application restart before taking effect. Application restarts can be issued

from System Management.

Add

Name Media IP Port Range
Avaya_IPO_MI 192.168.42.20 16384 - 32767 Edit Delete
ATT_MI 10.10.10.10 16384 - 32767 Edit Delete
InsideMediaRW_MI 192.168.42.21 16384 - 32767 Edit Delete

QutsideMediaRW_MI 10.10.10.11 16384 - 32767 Edit Delete

Media Interface OutsideMediaRW_MI is used in the RW_Flare Subscriber Flow (Section
12.1.9.1). Media Interface InsideMediaRW_MI is used in the IPO_Remote_Worker Server
Flow (Section 12.1.9.2).

12.1.4. Signaling Interface

The following screen shows the Signaling Interface settings. Signaling interfaces were
created for the inside and outside IP interfaces used for Remote Worker SIP traffic. Interface
OutsidelPORW_SI supports TLS, while interface InsidelPORW_SI supports TCP.

1. Select the Add button to create Signaling Interface OutsidelPORW _SI
a. Signaling IP =10.10.10.11
b. TLS Port =5061
c. Select TLS Profile AvayaSBCServer from the drop down menu.
d. Click on Finish (not shown).
2. Repeat step 1 to create Signaling Interface InsidelPORW _SI
a. Signaling IP = 192.168.42.21
b. TCP Port = 5060
c. Click on Finish (not shown).
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Signaling Interface OutsidelPORW _SI is used in the RW_Flare Subscriber Flow (Section
12.1.9.1), and in the IPO_Remote_Worker Server Flow (Section 12.1.9.2).

Signaling Interface: A-SBCE

A-SBCE

Add

Signaling IP TCP Port  UDP Port TLS Port TLS Profile
Avaya-lPO_Sig 192.168.42 20 5060 — None Edit Delete
ATT_Sig 10.10.10.10 5060 - MNone Edit Delete
OutsidelPORW_Sig 10.10.10.11 5061 AvayaSBCServer Edit Delete
InsidelPORW_Sig 192.168.42.21 5060 - MNone Edit Delete

Signaling Interface InsidelPORW_SI is used in the IPO_Remote_Worker Server Flow
(Section 12.1.9.2).

12.1.5. Routing Profile
Two new Routing Profiles are required to support the Remote Worker.

1. Select the Add button to create Routing Profile RW_RP, the select Next (not shown).
2. Enter the following:
a. URI Group = * (default)
b. Next Hop Server 1 =192.168.42.1 (IP Office LANL1 interface defined in
Section 5.3.2).

c. Verify Routing Priority based on Next Hop Server is checked.
d. Select TCP.
e. Click on Finish (not shown).

Priority 1

URI Group

MNext Hop Server 1 192.168.42.1

MNext Hop Server 2

Mext Hop Priority

&

NAPTR O
SRV O
Mext Hop in Dialog O
Ignore Route Header O
Cutgoing Transport TCP

3. Select the existing default Routing Profile and click on the Clone button, and name it
default RW_RP, then select Next (not shown).
4. Keep all the default values and click on Finish (not shown).
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View Routing Rule X

Priarity 1
URI Group
MNext Hop Server 1

MNext Hop Server 2

Next Hop Priority O
NAPTR
SRV
MNext Hop in Dialog O
Ignore Route Header O
Qutgoing Transport MNaone

Below is the completed Routing Profile screen.

Dashboard #~  Routing Profiles: default_ RW_RP
Administration Add [ Rename H Clone ” Delete I
A | Fouing P> ]
Routing Profiles 3
> Global Parameters BEEL Routing Profile
4 Global Profiles Avaya_RP
Add
Domain DoS ATT RP
Fingerprint . ;P Priority URI Group Next Hop Server 1 Next Hop Server 2
ax_

Server Interworking - * View  Edit

Phone Interworking RW_RP

Media Forking default_RW_RP

Routing

The Routing Profile RW_RP is used in the Remote Worker Subscriber Flow (Section
12.1.9.1 and in the Remote Worker Server Flow (Section 12.1.9.2).

12.1.6. User Agents

User Agents are created for each type of Remote Worker endpoint used. In the reference
configuration the Avaya Flare® Experience for Windows SIP softphone was used, and its
configuration is shown below.
1. Select the Add button to create a new User Agent.
2. Enter the following:
a. User Agent = Flare
b. Regular expression = Avaya Flare *
c. Click on Finish (not shown).

In this expression, “Avaya Flare.*” will match any software version listed after the user agent
name.
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Dashboard ~ User Agents
Administration

Backup/Restore —‘
User A
System Management ser Agents

4 Global Parameters Add
RADIUS Regular Expression
DoS /DDoS Flare Avaya Flare* Edit Delete

Scrubber

The Flare User Agent is defined in the Remote Worker Subscriber Flow (Section 12.1.9.1).

12.1.7. Application Rules

In this section Application Rule RemoteWorker_AR is created.
1. To create the RemoteWorker_ AR rule, select Add. Enter the following:
a. Enter a name (e.g., RemoteWorker_AR), and click on Next (not shown).
b. In the Voice field:
i. Check In and Out.
ii. Enter an appropriate value in the Maximum Concurrent Sessions
field, (e.g., 2000).
iii. Enter 10 in the Maximum Session per Endpoint field.
c. Leave the CDR field at None and the RTCP Keep-Alive field unchecked
(No).
d. Click on Finish (not shown).

#|  Application Rules: RemoteWorker_AR

Signaling
Manipulation - |Filter By Device... v Delete
URI Groups
Application Rules Click here to add a description.
SIP Cluster
default
Cluster Proxy Application Rule
default-trunk
Domain Policies Anlication Tyna Masximum Concurrent  Maximum Sessions Per
Application Rules default-subscri PP ype Sessions Endpoint
Border Rules default-subscri Voice 2000 10
Media Rules - oo
default-: -l ideo
Security Rules slauli-seneriow
Signaling Rules default-server-h M O o
Time of Day Rules Default-Trunk_AR
i ot Poicy (fmepie
Groups H %_Tf_’_[e or CDR Support MNone
Session Policies RTCP Keep-Alive Mo
TLS Management
Device Specific Settings

The rule RemoteWorker_AR is assigned to the End Point Policy Groups (Section 12.1.8).

12.1.8. Media Rules

Two Media Rules are defined. Rule RW_SRTP_MR is defined to enable the use of SRTP
between the Avaya Flare® Experience for Windows Remote Worker, (which also uses TLS
for transport; see Section 12.3.1), and the Avaya SBCE. Rule RW_RTP_MR is created for
the Remote Worker connection from the Avaya SBCE to Avaya IP Office.

1. To create the RW_SRTP_MR rule, select the Avaya-low-med_MR rule created in
Section 6.4.2, and click on the Clone button.
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2. Enter aname (e.g., RW_SRTP_MR) and click Next (not shown).
3. Populate the fields as shown below, then click on Finish.

Media Encryption

||

Audio Encryption

Preferred Format #1 ‘ SRTP_AES_CM_128_HMAC_SHA1_380 + |

Preferred Format #2 \NONE V|

Preferred Format #3
Encrypted RTCP [

Interwarking

Video Encryption

Preferrad Format #1 ‘ RTP - |

Preferred Format #2 ‘ NOME v |

Preferred Format #3
Encrypted RTCP

Interworking

Miscellaneous

Capability Megotiation |

4. To create the RW_RTP_MR rule, select the Avaya-low-med_MR rule created in
Section 6.4.2, and click on the Clone button (the existing Avaya-low-med_MR rule
could have been specified here instead, however a distinct Remote Worker rule was
use to illustrate the provisioning).

5. Leave all values as they were.

JF; Reviewed:
SPOC 5/9/2014

Media Encryption

Audio Encryption

Preferred Format #1 |RTP v|

Preferred Format #2 |NONE V|

Preferred Format #3
Encrypted RTCP

Interworking

Video Encryption

Preferred Format #1 |RTP V|

Preferred Format #2 |NONE v|

Preferred Format #3
Encrypted RTCP

Interworking

Miscellaneous

Capability Negotiation O
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Dashboard Media Rules: RW_SRTP_MR
Administration |FmerEyDewce.. V\ [ Rename ][ Clone ][ Delete ]
Backup/Restore
Media Rules Click here to add a description.
System Management
default-low-med
> Global Parameters Media NAT | | Wedia Encryption | | Media Anomaly | [ Media Silencing | [ Media QoS |
> Global Profiles default-low-med-enc
Audio Encryption
» SIP Cluster default-high
. Preferred Formats SRTP_AES_CM_128_HMAC_SHA1_80
4 Domain Policies defaulthich - = =
efault-high-enc
Application Rules Encrypted RTCP [}
avaya-low-med-anc
Border Rules & Intenworicing
Media Rules Avaya-low-med_MR
Security Rules RW MR Video Encryption
Signaling Rules | e Prafared Formats RTp
RW_SRTP_MR
Time of Day Rules - -
Interworking
End Point Policy
Groups
P Miscellansous &
Session Policies
Capability Negotiati
» TLS Management apabity Tegotistion =
> Device Specific Settings

Media Rule RW_SRTP_MR is assigned to the End Point Policy Group RW_SRTP_PG
(Section 12.1.8). Media Rule RW_RTP_MR is assigned to the End Point Policy Group
RW_RTP_PG (Section 12.1.8).

12.1.9. End Point Policy Groups

Two new End Point Policy Groups are defined for Remote Worker. Group RW_SRTP_PG is
defined for the SRTP connection and RW_PG is defined for the RTP connection.

1. To create the new RW_SRTP_PG group, click on Add. Enter the following:
a. Enter aname (e.g., RW_SRTP_PG), and click on Next (not shown).
b. The Policy Group window will open. Enter the following:
i. Application Rule = RemoteWorker_AR (Section 12.1.6)

ii. Border Rule = default

iii. Media Rule = RW_SRTP_MR (Section 12.1.7)

iv. Security Rule = default-low

v. Signaling Rule = default

vi. Time of Day Rule = default
c. Click on Finish.

Application Rule |RemoteWorker_AR v|
Border Rule
Media Rule [RW_SRTP_MR v/
Security Rule
Signaling Rule |defau|t V|
Time of Day Rule
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2. To create the new RW_PG group, click on Add. Enter the following:
d. Enter a name (e.g., RW_PG), and click on Next (not shown).
e. The Policy Group window will open. Enter the following:

i
ii.
iii.
iv.
V.
Vi.

Application Rule = RemoteWorker_AR (Section 12.1.6)
Border Rule = default

Media Rule = RW_MR (Section 12.1.7)

Security Rule = default-low

Signaling Rule = default

Time of Day Rule = default

f. Click on Finish (not shown).

Application Rule RemoteWarker_AR N
Border Rule default i
Media Rule RW_MR v
Security Rule default-low v
Signaling Rule default hd
Time of Day Rule default v

[ Finist |

End Point Policy Group RW_SRTP_PG is used in the Subscriber Flow
IPO_Remote_Worker (Section 12.1.9.1). End Point Policy Group RW_PG is used in the
Server Flow IPO_Remote_Worker (Section 12.1.9.2).

12.1.10. End Point Flows
A Subscriber Flow and an Endpoint Flow are created for Remote Worker.

12.1.10.1 Subscriber Flow
A Subscriber Flow is defined for the Avaya Flare® Experience for Windows softphone used
in the reference configuration.

1. To create the Subscriber Flow, click on Add and the Criteria window will open (not
shown). Enter the following:

@roao0ow

JF; Reviewed:
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Enter a name (e.g., RW_Flare)

URI Group =* (default)

User Agent = Flare

Source Subnet =* (default)
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Contact Host = * (default)

Signaling Interface = OutsidelPORW _Sig (Section 12.1.3)
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2. Click on Next (not shown) and the Profile window will open (not shown). Enter the

followi

TSm0 o

l.
3. Clicko

ng:

Source = Subscriber

Methods Allowed Before REGISTER = Leave as default
Media Interface = OutsideMediaRW_MI (Section 12.1.2).
End Point Policy Group = RW_SRTP_PG (Section 12.1.8).
SIP Cluster Flow = unchecked

Routing Profile = RW_RP (Section 12.1.4)

Topology Hiding Profile = None

Phone Interworking Profile = Avaya-RU

TLS Client Profile = AvayaSBCClient

Radius Profile = None

File Transfer Profile = None

Signaling Manipulation Script = None

n Finish (not shown).

View Flow: RW_Flare X

r Criteria r Optional Settings
Flow Name RW_Flare Topology Hiding Profile Mone
URI Group Phaone Interworking Profile Avaya-Ru
User Agent Flare TLS Client Profile AvayaSBCClient
Source Subnet RADIUS Prafile None
Via Host File Transfer Profile None
Contact Host Signaling Manipulation Script  Mone

Signaling Interface

OutsidelPORW_Sig

r Profile

Source

User Agent

Media Interface

Routing Profile

Methods Allowed Before REGISTER

End Point Palicy Group

Subscriber

Flare
OutsideMediaRW_MI
RW_SRTP_PG

RW_RP

-
Session Policies

> TLS Management

4 Device Specific Settings

Network
Management

Media Interface
Signaling Interface
Signaling Forking
End Point Flows
Session Flows

#|  End Point Flows: A-SBCE

A-SBCE

Subscriber Flows | | Server Flows |

Add

Click here to add a row description.

Flow Name URI Group Source Subnet User Agent End Point Policy Group

Priority

RW_Flare

Flare RW_SRTP_PG View Clone Edit Delete
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12.1.10.2 Server Flow

The following section shows the new Server Flow settings for Remote Worker access to IP
Office. The new flow is defined as part of the Avaya_SC Server Configuration created in
Section 6.3.5.
1. Select Device Specific Settings from the menu on the left-hand side.
2. Select Endpoint Flows
3. Select the Server Flows tab
4. Select Add (not shown), and enter the following:
m) Name = IPO_Remote_Worker
n) Server Configuration = Avaya_SC (Section 6.3.5)
0) URI Group = * (default)
p) Transport= * (default)
gq) Remote Subnet = * (default)
r) Received Interface = OutsidelPORW_Sig (Section 12.1.3)
s) Signaling Interface = InsidelPORW _Sig (Section 12.1.3)
t) Media Interface = InsideMediaRW_MI (Section 12.1.2)
u) End Point Policy Group = RW_PG (Section 12.1.8)
v) Routing Profile = default_RW_RP (Section 12.1.4)
w) Topology Hiding Profile = Avaya_TH (Section 6.3.7)
x) File Transfer Profile = None (default)
5. Click Finish (not shown).

View Flow: IPO_Remote Worker X

r Criteria r Profile
Flow MName IPO_Remote Waorker Signaling Interface InsidelPORW_Sig
Server Configuration  Avaya_SC Media Interface InsideMediaRW_MI
URI Group * End Point Policy Group  RW_PG
Transport * Routing Profile default_RW_RP
Remote Subnet * Topology Hiding Profile  Avaya TH
Received Interface OutsidelPORW _Sig File Transfer Profile None
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Domain DoS -~
Fingerprint
Server Interworking
Phone Interworking
Media Forking
Routing
Server Configuration
Topology Hiding
Signaling
Manipulation
URI Groups

> SIP Cluster

> Domain Policies

> TLS Management

4 Device Specific Settings

Network
Management

Media Interface
Signaling Interface
Signaling Forking
End Peint Flows
Session Flows
Relay Services
SNMP

End Point Flows: A-SBCE

Subscriber Flows || Server Flows |

A-SBCE

Click here to add a row description.

Add

Server Configuration: ATT_SC
URI Received
Group  Interface

Signaling
Interface

End Point Policy

Flow Name Group

Priority

ATT

Avaya- '
IP"S{;Q ATT Sig  defautLowATT_PG

Routing
Praofile

Avaya_RP

View Clone Edit Delete

Server Configuration: ATT_S dary_SC
Received
Interface

URI

Signaling
Interface

End Point Policy
Group

Priority Flow Name

ATT_Secondary

Group

Avaya-
IPO_Sig

ATT_Sig defaultLowATT_PG

Routing
Profile

Avaya_RP

View Clone Edit Delete

Server Configuration: Avaya_SC

Priority
Avaya_IPO
IPO_Remote_Worker *

URI

Flow Name FrmD

Received Interfface  Signaling Interface
ATT_Sig Avaya-IPO_Sig

OutsidelPORW_Sig  InsidelPORW_Sig

End Point Palicy

Group
defaultLowAvaya PG ATT_RP Vief
RW_PG default_RW_RP  Viel

Routing Profile

In bl

12.2. Remote Worker Endpoint Configuration on Avaya IP Office

The Remote Worker Avaya Flare® Experience for Windows endpoint is added to the Avaya
IP Office User and Extension configuration, as well an Incoming Call Route.

12.2.1. Extension Configuration

No special procedures are required to create the Remote Worker Extension. Following the
procedures shown in Section 5.5.3, Extension 750 was created for the Avaya Flare®
Experience for Windows Remote Worker.

IP Offices Extension

R BOOTR (2)
i Operator (3)
[=)-*%=p ODEOO70SE005

a2y System (1)
9 Line (6)
<2 Control Unit {2)
Ay Extension {13}
a User (14}
ﬂ Group (5)
B short Code (69)
9 Service (0)
s RAS (1)
@ Incoming Call Route (323
@ WanPort {0}
g Directory (0)
f:.“‘ Time Profile {33
@ Firewall Profile {13
Bl P Route (4)

=] SIP Extension: 8002 750

d Extension | Module ||| gyrn |VUIP 138 Fax
&1 201 BD1
A 2 202 ED1 xkension

Extension Id 8002
&3 203 BOL
z‘I 204 ED1 Base Extension |?SD |
s 205 BD1 Caller Display Type
&6 206 BD1
P — Er1 Reset Yolume After Calls O
s 208 BP1 ]
,5000 600 0 Eexicellybe
"w,5001 700 0
", 5002 750 0 Location |Automatic v
", 5003 751 0

Module
", 5004 500 0 EI

o]

Force Autharization

12.2.2. User Configuration
Following the procedures shown in Section 5.5.3, create a user for the Remote Worker.

Provisioning specific to the Avaya Flare® Experience for Windows Remote Worker used in
the reference configuration, is shown below.
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12.2.2.1 User Tab

The Remote Worker is provisioned as shown below. Note that since the Remote Worker
endpoint used in the reference configuration is Avaya Flare® Experience for Windows, the
Enable Softphone and Enable Flare options are selected.

Note — Do not check the Enable Remote Worker option. This is only enabled for Avaya IP
Office “native” Remote Worker configurations. Not for Remote Worker configurations
utilizing the SBCE.

IP Offices User

R

=]

BOOTP (2)

i Operator (3)
=9 O0EQO7055003

#5y System (1)
“F4 Line (&)

= Cankrol Unit (2)
A Extension (13)
@ useri14y
5§ Group (S)
B short Code (59)
@ Service {0}
ol RAS (1)
@ Incoming Call Route (32)
) wanpart (0)
s Directory (0)
37 Time Profile (3)
@B Firewall Profile (1)
A IF Route (4)
i Account Code (0)
W License (77)
W% Tunnel {0}
§3 user Rights (=)
S ARS (2
" RAS Location Request (00
& Location {03

Mame
Extnz01
Extnz0z
Extnz03
Extnz04
Extnz05
Extnz08
Extnz07
Extnz08

;T ExtnS00

;T Extne00

yExtn700

yExtn7S0

WpgMoUser

Extension
201
202
203
204
205
206
207
208
S00
600
700
750

‘RemnteMan. .

Mame:

Password

Confirm Password
Account Status

Full Marne

Extensian

Email Address

Locale

Priority

Systemn Phone Rights

Prafile

Device Type

Short Codes | Source Mumbers | Telephony | Forwarding || Dial In | Yoice Recording | Button f

Extn750

okt
em———
Enabled
RW Flare

750

United States (U35 English)
5
Mone

Pawer User

D R.eceptionist

Enable Softphone

[] Enable one-% Partal Services

Enable one-X TeleCommuter

[] Enable Remate wwarker

Enahle Flare

Enable Mobile Yol Client
[ send Mahility Email
[ Ex Directary

ﬁ Unknown STP device

B Extn760: 760

User | Yoicemail | DND:

12.2.2.2 SIP Tab

The Remote User is configured with a SIP Name and Contact specifying the user’s
associated AT&T number (e.g., 7325553180).

IP Offices User

R EBOOTR (2)
1 Operator (3}
[=)-*=y O0EQDFOSS003

ey System (1)
7% Line (&)
<2 Control Unit (2)
Ay Extension (13)
§ User(14)
ﬂ Group (50
B Short Code (690
B Service (0
ol RAS (1)

E8 wanPort {0}

@ Incoming Call Route (32)

Mame

Extnz0l
Extnanz
Extnz03
Extnz04
Extnz0%
Extnz06
Extnz07
Extnz03
T ExbnS00
y Extn600
yrr Exbn? 00
FrExtn7sn

Extension
201
202
203
204
205
206
207
208
S00
&00
00
750

SIP Marmne

SIP Display Mame (Alias) |RW Flare

T3ETETE1E0

[ anonymous

7327373180

Telephony || Forwarding | Dial In || Yoice Recording || Button Programming | Men
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12.2.3. Incoming Call Route

Following the procedures described in Section 5.7, an Incoming Call Route is defined for
calls to the Remote Worker.

IP Offices Incoming Call Route B 100 7373170
& BooTR (2 I:ine Group ID | Incoming Mumber  Destination Standard | voice Recording || Destinations
1# Operator (3) @100 5553161 207 Extni207

-+ 0UE007055008 @100 5553162 500 Extri500
= Bearer Capabilit Ay Yoice R
“ System (1) @10 5553163 207 Extriz07 [ Y
K
j’ ] (L:I;:t(rﬁo? Ut ) [T 300] 5553164 700 Extri700n Line Group ID 100 v
‘;’ Extension (1) @100 5553165 207 Extnz07
-: Ueer (14] @100 5553166 750 Extn7s0 Incaming Mumber 5553180
B Group (5) @100 5553167 600 Extnig00 Incoming Sub Address
93¢ short Code (69) @10 5553169 98
@B service (0) [ 300] 5553171 00 Extris00 Incoming CLT
ke RAS (1) @10 5553172 700 Extri7on gl 3
@ Incoming Call Route (31) @100 5553173 208 Extriz08
B WanPart (0) (- 300] EEE3174 207 Extriz07? Pricrity 1-Low v
s Direckory (00 9100 5553173 1004 LacalH...
£7 Time Profle (3) |_ @10 5553180 750 Extr750 23
@ Firewal Profile (1) Hold Music Source Syskem Source v
Al 1P Route (4)
A Account Code () Ring Tone Cverride w
S, License (77)

12.3. Remote Worker Avaya Flare® Experience for Windows
Configuration

The following screens illustrate Avaya Flare® Experience for Windows administration
settings for the Remote Worker, used in the reference configuration.

12.3.1. Settings - Server Screen
After opening the Avaya Flare® Experience for Windows application, select the Settings icon

, select Server from the menu, and enter the following:

e Server address = 10.10.10.11* (the IP address of RW virtual interface (B1) of the
Avaya SBCE (see Section 6.1).

e Server port = 5061 (note that the Transport type will automatically change to TLS).

e Domain = customera.com (see the IP Office configuration in Section 5.3.2).

e Clickon OK.

12 See footnote 1 in Section 3.2.1
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A Avaya Flare Experience

200 )
Logged in - A 2 OH

My Contacts v

¥t Settings
Secver

Diaing Rules
Enterprise Search

Contacts

Audio

Video

Conference

s [cusiomeracom |

Support

You must be iogged out 10 change Server Setlings.

oK

12.3.2. Settings - Video Screen

Select Video from the menu, then unselect the Enable Video option. This will enable the

Avaya Flare® Experience for Windows to use SRTP (see Section 12.1.7).

A Avaya Flare Experience

| Not logged in v |

My Contacts v

¥ Settings
Server Video Settings

Dialing Rules B Enable video
Enterprise Search

Contacts

Conference
About
Support

No camera

Available camera
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