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Abstract

These Application Notes describe the process of displaying presence information for the
Microsoft Office Communicator R2 clients on the Avaya one-X® Portal clients. Presence
information is sent to the Avaya one-X® Portal client using the Avaya Intelligent Presence
Server (IPS). The configuration described herein uses a Microsoft Edge server deployment for
relaying presence between the Microsoft Office Communicator (OCS) R2 clients and the
Avaya one-X® Portal clients. Presence notifications from the Microsoft OCS R2 clients are
routed through the Microsoft Real Time Communicator (RTC) component; this component is
installed on the Microsoft Office Communicator Server (OCS) and subscribes to presence
information received by the OCS from the Microsoft Edge server.

Note: The terms user and client are used interchangeably throughout this document and refer
to the same entity.
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1. Introduction

These Application Notes describe the steps involved in displaying presence information between
a Microsoft Office Communicator R2 client and Avaya one-X® Portal Clients using an Avaya
Intelligent Presence Server. The Microsoft Office Communicator servers and the Avaya
components are placed in separate domains. As shown in Figure 1, the ‘OCS’* domain consists
of the Microsoft Office Communicator server, Domain Controller, Microsoft Office
Communicator R2 client server and an SQL server. The Domain controller maintains an (Active
Directory) list of Microsoft Office Communicator R2 users (clients) and Avaya one-X® Portal
clients; these users are collectively grouped under the Enterprise User folder. The list of
Enterprise Users is accessed by Avaya one-X® Portal from another domain via a Microsoft Edge
server. The Edge server’s internal network interface is added to the Microsoft Office
Communicator setup ‘OCS’ domain and the external network interface are configured in the
‘Avaya’? domain (Avaya One X Portal and Intelligent Presence server). The Edge server Access
Edge service is used to route packets between the internal and external interfaces of the Edge
server. Refer to [1] for information on installing a Microsoft Edge server. A Microsoft RTC
collector is installed on the Microsoft Office Communications server and subscribes to the
Microsoft Office Communicator Server (OCS) via the Microsoft Edge Server for presence
notifications of Microsoft Office Communicator (MOC) clients. The RTC collector uses the MS
federation protocol to communicate with the Microsoft Office Communication Server via the MS
Edge Server. Refer to [2] for information on installing and configuring RTC collector® on the
Microsoft Office Communication server. The configuration described herein only consists of an
Avaya one-X® Portal and Intelligent Presence server in the *Avaya’ domain. The Avaya one-
X® Portal is configured to access the Enterprise User list mentioned above; a connection to the
Intelligent Presence Server is also established to relay presence information between the
Microsoft Office Communicator R2 users and Avaya one-X® Portal users. These Application
Notes describe the process of displaying presence information from Microsoft Office
Communicator R2 users in an Avaya one-X® Portal client for a given user®.

! The ‘OCS’ domain name used in this document is ‘avocs.contoso.com’

% The ‘Avaya’ domain name is ‘cebp-avaya.com’

¥ RTC Collector is provided with the Intelligent Presence Server installation package.

* The Intelligent Presence Server does not distribute presence information for Avaya one-X® Portal clients to
Microsoft Office Communicator R2 users.
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Figure 1: Network Configuration for Avaya one-X® Portal and Intelligent Presence Server
integration with Microsoft Office Communicator (MOC) R2 client
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2. Equipment and Software Validated

Table 2 displays the equipment and software used for the sample configuration provided:

Equipment & Software

Version

Avaya S8300 Server

Avaya Aura™ Communication
Manager 5.2 (R015x.02.0.947.3)

Avaya G350 Media Gateway

26.33.0

Media Gateway Processor
Avaya 9600 Series H.323 IP Telephones 2.0 (9630)
2.0 (9650)

Avaya 9600 Series SIP IP Telephones 2.0.5 (9640)
2.4.1 (9630)

Microsoft Active Directory, DNS Server, and 5.2.3790.3959

Certification Authority on Microsoft Windows Server

2003 R2 Enterprise Edition Service Pack 2

Microsoft Exchange 2007 Server on Microsoft Windows 08.01.0240.006

Server 2003 R2 Enterprise x64 Edition Service Pack 2

Microsoft Office Communications Server 2007 on 3.5.6907.0

Server 2003 R2 Enterprise Edition Service Pack 2

Microsoft SQL 2005 Server on Microsoft Windows 2005.090.3042.00

Server 2003 R2 Enterprise Edition Service Pack 2

Microsoft Mediation Server on Microsoft Windows 3.5.6907.0

Server 2003 R2 Enterprise Edition Service Pack 2

Microsoft Office Communicator on Microsoft Windows 2.1.0.70

XP Professional Version 2002 Service Pack 2

Avaya one-X® Portal 1.1.0.0.159

Avaya Intelligent Presence Server 1.0

Table 1 Equipment and software used in the configuration
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3. Assign Enterprise Users in Microsoft Active Directory

These Application Notes assume that basic Microsoft Office Communication Server installation
and configuration have already been performed according to the guidelines provided in [3], [4],
[5] and [6]. These Application Notes further assume that user accounts have been created in
Microsoft Active Directory (Domain Controller) and enabled for Microsoft Office
Communication Server.

Step 1. Open Active Directory Users and Computers on the Domain Controller server in the
‘OCS’ Domain. Right click on the domain name (in the left pane) and select New =2
Organizational Unit.

-.‘é‘:nctive Directory Users and Computers

@ File Action ‘Yiew Window Help

t- B8 fRR 2EIRBEETEE

@ Active Directory Users and Computer BETTERETTE N T el o) 1
% Saved Queries Mame Type Description # |
Delegate Contral. .. builkinDomain
Find... rise Lsers Organizational ...
Connect ko Domain,. . oft Exchange Security Groups Organizational ...
Connect ko Domain Controller. .., oft Exchange System Objects msExchSystem. ..
Raise Domain Functional Level. .. Fructure infrastructurel, .,
Operations Masters. .. Container Buwiltin system settings
““““““ L Organizational ... Default container for dom. ..
Qe lostandFound Default container for arph...
s ' ozt Container Default container for secu...
Wigw » S Container Default container For upgr...
aew windaw From Here InetOrgPerson. o Container Default container For upar...
— msExchDynamicDistributionList Container Default location For storag...
ez FEHTR) Qs (s msD3-QuokaCo...  Quoka specifications cont. ..
Expark List, .. Organizational Unit
i Prinketr
Propertties Lser
Help Shared Folder
w
< ¥
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Step 2. Type Enterprise Users under the Name: field and click on the OK button.
New Object Organizationalunt 3|

Create in:  awocs conbozo, comd

M arme:

IE nterprise Userd

k. I Cancel

Step 3. Ensure that the Enterprise Users Organizational Unit folder is created in the Active
Directory as show below. Click and open the Users container (not shown).

-&Active Directory Users and Computers

<5 Ele  Action  Yiew MWindow Help

(] Saved Queries
= @ aviocs,conkoso, com
-2 Builtin
-2 Computers
--|&] Domain Contrallers
@ Enterprise Users
F#1-[C1 ForeignSecurityPrincipals
-] LostandFound
{&] Microscft Exchange Security Groups
[ Microsaft Exchange System Objects
-[Z NTDS Quatas
-[Z1 Program Data
-] System
[ Usats

o | amE e 2 g vag e

@ Active Directary Users and Computers [contos [T A S |

Mame Tvpe Description Office Communications Server Address |

There are no ikems to show in this view,
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Step 4. In the Users container, select a Microsoft Office Communicator user® and right click to
choose Move as shown below.

-.‘,:-; Active Directory Users and Computers
@ File  Action ‘Wiew Window Help
o F: h sl =l o
¢ | AR L+ B XFIE 2E|QIRETLE
@ Active Directory Users and Computer
-] Saved Queries —
B [ arne Type Description
E--@ &v0Cs, conkoso, com - - - - —
-2 Builtin ﬂDomam Adrins Security Group ... Designated administrators, .
mDomain Computers Security Group ... All workstations and serve. ..
(23] Domain Controllers mDomain Controllers Security Group ... All domain controllers in th.,
(23] Enterprise Users mDomain Guests Security Group .. Al domain guests
[Z]] ForeignSecurityPrincipals ﬂDomain Users Security Group ... All domain users
: (3] Microsoft Exchange Security ﬁEnterprise Adrmins Security Group ... Designated administrators. .
a Lisers mGroup Policy Creator Owners Security Group ... Members in this group can...
%Guest Iser Built-in account For guesk ..,
ﬂHelpServicesGroup Security Group ... Group For the Help and Su...
ﬁIIS_WPG Security Group ... IIS Worker Process Group
ﬁ TUSR_COMTOS0DC] ser Built-in account For anony. ..
ﬁ WM _CONTOSODC] Iser Built-in account For Inkern. ..
ﬂ Jane doe |Jser
! |:|hr| doe User Copy...
€2 johrr User Add o a group...
€7 kris Chakravarthi User Disable Account
7 LablUser01-Primary Lablser1-Primary User Reset Password. ..
LabUser0Z-Primary LabUserD2-Primary User _I
ﬁ LabUser03-Primary LabUser03-Primary ser Eniable users For Communications Server. ..
ﬁ Lablser04-Primary LabUser04-Primary Iser Corfigure Communications Server users. .
€3 lois lane User Delete Communications Server users. .,
!ﬂRﬂS and IAS Servers Securicy Group ... Move Communications Server users. ..
4 | | _pl ﬁ_RTCCDmpDnentService User Open Hame Page
|M0ves the current selection to another organizational unit, |— Send Mail
All Tasks 3
Zuk
Delete
Rename
Properties
Help

> Ensure that the Enable Federation check box is enabled for the user; Right click on a user and select Properties,
under the Communications tab for a user click on the Configure button for the Other Setting field; Check the Enable
Federation box.
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Step 5. Select Enterprise Users and click OK.
Move g

tMove object into container:

= @ avocs =
- Builtin
-] Computers
(& Domain Controllers
EBEARE nterprize Lsers
I:l FareignSecurituPrincipals
f-27] LosttndFound
-[&] Microzoft Exchange Security Groups
-2 Microzoft Exchange Syster Objects
-[C MTDS Quotas
-[Z7 Program Data —

-2 System -

[N

Repeat Steps 1 -5 for any Microsoft Office Communicator and Avaya one-X® Portal users to
obtain presence information.

Step 6. The Enterprise Users Organizational Unit folder should contain the list of users moved
from the Users Container.

1.‘.'_4; Active Directory Users and Computers

@ Eile  Action  Wiew ‘window  Help |_|- =] ]
e BOE B FRR PE eRaVvED

@ Bckive Direckory Users and Comnpuker Enterprise Users 4 objects
-] Saved Queriss

E@ avors.conkoso.com Mame Type Description Cffice Communications Server Address
=-E3 BL;iItin ' john doe Lser siptjohnd@avocs, conboso, com
[:l Computers ﬂ tony matos Liser sip:amatos@avocs, conkoso.com
@ Damain Controllers € LipUser30007  User
(@) Enterprise Lisers € 1xplser30008  User

-] ForsignSecurityPrincipals
@ Microsoft Exchange Security

i) Users

The configuration described in this document uses the following user names:
johnd@avocs.contoso.com (John Doe) — Microsoft Office Communicator R2 user
amatos@avocs.contoso.com (Tony Matos) - Microsoft Office Communicator R2 user
1xpUser30007@ avocs.contoso.com (1xpUser30007) — Avaya one-X® Portal user
1xpUser30008@ avocs.contoso.com (1xpUser30008) - Avaya one-X® Portal user
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4. Create Security Groups for Enterprise Users

The steps described below should be completed prior to installing Avaya one-X® Portal®. Refer
to [7] for installing and configuring Avaya one-X® Portal.

Step 1.Open Active Directory Users and Computers on the Domain Controller server in the
‘OCS’ Domain. Right click on Users (in the left pane), select New->Group.

-.{; Active Directory Users and Computers
<5 Ele  Action  Misw  Window  Help | ==
e« | BHE B AEFRDR DE|GIELETE T
@ Active Directory Users and Computers [contos SEE S 5
[ Saved Queries
H o Q Mame 7/ Type Descripkion
E--@ avoCs,contosa,com
. ministrator ser uilt-in account for administering the compu
-3 Butin € Administrat 1 Built-i t For administering th
[ Computers ﬁCert Publishers Security Group - Domain Local - Members of this group are permitted ko pub
@ Domain Controllers @CERTSVC_DCOM_ACCESS Security Group - Domain Local
[&] Enterprise Users @Dnsndmins Security Group - Domain Local - DMS Administrators Group
(L ForeignSecurityPrincipals @DnsUpdateProxy Security Group - Global DS clients who are permitted to perform dy
LostandFoun omain Adrins ecurity Group - Global esignated administrators of the domain
d d Domain Admi Security G Global Designated administrat f the domai
&3] Microsoft Exchange Security Groups !ﬁDomain Computers Security Group - Global All workstations and servers joined ko the di
(2 Microsoft Exchange System Objects !ﬁDomain Controllers Security Group - Global Al domain controllers in the damain
(21 NTDS Quotas ﬁDomain Guests Security Group - Global All dornain quests
(23 Program Data !ﬁDomain Users Security Group - Global All domain users
[ system ﬁEnterprise Admins Security Group - Universal Designated administratars of the enterprise
= ﬁ Delegate Cantral !ﬁGroup Policy Creator Owners Security Group - Global Members in this group can modify group poli
Fi;d %Guest User Built-in account For guest access to the com
R | fﬁHeIpServicesGroup Security Group - Domain Local - Group For the Help and Support Center
Campuker Security Group - Domain Local 115 Worker Process Group
All Tasks 3 Contack User EBuilt-in account For anonymous access ko In
- , User Built-in account For Internet Information Set
A= ) InetOrgPerson User
Mews Window from Here P p—
= msExchynamicDistributionList User
Refresh MSMQ Queue Alias User ey Distribution Center Service Account
Export Lisk. .. Prinker User

Step 2.Enter 1XP Users in the Group name field and select Domain Local and Security for the

Group scope and Group type radio buttons respectively. Click OK to confirm.

& Createin:  avocs.contoso.comylsers

Group nare:

I 1XP Users

Group name (pre-Windows 20007
I 1XP Users

Groupscope —————— | Group bype

L & Security
= Glohal " Distribution

" Universal

oK I Cancel

® The Avaya one-X® Portal installation prompts for the location of the security groups described in this section.
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Step 3.Repeat Steps 1 & 2 above and create additional security groups named 1XP Admins and
1XP Auditors. All the security groups’ created should be located in the Users container as

shown below.

-:4" Active Directory Users and Computers

<) File

Action  Miew  Window  Hel

In

|2 | mﬁhv@

e | am e FER
@ Active Direckory Users and Computer
-] Saved Queries
El@ &vOCs,Conkosa,com
(] Builkin
D Camputers <
{£3] Domain Controllers
@ Enterprise Users
D ForeignSecurityPrincipals
-] LostandFound
@ Micrasoft Exchange Security
D Microsoft Exchange System
-] NTDS Guokas
- D Program Data
I (] System

Mame 4 Type

Descripbion

i1 %P Adrmins

Security Group ...

€7 12P nuditars

Security Group ...

15P Users Security Group ...
ﬁ Adrniniz! User

Built-in_ accoun

m Cert Publishers
m CERTSVC_DZOM_ACCESS

m Domain Cormputers
m Domain Controllers
ﬁ Domain Guests
ﬁ Domain Users

Security Group ..,
Security Group ...

ﬁDnsndmins Security Group ...
ﬁDnsUpdateProxy Security Group ...
ﬁDomain Adniins Security Group ...

Security Group ..,
Security Group ...
Security Group ...
Security Group ...

ﬁEnterprise Adrnins Security Group ...
ﬁGroup Palicy Creatar Owners Security Group ..,

Guesk User
mHelpServicesGroup Security Group ...
€7 1s_wra Security Group ...
€ 1sR CONTOSONCT [JE

DNS Administrators Group

DS clients who are permi...
Designated administrators, .,
&l workstations and serve...
&ll domain controllers in th. ..

Al domain guests
Al dormain users

Designated administrators, .,
Members in this group can. ..
Built-in account For quest ...
Group for the Help and Su. ..

113 Worker Process Group

Ruilk-in aceannk Far anam ..

Members af this group are...

Step 4. Select the 1XP Admins security group; right click and choose Properties (not shown).
Click on the Members tab as shown below. Click on Add to add members to this group.

Gereral  Members |Memheer| It anaged B_l,ll Dbiectl Securit_l,ll

Members:
Mame | Active Directary Folder |
Add... | Remove |

o]

Cancel Anply

" Provide the same security group names created above during the Avaya one-X® Portal installation. The User,
Auditor and Admin security groups should be named as 1XP Users, 1XP Auditors and 1XP Admins respectively.
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Step 5. Enter the username for the Avaya one-X® Portal administrator (use Check Names to
verify) and click OK.

Note: The Avaya one-X® Portal configuration described here uses an administrator username of
websphere. The user websphere must be created in the same container (users) as the other

Microsoft Office Communicator users (not shown). The same username must also be provided
during Avaya one-X® Portal installation.

1XP Admins Properties 7| % I
Select Users, Contacts, Computers, or Groups
Select thiz object type:
IUsers, Groups, or Other objects Object Types... |
FErom this location:
Iavocs.contoso.com Locations. .. |
Enter the object names ta select [examples):
websphere [webspheret@avocs. contoso. coml| Check Mames |
Advanced... | Ok, I Cancel |
A
Add... Remove |
K | Cancel Apply

Step 6. Repeat this process and add the necessary users to the 1XP Auditors security group (not
shown). Select the 1XP Users security group; right click to open the 1XP Admins Properties
form and click Add on the Members tab in the 1XP Admins Properties form (as shown
previously). Enter the Avaya one-X® Portal user names in the Select Users, Contacts,
Computers or Groups form as shown below. Click on OK to confirm.

Select this object type:

IUsers, Groups, or Other objects Object Types...

From this location:

Iavocs.contnso.cnm Locations. .

Enter the object names to select [exanmples):

1=pUser30007 [1xpU ser30007 Eavocs. contoso. com] : Check Mames
1xpl)3er20008 [1xpl ser30008Eavocs. contoso. com

FEG

Adwanced... | QK I Cancel |
4
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Step 7. Verify that the Avaya one-X® Portal users are added to the 1XP Users security group as
shown below. Click on OK to confirm changes.

1XP Users Properties ﬂ I

General  Members | bl ember EIfI tanaged By I

Members:
M ame | Active Directon Folder
ﬁ HmpUzer30007  avocscontoso.com/Enterprize Users
ﬁ Tuplzer30008  avocs . contozo.com/Enterprize Users
ﬁ john doe avocs. contoso. comdEnterprize Users
ﬁ tory matoz avocs. contoso. comdEnterprize Users
Add | Eemove |

Note: The Domain Name Service (DNS) should be configured with the host names and IP
addresses (reverse lookup) of the servers in the respective domains.
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5. Configure Microsoft Edge Server

Note: Microsoft Edge Server installation is not covered in these Application Notes. Refer to [1]
for additional information. The configuration described herein only uses the Access Edge server
service; other services i.e: Audio/Video Configuration, Audio/Video Edge and Web

Conferencing Edge are not configured or started for this setup.

5.1. Assign Certificates to the Microsoft Edge Server Interfaces

Step 1.Open Control Panel on the Microsoft Edge Server (not shown) and select Administrative
Tools->Computer Management. Expand the Services and Applications tree as shown below and
right click on Office Communications Server 2007 R2 to view the Edge Server menu. Select

Certificates from the drop down menu.

E Computer Management !IE[ E I
‘g File  Action Wiew Window Help | — |ﬁ' |5|
& = | fGm| ®
E Computer Management {Local) ey wasmar L
- {fy System Tools 11.0ffice Communications
[]--@ Event Viewer Server 2007 2
[+-g=] Shared Folders Status Open Federation Event Log Ferfarmance Resaure
[ ¥ Local Users and Groups
[]--- Performance Logs and Alerts = General Settings
sy, DEvice Manager
[_]@ Storage Instant messaging and presence: +
-{a Removable Storage web Conferencing: v
k4 Disk Defragmenter A «f
,'i, Disk Management Clearing House: LX)
EI--& Services and Applications Default Rouke: =Mone =
D"'B Te|e|_:hony = windows services
Services Access Edge Service; Funning
g WMI Control . i
P T ‘Web Conferencing Edge Service: Stopped
[—:IE’ ) Cormmunications Sers
+2| Fronk End Scripts Configure Edge Server Stopped
#-58 Indexing Service Yalidation b ice: Stopped
Deackivate 3
Certificates
Logging Tool 3 _’I
Launch the certificate wizard. Filtering Tools 3 |
Skart 3
Stop 3
View 3
Tew WWindaw Fram Here
Refresh
Properties
Help
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Step 2. The Welcome to the Certificate Wizard screen will be displayed (not shown), click
Next to continue. Select the Create a new certificate option as shown below and click Next.

Office Communications Server Certificate Wizard

Available Certificate Tasks El
Select a bask to run, h l
~a U

Seleck From commaon tasks:

™ Process an offline certificate request and import the certificate

™ Assign an existing certificate

Select from import and export tasks:

~ Import & certificate chain fram a . p7h file
" Import a certificate From a .pFx file

" Export a certificate to a .pfx file

< Back, I Mext = I Cancel

Step 3. Select Edge Server Private Interface and click Next to continue. A certificate will be
created and assigned to the (internal) network interface of the Edge Server.

Office Communications Server Certificate Wizard

Choose a cormponent From the list below, Only installed and activated
components are shown,

Select a component ':i l
E

% Edge Server Private Interface:

" Arcess Edge Server Public Interface

" Web Conferencing Edge Server Public Interface

A Authentication Certificate

< Back I Mext = I Cancel
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Step 4. Select Send the request immediately to an online certification authority and click Next.

Office Communications Seryer Certificate Wizard

Delayed or Immediate Request =
You can prepare a request ko be sent later, or you can send one immediately, ; l
|~

Do you wank ko prepare a certificate request ko be sent later, or do vou want to send
it immediately ko an online certification authority?

& Send the request immediakely tn an arline certification authorityd

" Prepare the request now, but send it laker {OFfline certificate request)

< Back I Mexk = I Cancel

Step 5. Enter a name for the certificate in the Name field; use default values for the remaining
fields as shown below and click Next.

Office Communications Server Certificate Wizard

Mame and Security Settings =
‘Your new certificate must have a name and a specific bit length. ; l
.

Type a name For the new certificate. The name should be easy For you to refer to
and remember,

Mame:
COMTOSOACEDGE] j

The bit length of the encryption key determines the certificate's encryption strength.
The greater the bit length, the stronger the security, Howewver, a greater bit length
may decrease performance.

Bit length:
I 1024 = I
V¥ Mark cert as exportable

[ Include client EKU in the certificate request

< Back I Mext = I Cancel
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Step 6. Enter organizational information in the following form (not shown) and click Next. Enter
the FQDN?® of the internal network interface in the Subject name field. Click Next to continue.

Office Communications Server Certificate Wizard

Your Server's Subject Name l—;
Subject names can contain only alphanumeric characters and a leading wildcard | l
{e.g., sip.contoso.com or *, contoso, com], >

Type the Fully Qualified Domain Mame of your server or Select fram the list, IF the
server is part of a Pool, you should use the server's Pool Mame, IF these names
change, you will need a new certificate,

Subject name:

I contosoacedge. avacs, contoso, com| - I

Type any alternate names for your server, Use comma bo separate mulkiple names.,
Subject Mame will be automatically appended if the Alternate Mame field is non empky,

Subject Alternate Mame:
| =l

Specify whether the wizard should automatically add the FQDM of the local computer
as an alternate name.

I™| automatically add lacal machine name to Subject Alk Mame

< Back I MNext = I Cancel

Step 7. Enter geographical region information in the following screen (not shown) and click
Next. Click the Select a Certificate authority from the list detected in your environment radio
button and select the appropriate certificate authority server from the drop down box.

Note: In case the Certificate Authority (CA) server is not listed in this drop down box, select the
radio button for the Specify the certificate authority that will be used to request this
certificate and specify the certificate server location as <FQDN of Certificate Authority
server>\<CA instance name>

Office Communications Server Certificate Wizard

Choose a Certification Authority r;
Certificate requests are sent to a certification authority available on your | l
network, Al

Select a certification authority to process wour request, Certificate wizard will
automatically import the selected CA's certificate chain if necessary,

Icontosodcl .avocs.contosa.comiconkosodel vI

" Specify the certificate authaority that will be used to request this certificate

Example: mycaserver.contoso,comMyCalnstance

< Back I Mext = I Cancel

® FQDN: Fully Qualified Domain Name
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Step 8. View the Request Summary form (not shown) and click Next. Select Assign certificate
immediately radio button and click Next to continue.

Office Communications Server Certificate Wizard

Assign Certificate Task E !.
k.

Assign imported certificate,

Select to assign imported certificate, or to skip assignment.,

{*' Assign certificate immediately:

" Assign certificate later

Click the button below to view the newly obtained certificate,

View |

= Back I Mext = I Cancel

Step 9. View the settings in the Configure the Certificate(s) of your Server form and click
Next to continue.

Office Communications Server Certificate Wizard

Changes to certificate settings will take effect immediately and may cause

Configure the Certificate(s) of your Server = !.
existing connections to be torn down, B

Ta assign the Follawing configuration, dlick Mesxt.

Edge Server Private Interface Certificate =]
Issued Toicontosoacedge, avocs, contoso,com
Issued By: conkosodcl

< Back Cancel
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Step 10. Ensure that the Office Communications Server Certificate Wizard completed
successfully message is displayed as shown below.

Office Communications Server Certificate Wizard

Certificate Wizard completed
successfully

The supplied settings were applied successfully, Services
that are already running may need to be restarted,

=Back  |f Finish Canice]

Step 11.Repeat the process for installing Access Edge Server Public Interface by selecting the
appropriate option as shown below.

Office Communications Server Certificate Wizard

Select a component
Choose & component From the lisk below, Only installed and activated | I_
L~a U

components are shown,

" Edge Server Private Interface

Certificate assigned

% ccess Edge Server Public Interfaced

{~ “web Conferencing Edge Server Public Interface

" afy Authentication Certificate

< Back I Mexk = I Cancel
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Repeat Steps 1-11 listed above to generate a certificate for the Access Edge Server Public
Interface (external). The configuration in these Application Notes does not require certificates to
be installed for the Web Conferencing Edge Server Public Interface and A/V Authentication
Certificate. However, the Edge Server validation may fail in the absence of these certificates.

5.2. Configure Edge Server Interface

Step 1.Open Control Panel on the Microsoft Edge Server (not shown) and select Administrative
Tools->Computer Management. Expand the Services and Applications tree as shown below and
right click on Office Communications Server 2007 R2 to view the Edge Server menu. Select

Configure Edge Server from the drop down menu.

E Computer Management !E E
=) Fle Action Miew Window | =] ]
& = | | | 2
Q Cormputer Management (Lacal) ey wacmuen L
=i, System Taols 11.0ffice Communications
@ Evert Viewer Server 2007 k2
Shared Folders Status Open Federation Ewvent Log Performance Resourt
: Local Users and Groups
E Petformance Logs and Alerts 2 General Settings
E Device Manager
@ Storage Instant rmessaging and presence: +
B "'D%' Remavable Storage wi'eb Conferencing: L4
-l Disk Defragmenter B o
g Disk Management Clearing House: LX]
EI--@-_& Services and Applications Default Route: =Mone>
-3 Telephany 2 windows services
Servi
\A?l:ﬂ\;lze;ntml Access Edge Service: Furining
(SBFE Office Communications Server 2007 R2 Web Conferencing Edge Service: Stopped
Frant End Scripts Configure Edge Server Stopped
-f Indesing Service Yalidation b [ViEE Stopped
Deactivate 3
Certificates
I1
Logging Tool 2 | _pl
Launch the Configure Edge Server wizard, Filkering Tools » |
Skart »
Stop 3
Wiew »
Mew Window From Here
Refresh
Properties
Help
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Step 2. The Welcome to the Configure Office Communications Server 2007 R2, Edge Server
Wizard screen will be displayed (not shown), click Next to continue. Leave the Import Settings

box unchecked and click Next.

Import Settings From a File =
If wou have a configuration File that vou want bo impart, select the check box ; l
and provide the file name, Lz

i
Configuration file names

I Efawse, .. |

< Back I Mext = I Cancel

Step 3. Select the IP address assigned to the internal Edge Server interface card in the Internal
Interface IP Address drop down box. Enter the FQDN for the internal interface in the FQDN

for the internal interface field as shown below. Click Next to continue.

Configure Edge Server Wizard

Internal Interface =
Supply the IP address and FQDM used by the inkernal interface of the Edge ; l
Server, >

Internal Interface IP Address:

EQDM Far the internal interFace:

contosoacedge, avocs, conkoso, com

Moke: IF you are using a load balancer, specify the IP address of the local server and the
FQDM of the load balancer's WIP.

Access Edge Server Internal Interface Port: 5061
Web Conferencing Edge Server Internal Inkerface Port: 8057
A/v Edge Server Internal Interface Pork: 443

Afw Edge Server TLS Signaling Part: 5062

Moke: ¥ou can change the defaulk part settings using the administrative snap-in,

< Back I Mext = Cancel
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Step 4. In the Access Edge Server section of the screen, select the IP address of the access edge
interface in the IP address field and enter the FQDN assigned to the access edge interface in the
FQDN field. Use 5061 as the Remote user access port. Click Next to continue.

Note: The configuration described in this document does not use the Web Conferencing Edge
Server or the A/V Edge Server. However, the Configure Edge Server Wizard does not permit

leaving these settings blank. Hence dummy settings are used in the Web Conferencing Edge
Server and A/V Edge Server sections below.

Extternal Interface
- !
Al

—Access Edge Server

IF address:  [IEERAERER EQDM: accessedge. edgeext. avocs, contos

Federation part: S061

Remaote user access pork: & E0e1 443 " Cther: I

—Web Conferencing Edge Server

IP address: |135,3,19,1?4 j FODON: Iwebconfedge.cebp—avaya.com

Fort: 443 ¥ Other: 444
&)V Edge Server

IF address: [135.6.19.174 | Foow: |aved98-cebp-avava-com

Pt " 443 % Other: 445

< Back I Mext = I Cancel |

Step 5. Ensure that the Enable federation and the Allow discovery of federation partners check

boxes are checked. Leave the other boxes unchecked as shown below. Click Next to continue.

Enable Features on Access Edge Server
p !-
Al

—User Access Settings

[ allow pemote user access to your netwark

[ allow anonymous user ta join meetings,

™| &lloys users bo communicate with Federated contacks
~Fed
v

v allow discovery of Federation partners
[~ Eederation with selected public IM providers:
¥ | t5m ¥ | &l ¥ | vahon!

Moke: If you do not enable automatic discovery of federation partners, wou must configure any
parkrers on the Allow tab of the edge server,

< Back I Mext = I Cancel
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Step 6. Enter the FQDN assigned to the Microsoft Office Communicator pool in the FQDN of
next hop server field and click Next to continue.

Configure Edge Server Wizard

FODN of Internal Mext Hop Server
Specify the FQDM of the server to which fccess Edge Server roukes internal !
traffic, For security and scalability, we recommend that the next hop server be a E
Directar

FQON of next hop server:

contosopoalldl .avocs.cnntnso.com|

The FQDN should point to & Standard Edition server, Enterprise pool, a
Director or the hardware load balancer used by an array of Standard Edition
setvers functioning as a Director,

< Back I Mext = I Cancel

Step 7. Specify the domain name assigned to servers in the Microsoft Office Communicator R2
domain under the Specify internal SIP domains within your organization field. Click Add to
add the specified domain to the list. Click Next to continue.

Configure Edge Server Wizard

Authorized Internal SIP Domains
il
3

Specify internal SIP domains within wour organization,

avocs,contosa,com| &dd

Rernove |

< Back I Mext = I Zancel
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Step 8. Enter the FQDN of the Microsoft Office Communicator R2 server and pool in the
Specify all internal servers that can connect to the Edge Server field. Click Add to add the

specified entries to the list. Click Next to continue.

Configure Edge Server Wizard

Authorized Internal Servers
il
g

Specify all internal servers that can connect to the Edge Server,

contosoocs] ,avacs, contoso, com| Add

contosopooldl, avocs, contoso, com Remaoyve |

< Back I Mext = I Zancel

Step 9. Review the settings in the form displayed below and click Next to start the edge server

configuration.

Configure Edge Server Wizard

Configure your Edge Server
il
3

The wizard has enough information ko begin Edge Server configuration,

Flease review the settings wou have selecked below, IF wou wank to change any settings, click
Back., Click Mext to skart,

Current Setkings:

biccess Edge Server: Ackivated -
weh Conferencing Edge Server: Activated

& Edge Server; Ackivabed

Internal interface IP address: 135.6.19.125

Internal interface FODM; contosoacedge, avocs, contoso, com

Intermal interface part For Access Edge Server: 5061

Internal interface port For Web Conferencing Edge Server: 3057 ;I

< Back I Mext = I Zancel |
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Step 10. Ensure that the Configure Office Communications Server 2007 R2, Edge Server
Wizard has completed successfully message is displayed as shown below. Click Finish to exit

the wizard.

Configure Edge Server Wizard

Configure Office Communications
Server 2007 R2, Edge Server
Wizard has completed
successfully.

‘o musk restart all Office Communications Server
services on this server in arder for configuration changes
to be applied.

Export this Edge Server configuration: Export... |

[~ Wiew the log when you click 'Finish',

= Back ancel

Step 11.Open the Windows Service Control Manager on the Edge server (not shown); start the
Office Communicator Server Access Edge service as shown below. Ensure that the Status for

the service changes to Started (not shown).

ervices

File  Action Wiew Help

|

- EEFEER 2B > 5 0 =

E@ Services (Local) %, Services {Local)

Edge
J %NT LM Security Support Provider

*0Ffice Communications Server Access Edge
%Office Communications Server Audiofvideo Authenti

Provides ...

Office Communications Server Mame | Description | status | Startup Type | Logor 4|
Access Edge %tl‘ﬂeeting Remote Deskkop Sharing Enables an... Disabled Local 5
%Network Connections Manages o...  Starked Manual Local 5
Start the service %Network DDE Provides n... Disabled Local 5
%Network DDE DSDM Manages D... Disabled Local 5
Description: %Network Locakion Awareness (MLA) Collects an...  Started Manual Local 5
Office Communications Server Access S Network Provisioning Service Manages ... Marual Local 5

Manual

Automatic

Automatic

Local 5

ARTCF

%Office Communications Server Audiofvideo Edge sta?se Automatic ARTCF
Office Communications Server Web Conferencing Ex Re;ume Automatic ARTCF
%Performance Logs and Alerts Rest;t Aukomatic Mebwor
%Plug and Play .~ | Started Aukomatic Local 5
%Portable Media Serial Mumber Service Al Tasks ¥ fManual Lacal 5
%Print Spooler m Started Aukomatic Local 5 -
Fembmebmd ko e = [=CE | Ak mee m ki 1=l
< . il
Extended A4 Standard / Properties
Start service Office Communications Server Access Edge on Local Computer Help
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6. Configure the Intelligent Presence Server (IPS)

Refer to [2] for instructions on installing an Avaya Intelligent Presence Server. These
Application Notes describe configuring the XCP component of an Intelligent Presence server
through the web based interface.

Step 1.Open a web browser and enter http://<IP address of an IPS server>:7300/admin (not
shown). Provide appropriate credentials in the authentication box as shown below. Default user
name and password are craft and craft01 respectively. Click OK to confirm.
Connect to 135.8.13%.172

R

i

The server 135.8.139,172 at xcp-auth requires a username

and password.

User name: | € oot i |

Passward: | seennne |

[Iremember my password

[ Ok l [ Cancel

Step 2. The XCP controller page is displayed as shown below. Verify that the Plugin and
Component status is displayed as Running (green).

system |

[summary] [Cluster] [Stop the System] [Online Help]

Router

Fi¥els IRz Single Domain Mame Support ¥

Status Plugin Description Actions Remove
Running Core Router Glohal router settings 7
logger Lagger Plugin Remove
Jsm Presence Session Manager Remove
logger Statistics Logger Remove

logger IPS Core Logger Remove

Components
Add anew

Status Component Description Remove
presence Presence Server
sip-ps ZIP Presence Server
sip-bulksub SIP Bulk Subscription Server

Running sip-proxy SIP Proxy 3 -
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Note: Select Advanced from the Configuration view drop down box prior to viewing all the
settings for any Plugin or Component page.

Core Router (Global router settings):

Step 1.Click on the Edit link (Actions Column) for the Global router settings (Step 2 above).
Select the Master Accept Port check box and enter the IP address of the Intelligent Presence
Server in the Component IP field. Use default values for the remaining fields in the Master

Accept Port section.
XCP Controller

[HOImE] L Configuration yiew: |Advanced v
Help

Global Settings Configuration

Global Settings

Clustar clusterl
Realm presence
Enable MONS Na o+ *
Level of infarmation to log info [
Obscure plaintest passwords in log files Yes v+
Mumber of threads devated to 1/0 3

The interval {in seconds) between keepalive packets. 60

Mazimum number of bytes per JID resource
Do not set this option lower than 18 if using 15M.

The number of hashtable buckets for JID lookups, 46153

aster Accept Port

omponent IP 135.8.139.172 y
Fort *

Password secrat
Buffer size in bytes for outgaing data 55535
Buffer size in bytes for incoming data 65535

[OstartTLS Configuration

Step 2.Scroll down the web page and ensure that the Database Setup box is checked. In the edit
box for the host field enter the FQDN of the one-X Portal server and the Microsoft OCS R2 sub
domain name. Leave the other settings unchanged (default values). Click Submit to confirm.

FDatabase Setup
Datasource Name xcp
Database User Mame xcp_user
Database User's Password [——
Confiem:Passwoard 220 aeaeee
Datahase Typs postgresgl-odbe ¥ |«
Mumber of connections to the database 20
Time in seconds between database connection heartbeats B0
Is database debug logging enabled? 0|+
OSNMP Configuration
Enable SNMP
Count errors
Mutually Trusted TLS Hosthames
Separate each hostname (or IP address) with a line break,
Host Filters
host: oneXP171.cebp-avaya.com
avoes . contoso . comn
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Logger (Logger Plugin):

Step 1.Click on the Edit link (Actions Column) for the Logger Plugin (not shown). Use default
settings in the Logger page as shown below. No setting changes are required for the Logger
Plugin component. Click Submit to confirm.

Jabberd Logger Configuration

Jabberd Logger

D logger-1.presence
Description |Logger Plugin
Log

Namespace Filters

ns: jes:log:default

Host Filters
host:

Configuration
Add new items by selecting from the drop-down and clicking 'GO".

Add a new [Fiotogger i [50]

Name Actions Description Remove

1 Syslog Logger

1 Log Levels

l Subm\t] [Reset] l Cancel ]

JSM (Presence Session Manager):

Step 1. Click on the Edit link (Actions Column) for the Presence Session Manager (not shown).
Enter the domain name of the network in which the Avaya components (one-X Portal and
Intelligent Presence Server) are located in the host field. Use default values for other settings.

I Presence Session Manager Configuration &

Presence Session Manager Configuration

Presence Session Manager

(s} Jsm-1.presence
Description Presence Session Man
Runlevel 40

Timeout for shutdown a5

Optional modules
[Imod_authz
Flmod_stats
[Imod_admin
[lmod_compaosite
[Flmod_simple
[mod_disco

Omaod_privacy

[l mod_offline

mndfregister

[“Imod_http_digest

Flmod_winfo

[“Imod_pep_winfo

Hostnames for this Component
Separate each hostname (or IP address) with a line break,
Host Filters

host: CEBp-AVAYE. Cot
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Step 2.Scroll down the page and locate the JSM Configuration section. Replace the default
domain name for the username jabber with the network domain name in which the Intelligent
Presence Server is located. Use default values for the remaining fields in the Presence Session
Manager page. Click on the Submit button (not shown) at the bottom of the page to confirm
changes.

JSM Configuration 5
“IPresence Administrators
Addfremaove administrators as needed.
Administrator(s): Jabberfcebp-avaya. com
sip-ps-1.presence
sip-bulksub-1.presence

[¥ISystem Limits
These options control system usage.,
Maximum number of sessions a single user (JID) can open at a time [y

Maximum number of users that can be logged into the server at one  [1pgpo3
time

[¥]System Parameters
These options control the XCP server's use of your system's processor.

Mumber of threads to use for processing Presence tasks 12 *
Mumber of worker queues to use for processing Presence tasks 1100 *
Closed session cache time (in secaonds) 10
User session cache time (in seconds) 120
Timeaut for XDB requests 30 *
Timeaut far 1Q requests 30 *
Maximum =DB requests to allaw 100
Resume sockets when XDB requests drop below 10
Maximum database requests to allow 100 -
Resume sockets when datahase requests drop below 10 *

Service ID of identifier mapping component

Identifier mapping cache age (in seconds) 8400
Identifier mapping cache cleanup interval {in seconds) A600 "
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Logger (Statistics Logger) settings:
Step 1.Click on the Edit link (Actions Column) for the Statistics Logger (not shown). Use

default settings in the Logger page as shown below. No setting changes are required for the
Statistics Logger component. Click Submit to confirm.

1
Jabberd Logger

bl
Description

logger-2.presence

Stafistics Logger

Log

Namespace Filters
Jesistats:jism
Jjes:mod log:presence

ns:

Host Filters
host:

Configuration
Add new items by selecting from the draop-down and clicking

GO
Add & rew File Logger v
Name Actions Description Remove
1 Details File Loguer Remave
[ Submit] [ Reset] [ Cancel ]

Logger (IPS Core Logger) settings:
Step 1.Click on the Edit link (Actions Column) for the IPS Core Logger (not shown). Use

default settings in the Logger page as shown below. No setting changes are required for the IPS

Core Logger component. Click Submit to confirm.

Jabberd Logger

1D logger-3.presence
Description IPS Core Logger
Log

Namespace Filters

Namespace(s): Scs:logidefault
jesimod_log:presence
x
Host Filters
Host(s):
s

Configuration

Add new items by selecting from the drop-down and clicking 'GO'.

Add a new File Logger v

Name Actions Description Remove
1 Details File Logger Remove
1 Details Log Levels Remove
[ Submit ] [Pesel] [ Cancel ]
Fialda memelead cibkl m & vcmmiiiva cimliiam
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Presence (Presence Server) setting:

Step 1.Click on the Edit link (Actions Column) for the Presence Server (not shown). Scroll
down the page and locate the MS RTC Collector Configuration section. Ensure that the check
box for this section is checked as shown below. Enter the network domain name in which the
Intelligent Presence Server is located in the SIP Domain field. Set the Transport drop down
box to tls and enter 5061 for the port field. Define the static route in the following format for the
Define the next hop for a domain (domain next hop next hop port) field:

<Domain name of the Microsoft Office Communication R2 server> <IP address of the external
interface of the Microsoft Edge server> <TLS Port Number>

Enter the following values for the respective fields in the UMC to UMS Configuration section:
Use default values for the remaining fields in the Presence Server page. Scroll to the bottom of
the page and click on the Submit button (not shown) to confirm changes.

Field Name Value
WS Host IP address of the one-X Portal server
WS Port 9443
WS Service /ums/services/UserMgmtServicePort
JMS Host IP address of the one-X Portal server
JMS Port 7286
Login one-X Portal administrator username
Password one-X Portal administrator password
Secure Connection Yes
[¥IMs RTC Collector Configuration 3
User Name AvayalPS

SIP Damain

Transport

Port

Expires (seconds)

Subscription Failure Retry (seconds)
Server Failure Retry (seconds)

Static Routes

Define the next hop for a domain (domain next-hop next-hop-port)

UMC to UMS Configuration
‘W3S Host

WS Port

WS Service

IMS Host

JMS Port

Login

Password

Secure connection

Page Size

Resync interval{seconds)

Retry interval{seconds)

cebp-avaya.com
tls [+

5061

86400

3600

3600

avocs.contoso.com 135.8.19.174
5061

1358139071
9443
fumsfserdces/Userhdgr *
1368139171
7286
websphere
Interopl123
Yeg V|
1000

86400

180
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Sip-ps (SIP Presence Server) settings:

Click on the Edit link (Actions Column) for the SIP Presence Server (Step 2). Ensure that
IPSCommon is entered in the host field under the Host Names for this component section (not
shown). Scroll down the page and locate the table under the Add a new SIP Transport section.
Click on the first entry under the Actions column as shown below.

SIP Presence Server Configuration b
Mumber of warker queuss to use for processing tasks 1100
Server Connection Idle Timeout {seconds) -1 "
-1 = Mever; O = As last owner disconnects; X = Time in seconds
Max Subscriptions 120000
Max Transactions 50000
Max TCP Connections 2000
Max TLS Sessions 2000 *
Credentials timeout (in seconds) 300 -
Realm of the global configuration presence
Service ID of URI to JID Mapping Component
One session per tuple element in the Publish document? Mo [
Polite blocking suppart Mo [
SIP Stack Configuration Parameters
Add a new SIP Transport
Add new itermns by selecting from the drop-down and
clicking 'G0",
Add a new UDP transport v
Name /Nons Description Remove
1 K@IS_/ TLS transpart Remove
O0uthound Proxy
Proxy IP address
Prowy Paort
Prosy Transport *
Thread count for SIP processing 17
Interval {in seconds) to wait for SIP dialogs to shutdown cleanly 10 "
before exiting the application 2
KC; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 54

SPOC 02/18/2010 ©2010 Avaya Inc. All Rights Reserved.

1XP-IPS-MOCR2




Step 1. Enter the following values for the respective fields in the TLS transport section as shown

above. Use default values for the remaining fields in the TLS transport Configuration page. Click
Submit to confirm changes and return to the SIP Presence Server page. Use the Select button on

the SIP Presence Server page (not shown) to accept changes.

Field Name Value
Hostname of external interface FQDN of the Intelligent Presence Server
IP address IP address of the Intelligent Presence Server
Port 15061
Use this transport by default for TLS requests | Yes
Domain used for TLS requests IPSCommon
Full path to the certificate file /opt/IPS/jabber/xcp/certs/IPSCommon.pem
F
TLS transport
Hostname of external interface ins cebp-avays.com  |*
IP address 1388139072
Port 15061
Use this transport by default for TLS requests Yag W[
Domain used for TLS certificate IPSComman
Full path to the certificate file JoptIPS jabberiepfoan *
Full path to the Ca certificate file JoptIPS jabberxcpicer

Define an optional external contact for SIP servers to use to contact this transport
External hostname that SIP servers will use for contact

External port that SIP servers will use for contact

ORoutes for this Transport
Add new Iltermns by clicking ‘GG,

Add a new Route

‘ Id | Actions Description Remove

[ Submit] [ Reset] [ Cancel ]

Sip-bulksub (SIP Bulk Subscription Server) settings:

Use default values for the SIP Bulk Subscription Server page. The only exception is to use a
value of 25061 for the port field under the TLS transport page.

Note: The means of accessing the TLS transport page for the SIP Bulk Subscription Server is the
same as described earlier for the SIP Presence Server.

SIP-proxy (SIP _Proxy) settings:

Use default values for the SIP Proxy page. The only exception is to use a value of 35061 for the
port field under the TLS transport page.

Note: The means of accessing the TLS transport page for the SIP Proxy is the same as described
earlier for the SIP Presence Server.

Ensure that all the Router and Component elements are started through the XCP Controller page
as mentioned in Step 2.
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7. Configure the Avaya one-X® Portal Server

Refer to [7] for instructions on installing an Avaya one-X® Portal server. These Application
Notes only describe configuring the connection to the Intelligent Presence Server. See [8] for
documentation on configuring telephony and messaging interfaces on the one-X Portal system.

7.1. Install and Configure Presence Security Certificates

Refer to [2] for installing and configuring Intelligent Presence Server certificates on the Avaya
one-X® Portal

7.2. Configure the Presence Server Component

Step 1.Enter the URL.: http://<IPaddress of one-X Portal>/admin in a web browser and log on
to the one-X Portal web interface. Provide an appropriate username and password and click
Logon.

Note: An administrative user (name) must be created on the Microsoft Active Directory service
as shown in Section 3. This username must also be provided during Avaya one-X® Portal
installation (not shown).

AVAYA
omnea><

Avaya one-X™ Portal Administration

Please log on.

Logon: iwebspshere

009 Avaya, Inc, All Rights Reserved,
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Step 2.Click on the Servers tab and select the Presence link (left hand pane). Click Add to add
the presence component to the Avaya one-X® Portal configuration.

AVAYA Welcome websphere
—~ Last logon: Monday, December 14, 2009 1222 PM
(=524 9 ¥

4

Avaya one-X™ Portal Administration ©Llogoff ?Help  About
Home | Users Scheduler  System Monitors

| Telephony | Presence Servers
| Auxiliary Servers | Server Type ‘
| Voice Messaging |
Conferencing
S| — —

fosarcy default onexP171.cebp-avaya.com Extract

Dial Plan dummyclientsigner | jclient Extract
| Mobility | dummyserversigner | jserver Extract
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Step 3. Enter the following values in the respective fields for the View Presence Server page as
shown in the table below. Retain default values for the remaining fields on this page and click on
the Save button at the bottom of the page (not shown) to confirm the setting changes.

Field Name Value
Handle Presencesrv
UMS URL http://<IP address of the Avaya one-X® Portal

server>:9080/ums/services/usermgmtServicePort

Intelligent Presence Server (IPS)

Host

<IP address of the Intelligent Presence server>

Port

25061

User Management Service (UMS)

Host <IP address of the one-X Portal server>
Port 7286

Login Administrative user name

Passsword Password for administrative user

(not shown

below)

Confirm (not

shown below)

Confirm password provided above

’ 7 AVAYA
" ohe><

Avaya one-X™ Portal Administration

Welcome websphere
Last logon: Wednesday, November 18, 2008 10:14 AM
About

@Llogoff 2 Help

Home Users@suheduler System | Monitors
(| T
|

View Presence Server

Telephony
Auziliary Servers Type apas 2
- . Version 1.0
Voice Messaging =
| * Handle presencesry
| Conferencing
| Description
|
‘ Dial Plan Enabled
Mobility IPS Publish To Part 15061
- LPS Consumer Part| 5070
LPS Supplier Port | 500 _
* |UMS URL ;-http://lBS.S.139.171:QDED/ums/serwces/Useng "I
mtServicePort bl
Intelligent Presence Server (IPS)
*Hosthisseisarrz |
* port [25061 |
User Managment Service (UMS)
*Host 1358130471
* Port |T2ee
* Login ID Mpﬁere 3
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7.3. Configure Enterprise Directory

Step 1.Click on the System tab and select the Enterprise Directory link. Click on Add Contact
Domain to add a Windows based Active Directory server to the configuration.

/II-»&;VAVA Welcome websph
' OM E_)( Last logon: Wednesday, November 18, 2009 3:3

Avaya one-X™ Portal Administration Ologoff ?Help A
Home Users Servers Scheduler Monitors

General Enterprise Directory Domains
Enterprise Directory Domain Operations

Add Contact Domain

CicenselSevey Modify LDAP Attribute Mappings

SHMP Traps
SHMP Destinations
Statistics
Logying
JDBC

Step 2. Enter the following values in the respective fields for the Add Enterprise Contact Domain
page as shown in the table above. Click OK to confirm changes.

Note: Provide the same administrator user name/password used to log in to the Avaya one-X®
Portal web administration interface.

Field Name | Value

Host <IP Address of the Microsoft Active Directory Server>

Port 389 (default)

Login ID Administrative user name

Password Password for administrative user

Base DN Split the domain name into domain components using Base DN format
Page Size Use default values shown below

Range Size | Use default values shown below

AV
J ADAlyAl E‘)( Last logon: Wednesda

Avaya one-X™ Portal Administration

Home @ Users Servers SchedulerMuniturs - - -

General '_ Add Enterprise Contact Domain
Enterprise Directory * Host 135815435 |

License Server | * Port |W
SHMP Traps * Login ID !administrator

SNMP Destinations | | | * Password |esssssesss |
Statistics | || *confirm  |essessssss |
Logging Base DM §DC=avocs,DC=contoso,DC=com

e * Page Size %.50 |

- * Range Size i_SDD
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Step 3. The Enterprise Directory Domains page will be updated as shown below.
Note: Each Avaya one-X® Portal deployment can authenticate and authorize users from only
one Active Directory domain.

/'/AVAVA Welcome Administrator
f T Last logon: Tuesday, December 1, 2009 11:50 AM
=] [ =124 : 2 J

Avaya one-X™ Portal Administration Ologoff 2 Help  About
Home @ Users Servers Scheduler Monitors

| General | Enterprise Directory Domains
Enterprise Directory

Domain Operations

Add Contact Domain
Maodify LDAP Attribute Mappings

avocs.contoso.com | User, Resource, Caonkact 135, B 19, 135

License Server

SHMP Traps

| |
| |
| SHMP Destinations A/
i |
| ]
|

Domain & Primary Server | Has Backups

. ND
Statistics

Logging

Step 4.Click on the Scheduler tab and select Enterprise Directory Synchronization in the left
hand pane. Choose Run Full Sync Now or Run Incremental Sync Now (depending on system
usage) to import the users in Microsoft Active Directory Enterprise Users container (See Section
3). If the process is completed successfully then the details are displayed as shown below.

r AVAYA FYTILUIIIS SUTNS L auusn

one><

Last logon: Tuesday, December 1, 2009 11:50 AM

Avaya one-X™ Portal A i @ Logoff About

—_—

LRI System | Monitors

? Help

Home Users Servers
L

Enterprise Directory Synchronization
Contact Log Cleanup —

Database Backup Enabled
e

‘ Enterprise Directory

Synchronization Schedule Mode: O Daily O weekly

Synchronization
——— Incremental Sync Weekly and
Modular Messaging Full Sync These Weeks of the Month

Synehiomication O 1st [ 2nd [ 3rd [ 4th

Statistics Cleanu
E .

me of Day: Hour: D w | Minute: u
<\[ Run Full Syne Now | [ Run Incremental Sync Mow

2009-12-01 12:21:42 EST | 552 Sync Task Successful

2009-12-01 12:21:41 EST | 552 Sync Task Started

2009-12-01 11:50:56 EST | 551 Sync Task Successful

2009-12-01 11:50:55 EST | 551 Sync Task Started

2009-12-01 11:43:30EST | 0O Sync Task Successful

2009-12-01 11:43:29 EST | O Sync Task Started

2009-12-01 11:43:29EST | 0O Sync Task Successful ~
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7.4. Configuring Users on the Avaya one-X® Portal Server

Step 1. Select the Users tab and click on Portal users in the left hand pane. Use default values
for the drop down boxes shown below and click Search. The users added to the 1XP Users
security group (see Section 3) are displayed. Select any user under the User Id column and click
on the user Id (for Example: 1xpUser30007).

7 AVAYA Welcome Administrator
/ 7 Last logon: Tuesday, December 1, 2009 11:50 &M
f anme>X a 2 J

Avaya one-X™ Portal Administration OLlogoff 2 Help  About

Home servers | Scheduler | System | Monitors
Portal Users Portal Users

Unprovisioned Users

Application Search By Pattern Group Server Logon

Prototype Users |
Search || 1xP v| Any v| [ ary se| [ Any v || Either v
| | | |

|

i
! System Profile
i

Group Profiles

user1d——JFirstName | Lost Name ] Group | Employee Number] 10 Enabled

[ Enterprise ACL |
1xplser30007 1xplU=ser30007 Mo
1xpUser3noos | 1xpUser30008 Nao
amatos tony matos Mo

johnd john doe Mo

Step 2.Click Enable for the State field in the View User page. Ensure that the ‘user is enabled’
message is displayed (not shown). Select the Portal Users link to return to the Portal Users
(previous) page and repeat this process for the remaining users.
Note: The configuration described in these Application Notes does not require any additional
settings to be enabled for the users. Typical Avaya one-X® Portal users might need Telephony
settings to function correctly.

= Welcome Administrator

/T AVAYA
{ ast logon: Tuesday, December 1, 2

y ol Last | Ti d 5] ber 1, 2009 1:30 PM
|

Avaya one-X™ Portal Administration Ologoff 7 Help  About

Home Servers | Scheduler System Monitors

A

User Id 1xplser30007
First Name 1xplser30007
Last Name
Nick Name

Stat Enahle
Group Profiles e Bisabied -

Enterprise ACL Group

Group Profile <value not set>

Sessions

Unprovisioned Users

System Profile

| |
| Prototype Users |
| |
| |

Mo Sessions

Telephony

Server cmhandle
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Step 3. Select Enterprise ACL (in the left hand pane) and click on Search in the Browse/Edit
watcher list section as shown below. Use default values in the drop down boxes. The list of
Microsoft Office Communicator users (added to the 1XP Users security group) is displayed.
Ensure that the Access Status and Access Level for the users are set to ALLOWED and FULL
respectively. Click Modify to confirm.

7 AVAYA Welcome Administrator
/ e Last logon: Tuesday, December 1, 2009 1:30 PM
[ aonme>{ 2 v

Avaya one-X™ Portal Administration Ologoff 2 Help  about

Home@sarvers Scheduler  System | Monitors . . .

Enterprise ACL

add watcher

Portal Users

Unprovisioned Users

Add local watcher

System Profile

| |
| |
| | Prototype Users |
| |
| |

Group Profiles

Enterprise ACL

Type Watcher Id | aLLowED «|[FuLL | [add] [(geareh |

Browse/Edit watcher list

Search By Pattern
Search ] iANY v”

Watcher Id/Uri| Access Status Modify

johnd |ALLOWED v | | FULL ~| | [modity | | [[Remove |

| krisc | [acowen v | [Ful v | [vodiy] | [Remave |
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8. Configuring the Microsoft Real Time Communicator (RTC)
service on the Microsoft Office Communicator R2 Server

The Microsoft RTC component must be installed and configured on the Microsoft Office
Communicator server. The RTC service enables federating presence with other domains. The
Avaya Intelligent Presence Server subscribes to the RTC service via the Microsoft Edge server®.
Note: The Microsoft RTC service and the Intelligent Presence Server can be configured in the
same enterprise domain but must be placed in separate sub domains.

Refer to [2] for instructions on installing and configuring the Microsoft RTC service. Complete
the following operations as described in [2].

1.

2
3
4.
5

S

10.
11.
12.

Validate the Edge Server configuration.

. Open certificate snap in for Microsoft Edge server using MMC snap-in.
. Check the certificate used by the external interface of the Microsoft Edge server.

Generate a certificate with server and client authentication.

Download the Certificate Authority (CA) which signed the certificate for the External
interface.

Add the Certificate Authority (CA) for Microsoft Edge server to Intelligent Presence
Server (IPS) trusted list.

Generate a self signed certificate for RTC collector to communicate with Microsoft Edge
server.

Add Intelligent Presence Server (IPS) RTC certificate to Microsoft Edge server trusted
root certificates.

Configure RTC collector.

Add RTC collector as an 1M service provider.

Add a DNS SRV record for the RTC collector.

Restart the Microsoft Edge server service (Access Edge service) after completing
changes to the DNS service. (See Step 11, Section 5.2 above)

® Appropriate certificates must be administered on the Avaya Intelligent Presence server and Microsoft Edge server.
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9. Configuring Avaya one-X® Portal Users and Microsoft
Office Communicator R2 clients for Presence

9.1. Microsoft Office Communicator R2 Client Settings

Step 1. Open the Microsoft Office Communicator R2 client (not shown) and select Tools-
>QOptions as shown below.

Conneck

Sign in as: € &v Wiew Received Files

Set Up Audio and Yideo. ..

Options...
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Step 2. Enter the user logon name assigned to the Microsoft Office Communicator R2 client in
the sign-in address field. The user logon name is in the format - <username>@domain name.
Check the Automatically start Communicator when I log on to Windows and Automatically open
the contact list when Communicator starts boxes. Click Advanced... to continue.

Office Communicator - Options §|

Personal Iy account

General Sign-in address: | (eilaelE= R e a]g am e

Automatically start Communicator when I log on to Windows

Automatically open the contact lisk when Communicator starts

Skatus

Personal information manager

QK H Cancel ][ Help

Step 3. Select Manual configuration; enter the FQDN of the Microsoft Office Communicator
pool in the Internal server name or IP address field and the FQDN of the internal interface of
the Microsoft Edge server in the External server name or IP address field. Set the Connect
Using field to TLS. Click OK to confirm.

Advanced Connection Settings §|

Select the method you want bo uge to configure your connection settings.

() Automatic configuration

Internal server name or [P address: contosopool]]. avocs. contoso. com
External server name or IP address: contoznacedge. avocs. contozo.com

Connect using: () TCP ® TLS

[ (] I [ Cancel l [ Help
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Step 4. Ensure that the sign-in address: field is populated with the correct user logon name.
Click Sign In to continue.

Lign-in address:

jobnd@avocs, conkaso. con|

Sign in as: € Avaiable *

Step 5. The Microsoft RTC collector will subscribe to the Microsoft Office Communicator R2
client as shown below. Ensure that the Add to this contact group box is unchecked and the This
person’s level of access field is set to Public before clicking OK. This process is typically done
once during initial startup of a Microsoft Office Communicator R2 client. See topic MOC client
notification of RTC collector subscription in [2] for additional information.

’5? Office Communicator

This person has added you to his or her contact list:

_avayaips@cebp-avaya.com Presence unk...
avayaips@cebp-avaya, com

[] add to this conkact group: |-':'-|| Conkacks w |

This person's level of access: |F'|_||:|Ii|: W |

Public - Public contacts see vour name, title, company, e-mail
address, and limited availabilicy,

I ] [ Zancel
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Step 6. Click on Tools in the top level menu and select Add a Contact (not shown). Select Use an
e-mail address or sign-in name in the Add a Contact Wizard and click Next (not shown). Enter
the user Id of any user defined in the Microsoft Active Directory Users container and the domain
name in the format shown below. Click Next to add this user to the contact list of the Microsoft
Office Communicator R2 client.

.ﬁdd a Contact P§|

Type the e-mail address or sign-in address of the person you
want to find.

| amatos@avocs.contoso.con“ |

Exarple: someone@example.com

< Back ” Mest »

Step 7. Contacts for a Microsoft Office Communicator R2 client are displayed below.

Note: Presence information is only displayed for other Microsoft Office Communicator R2
clients. Avaya one-X® Portal users can be added to the Contact List but presence information is
not displayed for these users on a Microsoft Office Communicator R2 clients.

Office Communicator

john doe Available

E fepe a nate

4 Recent Contacts
Conkacks From recent conversations.
4 All Contacts
kony makos fFlire

Lxpuser 30007 @avocs, oo, ., Presence unknown
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9.2. Avaya one-X® Portal User Settings

Step 1. Enter the URL: http://<IPaddress of one-X Communicator>/1xp/portalclient in a web
browser and provide an appropriate username and password of an Avaya one-X® Portal User.
Click Log On to continue.

Note: The user must be configured in the Microsoft Active Directory Users Container (See
Section 3) and must be enabled as an Avaya one-X® Portal User as described in Section 7.4

AVAYA
(o | | =524

Avaya one-%"™ Portal

Please log on.

User name: |1xpUser3007

Password: [s+essessss

Step 2. The Avaya one-X® Portal Client interface for that user is displayed.

Note: An error message might be displayed if no phone extension is configured for the user. The
configuration described in this document ignores these messages and does not require an
extension to be assigned to the user.

= Avaya one-X* Portal - Windows Internet E... g@@

#  https:ff135.8.139,171:9443/1xp/portalclient * | d Certificate Errar

¥ To help protect your security, Internet Explorer has restricted this X
site From showing certain content, Click here for options. ..

> =] X
@ 1xpUser30007 | srter message -
= (=
=, L=

Ertar narme o mambar L)E]| 1 |

Contacts

Ordered By: Last Name -

Vou currently have no Favontes. To add & Favorte,
Saarch for a Contadt, ri GE-click on the Contact, and
safact "Ada o Favorites ™.

(<}

&P Internet 1003, -
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Step 3. Access the drop down menu (circled in red) as shown below and select Settings.
= Avaya one-A™ Portal - Windows Internet E... |Z||E|[z|
£ | https:/1135,58.139,171: 9445/ 1 xp/portalclienl

@' Certificate Errar

'ﬁ' To help pratect vour security, Internet Explorer has restricked this X
site Fram showing certain conkent, Click. here For options. ..

| B
I=Tml=F=

. @ 1xpUser3000
| i E Q Online Help

Start Tutorial

| | Erter Rame oF rummber
| About Avava one-¥™ Portal

Contacts Wiew  Fayvorites

Ordered By: Last Name -

You currantly have no Favorites. To add a Faverita,
Search for & Contack, vight-click on the Contact, and
selack "Add te Favoribes".

Al @
A
[ &0 Internet F100%  *
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Step 4. Click the Presence tab and select Access Settings from the left hand pane. Expand the
Contacts section and enter the user Id of a Microsoft Office Communicator R2 client (user) in the
Search field and click the icon (circled) to locate this user. Right click on the icon (circled)

under the Actions column and select Add; choose Full from the subsequent menu (not shown).

(; Settings - Avaya one-X" Portal - Windows Internet Explorer [ZI[EIPS_TI

£ https://135.8.139,171: 9443/ L xp/portalcient/pages/secondary-windo v @' Certificate Error

Settings p
General Accounts Other
Rules Access You Have Granted to Others

|| Access Reguests Name | Accessl Actions |
Modes You currently have ne entries. To allew accass, use the
Contacts portlet below.
Mezzages
Assign

* Contacts

Search Rezults - =

Search | johnd .' Sort  LastMame w

Dne Match Found for “johnd™ madl...
Last & | First

| pections |
@doe jiohn ( &=

Show Detailz..

Get Help..,

1-10of1

|
Done [ & nternet H100% -
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Step 5. Ensure that the user has been added to the Access You Have Granted to Others section
as shown below. The drop down box under the Access column should be set to Full. Repeat
Steps 1 -5 to add additional users. Click OK to confirm changes

= Settings - Avaya one-X™ Portal - Windows Internet Explorer [Z”E|E|
Idl Certificate Error

£ | https:ff135.8,139, 17119443/ 1xp/portalcient/pages/secondary-windo

Settings

General Accounts Other
Access You Have Granted to Others

Access Requests Name | Access | Actions |
wodes | john dos a X
Mezzages
Assign

* Contacts iew Search Results «

Search |johnd - ,i, Sort LastMame w

One Match Found for "johnd" in All...
Last a | First | Actions |

ane jahn s -=

1-10f1

|

Dane EB @ Internet H100% <

4
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Step 6. Select Favorites from the View drop down box and enter the user 1D of the Microsoft
Office Communicator R2 client (user) in the search field.

= Avaya one-X™ Portal - Windows Internet E... |:||E|[Z|

£ https:ff135.8,139,171:9443/ Lxpfportalclien v r@' ertificate Error

'ﬁ' To help prakect your security, Internet Explarer has restricked this X
site From showing certain content, Click here For options. ..

e D
onex =0 X

@ 1xpUser30007 g | creer message -
&=

| iohnd 5a](¥=) ||i|| ||

Contacts Wiew  Favorites

Ordered By: Last Name -

You currently have no Favoritas. To 234 5 Favorita,
Saarch for 3 Contadt, vight-click on the Contast, and
sefect "dad o Favortes”

| 2 0
A
L & Internet F100% -
KC; Reviewed: Solution & Interoperability Test Lab Application Notes 49 of 54

SPOC 02/18/2010 ©2010 Avaya Inc. All Rights Reserved. 1XP-IPS-MOCR2




Step 7. Select and right click on a contact and click Add to Favorites.

= Avaya one-X™ Portal - Windows Internet E... |’._||’E|[z|
£ | hktps:f1135.8.139.171: 9443/ 1xp/portalclienl v @' Certificate Error

'E' To help protect wour security, Internet Explorer has restricted this
site From showing cerkain conkent, Click here for options. ..

| iy =
one>X = X
| 6 1xpUser30007F ﬁ|£ntermessage -
 ae=Q

=, S
|En-tern.a-me OF RURThEr k4 |£”L|| [

Contacts

One Match Found for “johnd" in All...
Ordered By: Last Name | A|

i) john doe o™ .=

Contact ]

Add to Favorites

Search L]
Shaw Details...

Get Help..

{ 1-10f1

[ € Internet F100% -
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Step 8. Verify that the presence status for Microsoft Office Communicator user John Doe is

displayed in the one-X Portal User client for user 1xpUsr30007.

& | http:ff135.8.139,171:9080) 1 xpfportalclient fpages/console/consale E - DOffice Communicator

f;é'.“?%e% = x john doe

| SR e -

| @ 1xpUser20007 @[ —ecoo El 7yoe s note

| = e )
| = (= =
__ — =S T = 4 Recent Contacks

| [Encer rame =A@ |

1 Contacts From recent conversations,

Contacts 4 pll Contacts

torey makos OfFline

i  Ordered By: Last Name | A| ) 1xpuser30007@avocs, co... Presence unknown

i — john doe @ C = ? =

| |
|

i

|

i

i

; 1-1of1 |

1

| B txpuserzo007 (/)

: ]|
- 4

73 [# € nternet 00w -
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10. Verification

This section provides steps involved in verifying presence status, for a Microsoft One-X
Communicator R2 user, is updated on a One-X® Portal client.

1. Ensure that Microsoft Office Communicator R2 users and Avaya One-X® portal users are
assigned in the Microsoft Active Directory; these users are collectively termed as Enterprise
Users.

2. Create security groups in the Microsoft Active Directory and assign enterprise users to
appropriate security groups.

3. Install and configure certificates on the Microsoft Edge server and ensure that the Office
Communications Service Access Edge service is started on this server.

4. Configure the Intelligent Presence Server plug-in and components; verify that these
components are started and in a running state.

5. Configure the Presence component on the Avaya One-X® Portal server; update the
Enterprise Directory component on the Avaya One-X® portal to download user information
from the Microsoft Active Directory server.

6. Install and configure the Microsoft Real Time Collector (RTC) on the Microsoft Office
Communication R2 server; ensure that this service is started.

7. Configure the Avaya One-X® Portal clients and Microsoft Office Communicator R2 users;
add the Microsoft Office Communicator R2 users to the Avaya One-X® Portal clients and
ensure that both entities are online to view presence information.

8. Update presence information for any Microsoft Office Communicator R2 user and verify that
the presence status for that user is updated on an Avaya One-X® portal client.

11. Conclusion

These Application Notes describe the steps involved in relaying presence information for a
Microsoft Office Communicator R2 user to Avaya One-X® Portal clients. The presence status
for a Microsoft Office Communicator R2 user is routed through an RTC collector to a Microsoft
Edge server; the information is passed from the internal interface of this server to the external
interface that is connected to an Avaya One-X portal server. A Presence server connector on the
Avaya One-X® Portal server transmits presence data to an Intelligent Presence Server; this
server updates presence status for a Microsoft Office Communicator R2 user on the Avaya One-
X® portal clients. The configuration can be verified based on the procedure outlined in this
document.
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12. Additional References

[1] Microsoft Office Communications Server 2007 R2 - Deploying Edge Servers for
External User Access; Updated: July 2009

[2] Intelligent Presence Server (IPS) Installation and Configuration Guide; Version 1.0 SP1,
02-602753, Release 1.0, Issue 1, March 2009

[3] Microsoft Office Communications Server 2007 Technical Overview; Version 1.1, Oct
2008.

[4] Microsoft Office Communications Server 2007 Enterprise Edition Deployment Guide;
Version 1.1, Oct 2007.

[5] Microsoft Office Communications Server 2007 Enterprise Voice Planning and
Deployment Guide; Version 1.0, Dec 2007.

[6] Microsoft Office Communications Server 2007 Administration Guide; Version 1.2, July
2008.

[7] Implementing Avaya one-X® Portal; October 2008

[8] Sample Configuration for Avaya one-X® Portal — Issue 1.0
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products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
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