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Abstract

These Application Notes describe the steps to configure the Avaya Aura™ R6 SIP reference
architecture with the Skype Connect SIP trunking service.

Skype Connect allows Skype's 600 million registered user community to contact business
users through click-to-call applications or by caling the Skype Names of business users
associated with phone extensons on Avaya Aura™ without the need for TDM media
gateways and the associated maintenance costs. Skype Connect also provides a low-cost
inbound and outbound PSTN calling service with DID and Caller ID support.

Testing was conducted in the Avaya Solution and Interoperability Test Lab, utilizing a Skype
Manager account on the Skype Connect production service.
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1. Introduction

These Application Notes describe the steps to configure the Avaya Aura™ R6 SIP reference
architecture with the Skype Connect SIP trunking service. Skype Connect allows Skype's 600
million registered user community to contact business users through click-to-call applications or
by calling the Skype Names of business users associated with phone extensions on Avaya Aura™
without the need for TDM media gateways and the associated maintenance costs. Skype Connect
also provides alow-cost inbound and outbound PSTN calling service with DID and Caller ID
support.

The Avaya Aura™ R6 SIP reference architecture consists of Avaya Aura™ Communication
Manager, Avaya Aura™ Session Manager, Avaya Aura™ System Manager and Avaya Aura™
Session Border Controller. Avaya Aura™ Communication Manager controls the Avaya H.323,
digital, and analog endpoints, normalizes the called and calling numbers for both incoming and
outgoing calls to/from Skype Connect and provides telephony features such as Call Forward,
Transfer and Call Pickup. The role of the Avaya Aura™ Session Manager in the reference
architecture is to act as a Registrar for Avaya SIP endpoints, SIP Proxy for outbound/inbound
trunk calls while providing a centralized dial-plan for least-cost and time-of-day based routing.
Avaya Aura™ System Manager provides a web-based interface for the provisioning and
maintenance of Avaya Aura™ Session Manager while the Avaya Aura™ Session Border
Controller provides topology hiding without the need for Network Address Tranglation (NAT), SIP
header manipulation and SIP signaling and media channel conversion services. While not the focus
of thistesting, a SIP-integrated Avaya Modular Messaging (version 5.2) system was used to
provide enterprise voicemail call coverage for Avayatelephones. For an illustrative example of
configuring Avaya Modular Messaging as a SIP-based centralized voicemail system see
Reference[1].
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1.1. Design Principles and Assumptions

The service offer described in these Application Notes is designed for business customers using
Avaya Aura™ Communication Manager and Avaya Aura™ Session Manager on a private
protected enterprise network who opt for routing their voice calls over the public Internet using the
Skype Connect service. It is assumed that Skype Connect is used as first choice for outbound calls
and that business customers will keep some of their existing TDM connections to the PSTN as
Skype Connect does not support calls to emergency services.

It is also assumed that the Avaya Aura™ Session Border Controller (AASBC) acts as a peering
host between the public Internet and the private enterprise network and provides Denial-of-Service
(DoS), packet filtering and topology hiding without the need for an additional firewall or intrusion
prevention system (IPS) on either the public or private side of the Avaya Aura™ Session Border
Controller. Although the Avaya Aura™ Session Border Controller can be configured to provide
intelligent call routing decisions, no dia-plan was provisioned on the Avaya Aura™ Session
Border Controller in the sample configurationas all the call routing and number modification logic
is achieved by Avaya Aura™ Communication Manager and Avaya Aura™ Session Manager.
Hardware, software resilience and failover between the various Avaya components is not covered
in these Application Notes.

1.2. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows (see
Section 3 for examples) and basic supplementary features between Avaya Aura™ Session
Manager, Avaya Aura™ Communication Manager, Avaya Aura™ Session Border Controller and
the Skype Connect service.

The compliance testing was based on atest plan provided by TekVizion, for the functionality
required for certification as a solution supported on the Skype Connect network. The following
features were tested as part of this effort:

SIP trunking.

Passing of DTMF events and their recognition by navigating automated menus.

Supplementary features such as hold, resume, conference and transfer.

1.3. Abbreviations
The abbreviations used in this document include the following:

Abbreviation Description
CLIP Calling Line Identification Presentation
CLIR Calling Line Identification Restriction
HQ Headquarters
B2BUA Back-to-back User Agent
PE Processor Ethernet
P2P Peer-to-peer
AOR Address of record
DNIS Dialed Number Identification Service
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1.4. Known Limitations
The following limitations are noted for the reference configuration described in these Application

Notes:

Skype Connect is currently U.S. only. The service will be introduced in other regions at a
later stage.

Skype Connect does not support calls to the emergency service. Another PSTN trunk must
be provisioned in Avaya Aura™ Communication Manager to route calls to the emergency
service.

Porting of existing PSTN numbers (DIDs) to Skype Connect is not supported.

Access to a broadband internet connection is required.

Maximum of 300 simultaneous calls per SIP Profile. A company may have multiple SIP
Profiles.

SIPover TLSis not currently supported by Skype Connect.

Call processing tones are locally generated by Avaya Aura™ Communication Manager.
Premium-rated numbers (1900, 1976) are blocked.

This solution does not currently support outbound SIP calls to Skype names.

DNS A records are supported for Skype Connect service node name resolution, while DNS
SRV records will be introduced at a later stage.

The SIP REFER request is not supported for call redirection/transfer.

SIP 3xx Redirect Responses are not supported.

SRTP is not supported.

IP TOS or Diff Serv QoS markings are neither set nor honored, therefore Skype Connect
cannot guarantee the end-to-end voice quality. Service Level Agreements (SLAS) are not
available.

Maximum 99 Online Numbers per SIP Profile. Sequential number block (DID) purchases
will beintroduced at alater stage.

G.711A/mu-law, G.729 codecs are supported.

For outbound calls (local, national and international) via Skype Connect the E.164 or
International numbering format (00 + <country code>) must be used.

For inbound calls Skype Connect delivers the called/calling number in E.164 format

T.38 fax is not supported.

RTCP and RTCP XR are not supported.

Skype Connect calls are limited to 4 hours.

High Availability with two physically separate Avaya Aura™ Session Border Controllers
is not supported in R6.0.

The SIP REGISTER method is not currently supported by Avaya Aura™ Session Border
Controller R6.0

Skype Connect is not guaranteed to work with credit card machines, franking (stamping)
machines and alarm systems or other services which use aregular phone line with amodem
connection
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1.5. Reference Configuration

Figure 1lillustrates Avaya Aura™ R6 SIP reference architecture used for Interoperability testing.
The reference configuration is comprised of a sample enterprise HQ site connected viaa Metro
Ethernet link to the Internet. At the edge of the test HQ sitean Avaya Aura™ Session Border
Controller acts asaB2BUA for SIP calls. The Avaya Aura™ Session Border Controller terminates
and re-originates calls using its own | P addresses thereby hiding the IP address range (topology) of
the private network. Network security is provided by the DoS and packet filtering module of the
Avaya Aura™ Session Border Controller. The Avaya Aura™ Session Border Controller converts
the SIP signaling channel from UDP to TCP for inbound and vice-versafor outbound calls.
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Figure 1: Avaya Interoperability Test Lab Reference Configuration
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1.6. Support

For technical support on Avaya products described in these Application Notes visit

http://support.avaya.com

For technical support on the Skype Connect service visit http://www.skype.com/support

2. Equipment and Software Validated

The following equipment and software were used in the reference configuration.

Equipment Software Version

Avaya S8800 Server Avaya Aura™ Session Manager - R6.0.0.0.600020

Avaya S8800 Server Avaya Aura™ System Manager - R6.0.0.0.600020

Avaya S8800 Server Avaya Aura™ Session Border Controller — R6.0.0.2.4

Avaya S8800 Server Avaya Aura™ Communication Manager — Evolution
Server - R016x.00.0.345.0

Avaya S8730 Server Avaya Messaging Application Server — R5.2

Avaya S8730 Server Avaya Message Store Server — R5.2

Avaya G450 Media Gateway | R30.12.1

Avaya 9650 H.323 Phone R3.1.1

Avaya 9650 SIP Phone R2.6.2.21

Avaya 1608 H.323 Phone R1.2

Avaya 2420 Digital Phone N/A

Avaya 98390 Anaog Phone N/A

Test PC1

Microsoft Windows Vistawith Avaya One-X
Communicator (H.323) R6.0.0.26

Test PC2

Skype Client v4.2.0.169

Skype Connect

Version 1.3

Table 1: Equipment and Software Used in the Reference Configuration
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3. Call Flows

To understand how inbound and outbound Skype Connect service calls are handled by Avaya
Aura™ Session Border Controller, Avaya Aura™ Session Manager and Avaya Aura™
Communication Manager, four general call flows are described in this section.

3.1. Inbound from PSTN

Thefirst call scenarioillustrated in Figure 2 is an inbound call from a PSTN phone to the Online
Number of a phone registered to Avaya Aura™ Communication Manager on the enterprise
network.
1. PSTN user dials the Skype Connect Online Number of the enterprise user (12024703313).
2. Thecal isrouted to the Skype Connect service network.
3. The Skype Connect service sends the cal to the publicly routable | P address of the outside
interface of the Avaya Aura™ Session Border Controller.
4. Thecall isdelivered to the Avaya Aura™ Session Border Controller using SIP over UDP.
5. The Avaya Aura™ Session Border Controller performs SIP header modifications, transport
protocol conversion (UDP to TCP) and routes the call to Avaya Aura™ Session Manager.
6. AvayaAura™ Session Manager performs call routing based on the called number and the
configured Network Routing Policies. In the sample configuration the Online Number is
associated with the Avaya Aura™ Communication Manager SIP Entity.
7. Avaya Aua™ Communication Manager routes the call to a phone.

l

\ 1 2 SKYPE CONNECT
.

PSTN
PHONE

skype.com

Avaya Aura™
Session Border
Controller

Avaya Aura™
Session Manager

Avaya Aura™
Communication
Manager

Figure 2 - Inbound PSTN to Skype Connect Call
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Note: A single Avaya Aura™ Session Border Controller was used in the sample configuration as
High Availability is not supported in Release 6.0.

3.2. Outbound to PSTN

The second call scenario illustrated in Figure 3isan outbound call with CLIP, that originatesfrom
aphone registered to Avaya Aura™ Communication Manager on the enterprise network and
terminates at the PSTN phone.

1.
2.

Avayaphone originates acall to aPSTN number.

Avaya Aura™ Communication Manager converts the calling and called numbersto an
E164 format beforeit routes the call to Avaya Aura™ Session Manager using SIP over
TCP.

Based on the called number Avaya Aura™ Session Manager sends the call to Avaya
Aura™ Session Border Controller.

Avaya Aura™ Session Border Controller queries the public DNS server for
“sip.skype.com”. The public DNS server returns the | P address of the geographically
closest Skype Connect peer in an A record. The call issent using SIP over UDP through
the Internet.

The SIPINVITE arrives to the public interface of the Skype Connect peer.

The Skype Connect network compares the contents of the PAI header with the Online
Number of the caller’s SIP Profile. If the two E164 numbers match the Caller ID gets set
before the call breaks out to the PSTN. Otherwise the call is delivered to the PSTN with no
Caller ID or adefault Caller 1D displayed for all outbound calls if one has been pre-
configured in Skype Manager.

The call isrouted to the PSTN phone.

Avaya Aura™
Communication
Manager

Avaya Aura™
Session Manager

5 4 Avaya Aura™
Session Border

Controller

SKYPE CONNECT
(SIP)

- &

PSTN
PHONE

Figure 3. Outbound Skype Connect to PSTN call with CLIP
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Note: Avaya Aura™ Session Border Controller caches DNS A records until the TTL value
expires.

3.3. Inbound from Skype Client

Thethird call scenarioillustrated in Figure 4 isan inbound call made from a Skype client to a
phone registered to Avaya Aura™ Communication Manager on the enterprise network. Note: The
call stays within the skype.com service domain and does not break out to the PSTN.
1. Skypeuser initiates a call by double-clicking the Skype Name of the enterprise user
associated with the SIP Profile.
2. Thecall isrouted from the Skype P2P Network to the Skype Connect service network.
3. The Skype Connect service sends the call to the publicly routable | P address of the outside
interface of the Avaya Aura™ Session Border Controller.
4. Thecall isdelivered to the Avaya Aura™ Session Border Controller using SIP over UDP.
5. The Avaya Aura™ Session Border Controller performs SIP header modifications, transport
protocol conversion (UDP to TCP) and routes the call to Avaya Aura™ Session Manager.
6. Avaya Aura™ Session Manager performs call routing based on the called number and the
configured Network Routing Policies. In the sample configuration the Online Number is
associated with the Avaya Aura™ Communication Manager SIP Entity.
7. Avaya Aura™ Communication Manager routes the call to a phone.

1 SKYPE P2P SKYPE CONNECT
8 - NETWORK (SIP)

SKYPE
CLIENT

Avaya Aura™
Session Border
Controller

Avaya Aura™
Session Manager

Avaya Aura™
Communication
Manager

Figure 4: Inbound Skype P2P to Skype Connect call
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3.4. Skype Connect to Skype P2P Network

The fourth call scenario illustrated in Figure 5 is an outbound call made from a phore registered to
Avaya Aura™ Communication Manager on the enterprise network to the Online Number of a
Skype Client. Note: The call stays within the skype.com service domain and does not break out to
the PSTN.

1. Avayaphone originates acall to the Online Number of the Skype Client.

2. Avaya Aura™ Communication Manager converts the calling and called numbersto an
E164 format before it routes the call to Avaya Aura™ Session Manager using SIP over
TCP.

3. Based on the called number Avaya Aura™ Session Manager sends the call to Avaya
Aura™ Session Border Controller.

4. AvayaAura™ Session Border Controller queries the public DNS server for
“sip.skype.com”. The public DNS server returns the I P address of the geographically
closest Skype Connect peer in an A record. The call is sent using SIP over UDP through
the Internet.

5. The SIPINVITE arrives to the public interface of the Skype Connect peer.

6. The Skype Connect network recognizes that the called number belongs to a Skype Client
(Online Number) and routes the call to the Skype P2P Network.

7. Thecal isdelivered to the Skype Client.
Session Manager

Avaya Aura™
Session Border
Controller

Avaya Aura™
Communication
Manager

SKYPE CONNECT
(SIP)

SKYPE P2P
NETWORK

SKYPE
CLIENT

skype.com

Figure 5: Outbound Skype Connect to Skype P2P Client call
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4. Configure Avaya Aura™ Session Manager
This section provides the procedures for configuring the Session Manager and includes the
following items:
. Loginto AvayaAura™ System Manager using the GUI

Administer SIP domain

Define aLocation

Define SIP Entities

Define Entity Links

Define Routing Policies

Define Dia Patterns

The administration of Avaya endpoints and Communication Manager is not covered in these
Application Notes. For further information on configuring Session Manager see Reference[2].

4.1. Log in to Avaya Aura' System Manager using the GUI

Configuration is accomplished by accessing the browser-based GUI of System Manager, using the
URL “https://<ip-address>/SM GR”, where “ <ip-address>" is the | P address of System Manager.
Log in with the appropriate credentials.

AVAyA Avaya Aura™ System Manager 6.0

Log On

Username :

Password :
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4.2. Administer SIP Domain
Expand Routing and select Domains.

Welcome, admin Last Logged on at June 9,
AVAYA Avaya Aura™ System Manager 2010 1:22 PM

6 0 Help | About | Change Password | Log off

[ Introduction to Network Routing Policy
» Events . . . . . . S e . -
Network Routing Policy consists of several routing applications like "Domains", "Locations", "SIP
} Groups & Roles Entities", etc.
Licenses The recommended order to use the routing applications (that means the owverall routing workflow) to
~ Routing configure your network configuration is as follows:
Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type
SIP).
Locations )
Adaptations Step 2: Create "Locations"
SIP Entities Step 3: Create "Adaptations”
Entity Links Step 4: Create "SIP Entities"

Time Ranges - SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"

Routing Policies " - :
- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

Dial Patterns

R - Assign the appropriate "Locations", "Adaptations" and "Outbound Proxies"

Regular Expressions

Defaults Step 5: Create the "Entity Links

» Security - Between Session Managers

» System Manager Data - Between Session Managers and "other SIP Entities”

} Users

Step 6: Create "Time Ranges"

Click New.

Welcome, admin Last Logged on at June 9,
AVAYA Avaya Aura™ System Manager 2010 1:22 PM

6 0 Help | About | Change Password | Log off

» Elements Domain Management

} Events

S Edit Duplicate | |Delete

Licenses

~ Routing 1 Item Refresh Filter: Enable
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On the Domain M anagement screen under Name add a descriptive name. Retain the default
values for the remaining fields. Click Commit to save.

Welcome, admin Last Logged on at June 9,
AVAyA Avaya Aura™ System Manager  zwouzzen

6 0 Help | About | Change Password | Log off

Home / Routing / Domains

} Elements Domain Management

» Events

} Groups & Roles

LlceTlses 1 Item Refresh Filter: Enable
¥ Routing
Domains Bame | Type | Default = Notes
Locations * |avaya.com | sp [=] B
Adaptations
SIP Entities
Entity Links * Input Required

4.3. Define a Location

Expand Routing and select L ocations. Locations are used to identify logical and/or physical

locations where SIP Entities reside, for purposes of bandwidth management or |ocation-based
routing. Click New.

AVAYA Avaya Aura™ System Manager 2oto Tz oo en stne S

6 0 Help | About | Change Password | Log off

Home / Routing / Locations

b Elements Location
» Events
. Edit Duplicate | |Delete Mare Actions '] [Commit]
Licenses
~ Routing 1 Item Refresh Filter: Enable
Domains I~ | Name | Notes
B
Adaptations
Select : All, None
SIP Entities
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In the General Section, under Name add a descriptive name. Click on Add. In the L ocation
Pattern Section under | P Address Pattern enter |P address of the subnet on which the SIP
Entities (CM and AASBC) reside. Click Commit to save.

Home / Routing / Locations / Location Details
» Elements Location Details
} Events
» Groups & Roles General
Licenses * Name: |enterprise |
¥ Routing
S— Notes: | |
Locations
Adaptations Managed Bandwidth: | | |Kbitfsec El
SIP Entities * Average Bandwidth per Call: | 80| [Kbit/sec [=]
Entity Links
Time Ra"gTs Location Pattern
Routing Policies
Dial Patterns |
Regular Expressions 1 Item ' Refresh Filter: Enable
Defaults = | IP Address Pattern Notes
) Security [ * [193.120.221.% |1 | |
b System Manager Data
} Users Select : All, None
Help * Input Required @
Helo for Locations Details fields
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4.4. Define SIP Entities

Session Manager interconnects three SIP Entities— CM and AASBC - on the enterprise network.

Under Routing in the left pane click SIP Entitiesthen New to create a SIP Entity for
Communication Manager.

Welcome, admin Last Logged on at June g,
AVAVA Avaya Aura™ System Manager — zwuzzen

6 0 Help | About | Change Password | Log off

Home / Routing / SIP Entities

» Elements SIP Entities
» Events
» Groups & Roles Edit Duplicate Delete More Actions ~ ] [Ccmm|t]
Licenses
¥ Routing 4 Items Refresh Filter: Enable
bomains = ‘ Name ‘ oy ‘ FQDN or IP Address ‘ Type ‘ Notes
Locations B
Adaptations B
s
Entity Links B
Time Ranges
. .. Select : All, None
Routing Policies
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The SIP Entity Details screen is displayed.
Under General:

Name Typein adescriptive name

FQDN or IP Address Type IP address of the PE interface of Communication Manager

Type Select CM

Notes(Optional) Typein description

L ocation Select the Location created in the previous step

Click Commit.
AVAyA Avaya Aura™ System Manager S0 ame e ne

60 Help | About | Change Password | Log off

Home / Routing / SIP Entities / SIP Entity Details

» Elements SIP Entity Details
RLEE LD General
» Groups & Roles

. * Name: cmes

Licenses

¥ Routing * FQDN or IP Address: |193.120.221.225

Domains Type: [CM -

Locations

. Notes: |CM - Evolution Server R6.0

Adaptations

SIP Entities

Entity Links Adaptation: | [+]

Time Ranges Location: | enterprise IZ|

[EniTp e rEEs a Time Zone: | Etc/GMT [+]

Dial Patterns . .
Override Port & Transport with [

Regular Expressions DNS SRV:

Defaults * SIP Timer B/F (in seconds): |4
» Security

Credential name:
b System Manager Data

)} Users Call Detail Recording: |none [+
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Repeat the steps from the previous section. Click New on the SIP Entities page. Thefollowing
screen shows addition of the Avaya Aura™ Session Border Controller as a SIP entity.
Under General:

Name Type in adescriptive name
FQDN or IP Address Type IP address of the inside interface of the AASBC
Type Select SIP Trunk
Notes(Optional) Typein description
L ocation Select the Location created in the previous step
Click Commit.
AVAYA Avaya Aura™ System Manager 2oa0 s e ane
6.0 Help | About | Change Password | Log off

Home / Routing / SIP Entities / SIP Entity Details

» Elements SIP Entity Details
R L General
} Groups & Roles

. * Mame: |aasbc

Licenses

¥ Routing * FQDN or IP Address: (193.120.221.236

ETETTS Type: | SIP Trunk -

Locations

. Notes: AASBC - inside if

Adaptations

SIP Entities

Entity Links Adaptation: | [+]

Time Ranges Location: | enterprise E|

Eoulmaibalicie - Time Zone: | Etc/GMT E|

Dial Patterns . .
Override Port & Transport with =]

Regular Expressions DNS SRV:

Defaults * SIP Timer B/F (in seconds): 4
} Security

Credential name:
b} System Manager Data

} Users Call Detail Recording: | egress E|

GB; Reviewed: Solution & Interoperability Test Lab Application Notes 19 0f 89
SPOC 10/1/2010 ©2010 AvayaInc. All Rights Reserved. Skype-AuraR6



4.5. Define Entity Links

SIP trunks between Session Manager and the three SIP Entities (CM and AASBC) are described

by Entity Links. To add an Entity Link for Communication Manager, select Entity Linkson the
left pane then click New.

Welcome, admin Last Logged on at June 9,
AVAyA Avaya Aura™ System Manager 2010 1:22 PM

6 O Help | About | Change Password | Log off

Home / Routing / Entity Links

} Elements Entity Links
» Events
» Groups & Roles Edit Duplicate | | Delete Mare Actions '] [Comm|t]
Licenses
ML 1ltem  Refresh Filter: Enable
Domains (] | Name | SIP Entity 1 | Protocol | Port | SIP Entity 2 | Port | Trusted | Notes |
Locations
Adaptations [
SIP Entities

Entity Links Select : All, None

Time Ranges
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The Entlty Links screenisdisplayed. Fill in the following fields in the new row that is displayed:

Name: A descriptive name

SIP Entity 1:  Select the Session M anager.

Protocol: Select TCP.

Port: Type 5060. The Session Manager listens for SIP requests on TCP port
5060.

SIP Entity 2:  Select the Communication Manager SIP Entity

Protocol: Select TCP

Port: Type 5060. Communication Manager listens for SIP requests on TCP port
5060.

Trusted: Check this box, otherwise SIP calls will be denied to/from
Communication Manager

Click Commit.
AVAyA Avaya Au ra ™ System Manager 6 0 ;.;;I;c;:]e, admin Last Logged on at June 9, 2010

Help | About | Change Password | Log off

Home / Routing / Entity Links

» Elements Entity Links
» Events

b Groups & Roles

Licenses 1 Item Refresh Filter: Enable
¥ Routing Name fIP EriEE Protocol | Port SIP Entity 2 Port Trusted Notes

Domains ’itoCMES *lasm[w] [TcP[+] *[s080 *[emes [w]  *[s080 | full-call model non-I

Locations

Adaptations

SIP Entities * Input Required
GB; Reviewed: Solution & Interoperability Test Lab Application Notes 21 0f 89

SPOC 10/1/2010 ©2010 Avayalnc. All Rights Reserved. Skype-AuraR6



Repeat the steps from the previous section. Click New on the Entity Links page to add alink to
the Avaya Aura'™ Session Border Controller. The Entity Links screen is displayed. Fill in the
following fields in the new row that is displayed:

Name: A descriptive name

SIP Entity 1.  Select the Session M anager.

Protocol: Select TCP.

Port: Type 5060. The Session Manager listens for SIP requests on TCP port
5060.

SIP Entity 2:  Select the Avaya Aura™ Session Border Controller SIP Entity

Protocol: Select TCP

Port: Type 5060. Avaya Aura'™ Session Border Controller listens for SIP
requests on TCP port 5060.

Trusted: Check this box, otherwise SIP calls will be denied to/from
Communication Manager

Click Commit.
AVAyA A\laya Aura ™ System Manager 6 O ';.;;Izcc;;]e, admin Last Logged on at June 9, 2010

Help | About | Change Password | Log off

Home / Routing / Entity Links

» Elements Entity Links
} Events

» Groups & Roles

Licenses 1 Item Refresh Filter: Enable

¥ Routing Name fIP = ¥ Protocol Port SIP Entity 2 Port Trusted = MNotes

LITEIE ’i toAASBEC *[asm ] Tcp [¢] #5080 *[aasbc[#]  *[5080 |

Locations

Adaptations

SIP Entities * Input Required
Entity Links
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4.6. Define Routing Policies

A routing policy describes the conditions under which calls will be routed to a particular SIP
Entity. To add arouting policy for Communication Manager, select Routing Policies on the left
pane then click New.

AVAyA Avaya Aura™ System Manager 6.0 5

Home / Routing / Routing Policies

Routing Policies

F Elements
» Events
E Duplicate| |Delete More Actions = Commit
F Groups & Roles [ ] [ ]
Licenses Items Refresh
 Routing ] | Name ‘ Disabled | Destinati
Domains /
Locations B 0
Adaptations O O
SIP Entities
Entity Links Select : All, None

Time Ranges

Routing Policies

Dial Patterns
Regular Expressions

Defaults
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The Routing Policy Details screen is displayed. Fill in the following under Gener al:
Name  Descriptive name.

Under SIP Entity as Destination:
Click Select, and then select the Communication Manager SIP Entity to which this routing
policy applies.

Under Time of Day:

Click Add, and select the default 24/7 time range. Defaults can be used for the remaining
fields. Click Commit.

Home / Routing / Routing Pol / Routing Polic

} Elements Routing Policy Details
» Events
» Groups & Roles General

Licenses * Name: toCMES-30xx

* Routing

Disabled: []

Domains
Notes:
Locations

Adaptations

SIP Entities SIP Entity as Destination

Entity Links

Time Ranges

Mame | FQDN or IP Address Type Notes
Routing Policies cmes 193.120.221.225 cM CM - Evolution Server R6.0
Dial Patterns
Regular Expressions Time of Day
-
TFba—b [Remove] [View Gaps;’OverIaps]
} Security
P = — 1 Item Refresh Filter: Enable
ysiem Manager Data
o ‘ Ranking 1 _ ‘ Name? _ ‘ Mon | Tue | Wed ‘ Thu ‘ Fri | Sat ‘ Sun ‘ Start | End ..o ‘
} Users Time Time
Time
[ o 24/7 00:00  23:59 Range
Help 24/7
Heln for Routina Palicy Netails Select : All, None
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Repeat the steps from the previous section. The Routing Policy Details screen is displayed. Fill in
the following under Gener al:

Name Descriptive name.

Under SIP Entity as Destination:
Click Select, and then select the Avaya Aura™ Session Border Controller SIP Entity to
which this routing policy applies.

Under Time of Day:

Click Add, and select the default 24/7 time range. Defaults can be used for the remaining
fields. Click Commit.

Home / Routing / Routing Policies / Routing Policy Details

} Elements Routing Policy Details

} Events
» Groups & Roles General
Licenses * Name: |toSkype-00 |

- Routing Disabled: []

Domains

Notes:

Locations

Adaptations

e SIP Entity as Destination

Entity Links

Time Ranges MName | FQDN or IP Address Type Motes

Routing Policies aashc 193.120.221.236 SIP Trunk AASBC - inside if

Dial Patterns

Regular Expressions Time of Day

-

Detaulb; [Remove] [View Gaps,—’Overlaps]
} Security
) System Manager Data 1 Item Refresh Filter: Enable

[ ‘ Ranking I ‘ Name? ‘ Mon | Tue | Wed ‘ Thu ‘ Fri Sat ‘ Sun ‘ S‘!arl I?"'d ‘ Notes
» Users Time Time
Time
[ o 24/7 00:00 23:59 Range

Help 24/7
Help for Routing Policy Details Select : All, None
Finld-~
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4.7. Define Dial Patterns

Define dial patterns to direct callsto the appropriate SIP Entity. Calls to 4-digit extensions
beginning with 30 should be routed to Communication Manager. To add adia pattern, select Dial
Patter ns on the left pane then click New.

Welcome, admin Last Logged on at June 9,
AVAYA Avaya Aura™ System Manager 2010 3:33 PM

6 0 Help | About | Change Password | Log off

Home / Routing / Dial Patterns

» Elements Dial Patterns

» Events = -
— [More Actions '] [Commlt]
Li
|ceT|5es 4 Items Refresh Filter: Enable
¥ Routing [ | Pattern | Min | Max | Emergency Call | SIP Domain Notes
Domains B
Locations
1]
Adaptations
- ]
SIP Entities
Entity Links O
Time Ranges Select : All, None
Routing Policies
Regular Expressions
Defaults
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The Dial Pattern Details screen is displayed. Under General fill in the following fields:

Pattern: Type 30xx as four digit extensions are used in the sample configuration
Min: Minimum length of dialled number. Type 4
Max: Maximum length of dialled number. Type 4

SIP Domain: Select the SIP domain specified in Section 4.2

Under Originating L ocations and Routing Policies, click Add. Select the following entries:
Originating Location Name  Select the Location created in Section 4.3
Routing Policy Name Select toCM ES-30xx, the Routing Policy created in
Section 4.6

Default values can be used for the remaining fields. Click Commit to save the dial pattern.

» Elements Dial Pattern Details
} Events
» Groups & Roles General
Licenses * Pattern: [30xx
- .
Routing % Min: |2
Domains
. * Max: 4
Locations
Adaptations Emergency Call: []
SIP Entities SIP Domain: |avaya.com E|
Entity Links Notes:

Time Ranges

Routing Policies Originating Locations and Routing Policies

Dial Patterns

Regular Expressions <« 1Item Refresh Filter: Enable

Defaults Originating Routing Routing Routing Rou

["] | originating Location Name ! . Location Policy Rank? Policy Policy Poli

b Security Notes Name Disabled Destination @ Not
} System Manager Data [ | enterprise % 0 cmes
} Users < I r
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Repeat the steps from the previous section to add an inbound dial pattern from Skype Connect
until the Dial Pattern Details screen is displayed.

Pattern: Type 1 as the Online Number of the SIP Profilein Section 5.12 is set to
12024703313.

Min: Minimum length of dialled number. Type 11

Max: Maximum length of dialled number. Type 11

SIP Domain: Select the SIP domain specified in Section 4.2

Under Originating L ocations and Routing Policies, click Add. Select the following entries:
Originating L ocation Name  Select the Location created in Section 4.3
Routing Policy Name Select toCM ES-30xx, the Routing Policy created in
Section 4.6

Default values can be used for the remaining fields. Click Commit to save the dial pattern.

» Elements Dial Pattern Details
+ Events
} Groups & Roles General
Licenses * Pattern: 1
¥ Routing — oy
* Min: |11

Domains

Locations * Max: |11

Adaptations Emergency Call: []

ki i SIP Domain: |avaya.com [+]

Entity Links 5

Time Ranges Notess: |

Routing Policies

Dial Patterns Originating Locations and Routing Policies

Regular Expressions .

Defauits 1 Item Refresh Filter: Enable
b Security

Originating Routing Routing Routing

b System Manager Data I Originating Location Name 1 Location Policy Rank 2 Policy Policy
. U. Notes Name Disabled Destination

sers

E enterprise foCMES- o | cmes
30xx

Help H| i | 3
Help for Dial Pattern Details Select : All, None
fields
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Repeat the steps from the previous section to add an outbound dial pattern to Skype Connect until
the Dial Pattern Details screen is displayed.

Type 00 as the International numbering format is used in the sample

Pattern:

Min:
M ax:
SIP Domain:

configuration

Minimum length of dialled number. Type 2
Maximum length of dialled number. Type 36
Select the SIP domain specified in Section 4.2

Under Originating L ocations and Routing Palicies, click Add. Select the following entries:
Originating Location Name  Select the Location created in Section 4.3

Routing Policy Name

4.6

Default values can be used for the remaining fields. Click Commit to save the dial pattern.

} Elements
» Events
} Groups & Roles

Licenses

¥ Routing

Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

} Security

} System Manager Data

} Users

Help

GB; Reviewed:
SPOC 10/1/2010

Select toSkype-00 the Routing Policy created in Section

Dial Pattern Details
General
* pattern: |00
* Min: 2
* Max: 36
Emergency Call: []
SIP Domain: avaya.comml
MNotes:
Originating Locations and Routing Policies
- em Refresh Filter: Enable
Originating Routing Routing Routing Rov
["]  oOriginating Location Name! . Location Policy Rank ? Policy Policy Pol
Notes Name Disabled Destination Not
1| enterprise %},{p_e 0 aasbc
< Ui — | 3
Select : All, None
Solution & Interoperability Test Lab Application Notes 29 of 89
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5. Avaya Aura™ Communication Manager

This section provides the procedures for configuring Communication Manager and includes the
following items:
- Administer System Parameters
Administer Dia Plan
Administer |P Network Parameters
Administer Signaling Group
Administer Trunk Group
Administer Automatic Route Selection
Administer Route Pattern
Administer Public Unknown Numbering
Administer Incoming Call Handling Treatment

The steps are performed from the Communication Manager System Access Terminal (SAT)
interface. These Application Notes assume that basic Communication Manager administration,
including stations, Processor Ethernet, etc, has aready been performed.

5.1. Administer System Parameters

This section reviews the Communication Manager licenses and features that are required for the
reference configuration described in these Application Notes. For required licenses that are not
enabled in the steps that follow, contact an authorized Avaya account representative to obtain the
licenses. Enter the display system-parameter s customer-options command. On Page 2 of the
system-parameter s customer-options form, verify that the Maximum Administered SIP
Trunks number is sufficient for the number of expected SIP trunks.

Di spl ay system paraneters custoner-options Page 2 of 11
OPTI ONAL FEATURES

| P PORT CAPACI Tl ES

%
S

Maxi mum Admi ni stered H. 323 Trunks: 8000
Maxi mum Concurrently Regi stered I P Stations: 18000
Maxi mum Admi ni stered Renote O fice Trunks:
Maxi mum Concurrently Regi stered Renote Office Stations:
Maxi mum Concurrently Regi stered | P eCons:
Max Concur Regi stered Unaut henticated H 323 Stations:
Maxi mum Vi deo Capabl e H. 323 Stati ons:
Maxi mum Vi deo Capabl e | P Sof t phones:
Maxi mum Admi ni stered SIP Trunks:
Maxi mum Admi ni st ered Ad-hoc Vi deo Conferencing Ports:
Maxi mum Nunmber of DS1 Boards with Echo Cancel | ation:
Maxi mum TN2501 VAL Boar ds:
Maxi mrum Medi a Gat eway VAL Sour ces:
Maxi mum TN2602 Boards with 80 Vol P Channel s:
Maxi mrum TN2602 Boards with 320 Vol P Channel s:
Maxi mum Nunber of Expanded Meet-nme Conference Ports:

o
o
o

OISOOU'IOOOOOO

e
N N
0 0
ONOORFROONODOOOOOAMO

o

(NOTE: You nust logoff & login to effect the perm ssion changes.)
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On Page 4 of the system-par ameter s customer-options form, verify thatthe IP Trunksfieldin
the following screenshot isset to y.

di spl ay system paraneters custoner-options Page 4 of 11
OPTI ONAL FEATURES

Emer gency Access to Attendant? Y IP Stations? Y
Enabl e ‘ dadmi n’ Logi n? Y

Enhanced Conferenci ng? Y | SDN Feature Plus? Y

Enhanced EC500? Y | SDNV SI P Network Call Redirection? N

Enterprise Survivable Server? N | SDN- BRI Trunks? Y

Enterpri se Wde Licensing? N | SDN- PRI ? Y

ESS Admi ni stration? N Local Survivable Processor? N

Ext ended Cvg/ Fwd Adm n? Y Mal i cious Call Trace? N

Ext ernal Device Al arm Admi n? N Medi a Encryption Over |P? N

Five Port Networks Max Per MCC? N Mdde Code for Centralized Voice Mail? N
Flexible Billing? N

Forced Entry of Account Codes? N Mul tifrequency Signaling? Y

G obal Call Cassification? N Mul timedia Call Handling (Basic)? Y

Hospitality (Basic)? Y Mul ti media Call Handling (Enhanced)? Y

Hospitality (@&V3 Enhancenents)? N Multimedia I P SIP Trunking? N
| P Trunks? Y

| P Attendant Consol es?

2

5.2. Administer Dial Plan

Enter the change dialplan analysis command to provision the dial plan. Note the following dialed
stri ngs administered below:
3-digit dial access codes (indicated with a Call Type of dac) beginning with * — Trunk
Access Codes (TACs) defined for trunk groups in this reference configuration conform to
this format.
4-digit extensions with a Call Type of ext beginning with the digits 30 — local extensions
for Communication Manager stations in this reference configuration conform to this
format.
1-digit facilities access code (indicated with a Call Type of fac) beginning with the digit 9
— access code for outbound ARS dialing.

Change di al pl an anal ysi s Page 1 of 12
DI AL PLAN ANALYSI S TABLE
Location: all Percent Ful | : 2
Di al ed Total Call Di al ed Total Call Di al ed Total Call

String Lengt h Type String Lengt h Type String Lengt h Type
* 3 dac
30 4 ext
9 1 fac
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5.3. Administer IP Network Parameters

These Application Notes assume that the appropriate | P network regions and | P codec sets have
already been administered to support internal calls. For simplicity in this reference configuration,
all Communication Manager elements — stations, PE interface, G450 Media Gateway — within the
Avayasite are assigned to asingle | P network region (region 1) and all internal callsuseasingle

| P codec set. This section describes the steps for administering an additional 1P network region to
represent the Skype Connect service, and another 1P codec set for external calls.

Enter the change ip-codec-set x command, where x is the number of an unused IP codec set (e.g.
2). ThisIP codec set will be used for off-net callsto Skype Connect. On Page 1 of the ip-codec-set
form, provision the codecs in the order shown below.

Change i p- codec-set 2 Page 1 of 2
| P Codec Set
Codec Set: 2
Audi o Si | ence Fr anes Packet
Codec Suppressi on Per Pkt Size(ns)
1. G729 n 2 20
2: G711MJ n 2 20
3: G711A n 2 20

On Page 2 of the ip-codec-set form, set FAX Modeto off.

Change i p-codec-set 2 Page 2 of 2
| P Codec Set
Allow Direct-1P Miltinedi a? N
Mode Redundancy
FAX of f 0
Modem of f 0
TDD TTY of f 0
C ear - channel n 0
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Enter the change ip-network-region 1 command. This IP network region is used for on-net calls.
Enter avaya.comfor the Authoritative Domain parameter.

Change i p-network-region 1 Page 1 of 19
| P NETWORK REG ON
Region: 1
Locati on: Aut hori tati ve Domai n: avaya. com
Narme: Skype
MEDI A PARAVETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port M n: 2048 | P Audi o Hai rpi nning? N
UDP Port Max: 3329
DI FFSERV/ TOS PARAMETERS RTCP Reporting Enabl ed? Y
Call Control PHB Val ue: 46 RTCP MONI TOR SERVER PARAMETERS
Audi o PHB Val ue: 46 Use Default Server Paraneters? Y

Vi deo PHB Val ue: 26
802. 1P/ Q PARAMETERS
Call Control 802.1p Priority: 6
Audi o 802.1p Priority: 6
Video 802.1p Priority: 5 AUDI O RESOURCE RESERVATI ON PARAMETERS

Enter the change ip-network-region 2 command. This IP network region will be used to represent
the SIP Trunk to Skype Connect. Enter 2 for the Codec Set parameter.

Change i p- net wor k-regi on 2 Page 1 of 19
| P NETWORK REG ON
Regi on: 2
Locat i on: Aut horitative Donain:
Nanme: Skype
MEDI A PARAVETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 2 Inter-region IP-IP Direct Audio: yes
UDP Port M n: 2048 | P Audi 0 Hai rpi nni ng? N
UDP Port Max: 3329
DI FFSERV/ TOS PARAMETERS RTCP Reporting Enabl ed? Y
Call Control PHB Val ue: 46 RTCP MONI TOR SERVER PARAMETERS
Audi o PHB Val ue: 46 Use Default Server Paraneters? Y

Vi deo PHB Val ue: 26
802. 1P/ Q PARAMETERS
Call Control 802.1p Priority: 6
Audi o 802.1p Priority: 6
Video 802.1p Priority: 5 AUDI O RESOURCE RESERVATI ON PARAMETERS

On Page 4 of the formenter 2 for the Codec Set parameter.

change i p- net wor k-regi on 2 Page 4 of 19
Source Region: 2 Inter Network Regi on Connection Managenent I M
G A e
dst codec direct WAN- BW 1 imts Vi deo I nt er veni ng Dyn A G a
rgn set WAN Units Total Norm Prio Shr Regions CAC R L S
1 2 y NoLi mi t n
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5.4. Administer Signaling Group

This section describes the steps for administering a single signaling group, shared by both
outbound and inbound calls. Enter the add signaling-group x command, where x is the number of
an unused signaling group (e.g. 100), and provision the following:

Group Type Settosip

Transport Method Settotcp

Near-end Node Name Set to the node name of the Processor Ethernet interface
Far-end Node Name Set to the node name of Session Manager

Near-end Listen Port Set to 5060

Far-end Listen Port Set to 5060

Far-end Network Region  Set to IP network region 2

Add si gnal i ng- group 100
S| GNALI NG GROUP

G oup Nunber: 100 G oup Type: sip
Transport Method: tcp
| M5 Enabl ed? N

Near - end Node Name: procr Far - end Node Nane: snil00
Near-end Li sten Port: 5060 Far-end Listen Port: 5060

Far - end Net wor k Regi on: 2
Far - end Donai n:

Bypass If | P Threshol d Exceeded? n

I ncom ng D al og Loopbacks: elim nate RFC 3389 Confort Noise? n
DTMF over |P: rtp-payl oad Direct |IP-1P Audi o Connections? y

Session Establishnent Tiner(mn): 3 | P Audi 0 Hai rpi nni ng? n
Enabl e Layer 3 Test? Y Direct IP-IP Early Media? n

H. 323 Station Qutgoing Direct Media? n Alternate Route Tiner(sec): 6
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5.5. Administer Trunk Group

Enter the add trunk-group x command, where x is the number of an unused trunk group (e.g.
100) On Page 1 of the trunk-group form, provision the following:

Group Type Settosip

Group Name Enter a descriptive name

TAC Enter atrunk access code that is consistent with the dial plan

Service Type Set to public-ntwrk

Signaling Group Set to the number of the signaling group administered in the
previous step

Number of Members Enter the maximum number of simultaneous calls permitted on
this trunk group

Add trunk-group 100 Page 1 of 21
TRUNK GROUP
G oup Number: 100 G oup Type: sip CDR Reports: vy
G oup Nane: SkypeConnect COR 1 ™ 1 TAC. *22
Direction: both Qut goi ng Di splay? n
Di al Access? n Ni ght Servi ce:
Aut h Code? n

Servi ce Type: public-ntwk
Si gnal i ng G oup: 52
Nurmber of Menbers: 20

On Page 3 of the Trunk Group form:
Set Numbering Format: to public

add trunk-group 100 Page 3 of 21
TRUNK FEATURES
ACA Assignnent? n Measur ed: none
Mai nt enance Tests? y
Nunbering Format: public
UU Treatment: service-provider

Repl ace Restricted Nunmbers? n
Repl ace Unavai | abl e Nunbers? n
Show ANSWERED BY on Display? y
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5.6. Administer Automatic Route Selection
Use the change featur e-access-codes command to specify 9 as the access code for external

diaing.

Change feat ure-access- codes Page 1 of 9

FEATURE ACCESS CODE ( FAC)

Abbrevi ated Dialing Listl Access Code:
Abbrevi ated Dialing List2 Access Code:
Abbrevi ated Dialing List3 Access Code:

Abbrevi ated D al

— Prgm Group List Access Code:

Announcement Access Code:
Answer Back Access Code:

Auto Alternate Routing (AAR) Access Code:

Auto Route Sel ection (ARS) — Access Code 1. 9 Access Code 2:
Aut omatic Cal | back Activati on: Deact i vati on:

Call Forwardi ng Activati on Busy/ DA All: Deacti vati on:
Cal | Forwardi ng Enhanced St at us: Act : Deact i vati on:

Cal | Park Access Code:
Cal | Pickup Access Code:

CAS Renot e Hol d/ Answer Hol d- Unhol d Access Code:

CDR Account Code Access Code:

Change COR Access Code:
Change Coverage Access Code:

Condi tional Call Extend Activation: Deacti vati on:

Contact d osure Open Code: C ose Code:

Use the change ar s analysis command to specify the called number patterns which are dialed
following the ARS access code. In the reference configuration, outbound calls are placed to

international numbers.

Display ars analysis O Page 1 of 2
ARS DIG T ANALYSI S TABLE
Location: all Percent Full: 0
Di al ed Tot al Rout e Cal | Node AN
String Mn Max Pattern Type Num  Reqd
011 10 18 100 intl n
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5.7. Administer Route Pattern

Use the change route-pattern command to define the trunk group administered in Section 5.5
included in the route pattern that ARS selects.

change route-pattern 100 Page 1 of 3
Pattern Nunber: 68 Pattern Nane:
SCCAN? n Secure SIP? n
G p FRL NPA Pfx Hop Toll No. Inserted DCS/ | XC
No Mk Lmt List Del Digits Sl G
Dgt s I ntw
1: 100 0 n user

5.8. Administer Public Unknown Numbering

For Calling Line Identification Presentation (CLIP) to work on outbound calls, Skype Connect
expects to receive one of the online or landline numbers associated with the SIP Profile. The
calling number is converted to an E.164 format by the public-unknownnumbering table and is
inserted into the From and PAI headers of the outgoing INVITE request. Enter the change public-
unknown-numbering 0 command to specify the calling party numbers that are to be sent to the
PSTN through Skype Connect. In the public-unknown-numbering form, for each local extension
assigned to Avaya Aura™ Communication Manager provision an entry as follows:

Ext Len Enter the total number of digitsin the local extension range.
Ext Code Enter enough leading digits to identify the local extension or extension
range.

Trk Grp(s)  Enter the number of the outbound trunk group to Skype Connect.

CPN Prefix  Enter the online or Skype Connect verified landline numbers that are
associated with the SIP Profile in Skype Manager. In Section 6.6 the Caller
ID isset to +12024703313 in Skype Manager.

CPN Len Enter the total number of digits to be sent to Session Manager.
change publ i c- unknown- nunberi ng O Page 1 of 2
NUVBERI NG - PUBLI C/ UNKNOAN FORVAT
Tot al
Ext Ext Trk CPN CPN
Len Code G p(s) Prefix Len

Total Adm nistered: 2
Maxi mrum Entri es: 9999
5 3001 100 12024703313 11
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5.9. Administer Incoming Call Handling Treatment

In the reference configuration Skype Connect delivers 11 digit Online Numbers to the enterprise
network. Avaya Aura™ Communication Manager converts the incoming 11 digit Online Number
to a4 digit extension using the Incoming Call Handling Treatment table. In Section 5.12 the
Online Number is set to +12024703313 in Skype Manager.

change inc-call-handling-trm trunk-group 100 Page 1 of 30
| NCOM NG CALL HANDLI NG TREATMENT
Servi ce/ Nunber Nunber Del Insert
Feat ure Len Digits
publ i c- nt wr k 11 12024703313 11 3001
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6. Configure Skype Manager

This section provides the procedures for configuring Skype Manager and includes the following
items:

Log in to Skype Manager

Create SIP Profile

Administer Authentication Method

Administer Maximum Simultaneous Calls

Administer Online Numbers

Administer Caller ID

Create a Business User

Add Business User to SIP Profile

These Application Notes assume that the Skype Manager account has enough credit allocated to
create a new SIP Profile and associate Online Numbers with it.

6.1. Log in to Skype Manager

Configuration of anew SIP Profile and Business Users is accomplished by accessing the browser-
based GUI of Skype Manager at http://manager.skype.com. Log in with the appropriate
credentials.

i P
el
W Buy Skype Credit - Already have Skype? - Help Search

Download Use Skype Business Shop Account

Features Products Solutions Es Partners Support Skype Manager

_ Skype Manager

Sign in
You have been signed out. Thanks for visiting. Don’t have a Skype
Manager yet?
Skype Name Fargotten your Skype Name? Register a Skyps Manager
Password Fargatten your password? now and sef up, manage
and manitor the use of
W Skype in your company.
Skype.com Privacy Policy Legal
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6.2. Create SIP Profile

The Dashboard page is displayed. Verify that enough credit is available in your company’s
account to create anew SIP Profile. The available total credit is shown on the toolbar below. Click
Features.

@m managefn Avaya - Account details - tony.skype11 - Signout - Help - Chat support
€226,94 Buy Skype Credit
Reports Your account Account status: All OK &)
e amniirce®
400 £€226,94 © sutorecharge is disabled

>
i I (next 30 days) €208,35 sview alocations
; e

Apr May Jun
o A - @
+ Your features g Your Members = News
Your Skype Manager has 12 members

f(Jl 6 members have Skype Credit
Add Members

BTN o e i L R
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The Featurespageisdisplayed. Click Skypefor SIP on the left pane.

@m managerm Avaya -« Accountdetails - tony.skypeil - Signout - Help - Chat support

@ ‘“ eratures €226,94

Credit allocations

(@] Credit allocations
—  Gmembers Py =
o~ -
== Skype Credit allows members to ¢ haones, send SMS, use a Skype To
{'} Subscriptions other features. Learn mare B/ /
& 0 members
Voicemail
1 member

w Filter this list

Online Numbers
5 members

e 0

[ name = Credit Auto-recharge

o Avaya.SILWestminster2

= Call forwarding 2.5 Westmins £0,00 Auto-recharge disabled
D membsrs R
 Avaya SILWestminster i i
fse] Skype for SIP waya SiLWestminst £0,00 Auto-recharge disabled
3 profiles
E  Es corp3001 £0,00 Auto-recharge disabled
[ Es corp2002 £€0,00 Auto-recharge disabled
[ Hh corp2007 £0,00 Auto-recharge disabled
B dublinsil 56.56 Auto-recharge disabled
O & dublinsiiz £9,94 AIOTECharge achve

The Skypefor SIP page isdisplayed. Click Create a new profile.

@;m managerwl Avaya - Account details - tony.skypet? Signout - Help - Chat support
€226,94

f’. Credit allocations Skype for SIP

6 memhers
Connect your existing SIP-enabled PBX 1o Skype with Skype for SIP. Learn more

1

7y Subscriptions
@ 2
0 members

a Voicemail
1 member Your SIP Profiles

Online Numbers % ; -
9
5 members

Call forwarding |
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The Choose a profile name pop-up window is displayed. Type the name of your SIP Profile and
click Next.

mﬂnagt:'.‘i‘"' Avaya - Account details - tony skypt

@ & @ Features €226,94 Buy Skype Cred

= Credit allocations Olrrssmm Ems IO
“IF B members *:
(7 Subscriptions ‘5' Choose a profile name 1
=" 0 members E'I avaya com S

a Voicemail Forexample, "Mew York office”. You can edit this name |ater

1 member

C |

a Onfline Numbers & e

& members
\';i Call forwarding

I members

DublinSI iz neafila
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6.3. Administer Authentication Method
The Authentication details page is displayed. Click the IP Authentication tab.

@W managerm Avaya - Accountdetails - tony.skypei1 - Signout - Help - Chatsupport
@) vssvons AR @ Fesurs €226,94 a seacnvenves |

Authentication details

avaya.com
Please choose the method of authentication needed for your PBX.

Profile settings
» Registration or, IP Authentication &

Authentication details {(Usemameipassword
Reports SIP User 99051000108702

Password VCCByjADgBvswC  Generats a new password
«.Ba SiP Prof

Skype for 5IP address sip.skype.com

UDP Port 5060
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The I P Authentication page is displayed. In the Public I P addressfield, type the IP address of
the Avaya AuraTM Session Border Controller’s outside interface (eth2), then click Continue.

S “QW manager-
@ "A @ Features

Authentication details

avaya.com

Profile settings
Authentication details

Reports

o
Tl
N

2
-|J
W

GB; Reviewed:
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Avaya - Account details

€226,94

tony.skypetd

Please choose the method of authentication needed for your PEX.

A7

~ Registration

(Usernamefpassward

or, IP Authentication &

Please enter the IP details for your PBX

Public IP address @

| 193.120.221.209

UDP Port

5060
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Skype Manager automatically generates a unique SIP User and associates it with the newly created
avaya.com SIP Profile. Calls originating from the Avaya Aura™ Session Border Controller must
include the SIP User and the sip.skype.com domain in the From header. Make a note of the SIP
User name before proceeding to the next step. In the sample configuration the From header of an
outgoing INVITE request from the Avaya Aura™ Session Border Controller is displayed as
follows:

From: "H323-1608-3002" <sip:99051000109702@sip.skype.com> :tag=ecdd78c1-13c4-
AC04CB59-22e15675- 7a5bc12e

Skype Manager allocates a Primary and Secondary Skype for SIP address. Click Profile settings.

avaya.com

Please choose the method of authentication needed for your PBX.

Profile settings

Registration @& or, IP Authentication &
Authentication details pS AT s SO
Reports Your PEX details
SIP User 99051000108702
! ik RO et Public IP address @ 193.120.221.209
UDP Port 5060

Use these details to configure your PEX
Skype for SIP addresses
Primary 3sip.skype.com
Secondary 5.sip.skype.com
Skype for SIP IP addresses cnable traffic for these IP addresses in your firewall
Primary 193.120.218.68
Secondary T8.141179.70
GB; Reviewed: Solution & Interoperability Test Lab Application Notes 45 of 89

SPOC 10/1/2010 ©2010 Avayalnc. All Rights Reserved. Skype-AuraR6



6.4. Administer Maximum Simultaneous Calls
The Profile settings page is displayed. Click Buy a channel subscription to activate thisprofile.

j manage}‘"’ Avaya - Accountdetails - tony.skype11 - Signout - Help - Chat support

@ AL € €226,94 CETT—

Profile settings

=

avaya.com

Profile name avaya.com
Profile settings

Calling channels I Buy a channel subscription to activate this profile I
Authentication details

Outgoing calls Set up outgoing calls
Reports

Caller ID & Sstup Caller ID
«Ba SIP Profile list

Incoming calls Add a number or business account

Delete this profile
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The Channel subscription page is displayed. Type the maximum number of simultaneous calls
that your business users are expected to make. Click Buy now.

€226,94

Channel subscription

Calling channels cnst€4,95 I'month per channel.

Please choose the number of channels

Mumber of channels required |- 3 fmax. 300

How many concurrent channels Goes my company nead? w»

JET TR

(5] Total cost

Cost per channel £4,95

L¥}

Humber of channels

Total cost every month £14,85

The costwill be deducted from the Skvpe Credit balance of your Skype Manager
By clicking "Buy now’, you agree to Skype's Terms of Sanvice
Buy now |=E!
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The below status message is displayed to confirm that the channel subscription was successful.
Click Set up outgoing calls.

@m managerm Avaya - Account details - tony skype11 Sign out - Help - Chat support
€212,09

('. Credit allocations Skype for SIP

6 members
Connect your existing SIP-enabled PBX to Skype with Skype for SIP. Learn maores

=» Subscriptions
& .

0 members

a Voicemail
1 member (2 Subscription changed successfully for Profile avaya.com

E Online Numbers The profile’s updated subscription setting will be available in a few minutes.
5 members

~—  Call forwarding

9 rembers Your SIP Profiles

Eg S orsi

4 profiles

avaya.com view profile

Channels

Outgoing calls

Incoming calls
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The Profile settings page is displayed. On the Add credit tab type the amount of credit you'd like
to allocate for outbound calls. Note that calls to other SIP Profiles or Online Numbers of Skype
Clients on the P2P network are free of charge.

Click Add credit.

@W managerm Avaya - Account details - tony.skypeil1 - Signout - Help - Chat support

€212,09

Profile settings

=9
avaya.com
Profile name avaya.com
Profile settings
Calling channels 3 channels @
Authentication details
Qutgoing calls Set up outgoing calls
Reports
To make outgoing calls from this SIP Profile you need to add Skype Credit.
You can also set up Auto-recharge so you never run out of credit while on a
« Backto SIP Profile list call. Calls are charged according to Skype's standard calling rates.
Add credit Auto-Recharge settings
(S) €] 1w
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6.5. Administer Online Numbers

Online Numbers provide the same functionality as DID/DDIsin atraditional telephony
environment. The below confirmation message is displayed once the credit allocation for outbound
callsiscomplete. Click Add a number or business account.

Profile settings

-ao P @
=4l
avaya.com
Profile name avaya.com
Profile settings
Calling channels 3 channels &
Authentication details
Outgoing calls Set up outgoing calls
Reports
To make outgoing calls from this SIP Profile you need to add Skype Credit.
You can also set up Auto-recharge so you never run out of credit while on a
« Back to SIP Profile list call: Calls are charged according to Skype's standard calling rates:
Add credit Auto-Recharge settings
Credit has been successfully aliocated. Please Jeload this page
in 3 few moments to see the new balance.
Caller D & Setup Caller ID
Incoming calls Add 3 numBoer or business account
GB; Reviewed: Solution & Interoperability Test Lab Application Notes 50 of 89

SPOC 10/1/2010 ©2010 Avayalnc. All Rights Reserved. Skype-AuraR6



The Incoming calls tab is expanded. Click Buy a new number.

avaya.com

Profile settings
Authentication details

Reports

m
]
(il
8]
7

{51
:

GB; Reviewed:
SPOC 10/1/2010

Profile settings

Profile name avaya.com

Calling channels 3 channels @

Outgoing calls £10,00 Auto-recharge disabled
Caller ip @ Setup Caller I

Incoming calls Add 3 number or bu

You can receive incoming calls on your SIP Profile via Skype Onl |
nts. When someone calls your Online Num erar
business account on Skype the calls get forwarded to your SIP

via Skype b
contacts your
Profile.

5INe58 3CCour

Add Online Number Add business account

Add a number
Select a numberE

Allocate

Buy a new number

Solution & Interoperability Test Lab Application Notes
©2010 Avayalnc. All Rights Reserved.

Mumbers and

51 of 89
Skype-AuraR6



The Buy Online Number s page is displayed. Select a country from the drop-down list box and
click Continue.

@W manag er o Avaya - Account details

@ Dashboard g w Features _n €202,09

Buy Online Numbers

You are buying for 1 member. Change

€5,25 I manth for each number.

If you gualify for a discount, 3 lower price will be shown on the next page.

In which country would you like your numbers?

.United States E[

I Online Mumbers are provided 'as is', and their ongoing availability to you is subject to applicable
local residency rules and regulatory practices. Skype reserves the right to change theirterms of use
accordingly, including by introducing a residency requirement where necessary.
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The Buy Online Number s page is displayed. Under Please choose your Online Numbers type
the number of required Online Numbers which are used as DIDs in conjunction with the SIP
Profile. Select a state or county from the Region Code drop-down list box. Select an ar ea code
from the Area code drop-down list box. Under Click an Online Number to select it: Select a
number. Scroll down and click Buy now (not shown).

Buy Online Numbers

You are buying for 1 member. Chanogs

€5,25 ! month for each number.

You have selected =5 United States Chancs

Please choose your Online Numbers

Buy 1 Umoers.

400

Region code]| District of Cnlumbia_El

Area code | (202} | YWashington Zone 1 |E|

Click an Online Number to select it:

+12024703313 +12024703328 +12024703524
+12024706759 +12024706779 +12024706782
+12024706795 +1 2024706798
Show 10 different Cnline rers
GB; Reviewed: Solution & Interoperability Test Lab Application Notes
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The Profile settings page is displayed. Click Add a number or business account.

Jg Features Ln

Profile settings

ool R
"'--..5

avaya.com

Profile name avaya.com
Profile settings -

Calling channels 3 channels &
Authentication details

Outgoing calls £10,00 Auto-recharge dizabled
Reports

CallerID @ Setup CallerID
il S = Incoming calls Add 3 number or business account

Delete this profile
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Select the newly purchased Online Number from the Add a number drop-down list box then click

Allocate number.

avaya.com

Profile settings
Authentication details

Reports

GB; Reviewed:
SPOC 10/1/2010

Profile settings

Profile name

Calling channels

Qutgoing calls

Callerin @

Incoming calls

2o Pl
L1 L]
“‘-.5|P
—

avaya.com
3 channels @
£10,00 Auto-recharge disabled

rbusiness account
You can receiv '1com|n calls on your SIP Profile via Skype Online Mumbers and
via Skype b ts. When someone calls your Online Mumber or

contacts your b ess account on Skype the calls get forwarded to your SIP

Profile.
Add Online Number Add business account

Add a number

| +12024703313 [+]

Buy a new number
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6.6. Administer Caller ID
The Profile settings page is displayed. Click Set up Caller 1D.

Profile settings

\
avaya.com
Profile name avaya.com
Profile settings
Calling channels 3 channels &
Authentication details
Outgoing calls £10,00 Auto-recharge disabled
Reports
Ca”erlD(:‘}
A Incoming calls B +12024703313 v

Delete this profile
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Click Use and Online Number.

Profile settings

‘%-.5

avaya.com

Profile name avaya.com
Profile settings 2

Calling channels 3 channels @
Authentication details

Outgoing calls £€10,00 Auto-recharge disabled
Reports

Caller D @ Setup Caller D

m

to SIP Profile list

You can either use Online Mumbers assigned to this profile or landline numbers
for caller identification.

Incoming calls B +12024703313

Delete this profile
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Select an Online Number from the Show this number when calling phones: drop-down list box
than click Save Settings.

Profile settings

avaya.com
Profile name avaya.com
Profile settings
Calling channels 3 channels &
Authentication details
Cutgoing calls £10,00 Auto-recharge disabled
Reports
Caller ID & Set up Caller ID
7 i - Show this number when calling phones:
+12024703313. Online nL|mberE| or enter @ new numoer
Only the Online Mumbers that you can use for Caller [T are shown above.,
Cancel
Incoming calls BEE +12024703313
GB; Reviewed: Solution & Interoperability Test Lab Application Notes 58 of 89

SPOC 10/1/2010 ©2010 Avayalnc. All Rights Reserved. Skype-AuraR6



The following screenshot displays a sample Profile with both the Caller ID and the Incoming calls
(DID) set to the same Online Number.

Profile settings

avaya.com

Profile name avaya.com
Profile settings

Calling channels 3 channels &
Authentication details

Outgoing calls £10,00 Auto-recharge disabled
Reports 5

Caller ID & Caller 1D is set to B5 +12024703313

Disable Caller ID
| e st E ers
Incoming calls EE +12024703313 w
Delete this profile
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6.7. Create a Business User

A Business User with a unigue Skype Name needs to be created and associated with the extension
of the enterprise user (3001) for click-to-call functionality to work from the Skype P2P Network.
Click Member s on the toolbar.

@W managerm Avaya - Account details - tony.skype11 - Signout - Help - Chat support
€332,09

Profile settings

avaya.com

Profile name avaya.com
Profile settings -

Calling channels 3 channels &
Authentication details

‘Outgoing calls £8,09 Auto-recharge disabled
Reports

Caller 1D @ Caller 1D is set to B5 +12024703313
« Back to 3IP Profile list

Incoming calls B 12024703313

The All Members pageisdisplayed. Click Add members.

W managerm Avaya - Accountdetails - tony.skype11 - Signout - Help - Chat support
€332,09

Members overview All members e
o/
Altmembers {14 Allocated features Allocation report
Ungrouped (5)
BRSIL (2)
Dublin SIL (7)

N v Filter this list
Create a group

[ name » Skype NHame Group
ER Avaya.SILWestminster2 : : .
S i [l Avaya.SIL Westmins avaya.silwestminster2 Selecta group
GB; Reviewed: Solution & Interoperability Test Lab Application Notes 60 of 89

SPOC 10/1/2010 ©2010 AvayaInc. All Rights Reserved. Skype-AuraR6



The Add members page is displayed. Click Create business accounts.

@m manage!‘" Avaya - Accountdetails - tony.skypel1 -« Signout - Help - Chat support

€332,09

Members overview ~
There are two ways to add your colleagues to your Skype Manager

Add members

Create business accounts Create bUSinESS |nVitE them With thEiI’
Invite personal members by accounts for them personal accounts
email

Invite personal members by
Skype Name

+
] Invit —J
anage Invites 0

[croec businessaccom | or by Skype Name

The Create business accounts page is displayed. Enter an email address in the text field as Skype
Manager sends an automated email once the new Business account is created. Click Next.

€332,09

Members overview v

Create business accounts

Add members
o Enter email addresses/lmport CSV

Create business accounts

Invite personal members by

email .
Enter email addresses bob@avaya.com
Invite personal members by

Skype Name

P

Manage Invites
Flease enter one or more email addresses of people you want
to invite to join your Skype Manager.

or, import a CSV file with member Mafile chosen

data
The C3V file needs to contain columns for: First name, Last
name and Email address. Optionally you can also add column
for Password. Leam how to generate the CSV file.
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The Create business accounts page is displayed. Under Enter details fill in the following fields:

Skype Name:

Passwor d:
Repeat Password:

Type a unique name. Skype Client users will

click on this Skype

Name to initiate a call to the enterprise user with extension 3001.

Type a password.
Repeat the password.

Default values can be used for the remaining fields. Click Save and Close.

Members overview

Add members

Create business accounts

Invite personal members by
email

Invite personal members by
Skype Name

Manage Invites

GB; Reviewed:
SPOC 10/1/2010

Create business accounts

o Enter details

0 There is some required information missing. Please fillin the fields marked with red.

We found 1 valid email addresses in your input

$¢‘ We've done a little magic to suggest some Skype Names based on the information you entered. Just click on a

suggested name to edit it. If everything is fine, click ‘Create accounts”.

Email address* Skype Name*

thob@avaya.com ) | bob. avaya.com 2
First name hah
Last name smith
| ) Password ~ seseeeens ) |
|Repeat password | sesssess \“"'l

Remove this a
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The Create business accounts— Enter details pageisdisplayed. Click Create accounts.

rL '! 2 2 «al Duy JKype wieai ~, SEdiLl e

HELErVE R v Create business accounts

Add members -
e Enter details :

Create business accounts

Invite personal members by
email

Invite personal members by @ Thereis some required information missing. Please fill in the fields marked with red.
Skype Name

Manage Invites We found 1 valid email addresses in your input

A P We've done a little magic to suggest some Skype Mames based on the information you entered. Just click on a
9 suggested name to edit it. If everything is fine, click ‘Create accounts”.

Email address*® Skype Name*
bob@avaya.com ) bob.avaya.com @

Add another account

Add members to a group after their account is created Ungrouped |Z| or create a group
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6.8. Add Business User to SIP Profile
The Create business accounts - Summary pageisdisplayed. Click Dashboard.

@ ‘ Members @

Members overview

Add members

Create business accounts

Invite personal members by
email

Invite personal members by
Skype Name

Manage Invites

Create business accounts
o Summary
The following 1 accounts were created
An email was sent out to the email addresses below inviting the account holders to set up their passwords.

[ Hame Skype Name Email

bab smith bob.avaya.com bob@avaya. com

Add to Skype contact list

The Dashboard screen is displayed. Scroll down and click Skypefor SIP.

200

€332,09 Q searcnwemoers

Upcoming allocations

@

(next 30 days)

é’ Your features u Your Members

=

=

B8O O@®D

GB; Reviewed:
SPOC 10/1/2010

. Your Skype Manager has 15 members
6 members have Skype Credit

Add Members

Set up Subscriptions for your members
Since you last signed in

5 misrmbers fizve Online Numbers Mo changes since you last logged in

Still outstanding
Set up Call forwarding for your members e
0 outstanding invites

1 member has Voicemail

4 profiles set up for Skype for SIP
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The Skypefor SIP pageisdisplayed. Click View profile.

;- . Credit allocations Skype for SIP

6 members

Connect your existing SIP-enabled PBX to Skype with Skype for SIP. Learn mare
(“:} Subscriptions

0 members

a Voicemail
1 member Your SIP Profiles

a Online Numbers
5 members

Call forwarding

0 members
avaya.comjvis
Skype for SIP Yy
8
4 profiles :
Channels W 3 channels
Outgoing calls o7 €9,99 available

Auto-recharge disabled

Incoming calls 2 Online Numbers

The Profile settings page is displayed. Click Add a number or business account.

Profile settings

avaya.com

Profile name avaya.com
Profile settings

Calling channels 3 channels &
Authentication details

Outgoing calls £9,99 Auto-recharge disabled
Reports

Caller ID & Caller 1D is setto B= +12024703313
« Backto SIP Profile list

Incoming calls EE +12024703313

EE +12024700183

Add a number or business account
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The Add Online Number tab isdisplayed. Click Add business account.

avaya.com
Profile name avaya.com
Profile settings -
Calling channels 3 channels &
Authentication details
Outgoing calls £0,89 Auto-recharge disabled
Reports
Caller ID& Caller ID is setto B= +12024703313
« Back to SIP Profile list . _
Incoming calls B +12024703313
B +12024700183
Add a number or business account
You can receive incoming calls on your SIP Profile via Sk inline Mumbers and
via Skype business accounts. When someone calls your Online Number or
contacts your business account on Skype the calls get forwarded to your SIP
Profile.
Add Online Number Add business account
Add a number
Select a number |Z|
Allocate number  Buy a new number
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Under the Add business account tab fill in the following fields:

Add an existing business account: Type a unique name. Skype Client users will click on
the Skype Name to initiate a call to the enterprise user
with extension 3001.

Extension number: Type an extension.

Click Confirm.
Add a number or business account
You can receive incoming calls on your SIP Profile via Skype Online Mumbers and
via Skype business accounts. When someone calls your Online Number or
contacts your business account on Skype the calls get forwarded to your SIP
Profile.
Add Online Humber Add business account

Add an existing business account

hob. avaya. com Create a new account

Extension number (optional) @
|3IZID1

@) Important: If a Skype account is attached to a SIP Profile it cannot be
usedto sign into Skype on your computer ar any other device.
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The Profile settings page is displayed. Verify that the newly created Skype Name is displayed
under the Incoming calls section.

Profile settings

avaya.com
Profile name avaya.com
Profile settings
Calling channels 3 channels &
Authentication details
Outgoing calls £0,09 Auto-recharge disabled
Reports
Caller D © Caller 1D is set to = +12024703313
« Back to SIP Profile list =
Incoming calls EE +12024703313
EE +12024700183
s | bob. avaya.com
Extension number {optional) &
3001 ‘Save Settings
View account details
Remaove account
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7. Configure Avaya Aura'" Session Border Controller
This section provides the procedures for configuring Avaya Aura™ Session Border Controller and
includes the following items:

Log in to Avaya Aura™ Session Border Controller using the GUI

Administer SIP Domains

Administer Outbound SIP Header Manipulation Rules

Administer Inbound SIP Header Manipulation Rules

Administer SIP Header Rules for Topology Hiding

Save the Configuration

These Application Notes assume that the Avaya Aura™ Session Border Controller was installed
with the AT&T Template.

7.1. Log in to Avaya Aura'" Session Border Controller using the GUI
Configuration is accomplished by accessing the browser-based GUI of Avaya Aura™ Session
Border Controller, usng the URL “https://<ip-address>", where “<ip-address>" isthe | P address
of the inside interface of the Avaya Aura™ Session Border Controller. Log in with the appropriate
credentials.

€ C M T h#ps//193.120.221.236/access/login > O- £~
o NMNOS-E A AASBC cdom D SMGR60 A CMFSs 3 Other bookmarks

Acme Packet Net-Net OS-E
To access the NNOS-E management interface, you must first log in. Please provide your user name and password.

Username:

Password:

Login |
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7.2. Administer SIP Domains

The Avaya Aura’™ Session Border Controller performs topology hiding by translating the private
domain avaya.comto the public domain sip.skype.com for outbound calls and vice-versafor
inbound calls. The following steps assign the domain names to the corresponding SIP Entities.

The Home page is displayed. Select the Configuration tab on the toolbar.

acmeﬂ@!cket

Logout admin Home

2 Hel
(c) 2005-2010 Acme Get summary for: ﬂ Refresh | Help
Packet, Inc. All rights
reserved box-identifier 013e-d911-d96b-767d
[www_acmepacket.com]
IPAddress LocalBox (193.120.221.209)
State Connected B2
build-version 360
build-number 46303M-dev
== 203209 on 2010-06-14
timezone GMT
uptime 0 days 00:19:41
location-bindings 0
registration-info total-nonlocal-registrations 0
total-terminated 0
total-declined 0
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The Configuration L oaded pageis displayed. Expand vsp -> enterprise-> serversand click on
sip-gateway PBX.

Configuration: all Configuration Loaded

Configuration | Setup View The configuration has been successfully loaded.

g cluster

box:aasbc

= vsp

HEHHEH

|

default-session-config
pre-session-config
session-config-pool
dial-plan
registration-plan
enterprise

= SEemners

= sip-gateway PBX

vsplsession-config-pc
senver-pool
sip-gateway Telco
dns-group group
accounting
dns
settings
senices-routing
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The Configur e vsp\enter prise\server s\sip-gateway PBX page is displayed. Type avaya.com in
the domain field then click Set.

Configuration: all

Configure vsplenterprise\servers\sip-gateway PBX  Show advanced |

Configuration | Setup Wiew | Set || Reset| Back| Copy| Delete |

= clustsr -aash Manage connections, Log instant messages, Record media, Record files,

O aashe Set up accounting, Change "from:" URI, Change "to:" URI
= vep

default-session-config

pre-session-config

session-config-pool * name PBX

dial-plan

registration-plan admin enabled [»] (Resource is active)
= enterprise
= seners domain
B sip-gateway PBX avaya.com
vsplsession-config-pc ) .
= server-pool failover-detection ping [»] (Use OPTIONS to detect failures)
server PBEX1
sip-gateway Telco
dns-group groupi m
accounting [Hserver-pool
dns Delete
settings
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Select sip-gateway Telco on the left pane. The Configur e vsp\enter prise\ser ver s\sip-gateway
Telco page isdisplayed. Type sip.skype.comin the domain field then click Set.

wr

Configuration: all Configure vsplenterprise\servers\sip-gateway Telco  Show advanced |
Configuration | Setup View | Set || Reset| Back| Copy| Delete |
= clustsr — Manage connections, Log instant messages, Record media, Record files,
ox-aashc Set up accounting, Change "from:” URI, Change "to:" URI
g vsp
default-session-config
pre-session-config
session-config-pool * name Telco
dial-plan
registration-plan admin enabled [»] (Resource is active)
= enterpnse
=l seners domain :
= sip-gateway PBX sip-skype.com
vsplsession-config-pc . .
server-pool failover-detection registerE (Use REGISTER to detect failures)
= |sip-gateway Telco
vsplsession-config-pe
senver-pool m
dns-group group’ [Hserver-pool
accounting [Delete]
dns
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7.3. Administer Outbound SIP Header Manipulation Rules

The following steps trandlate the SIP domain names created in Section 7.2 in the To, From,
Request-URI and PAI headers and assign the Skype ID to the user part of the From header asit is
required for outbound calls to work. The Configuration page is displayed. Expand vsp = session-
config-pool = entry ToTelco = to-uri-specification on the left pane.

o -
Configuration
ame@ﬁmket

Status Summary Logout admin Bily Configuration
Configuration: all Configuration Loaded
Configuration | Setup View The configuration has been successfully loaded.
= cluster
box:aasbc
El vsp

default-session-config
pre-session-config
= session-config-pool
= entry ToTelco
to-uri-specification
from-uri-specification
request-uri-specification
p-asserted-identity-uri-spe
entry ToPBX
entry Discard
dial-plan
registration-plan
enterprise
accounting
dns
settings
senices-routing

Under host select next-hop-domain from the drop-down list box then click Set.

& .
Configuration
acmeﬁfacket

Status Summary  Logout admin Billice Configuration gejciilpge: Dgs || | ACTIONS ™| SeTvICes | Reys | ACCess | |
Configuration: all Configure vspisession-config-poolientry ToTelcolto-uri-specification Help Index
Configuration | Setup View | Set Reset Back Delete
= cluster
box-aashc
= vsp . user enter [to-uri or select from | to-uri |Z| (Met-Net OS-E uses the
default-session-config
pre-session-canfig value from the incoming TO URL.)
= session-config-pool
= entry ToTelco host enter \next-hop-domain or select from| | next-hop-domain |Z| (Net-Met OS-E uses the
to-uri-specification domain of the next-hop server.)
from-uri-specification
:_gzizﬁ;;:&?ﬂi:?;it:ﬁgpe port enter |to-uri or select from | to-uri |Z| (Met-Met O5-E uses the value
entry ToPBX from the incoming TO URL)
entry Discard
dial-plan display enter |to-uri or select from | to-uri [=] (Net-Net OS-E uses the value
reg\stra_tlon-plan from the incoming TO URL.)
enterprise
‘i
aceaunting transport to-uri |Z| (Met-Net OS-E uses the value from the incoming TO URI.)
dns !
settings -
services-routing user-param omit []
user-runcate- disabled |Z| (Resource is inactive)
non-digits
uri-parameter Add uri-parameter
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Select from-uri-specification from the left pane. The Configur e vsp\session-config-pool\entry
ToTelco\from-uri-specification page is displayed. Type the Skype Manager assigned SIP User
from Section 6.3 in the user field. Under host select next-hop-domain from the drop-down list
box then click Set.

Status Summary Logout admin CHome T e LG ITELLD I Status | Call Cogs ™| Ev 7| ] | Sery | Reys | S -
Configuration: all Configure vspl\session-config-poollentry ToTelco\from-uri-specification Help
Index
Configuration | Setup View
o cluster Set Reset Back Delete
box-aasbc
B vsp
default- ion-confi
H: aul-session-comy user enter [ 99051000109702 or select from | 99051000109702 [ ]
session-config-pool h
dial-plan ost enter | next-hop-domain or select from
= enterprise (Met-Met OS-E uses the domain of the next-hop server.)
£ servers
sip-gateway PBX port enter |from-uri or select from [from-uri  [=] (MNet-Net
B sip-gateway TE|CD OS-E uses the value from the incoming FROM URL.)
= vsp\session-config-poolientry TaoTelco
display enter |from-uri or select from | fromeuri |Z| (Met-Met
request-un-specification OS-E uses the value from the incoming FROM URL.)
p-asserted-identity-uri-specification
senver-pool user-agent-aware- disabled |Z| (Resource is inactive)
dns display-translation
settings
transport UDP [=] (Net-Net OS-E sets the transport method to UDP)

Select request-uri-specification from the left pane. The Configur e vsp\session-config-pool\entry
ToTelco\request-uri-specification page is displayed. Under host select next-hop-domain from
the drop-down list box then click Set.

Configuration: all Configure vspl\session-config-poollentry ToTelcol\request-uri-specificationjiila(=]¢glils[=)'¢

Configuration | Setup View Set Reset Back Delete
= cluster
box:aasbc
= vsp user _uri -uri (Met-N -
default-session-config enter [request-uri or select from | request-uri |Z| (Net-Net OS5
pre-session-config E uses the value from the incoming REQUEST URI.)
= session-config-pool
= entry ToTelco host enter |next-hop-domain or select from next-hop—domainE (Met-Met OS-E
to-uri-specification uses the domain of the next-hop server.)
from-uri-specification
:—g::;t't:-fzenct:P;-itrlfgpeciﬁcation port enter |request-uri or select from | request-uri |Z| (Met-Met OS5-E uses
entry ToPBX the value from the incoming REQUEST URL.)
entry Discard
dial-plan transport request-uri |Z| (Net-Net OS-E uses the value from the incoming REQUEST URI)
registration-plan
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Select p-asserted-identity-uri-specification fromthe left pane. The Configur e vsp\session-
config-pool\entry ToTelco\ p-asser ted-identity-uri-specification page is displayed. Under host
select next-hop-domain from the drop-down list box then click Set.

Configuration: all

Configuration |  Setup View

= cluster
box-aasbc
Bl vsp
default-session-config
pre-session-config
= session-config-pool
= entry ToTelco
to-uri-specification
from-uri-specification
request-uri-specification
| p-asserted-identity-uri-specification |
entry ToPBX

[ T

GB; Reviewed:
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Configure vsp\session-config-poollentry ToTelco\:S-EE =yl Bl By i B e e i1 s
Help Index

Reset

Back Delete

user enter | same-uri or select from | same-uri |Z| (Met-Met OS-E
uses the value from the uri being altered)

host enter |next-hop-domain or select from | next-hop-domain |Z| (Met-MNet OS-E
uses the domain of the next-hop server.)

port enter | same-uri or select from | same-uri |Z| (Met-Met OS-E uses the
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7.4. Administer Inbound SIP Header Manipulation Rules

The following steps trandlate the SIP domain names created in Section 7.2 in the To, From,
Request-URI and PAI headers from sip.skype.com to avaya.com. Expand vsp - session-config-
pool = entry ToPBX - to-uri-specification on the left pane. The Configur e vsp\session-
config-pool\entry ToPBX\to-uri-specification page is displayed. Under host select next-hop-
domain from the drop-down list box.

Configuration: all

Configuration | Setup View

= cluster
box:aasbc
B vsp
default-session-config
pre-session-config
= session-config-pool
entry ToTelco

= entry ToPBX
to-uri-specification
am-uri-specmcation

request-uri-specification
p-asserted-identity-uri-specification

Configure vsp\session-config-poolientry ToPBX\to-uri-specification Help _Index

Reset Back Delete

user enter [to-uri or select from | to-uri |Z| (Met-Met OS-E
uses the value from the incoming TO URL)

host enter |next-hop-domain or select from|| next-hop-domain [ = || (Net-Net OS-E
uses the domain of the next-hop server.)

port enter |to-uri or select from | to-uri |Z| (Met-Met OS-E uses the

value from the incoming TO URL.)

Select from-uri-specification from the left pane. The Configur e vsp\session-config-pool\entry
ToPBX\from-uri-specification page is displayed. Under host select next-hop-domain from the
drop-down list box then click Set.

Configuration: all

Configuration | Setup View

= cluster
box:aasbc
B vsp
default-session-config
pre-session-config
= session-config-pool
entry ToTelco
= entry ToPBX

to-uri-specification
from-uri-specification

Configure vsp\session-config-poolientry ToPBX\from-uri-specification Help Index

Set Reset Back Delete

user enter |request-uri or select from | request-uri [=] (Net-Net

OS-E uses the value from the incoming REQUEST URI.)

host enter |next-hop-domain or select from || next-hop-domain [+ (MNet-Nat

OS-E uses the domain of the next-hop server.)

- : | port enter |from-uri or select from | from-uri |Z| (Met-MNet OS-E
request-uri-specification
p-asserted-identity-uri-specification uses the value from the incoming FROM URI)
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Select request-uri-specification from the left pane. The Configur e vsp\session-config-pool\entry

ToPBX\request-uri-specification page is displayed. Under host select next-hop-domain from
the drop-down list box then click Set.

acmcﬁﬁ?cket

Status Summary Logout admin

Configuration: all

Configuration | Setup View

= cluster
box:aasbc
= vsp
default-session-config
pre-session-config
= session-config-pool
entry ToTelco
= entry ToPBX
to-uri-specification
from-uri-specification

request-uri-specification

p-asserted-dentity-ur-specification

Configuration

Bl Configuration |gelc)iiCage: Dgs | | pgs | Actio ces | "Reys |"Acce |

Configure vspl\session-config-poolientry ToPBX\request-uri-specification Help Index

Set Reset Back Delete

user enter |request-uri or select from | request-uri [=] (Net-Net OS-
E uses the value from the incoming REQUEST URI.)

host enter |next-hop-domain or select from | next-hop-domain |Z| (Net-Met OS-E
uses the domain of the next-hop server.)

port enter [request-uri or select from | request-uri |Z| (Net-Met OS-E uses
the value from the incoming REQUEST URL.)

Select p-asserted-identity-uri-specification fromthe left pane. The Configur e vsp\session-
config-pool\entry ToPBX\p-asser ted-identity-uri-specification pageis displayed. Under host
select next-hop-domain from the drop-down list box then click Set.

Configuration: all

Configuration | Setup View |

= cluster
box aasbc
B vsp
default-session-config
pre-session-config
= session-config-pool
entry ToTelco
= entry ToPBX
to-uri-specification
from-uri-specification
request-uri-specification
|p—asserted—identity—uri—spa

entry Discard

GB; Reviewed:
SPOC 10/1/2010

Solution & Interoperability Test Lab Application Notes

Configure vsp\session-config-poolientry ToPBX\p-asserted-identity-uri-specification Help
Index

Reset

Back Delete

user enter |request-uri or select from | request-uri [=] (Net-Net OS-E uses the
value from the incoming REQUEST URI.)

host enter |next-hop-domain or select from|| next-hop-domain |Z| (Met-Met OS-E uses the
domain of the next-hop server.)

port enter | same-uri or select from | same-uri |Z| (Met-MNet OS-E uses the value

from the incoming uri being alterad.)
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7.5. Administer SIP Header Rules for Topology Hiding

In the outgoing INVITE message to Skype Connect the Avaya Aura™ Session Manager inserts the
P-Site proprietary with the private | P address of Avaya Aura™ System Manager thereby exposing
the private | P addressing scheme to the public Internet. This section describes a SIP header
manipulation rule which strips the P-Site header from the outgoing INVITE. Expand vsp - pre-
session-config = sip-header-settings. The Configur e vsp\pre-session-config\sip-header-
settings page is displayed. Click Add rule.

Configuration: all Configure vsplpre-session-config\sip-header-settings
Configuration | Setup View | Set Reset Back Delete
= cluster
box-aasbc
E vsp admin blad =] i tive)
default-session-config enable |Z| (Resource is active)
= pre-session-config rule Add rule
sip-header-settings ' :

Session-conng-pool
dial-plan Set Reset Back

registration-plan
enterprise Help _Index
accounting

Type adescriptive name for the rule and click Create.

Configuration: all Create vsplpre-session-config\sip-header-settingsirule - Step 1 of 1: Edit rule
Setup Please provide some basic information for rule. Then press "Create”.
= cluster

box-aasbc * name P-Site|
B vsp

default-session-config -

g pre-session-config Reset Cancel

sip-header-settings
m caccinnornnfinonnnl
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The Configur e vsp\pre-session-config\sip-header-settings\rule P-Site page is displayed. Click

Configure.

Configuration: all

| Cnnﬁguratiun| Setup

View | Set

Reset

= cluster
box:aasbc
B vsp

default-session-config

o pre-session-config

g sip-header-settings
rule P-Site

session-config-pool
dial-plan
registration-plan
enterprise
accounting
dns
settings
senvices-routing

* name
description
condition

action

Set Reset

P-Site

I

Configure

Configure vsp\pre-session-config\sip-header-settingsirule P-Site

Copy Delete

Copy

The Create vsp\pre-session-config\si p-header-settings\r ule P-Site\condition page is displayed.
Under condition-type select match-header. Under name type P-Site then click Create.

Configuration: all

Configuration | Setup View

= cluster
box:aasbc

B vsp
default-session-config
= pre-session-config

= sip-header-settings
rule P-Site

session-config-pool
dial-plan

GB; Reviewed:
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Help _Index

* condition-type match-header

[=]

Create vsp\pre-session-configisip-header-settingsirule P-Site\condition - Step 1 of 1: Edit condition

Please provide some basic information for condition. Then press "Create”.

Sets the name of the header to match on)

* name |enter P-Site

IJrseIectfrom <Not configured: |Z|

Solution & Interoperability Test Lab Application Notes
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The Configur e vsp\pre-session-config\sip-header-settings\rule P-Site page is displayed. Click
Configure.

Configuration: all Configure vsp\pre-session-config\sip-header-settings\rule P-Site Help Index
Configuration |  Setup View | Set Reset Back Copy Delete
= cluster

box:aasbc

= " name P-Site
default-session-config
= pre-session-config

i ) description
= sip-header-settings
rule P-Site diti
- condition
session-config-pool . o )
dial-plan condition-type match-header |Z| (Sets the name of the header to match on)
registration-plan .
enterprise LEILE enter | P-Site or select from | P-Site |Z|
accounting
dns action Configure
settings

senices-routing

Set Reset Back Copy

The Create vsp\pre-session-config\sip-header-settings\rule P-Site\action page is displayed.
Under action-type select strip-header then click Create.

Configuration: all Create vsp\pre-session-config\sip-header-settingsirule P-Sitelaction -
Index
Configuration | Setup View
Please provide some basic information for action. Then press "Create”.
= cluster
box aasbc
Bl vsp * action-type | strip-header [~ kThe Met-MNet OS-E removes the SIP head

default-session-config
= pre-session-config

= sip-header-settings Reset Cancel

rule P-Site
session-config-pool

dial-plan
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The Configur e vsp\pre-session-config\sip-header-settings\rule P-Site page is displayed. Click

Set.

Configuration: all

Configuration | Setup View | Set Reset
g cluster
box:aasbc
B vsp * name

default-session-config
= pre-session-config
= sip-header-settings

rule P-Site

session-config-pool

dial-plan

registration-plan

enterprise

accounting

dns

settings

senices-routing

[

H ®HH

GB; Reviewed:
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condition

action

Reset
Help _Index
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Configure vsp\pre-session-config\sip-header-settings\rule P-Site Help Index

El (Sets the name of the header tc

or select from | P-Site

E (The MNet-Net OS-E remaves the SIP header
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7.6. Save the Configuration
Click Configuration on the left pane then select Update and save configur ation.

Configuration: all

Configuration l
Update and save configuration
rRetradcomgoratiom |

Validate configuration
Analyze configuration

Search configuration

Save as XML

Load from XML

session-config-pool
dial-plan
registration-plan
enterprise
accounting
dns
settings
senvices-routing

|Z| (Sets the name of the header to match on)

P-Site

[=]

|Z| (The Met-Met OS-E removes the SIP header from the packet)

Help Index
Set Reset | Back | Copy | Delete |
" name P-Site
description
condition
* condition-type match-header
* name enter |P-Site or select from
action
* action-type strip-header
Set Reset | Back | Copy |
Help Index

Once the configuration is written to disk the Configuration Updated and Saved messageis

displayed.

Configuration: all Configuration Updated and Saved
Configuration | Setup View | The running configuration has been updated and saved.
&=l cluster Configure vsp\pre-session-config\sip-header-settings\rule P-Site Help
box:aasbc
B vsp Set Resetl Back | Copy | Delete |
default-session-config
= pre-session-config
= sip-header-settings
rule P-Site " name P-Site
session-config-pool
dial-plan description
registration-plan
enterprise condition
accounting * condition-type match-header
dns
settings x
Ser\dcgs—routing LU enter |P-Site or select from | P-Site
action
* action-type strip-header
Set Reset | Back | Copy |
Help Index
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|Z| (The Net-Net OS-E removes the SIP header from the packet)
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8. General Test Approach and Test Results
The test environment consisted of:

A simulated enterprise with Avaya Aura™ System Manager, Avaya Aura™ Session
Manager, Avaya Aura™ Communication Manager, Avaya phones, Avaya Aura™ Session
Border Controller, and Avaya Modular Messaging.

A production version of the Skype Connect service, to which the simulated enterprise was
connected.

The main test objectives were to verify the following features and functionality:

Inbound and outbound PSTN and Skype P2P service calls from the smulated enterprise
site via Skype Connect.

Basic supplementary telephony features such as hold, resume, transfer, and conference.
G.729 and G.711 codecs.
DTMF tone transmission using RFC 2833.

Inbound Skype Connect service cals that are directly routed to stations, and unanswered,
can be covered to Avaya Modular Messaging.
Long duration calls.

9. Verification Steps

The Av
Cdl Lo

aya Aura™ Session Border Controller stores the SIP signaling traces of each test call in the
g database. Log in to the Avaya Aura™ Session Border Controller through the GUI and

click on Call Logs.

acme@fa‘cket

Logout admin Home

(c) 2005.2010 Acme Get summary for: [Box 1 [+] Refresh

Packet. Inc. All rights

reserved box-identifier 013e-d911-d96b-767d

[www.acmepacket.com]

IPAddress LocalBox (193.120.221.236)

State Connected EJ
build-version 36.0

build-number 46303M-dev
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The Sessions page is displayed. Calls can befiltered by Call ID and called/calling number. Click
on Detail once a particular call is selected to display the SIP message trace (not shown).

&
Call Logs
acme /¢ packet
Status Summary Logout admin i ik —_— 3 Calllogs g K - > i || -
Select: H
SeSSIOI'IS seconds Refresh
+ Sessions
User Sessi
: D;;LE:SSIDHS Search Type: | All Sessions ﬂ
« SIP Messages
* H323 Messages View All Sessions
« Accounting Calls Search
« Monitored URIs
« NMonitored Calls
. Files Page of 1 showing [30]=] items View: [User Messages [ 7]
* Database Archives Created |Method Result From To Call ID {
Sessions -W Session Diagram Disconnect Events
8036baec1f81df141504c0f5cd00
12:39:58.780
Mon 2010- INVITE sipr+12024702967@avaya.com sip:0035312075630@avaya.com CXC-208-5c4efc30-ecdd78c1- 0x04
06-14 13c4-4c16231e-66b3cBel-

4ebecdce
Page of 1 showing items

Taken Jun 14, 2010 12:40:45 PK

9.1. Troubleshooting Tools

The Communication Manager list trace station, list trace tac, and status trunk-group commands
are helpful diagnostic toolsto verify correct operation and to troubleshoot problems.

The logging and reporting functions within the Avaya Aura™ Session Border Controller Avaya
Aura™ System Manager Common Console may be used to examine the details of SIP calls. In
addition, if port monitoring is available, a SIP protocol analyzer such as Wireshark (a.k.a.

Ethereal) can be used to capture SIP traces at the various interfaces. SIP traces can be instrumental
in understanding SIP protocol issues resulting from configuration problems.

10. Conclusion

Asillustrated in these Application Notes, Avaya Aura™ Session Manager R6, Avaya Aura™
Communication Manager R6, Avaya Aura™ Session Border Controller R6 and Avaya Modular
Messaging R5.2 can be configured to interoperate successfully with the Skype Connect service.
This solution provides users of Avaya Aura™ Communication Manager R6 the ability to support
inbound and outbound calls and basic supplementary features over a public SIP trunk to Skype
Connect. These Application Notes further demonstrated that the Avaya Aura™ Session Border
Controller could be utilized to remove P-Site header information on egress SIP messages to the
Skype Connect service as well as provide required domain name conversion for inbound and
outbound calls.

The reference configuration shown in these Application Notes is representative of abasic
enterprise customer configuration and is intended to provide configuration guidance to supplement
other Avaya product documentation.
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Appendix A

In Section 6.7 the provisioning of a Business User is discussed. The Business User is associated
with a unique Skype Name which can be dialed from the Skype Client application or can be used
in click-to-call applications. This section describes the steps for embedding a Skype Button in
HTML code to alow Internet usersto dial the Skype Name of a Business User.

Go to http://www.skype.com/intl/en-us/tell-a-friend/get-a-skype-button/ . The Get a Skype Button
page is displayed. Enter the Skype Name from Section 6.7 and select a Skype Button

Get a Skype button

Skype buttons can be used on your website, blog or even in
your email signature to let other people contact you easily.

You can choose from the simple options below, or customise the
colours, functions and styles using our Skype buttons wizard.

Enter your Skype Name

bob. avaya.com

Select a button from below
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Scroll down to the bottom of the page. Copying and pasting the HTML snippet from the text box
into an existing webpage will alow Internet usersto initiate a call to Business Users.

Preview your button Copy & paste this code
Show @ Web HTML © Email HTML
Save this html snippet to your
computer.
<l— -

Skype 'Skype Me™!' button
http://www.skype.com/go/ =
kypebuttcons

-

<gcript
type="text/javascript™
src="http://download.skyp
e.com/ share/skypebuttons/
ja/skypeCheck.iz"»</scrip

m

|
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarksidentified by ® and ™
are registered trademarks or trademarks, respectively, of Avayalnc. All other trademarks are the
property of their respective owners. The information provided in these Application Notesis
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at interoplabnotes@list.avaya.com
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