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Configuring Avaya one-X"® 1600 & 9600 Series IP
Telephones with Avaya Ethernet Routing Switch 5520-24T-
PWR for Power over Ethernet (PoE), Quality of Service
(QoS) and VLAN's — Issue 1.1

Abstract

These Application Notes describe the configuration of the Avaya one-X" 1600 & 9600 Series
IP Telephones with Avaya Ethernet Routing Switches 5520-24T-PWR for Power over
Ethernet (PoE) & Quality of Service (QoS). Following Avaya one-X" Series IP Telephones
were included in the testing: 1608, 1616, 9620, 9630, 9608, 9611G, 9621G. 9641G, 9640G.
The configuration described here also applies to other 1600 & 9600 Series IP Telephones.
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1. Introduction

Quality of Service allows for the prioritization of voice traffic over data traffic, by tagging voice
packets with priority tags that allow switches to differentiate the traffic and deliver it in a more
expeditious manner. Two common methods are Diffserv (Layer 3) and 802.1p (Layer 2). 802.1p
is particularly useful when there are a limited number of Ethernet ports thus requiring that PC’s
be connected to the data port on the Avaya IP telephones which are in turn connected to the
Ethernet switch. In this way, the data switch can differentiate the traffic of two and potentially
assign different priorities to each, with the Voice traffic typically receiving higher priority than
the PC’s data traffic. In order to make use of 802.1p in this manner, Voice and Data traffic must
be assigned to separate VLAN’s using 802.1q VLAN tagging. Avaya IP Telephones and Avaya
Ethernet Routing Switches (ERS) support these protocols, and a sample configuration is covered
in these Application Notes.

Power over Ethernet (PoE) allows both power and data to be simultaneously carried over
standard Ethernet cables. PoE-enabled Ethernet switches can supply power directly to Ethernet
devices, thereby simplifying installation and removing the need for separate power supplies for
those devices. The IEEE 802.3af standard defines the mechanisms for Power Sourcing
Equipment (PSE), such as PoE-enabled Ethernet switches, to detect, classify, and supply power
to Powered Devices (PDs), such as PoE-enabled IP telephones. Avaya ERS5520-24T-PWR
switch provides 24 PoE capable ports.

Important note: The intent of these Application Notes is to validate a particular method for
configuring heritage Avaya IP Telephones with an IP address, VLAN/VLAN tag and QoS
parameters using DHCP and HTTP in conjunction with the ERS2500 series data switches. It
also validates the fact that these data switches are able to provide the appropriate PoE to the IP
Telephones as well as route packets from the phones marked with the aforementioned QoS
values into the WAN. Configuring QoS on an Enterprise scale is beyond the scope of this
document.

The following Avaya powered devices were covered:
e Avaya one-X" Deskphone Value Edition 1608 IP Telephone (H.323)
e Avaya one-X" Deskphone Value Edition 1616 IP Telephone (H.323)

Avaya one-X" Deskphone Edition 9608G IP Telephone (SIP)

Avaya one-X" Deskphone Edition 9611G IP Telephone (SIP)

Avaya one-X" Deskphone Edition 9621G IP Telephone (SIP)

Avaya one-X" Deskphone Edition 9641G IP Telephone (SIP)

Avaya one-X" Deskphone Edition 9620C IP Telephone (SIP)

Avaya one-X" Deskphone Edition 9630G IP Telephone (SIP)

Avaya one-X" Deskphone Edition 9640G IP Telephone (SIP)

Avaya one-X" Deskphone Edition 9650C IP Telephone (SIP)

Figure 1 shows Network topology used in the test environment.
Specific settings are as follows:
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e VLAN 55 (Voice): 10.80.55.x/24 Default Gateway: 10.80.55.1
e VLANSG6 (Data): 10.80.56.x/24 Default Gateway: 10.80.56.1
e VLANI156 (Mgmt): 10.80.156.x/24 Default Gateway: 10.80.156.1
e Windows 2003 HTTP/DHCP server: 10.80.111.30
e QoS:
o VoIP (RTP): 802.1P=6 DSCP=46 (Expedited Forwarding)
o Signaling: 802.1P= 6 DSCP=34 (Assured Forwarding)
o Data traffic:  802.1p=0, DSCP=0 (Best Effort)
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2. Equipment and Software Validated

The following equipment and software were used for the configuration provided:

Equipment Version
Avaya S8800 Server running Avaya Aura™
Communication Manager Evolution Server 6.0.1 (R016x.00.1.345.0) + SP3
with Avaya G450 Media Gateway
Avaya Aura™ Session Manager 6.1 SP3
Avaya Aura™ System Manager 6.1 SP3
Avaya one-X" Deskphone 9600-Series IP SIP 2.6.4
Telephones
Avaya one-X" Deskphone 96X 1-Series IP 6.0.0 SIP
Telephones (96x1 SALBR6 0r78 V4r52B.tar)
Avaya one-X" Deskphone Value Edition V1.300B (H.323)
1600-Series IP Telephones
Avaya ERS 5520-24T-PWR Switch FW:6.0.0.13 SW:v6.2.3.010
Windows 2003 HTTP & DHCP Server Windows 2003 SP3

3. Configuration of the Avaya one-X®1600 & 9600 Series
Endpoints

3.1. Configuration for PoE

There is no configuration requirement on the Avaya endpoints to use PoE. For details on
configuring Avaya Aura® Communication Manager Servers, Gateways, or Endpoints, consult the
Administrator Guide for Avaya Aura® Communication Manager available on
http://support.avaya.com.

3.2. Configuration for VLAN’s and QoS

Avaya IP Telephones can receive VLAN assignment and QoS tagging information in several
ways. These Application Notes cover a configuration where IP telephones (SIP and H.323)
receive their VLAN and QoS values from a Windows 2003 DHCP server using Option 242 in
the DHCP scope. In addition to this method, Avaya IP telephones can receive these settings
using parameters in the settings file and/or when they register to Communication Manager via
the ip-network-region form. See Section 10, references [6-8] for more information on this topic.

Out of the box, an Avaya 1600 & 9600 Series IP telephone are set to use DHCP to receive the
necessary [P address information in order to connect to the network. Once connected to the
network the phones can use HTTP/HTTPS to receive additional settings for connecting to a Call
Server or registering with a SIP server. These Application Notes were written using DHCP and
HTTP to provide the phone with all necessary settings thus requiring no manual administration
on the phone itself. See Section 10, references [6-8] for more information on phone
administration and settings options.
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4. Configuring the DHCP and HTTP Server

In the test environment a Windows 2003 server was used as both a DHCP and HTTP server.
Avaya places no restrictions on the platform used for these purposes, other than the fact they
support similar options as what will be described in the next two sections.

4.1. Configuring DHCP

By default, Avaya 1600 & 9600 Series IP telephones are configured to use DHCP to receive
their IP address information. In addition, these phones use DHCP Option 242 to receive
additional parameters such as their HTTP server, VLAN and QoS settings. To configure these
settings on a Windows 2003 Server, take the following steps.

From the Windows START button select Control Panel> Administrative Tools>DHCP (not
shown). A window similar to the one shown below should appear. As shown below, the DHCP
Server service is running though all of the DHCP scopes are not.

E® pHep [
Fil=  Action  Wiew Help
> BE XEDR 2m D
winZk3-srvr.avaya.com [10.80.111.30]
@ Scape [10.80,55.0] Yoice, YLAMNGS %ntents of DHCZP Server : I Statu-s
E@ Srope [10.80.56.0] Data_YLANSS Scope [10.80,55,0] Yoice_YLANSS Inau:t!ve
@ Scope [10.80.57.0] 10_80_57_DataZ @Scope [10.80.56.0] Data_WLAMSE Inactive
@ Scope [ID.BD. 111 .D] 10_80_111 Subnet @ISCDDE [ID.SD.S?.D] 10_8!3_5?_Dat.32 Inactive
“{Fj Server Options (f®scope [10,80,111.0] 10_80_111 Subnet Inackive
CEServer Opkions
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4.1.1. Create Option 242

By default, Windows 2003 DHCP does not define an ‘Option 242’. To add this option, right-
click on the DHCP server name and select Set Predefined Options as shown below.

8 pHCp

File Action Yew Help

e | AAXFRR| @2E O

o .
=N

) Display Statistics. ..
@ Scape [10,80.55, isplay Statistics ents of DH

{13 Scape [10.80.56.  Mew Scope... Fope [10.8
#-(13) Seope [10.80.57, My Superscope.., Fope [10.8
@' Scope [10.80. 111 e multicast Scope... -ope [10.8
“{_F Server Options — rope [10.8

Backup... Erver Opkic

Reskare, ..

Reconcile All Scopes. ..

Define User Classes. ..

| Set Predefined Options. .. '

|F'.dd, remave ar change option Al Tasks > -

View 4

In the window that appears, select the Add button and create the 242 option as shown below.
Be sure to set the following values:

e Data Type: String

e Code: 242
Set the remaining fields to some descriptive value.

Ophor clas.s: IDl ICM Standard Cptions ﬂ
Ophor name: |242A\-ay:| IP Pheorncs ﬂ
sdi. | Ed. | Deleo |
o - I ==
sl hanga Option Name EHE
FWEle e Glabal
Shrine =
I_ Marne: Hi' 313 'hornzs
Data ppa: IString 'I ™| Array
Zode; 242
Jesciptor I.t'-‘n.va,Ja IF Fhonzs

| Ok I Canzel |

LLLS | I.anrel I

Select the OK button in both windows to complete the changes.
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4.1.2. Define Data VLAN DHCP Scope

The next step is to define the IP address ranges and other various settings specific for the Data
VLAN . Begin by right-clicking on the DHCP server and selecting New Scope.

9 pHCP M=l E3
File  Action Yiew Help
¢ | AR XFRR 28 0

@ CHCP winZk3-sryr.avaya.com [10.80.111.30]
@ Display Skakiskics. .. Zontents of DHCP Server I Stakus

-3 Scope

{:@ Scope [ETERET—— L_@Scu:upe [10.80,55.0] Yoice_WLAMNSS Inactive

L’@ Scope r'-.lw Escu:upe. » E@Scnpe [10.50.56.0] Daka_YLAMNSE Inactive

w03 SCOPE g ccone ((#5cope [10.80,57.0] 10_80_57_Data2 Inackive

[ Serve - [[#5cope [10.80.111.0] 10_50_111 Subnet Inactive
Backup. .. (B server Options

Restare..,

Reconcile All Scopes...

Define User Classes. ..
Define Vendor Classes. ..
Set Predefined Options. ..

All Tasks > . | 2

Creake a new scop View » | |

In the windows that _abpears click the Next button (not shown) and enter in descriptive names for
the Name and Description fields as shown below.

Mew Scope Wizard

Scope Hame e
You have to provide an identifying scope name, v'ou alzo have the option of
praviding a dezcription,

Type a name and description for thiz scope. This information helps vou quickly identify
haow the zcope is o be used on pour netwark.

Marne: |Data_vmw55

Diescriptior: IData wLAM far PO

< Back I Mewt » I Cancel

Click the Next button to continue
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Next, enter in the range of IP addresses that the DHCP server will assign to devices in the Data
VLAN as well as the appropriate subnet mask.

NOTE: At this point it’s important to note that even though IP phones will ultimately end up in
the Voice VLAN, when they first boot-up they will come up initially in the Data VLAN.
Assuming there are PC’s or other devices also in the Data VLAN and receiving their IP
addresses from this DHCP server, make sure the range of IP addresses here is larger than the
actual number of devices that will ultimately reside in the Data VLAN in order to allow for
phones to temporarily exist in the Data VLAN. For the sample configuration a range of 10 IP
addresses was sufficient.

For the sample configuration, the Data VLAN consists of IP addresses in the 10.80.56.x/24
subnet.

New Scope Wizard

IP Address Range =
You define the scope address range by identifving a set of consecutive [P

addiesses.

Enter the range of addiezses that the scope distiibutes.

Start IP address: I 10 .80 . 56 . 20

End IF address; | 10,80 . 54 . 29

A zubnet mazk defines biow many bits of an [P address bo use for the nebworkfsubnet
|02 and hiowe many bits bo uze for the host |0, Vou can gpecify the subnet mask by
length ar az an [P address.

Length: 24 _:I

Subriet mask: | 785.255.255. O

< Back I Mest » I Cancel |

Click the Next button to continue.

Next, add any IP address exclusions in the assigned range (not shown). For the sample config no
exclusions were administered. Click the Next button to continue.
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The next step is to configure the lease duration. As explained in the screenshot below, unless
there is reason to expect phones and PC’s to be frequently moved around, the longer the lease
time the better. Longer lease times also cut down the amount of data traffic, as all IP hosts
which receive their IP address via DHCP will renew their DHCP lease with the server at the half-
way point in their total lease duration. Avaya recommends IP Phones have a 6-week lease time
when they are expected to remain in one place.

New Scope Wizard

Leaze Duration e o
The leaze duration specifies how long a client can uze an IP address from thiz

FCOPE.

Leaze durations zhould twpically be equal to the average time the computer iz
conhected to the same physical netwark. For mobile networks that conzist mainly of
portable computers or dial-up clients, shaorter lease durations can be useful.
Likewise, for a stable network that congists mainly of degktop computers at fised
locationz, longer leaze durations are more appropriate.

Set the duration for scope leazes when digtibuted by this server.

Lirnited to:

Daps: Hours: Mirutes:
s | =l =1

= = =

< Back I Mewut » I Cancel

Click the Next button to continue.

Select Yes to configure DHCP Options

MNew Scope Wizard

Configure DHCP Options e
“ou have to configure the most commeon DHCP options before client: can uze the

FCOpE.

‘when clients obtain an addrezs, they are given DHCP options zuch as the 1P
addresses of routers [default gatewaps), DNS servers, and WIMS zettings for that

SCOPE.
The zethings you select here are for thiz scope and overnde zettings configured in the
/\\5 Server Options folder for this server.

Do pou want to configure the DHCP options for this scope now?

¥ Nes, | want to configure these options nowe

" Mo, | will configure these options later

< Back I Mext > I Cancel
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Click the Next button to continue.

Enter in a Router (Default Gateway) address for the Data VLAN. As shown below, for the

sample network this value is 10.80.56.1.

Mew Scope Wizard

R outer [Default Gateway] —
You can specify the routers, or default gateways, to be distributed by this scope.

Toadd an IP address for a router uzed by clients, enter the address below,

P address
| ... d

10.80.56.1 Hemowve

1L

< Back | Mest » |£gancel |

Click the Next button to continue.

The next two screens (not shown) allow for the entry of DNS and WINS information. Enter in
the information appropriate to the configuration, selecting the Next button to go on to the next

screen.

The final windows that appears asks whether or not to activate the scope. Select Yes to activate

immediately, or No to activate later

A e L R i T AT
mw =g ."&"'5‘"1-1‘ Argaee
[T Rt A, s

W e ST R - e, e

FEmmE A T AN et tam 2P0 .:y_u'..\.-l-"' -"°'_‘ﬂ' o

Ry L B T Pt e s A T ey
o

="=

e T ___.I'"} » At Al __,-"J S __..-" T - 2
Click the Next button to complete the creation of the new DHCP scope.
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Once the basic DHCP scope has been created, the remaining step is to configure Option 242.
Begin by selecting the + symbol next to the newly created Scope to expand it then right-click on
Scope Option to bring up a small menu. From this menu select Configure Options.

8 pHCPp
File  Action  View Help

& HmER 2| &

Do
E@ win2k3-srvr,avaya,com [10.50, -

@ Scape [10.80,55.0] ¥aice_v Opkion Mame Yendaor Yalue

£+ Scope [10.80.56.0] Data_bl 003 Router Standard 10.80.56.1

{7 Address Paol
({3 Address Leases
{8 Reservations

@ Scope [10.:
{13 Seope [10u
LF Server Opt

Eﬂﬂﬁgure Options. ..

Wiew 3

Refresh
Export Lisk...

Help

In the Scope Options window scroll down until Option 242 is visible. Place a checkmark in the
checkbox by selecting it and enter the following parameters into the String value field

NHK; Reviewed:
SPOC 12/1/2011

L2Q=<X> Tells the phones to use VLAN tagging.

0=Auto, 1=0n, 2=0ff

L2QVLAN=<X> Tells the phones which VLAN they belong to. 55 for the sample

configuration.

Scope Options 7 x|

General | Advanced I

Available Options | Dregcription ;I
O 075 StreetT alk, Servers List of Stree

[ 076 StreetT alk Directory Assistance [STDA) Servers  List of STDE
242 tvapa IP Phores Avava P PE

[0 249 Classless Static Foutes % Destination, -
1| 3|

—Data entry

String walue:
L20=1, L2OYLANESS

QK I Cancel Apply
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Click the OK button to complete the DHCP scope configuration.

4.1.3. Define Voice VLAN DHCP Scope

The process for creating the Voice VLAN is nearly identical to the steps described in the
previous section. The major differences are the IP address and range and Option 242 parameters.
For the sample configuration a similar address range of 10.80.55.20-29 with a 24-bit subnet
mask was defined.

In the Scope Options window scroll down until Option 242 is visible. Place a checkmark in the
checkbox by selecting it and enter the following parameters into the String value field
o L2Q=<X> Tells the phones to use VLAN tagging.
0=Auto, 1=0n, 2=0ff
e L2QVLAN=<X> Tells the phones which VLAN they belong to. 55 for the sample
configuration.
e HTTPSRVR=<X> [P address of the HTTP server. 10.80.111.30 for the sample
configuration.
e MCIPADDR=<X> (not shown) Call controller IP address for H.323 phones.
10.80.111.111 for the sample configuration

Scope Options

General | Advanced I

Available Dptions | Drezcription ;I

O 075 StreetT alk Servers List of Stree

[ 07 StreetT alk Directory Assistance [STDA] Servers  List of STDE

242 Avaya IP Phones Avaya IP Pr

[ 249 Classless Static Routes Destination, -

4| | 3
—Data entry

String walue:

L2Q=1. L2YLAN=55 HTTPSRYR=10.80.111.

ITI Cancel 2pply
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4.1.4. Configure HTTP and Settings File

Avaya IP Deskphones download upgrade files, settings files, language files, certificate files, and
software files from a file server. All of the file types can be downloaded either via HTTP or
HTTPS except the software files, which can only be downloaded via HTTP.

One the IP phone receives its IP address via DHCP it then queries the file server, which transmits
a 96x1Supgrade.txt file (SIP protocol) or 96x1Hupgrade.txt file (H.323 protocol) to the
telephone (9600-series phones use a 96xxUpgrade.txt file & 1600-series phones use a
16xxupgrade.txt file). The upgrade file tells the IP phone which software files it should use and
also instructs the phone to download a settings file (typically named 46xxsettings.txt). This
settings file contains additional parameters which may be necessary for the phones to function on
the data network. For more information about the settings file see Section 10, references [6-8]
for complete information on configuring the settings file.

For the purposes of these application notes, there are four parameters that were set in the
46xxsettings.txt file in order for the IP phones to make use of QoS.

e DSCPAUD DSCP (layer 3) value for audio. Values range from 0 to 63.

e DSCPSIG DSCP (layer 3) value for signaling. Values range from 0 to 63.
e L2QAUD 802.1p (layer 2) value for audio. Range from 0 to 7.

e L[2QSIG 802.1p (layer 2) value for signaling. Range from 0 to 7.

For the sample config the following values were used in the 46xxsettings.txt file:
SET DSCPAUD=46

SET DSCPSIG=34

SET L2QAUD=6

SET L2QSIG=6

SET HTTPSRVR="10.80.111.30”

Note: See Observations section for more info on why HTTPSRVR was included in the settings
file.
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5. Configure VLAN’s & QoS on the Avaya ERS Switches
Avaya data switches support prioritization based on both Diffserv (a.k.a DSCP) and 802.1p.

In the ERS switch, IP Telephones were configured for VLAN 55 (10.80.55.x) and these
endpoints were set to send VLAN 55 tags. The PC’s connected to the switch port on the IP
telephones were in VLANS6 (10.80.56.x) and will send untagged traffic to the ERS switch.
Additionally a 3 VLAN, VLAN 156, is configured for management access only.

5.1. Configure VLAN’s
The following commands show the VLAN configuration on the ERS 5520-24T-PWR switch.

NOTE: The ERS-5500 series of data switches provide 3 modes of administration; Menu-based,
CLI-based, and Web-based. For these Application Notes, CLI-based administration is shown.
See Section 10, references [3 &4] for more information on setting up these devices for remote
access.

5520-24T-PWR>enable
5520-24T-PWR#config terminal

5520-24T-PWR (config) #vlan
5520-24T-PWR (config) #vlan
5520-24T-PWR (config) #vlan
5520-24T-PWR (config) #vlan
5520-24T-PWR (config) #vlan
5520-24T-PWR config)#vlan

5520-24T-PWR (config) #vlan
5520-24T-PWR (config) #vlan
5520-24T-PWR (config) #vlan

5520-24T-PWR (config) #vlan
5520-24T-PWR (config) #vlan

create 55 type port
create 56 type port
create 156 type port
name 55 "voiceb5"

name 56 "datab6"

name 56 "mgmtl56"

ports 1-23 tagging untagpvidOnly
ports 24 tagging tagAll
configcontrol automatic
members add 55 1-24
members add 56 1-24
members add 156 24

port 1-23 pvid 56

)
)
)
)
)
)
5520-24T-PWR (config) #vlan
)
)
)
)
)
)
)

(
(
(

(
5520-24T-PWR (config) #vlan
(

(

(

5520-24T-PWR (config) #vlian members remove 1 1-24

5.2. Configure Quality of Service (QoS)

A QoS interface-group, named “trustall” was created with class “trusted”. Care should be taken
when using ‘trusted’ as an interface group class as current operating systems and ethernet cards
can also mark data traffic, and therefore savvy users could prioritize their traffic on the network
that honors the markings. In this configuration the ports connected to IP Telephones were
assigned to the “trustall” if-group. In doing so, the switch will trust the Diffserv and/or 802.1p
tags originated by the phones. All data endpoints connected to one of those ports, or to the phone
was set to not tag, and therefore defaults to the priority assigned to the Data VLAN, in this case
0.
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The following commands were used to create the if-group and assign ports to it.

5520-24T-PWR (config) #gos if-group name trustall class trusted
5520-24T-PWR (config) #gos if-assign port 1-24 name trustall

On the ERS5000 series switches its recommended to define a queue set other than the default of
2> which only uses two queues. At a minimum, it is recommended to use queue set 4 which will
provide three weighted queues and one strict queue. The command qos agent queue-set 4 can
be used to set this parameter (a switch reset is required for the change to take effect). Use the
CLI command show qos queue-set to view the make up for each queue set.

For additional information or different methods to implement QoS on ERS 5500 series switches
see Section 10, references [1], [2].

5.3. Configuring PoE on the Avaya ERS Switches

By default, the switch will send a trap when the overall power consumption reaches 80% or
above of the overall available power on a per slot basis. The threshold can be changed from 1 to
99% by typing in the following commands:

5520-24T-PWR>enable
5520-24T-PWR#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
5520-24T-PWR (config) #poe poe-power-usage-threshold ?
<1-99> Power usage threshold in percentage
unit Set power usage threshold of an unit in stack

If notification messages are not needed, issue the command “no snmp-server notification-control
<description or SNMP notification OID>"

By default, the switch PoE power detection mode is set to 802.3af and legacy. This was the
setting used during testing. The switch PoE power detection mode can be changed with the
following commands:

5520-24T-PWR (config) #poe poe-pd-detect-type ?
802dot3af Set PD detection mode in 802.3af
802dot3af and legacy Set PD detection mode in 802.3af and legacy
unit Set PD detection mode of an unit in stack

PoE is enabled by default in the Avaya ERS switches. If the configuration has changed, PoE can
be enabled on a port by using the command “no poe-shutdown port <port #>" at the interface
configuration level. The example below enables PoE on port 2.

5520-24T-PWR (config) #interface fastEthernet all
5520-24T-PWR (config) #no poe-shutdown port 2
5520-24T-PWR (confiqg) #
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Alternatively, the following commands could have been used to achieve the behavior described
above.

5520-24T-PWR (config) #interface fastEthernet 2
5520-24T-PWR (config-if) #no poe-shutdown
5520-24T-PWR (config—-if) #

The command “pe poe-shutdown port <port #>" can be used to disable PoE on any or all ports
when a device attached to these ports does not use PoE. The example below disables PoE on all
ports

5520-24T-PWR (config) #interface fastEthernet all
5520-24T-PWR (config-if) #poe poe-shutdown
5520-24T-PWR (config-1if) #

Alternatively, the following commands could have be used to disable PoE on port 2 only.

5520-24T-PWR (config) #interface fastEthernet 2
5520-24T-PWR (config-if) #poe poe-shutdown
5520-24T-PWR (config-1if) #

By default, the PoE priority level is set to low on all ports. It is recommended to change this
setting to either high or critical for all VoIP ports. The command “poe poe-priority port <port #>
<critical, high, low>" can be used to set PoE priority on a port when a PoE device attached to it.
The example below sets the PoE priority on port 2 to high.

5520-24T-PWR (config) #interface fastEthernet all
5520-24T-PWR (config-if) #poe poe-priority port 2 high
5520-24T-PWR (config-1if) #

Alternatively, the following commands could have been used to achieve the behavior described
above.

5520-24T-PWR (config) #interface fastEthernet 2
5520-24T-PWR (config-if) #poe poe-priority high
5520-24T-PWR (config-1if) #

Also, by default PoE power limit is set to 16 W maximum per port. The value can be changed
from 3 to 16 watts using the command “poe poe-limit port <port #> <3-16>". The example
below sets the PoE power limit to 16.

5520-24T-PWR (config) #interface fastEthernet all
5520-24T-PWR (config-if) #poe poe-limit port 2 16
5520-24T-PWR (config—-if) #
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Alternatively, the following commands could have been used to achieve the behavior described
above.

5520-24T-PWR (config) #interface fastEthernet 2
5520-24T-PWR (config-if) #poe poe-limit 16
5520-24T-PWR (config—-if) #

5.4. Disable Link Layer Discovery Protocol (LLDP)

Similar to DHCP, Link Layer Discovery Protocol (LLDP) can also be used to configure Avaya
IP Telephones with various parameters such as QoS and an HTTP Server IP address. By default,
LLDP is enabled on ERS data switches. Since LLDP values can overwrite those set via DHCP, it
is recommended to disable LLDP when it is not being used.

The following commands can be used to disable LLDP on all switch ports.

5520-24T-PWR (config) #interface fastEthernet ALL
5520-24T-PWR (config-if) #no 1lldp port ALL status
5520-24T-PWR (config-if) #no 1lldp tx-tlv port ALL sys-cap
5520-24T-PWR (config-if) #exit

6. Router Configuration

In the sample configuration an Extreme Networks Alpine router was configured to support
VLAN’s and QoS. There are many brands of router including, Cisco, Juniper Networks and, of
course, Avaya. Configuring the router is beyond the scope of this document though its
important to note that Routers ultimately require a complimentary configuration to what will be
used by the ERS switches in order to ensure support for VLAN’s and QoS.

7. Observations

With the combination of phone and switch firmware used for this testing it was observed that
even though Avaya IP Telephones were able to receive the value for HTTSRVR via DHCP,
contact the HTTP server and download the necessary upgrade and settings files, they would not
retain this value once the bootup sequence was complete. This was a result of HTTPSRVR
parameter being overwritten by LLDP. This should not occur if LLDP is disabled on the data
switch (see Section 5.4).
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8. Verification Steps

8.1. PoE Verification

When the IP Telephones are properly powered, the IP Telephones should register and receive
dial tone when they are off-hook. If the IP Telephones are not receiving power, check the cable
used and check the port configuration to ensure PoE was enabled on the port.

The “show poe-main-status” command can be used to show the global PoE switch status.

5520-24T-PWR#show poe-main-status

PoE Main Status - Stand-alone

Available DTE Power : 168 Watts
DTE Power Status : Normal

DTE Power Consumption : 52 Watts
DTE Power Usage Threshold : 80 %

Traps Control Status : Enable

PD Detect Type : 802.3af and Legacy
Power Source Present : AC Only

AC Power Status : Present

DC Power Status : Not Present
5520-24T-PWR#

The “show poe-port-status” or “show poe-port-status <port | unit/port>"" commands can be used
to show the port PoE status. The example below shows this information for port 2.

5520-24T-PWR#show poe-port-status 2

Admin Current Limit
Port Status Status Classification (Watts) Priority
2 Enable Delivering Power 2 16 High

5520-24T-PWR#

The “show poe-power-measurement” or “show poe-power-measurement <port | unit/port>"
commands can be used to show the power used on a PoE port. The example below shows this
information for ports 1-6.

5520-24T-PWR#show poe-power-measurement 1-6

Port Volt (V) Current (mA) Power (Watt)
1 49.5 45 2.200
2 49.5 43 2.100
3 49.5 42 2.100
4 49.5 97 4.700
5 49.5 58 2.900
6 49.5 76 3.800
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The following table shows power classification and measured power reported by the ERS5520-
24T-PWR switch. IP Telephones were connected directly to the switch. Cables of different
lengths were used. Cable length and impedance affects power usage, so the measurements listed
here may vary based on the cable used. The power measurements reported here are only for
reference purposes.

Avaya Powered Device 802.3af Measured Power While
-X"® Deskphone Edition - o
96‘/22875 ;)ll;eTigphonep Class 1 2.0
g&ggagg (;ge%)e(lg;iilzphone Edition Class 2 41

8.2. VLAN and QoS Verification
The following screenshots were taken using Wireshark. The packets being captured were from a

port on the ERS5520-24T-PWR mirroring the traffic being sent between the switch and the
router.

The packet highlighted in the screenshot below shows the following two hosts:
e 10.80.55.28 9611SIP Phone
e 10.80.111.107 Avaya Aura Session Manager

As shown below the 9611 SIP phone is sending a 200-OK SIP status message to Session
Manager. Further dissection of the packet shows both the Layer 2 (802.1p & q) and Layer 3
(DSCP) QoS information.
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» Layer2: PRI: 6 indicates an 802.1p value of 6. ID: 55 indicates VLAN 55.
» Layer 3: DSCP 0x2e indicates a DSCP value of 46 (2¢ is hexadecimal value for 46)

This indicates that Signaling traffic is being marked and tagged with the expected values.

hG 0.007003  10.80.55.28 10.80.111.107 SIP Status: 200 Oﬂ
17 0.008426 10.80.55.28 10, 80.111.107 TCP 1028 > sip [AC
18 0.008791 10.80.111.107 10.80.55. 28 TCP 56122 > sip [
1% 0.205084 10.80.55.28 1a.80.111.107 SIFP/SDP Request: INVIT
20 0.20520% 10.80.111.107 10.80.55. 28 SIP Status: 100 Tr
21 0.2056%4 10.80.553.28 1a.80.111.107 TCP 1028 = sip [ac
22 0.205740 10.80.111.107 10.80.55. 28 SIP Status: 407 Prw
| >

B Frame 16: 633 bytes on wire
® Ethernet II, 5rc: Tenowis_c3:
= [302.1g virtual LAN, PRI: 6, CFI: O, TD: 53]
110. .... ... .... = Priority: voice, < 10ms latency and jitter (&)
D = CFI: Canonical (0)
L 0000 0011 0111 = ID: 55
Type: IP (0x0800)
= Internet Protocol, sSrc: 10.80.55.28 (10.80.55.28), Dst: 10.80.111.107 (10.80.1
version: 4
Headsr Jengrh: 20 byte
HlDifferentiated seryices Field: Oxb8 (DSCP OxZe: Expedited Forwarding;| ECH: C
TOtal CEngri. oLa
Identification: Ox00a7 (167)

Fr ET e ST Srman e i e

s captured (5064 bits)
d3), Dst: Extremen_2e:Se:QC

[IE4

The packet highlighted in the next screenshot below shows the following two hosts:
e 10.80.55.31 1608 H.323 Phone
o 10.80.55.28 9611SIP Phone

As shown below the 1608 H.323 phone is sending an RTP packet (or VoIP) packet to the 9611
SIP Phone. Further dissection of the packet shows both the Layer 2 (802.1p &q) and Layer 3
(DSCP) QoS information.

» Layer2: PRI: 6 indicates an 802.1p value of 6. ID: 55 indicates VLAN 55.
» Layer 3: DSCP 0x2e indicates a DSCP value of 46 (2¢ is hexadecimal value for 46)

This indicates that RTP (or VolIP) traffic is being marked and tagged with the expected values.
B5 0, 373515 15,30, 55.31 10,35, 55,28 ATF FT=ILTL-T G.7LlL

- Al - ATF FT=LTL-T

PP

-2 = ! . . . A
B0 ITTE 10,30, 55,38 14,20, 55,31 RTF FT=ITU-T &. 711
OO0 ITERMT 10,30, 55,31 14,30, 55,28 RTF FT=ITU-T &.71l1
T 0335335 10.30.55.38 14,20, 55,31 RTF FT=ITU-T &. 711
T 0 335500 10,30, 55.31 14,30, 55,28 RTF FT=ITU-T &.71l1
T30 3s 10,30, 55,38 14,20, 55,31 RTF FT=ITU-T &. 711
T4 0 I05EEE 10,30, 55,31 14,30, 55,28 RTF FT=ITU-T &.71l1

TH 0.303133  10.30.55.328 14,20, 55,31 RTF FT=ITU-T &. 711 .
¥

# Frafe 67! Z1B byres on wire (1744 bivs), 218 byres caprured 1744 bics)
g Echarner 11, src! Tanowls_bd:ib:oc fo0: 0@ Ehebhd:dib:0ch, psc: Tanowis_cE'ca:ds ¢
<[B0Z-10 virtual LAM, PEI! G, CFI! O, ID! 53]
e = priority! volce, < 1oms Tatancy and jiccer {83
R | = CFI! Canonical ol
---- 0000 0011 0131 = 1Dt 55
TypE! IP COxOEO00G
= Incarnet Prococol, sect 10-B0-55 %1 $I0_BO-55.%1%, pste A0.BO-S5_2E {10.BHO0.55_C
varsion: 4
Haadar Tangch! 20 byraes
# [pTfferancTated sarelces Flald: O+BF COSCP OxFa eepadited Forwarding:] ecH: Os
al LangthT o0
rdanciticacion: Ox3céd 135080
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9. Conclusion

These Application Notes described the configuration of the Avaya IP Telephones with Avaya
ERS 5520-24T-PWR. The 5500-series switches ae able to provide PoE, VLAN’s & QoS for the
Avaya IP Telephones to work properly and efficiently on a data network with a mix of VoIP and
data traffic.
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