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Abstract

These Application Notes describe the procedures for configuring Prognosis for Unified
Communication R10.5 (Prognosis) to interoperate with Avaya Aura® Communication
Manager R7.0.

Prognosis provides real-time monitoring and management solutions for IP telephony networks.
Prognosis provides visibility of Avaya and other vendor’s IP Telephony solutions from a
single console and enables a significant reduction in complexity when managing complex IP
telephony environments.

Prognosis integrates directly to Communication Manager using Secure Shell (SSH) or Telnet
and uses Simple Network Management Protocol (SNMP) to query Communication Manager.
At the same time, it processes Real-time Transport Control Protocol (RTCP) and Call Detail
Recording (CDR) information from Communication Manager.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the compliance tested configuration used to validate Prognosis
for Unified Communication 10.5 (herein after referred to as Prognosis) with Avaya Aura®
Communication Manager.

The Prognosis product uses four methods to monitor a Communication Manager system.

e System Access Terminal (SAT) - The Prognosis uses a pool of telnet/SSH connections to
the SAT using the IP address of the Avaya Server. By default, the solution establishes
three concurrent SAT connections to the Communication Manager system and uses the
connections to execute SAT commands.

e Real Time Transport Control Protocol (RTCP) Collection - The Prognosis collects RTCP
information sent by the Avaya IP Media Processor (MEDPRO) boards, media gateways,
media servers and IP Telephones.

e Call Detail Recording (CDR) Collection - The Prognosis collects CDR information sent
by Communication Manager.

e Simple Network Management Protocol (SNMP) — The Prognosis uses SNMP to collect
configuration and status information from Communication Manager.

2. General Test Approach and Test Results

The general test approach was to use Prognosis web user interface (webui) to display the
configurations of the Communication Manager systems and verify against what is displayed on
the SAT interface. The SAT interface is accessed by using either telnet or Secure Shell (SSH) to
the Communication Manager running on VMware or Avaya Virtual Platform (AVP) used in this
testing. Calls were placed between various Avaya endpoints and Prognosis webui was used to
display the RTCP and CDR information collected.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

For feature testing, Prognosis webui was used to view the configurations of Communication
Manager such as port networks, cabinets, media gateways, media servers, Enterprise Survivable
Server (ESS), Local Survivable Processor (LSP), trunk groups, route patterns, CLAN, MEDPRO
and DS1 boards, IP network regions, stations, processor occupancy, alarm and error information.
For the collection of RTCP and CDR information, the endpoints included Avaya H323, SIP,
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digital and analog telephones, and Avaya One-X® Communicator users. The types of calls
made included intra-switch calls, inbound/outbound inter-switch IP trunk calls, outbound trunk
calls, transfer and conference calls.

For serviceability testing, reboots were applied to the Prognosis Server and Communication
Managers to simulate system unavailability. Interchanging of the duplex Communication
Managers and loss of network connections were also performed during testing.

2.2. Test Results

All test cases passed successfully. The following was observed for media server introduced in
Communication Manager R7.0:

e The correct voice streams were shown when a call is made through the media server.
However, the “Type” field is marked with “Unknown” instead of Media Server.
Enhancement to be made in the later release.

2.3. Support

For technical support on Integrated Research Prognosis, contact the Integrated Research Support
Team at:

e Hotline: +61 (2) 9921 1524
e Email: support@prognosis.com
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3. Reference Configuration

Figure 1 illustrates the test configuration used to verify Prognosis interoperability with
Communication Manager. It consists of a duplex Communication Manager system (System A)
with two Avaya G650 Media Gateways, an Avaya G430 Media Gateway with Avaya S8300D
Server as a Local Survivability Processor (LSP) and an Avaya G250-BRI Media Gateway. An
Enterprise Survivable Server (ESS) was also configured for failover testing. A second
Communication Manager system (System B) runs on an Avaya S8300D Server with an Avaya
G450 Media Gateway. Both systems have Avaya IP, digital and analog telephones, and Avaya
one-X® Communicator users configured for making and receiving calls. IP Trunks connect the
two systems together to allow calls between them. System Manager and Session Manager
provided SIP support to the Avaya SIP telephones. Prognosis was installed on a server running
Microsoft Windows Server 2008 R2 with Service Pack 1. Both the Monitoring Node and Web
Application software are installed on this server. The Avaya 4548GT-PWR Ethernet Routing
Switch provides Ethernet connectivity to the servers, media gateways and IP telephones.
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Figure 1: Test Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager 7.0SP3.1
(System A)

G650 Media Gateway

- TN2312BP IP Server Interface (x 2) HWO07, FW058
- TN799DP C-LAN Interface (x 4) HWO01, FW044
- TN2602AP IP Media Processor (x 2) HWO02 FW066
- TN2302AP IP Media Processor (x 2) HW20 FwW121
- TN2464BP DS1 Interface HWO05, FW025
- TN2464CP DS1 Interface HWO02 FW025
- TN793CP Analog Line HWO09, FW012
- TN2214CP Digital Line HWO08, FW016
G250 Media Gateway 30.27.1

Avaya Aura® Communication Manager 7.0SP3.1
using Avaya S8300D Server

(G450 Media Gateway — System B)

G450 Media Gateway 37.21.0

- MM722AP BRI Media Module (MM) HWO01 FWO008
- MM712AP DCP MM HWO07 FWO015
- MM714AP Analog MM HW10 FW099
- MM717AP DCP MM HWO03 FW015
- MM710BP DS1 MM HW11 FW053
Avaya Aura® Communication Manager 7.0 SP3.1
using Avaya S8300D Server as Local

Survivable Processor (LSP)

G430 Media Gateway 37.21.0

- MM712AP DCP MM HWO04 FW015
- MM714AP Analog MM HW12 FW100
- MM711AP Analog MM HW31 FW100
- MM710AP DS1 MM HWO05 FW022
Avaya Aura® Communication Manager as | 7.0 SP3.1
Enterprise Survivable Server (ESS)

Avaya Aura® System Manager 7.0.0.2

Avaya Aura® Session Manager 1 7.0.0.2

Avaya Aura® Session Manager 2 7.0.0.2

96xx Series IP Telephones 2.6.14 (SIP)

- 9640 3.250A (H323)
- 9620

96x1 Series IP Telephones 7.0.0.39 (SIP)
-9641G 6.6029 (H323)
-9611G
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Equipment/Software

Release/Version

1600 Series IP Telephones
- 1616
- 1603SW

1.390A (H.323)

Digital Telephones
- 1416
- 1408

Rel 4 SP7

Avaya Analog Phones

Desktop PC with Avaya one-X
Communicator

6.2.11.03 (H.323)

Avaya 4548GT-PWR Ethernet Routing V5.6.1.052
Switch
Prognosis running on Windows 2008 R2 10.5

SP1
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5. Configure Communication Manager

This section describes the steps needed to configure Communication Manager to interoperate
with Prognosis. This includes creating a login account and a SAT User Profile for Prognosis to
access Communication Manager and enabling RTCP and CDR reporting. The steps are repeated
for Communication Manager in System B.

5.1. Configure SAT User Profile

A SAT User Profile specifies which SAT screens may be accessed by the user assigned the
profile and the type of access to each screen. As Prognosis does not modify any system
configuration, create a SAT User Profile with limited permissions to assign to the Prognosis
login account.

Step | Description
1. | Enter the add user-profile n command, where n is the next unused profile number. Enter
a descriptive name for User Profile Name and enable all categories by setting the Enbl
field toy. In this test configuration, the user profile 23 is created.
add user-profile 23 Page 1 of 41
USER PROFILE 22
User Profile Name:
This Profile is Disabled? n Shell Access? n
Facility Test Call Notification? n Acknowledgement Required? n
Grant Un-owned Permissions? n Extended Profile? n
Name Cat Enbl Name Cat Enbl
Adjuncts A [V ] Routing and Dial Plan J [y]
Call Center B y Security K Y
Features C vy Servers L y
Hardware D y Stations M Y
Hospitality E y System Parameters N y
IP F y Translations O Y
Maintenance G \% Trunking P %
Measurements and Performance H y Usage Q vy
Remote Access I \ User Access R v
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Step | Description
2. | On Pages 2 to 41 of the USER PROFILE forms, set the permissions of all objects to rm
(read and maintenance). This can be accomplished by typing rm into the field Set All
Permissions To. Submit the form to create the user profile.
add user-profile 23 Page 2 of 41
USER PROFILE 22
Set Permissions For Category: To: Set All Permissions To:
'-'=no access 'r'=list,display,status 'w'=add,change,remove+r 'm'=maintenance
Name Cat Perm
aar analysis J [ rm]
aar digit-conversion J [T
aar route-chosen J E
abbreviated-dialing 7103-buttons C | rm)|
abbreviated-dialing enhanced C Baul
abbreviated-dialing group C | rm)|
abbreviated-dialing personal C | rm|
abbreviated-dialing system C | rm|
aca-parameters P | rm|
access-endpoint P Baul
adjunct-names A | rm|
administered-connection C | rm)
aesvcs cti-link A | rm|
aesvcs interface A [ rm|
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5.2. Configure Login Group

Create an Access-Profile Group on Communication Manager System Management Interface
(SMI) to correspond to the SAT User Profile created in Section 5.1.

Step | Description
1. | Using a web browser, enter https://<IP address of Communication Manager> to connect
to the Communication Manager Server being configured and log in using appropriate
credentials.
LY "
AVAYA A e e . |
T
This Serves: emi
Logon
Lagae 0:
Logon
. L © 3003 :CLS*..'.”:r'.;‘ﬂ.a..?t.rr.f:'_.t..?;_ :‘
2. | Click Administration = Server (Maintenance). This will open up the Server
Administration Interface that will allow the user to complete the configuration process.
® ¢
AVAYA R e Mgt et Tiburcs oo
Agmwrsstration
Licenang This Garvar cmi
System Management Interface
© 2001-2015 Avaya Inc. All Rights Reserved,
Copyright
Except where cxpressly stated otherwise, the Froduct is protected by copynght and ather laws respecting proprictary rights.
Unauthonzed reproductson, transfer, and or use ¢an be 3 aiminal, as wed as a avl, offense under the apphcable law,
Third party Components
Cartan software programs or portions thareof included n the Product may contan software distrbuted undar third party
agreaments [“Third Party Components”), whech m3y contan terms that expand o dmt nghes to use certan portions of the
Product ("Therd Party Terms”™). Information identifying Thrd Party Components and the Third Party Terms that apply to them
are available on Avaya's web sta at: hitp://supgort. avaya.comi'Coaynaht
Trademarks
Avaya, tha Avaya Logo, and Avaya Aura are registerad trademarks of Avaya Inc. Linux® 15 the registerad trademark of Lnus
Torvalds in the U.S, and other countries, All non-Avaya trademarks are the property of thes respective owners
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Step

Description

From the navigation panel on the left side, click Administrator Accounts. Select Add
Group and click Submit.

em Management Interfoce (SMI)

AVAYA Avaya Aura® ;.;(:‘municaliou Manager (CM)

ar: cmd (10.1.10.233
Adminiatration | Server (Maimasance) This Sarver emil
Shesdzan Sarver +  Administrator Accounts

Sarver DataTine

The Administrator Accounts SMT pages afow you 1o 3da. delete. or change administrator loging and Linux groups.

Sarver fke Select Actinn

Cardgustien

o Parameters Add Login

aztwe

Diaplay Conbgoration Privieged Administrator
Tire Zose Canfiguratice
NTP Canfiguraton

Unprinleged Admintstruter
s SAT Access Only

Fra Upeata Upgrade Siep

wed Acceas Only

1951 Ve COR Accuss Only
Downisad [FS1 Femware
Dewnload Status
c2! 1PS1 Upgrads Sesirass Parnar Craft Lagin
Activation Status
Ol Laips
Backup Now
Betkup Histsey Oharge Login Select Logn v
Gchadale Backap
Backup Lags
View/Rayzere Data

Besimass Partnar Login (2adein]

amove Logn teect Logn -

lock/Unleck Login  Sefect Logn <
Rastern Midtory

9 2dd Sevap

Lagts Accosat Salicy Reneve Group

Lygi» Rapare -
Barver Azcuss i X

Gytiog Sarvar

Select Group -

Select Add a new access-profile group and select prof23 from the drop-down box to
correspond to the user-profile created in Section 5.1 Step 1. Click Submit. This
completes the creation of the login group.

AVAyA Avaya Aura® Communication Manager (CM)

System Mansgement Interface (SML)

) Sarvar | This Server cmi

ot *  Administrator Accounts — Add Group
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5.3. Configure Login
Create a login account for Prognosis to access the Communication Manager SAT. Repeat this
for each Communication Manager.

Step

Description

1.

From the navigation panel on the left side, click Administrator Accounts. Select Add
Login and SAT Access Only to create a new login account with SAT access privileges
only. Click Submit.

A\/A A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)
Help Log OFf Administration Duplicate Server: em2 [10.1.10.232]
Administration / Server [Maintenance) This Server: ecmd
FF ITdps -
EP Trap Test + Administrator Accounts
FP Filters
Diagnostics The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.
Restarts
System Logs __ Select Action:
Ping
Traceroute @ add Login
Metstat

© Privileged Administrator
Status Summary

Process Status ") Unprivileged Administrator

Interchange Servers @ SAT Access Only
Busy-Out/Release Server )
Shutdown Server ') web Access Only

Server Date/Time
Software Version ~/ CDR Access Only

©) Business Partner Login (dadmin)

Server Role }
Metwork Configuration ! Business Partner Craft Login

m

Dwplication Parameters
Static Routes

Display Configuration
Time Zone Configuration Change Login Select Login -
MTE Configuration

"/ Custom Login

) Remowve Login Select Login A
Pre Update/Upgrade Step Lock/Unlock Login Salect Login -
Manage Updates )
IPSI Firmware Upgrades ') Add Group
IPSI Version -
Download IPSI Firmware '~ Remove Group Select Group M

Diownload Status

Activate IPSI Upgrade

Activation Status
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Step

Description

For the field Login name, enter the login. In this configuration, the login iptm is created.
Configure the other parameters for the login as follows:

e Primary group: users [Limits the permissions of the login]

e Additional groups (profile): prof23 [Select the access-profile group created in
Section 5.2. Ignore the warnings as SAT access access is selected in Step 1.]

e Select type of authentication: Password [Uses a password for authentication.]

e Enter password or key / Re-enter password or key [Define the password.]

Click Submit to continue. This completes the configuration of the login.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log Off Administration Duplicate Server: em?2 [10.1.10.232]

Administration [ Server (Maintenance) This Server: cmi1

T
Shutdown Server ™ -

Server Date/Time
Software Version
Server Role
Metwork Configuration Login name iptm
Duplication Parameters
Static Routes Primary group
Display Configuration
Time Zone Configuration
NTP Configuration Additional groups profza - A
Server Upgrades [profile} “ou must assign a
Pre Update/Upgrade Step profile that has no web access
Manage Updates if you want a login with SAT
IPSI Firmware Upgrades = access only.
IPSI Version
Download IPSI Firmware

{opt/ecs/bin/autosat
Download Status A
Activate IPSI Upgrade This shell setting does

Activation Status NOT disable the "go shell"

Data Backup/Restore SAT command for this user,

Backup Mow
Backup History Home directory Sfvar/home/iptm
Schedule Backup
Backup Logs Lock this account D
View/Restore Data
Restore History SAT Limit none v
Administrator Accounts Date after which account
is disabled-blank to
ignare [YYYY-MM-DD)

This page allows you to create a login that is intended to have access only to the Communication Manager
System Administration Terminal (SAT) interface.

@ ysers

'/ susers

Linux shell

m

Login Account Policy
Login Reports

m

Server Aocess Sel=ct e E.uf ') ASG: Auto-generate key
Syslog Server authentication -
Authentication File - ASG: enter key
Load Authentication File @ password
Firewall
Ent d ar k
Install Root Certificate MESTRASSWOMOrEEY  sesssss

Trusted Certificates
Re-enter password ar

Server/Application Certificates I LALLl L)
Certificate Alarms =
Certificate Signing Request Force password/key @ o
SSH Keys change on next login N
web Access Mask Ves
File Synchronization
Download Files 5 [ Submit ] [ Cancel ] [ Help ] B
CM Phone Message File 57 &
© 2001-2015 Awvaya Inc, All Rights Reserved.
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5.4. Configure SNMP

Step

Description

1.

Access the Communication Manager Interface as in Section 5.2 Step 1 and 2. Click on
Alarms - Agent Status. Click Stop the Master Agent if the Master Agent status is
UP to allow setup of SNMP Agent.

AVAYA

Help Log Off

Administration / Server (Maintenance])

Administration

Avaya Aura® Communication Manager (CM)

System Management Interface

Duplicate Server: em2 [10.1.1

This Servel

0.232]

r: cmil

Access

Incoming Traps

FP Traps

FP Trap Test

FP Filters
Diagnostics

Restarts

System Logs

Ping

Traceroute

Netstat

Status Summary
Process Status
Interchange Servers
Busy-Out/Release Server
Shutdown Server
Server Date/Time

Software Wersion

m

Agent Status

The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents. It also allo

ability to Start or Stop the Master Agent.

All of the Sub Agents are connected to the Master Agent.

Master Agent status: ug

Sub Agent Status

FP Agent status: up
CMSubAgent status: up
Load Agent status: up

| [ Stop Master Agent ]l[ Help ]

k= for the
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Step

Description

To allow Prognosis to use SNMP to collect configuration and status information from
Communication Manager, navigate to Alarms = Access in the left pane. Click
Add/Change button (not shown). Configure the SNMP Version 2c section. Set the IP
address to the Prognosis Server and Access as read-only from the drop menu. Set also
the Community Name field to avayal23. Click Submit at the bottom of the web page.

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

Duplicate Server: cm?2 [10.1.10.232]

This Server: emi

Agent 5tatus

Access

Incoming Traps

FP Traps

FP Trap Test

FP Filters

Diagnostics

Restarts

System Logs

Ping

Traceroute

Metstat

Server

Status Summary
Process Status
Interchange Servers
Busy-Out/Release Server
Shutdown Server

Server Date/Time
Software Version

Server Role

Metwork Configuration
Duplication Parameters
Static Routes

Display Configuration
Time Zone Configuration
MNTE Caonfiguration

m

Pre Update/Upgrade Step

Manage Updates
[PSI Firmware Upgrades
IPSI Version
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status
Backup Mow
Backup History
Schedule Backup
Backup Logs
View/Restore Data
Restore History -

Access

The Access SMI page is used to configure SNMP access to CM.

SHNMP Version 2c
IP address:

10.1.10.124
Access: read-only :
Community Mame: avayal23

Add SNMP Users / Communities
SHMP Version 1
IP address:
Access: -

Community Mame:

SHMP Version 2c
IP address:

Access: -

Community Mame:

SNMP Version 3
Access: -

User Name:
Authentication Protacal: -
Authentication Password:

authentication and privacy)
Brivacy Protacal: -

Privacy Password:

privacy)

|[ Submit ]l[ cancel | [ Help |

Minimum & characters. (for

Minimum & characters. (for

£ 2001-2015 Avaya Inc, All Rights Reserved.
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Step

Description

Lastly, the SNMP agent must be started. Navigate to Alarms > Agent Status. If the
Master Agent status is Down, then click the Start Master Agent button. If the Master
Agent status is Up, then the agent must be stopped and restarted.

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

Duplicate Server: em?2 [10.1.10.232]

This Server: cml

+ Agent Status

Agent Status The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents. It also allows for the
Access ability to Start or Stop the Master Agent.
Incoming Traps
Sub Agents are NOT connected to the Master Agent.
FP Traps
FP Trap Test Master Agent status: DOWN
FP Filters
Diagnostics
Restarts Sub Agent Status
System Logs
Fing FP Agent status: up
Traceroute
Netstat CMSubAgent status: up
Server
Status Summary - Load Agent status: up
Process Status i
Interchange Servers
Busy-Out/Release Server [ Start Master Agent ]I [ Help ]
Shutdown Server
Server Date/Time
Software Version
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5.5. Configure RTCP Monitoring

To allow Prognosis to monitor the quality of IP calls, configure Communication Manager to send
RTCP reporting to the IP address of the Prognosis server. This is done through the SAT

interface.
Step | Description
1. | Enter the change system-parameters ip-options command. In the RTCP MONITOR

SERVER section, set Server IPV4 Address to the IP address of the Prognosis server. Set
IPV4 Server Port to 5005 and RTCP Report Period (secs) to 5.

change system-parameters ip-options Page 1 of 4
IP-OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS

Roundtrip Propagation Delay (ms) High: 800 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20

Number of Pings Per Measurement Interval: 10
Enable Voice/Network Stats? n
RTCP MONITOR SERVER
Server IPV4 Address: |10.1.10.124 | RTCP Report Period(secs) :
IPV4 Server Port: 5005
Server IPV6 Address:
IPV6 Server Port: 5005

AUTOMATIC TRACE ROUTE ON
Link Failure? y
H.323 IP ENDPOINT
H.248 MEDIA GATEWAY Link Loss Delay Timer (min): 5
Link Loss Delay Timer (min): 5 Primary Search Time (sec): 75
Periodic Registration Timer (min): 20
Short/Prefixed Registration Allowed? Y

2. | Enter the change ip-network-region n command, where n is IP network region number
to be monitored. On Page 2, set RTCP Reporting Enabled to y and Use Default Server
Parameterstoy.

Note: Only one RTCP MONITOR SERVER can be configured per IP network region.
change ip-network-region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting Enabled?
RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters?

3. | Repeat Step 2 for all IP network regions that are required to be monitored.
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5.6. Configure CDR Monitoring

To allow Prognosis to monitor the CDR information, configure Communication Manager to send
CDR information to the IP address of the Prognosis server.

Step | Description

1. | Enter the change ip-interface procr command to enable the processor-ethernet interface
on the Avaya Server. Set Enable Interface toy. This interface will be used by
Communication Manager to send out the CDR information.

change ip-interface procr Page 1 of 2
IP INTERFACES

Type: PROCR
Target socket load: 1700

Enable Interface? Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5

IPV4 PARAMETERS
Node Name: procr IP Address: 10.1.10.230

Subnet Mask: /24

2. | Enter the change node-names ip iptm command to add a new node name for the
Prognosis server. In this configuration, the name iptm is added with the IP address
specified as 10.1.10.124. Note also the node name procr which is automatically added.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
iptm
1sp-g430 10.1.40.18
mypc 10.3.10.8
n 10.3.10.253
procr
procré6 38
s8500-clanl 10.1.10.21
s8500-clan2 10.1.10.22
s8500-medprol 10.1.10.31
s8500-medpro2 10.1.10.32
s8500-vall 10.1.10.36
siteb 10.1.60.18
sml 10.1.10.60
sm2 10.1.10.42
(14 of 31 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name
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Step | Description
3. | Enter the change ip-services command to define the CDR link. To define a primary CDR
link, the following information should be provided:
e Service Type: CDR1 [If needed, a secondary link can be defined by setting
Service Type to CDR2.]
e Local Node: procr [Communication Manager will use the processor-ethernet
interface to send out the CDR]
e Local Port: 0 [The Local Port is set to 0 because Communication Manager
initiates the CDR link.]
¢ Remote Node: iptm [The Remote Node is set to the node name previously
defined in Step 2]
e Remote Port: 50000 [The Remote Port may be set to a value between 5000 and
64500 inclusive. 50000 is the default port number used by Prognosis. Note that
Prognosis server uses the same port number for all Avaya Servers sending CDR
information to it.]
change ip-services Page 1 of 4
IP SERVICES
Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS A\ procr 8765
| CDR1 procr 0 iptm 50000 |
On Page 3 of the form, disabled the Reliable Session Protocol (RSP) for the CDR link by
setting the Reliable Protocol field to n.
change ip-services Page 3 of 4
SESSION LAYER TIMERS
Service Reliable Packet Resp Session Connect SPDU Connectivity
Type Protocol Timer Message Cntr Cntr Timer
CDR1 [n] 30 3 3 60
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Step

Description

Enter the change system-parameters cdr command to set the parameters for the type of
calls to track and the format of the CDR data. The following settings were used during
the compliance test.

e CDR Date Format: month/day

e Primary Output Format: unformatted [This value is used to configure
Prognosis in Section 6 Step 4]

e Primary Output Endpoint: CDR1

The remaining parameters define the type of calls that will be recorded and what data will
be included in the record. See Reference [2] for a full explanation of each field. The test
configuration used some of the more common fields described below.

e Use Legacy CDR Formats? y [Specify the use of the Communication Manager
3.x (“legacy”) formats in the CDR records produced by the system.]

¢ Intra-switch CDR: y [Allows call records for internal calls involving specific
stations. Those stations must be specified in the INTRA-SWITCH-CDR form.]

e Record Outgoing Calls Only? n [Allows incoming trunk calls to appear in the
CDR records along with the outgoing trunk calls.]

e Outg Trk Call Splitting? y [Allows a separate call record for any portion of an
outgoing call that is transferred or conferenced.]

e Inc Trk Call Splitting? n [Do not allow a separate call record for any portion of
an incoming call that is transferred or conferenced.]

change system-parameters cdr Page 1 of 1
CDR SYSTEM PARAMETERS

Node Number (Local PBX ID): 1 CDR Date Format:|month/day
Primary Output Format: Primary Output Endpoint:|CDR1
Secondary Output Format:
Use ISDN Layouts? n Enable CDR Storage on Disk? n
Use Enhanced Formats? n Condition Code 'T' For Redirected Calls? y
Use Legacy CDR Formats? Remove # From Called Number? n
Modified Circuit ID Display? n Intra-switch CDR?
Record Outgoing Calls Only? Outg Trk Call Splitting?
Suppress CDR for Ineffective Call Attempts? y Outg Attd Call Record? vy
Disconnect Information in Place of FRL? n Interworking Feat-flag? n
Force Entry of Acct Code for Calls Marked on Toll Analysis Form? n
Calls to Hunt Group - Record: member-ext
Record Called Vector Directory Number Instead of Group or Member? n
Record Agent ID on Incoming? n Record Agent ID on Outgoing? y
Inc Trk Call Splitting?[n |
Record Non-Call-Assoc TSC? n Call Record Handling Option: warning
Record Call-Assoc TSC? n Digits to Record for Outgoing Calls: dialed
Privacy - Digits to Hide: 0 CDR Account Code Length: 15
Remove '+' from SIP Numbers? Y
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Step | Description
5. | If the Intra-switch CDR field is set to y on Page 1 of the SYSTEM-PARAMETERS
CDR form, then enter the change intra-switch-cdr command to define the extensions
that will be subjected to call detail recording. In the Assigned Members field, enter the
specific extensions whose usage will be tracked with the CDR records.
change intra-switch-cdr Page 1 of 3
INTRA-SWITCH CDR
Assigned Members: 7 of 5000 administered
Extension Extension Extension Extension
10001
10002
10003
10004
10005
10017
20001
Use 'list intra-switch-cdr' to see all members, 'add intra-switch-cdr' to add
new members and 'change intra-switch-cdr <ext>' to change/remove other members
6. | For each trunk group for which CDR records are desired, verify that CDR reporting is
enabled. Enter the change trunk-group n command, where n is the trunk group number,
to verify that the CDR Reports field is set to y. Repeat for all trunk groups to be
reported.
change trunk-group 7 Page 1 of 21
TRUNK GROUP
Group Number: 7 Group Type: sip CDR Reports:EZ]
Group Name: SIP Trunk to SM1 COR: 1 TN: 1 TAC: #07
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n
Member Assignment Method: auto
Signaling Group: 7
Number of Members: 14
7. | Enter save translation to save the changes made.
save translation
SAVE TRANSLATION
Command Completion Status Error Code
Success 0
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6. Configure Prognosis

This section describes the configuration of Prognosis required to interoperate with
Communication Manager. Configuration of Prognosis to interoperate with Session and System
Manager can be referred from Reference [6] and will not be detailed here.

Step

Description

1.

Log into the Prognosis Server with administrative privileges. Launch the Prognosis
Administration by clicking Start - All Programs - Prognosis - Administration.
Login with the appropriate password.

.~

II' prognosis
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Step | Description

2. | Click Add System.

IV Prognosis | Administration

A | Home = WIN-DHFGHT2JFEN - Prognosis node - WIN-OHPGHT2JPBM P
= Details

IP Address: 10.1.10.12%

Versior FPrognosis 10.5.0

Operating System: Windows Server 2006 R2
1 Stotus Cannected

UC & Infrastructure Configuration
[

v Databases
O Capaoty Planning
@ P Telephony Express

W 1P Tefephony Espress Dally
IP Tefephomy Express Hourty

Froudle Shooting

L L

WebSearchAlx
WebSearchAvailability
WebSearchSclans
WebSaanchlne
WebSaarchVimwan

CQoOcC

3. | Click Add to add a new Avaya PBX.

Add New Unified Communication Monitoring

PBXs

[Avaya PEX/ESS
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Step

Description

In this test configuration, the following entries are added for the two Communication
Manager systems with the Display Name CM7-DUPLEX (System A) and CM7-
S8300D (System B) and with the IP addresses of the Avaya Servers 10.1.10.230 and
10.1.60.18 respectively.

The following settings were used during the compliance test (see next page)

Basic Details:
e Display Name: CM7-DUPLEX
e [P address: 10.1.10.230
e Customer Name: Avaya
e Site Name: DevConLab

SAT Connection Details:
e User Name/Password: iptm/[As configured in Section 5.3 Step 2]
e Mode: Telnet
e Port: 5023 [For secure connection, select SSH with port 5022]

CDR Configuration:
e Format: unformatted [as configured in Section 5.6 Step 4]
e Date Format: mm-dd [as configured in Section 5.6 Step 4]

SNMP Connection Details:
e Select Use SNMP Version 2¢
e Community String: As configured in Section 5.4.

Leave the Databases and Thresholds as checked.

Click Add to effect the addition. Repeat the above for the setup of CM7-S8300D.
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Step

Description

Add Avaya Communication Manager or Enterprise Survivable Server

Baslc Detalls
Display Name: * [CM7-DUPLEX
|PAddress:* 10110238
Customer Name: [Avaya
SiteName: [DevConiab

SAT Connection Detalls
User Name: * Etm
Fassword: * lesssens

Mode: I Teinat XJJ

Port:* 5023

CDR Configuration

- =
Format: | Unformattec ~|

Time Zone: | (UTC+00.00) Kuaia Lumour, Seg ]|

SNMP Connection Details

L) Do not use SNMP
® Uise SNMP Version 2c
L) Use SNMP Version 3

Community String: [avaya'Z]] x

Databases and Thresholds
% Start standard databases and thresholds

<)

Date Format: [ mm o4

Survivable Appliances

[Avaya LSP

) ]

In this test configuration, the Local Survivable Processor (LSP) and Enterprise
Survivable Server (ESS) Servers with the names LSPREMOTEL and ESS1 with the
IP addresses of 10.1.40.10 and 10.1.10.239 respectively, both belonging to the CM7-
DUPLEX Communication Manager system are also configured.

Repeat Step 2 to add a new system and select Add to add a new Avaya LSP.
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Step | Description
6. | The following settings were used during the compliance test.
Basic Details:
e Display Name: LSPREMOTEL1
e |P address: 10.1.40.18
e Primary Controller: CM7-DUPLEX
e Customer Name: Avaya
e Site Name: DevConLab
SAT Connection Details:
e User/Password: iptm/[As configured in Section 5.3 Step 2]
e Mode: Telnet
e Port: 5023 [For secure connection, select SSH with port 5022]
Click Add to effect the addition. Repeat the above for the setup of ESS1.
Add Avaya Local Survivable Processor
Basic Details
Display Name: * |LSPREMOTE1
IP Address: * [10.1.40.18
Primary Controller; * [CM7-DUPLEX
Customer Name: |Avaya
Site Name; [DevConLab
SAT Connection Details
User Name: * [iptm
Password: " |esessss
Mode: | T |
Port:* [5023
Databases and Thresholds
vl Start standard databases and thresholds
=
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Step | Description
7. | Below is the result of the additions of the 2 Communication Systems plus the LSP/ESS.
0 Prognosis | Admunsirstion
b 5 - ‘”F"_-““"d‘“"'-"‘—" Prognosis node - WIN-OHPGHT2JPBM ~
. : LSPREMOTEN Dutails
A CMT-DUFLEX 1P Addvess JOLI0IM
A Yerwon Progmows 10 60
Operatng Sywieme Windoars Servy 2008 R
* ol Status Catireciad
UC & infrastructure Canfigaration
it
8. | On Prognosis server, click Start = All Programs = Prognosis = Prognosis Client
to start the Windows Client application. Log in with the appropriate credentials.
[severionn |
Seaver |\MNMPGHT2JPBM (10.9.10.924: 1950 )
UseriD, |
Password |
| Logon I Cancel I Semver I
Connecled to \WIN-DHPGHT 2IP8M.
9. | Expand Configurations of the Monitoring Node, right-click on AVAYA_PBX and
select Properties.
GenD waes e Rn
Vi ee— L)
[ L Unified Communications and Colabaraton Cemtral
‘ wwmend b MTLRSGHLL  MLPRDOMO NS Nodey Lonlga pam Pk gt
LCC Eroayrmen Asac 55:‘-;?‘
r o
| oA
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Step | Description
10.| Check the configurations for each of the Communication Manager and the
corresponding CDR settings Step as configured in Step 4 earlier.
Note that the default CDR port is 50000 which correspond to the configurations set in
Section 5.6 Step 3 is already created as default.
./~ AVAYA_PBX on \WIN-OHPGHT2IPBM [_ [C1] ]
Generall Modes to Run On  Configuration |
SUBSYS AVAYL FBXE =]
DEFINE CDR({#GlcbalDefzult, port=50000)
ADD FBX(%CM7-58300D0, ip=10.1.60.18, customer=Awvaya, site=DewvConLab)
DEFINE 3AT_ PFROFILE (“CM7-38300D, mode=telnet, port=5023)
DEFINE SNMMF_NODE FROFILE(10.1.60.18, Wersion=Zic)
DEFINE COR{“CM7-32300D, timezone=E8, format=unformatted, ddmm=~false)
ADD PBX (ZCM7-LUPLEX, ip=10.1.10.230, customer=Awvaya, site=DewvlConLab)
DEFINE SAT_PROFILE {\CM7-DUFLEX, mode=telnet, port=5023)
DEFINE SMMF NODE FROFILE(10.1.10.230, WVersion=Zc)
DEFINE CLCR (“CM7-DUFLEYX, timezone=8, format=unformatted, ddmm=£false)
< _>I_I
Start I Close Save As . | Help |
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Step | Description

11.| To check the configurations of the ESS and LSP Servers to be monitored, expand

Properties.

N P L o e T SN

Configurations of the Monitoring Node, right-click on AVAYA_LSP and select

|84 B0uxA488 2 8E

= 4id My Displays 8 Configerasions
4 ] Auto. Saved Documents
iy Av-com
AVOLOSLY
Wy Custom Desply
i+ w5 Ksowtedge

IF Fhone » Galeway

1- G450

Durnion s8OS Lsincy

2671

Valce Streams on VCME-SITES

- ’ Cootgurusces
 ALCATEL PeX
 APPRESROMSE
v AVALADLTY
v AVATYA_CEFNITY
 AVAYA _LEGACY

' CECOEXPRESS
¥ o8z

v tous
 Ceman

 AVAYA (57
< AVAYA_ PO ot
 cBco_es

0 Gosa 1 on
DFavpon

O Fow m

W Unacoestatie 0 00

naarn AR 3]

Bt twtosrt s 'n’_

B M 576 B4 i 0

M e PR

1 R nix:nss-.m. _l_mfu.a..

For Feks, preme # L

L
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Step | Description

12.| Check the configurations for each ESS and LSP Servers to be monitored as configured
in Step 6 earlier.

AVAYA_LSP on \WIN-OHPGHT2IPBM M= E3

Ganeral | Modes to Fun On Configuration |

UBSYS AVAYA LSP i
D LSP(\LSPREMOTELl, ip=10.1.40.18, primary-controller=\CM7-DUPLEX, customer=Avaya, site=Dev(
DEFINE SAT PROFILE (\LSPREMOTE1l, mode=telnet, port=5023)

D LSP(\ESS1, ip=10.1.10,239, primary-controller=\CM7-DUSLEX, customer=Avaya, site=DevConLak
DEFINE SAT_ PROFILE (\ESS1, mode=telnet, port=5023)

4| | »

|9m|0ma|$aveh..| e |
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Step | Description
13.| To check the SAT login account and password configured on Section 5.3, expand
Configurations of the Monitoring Node and right-click on PASSWORDS and select
Properties.
T PR OGMOSTS
G400 ®RABB D FE
T —r——— -
« ..):’:‘::w Unified Communications and Collaboration Central
S —— Consooind to WIMIRETHIZS  ALPROGIOSIS Hordes
W e :
e e = wre &,."_,,. =um.uuug\m sw
wictel-Liscerd .
Ormad X Srtapre
o -
cu .
s .
csw0 .
Vscute Messagey
Cuz2 . UCT Ecosystem Summary
cucMIIag .
5::{::”‘ 2 £ Aare LU LEP Aop0 - ORCInLad g
ucE P AILRLR0TEY Avape CMLSP Svuyn - DevCenlad Moe EVapomm) 3
cuc 2 SHLOELES Avan C3d FEX A - OmCani a0 e 1
cw M o 1 3L Aepe C0 e Avipd - OnvCenlat "o 1] B2
cER N SReGRY ~ars FUGR o - DwConlan
S;&h-- :
* L > UCS CSetes s
¥ wpeansen
K usaca, Wozest e B
)f::;am e .
+ mTvose
WoTeROse Waware »
A Covtazt Swvmr .
J N
D:m_“
% e ponrin
v -
¥ soepar
¥ ey
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Step | Description
14.| The four entries for the CM7-DUPLEX, second system CM7-S8300D,
LSPREMOTEL and ESS1 are listed on the right pane.
- PASSWORDS on \WIN-OHPGHT2IPBM s B3
General' Nodes to Run On | Corfiguration Passwords l
+ -
Entry Name Pasosr:yord Username Password
[FOMMAND:PROGNOSIS IR W . L
[ sfp ' [ PrognosisCOR pre
SFTP.PrognosisCOR |_v ) PrognosisCDR jrereeee
Avaya-SAT.CH7-55300D T pm T .
SnmpV2¢:CH7-58300D 2 ERET o
vaya-SAT.CH7-DUPLEX L pim i, I
SnmpV2¢.CM7-DUPLEX P )
[Avaya-SAT.LSPREMOTE1 . ptm Lsnsatee
Avaya-SAT-ESS1 [~  iptm [erreeer
Start Close Save As... Help
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
Communication Manager and Prognosis.

7.1. Verify Communication Manager

Verify that Prognosis has established three concurrent connections to the SAT by using the
status logins command.

COMMUNICATION MANAGER LOGIN INFORMATION

Profile User's Address Active Command Session

0 stat logins

192,168,
22
10.1.10.

10.1.10.

10.1.10.1

Using the status cdr-link command, verify that the Link State of the primary CDR link
configured in Section 5.7 shows up.

status cdr-link
_ COR LINK STATUS
Primary Secondary
Link State: up CDR not administered

Date & Time: 2016/05/16 14:56:10 poeR/R0,/00 00:00:00

Forward Seq. No: @ 8
Backward Seq. No: 0 <]
CDR Buffer % Full: ©.00 0.00
Reason Code: 0K
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7.2. Verify Prognosis

This section provides the tests that can be performed to verify proper configuration of Prognosis.
The following steps are done by accessing the Prognosis webui.

Step | Description

1. | After logging into Prognosis webui and selecting the home screen icon above, the list of

Communication Manager Servers configured in Section 6 is displayed on the right pane
under UC Ecosystem Summary.

M T e Dewide e e S — -

500 =A% Bs

Unified Communscanons and Collaboration Contral

Cowmeind b ONMETHIL  ALFTOUAUAL Motes Lietzzune 11208 bty
o [_[F=UTCTES T [ = XTTON
a ey e Oamun

.

S

o

v o

Cvtms

b Mebiamg
. 10 Eoaeymnn Seswwry
EMTIAL v T

2. | Select any of the PBX, verify that the SAT Connections field for each configured
Communication Manager shows 3 connections. Repeat to check the other PBX.

Avaya PBX
\CMT OUPLEX T ™ Comfigsation ersnnet
Mosye PR SAT Availabilty Voics Stiuems
[os T R e | ey e | Fae Pon  [Unsceptutén
""!.‘ ke |
TR
PROGHOSLS Bainet Alusts iB otnon T Wi K;.
1 3P 9001
m__ . b N— T S—— — -
oe 4
PEX Ssalin Hutwork Hops (Al PBXs|
fs- Twe Ty Owen Degr | Unte [ Teet |
[T (] £ -
44 3enen 1 '
L3Py
liedia Gaensry 3
1800 Sorenty 1 1
[ T ) 1097 000
Proom = 104 ” " 0
Patliisheses 2 3 se 4
[ a ' 8 3
Toaw Goaeeg § 2 3 b
CTEERE R L
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Step

Description

Make a call between two Avaya IP telephones that belong to an IP Network Region that is
being configured to send RTCP information to the Prognosis server. Verify that the Voice
Streams section shows two active voice streams reflecting the quality of the call.

Avaya Voice Streams

au
»
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Step

Description

Verify that the errors present in the Communication Manager are also reflected on the
PBX screen below.

aenad
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8. Conclusion

These Application Notes describe the procedures for configuring the Integrated Research
Prognosis for Unified Communications 10.5 to interoperate with Avaya Aura® Communication
Manager R7.0. In the configuration described in these Application Notes, Prognosis established
telnet connections to the SAT to view the configurations of Communication Manager and SNMP
to monitor for failures. Prognosis also processed the RTCP information to monitor the quality of
IP calls and collected CDR information sent by the Communication Manager. During
compliance testing, all test cases were completed successfully with observations in Section 2.2.
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9. Additional References
The following Avaya documentations can be obtained on the http://support.avaya.com.

[1] Avaya Aura® Communication Manager Feature Description and Implementation, Release
7.0.1, Issue 2, May 2016, Document Number 555-245-205.

[2] Administering Avaya Aura® Communication Manager, Release 7.0.1, Issue 2, May 2016,
Document Number 03-300509.

[3] Application Notes for Integrated Research’s Prognosis for Unified Communications 10.5
with Avaya Aura® Session Manager R7.0 and Avaya Aura® System Manager R7.0.

The following Prognosis documentations are provided by Integrated Research. Documents are
also provided in the online help that comes with the software Package.

[4] Prognosis Deployment and Installation Guide 10.5, 22" Feb 2016

[5] Prognosis for Unified Communications Avaya Aura Communication Manager User Guide,
Prognosis 10.5, 21 Dec 2015

[6] Prognosis for Unified Communications Avaya Aura System and Session Manager User
Guide, Prognosis 10.5, 21 Dec 2015
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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