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Abstract

These Application Notes describe the configuration steps required for WildPackets OmniPeek
Enterprise to interoperate in an Avaya IP Telephony environment, consisting of Avaya
Communication Manager, Avaya 4610SW IP Telephones, and Avaya one-X™ Deskphone
Edition. Information in these Application Notes has been obtained through compliance testing
and additional technical discussions. Testing was conducted via the DeveloperConnection
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

WildPackets OmniPeek Enterprise is a network analysis application. The interoperability is in
an Avaya IP Telephony environment, consisting of Avaya Communication Manager, Avaya
4610SW IP Telephones, and Avaya one-X™ Deskphone Edition. OmniPeek Enterprise
monitors the RTP streams from the Avaya IP telephones, and analyzes the media packets to help
identify any voice quality problems.
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Figure 1: WildPackets Enterprise OmniPeek in an Avaya IP Telephony Environment

In the test configuration shown in Figure 1, OmniPeek Enterprise monitored the Avaya 4610SW
IP and Avaya 9620 one-X "™ Deskphone Edition telephones at the Branch site. The RTP stream
for the two telephones at the Branch site were mirrored on the Avaya C363T-PWR Converged
Stackable Switch, and sent over to OmniPeek Enterprise. The Packet Storm was used as a tool to
inject VoIP impairments, such as jitter and loss, into the network for calls between the Branch
site and the Main site.

For the compliance testing, the Enhanced Voice Option from OmniPeek Enterprise was used for
analysis of voice quality. The Enhanced Voice Option enabled the VoIP impairments and the
overall speech quality assessment scores to be reported. Even though OmniPeek Enterprise
supports local data capture from remote OmniEngines, the remote OmniEngines were not
included in the compliance testing.

The Avaya IP Telephony infrastructure is not the focus of these Application Notes and will not
be described. Furthermore, the port mirroring on the Avaya C363T-PWR Converged Stackable
Switch and the VolP impairment injection on the Packet Storm will also not be described. Note
that other network tapping methods, besides port mirroring, may be used for the purpose of RTP
stream captures.
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya S8300 Media Server with Avaya Communication Manager 3.1.2,
G700 Media Gateway load 632.1
Avaya C363T-PWR Converged Stackable Switches | 4.3.12
Avaya 4610SW IP Telephones (H.323) 2.30

Avaya 9620 one-X™ Deskphone Edition (H.323) | 1.0

Avaya 9630 one-X™ Deskphone Edition (H.323) | 1.0

Packet Storm 10.5v1
WildPackets OmniPeek Enterprise running on 4.0.1
Dell Latitude D600 Windows XP SP2
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3. Configure WildPackets OmniPeek Enterprise

This section provides the procedures for configuring WildPackets OmniPeek Enterprise. The
procedures fall into the following areas:

¢ Verify Enhanced Voice Option
e Administer new capture

3.1. Verify Enhanced Voice Option

From the OmniPeek Enterprise server, select Start > All Programs > WildPackets OmniPeek.
The Start screen is displayed. Select Help > About OmniPeek, as shown below.
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| Lﬁ Fie Edit View Capture Send Monitor Tools Window - 8%
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,@ OMHR G | [ Show StartPage
| | Readme . tﬁ
S ta ﬂ Getting Started Guide w‘ Idpacke“
i ———  WildPackets on the Web 4
Get Started g =
EEE——
New Capture | Open Capture File |I. View Remote Engines |
Recent Files Location Summary
grandstream lan-to-lan.pkt C:\Capture\VolP\grandstream lan-to-lan.pkt
40 ms one-way jitter2.plt Cr\Capture\Avaya\40 ms one-way jitter2.plt
5 percent one-way packet loss.pkt Cih\Capture\Avaya\5 percent one-way packet loss.pkt
40 ms one-way jitter.pkt CH\Capture\Avaya\dd ms one-way jitter.pkt
1000 ms one-way delay.pit C:\Capture\Avaya\1000 ms one-way delay.pkt
0.711 aea (avaya encryption).pkt Ci\Capture\Avaya\g.711 aea (avaya encryption).pkt
g.711 aes.pkt C:\Capture\Avaya\g.711 aes.pkt
audio-8 cne way bug on new phone 3620.pkt Ci\Capture\Avaya\audio-8 one way bug on new phone S$620.pkt
Recent Capture Templates Location Summary
Mo recent templates
Documentation
.« View the Readme
=i View the Getting Started Guide
i Driver installation instructions
«i Read the User Guide
=i Read the Omni Engine Getting Started Guide
Optional Hardware Guides
The About OmniPeek dialog box is displayed. Click on Support.
b N I T ‘
AboutUmniPeck:
OmniPeek for Windows
Wersion 4.0.1
Copyright ©1997-2006 WildPackets, Inc.
" - All rights reserved.
OmniPeek” Partions protected by US Patent 5,787,253,
Scott
WildPackets
WildPacl (6——\ oy ZXAGYZZKOB
[ Support... ] [ Close J
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The Support Information dialog box is displayed next. Scroll down the window and verify that
the Enhanced Voice Option is enabled, as indicated by the [ OmniPeek Enterprise + Voice ]

feature shown below. Click on Close after the verification.

ooy |
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Size: 331,753 bytes

App resource Path:
C:'Program Fles\WildPackets\OmniPeek_141033
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| [ OmniPeek Enterprise + 'I.-’o@
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WAN
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Remote Engine Connections
Graphs

Save... ]L_ Close J
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3.2. Administer New Capture
The Start screen is displayed again. Select New Capture to start a new capture.
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CET e e
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ECIERS

M WildPackets

Get Started
New Capture | Open Capture File | View Remote Engines

Recent Files Location Summary
grandstream lan-to-lan.pkt Ci\Capture'\WolP\grandstream lan-to-lan.pkt

40 ms one-way jitter2.pkt C:\Capture’Avaya'40 ms one-way jitter2.pkt

5 percent one-way packet loss.phkt C:\Capture\Avaya\5 percent one-way packet loss.plkt

40 ms one-way jitter.pkt Ci\CapturehAvaya'40 ms one-way jitter.pkt

1000 ms one-way delay.pkt Ci\Captureh\Avaya'l000 ms one-way delay.pkt

g.711 aea (avavya encryption).phkt C:\Capture\Avaya'g.711 aea (avaya encryption).phkt

g.711 aes.pkt Ci\CapturehAvaya'g.711 aes.pkt

audio-8 one way bug on new phone 3620.pkt Ci\Capture\Avayataudio-8 one way bug on new phone 9620.pkt

Recent Capture Templates Location Summary

No recent templates |

=

Documentation

i View the Readme

i \Wiew the Getting Started Guide

i Driver installation instructions

i Read the User Guide

.t Read the Omni Engine Getting Started Guide
Optional Hardware Guides

TLT; Reviewed: Solution & Interoperability Test Lab Application Notes 50f 12

SPOC 10/26/2006 ©2006 Avaya Inc. All Rights Reserved.

OmniPeek-1P.doc



The Capture Options screen is displayed. Select General from the left pane. In the Capture
title field, enter a descriptive name for the capture. The remaining fields may be modified as
needed. For the compliance testing, all default values were retained, which allows the capture to
continue until the buffer is filled with 64 megabytes of data.

= 1
| Gapture OpHons, d‘
General General
Adapter
802.11 Caphure title: | 3
WAN
Hardware Profiles [[] Continuous capture
Triggers
Filters
Statistics Output
Performance
[ ] Limit each packet to bytes
Buffer size: 64 - megabytes

[¥] Show this dislog when creating a new capture

oK ]I Cancel J[ Help ]

TLT; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 12
SPOC 10/26/2006 ©2006 Avaya Inc. All Rights Reserved. OmniPeek-1P.doc



Select Adapter from the left pane. Expand Local machine:DBJFM741 in the right pane, and
select an appropriate network adapter to use for the testing. Note that the local machine and
adapter names may vary. For the compliance testing, the Local Area Connection 2 Ethernet
adapter was used. For network configurations involving WAN or wireless, a different type of
adapter will need to be installed and selected. Click on OK.

| e Untions,
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Agapker
BOZ. 11
AN

Hardware Profies

Triggers
Filters

Statistics Output

Performance

F |u| File
# |k Module: RFGrabber
= % Local madhine: DBIFM741

Link Speed
WildPackets API

Description
Broadcom 570x Gigabit Integrated Confr...

00:0F: 1F:C2:D1:5C
100 Mbits/fs

X

[

] { Cancel

Heip

The OmniPeek — [Capture 1] screen is displayed next, as shown below. Click on the green
Start Capture button on the right to start the data capture.
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4. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying WildPackets OmniPeek Enterprise’s capture and display
of RTP streams, and analysis of voice quality from the Avaya 4610SW IP and Avaya 9620 one-
X™ Deskphone Edition telephones. The call scenarios included registration, audio codecs with
and without IP media shuffling, encryption, and VVoIP impairment.

The serviceability testing focused on verifying the ability of WildPackets OmniPeek Enterprise
to recover from adverse conditions, such as disconnecting the Ethernet cables to OmniPeek
Enterprise.

4.1. General Test Approach

All tests were performed manually. The Packet Storm was used to inject VVolIP impairments,
such as jitter and loss, into the network for calls between the two sites.

The serviceability test cases were performed manually by disconnecting and reconnecting the
LAN cable to WildPacket OmniPeek Enterprise.

The verification of all tests included checking of proper display of captured data at the
OmniPeek Enterprise server, and of comparing the reported VoIP impairments from OmniPeek
Enterprise with the network audio quality data reported on the Avaya 4610SW IP and Avaya
9620 one-X"™ Deskphone Edition telephones.

4.2. Test Results
All test cases were executed and passed.

There were two observations from the compliance testing. First, when encryption was used for
the calls, the OmniPeek Enterprise displayed “RTP Dynamic” to denote media packets that
cannot be decoded.

Second, the packet jitter value displayed by OmniPeek Enterprise is the jitter buffer value, which
showed a nominal delay for normal traffic, and increased accordingly as additional jitter was
injected by Packet Storm.
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5. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
WildPackets OmniPeek Enterprise. Prior to verification, connect the two telephones monitored
by OmniPeek Enterprise and make a few calls to enable registration and media packets to be
captured.

5.1. Verify WildPackets OmniPeek Enterprise

In the OmniPeek — [Capture 1] screen continued from Section 3.2, verify that the packets are
captured and automatically populated, as shown below. Right-click on an entry with the value
“H.225” in the Protocol column, and select Select Related Packets > By Protocol from the
drop down list. This will enable all registration packets to be selected.

SO i Pack [Gaptire i
ﬁ File Edit View Capture Send Monitor Tools Window Help
O-E-HS REEBE && 9T 2SEM S B od
Packets received: | 856 Memoryusage:| 0%|
Packets filtered: 858 Filter state:| <= | Accept all packets
= Capture = EHEHE Ak T 9ER 72 2
- Packets | SET
H Log Packet | Source Destination Flags Size Relative Time | Protocol Summary
i - Filters. RIS ¥ T
= Expert .20 Decode Packet 24 0:01:07.121097 5
- Hierarchy 134 IP-192.45.22.6  Decode Reassembled PDU 01 0:01:07.219216 H.225 c
H - Flat 135 IP—192‘45.20.‘3‘: §43 0:01:07.221349  H.225 B
- - Application 136 IP-192.45.22.6 ko Save Al Packets i 64 0:01:07.234130 H.323 Host Call Sr
: VolP Media 137 | IP-192.45.20.9 [5] cave Selec : 66 0:01:07.234500 H.323 t Call Sr
& Viguals 138 | IP-192.45.22.0 oo et packets to New Window 64 0:01:07.235065 H.323 Host Call Sr
. Peer Map 139 IP-192.45.22.4 24 0:01:07.337788 Q.931 c
; Graphs 140 IP-192.45.20.9 4 0:01:07.338264 H.323 Host Call s
=) Statistice 141  IP-192.45.20.%9 By & i Loy
i P 142 IP-192.45.20.9 . Call Establ:
- Protocols 143 IP-192.45.22. G AR By Hicstiston ost Call Src= §054,D:
144 IP-192.45.20. By Source and Destination Miscellanem
H STy : :n q Send Selected Packets g S =
R ] 145 | IP-192.45.20.%8 | By Protocol Miscellanea
146 IP-192.45.20.9 . Miscellanem
1 Make Filter... By Port
147 IP-192.45.23. % G ost Call Src= 6054,
148 | IP-192.45.20.q S InsertintoName Table... | ByFlow Miscellaneat
143 TP-192.45.22.4 %2 Resolve Names Cirl+R  J8170:01:07.357394  H.323 Host Call Sro= 6054;D:
150 II—‘—192‘45.20.‘3§ D Expert EventFinder Settings 06  0:01:07.607181 | Q.931 Miscellanem

The Selection Results dialog box is displayed. Click on Copy, to enable the selected packets to
be copied to a new window.

e -;'-'-'.'-','J':.':' : 'r?‘-:; o g -i
saalecion Hesulis i

& packets selected.

Hide Selected ] ’Hide Unselected l I Copy l [__Cln:use ]
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The new OmniPeek — [Capture 1 — Selection] screen is created, and displays the captured
registration packets as shown below. Verify that the IP telephones are successfully registered, as
indicated by entries with “I1P-192.45.22.66” and “IP-192.45.22.56” in the Destination column,
and “R Registration Confirm (RCF)” in the corresponding Summary column. Note that these
two IP addresses correspond to the two Avaya IP telephones monitored by OmiPeek Enterprise.
Select File > Close from the menu bar, to close this screen after verification.

S Dmipes ke g e belection],
;f‘g File Edit View ?pb..lre Send Monitor Tools Window Help

D-8-He RlBdE & T LSEME S H @ g

o o EHEEH S v 589 28 2
i Lod T
Log Packet | Source Destination Size Relative Time | Pratocol Summary
& o S or: S——————————— T
Hierarchy 2 TP-192.45.22.66
Faat 3 R e 201 0.554506 H.225
Application 4 IP-192.45.20.91 IP-192, 243 0.556639  H.225
VolP Hedia 5 IP-192.45.22.56 @ IP-132.35.20.01 111 36.475103
| & visuals 6 IP-192.45.20.91  IP-192.45.22.58 112 36.476428
| - Peer Map 7 IP-192.45.22.56 | IB-192.45.20.91 187 36.505435
| - Graphs & IP-192.45.20.91 173 36.507717 H.225
| = Statistics

The OmniPeek — [Capture 1] screen is displayed again. Select Expert > VolP Media from the
left pane, and verify that the voice quality and impairments are reported in the Jitter, Packet
Loss %, MOS-CQ, and R Factor Conversational columns. The selection of which columns to
display is accomplished by right-clicking on an existing column heading, and checking the
desired fields, as shown below.

‘?-'5],';} ok Capturs 3] S : o bt = 0] X]
| Fle Edt Vew Caphwe Send Montor Took Window Help s _ &%
L 8-k REcde &b HT LOEM H 9w
Packets received: 47787 | Memory usage: 18% fe——
Packets filtered: 41,787 Filter state: 4=  Accapt al packets [ e
= Capture Flows analyzed: 47 Flows recycled: 0 . ™
Packets Events detected: 5521 Packets dropped: ) L 2
Log Flows 1D Source Adde Dest Addr Dackmte i wntinn . Jtter Packetloss % Codec MOSCQ R Factor Conversational
e § 124520 245225 7 s : :
S Bpert 6 192452093 102.45.22 56 0.047 5 GTaea 26 ==
Herarchy 8 182452258 192452053 | ¥ Source Addr 0.034 0 G729A 381 &2
Fat 9 162452268 192.45.2093 Souece Port 0,034 0 67294 19 82
Agpication 9 192452093 192457288 | v DestAddr .08 s G729 288 s
VelP Meda 23 182452083 192452256 Dest Port 0.042 0 G711 p-law 419 ¢
= Visusls 23 182452258 182 45.20.93 Events 0,040 0 G711 p-law 418 ]
Pesr Lap 24 162452256 192.45.20 55 Protocol 0.034 0 G.711 p-law 419 e
L su:;:iiil 24 192452055 192.45.22 56 Hops 0.058 4 G711 p-law 281 &7
s 25 182452268 192452093 | Packete 0.040 0 G711 pelaw 419 )
Bkl 25 192.45.20.83 192.45.22 86 Bytes 0.044 5 G711 p-law 1.83 7
Summary 27 192452266 192.45 2085 Start 0.0 0 G711 p-law 419 )
VoP 27 192452065 192.45.22 86 Finish 0.050 4 G711 p-law 2% @
v Duration
v Jitter
v Packetloss %
One-Way Delay
SSRC
v Codec
MOS0
v MOS-CQ
MOS+PQ
MOS-Nom
R Factor Lis tening
v R Factor Conversational
R Factor G. 107
R Factor Nominal
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6. Support

Technical support on WildPackets OmniPeek Enterprise can be requested at
www.wildpackets.com/support/contact.

7. Conclusion

These Application Notes describe the configuration steps required for WildPackets OmniPeek
Enterprise 4.0.1 to interoperate in an Avaya IP Telephony environment, consisting of Avaya
Communication Manager 3.1.2, Avaya 4610SW IP Telephones, and Avaya one-X™ Deskphone
Edition. All feature and serviceability test cases were completed successfully.

8. Additional References
This section references the product documentation relevant to these Application Notes.

e Administrator Guide for Avaya Communication Manager, Document 03-3005009, Issue 2.1,
May 2006, available at http://support.avaya.com

o WildPackets OmniPeek Getting Started Guide, available on OmniPeek Enterprise
installation CD.

e WildPackets OmniPeek User Guide, available on OmniPeek Enterprise installation CD.
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©2006 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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