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Abstract

These Application Notes describe the steps to configure Avaya Session Border Controller for
Enterprise, Avaya Aura® Session Manager and Avaya Aura® Communication Manager with
Semafone. Semafone extracts DTMF tones entered by the caller from SIP signaling and
replaces them with a generic tone for a call center agent to hear. The extracted DTMF tones
can then be sent to a payment platform for processing.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The Semafone solution in conjunction with Avaya Session Border Controller for Enterprise
(ASBCE) enables DTMF tones delivered over a SIP trunk provided by a 3™ party service
provider to be extracted and replaced with a generic DTMF tone. The DTMF tones captured can
then be sent to a payment platform for processing; the agent hears only the replaced generic tone.
In a ‘Northbound’ configuration, the Semafone solution sits on the public or ‘north’ side of the
Session Border Controller as shown in Figure 1 below. This is in contrast with the
“Southbound” configuration, where the Semafone solution sits on the private or ‘south’ side of
the Session Border Controller. The “Southbound” configuration is described in another
application notes.

The Semafone solution addresses the traditional situation whereby an agent may ask a caller for
payment details, which can be spoken by the caller and entered manually by the agent, or the
agent would transfer the caller to a separate IVR for capture of the payment details. The
Semafone solution enables the caller and the agent to remain connected for the entire duration of
the call, and eradicates the inherent risk and overhead of traditional methods used. As the DTMF
tones captured are replaced with a generic tone, the agent is never made aware of the payment
information. In addition, call recording playback cannot be used to surreptitiously collect the
DTMEF tones as the Semafone solution sits on the trunk side, in this instance, between the 3
party SIP trunk service provider and public interface of the Avaya Session Border Controller for
Enterprise. When used in this way, the Semafone solution typically enables a Call Center to
more easily gain Payment Card Industry (PCI) compliance.

2. General Test Approach and Test Results

The interoperability compliance testing evaluated the ability of the Semafone solution to
establish a SIP trunk connection between the 3™ party SIP service provider and the Session
Border Controller for Enterprise and collect and clean DTMF tones when placed into
SecureMode.

SecureMode is the feature by which a call routed via Semafone is tagged by a Call Center agent
using a unique code and the subsequent DTMF tones entered by the customer are masked. The
unique code is generated by Semafone and displayed to the agent through the payment page web
interface. The Call Center agent enters the unique code on their telephone keypad, and an icon
demonstrating that the call has entered SecureMode is shown on the web interface. The customer
is then able to enter their card details using their telephone keypad without the Call Center agent
having to perform any additional actions.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

The following tests were performed as part of the compliance testing.
e DTMF tones delivered by 3™ party service provider per RFC2833/in-band/SIP INFO
method

e (ollection and cleaning of DTMF tones received by the Semafone solution using the
above methods

® Entering SecureMode and verification that DTMF tones collected and passed to the
payment engine are as entered

e Verification that none of the original DTMF tones entered are audible by the agent

® Various call routing and agent call handling scenarios

2.2. Test Results

All functionality and serviceability test cases were completed successfully.

2.3. Support

Support is available via www.semafone.com
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3. Reference Configuration

Figure 1 illustrates the telephony network topology used during compliance testing. The solution
consists of a simulated SIP service provider with a SIP trunk directly connected to the “dirty”
interface of the Semafone server SIP Interworking Gateway (SIG). The “dirty” interface is the
interface on which the true DTMF tones entered by the customer are received. A separate SIP
trunk is established between the “clean” side of the Semafone server SIG and the public interface
of the Session Border Controller for Enterprise. The “clean” interface is the interface on which
the DTMF tones entered by the customer have been removed and replaced with a generic tone. A
SIP trunk from the private interface of ASBCE is configured to Session Manager. Session
Manager has a further SIP trunk to Communication Manager. Communication Manager is
connected to a G450 which provides DSP resources and services 9630 H.323 Deskphones.

Simulated

SIP Service
Provider

| Semafone Solution
Hosted on VMware

| latform Consisting:
192.168.50.195 (dirty) SED VIP:
ﬁ 192.168.51.12

SIG VIP (dirty):
SIP Trunk 192.168.30.195 (clean) 192.168.50.195

_____________ | SIG VIP {clean):
192.168.30.195

| 2
Avaya Session 192.168.30.124 Public
Border Controller for
Enterprise 10.10.16.124 Private

Internal network for
inter-component
communication (not

Avaya Aura® - 4 shown)

Session Manager ~

on Avaya S8800 ”
Server -
SIP Signalling - C
Interface: . |
10.10.16.148 i
' @B

Avaya 96xx IP Deskphones and Agents

Communication

Manager on Avaya
58800 Server with
Avaya G450 Media
Gateway
procr:
10.10.16.142

Figure 1: Avaya Session Border Controller for Enterprise, Avaya Aura® Session Manager
and Avaya Aura® Communication Manager with Semafone Solution
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Figure 2 illustrates the payment network topology used during compliance testing. The solution
consists of the same Semafone server hardware and agents shown in Figure 1 with the addition
of a payment page hosted on a webserver residing on the Semafone server.

Semafone Solution
Hosted on VMware
Platform Consisting:
SED VIP:
192.168.51.12
Payment Website:
192.168.51.10

@B
@B

Avaya 96xx IP Deskphones and Agents

i

Figure 2: Avaya Agents and workstations with Semafone payment network

Note: The Semafone SED Virtual Machine is a high availability firewall and router appliance. It
helps Semafone achieve Network Segmentation in the customer environment by creating a
secure Semafone PCI Zone.

RCP; Reviewed: Solution & Interoperability Test Lab Application Notes 5 of 48
SPOC 11/19/2013 ©2013 Avaya Inc. All Rights Reserved. SemafoneNorth



4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® Communication Manager R6.2 SPS5 build R016x.02.0.823.0-20396
running on Avaya S8800 Server
Avaya Aura® System Manager running on | R6.2 SP4
Avaya S8800 Server
Avaya Aura® Session Manager running on | R6.2 SP4
Avaya S8800 Server
Avaya Session Border Controller for 4.0 Q19
Enterprise
Avaya G450 Media Gateway 32.24.0
Avaya 9630 IP Deskphone H323 3.2
Semafone hosted on VMware ESXi 5.0 v3
infrastructure
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5. Configure Avaya Aura® Communication Manager

The configuration and verification operations illustrated in this section are performed using
Communication Manager System Access Terminal (SAT). The information provided in this
section describes the configuration of Communication Manager for this solution. For all other
provisioning information such as initial installation and configuration, please refer to the product
documentation as referenced in Section 11. The configuration operations described in this
section can be summarized as follows:

® Configure Routing

® Configure DTMF option

5.1. Configure Routing

The AAR table must be configured with the relevant routing entry for calls to the simulated SIP
Service Provider. In this instance trunk-group 1 is already configured as the SIP trunk to Session
Manager and route-pattern 1 is configured to route calls over this trunk group. Enter the
command change aar analysis 0. In the Dialed String column enter the digits which will be
routed to the SIP Service Provider, in this case 20. Set the Total Min and Max value to 4 and the
Route Pattern value to 1. When a 4-digit string is dialed beginning with 20, the call will route to
Session Manager. The Session Manager configuration later in this document explains how the
call is then routed to the SIP Service Provider via the Session Border Controller and the
Semafone gateway.

change aar analysis 0 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: O
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
13 4 4 4 aar n
20 4 4 1 unku n
3 11 11 1 unku n
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5.2. Configure DTMF option

For the purposes of the compliance test, Communication Manager was configured to send DTMF
using either the in-band (as part of the RTP stream), out-of-band (as a SIP INFO message) or
rtp-payload (RFC2833 DTMF event) method. Enter the command change signaling-group x
where X is the signaling group in relation to the SIP trunk-group connecting to Session Manager,
and configure the DTMF over IP field as appropriate.

change signaling-group 1 Page 1 of 2
SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? y Priority Video? y Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM

Near-end Node Name: procr Far-end Node Name: sm62sigint
Near—-end Listen Port: 5061 Far-end Listen Port: 5061
Far—-end Network Region: 1

Far—-end Domain:

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: in-band Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? y

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
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6. Configure Avaya Session Border Controller for Enterprise

These Application Notes assume that the installation of ASBCE and the assignment of a
Management IP Address has already been completed.

6.1. Access Management Interface

Use a WEB browser to access the web management interface by entering URL
https://<ip-addr>, where <ip-addr> is the management LAN IP address assigned during
installation. Select UCSec Control Center (not shown) on the displayed web page, and log in
using proper login credentials.

SignIn

@ Si pera Login D = |

Systems Password | ......... | |

LEARN - VERIFY - PROTECT

The UC-Sec ™ family of products from Sipera Systems delivers comprehensiva ValP
secyrity by adapting the best practices of internet security and by using unique,
sophisticated technigues such as Yol protocol misuse & anomaly detection,
hehavioral learning hased anomaly detection and woice sparm detection to protect
YolP networks.

Yisitthe Sipera Systems wehsite to learn more.

HOTICE TO USERS: This systemn is for autharized use only. Unauthorized use ofthis
systern is strictly prohibited. Uinauthorized or improper use of this system may result
in civil andfar criminal penalties. Use of this system constitutes consent to security
maonitoring. Al activity is logged with login info, host name and IP address.
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6.2. System Status

Navigate to UC-Sec Control Center > System Management. A list of installed devices is
shown in the right pane. For the sample configuration, a single device named ASBCE is shown.
The Status will appear as Commissioned as shown below.

UC-Sec Control Center

Welcome yned in as Admin. Current server time is 1:42:50 PM GMT
@ Alarms Incidents: Eﬁ Statistice | = Logs % Diagnostics @ Users ij Logout | (@ Help
|2 UC-Sec Caontral Center System Management

©)elcome

<& Administration

|| packup/Restare Installed | | Updates

B8 System Management

) Global Parameters Device Name Serial Number Yersion Status ----..I
b [ Global Profiles IPCE31031233 4.0.5.@19 B O & & X%
|2y BIP Cluster

> |3 Domain Policies

To view the network information of this device, which was assigned during installation, click the
View Config icon button (the third icon from the right). A Network Configuration window is
displayed as shown below. Note that the A1 and B1 interface IP addresses correspond to the
Private and Public interfaces, respectively, for the ASBCE as shown in Figure 1 in Section 3.

System Information: ASBCE [
Hetwork Configuration
—General Settings Device Settings
Appliance HName ASBCE HA Mode i [
Box Type SIF Secure Channel Mode  Mone
Deployment Mode Proy Two Bypass Mode i [
— Network Settings
Public IP Hetmask Interface
101016124 1010.16.124 25525525580 1010161
192.168.30.124 192 168.30.124 25525525580 192.168.30.1
— DNS Configuration Management IP(s)
Primary DNS 10101011148 ’7 P 10.10.100.230
Secondary DHNS
DNS Location DL
DHNS Client IP 1010.16.124
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6.3. Global Profiles — Add Server Interworking Profiles

An interworking profile must be administered to define the features supported by the relevant
server configured in Section 6.3.2. Server interworking is defined for each server connected to
ASBCE. For the compliance test, the Semafone SIG interface serves as the Trunk Server and
Session Manager serves as the Call Server. Navigate to Global Profiles = Server
Interworking from the left-side menu and click Add Profile to configure new server
interworking profiles.

UC-Sec Control Center

@ Alarms Incidents ﬂﬂ Statistics | Logs &% Diagnostics @ Users
) UC-Sec Cantral Center Global Profi oo
@ welcome
~. Administration one Profile
[‘5‘] BackupiRestore Interworking Profiles Itis not recommended to edit the defaults. Try cloning or adding a new prqﬁle_ instead.
Systern Management
B8 sy . cs2100 General | | Timers | | URI ipulati | | Header ipulati | | Advanced |
|2 Glohal Pararmeters -
4 | Global Prafiles s
&5 Fingerprint CiSCO-CCm Hald Support RFC3264
| é Servar Interworkingl cups 180 Handling Hone

Enter an appropriate Profile Name such as Avaya SM shown below and click Next.

Interworking Profile

Fraofile Mame |Avaya | |
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The General page is displayed. In the sample configuration, T.38 Support was checked to
enable T.38 faxing (though not relevant to the configuration), and Hold Support was set for

RFC2543. Click Next.

Interworking Profile %
. Genea
" Mane
Hold Support | ¢ RFC2543-c=0.000
 RFC3264 - a=sendanly
180 Handling & Maone & SDFP (" Mo SDP
181 Handling & Mone & SDP ( Mo SDFP
182 Handling * Mone ¢ SDP & Mo SDP
183 Handling f* Mone ¢ SDP Mo SODP
Refaer Handling r
Tt Handling r
Diversion Header Support r
Delayed SOP Handling r
T.38 Support
LRI Scheme @ SIP  TEL 0 AMY
Yia Header Format ; Eigggﬂ
Back Jf Hext
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Leave the Privacy and DTMF fields at their default values and click Next.

Interworking Profile

Privacy
Frivacy Enabled
User Mame

P-Asserted-ldentity
P-Preferred-ldentity

I_I_II_I

Privacy Header

DTMF
DTMF Support ¢ Mone ¢ SIPMNOTIFY  SIPINFO

Leave the SIP Timers and Transport Timers fields at their default values and click Next.

Interworking Profile

Configuration is not required. All fields are optional.

SIP Timers

Min-SE |:| seconds, [90 - B6400]
Init Tirmer |:| millisecands, [50 - 1000]
Max Timer |:| milliseconds, [200 - 8000]
Trans Expire |:| secands, [1- 64]

Invite Expire |:| seconds, [180 - 300]

Transport Timers

TCP Connection Inactive Timer |:| seconds, [R00 - 3600]

=
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Leave the Advanced Settings ficlds at their default values and click Finish.

Interworking Profile

Advanced Settings

Fecord Routes

Topology Hiding: Chanoge Call-1D
Call-nfo MNAT

Change Max Forwards

Include End Foint IP for Context Lookup
0C5 Extensions

AR A Extensions

MORTEL Extensions

SLIC Extensions

Diversion Manipulation

Diversion Header LIRI

Metaswitch Extensions

Reset on Talk Spurt

Feset SRETP Context on Session Refresh

Has Remote SBC
Foute Response onYia Fort

Cisco Extensions

" Mone
= Single Side
{* Both Sides

U R

RS RRw R R R

CUNR R A

a1

fil
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Similarly add an identical interworking profile for the public side of the ASBCE named
PUBLIC.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 1:41:10 PM GMT
@ Alarms Incidents | [Jfj Statistics | = Logs |& users
li_:) UC-Sec Control Center Global Profiles > Server Interworking: cs2100

&) Welcome Add Profile

<& Administration . . . . . -
E] Backup/Restore Internworking Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.

#5 Diagnostics

ﬂSystem Management €s2100 General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced |
I |3 Global Parameters avaya-ru
& pomain Dos cisco-ccm Hold Support RFC3264
'%} Fingerprint . cups 180 Handling Mone
82 Server Interworking —— -
@ Phone Interworking ipera 0 181 Handling MNone
ﬁ \edia Forking 2§r§él;r0ntEnd- 182 Handling None
22 Routing 183 Handling Mone
.jé Server Configuration e Refer Handling Mo
2, Subscriber Profiles PUBLIC o Handling No
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6.4. Global Profiles — Server Configuration

In the compliance test, the Semafone SIG interface is administered and connected as the Trunk
Server and the enterprise Session Manager is administered and connected as the Call Server.
Navigate to Global Profiles - Server Configuration from the left-side menu and click Add
Profile to configure the first of the two servers.

UC-Sec Control Center

ed i

@] Logout | (@ Help

@ AMarms Incidents
| UC-Sec Contral Center

@ Welc.or'ne . Add Profile Rename Profile §l Clone Profile j§j Delete Profile
< s Administration
|| packup/Restare General | | Authentication || Heartheat || Advanced |

B8 System Management

» () Global Parameters

4 |7 Global Profiles
B Domain Dog
& Fingerprint
% Server Interworking
€5 Phone Interworking
&% Media Forking

Raoutin
% Server Configuration

Enter an appropriate Profile Name such as Internal shown below. Click Next.

Add Server Configuration Profile

Frofile Marne ||rrterna|| |
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Configure the General fields as follows:
e Server Type — select Call Server from the drop down box
e P Addresses / Supported FQDNs - enter the IP address assigned to the Session
Manager SIP Signaling interface, in this case 10.10.16.148.
¢ Supported Transports —place a check in the TCP and UDP boxes.
e TCP Port and UDP Port — set to 5060

Click Next.
Add Server Configuration Profile - General [
Server Type |Ca|l Senver j
101016.1458

IP Addresses I Supported FODMs
Comma seperated list

M TCP
Supported Transpors W upp

I TLE
TGP Port 080 |
UDF Port |s060) |

TLS Port | |
oaci Jif next

Leave the Authentication screen fields at their default values and click Next.

Add Server Configuration Profile - Authentication

Enable Authentication r

ser Mame | |

Realm
(Leawe blank to detect from sernver | |
challenge)

FPasswaord | |

Confirm Passward | |
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Leave the Heartbeat ficlds at their default values and click Next.

Add Server Configuration Profile - Heartheat

Enable Heartheat r

Method =l

Freguency | | seconds
From LRI | |
To UR | |
TCP Probe r
TCP Probe Frequency | | secands

From the drop down box select the Interworking Profile configured in the previous section for
the internal side of the ASBCE, in this case Avaya SM. Leave all other fields at their default

values and click Finish.

Add Server Configuration Profile - Advanced

Enable DoS Protection r
Enakle Groorming r
Interwarking Profile | Awaya Sh j

Signaling Manipulation Script |Nune 'I

TCP Connection Type # SUBID ¢ FORTID  MAPPING
LIDP Connection Type * SUBID ¢ FORTID  MAPPING
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Repeat the steps above to configure the Server for the Public side of the ASBCE. Enter an
appropriate Profile Name such as External shown below. Click Next.

Add Server Configuration Profile

Frofile Mame |E>derna|| |

Configure the General fields as follows:
e Server Type — select Trunk Server from the drop down box

e TP Addresses / Supported FQDNs - enter the IP address assigned to the Semafon
interface, in this case 192.168.30.195

¢ Supported Transports —place a check in the TCP and UDP boxes.
e TCP Port and UDP Port — set to 5060

This configuration relates to the connection between the ASBCE public interface and the
Semafone SIG interface.

Add Server Configuration Profile - General

Server Type | Trunk Server =

192.165.30.195]

IF Addresses f Supported FQDMs
Comma seperated list

M TCP
Supported Transports ¥ upp
I TLS
TCP Port 5060 |
UDF Part 5060 |
TLS Port | |
RCP; Reviewed: Solution & Interoperability Test Lab Application Notes
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Leave the Authentication screen fields at their default values and click Next.

Add Server Configuration Profile - Authentication

Enable Authentication r

ser Mame | |

Realm
(Leawe blank to detect from sernver | |
challenge)

FPasswaord | |

Confirm Passward | |

Leave the Heartbeat fields at their default values and click Next.

Add Server Configuration Profile - Heartheat

Enable Heartheat r
Methad [oPTIONS [/
Freguency | | secands
From URI | |
To URI | |
TCP Probe r
TCP Probe Freguency | | seconds
= =3
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From the drop down box select the Interworking Profile configured in the previous section for
the Public side of the ASBCE, in this case PUBLIC. Leave all other fields at their default values
and click Finish.

Add Server Configuration Profile - Advanced

Enable DoS Protection I

Enable Groorming r

Interworking Profile | PUBLIC |

Signaling Manipulation Script IWZI

TCF Connection Type ¢ SUBID ¢ PORTID ¢ MAPPING

LIDF Connection Type & SUBID ¢ PORTID ¢ MAPPING
ock i Finish

The following screen will appear displaying the newly administered Server Configuration
Profiles

UC-Sec Control Center

Wi = Aclmin. Cu 5
@ Alarms Diagnostics @ Users QJ Logout (@ Help
|20 UE-Sec Contral Center guration: Internal

@) welcome

<2 Administration -

[ BackupRestore General | | Authentication | | Heartheat | | Auvanced |

B8 systern Managernent \nternal

4 (@ Global Profles Gerver Type Call Server
@ Domain Do IP Addresses f FQDNs 1010.16.148
) Fingerprint
Q; Server Intenworking Supported Transports TR, UDP
€5 Phone Interworking TCP Paort 5060
&% Media Forking UDP Port 506D
2 Routing
g Server Configuration m
- et Profle
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6.5. Global Profiles — Routing

Routing information is required for traffic to be routed to Session Manager on the internal side,
and to Semafone (and from there onwards to the Simulate SIP Service Provider) on the external
side. The IP addresses and ports defined here will be used as the destination addresses for
signaling. If no port is specified, the default SIP port of 5060 is used.

Navigate to Global Profiles = Routing = Add Profile. Enter an appropriate Profile Name
such as To SM as shown below. Click Next.

Routing Profile

Profile Marne |Tu:| | |

In the Next Hop Routing configuration, enter the IP Address of the Session Manager SIP
signaling interface as Next Hop Server 1, as shown below. Choose TCP for Outgoing
Transport and click Finish. This configuration will match that configured for the Entity Link
between Session Manager and ASBCE in Section 7.2.

Routing Profile %

Each URI group may only be used once per Routing Profile.

Hext Hop Routing
LRI Group | * vI

Mext Hop Server 1 |1D.1D.1E_148| | IP, IP:Port, Darmaing or Domain: Port

Mext Hop Server 2 | | IP, IP;Port, Dormain, of Domain: Port

¥ Fouting Priority based on Mext Hop Server
™ Use mext Hop far In Dialog Messanes
r Ignore Route Header for Messages Outside Dialog

T napTR T osRY
Outgoing Transport i~ TLS = TCP & UDP
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Similarly create a Routing Profile to the Semafone interface.

Routing Profile

Frofile Mame |T|:u Pukbilic| |

Note the Next Hop Server 1 IP address is that assigned to the Semafone interface and the
Outgoing Transport is UDP.
Click Finish.

x|

Routing Profile

Each URI group may only be used once per Routing Profile.

Hext Hop Routing
LRI Group | * vI

Mext Hop Server 1 192 168.30.195 | IP, IP:Part, Domain, or Domain: Part

Mext Hop Server 2 | | IP, IP:Port, Dotngin, or Domain: Port

¥ Fouting Priority based on Mext Hop Server
™ Use mext Hop far In Dialog Messanes
r Ignore Route Header for Messages Outside Dialog

T neptR T osry
Outgoing Transport C TLS  TCP & UDP

The screenshot below shows the newly configured Routing Profiles.

mi
ﬂ Logout | (@ Help

@ Alarms

Inci Diagnostics Users
E
= U-5ec Control Center
@) welcome
¢ Administration -
[‘ﬁ] Backup/Restare Routing Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
ﬂ Systern Management default P ——
> |y Global Parameters ToSM
4 3 Glohal Profiles -
E Diomain DoS To Public Add Routlng Rule

& Fingerrint el lignars
B Server Interworking Priority gim":' ';i::r"g Hup MAPTR | SRV | Hopin | Route T‘::::’S'::E?t
@PhunelﬂiEMUfKIﬂg Priority Dialog | Header

£% Media Forking
4 Routing VM VM Mone
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6.6. Global Profiles — Topology Hiding

Topology Hiding is a security feature which allows the changing of several parameters within
SIP packets, preventing the private enterprise network information from being propagated to the
un-trusted public network. Topology Hiding can also be used as an interoperability tool to adapt
certain parameters in selected SIP headers to meet expectations by Session Manager and the SIP
trunk service provider, allowing the call to be accepted in each case. For the compliance test,
only the minimum configuration required to achieve interoperability was performed.

Navigate to Global Profiles - Topology Hiding > Add Profile.

UC Sec Control Center

@ Alarms | [F Incidents @ Users QJ Logout | (@ Help
I VC-Sec Control Centar c
@) welcome
Add Profile Clone Profile
<o Administration -
@ Backup/Restore Topology Hiding Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
System Management
ﬂ : . default Topology Hiding
> |2y Global Parameters &
4 5 Global Profil cisco_th_profile
& Domain Dos
) Fingerprint IF/Damain Auto
&Sewerlnterwurking Record-Route IFiDiamain Auto
€5 Phane Interworking From IPiDiamain Auto
¥ ; ;
&3 Media Forking Ta IFiDiomain Auta
&5 Routing SOP IPID Aut
gy Server Configuration omain Hio
2 Subscriber Profiles Reguest-Line IPiDomain Auto
ala Tapalogy Hiding
Signaling Manipulation m

Enter a Profile Name such as Internal shown below. Click Next.

Topology Hiding Profile

Praofile Mame Irterral

The screen below will appear. For the purposes of the compliance test it was unnecessary to
make any changes or additions. Click Finish.

Topology Hiding Profile 3

Add Header

[Request-Line | [IPDomain x| [Auto = | X
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Similarly, configure a Topology Hiding Profile for the External interface.

Topology Hiding Profile

Frofile Mame External

Click Finish when completed.

Topology Hiding Profile 3

Add Header

[Request-Line | [IPDomain x| [Auto = | X

The screenshot below shows the newly configured Topology Hiding Profiles.

o N
@ Alarms Diagnostics @ Users ﬂ Logout | (@) Help

Incidents ﬂﬁ Statistics

|5 UC-Sec Control Center
@) elcome
- Add Profile
¢ Administration -
H Backupi/Restore Topology Hiding Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
B8 systern Management default —l
b |2 Global Parameters cisco_th_profile Topology Hiding
ormain Do
& Fingerprint External IPDormain Auta
‘Ser\termterwgrking Record-Route IFiDomain Auto
€9 Phone Interwarking Fram IPiDomain Auto
P : )
&3 Media Forking To IFiCiomain Auto
£ Routing 5DP IP/D At
| Server Configuration omain o
&, Subscriber Profiles ReguestLine IPiDamain Auto
alm Topology Hiding
Signaling Manipulation @
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6.7. Device Specific Settings — Network Management

The network information should have been previously specified during installation of the
ASBCE.

Navigate to Device Specific Settings = Network Management from the left-side menu. Under
UC-Sec Devices, select the device being managed, which was named ASBCE in the sample
configuration. The Network Configuration tab is shown below. Observe the IP Address,
Netmask, Gateway and Interface information previously assigned. Note that only the A1 and
B1 interfaces are used. Typically the A interfaces are used for the internal side and B interfaces
are used for the external side of the ASBCE.

@ Alarms Incidents 5 = Lt %% Diagnostics m Users QJ Logout (@ Help
I Vie-Sec Control Center i ific Setti

@) welcome

<7 Administration

[L]] BackupiRestare Uc-Sec Devices

wstem Management ASBCE

f an IP address or its associated data require an application restart

3 Iobal Parameters 1 D
I |5 Global Profiles estarts can be issued from System Manag
> @ 8IP Cluster A1 Netrnask A2 Netrmask B1 Metrnask B2 Netrask
> (0 Domain Palicies 255 255.255.0 | | | [zg5.2552550 | | |
4 |7 Device Specific Settings
[ Metwork hManagement
=i Media Interface - g =
L' Signaling Interface Public IP Gateway Interface

= : :
i i gnalingrering [104046.124 | [10:10:061 [Tar =] [
[192.158.30.124 | [192.168.30.1 [[B1 =[x

Select the Interface Configuration tab. The Administrative Status can be toggled between
Enabled and Disabled in this screen. The following screen was captured after the interfaces had
already been enabled. To enable the interface if it is disabled, click the Toggle State button.

g_j Logout | (@) Help
| UC-Sec Contral Center
@) elcome
. Administration
HElackupIReslore UC-Sec Devices Hetwork Configuration | || Interface Configuration ”
B8 5ystem Management ASBCE
- 5 Global Parameers [ mame Administratie Status 1
I |2 Global Profiles Toggle
& [ SIF Cluster Al Enabled
> |2y Domain Policies
4 |7 Device Specific Settings A2 Disahled T;t_g;tgle
ate
[ Metwark Management
Fl Media Interface Ta
L= ) ggle
L:t Signaling Interface B L
% Signaling Forking
i} SrMP B2 Disabled
@5 End Paint Flows

When IP addresses and network masks are assigned to interfaces, these are then configured as
Signaling Interfaces and Media Interfaces.
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6.8. Device Specific Settings — Media Interface

Media Interfaces are created to adjust the port range assigned to media streams leaving the
interfaces of ASBCE. The compliance test used the default port range of 35000 to 40000.

Navigate to Device Specific Setting = Media Interface. Under UC-Sec Devices, select the
device being managed, which was named ASBCE in the sample configuration, and select Add
Media Interface.

UC-Sec Control Center
Welcome ucsec, you signed in a5 A mes is 5:16:04 PM GMT
@ Alarms Incidents ﬂh Statistics

) UC-Sec Control Center
©) velcome

. Administration
L] packupiRestare UC-Sec Devices
B8 system Management

|2 Global Parameters

an existing media interface will require an application restart before taking

I [2) Global Profiles ned from System Management.
|2 SIP Cluster
>[5 Domain Policies Add Media Interface

@E Network Management
H media Interface

L2t Bignaling Interface

Enter an appropriate Name for the Media Interface facing the enterprise and select the inside
private I[P Address of the ASBCE from the IP Address drop-down menu. In the sample
configuration, Internal was chosen as the Name, and the inside IP Address of the ASBCE is
10.10.16.124. Leave the Port Range at its default value and click Finish.

Add Media Interface .
Narme (Internal |
IP Address 101018124 =]
Fort Range 35000 |- 40000 |
Finish

Similarly repeat the same for the Public (External) interface.
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Add Media Interface

Marne | Public |
IP Address [192.168.30.124 =]
Pon Range 35000 |- 40000 |

The screenshot below shows the newly configured Media Interfaces.

UcC- Sec Control Center

i | s Admin. Current server time is 5:16:04 PM GMT
@ Alarms | [F Incidents ﬂh Statistics = ~| Logs Diagnostics @ Users

| Ve-Sec Contral Center
©) velcome
. Administration
L] packupiRestare Media Interface
B8 system Management ASBCE
Muodifyving or deleting an existing media interface will require an application restart before taking

I+ [ Global Parametars

) Global Profiles effect. Application restarts can be issued from System Management.

[

3

|2 SIP Cluster

> |2 Domain Policies
4 ) Device Specific Settings e Media IP ..

B Metwork Management Internal 101016124 38000 - 40000

[Hl Media Interface ><
= i Fublic 192.168.30.124 35000 - 40000 vt
L2t Bignaling Interface

6.9. Device Specific Settings — Signaling Interface

Navigate to Device Specific Settings = Signaling Interface. Under UC-Sec Devices, select the
device being managed, which was named ASBCE in the sample configuration and select Add

Signaling Interface.

UC-Sec Control Center

WEICOME LICS! = L 2 rtime is &
@ Alarms . Incidents Eﬂ Statistics = Di i ﬂ_] Logout | (@ Help

) JC-Sec Cantrol Center
@ welcome

<. Administration

(L] Backup/Restare Signaling Interface
B8 systern Management ASBCE

() Global Parameters

|53 Global Profiles
: e TCP uop
it o “ SUnaigiE HES O HES O II

|53 Damain Palicies

4 ) Device Specific Settings
[EE Metwork Management
[l Media Interface

| b S\gna\iné Interfacel

v v v v
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In the Add Signaling Interface screen, enter an appropriate Name for the inside interface, and
choose the private, inside IP Address of the ASBCE from the IP Address drop-down menu.

Enter 5060 for the TCP Port since TCP port 5060 is used for the Entity Link between Session
Manager and the ASBCE in the sample configuration. Click Finish.

Add Signaling Interface [

restriction on non-TLS profiles.
Mame

IF Address

TCP FPort

Leawe blank to disable

UDP Port

Leave blank to disable

TLE Port

Leave blank to disable

Cluster TLS
Only for use with Cizco SIP Clusters

Enahle Stun
Requires a UDP Fart

Only Cluster TLS is available because no TLS Server Profiles exist. There is no

|Interna|| |

[101016.124 =]

G |

5060 |

| |
-
-
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Similarly enter an appropriate Name for the external interface, and choose the public, external IP
Address of the ASBCE from the IP Address drop-down menu. Enter 5060 for the UDP Port
since UDP port 5060 is used for the SIP Trunk between ASBCE and Semafone in the sample

configuration. Click Finish.

Add Signaling Interface

restriction on non-TLS profiles.
Mame

IF Address

TCP FPort

Leawe blank to disable

UDP Port

Leave blank to disable

TLE Port

Leave blank to disable

Cluster TLS
Only for use with Cizco SIP Clusters

Enahle Stun
Requires a UDP Fart

Only Cluster TLS is available because no TLS Server Profiles exist. There is no

(Public: |

[192.168.30.124 |

5060 |

5060 |

a7
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6.10. Device Specific Settings — End Point Flows

End Point Flows combine the previously defined profiles into an outgoing flow from the Call
Server (Session Manager) to the Trunk Server (Semafone) and an incoming flow from the Trunk
Server to the Call Server. This configuration ties all the previously entered information together
so that calls can be routed from Session Manager to Semafone and vice versa.

Select Device Specific Settings = End Point Flows. Under UC-Sec Devices, select the device
being managed, which was named ASBCE in the sample configuration, and select the Server
Flows tab. Select Add Flow.

©) Sipera

& iz 5:19:48 PM GMT Systems

@ o

I s | % Diagnostice ||| Users @ Logout @ Help
=) UC-Sec Control Center -

@ Wealcome

5 Adrministration

EE—\'] Backup/Restare Subscriber Flows | ||Senmr Fluwsl |

Q System Management Devices
> [ Global Parameters ASBCE
> |2) Global Profiles
» |2 SIP Cluster Hover over a row to see its description.

> [ Domain Palicies

4 | ) Device Specific Settings
[ Network Managerment
E Media Interiace
2) 5ignaling Interface
£ Signaling Forking
4 SNMP

25 End Paint Flowsl
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Configure a server flow from the internal network to the public network.

Flow Marme

Server Confiquration
IR Group

Transpart

Remote Subnet
Feceived Interface
Signaling Interface
Media Interface

End Point Policy Group
Fouting Profile
Topology Hiding Frofile

File Transfer Profile

Add Flow

ril

|Fr|:|rnlr|ternalTnPublic

IE}{ternaI 'I

|Interna| vI
IF"uhIiu: vI
IF"uI:lIin:: 'I

| default-low

Server Configuration External: Semafone SIG interface 192.168.30.195
Received Interface: Internal

Signaling Interface: Public: ASBCE external interface 192.168.30.124
Media Interface: Public: ASBCE external interface 192.168.30.124
Routing profile: To SM: Avaya Session Manager 10.10.16.142
Topology Hiding Profile: External

Similarly, configure a server flow from the public to the internal network.
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Add Flow 5

Flow Hame FromPublicTolnternal |

Server Configuration Internal 'I
LRI Group * vI

Transpaort * j
Remote Subnet * |
Received Interface Public =

Signaling Interface Internal vI
Media Interface Internal 'I

End Point Palicy Group | default-low j
Routing Profile |T|:| Fublic *I
Topaology Hiding Profile | Internal j

File Transfer Profile |N|:|ne vI

¢ Flow Name: FromInternalToPublic [ described as “from Session Manager to Semafone
and vice versa ”’|

Server Configuration: Internal: Session Manager SIP Signaling interface 10.10.16.148.
Received Interface: Public

Signaling Interface: Internal: ASBCE internal interface 10.10.16.124

Media Interface: Internal: ASBCE internal interface 10.10.16.124

Routing profile: To Public: Semafone ‘Clean’ interface 192.168.30.195

Topology Hiding Profile: Internal
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7. Configure Avaya Aura® Session Manager

This section illustrates relevant aspects of the Session Manager configuration required for
interoperating with Semafone.

Session Manager is managed via System Manager. Using a web browser, access https://<ip-

addr of System Manager>/SMGR. In the Log On screen, enter appropriate User ID and
Password and press the Log On button.

AVAyA Avaya Aura ® System Manager 6.2

Haome / Log On

Log On

Recommended access to System Manager
is via FQDM,

Go to central login for Single Sign-0n

User ID: |
If IP address access is your only option,
then note that authentication will fail in Password:
the following cases:

+ First time login with "admin™
account

« Expired/Reset passwords Cancell

Use the "Change Password"” hyperlink on
this page to change the password
manually, and then login.

Change Pazsword

7.1. Configure ASBCE SIP Entity

A SIP Entity must be created for the ASBCE SIG interface. Click Routing = SIP Entities -
New. Assign an identifying Name and the FQDN or IP Address for the ASBCE private
interface, set the Type field to SIP Trunk, and click Commit when done.

Home / Elements / Routing / SIP Entities

Help ?
SIP Entity Details [ Commit l[ Cancel ]
General
* Name: SBC
* FQDN or IP Address: |10.10.16.124

Type: | SIP Trunk E|

MNotes:
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7.2. Configure Entity Link

The configuration of an Entity Link connects the Session Manager SIP Entity with the ASBCE
SIP Entity. Click Routing = Entity Links = New. Assign an identifying Name, choose the
entity assigned to the preconfigured Session Manager SIP Signaling Interface as SIP Entity 1,
set the Protocol as TCP, enter 5060 for the Port, choose the ASBCE SIP entity as SIP Entity 2,
set the Port to 5060, and select Trusted from the Connection Policy drop down box. Click
Commit when done. This establishes the Session Manager end of the SIP Trunk to ASBCE.

Help ?
1 Item Refresh Filter: Enable
- - Connection s
] Name SIP Entity 1 Protocol Port SIP Entity 2 Port Policy __
I [[] *[ToSBC *[aMe2  [«]| [Tce[+] *[5080 | SBC [=] *|5080 trusted  [=] I i
< 1 +
Select : All, None

7.3. Create Routing Policy

Click Routing = Routing Polices > New. Assign an indentifying Name for the route. Under
the SIP Entity as Destination section, click on Select.

Home / Elements / Routing / Routing Policies

Help ?
Routing Policy Details
General
* Name: [ToSBC|
Disabled: [
* Retries: |0
MNotes:
SIP Entity as Destination
Name FQDM or IP Address Type Notes
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Choose the SBC Entity configured in Section 7.1 and click Select.
SIP Entity List

SIP Entities

16 Items | Refresh

Home f Elements / Routing / Routing Policies

Filter: Enable
| Name FOQDN or IP Address | Type Motes
(@] CMe2 101046142 M
& CMME2 101046142 M
| @ SBC 101016124 SIP Trunk

Review the configuration and click Commit when done.

Routing Policy Details

General

* Mame: |TDSBC

Disabled: [

* Retries: D

Notes: |

SIP Entity as Destination

Home / Elements / Routing / Routing Policies

Help 2

Mame FQDN or IP Address Type Notes
SBC 101016124 SIP Trunk
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7.4. Administer Dial Patterns

Session Manager routes SIP traffic between connected devices. Dial Patterns are created as part
of the configuration to manage SIP traffic routing, which will direct calls based on the number
dialed to the appropriate destination. In Section 5.1 Communication Manager is configured to
route 4-digit strings beginning with 20 to Session Manager. To create a Dial Pattern to route
these digits from Session Manager to ASBCE click Routing - Dial Patterns - New. Under
General enter the number presented to Session Manager by Communication Manager in the
Pattern box. Set the Min and Max digit string length, and set SIP Domain to —ALL-. In the
Originating Locations and Routing Policies section of the web page, click Add.

Home / Elements / Routing f Dial Patterns

Help 2
Dial Pattern Details
General
* Pattern: |20
* Min: |4
* Max: |4
Emergency Call: [
Emergency Priority:
Emergency Type:
SIP Domain; | -ALL- Ell
Motes:
Originating Locations and Routing Policies
Add Remaove
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Place a tick in the Apply The Selected Routing Policies to All Originating Locations tick box,

and select the Routing Policy created in Section 7.3. Click Select when done

Home / Elements / Routing / Dial Patterns

Originating Location and Routing Policy List

Originating Location

| Apply The Selected Routing Palicies to all Originating Locations

1 Item | Refresh Filter: Enable
| Name Notes
DeviConnectlab
Select : all, None
Routing Policies
12 Items | Refresh Filter: Enable
o | Name Disabled | Destination MNotes
[ Tocme.2 CME2
[ TocmMmez CMMEZ
| TosBC SBC |
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Review the configuration and click Commit when done.

Home f Elements / Routing / Dial Patterns

Help 2
Dial Pattern Details
General
* Pattern: |2D
" Max:
Emergency Call: [
Emergency Priority:
Emergency Type:
SIP Domain: |-ALL- [+
Notes: |
Originating Locations and Routing Policies
1 Item | Refresh Filter: Enahle
— - - Routing - _ -
A - - Originating Routing 5 Routing Policy Routing
D DG (LOEEHTEm REmE 1 Location Notes Policy Name Gent: = D?soa:;:::l‘:;d Destination Policy Notes
|:| -ALL- Any Locations TosSBC a SBC
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Similarly, configure the appropriate Dial Patterns for routing calls arriving via ASBCE from the
PSTN to Communication Manager. For the purpose of the compliance testing, Dial Patterns were
administered to route 58xx, (shown below), and 6xxx (not shown) digit strings to
Communication Manager.

Home / Elements / Routing / Dial Patterns

Help ?
Dial Pattern Details
General
* pattern: 5§
* Min: |4
* Max: |4
Emergency Call: [
Emergency Priority: 1
Emergency Type:
SIP Domain: |-ALL- [=]
Motes:
Originating Locations and Routing Policies
1 Item | Refresh Filter: Enahle
— - - Routing - - -
S - - Originating Routing 5 Routing Policy Routing
D OFIGIE g LOERDED REmS i - Location Notes Policy Name benls = D?soali:::l‘;d Destination Policy Motes
|:| -ALL- Any Locations TaCM6.2 a CMAE2
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8. Configure Semafone

The Semafone solution is installed, configured and commissioned directly by Semafone. The
following items summarise the configuration options selected which are pertinent to the
interworking scenarios discussed. Additional configuration, unrelated to interworking with the
Avaya solution components, is required, but is not detailed here. No unusual settings are required
by Semafone for successful interworking.

8.1. Configure Interfaces

The two external interfaces of the SIG must be configured to take the correct IP addresses for the
networks into which they will be deployed. In the file /etc/network/interfaces, eth1 represents
the “clean” interface, and eth0 represents the “dirty” interface. Standard IPv4 parameters are
specified here and referenced in Figure 1:

auto ethoO

iface eth0 inet static
address 192.168.50.195
netmask 255.255.255.0
network 192.168.50.0
broadcast 192.168.50.255

auto ethl

iface ethl inet static
address 192.168.30.195
netmask 255.255.255.0
network 192.168.30.0
broadcast 192.168.30.255

8.2. Telephony Configuration - SIG

In addition to standard SIG configuration, the following entry must be present in the general
section of the SIG /etc/semafone/sip.conf configuration file in order to define the UDP port on
which the SIG will receive SIP signaling (this is a global setting; if this must be changed then the
CCM configuration must be adapted to match).

[general]

bindport=5060
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The two entities with which the SIG will communicate must also be defined in this configuration
file; one for the “dirty” interface connecting to the SIP Service Provider and one for the “clean”
interface” connecting to the ASBCE. For both entities, the procedure is the same:
1) Define IP address of the SIP Services Provider PSTN and ASBCE in the host and
permit entries — in this case 192.168.50.16 and 192.168.30.124 respectively.
2) Specify the required DTMF interworking in the dtmfmode entry (inband, info, or
rfc2833)
3) Select the appropriate G.711 encoding via the allow entry (either alaw or ulaw)

[public_dirty]

insecure=invite

type=peer

allow=alaw

deny=0.0.0.0/0.0.0.0
host=192.168.50.16
permit=192.168.50.16/255.255.255.255
context=public_dirty
dtmfmode=inband

[public_clean]

insecure=invite

type=peer

allow=alaw

deny=0.0.0.0/0.0.0.0
host=192.168.30.124
permit=192.168.30.124/255.255.255.255

context=public_clean
dtmfmode=inband

8.3. Telephony Configuration — CCM

The Semafone CCM Virtual Machine captures all telephony events and updates the DPM Virtual
Machine accordingly. The Semafone DPM Virtual Machine processes secure data and provides
access to Semafone APIs. The DPM supports multiple software configurations to accommodate
varying integration requirements for payment pages and payment provider integrations.

In order to support extended SIP message lengths seen in the Avaya environment, one change is
required to the CCM configuration. On the CCM, in the file /pkg/ccma/etc/ccm.cfg, the entry:

if (msg:len >= 2048) ({

should be changed to:

if (msg:len >= 4096) {
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If the SIP port defined in the SIG /etc/semafone/sip.conf file above is changed from 5060, then
the following four entries in the /pkg/ccma/etc/ccm.cfg must be changed to reflect the new port
number:

listen=udp:192.168.70.65:5060
listen=udp:192.168.60.65:5060

if (dst_ip==192.168.60.65) force_send_socket(192.168.70.65:5060) ;
if (dst_ip==192.168.70.65) force_send_socket(192.168.60.65:5060) ;

8.4. Payment Page

No specific configuration of the payment page is required for the integration with Avaya. Due to
the abstraction provided by the SIG and CCM components of the Semafone solution,
customization of the payment page to meet specific requirements of the deployment is
permissible, and will not impact the telephony integration tested here.
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9. Verification Steps

This section provides the tests that can be performed to verify correct configuration of the Avaya
and Semafone solution.

9.1. Verify Communication Manager SIP Trunk

Using the SAT terminal, enter the status signaling-group <n> command, where <n> is the
number of the SIP signaling group which connects to Session Manager. Verify that the signaling
Group State is in-service.

status signaling—-group 1
STATUS SIGNALING GROUP

Group ID: 1
Group Type: sip

Group State: in-service

9.2. Verify Entity Link to Avaya Session Border Controller for
Enterprise

From the System Manager web interface click Home => Session Manager - System Status -
SIP Entity Monitoring. Click on the entity configured for the ASBCE in Section 7.1 and
confirm the Conn. Status is Up, the Reason Code is 200 OK and the Link Status is Up.

1 Itermn Refresh Filter: Enahle
- Session Manager SIP Entity Conn. Reason Link
Details Name Resolved IP P PR Status Code Status
Show  SMB2 10.10.16.124 5060 TCP Up 200 OK Up
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9.3. Verify Call Routing, Semafone DTMF Manipulation and Semafone

Payment Page Operation
Place a call to/from the PSTN, ensure the call can be answered, controlled and terminated by a
call center agent. When the agent receives a call, the agent navigates to the simulated payment
page, retrieves the code displayed in the CR field, and enters the code on the telephone keypad.

f

r Secure mode is off

sSem

Pawnent
CR 19573
Amount  98.65
* Card Number Reset |
* Security Code Reset |

* Expiry Date [ 1 =] [2012 =]
Start Date [ j [ 2009 d
Address line 1

Address line 2

Postal Code

Submit Restart
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Verify the padlock icon changes indicating the secured state has been entered.

s

Secure mode is on

sem

pﬂVll'IEﬁt
CR #19573
Amount 98.65
* Card Number Reset |
* Security Code Reset |

*Expiry Date  [1 | [2012 =]

Start Date [ ;i [ 2009 j
Address line 1

Address line 2

Postal Code

Submit Restart
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Enter the appropriate card number using the keypad on the customer telephone and ensure the
correct digits and number of digits are accurately captured on the payment page. Verify the agent
hears only a generic DTMF tone, and not that of the actual card number entered.

)
T

Secure mode is on

sem

Payment
CR #18573
Amount 98.65
* Card Number 4111 11** ***= 1111 Reset |
* Security Code s Reset |

“Expiry Date  [1 =| [2012 +|
Start Date [ j [ 2009 j
Address line 1

Address line 2

Postal Code

Submit Restart

10. Conclusion

These Application Notes describe the configuration steps required for Semafone to successfully
interoperate with Avaya Aura® Communication Manager, Avaya Aura® Session Manager and
Avaya Session Border Controller for Enterprise. All functionality cases were completed
successfully with any observations noted in Section 2.2.

11. Additional References

Product documentation for Avaya products may be found at http://support.avaya.com

Details for the configuration of Semafone can be obtained from the following:
http://www.semafone.com.
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