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Abstract

These Application Notes present a sample configuration of the Avaya Aura™ Session
Manager (SM) interoperating with Cisco Integrated Services Router (ISR) with Survivable
Remote Site Telephony (SRST) software in a Centralized Trunking configuration, providing a
survivable SIP gateway solution.

This solution addresses the risk of service disruption for SIP endpoints deployed at remote
branch locations if connectivity to the centralized Avaya SIP call control platform (Avaya
Aura™ Session Manager) located at the Enterprise Headquarters (HQ) is lost. Connectivity
loss can be caused by WAN access problems being experienced at the branch or by network
problems at the centralized site blocking access to the Avaya SIP call control platform, or by
Avaya Aura™ Session Manager going out of service.

The Avaya Aura™ Session Manager Survivable SIP Gateway Solution monitors the
connectivity health from the remote branch to the centralized Avaya SIP call control platform.
When connectivity loss is detected, Avaya one-X™ Deskphone 9600 Series SIP Telephones as
well as the Cisco ISR SRST dynamically switch to survivable mode, restoring telephony
services to the branch for intra-branch and PSTN calling.

Testing was conducted at the Avaya Solution and Interoperability Test Lab at the request of
the Avaya Solutions and Marketing Team.
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1. Introduction

These Application Notes present a sample configuration of the Avaya Aura™ Session Manager
Survivable SIP Gateway Solution using the Cisco 2821 Integrated Service Router (ISR) with
Survivable Remote Site Telephony (SRST) in a Centralized Trunking scenario using Avaya one-
X™ Deskphones, 9600 Series SIP, and analog phones.

The Session Manager Survivable SIP Gateway Solution addresses the risk of service disruption
for SIP endpoints deployed at remote branch locations if connectivity to the centralized Avaya
SIP call control platform is lost. Connectivity loss can be caused by WAN access problems being
experienced at the branch or network problems at the centralized site blocking access to the
Avaya SIP call control platform. The Session Manager Survivable SIP Gateway Solution
monitors the connectivity health from the remote branch to the centralized Avaya SIP call
control platform. When connectivity loss is detected, Avaya one-X™ Deskphone 9600 Series
SIP Telephones as well as the Cisco ISR (SRST) dynamically switch to survivable mode,
restoring basic telephony services to the branch for intra-branch and PSTN calling.

The survivable SIP gateway solution described in these Application Notes consist of the
following components: Avaya Aura™ Session Manager Release 5.2, Avaya Aura™
Communication Manager Release 5.2.1 acting as a Feature Server, Avaya Aura™
Communication Manager Release 5.2.1 acting as an Access Element, Avaya Aura™ Modular
Messaging (MM), Cisco 2821 Integrated Services Router (ISR) with Survivable Remote Site
Telephony (SRST) enabled and Avaya SIP and Analog phones/faxes at remote branch office
locations.

1.1. Interoperability Testing

The interoperability testing focused on the dynamic switch from the Normal Mode (where the
network connectivity between the HQ site and the branch site is intact) to the Survivable Mode
(where the network connectivity between the HQ site and the branch site is lost) and vice versa.

Testing of multiple phone type interactions for basic calls and basic feature sets in both normal
mode and survivable mode:

e Phone Type Interaction Between HQ and Remote Branch:
0 HQ - Avaya 9630 and 9640 SIP

HQ - Avaya 9620 and 4621 H.323

HQ - Avaya 2420 Digital

HQ - Analog/Fax

RB - Avaya 9630 and 9640 SIP

RB - Avaya 6221 Analog

RB - Analog/Fax

O O0O0OO0O0O0
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e Features:
0 [P-IP Direct Audio (Shuffling) with G.711/G.729
Call Abandonment
Hold/Resume
Conference Add/Drop
Unattended Transfer
Attended Transfer
Message Waiting Indicator (MWI)
Fax Over IP/SIP
Fax Over PSTN

O O0OO0O0O0OO0O0O0

2. Overview

2.1. Avaya Aura™ Session Manager and Avaya Aura™
Communication Manager (Feature Server)

Session Manger is a routing hub for SIP calls among connected SIP telephony systems. Starting
from release 5.2, Session Manager also includes onboard SIP Registrar and Proxy functionality
for SIP call control. In the test configuration, all Avaya 9600 Series SIP Phones, either at the HQ
site or at the branch sites, register to the Session Manager (the branch phones will failover to
register with the Cisco ISR in Survivable Mode) with calling features supported by
Communication Manager, which serves as a Feature Server within the Session Manager
architecture.! The Avaya 9600 Series SIP Phones are configured on Communication Manger as
Off-PBX-Stations (OPS) and acquire advanced call features from Communication Manger
Feature Server.

2.2. Cisco Integrated Service Router (ISR)

The Cisco 2821 Integrated Services Router, referred to as Cisco ISR throughout the remainder of
this document, takes on various roles based on call flows and network conditions. The Cisco ISR
includes the “Survivable Remote Site Telephony” or “SRST” feature enabled. The following
roles are supported by the ISR:

+ SIP PSTN Media Gateway

* NM-HDV with VWIC-2MFT-T1-DI interfaces to PSTN

*  VIC-4FXS/DID interfaces to analog endpoints

» SIP Registrar and Proxy (Configured as service applications, used during loss of
connectivity between Branch and HQ Session Manager)

! See References [6, 7] for application notes on configuring Communication Manager as an Access Element to
support H.323 and digital phones.
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2.3. Avaya one-X™ Deskphone 9600 Series SIP Telephone

The Avaya one-X™ Deskphone 9600 Series SIP Telephone, referred to as Avaya 9600 SIP
Phone throughout the remainder of this document, is a key component of the survivable SIP
gateway solution. The 2.5.0 firmware release of the Avaya 9600 SIP Phone tested with the
sample configuration includes feature capabilities specific to SIP survivability, enabling the
phone to monitor connectivity to Session Manager and dynamically failover to the local Cisco
ISR as an alternate or survivable SIP server. See reference [1] for additional information on the
Avaya 9600 SIP Phone.

2.4. Analog Phones/Faxes

Analog phones and faxes are connected to FXS ports on the Cisco ISR at the remote branch
location. Dial-peers are created on the Cisco ISR with destination patterns matching the analog
phone number assigned, directing call flow to the corresponding voice port. Using the SIP User
Agent (sip-ua) configuration on the Cisco ISR, the analog phones can register with the Session
Manager as SIP endpoints. The station template used on the Session Manger for these
analog/fax endpoints was the DEFAULT_9620SIP. The analog/fax stations at the remote
branch connected to the Cisco ISR FXS ports appear as 9620 SIP phones to the Session
Manager.

2.5. Network Modes

Normal Mode: Branch has WAN connectivity to the main Headquarters/Datacenter location and
the centralized Avaya SIP call control platform is being used for all branch calls.

Survivable Mode: A Branch has lost WAN connectivity to the Headquarters/Datacenter
location. The local branch Cisco ISR with SRST capability is being used for all calls at that
branch. Note that if the Session Manager which provides the centralized SIP control loses
connectivity to the WAN, all branches will go into survivable mode simultaneously.

2.6. PSTN Trunking Configuration

The Session Manager Survivable SIP Gateway Solution can interface with the PSTN in either a
Centralized Trunking or a Distributed Trunking configuration. These trunking options determine
how branch calls to and from the PSTN will be routed over the corporate network.

Assuming an enterprise consisting of a main Headquarters/Datacenter location and multiple
distributed branch locations all inter-connected over a corporate WAN, the following defines
Centralized Trunking and Distributed Trunking as related to this survivable SIP gateway
solution:

Centralized Trunking: In Normal Mode, all PSTN calls, inbound to the enterprise and
outbound from the enterprise, are routed to/from the PSTN media gateway centrally located at
the Headquarters/Datacenter location. In Survivable Mode, the PSTN calls to/from the branch
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phones are through Digital T1 trunk from the Service Provider connected T1 interface ports on
the local Cisco ISR branch gateway.

Distributed Trunking: Outgoing PSTN call routing can be determined by the originating
sources location using Communication Manager Feature Server Location Based Routing. Local
outgoing calls from branch locations can be routed back to the same branch location and go to
PSTN through the Digital T1 interface of the local Cisco ISR branch gateway. This has the
potential benefits of saving bandwidth on the branch access network, off-loading the WAN and
centralized media gateway resources, avoiding Toll Charges, and reducing latency.

The sample configuration presented in these Application Notes implements a Centralized
Trunking configuration. The sample configuration of the Session Manager Survivable SIP
Gateway Solution in a Distributed Trunking configuration is described in a separate Application
Notes document.

2.7. Call Flows

2.7.1. Centralized Trunking — Normal Mode
Overview:

e SIP Call Control: All SIP call control and call routing are provided by the
centralized Session Manager.

e Branch PSTN Outbound Local and Non-Local: PSTN outbound calls from the
branch to all PSTN numbers are sent out the Cisco ISR WAN interface to the
headquarters Session Manager, routed to the Communication Manager acting as an
Access Element and then to the Avaya G650 Media Gateway going out the T1
interface to the PSTN.

¢ Branch PSTN Inbound: Calls from the PSTN to a branch Direct Inward Dialed
(DID) number enter the enterprise network at the Headquarters’ Session Manager.

e HQ PSTN Inbound: Calls from the PSTN to a Headquarters DID number enter the
enterprise network at the Headquarters Avaya G650 Media Gateway.

e HQ PSTN Outbound: Calls to the PSTN from headquarters users are routed out a
centralized Avaya G650 Media Gateway.

Call Flows:
1. SIP/Analog stations at branch to/from 9600 SIP stations at HQ.
SIP/Analog stations <» SM <> CMFS < HQ 9600 SIP station

2. SIP/Analog stations at branch to/from H.323 stations at HQ.
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SIP/Analog stations <» SM < CMAE < HQ H.323 station
3. SIP/Analog stations at branch to/from PSTN endpoint.

SIP/Analog stations <» SM <> CMAE <> Avaya Media Gateway (G650) <> PSTN
endpoint

4. SIP/Analog stations at branch to/from SIP/Analog stations at same branch.
SIP/Analog stations <> SM < CMFS < SM « SIP/Analog stations
5. SIP/Analog stations at branch to/from Analog/Fax at HQ.

SIP/Analog stations «» SM <> CMAE < Avaya Media Gateway (G650) < HQ
Analog/Fax

6. SIP/Analog stations at branch to/from Digital stations at HQ.
SIP/Analog stations <» SM <> CMAE <> Avaya Media Gateway (G650) < HQ Digital

Station

2.7.2. Centralized Trunking — Survivable Mode
Overview:

e SIP Call Control: All SIP call control and call routing is provided by the local branch
Cisco ISR.

e SIP Registration: All branch Avaya 9600 SIP Phones are transitioned to have the
registration with the Cisco ISR active.

e All Branch PSTN Outbound: Local and Non-Local: Routed to the Cisco ISR T1
interface.

e Branch PSTN Inbound: Not Supported

Call Flows:
1. SIP/Analog stations at branch to PSTN endpoint.
SIP/Analog stations <> Cisco ISR (T1) <> PSTN endpoint

2. SIP/Analog stations at branch to/from SIP/Analog stations at same branch.
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SIP/Analog stations <> Cisco ISR «» SIP/Analog stations
3. SIP/Analog stations at branch to H.323/Analog/Fax/Digital at HQ.

SIP/Analog stations — Cisco ISR (secondary dial-peer with HQ prefix added) — Cisco
ISR (T1) — PSTN — Avaya Media Gateway (G650) — CMAE — HQ
H.323/Analog/Fax/Digital endpoint

4. SIP/Analog stations at branch to SIP Phone at HQ.

SIP/Analog stations — Cisco ISR (secondary dial-peer with HQ prefix added) — Cisco
ISR (T1) — PSTN — Avaya Media Gateway (G650) — CMAE — SM — CMFS — HQ
SIP endpoint

2.8. Network Topology
2.8.1. Normal Mode - Centralized Trunking

In the sample configuration shown in Figure 1, the remote branch offices are configured for
centralized trunking with the Cisco ISR and phones in normal mode. The Avaya 9600 SIP
phones are configured for simultaneous registration to the Session Manager, located in the
Enterprise Headquarters, as primary SIP registrar and to the Cisco 2821 ISR at the remote branch
location, as secondary SIP registrar. The SIP phones can be configured in either “alternate” or
“simultaneous” modes of SIP registration via the 46xxsettings.txt file. In “alternate” mode the
9600 SIP phones maintain a primary and secondary SIP registrar list, but only register with one
at a time with the primary being used in normal mode and the secondary being used in
failover/survivable mode. “Simultaneous” registration with both the Session Manager and ISR
allows the ISR to maintain individual SIP phone registration and upfront creation of dial-peers
for failover routing purposes, reducing the processing queue of registration and dial-peer creation
experienced in “alternate” SIP phone configurations during failover.
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Figure 1: SRST - Centralized Trunking / Normal Mode

2.8.2. Survivability Mode - Centralized Trunking

The survivable SIP Gateway solution devices are configured to allow remote branch office SIP
devices to switch over to survivable mode when WAN connectivity is lost or disrupted, see
Figure 2. During survivable mode, the remote branch office SIP devices registered with the
local ISR supporting SRST follow precedence base routing rules to provide call functionality
between devices at the branch location and route off-location calls via a local T1 to the PSTN.
This allows the branch to maintain normal outgoing HQ dialing rules while the SRST prefixes
and routes the calls via the TI/PSTN. Limited functionality of some calling features may exist
during survivable mode.

Once WAN connectivity has been restored the remote branch SIP phones return to normal mode
and switch SIP call control back to the HQ Session Manager providing full feature functionality.
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Hardware Component Software/Firmware Version

Session Manager 5.2.1.1.521012-01-14-2010

S8510 Media S
cdia server System Manager 5.2 Load: 5.2.8.0

Communication Manager 5.2.1 load 16.4

S8300C Server with G450 Media Gateway (Feature Server) (Patch 17959)

Communication Manager 5.2.1 load 16.4

S8730 Server with G650 Media Gateway (Access Element) (Patch 17959)

Avaya Modular Messaging (MAS) 5.2, Build 9.2.150.0 (Patch 8 - 9.2.150.13)
Avaya Modular Messaging (MSS) 5.2, Build 5.2-11.0

Avaya one-X™ Deskphone 9640 IP 250

Telephones (SIP) -

Avaya one-X™ Deskphone 9630 IP 5.0

Telephones (SIP) "

Avaya 9620L IP Telephones (H.323) S3.002

Avaya 4621SW IP Telephones (H.323) S2.9.1

Avaya 6221 Analog Telephones --

Analog Fax Machine (Remote Branch) --

Analog Fax Machine (HQ) -

Avaya 2420 Digital Phones --

IOS Version: 124-24.T2
Cisco 2821 ISR IOS Image: ¢2800nm-ipvoicek9-mz.124-
24.T2.bin

Dell Servers:
DHCP/HTTP
DNS
Active Directory

Windows Server 2008 R2 Standard
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4. Configuration

The sample configuration used in these Application Notes assume the items within the Enterprise
Headquarters for the Core Site and Datacenter have already been configured to operate together
in an Avaya Aura™ Architecture solution allowing calling between SIP phones, H.323 phones,
Analog phones, Digital phones and Fax devices. The references section of these Application
Notes contain additional information on configuring Communication Manager as an Access
Element supporting H.323, Digital and Analog phones, Communication Manager as an Feature
Server and Session Manager supporting Avaya 9600 SIP phones.

4.1. Configure Communication Manager Feature Server

This section shows the necessary steps to configure Communication Manager Feature Server to
support the survivable SIP gateway solution in a Centralized Trunking scenario. It is assumed
that the basic configuration on Communication Manager Feature Server, the required licensing,
the configuration for accessing Modular Messaging (if it is used for voice messaging), has
already been administered. See listed documents in the References section for additional
information.

All commands discussed in this section are executed on Communication Manager Feature Server
using the System Access Terminal (SAT).

The administration procedures in this section include the following areas. Some administration
screens have been abbreviated for clarity.

+ Communication Manager license

* System parameters features

* [P node names

* [P codec set

» [P network map and IP network regions
» Stations

» SIP signaling group and trunk group

* Route pattern

* Private numbering

* Automatic Alternate Routing (AAR)
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4.1.1. Verify Communication Manager Feature Server License

Log into the System Access Terminal (SAT) to verify that the Communication Manager Feature
Server license has proper permissions for features illustrated in these Application Notes. Use the
“display system-parameters customer-options” command. Navigate to Page 2, and verify that
there is sufficient remaining capacity for SIP trunks by comparing the Maximum Administered
SIP Trunks field value with the corresponding value in the USED column. The difference
between the two values needs to be greater than or equal to the desired number of simultaneous
SIP trunk connections.

The license file installed on the system controls the maximum capacities permitted. If there is
insufficient capacity or a required feature is not enabled, contact an authorized Avaya sales
representative to make the appropriate changes.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES

IP PORT CAPACITIES USED

Maximum Administered H.323 Trunks: 100 8

Maximum Concurrently Registered IP Stations: 450 O

Maximum Administered Remote Office Trunks: 450 0

Maximum Concurrently Registered Remote Office Stations: 450 O

Maximum Concurrently Registered IP eCons: 4 0

Max Concur Registered Unauthenticated H.323 Stations: 100 O

Maximum Video Capable Stations: 1 0

Maximum Video Capable IP Softphones: 10 0

Maximum Administered SIP Trunks: 100 20

Maximum Administered Ad-hoc Video Conferencing Ports: 10 0

Maximum Number of DS1 Boards with Echo Cancellation: 2 0

Maximum TN2501 VAL Boards: O 0

Maximum Media Gateway VAL Sources: 1 1

Maximum TN2602 Boards with 80 VolP Channels: 0 0

Maximum TN2602 Boards with 320 VolP Channels: 0O 0

Maximum Number of Expanded Meet-me Conference Ports: 10 0
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4.1.2. Configure System Parameters Features

Use the “change system-parameters features” command to allow for trunk-to-trunk transfers.
This feature is needed to be able to transfer an incoming/outgoing call from/to the remote switch
back out to the same or another switch. For simplicity, the Trunk-to-Trunk Transfer field was
set to “all” to enable all trunk-to-trunk transfers on a system-wide basis.

Note that this feature poses significant security risk, and must be used with caution. As
alternatives, the trunk-to-trunk feature can be implemented using Class of Restriction (COR) or
Class of Service (COS) levels. Refer to the appropriate documentation in the References section
for more details.

change system-parameters features Page 1 of 18
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n
Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20
AAR/ARS Dial Tone Required? y
Music/Tone on Hold: none
Music (or Silence) on Transferred Trunk Calls? no
DID/Tie/1SDN/SIP Intercept Treatment: attd
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance (ACA) Enabled? n

4.1.3. Configure IP Node Names

Use the “change node-names ip” command to add an entry for the Session Manager that the
Communication Manager Feature Server will connect to. The Name “ASM1” and IP Address
“10.80.100.24” are entered for the Session Manager Security Module (SM-100) interface. The
configured node-name “ASM1” will be used later on in the SIP Signaling Group administration
(Section 4.1.7.1).

change node-names ip Page 1o0f 2
IP NODE NAMES
Name IP Address
ASM1 10.80.100.24
CuUCmM5 192.45.130.105
1PO 33.1.1.51
Nortel-CS1000e 10.80.50.50
default 0.0.0.0
procr 10.80.100.51
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4.1.4. Configure IP Codec Set

Configure the IP codec set to use for SIP calls. Use the “change ip-codec-set n” command, where
“n” is the codec set number to be used for interoperability. Enter the desired audio codec type in
the Audio Codec field. Retain the default values for the remaining fields. The G.711MU codec
was used in the test configuration.

Note: During lab testing of interoperability using G.729 codec, this configuration was changed to
support the G.729 codec. The codec on the Cisco ISR is configured to use G.711MU as primary
and G.729 as secondary.

change ip-codec-set 1 Page 1 o0f 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
2:
3:
4:
5:
6:
7:
Media Encryption
1: none
2:
3:
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4.1.5. Configure IP Network Map and IP Network Regions

An IP address map can be used for network region assignment. The following screen illustrates a
subset of the IP network map configuration used to verify these Application Notes. Remote
Branch 1 phones have IP Addresses in 10.80.61.32/27 assigned to network region 12. The
Headquarters location has IP Addresses in 10.80.60.224/27 (for phones), 30.1.1.0/24 (for
servers) and 10.80.100.0/24 (where Session Manager is assigned) configured to network region
1. Although not illustrated in these Application Notes, network region assignment can be used to
vary behaviors within and between regions.

change ip-network-map Page 1 of 63
IP ADDRESS MAPPING
Subnet Network Emergency

IP Address Bits Region VLAN Location Ext
FROM: 10.80.60.224 /27 1 n

TO: 10.80.60.254
FROM: 30.1.1.0 /24 1 n

TO: 30.1.1.255
FROM: 10.80.100.0 /24 1 n

TO: 10.80.100.255
FROM: 10.80.61.32 /27 12 n

TO: 10.80.61.62

Although not unique to the Cisco ISR equipped branch, the following screens illustrate relevant
aspects of the network region configuration used to verify these Application Notes. The
Authoritative Domain “avaya.com” matches the SIP domain configured in the Session Manager
as well as the Cisco ISR gateway. The Codec Set for intra-region calls is set to the codec set 1 as
configured in the previous step, which specifies G.711MU. The IP-IP Direct Audio parameters
retain the default “yes” allowing direct IP media paths both within the region, and between
regions. For example, a call between two telephones at the branch will not consume bandwidth
on the WAN, since the media path for a connected call will be local to the branch (i.e., directly
between two SIP telephones, or from one SIP telephone to the Cisco ISR gateway for a call
involving an Analog/FXS station and a SIP telephone at the branch).
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change ip-network-region 12 Page 1 of 19
IP NETWORK REGION

Region: 12
Location: 1 Authoritative Domain: avaya.com
Name: Remote Branch 1
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 1 Inter-region IP-1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

The following screen illustrates a portion of Page 3 for network region 12. The connectivity
between network regions is specified under the Inter Network Region Connection
Management heading, beginning on Page 3. Codec set 1 is specified for connections between
network region 12 and network region 1.

change ip-network-region 12 Page 3 of 19
Source Region: 12 Inter Network Region Connection Management | M
G A e

dst codec direct WAN-BW-limits Video Intervening Dyn A G a
rgn set WAN Units Total Norm Prio Shr Regions CAC R L S
1 1 y NoLimit n all

2

3

4

5

6

7

8

9

10

11

12 1 all

13

The ip-network-region form for network region 1 is similarly configured (not shown). Network
region 1 is for phones and servers as well as Session Manager at the main location as defined in
the ip-network-map at the beginning of this section.
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4.1.6. Add Stations

A station must be created on Communication Manager Feature Server for each SIP User account
to be created in Session Manager which includes a provisioned Communication Manager Feature
Server Extension. The extension assigned to the Communication Manager station must match the
Extension assignment in Session Manager (see Section 4.2.8).

Use the “add station” command to add a station to Communication Manager. The “add station”
command for an Avaya 9640 SIP Phone located at Remote Branch 1 with extension 6663008 is
shown below. Because this is a SIP station, only the Type and Name fields are required to be
populated as highlighted in bold. All remaining fields can be left at default values. Of course,
feature programming will vary.

add station 6663008 Page 1 o0f 6
STATION

Extension: 666-3008 Lock Messages? n BCC: O

Type: 9640SIP Security Code: TN: 1

Port: S00024 Coverage Path 1: 1 COR: 1

Name: Branch 1 User 1 Coverage Path 2: CoS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19
Message Lamp Ext: 666-3008

Display Language: english Button Modules: 0O

Survivable COR: internal
Survivable Trunk Dest? y IP SoftPhone? n
IP Video? n

On Page 6 of the station form, specify “aar” for SIP Trunk.

add station 6663008 Page 6 of 6
STATION
SIP FEATURE OPTIONS
Type of 3PCC Enabled: None
SIP Trunk: aar
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Repeat the above procedures for adding each and every SIP phone located at both the main site
and the branch sites including the branch analog stations. Note that a phone type of “9620SIP”
should be used for the branch analog stations. The following table lists the SIP phones added for
this Application Notes configuration.

Station Number Phone Type Location Note

6663006 9630SIP HQ

6663007 9630SIP HQ

6663008 9640SIP Remote Branch 1

6663009 9630SIP Remote Branch 1

6663010 9620SIP Remote Branch 1 Analog/FXS Phone 1
6663011 9620SIP Remote Branch 1 Analog/FXS Phone 2
6663012 9620SIP Remote Branch 1 Analog/Fax 1

After all the stations have been added, use the “list off-pbx-telephone station-mapping”
command to verify that all the stations have been automatically designated as OPS (Off-PBX

Station) sets.

list off-pbx-telephone station-mapping

STATION TO OFF-PBX TELEPHONE MAPPING

Station Appl CC Phone Number Config Trunk Mapping Calls
Extension Set Select Mode

Al lowed

666-3000 OPS 6663000 1 7/ 10 both all
666-3001 OPS 6663001 1 s/ 10 both all
666-3002 OPS 6663002 1 /7 10 both all
666-3003 OPS 6663003 1 /7 10 both all
666-3005 OPS 6663005 1 /7 11 both all
666-3006 OPS 6663006 1 / aar both all
666-3007 OPS 6663007 1 / aar both all
666-3008 OPS 6663008 1 / aar both all
666-3009 OPS 6663009 1 / aar both all
666-3010 OPS 6663010 1 / aar both all
666-3011 OPS 6663011 1 / aar both all
666-3012 OPS 6663012 1 / aar both all
666-3013 OPS 6663013 1 / aar both all
666-3020 OPS 6663020 1 / aar both all
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4.1.7. Configure SIP Signaling Group and Trunk Group
4.1.7.1 SIP Signaling Group

In the sample configuration, Communication Manager acts as a Feature Server supporting the
Avaya 9600 SIP Phones. An IMS-enabled SIP trunk to Session Manager is required for this
purpose. Use the “add signaling-group n” command, where “n” is an available signaling group
number. Enter the following values for the specified fields, and retain the default values for all
remaining fields.

e Group Type: “sip”
e Transport Method: “tcp”
e IMS Enabled?: “y”
e Near-end Node Name: “procr” node name
e Far-end Node Name: “ASM1” Session Manager node name
e Near-end Listen Port: “5060”
e Far-end Listen Port: “5060”
e Far-end Network Region: Network region number “1”
e Far-end Domain: SIP domain name
e DTMF over IP: “rtp-payload”
add signaling-group 10 Page 1o0f 1
SIGNALING GROUP
Group Number: 10 Group Type: sip

Transport Method: tcp
IMS Enabled? y

IP Video? n
Near-end Node Name: procr Far-end Node Name: ASM1
Near-end Listen Port: 5060 Far-end Listen Port: 5060

Far-end Network Region: 1
Far-end Domain: avaya.com

Bypass ITf IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-1P Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Direct IP-1P Early Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 10
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4.1.7.2 SIP Trunk Group

Use the “add trunk-group n” command, where “n” is an available trunk group number. Enter the
following values for the specified fields, and retain the default values for the remaining fields.

e Group Type: “sip”
e Group Name: Descriptive text
o TAC: An available trunk access code
e Service Type: “tie”
e Signaling Group: The signaling group number
e Number of Members: Equal to the maximum number of concurrent calls
supported
add trunk-group 10 Page 1 of 21
TRUNK GROUP
Group Number: 10 Group Type: sip CDR Reports: y
Group Name: SIP trunk to ASM1 COR: 1 TNz 1 TAC: #10
Direction: two-way Outgoing Display? y
Dial Access? n Night Service:
Queue Length: O
Service Type: tie Auth Code? n

Signaling Group: 10
Number of Members: 10

Navigate to Page 3, and enter “private” for the Numbering Format field as shown below. Use
default values for all other fields.

change trunk-group 10 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Numbering Format: private
UUl Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Show ANSWERED BY on Display? y
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Navigate to Page 4, and enter “120” for the Telephone Event Payload Type ficld. Use default
values for all other fields.

change trunk-group 10 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? y

Prepend "+" to Calling Number? n

Send Transferring Party Information? n
Network Call Redirection? n

Send Diversion Header? n

Support Request History? y
Telephone Event Payload Type: 1

4.1.8. Configure Route Pattern

Configure a route pattern to correspond to the newly added SIP trunk group. Use the “change
route-pattern n” command, where “n” is an available route pattern. Enter the following values for
the specified fields, and retain the default values for the remaining fields.

e Pattern Name: A descriptive name.
e RP No: The trunk group number from Section 4.1.7.2
e FRL: Facility Restriction Level that allows access to this

trunk, “0” being least restrictive

change route-pattern 10 Page 1 of 3
Pattern Number: 10 Pattern Name: To Sess Mgr
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ 1XC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 10 0 n user
2: 11 0 n user
: n user
4: n user
: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
1: yyyyyn n rest none
2: Yy yyyyn n rest none
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4.1.9. Configure Private Numbering

Use the “change private-numbering 0” command to define the calling party number to be sent.
Add an entry for the trunk group defined in Section 4.1.7.2. In the example shown below, all
calls originating from a 7-digit extension beginning with 666 and routed to trunk group 10 will
result in a 7-digit calling number. The calling party number will be in the SIP “From” header.

change private-numbering O Page 1o0f 2
NUMBERING - PRIVATE FORMAT

Ext Ext Trk Private Total
Len Code Grp(s) Prefix Len
7 666 10-11 7 Total Administered: 1

Maximum Entries: 540

4.1.10. Configure AAR

Use the “change aar analysis n” command to add an entry for the extension range where “n” is
the first digit of the assigned phone numbers for the SIP phones in the remote branch office
configured in Section 4.1.6 (required for feature server/Off-PBX-Station support). Enter the
following values for the specified fields, and retain the default values for the remaining fields.

e Dialed String: Dialed prefix digits to match on
e Total Min: Minimum number of digits
e Total Max: Maximum number of digits
e Route Pattern: The route pattern number from Section 4.1.8
e Call Type: “aar”
change aar analysis 6 Page 1 o0f 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
618 10 10 10 aar n
666 7 7 10 aar n
7 7 7 10 aar n
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4.2. Configure Avaya Aura™ Session Manager

This section provides the procedures for configuring Session Manager as provisioned in the
reference configuration. Session Manager is comprised of two functional components: the
Session Manager server and the System Manager Management Server. All SIP call provisioning
for Session Manager is performed via the System Manager Web interface and are then
downloaded into Session Manager.

The following sections assume that Session Manager and System Manager have been installed
and that network connectivity exists between the two platforms.

The Session Manager server contains an SM-100 security module that provides the network
interface for all inbound and outbound SIP signaling and media transport to all provisioned SIP
entities. For the Session Manager used for the reference configuration, the IP address assigned to
the SM-100 interface is 10.80.100.23 as specified in Figure 1. The Session Manager server has a
separate network interface used for connectivity to System Manager for managing/provisioning
Session Manager. For the reference configuration, the IP address assigned to the Session
Manager management interface is 10.80.100.24. In the reference configuration, the SM-100
interface and the management interface were both connected to the same IP network. If desired,
the SM-100 interface for real-time SIP traffic can be configured to use a different network than
the management interface. For more information on Session Manager and System Manager, see
References [1] and [2].

The procedures described in this section include configurations in the following areas:

* SIP domain

» Logical/physical Locations that can be occupied by SIP Entities

+ SIP Entities corresponding to the SIP telephony systems including Communication
Manager and Session Manager itself

« Entity Links which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

» Session Manager corresponding to the Session Manager Servers managed by System
Manager

* Local Host Name Resolution provides host name to IP address resolution

* Communication Manger as a Feature Server

» User Management for SIP telephone users

Configuration is accomplished by accessing the browser-based GUI of System Manager, using
the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address of System
Manager. Log in with the appropriate credentials and click on OK in the subsequent
confirmation screen. The menu shown below is then displayed. Expand the Network Routing
Policy Link on the left side as shown. The sub-menus displayed in the left column will be used
to configure the first four of the above items (Sections 4.2.1 through 4.2.4).
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AVAYA

welcome, admin Last Logged on at Apr. 05, 2010

Avaya Aura™ System Manager 5.2 4:40 P

Help | Log off

Home / Network Routing Policy

b Asset Management

Communication System

» Management

¢ User Management

» Monitoring

-
Adaptations
Dial Patterns
Entity Links
Locations
Regular Expressions
Routing Policies
SIP Domains
SIP Entities
Time Ranges
Personal Settings

» Security

» Applications

» Settings

» Session Manager

Shortcuts

Change Password
Landing Page

Help for Import All Data
Help for Export All Data

Help for Committing
configuration changes

Introduction to Network Routing Policy (NRP)

Network Routing Policy consists of several NRP applications like "Domains”, "Locations", "SIP Entities",

etc.

The recommended order to use the NRP applications (that means the overall NRP workflow) to configure your network

configuration is as follows:

Step 1: Create "Domains" of type SIP (other NRP applications are referring domains of type SIP).

Step 2: Create "Locations"
Step 3: Create "Adaptations"

Step 4: Create "SIP Entities"

- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

- Assign the appropriate "Locations”, "Adaptations” and "Qutbound Proxies”

Step 5: Create the "Entity Links"

- Between Session Managers

- Between Session Managers and "other SIP Entities"
Step 6: Create "Time Ranges"

- Align with the tariff information received from the Service Providers
Step 7: Create "Routing Policies"

- Assign the appropriate "Routing Destination” and "Time Of Day"

(Time Of Day = assign the appropriate "Time Range" and define the "Ranking")

Step 8: Create "Dial Pattern”

- Assign the appropriate "Locations" and "Routing Policies" to the "Dial Pattern”

Step 9: Create "Regular Expressions"

- Assign the appropriate "Routing Policies" to the "Regular Expressions”

Each "Routing Policy" defines the "Routing Destination" {which is a "SIP Entity") as well as the "Time of Day" and its

associated "Ranking”.

IMPORTANT: the appropriate dial patterns are defined and assigned afterwards with the help of NRP application "Dial

pattern". That's why this overall NRP workflow can be interpreted as
"Dial Pattern driven approach to define routing policies"
That means {with regard to steps listed above):

Step 7: "Routing Polices" are defined

Step 8: "Dial Pattern" are defined and assigned to "Routing Policies" and "Locations" (one step)

Step 9: "Regular Expressions" are defined and assigned to "Routing Policies" {one step)
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4.2.1. Specify SIP Domain

Add the SIP domain for which the communications infrastructure will be authoritative. Select
SIP Domains on the left and click the New button (not shown) on the right. Fill in the following:

e Name: The authoritative domain name consistent with the domain
configuration on Communication Manager (see Section 4.1.5)

e Notes:  Descriptive text (optional)
Click Commit.

Welcome, admin Last Logged on at Apr. 05, 2010
AVAyA Avaya Aura™ System Manager 5.2 4:40 PM

Help | Log off

Home / Network Routing Policy / SIP Domains
» Asset Management Domain Management

Communication System
Management

» User Management

» Monitoring
* Network Routing Policy 1Item  Refresh Filter: Enable

Adaptations Name Type | Default Notes

Dial Patterns * [avaya.com 1 [authoriatative Domain defined in CM_|
Entity Links
Locations
Regular Exp.\r.essmns « Tipist Resuived
Routing Paolicies
SIP Domains
SIP Entities
Time Ranges
Personal Settings
b Security
» Applications

» Settings

» Session Manager

4.2.2. Add Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, select
Locations on the left and click on the New button (not shown) on the right.

Under General, enter:

e Name: A descriptive name

e Notes: Descriptive text (optional)

The remaining fields under General can be filled in to specify bandwidth management
parameters between Session Manager and this location. These were not used in the sample
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configuration, and reflect default values. Note also that although not implemented in the sample
configuration, routing policies can be defined based on location.

Under Location Pattern:

o [P Address Pattern: An IP address pattern used to identify the location

e Notes: Descriptive text (optional)

The screen below shows the addition of the “SRST Branch 1” location, which includes the IP
address range of the SIP telephones located at remote branch 1 (10.80.61.* subnet). Click
Commit to save the Location definition.

Welcome, admin Last Logged on at Jun. 24, 2010
AVAyA Avaya Aura™ System Manager 5.2 4:26 PH

Help | Log off

Home / Network Routing Policy / Locations / Location Details

+ Asset Management Location Details

Communication System
Management
» User Management General

» Monitoring * Name: |SRST Branch 1

¥ Network Routing Policy

Notes: SRST Branch 1 - 10.80.61.*
Adaptations

Dial Patterns Managed Bandwidth:

* Average Bandwidth per Call: 86

Regular Expressions * Time to Live (secs): 3600

Entity Links

Locations

Routing Policies
SIP Domains Location Pattern

SIP Entities

Time Ranges

1 Item Refresh Filter: Enable
Personal Settings

» Security | ‘ IP Address Pattern Notes

+ Applications O *110.80.61.% SRST Branch 1 - 10.80.61.%

TR Select ; All, None ( 0 of 1 Selected )

} Session Manager

Shortcuts * Input Required

Change Passwaord
Help for Locations Details fields

Help for Committing
configuration changes

Repeat steps to add a location for the HQ Server location with Name as "10_80 100", Notes as
"10.80.100 Subnet", IP Address Pattern as "10.80.100.*" and Location Pattern Notes for this
entry as "10.80.100 Subnet."
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4.2.3. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP-based telephony system
supported by it using SIP trunks. In the sample configuration, a SIP Entity was added for the
Session Manager, Communication Manager acting as a Feature Server, Communication Manager
acting as an Access Element, and Cisco ISR.

The steps to create a SIP Entity is as follows:
Select SIP Entities on the left and click on the New button (not shown) on the right.

Under General:

e Name A descriptive name
e FQDN or IP Address: FQDN or IP address of the signaling interface on
the Session Manager or other telephony systems

e Type: “Session Manager” for Session Manager, “CM”
for Communication Manager and "Other" for
Cisco ISR

e Adaptation: Leave blank

e Location: Select the Location the SIP Entity will use

e Time Zone: Select the proper time zone for this installation

Under Port (for adding Session Manager Entity only), click Add, then edit the fields in the
resulting new row as shown below:

e Port: Port number on which the system listens for SIP
requests.

e Protocol: Transport protocol to be used to send SIP requests.

¢ Default Domain: Select the SIP Domain created previously.

Default settings can be used for the remaining fields. Click Commit to save the SIP Entity
definition.
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Using the steps above, create SIP Entities for the following items highlighted below:

Welcome, admin Last Logged on at July 18, 2010
AVAyA Avaya Aura™ System Manager 5.2 5:03 PM

Help | Log off

Home / Network Routing Policy / SIP Entities

» Asset Management SIP Entities
Communication System

»
Management New

» User Management

» Monitoring 17 Items Refresh Filter: Enable
~ Network Routing Policy O | Name f:‘nil"'s" | FQDN or IP Address Type Notes
Adaptations Acme Packet SBC -
[0 acMmE1 3 10.80.120.65 Other Skype
Dial Patterns Session ASM in Wesminster SIL
S O aAsmi-DR . 10.80.100.24 Manager Lab
ner INKS
v [l aAsmz-DR » 10.80.100.26 a:‘;ﬁ';:r ASM #2 Westminster SIL
Locations
[0 BcM-50 » bems0.bem.com Other BCM-50 in branch site
Regular Expressions Nortel CS1000E SIL
e [0 cCs1000E-west 3 10.80.50.10 Other \Westmineter
outing Policles O cucMs.x » 192.45.130.105 Other Cisco CallManager 5.x
SIP Domains [ CUCM 6.x v 192.45.130.77 Other Cisco CallManager 6.x
SIP Entities O cucm 7.x » 152.45.130.90 Other Cisco CallManager 7.x
= 1P Office System in
Time Ranges [0 Ip Office 4 33.1.1.51 Other Westminster SIL
Personal Settings [0 S8300-G450-FS r 10.80.100.51 M CM 5.2.1
» Security [0 s8300-Skype 3 135.8.12.121 CcM
» Applications O ssraocm v 10.80.111.16 o S e
» Settings [0 s8730-port-5063 ’ 10.80.111.19 cM
} Session Manager [l SIL-DR-MAS1 L3 10.80.100.30 Other MM Single Server
[1  sIiL-DR-mMx1 v 10.80.100.60 Other ;‘g;gsg Exchange 5.2
Shortcuts [0 SRST Branch 1 4 10.80.61.2 Other SRST Branch 1
] Woice Portal in SIL

Help for SIP Entities
Help for SIP Entities fields

Select : All, None ( 0 of 17 Selected )

The following screen shows the addition of Session Manager SIP Entity. The IP address of the
SM-100 Security Module is entered for FQDN or IP Address. TCP port 5060 is used for
communications with Communication Manager acting as an Access Element and
Communication Manager acting as a Feature Server. UDP port 5060 is used for communications
with the Cisco ISR.
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AVAYA

Welcome, admin Last Logged on at July 18, 2010

Avaya Aura™ System Manager 5.2 5:03 PM

Help | Log off

Home [ Netwo outing Polic

» Asset Management

Communication System

Management
» User Management

P Entity Detal

SIP Entity Details

General

* Name: [ASM1-DR [»

» Monitorin
= * FQDN or IP Address: [10.80.100.24 |

Type:

~ Network Routing Policy

Adaptations
Dial Patterns Notes: |ASM in Wesminster SIL Lab |
Entity Links

Location: |10_80_100 “|»
Locations
Regular Expressions Qutbound Proxy:
Routing Policies Time Zone: |America/Denver v

SIP Domains Credential name: |

SIP Entities
SIP Link Monitoring
SIP Link Monitoring: |USE Session Manager Configuration %

Time Ranges

Personal Settings
» Security

» Applications
Entity

» Settings

» Session Manager

16 Items Refresh Filter: Enable
Shortcuts O | SIP Entity 1 Protocol | Port SIP Entity 2 Port Trusted
Change Passwaord
Help for SIP Entity Details fields
Help for Committing
configuration changes Select : all, None( 0 of 16 Selected )
Port
5 Items Refresh Filter: Enable
] | Port . | Protocol | Default Domain ‘ Notes
O [sos0 [tce #]  [avaya.com ¥ [to Communication Managers |
L] [uoP %  [avaya.com %] [to Cisca ISR SRST |
O [Tis %] |avaya.com ¥ |Secure Port ]
O |UDP v\ |avava.com v\ \UDP conn for CS1000E |
0 |

|TCP V\ |sip.skype.com v\ \Skvpe Links

Select : All, None( 0 of 5 Selected )

* Input Required
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4.2.4. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity link. In
the sample configuration, Entity Links were created for Session Manager to Communication
Manger Feature Server and Session Manager to Cisco ISR.

Steps to create an Entity Link are as follows:

Select Entity Links on the left and click on the New button (not shown) on the right. Fill in the
following fields in the new row that is displayed:

e Name: A descriptive name

e SIP Entity 1: Select the Session Manager SIP Entity

e Protocol: Select “TCP”

e Port: Port number to which the other system sends SIP
requests.

e SIP Entity 2: Select the Communication Manager SIP Entity

e Port: Port number on which the other system receives
SIP requests.

e Trusted: Check this box

Click Commit to save the configuration.

Welcome, admin Last Lo ed on at Apr. 05, 2010
A\/A\/A Avaya Aura™ System Manager 5.2 4540 A1 - :

Help | Log off

Home [ Network Routing Policy / Entity Links

» Asset Management Entity Links

, Communication System
Management

» Monitoring
~ Network Routing Policy 1Item Refresh Filter: Enable

Adaptations Name ‘ SIP Entity 1 ‘ Protocol | Port | SIP Entity 2 | Fort | Trusted | Notes
Dial Patterns * [ASM1-to-S8300-2 *[aSM1-DR ~| [TcP v * [5060 * [ s8300-Gaso-Fs ~| *[s080 Link from
Entity Links < | >
Locations

Regular Expressions

Routing Palicies * Input Required

SIP Entities
Time Ranges

Personal Settings

» Applications
» Settings

» Session Manager

Shortcuts

Change Password

Help for NRP Entity Links
Help for Entity Links fields

Help for Delete Confirmation
fields

Help for Creating NRP Entity
Links

Help for Deleting NRP Entity
Links

Help for Import Entity Links
Help for Export Entity Links

Help for Committing
configuration changes

Create Entity Links for the following highlighted items:
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AVAYA

Home [ Network

uting Paoli

Avaya Aura™ System Manager 5.2

» Asset Management

Communication System
Management

» User Management

} Monitoring

~ Network Routing Policy
Adaptations
Dial Patterns
Entity Links
Locations
Regular Expressions
Routing Policies
SIP Domains
SIP Entities
Time Ranges
Personal Settings

» Security

» Applications

» Settings

» Session Manager

Shortcuts

Change Password
Help for NRP Entity Links
Help for Entity Links fields

Help for Delete Confirmation
fields

Help for Creating NRP Entity
Links

Help for Deleting NRP Entity
Links

Help for Import Entity Links
Help for Export Entity Links

Help for Committing
configuration changes

Welcome, admin Last Logged on at July 19, 2010
10:47 AM

Select : all, None ( 0 of 20 Selected )

Help | Log off
Entity Links
Edit Delete
20 Items Refresh Filter: Enable
] | Name | SIP Entity 1 ‘ Protocol | Port | SIP Entity 2 | Port | usted | MNotes
[] ASMi CS1000E-West ASMi-DR TCP CS1000E-West
ASM1-
ASM1-DR TCP 5063 ACMEL 5063
U DR _ACME1 5063 TCP
O ASM1-DR TCP 58300-Skype
ASM1-DR SIL-DR-
SIS n 2R ASM1-DR TCP SIL-DR-MAS1
O MAS1 5060 TCP
ASM1-DR SIL-DR-
v —— ASM1-DR TCP SIL-DR-MX1
0 MX1 5060 TCP
link between
[0 ASM1 to BCM-50 ASM1-DR upe BCM-50 ASM1 and
BCM-50
[0 ASMi-to-S8300-2 ASM1-DR TCP $8300-G450-F5 ] HSEIF?;T‘FS
[0 AsSMitovP ASM1-DR TCP VPMS ¥
2nd Link
[0 ASM2-58300-FS ASM2-DR TCP 58300-G450-FS between CM-
FS and ASM2
Link to BCM-
[l ASMZ2 to BCM-50 ASM2-DR upe BCM-50 50 from 2nd
SM
[0 cucMms.x ASM1-DR TCP CUCM 5.
O cucme.x ASM1-DR TCP CUCM 6.x
[1 cucMm7.x ASM1-DR TCP CUCM 7.
Link between
[0 Link between ASMs ASM1-DR TCP ASM2-DR
link between
[ s8730CM ASM1-DR TCP 58730 CM ¥ 28730 CM
and first ASM
link between
[1 58730 CM - 2nd Link ASM2-DR TCP 58730 CM S8730 CM
and 2nd ASM
Skype Link ASM1-DR TCP S8730-port-5063
SKype LINnK
[0 Skype Link 2 ASM2-DR TCP $8730-port-5063
Link between:
O tolro ASM1-DR TCP IP Office IASM and IP
Office
[0 to SRST Branch 1 ASM1-DR upDP 5060 SRST Branch 1 5060 ™ ';:Ekﬂtc% ?RST
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4.2.5. Add Session Manager

Adding the Session Manager provides the linkage between System Manager and Session
Manager. This configuration procedure should have already been properly executed if the
Session Manager used has been set up for other purposes. This configuration step is included
here for reference and completeness. To add a Session Manager, expand the Session Manager
menu on the left and select Session Manager Administration. Then click Add (not shown), and
fill in the fields as described below and shown in the following screen (note that the screen
below is for Edit Session Manager since it was already administered):

Under General:

e SIP Entity Name:  Select the name of the SIP Entity created for Session
Manager

e Description: Descriptive text
e Management Access
Point Host Name/IP: IP address of the Session Manager management

interface.
Under Security Module:
e Network Mask: Enter the proper network mask for Session Manager.
e Default Gateway:  Enter the default gateway IP address for Session
Manager

Accept default settings for the remaining fields.

welcome, admin Last Logged on at Apr. 05, 2010
AVA\/A\ Avaya Aura™ System Manager 5.2 4:40 PM

Help Log off

Home / Session Manager / Session Manager Administration / Edit Session Manager

» Asset Management

Communication System Edit Session Manager
- Management
» User Management General | Security Module | Menitoring | CDR | Persenal Profile Manager (PPM) - Connection Settings | Event Server
» Monitoring Expand All | Collapse All
» Network Routing Policy

General =

» Security
» Applications SIP Entity Name ASMI1-DR!
» Settings Description |ASM SIL Westminster

>

*Management Access Point Host Name/IP |10.50.100.23

shortcuts *Direct Routing to Endpoints

Change Password
Help for Session Manager
Administration Security Module =

Help for Page Fields
SIP Entity IP Address [10.80.100.24
*Network Mask [255.255.255.0
*Default Gateway |10.50.100.1
*cCall Control PHB |46
*QOS Priority |6

VLAN ID
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4.2.6. Define Local Host Name Resolution

The host names referenced in the definitions of the previous sections must be defined. To do so,
Select Session Manager — Network Configuration — Local Host Name Resolution on the
left. For each host name, click New and enter the following:

e Host Name: Name used for the host
IP Address: IP address of the host’s network interface
e Port: Port number to which SIP requests are sent by the
host
e Transport: Transport Layer protocol to be used for SIP
requests

Defaults can be used for the remaining fields. The Priority and Weight fields are used when
multiple IP addresses are defined for the same host. The following screen shows the host name
resolution entries used in the sample configuration.

Welcome, admin Last Logged on at Jun. 24, 2010
AVAyA Avaya Aura™ System Manager 5.2 4:25 PH

Help Log off

on Manager / Network Configuration / Local Host Name Resolution

Phearl Sl Local Host Name Resolution

Communication System This page allows you to add, edit, or remove local host name entries. Host name entries on this page will override information provided by
Management DNS

User Management -
: L Local Host Name Entries

» Menitoring
» Network Routing Policy
LY 10 Items | Refresh Filter: Enable
» Applications
} Settings I~ | ‘ Host Name (FQDN) ‘ IP Address Port Priority | Weight | Transport |
~ Session Manager [] bems0.bem.com 10.80.48.10 5060 100 100 UDF
Session Manager | [] c2821-Branchl.avaya.com 10.80.61.2 5060 100 100 TCP |
:der:;;itlszniiguration D carecm.cucm.com 1592.45.130.77 5060 100 100 TCP
Local Host Name [0 csik.avaya.com 10.80.50.10 5060 100 100 upre
Resolution [] cucmS.cucm.com 182.45.130.105 5060 100 100 TCP
.Des\flzng::i!Catwon D cucm7.cucm.com 192.45.130.90 5060 100 100 TCP
Cﬂnﬁg“fat“m . [] interop-csi000e.interop.avaya.com 10.80.50.10 5061 100 100 TLS
Application Configuration O] ipo.com . s080 100 100 TCP
SEEDEENE [ O ss730.avaya.com 10.80.111.16 1 100 100 TcP |
SIELEI 28 | [] s&730.avaya.cem 10.80.111.17 1 200 100 TCP |

Shortcuts Select : All, None ( 0 of 10 Selected )

Change Passwaord
Help for Local Host Name
Resolution

Help for Page Fields
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4.2.7. Add Communication Manager as a Feature Server

In order for Communication Manager to provide configuration and Feature Server support to SIP
telephones when they register to Session Manager, Communication Manager must be added as
an application for Session Manager. This is a four step process.

Step 1

Select Applications — Entities on the left. Click on New (not shown). Enter the following
fields, and use defaults for the remaining fields:

e Name: A descriptive name
e Type: Select “CM”
e Node: Select “Other..” and enter IP address for

Communication Manager SAT access

Under the Attributes section, enter the following fields, and use defaults for the remaining fields:

e Login: Login used for SAT access
e Password: Password used for SAT access
e Confirm Password: Password used for SAT access

Click on Commit.

This will set up data synchronization with Communication Manager to occur periodically in the
background.

The screen shown below is the Edit screen since the Application Entity has already been added.
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welcome, admin Last Logged on at Apr. 05, 2010
AVAYA Avaya Aura™ System Manager 5.2 2140 M

Help | Log off

ment / Applications Details

» Asset Management .
Communication System Edit CM: S8300-G450

4 Management

VRIS LS S ) Application | Port | Access Point | Attributes |
» Monitoring Expand aAll | Collapse all

» Network Routing Policy

» Security
~ Applications * Name |S8300-G450

Application =

Session Manager 5.2 * Type
Other Applications
CM5.2.1
SMGR PR
Description
SIP AS 8.0
Entities

» Settings * Node |10.80.100.51 ~
» Session Manager

Shortcuts

Port *
Change Password

Application Instance Fields ;
Access Point

Attributes ®

* Login |asm1 ‘

Password |------ ‘

Confirm Password |------ ‘

Is SSH Connection

* Port [5022

RSA SSH Fingerprint (Primary IP) |

|
Alternate IP Address | ‘
|
|

RSA SSH Fingerprint (Alternate IP) |

Is ASG Enabled []

ASG Key | |

Confirm ASG Key | ‘

Location | ‘

“Reauired

|A
v
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Step 2

Select Session Manager — Application Configuration — Applications on the left. Click on
New (not shown). Enter the following fields, and use defaults for the remaining fields:

e Name: A descriptive name

e SIP Entity:

Click on Commit.

Select the Communication Manager SIP Entity

The screen shown below is the Edit screen since the Application has already been configured.

b Asset Management

Communication System
Management

¥ User Management

» Monitoring
» Network Routing Policy
» Security

» Applications
» Settings
~ Session Manager

Session Manager
Administration

Network Configuration

Device and Location
Configuration

Application Configuration
= Applications
= Application Seguences

Welcome, admin Last Logged on at Apr. 05, 2010

Avaya Aura™ System Manager 5.2 440 PM

Application Editor

Application Editor

Name S8300-G450-APP

* SIP Entity |SE300*G450*FS 5

Description [CM as FS only

Application Attributes (optional)

Name | value

Application Handle \

URI Parameters \

Help Log off

= Implicit Users *Required Cancel
System Status
System Tools
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Step 3

Select Session Manager — Application Configuration — Application Sequences on the left.
Click on New (not shown). Enter a descriptive name in the Name field. Click on the “+” sign
next to the appropriate Available Applications, and the selected available application will be
moved up to the Applications in this Sequence section. In this sample configuration, “CM App
Seq 1” was shown in the screen below (which is the Edit screen since the Application Sequence
has already been configured).

Click on Commit.

Welcome, admin Last Logged on at Apr. 05, 2010
AVAyA Avaya Aura™ System Manager 5.2 4:40 PM

Help Log off

Home / Session Manager / Application Configuration / Application Sequence Editor

b Asset Management

» Communication System App"cation sequence Editor

Management

b User Management
Sequence Name
» Monitoring

» Network Routing Policy Name CM App Seq 1

b Security Description [58300-G450 SIP Stations

» Applications

) Settings Applications in this Sequence
~ Session Manager

Session Manager
Administration

Network Configuration 1 Item

Device and Location P

Configuration [0  order (firstto = Name SIP Entity Mandatory Description
Application Configuration last)

= Applications 0O &« & % 5$8300-G450-APP S8300-G450-F3 CM as FS only

= Application Sequences
= Implicit Users
System Status

Select : All, None { O of 1 Selected )

System Tools Available Applications

Shortcuts
2 Items Refresh Filter: Enable
Change Password

Help for Application Sequences Name SR Dcicriphon
Help for Page Fields + S8300-G450-APP 58300-G450-F5 CM as FS only
# Voice Portal VPMS VMPS/MPP Server running VP app
“Requied
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Step 4

Select Communication System Management — Telephony on the left. Select the appropriate
Element Name (“S8300-G450” in this case). Check the Initialize data for selected devices
checkbox. Then click on Now. This will cause a data synchronization task to start. This may take
some time to complete.

welcome, admin Last Logged on at Jun. 24, 2010
AVAyA Avaya Aura™ System Manager 5.2 4:26 PM

Help | Log off

Home / Communication System Management / Telephony

» Asset Management Synchronize CM Data and Configure Options
-~ Communication System
Management
Telephony Synchronize CM Data/Launch Element Cut Through | Configuration Options |
Call Center Expand All | Collapse all
Coverage
Groups Synchronize CM Data/Launch Element Cut Through =
Network
Parameters 1 Item Refresh Filter: Enable
2 Stations
= Alias Station | Element Name FQDN/IP Address Last Sync Time Sync Type Sync Status Location Software Version
* dpirs Wit COR S8300-G450 10.80.100.51 1“"3???’5’31? Incremental  Completed RO15x.02.1.016.4
= Off PBX Station Mapping s 04:00 ittt
Site Data ¢ |
= Manage Stations N i
System Select : All, None ( 1 of 1 Selected )
e @ Initialize data for selected devices
Messaging O Incremental Sync data for selected devices

¢ User Management

» Monitoring
» Network Routing Policy [ Schedule ] [ Cancel ] [ Launch Element Cut Through ]

» Security

Use the menus on the left under Monitoring — Scheduler — Completed Jobs to determine
when the task has completed, as shown below (see entry with embedded Communication
Manager name “S8300-G450” for the sample configuration).

WDC; Reviewed: Solution & Interoperability Test Lab Application Notes Page 40 of 74
SPOC 08/04/2010 ©2010 Avaya Inc. All Rights Reserved. SM52 SRST CTAV.doc



AVAYA

» Asset Management

» Communication System
Management

} User Management
+ Monitoring
Scheduler
= Pending Jobs
= Completed Jobs
Alarming
Logging
Log Harvesting
» Network Routing Policy
» Security
» Applications

» Settings

» Session Manager

Shortcuts

Change Password

Completed Jobs

Avaya Aura™ System Manager 5.2

Completed Jobs

Job List

40 Items Refresh

Welcome, admin Last Logged on st Apr. 05, 2010
4:40 PM

Help | Log off

Home / Monitoring / Scheduler / Completed Jobs

Advanced Search ®

Filter: Enable

] Job Type  Job Mame Job Status State Last Run

O % Directory Sync FAILED Enzbled  April 6, 2010 2:30:00 PM -04:0
|- ] LogPurgeRule SUCCESSFUL Enabled  April 6, 2010 1:00:00 PM -04:0
Ll - ClrdalarmPurgeRule SUCCESSFUL Enabled  April 6, 2010 1:00:01 PM -04:0
. -] SoftDelRTSPurgeRule SUCCESSFUL Enabled  April 6, 2010 1:00:01 PM -04:0
F: | O CSM_CMSynch_INIT_58300-G450_1257545563917 FAILED Disabled  November &, 2009 7:33:50 PM
F | o CSM_CMSynch_INCR_S8300-G450_1257545564196 SUCCESSFUL Enabled  April 6, 2010 8:01:11 AM -04:0
F | o CSM_CMSynch_INCR_58300-G450_1257547084229 SUCCESSFUL Disabled November 6, 2008 7:38:56 PM
0 o CSM_CMSynch_INCR_58300-G450_1257547113162 FAILED Disabled November 6, 2009 7:38:35 PM
| O CSM_CMSynch_INCR_S8300-G450_1257547289453 SUCCESSFUL Disabled November &, 2009 7:42:12 PM
EH | o CSM_CMSynch_INCR_S8300-G450_1258148943275 SUCCESSFUL Disabled November 13, 2009 6:45:58 Pl

4.2.8. User Management for Adding SIP Telephone Users

Users must be added to Session Manager corresponding to the SIP stations added in
Communication Manager (see Section 4.1.6). Select User Management — User Management
on the left. Then click on New (not shown) to open the New User Profile page. Enter a First
Name and Last Name for the user to add.

AVAYA

Management

» Asset Management

Communication System
Management

~ User Management
Manage Roles
User Management
Global User Settings
Group Management
» Monitoring
» Network Routing Policy
» Security

» Applications
» Settings

} Session Manager

Shortcuts

Change Password

Help for Edit User

Help for New Private Contact
Help for Edit Private Contact
Help for Delete Private Contact

Help for adding contact into
contact list

Avaya Aura™ System Manager 5.2

Management / User Edit

User Profile Edit: 6663008@avaya.com

Welcome, admin Last Logged on at Apr. 05, 2010
4:40 PM

Help | Log off

General | Identity | Communication Profile | Roles | Override Permissions | Group Membership | Attribute Sets | Default Contact List |

Private Contacts |
Expand All | Collapse All

General ®

* Last Name:
* First Name:

Middle Name:

[Jadministrator
[ communication_user
[Jagent

User Type: []supervisor
[resident_expert
[Iservice_technician
[lobby_phone

Status: Offline

Update Time : Mar 23 2010 14:13:4

Click on Identity to expand that section. Enter the following fields, and use defaults for the

remaining fields:
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e Login Name: Telephone extension (see Section 4.1.6) with SIP
domain name
e SMGR Login Password: Password to log into System Manger
e Shared Communication
Profile Password: Password to be entered by the user when logging
into the telephone

e Localized Display Name: Name to be used as calling party
¢ Endpoint Display Name: Full name of user
e Language Preference: Select the appropriate language preference
e Time Zone: Select the appropriate time zone
Help for editing contact from
contact list Identity =

Help for deleting contact from
contact list

* Login Name: 65663008@avaya.com
* Authentication Type: |Basic i
Change Password
SMGR Login Password:
* New Password: ssessss
* Confirm Password: |sesssss
Shared Communication Profile Password: sessssssssssssssssns Edit
Source: |ocal
Localized Display Name: |User 1, Branch 1
Endpoint Display Name: |Branch 1 User 1
Honorific :

Language Preference: | English +

Time Zone: | Central Time (US & Canada); Guadalajara, Mexico City -

Click on Communication Profile to expand that section. Then click on Communication Address
to expand that section. Enter the following fields and use defaults for the remaining fields:

e Type: Select “sip”

e SubType: Select “username”

¢ Fully Qualified Address: Enter the extension and select the domain as
defined in Section 4.1.6 and 4.1.5

Click on Add to add the record with the above information.
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Communication Profile =

New Done Cancel

Name
&  Primary

Select : None

* Name: Primary

Default :
Communication Address =
Type SubType Handle

No Records found
Type: -.5|p ~|
SubType: |username v

* Fully Qualified Address: |6663008

@ | avaya.com ¥

Domain

Add || Cancel

Click on Session Manager to expand that section. Select the appropriate Session Manager server
for Session Manager Instance. For Origination Application Sequence and Termination
Application Sequence, select the Application Sequence configured in Section 4.2.7 Step 3.

Click on Station Profile to expand that section. Enter the following fields and use defaults for the

remaining fields:

e System:
e Use Existing Stations:  Check this box
e Extension: Enter the extension
e Template:
telephone type.
e Port:

CCIP,,)

Click on Commit (not shown).
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Session Manager ¥

* Session Manager Instance | ASM1-DR +
Origination Application Sequence | CM App Seq 1 +

Termination Application Sequence | CM App Seq 1 +

[# Station Profile =
* System
Use Existing Stations
* Extension |Q,6663008
Template |DEFAULT_9640SIP N
Set Type
Security Code |(ssssse

* port Q1P

Delete Station on Unassign of Station
from User

[OMessaging Profile ¥

Repeat the above procedures to add each SIP telephone user for the Headquarters site as well as
the Remote Branch site (including the analog phones connected to the FXS interface ports on the
Cisco ISR). The follow User Management screen shows the SIP telephone users configured in
the sample configuration for the Headquarters site and Remote Branch 1 (6663006 and 6663007
are Headquarters Avaya 9600 SIP Phone users; 6663008 and 6663009 are Avaya 9600 SIP
Phone users at Remote Branch 1; 6663010 and 6663011 are analog phones connected to the
Cisco ISR FXS ports; 6663012 is an analog fax connected to the Cisco ISR FXS port).
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Welcome, admin Last Logged on at Apr. 05, 2010

Avaya Aura™ System Manager 5.2 4:40 FM

y Help | Log off
Home / User Management / User Management

» Asset Management

User Management

Communication System

Management
* User Management

Manage Roles Users
[ Duplicate ] [ Delete ] [ More Actions = ]

18 Items Refresh

User Management
Advanced Search ®

Global User Settings

Group Management Filter: Enable

Monitorin
4 9 [ | ‘ Status | Name | Login Name ‘ E164 Handle ‘ Last Login
» Network Routing Policy .
D &2 1165 SIP, Station A 6663020@avaya.com 6663020
» Security
F &2 7960, Cisco SIP 6663013@avaya.com 6663013
» Applications
- O 2 Administrator administrator@avaya.com December 7, 2009 3:19:23 PM -05:00
} Settings
- [} &2 Analog 1, Branch 1 6663010@avaya.com 6663010
» Session Manager
F f:y Analog 2, Branch 1 6663011@avaya.com 6663011
Shortcuts O £ Carver, Ron 6653006@avaya.com 6663006
Change Password ¥ &2 Clinton, Clinton 6663005@avaya.com 6663005
Help for View Users O 2 Crews, Bill 6663007 @avaya.com 6663007
O &2 C51K, Gateway celkgateway@avaya.com
F b 3 Default Administrator admin April 6, 2010 6:32:52 PM -04:00
O 2 Fax 1, Branch 1 B6663012@avaya.com 6663012
[} &2 Jane Doe 8653003 @avaya.com 6663003
O L John Smith 6663000@avaya.com 6663000
O 2 Jones, Paul 6663001@avaya.com 6663001
¥ & SRSTBR1 srstbri@avaya.com
F 2 Systemn User system
2 User 1, Branch 1 6663008@avaya.com 6663008
F & User 2, Branch 1 6663009@avaya.com 6663009 February 17, 2010 6:38:57 PM -05:00

Select : all, None (1 of 18 Selected )

4.2.9. Add User for Cisco ISR SIP User Agent

Communication from the Cisco ISR to the Session Manager occurs through the SIP-UA
configuration level on the Cisco ISR using SIP. In order for the Session Manager to allow SIP
message exchange with the Cisco ISR SIP-UA, authentication must be established using user
name and password. Since this user will only be used for authentication of the SIP-UA with
Session Manager, there is no need to assign a station to the user.

In the sample configuration used in these Application Notes a user was created representing the
Cisco ISR at the remote branch location, i.e. srstbrl@avaya.com

Select User Management — User Management on the left. Then click on New to open the
New User Profile page. Enter a First Name and Last Name for the user to add.
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Home / User Management / User Management / User Edit

» Asset Management

Management
¥ User Management

Manage Roles Private Contacts |
Expand All | Collapse All
User Management

Global User Settings General =
Group Management
» Monitoring

» Network Routing Policy

» Applications
» Settings

» Session Manager

Shortcuts

Change Password

Help for Edit User

Help for New Private Contact
Help for Edit Private Contact
Help for Delete Private Contact

Help for adding contact into
contact list

Welcome, admin Last Logged on at Apr. 06, 2010

AVAyA Avaya Aura™ System Manager 5.2 432 PM

Help | Log off

, Communication System User Profile Edit: srstbri@avaya.com

General | Identity | Communication Profile | Roles | Override Permissions | Group Membership | Attribute Sets | Default Contact List |

* Last Name: |SRST
* First Name: |Branch 1

» Security Middle Name:

Description:

[Jadministrator
[ communication_user
[Oagent

User Type: []supervisor

[Jresident_expert
[Iservice_technician
lobby_phone

Status: Offline

Update Time : Feb 25 2010 17:46:0

Click on ldentity to expand that section. Enter the following fields, and use defaults for the

remaining fields:

e Login Name:
SMGR Login Password:

Name to use for authentication from SIP-UA
Password to log into System Manger

e Shared Communication
Profile Password: Password to be used
e Localized Display Name: Name to be used as calling party
¢ Endpoint Display Name: Full name of user
e Language Preference:  Select the appropriate language preference
e Time Zone: Select the appropriate time zone
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Help for editing contact from
contact list

Help for deleting contact from
contact list

Identity =

* Login Name:

* Authentication Type:

Change Password

SMGR Login Password:

* New Password:

* Confirm Password:

Shared Communication Profile Password:
Source:

Localized Display Name:

Endpoint Display Name:

Honeorific :

Language Preference:

Time Zone:

srstbri@avaya.com

Basic =

ssessne
sessnne
sssssssssssssssssss Edit
local

SRSTER1

SRSTBR1

English *

Central Time (US & Canada); Guadalajara, Mexica City L4

4.3. Remote Branch Configuration

4.3.1. SIP 9600 Stations

4.3.1.1 46xxsettings.txt file

The configuration parameters of the Avaya 9600 SIP Phone specific to SIP Survivability and the
sample configuration are described in this section. See reference [1] before setting or changing
the parameters shown below.

46xxsettings.txt
Parameter Name

Values Used in Sample
Configuration

Description

SIPDOMAIN

avaya.com

Sets the SIP domain name to be used
during registration.

SIP_CONTROLLER_LIST

A priority list of SIP Servers for the
phone to use for SIP services.

The port and transport use the default
values of 5061 and TLS when not

10.80.100.24:5060; transport=tcp, specified.
10.80.61.33:5060; transport=tcp

The current settings have the Session
Manager as the primary SIP
registration server and the local
branch Cisco ISR as the secondary
SIP registration server.

While in Survivability Mode, this
parameter determines the mechanism
to use to fail back to the centralized

WDC; Reviewed:
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FAILBACK_POLICY auto SIP Server.
Auto = the phone periodically checks
the availability of the primary controller
and dynamically fails back.
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46xxsettings.txt
Parameter Name

Values Used in Sample
Configuration

Description

FAST_RESPONSE_TIMEOUT

The timer terminates SIP INVITE
transactions if no SIP response is
received within the specified number
of seconds after sending the request.
Useful when a phone goes off-hook
after connectivity to the centralized
SIP Server is lost, but before the
phone has detected the connectivity
loss. The default value is 4 seconds.

After the SIP INVITE is terminated, the
phone immediately transitions to
Survivability Mode.

MSGNUM

6665000

The number dialed when the Message
button is pressed and the phone is in
Normal Mode.

PSTN_VM_NUM

6665000

The number dialed when the
Message button is pressed and the
phone is in Survivability Mode.

DISCOVER_AVAYA_ENVIRONMENT

Automatically determines if the active
SIP Server is an Avaya server or not.

SIPREGPROXYPOLICY

simultaneous

A policy to control how the phone
treats a list of proxies in the
SIP_CONTROLLER_LIST parameter.

alternate = remain registered with
only the active controller.

simultaneous = remain registered
with all available controllers.

Sets the time zone the phone should

GMTOFFSET “-7:00”
use.
DSTOFESET o Se_ts the daylight savings time
adjustment value.
Enables the acceleration of dialing
when the WAN is down and the Cisco
DIALPLAN [666]xxXX|91XXXXXXXXXX|9[2- ISR is active, by defining the dial plan

I xXxXXXXXXXX|[6 18]xXXXXX”

used in the phone. In normal mode,
the Avaya telephone does not require
these settings to expedite dialing.
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4.3.1.2 DHCP Configuration

Both HQ and Remote Branch 9600 SIP phones were configured to DHCP their IP address,
Network Mask, Gateway Address, DNS and Option 242 settings. Microsoft DHCP Server on
Windows Server 2008 R2 was used to administrator the DHCP scopes for the HQ and Remote
Branch phones.
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Scope [10.80.60.224] Avaya Phones - VLAN 10 Pro 2xl
General | DMS I MNetwork Access Protection I Advanced I
- Scope
Scope name: Avaya Phones - VLAN 10
Start IP address: | 10 . 80 . 60 . 225
End IP address: | 10 . 80 . 60 . 254
Subret mask: I 255 255 255 224 Length: 27
— Lease duration for DHCF clients
&% Limited to:
Days: Hours: Minutes:
=N =N =
™ Unlimited
Description: Iﬂ\ra'_.'a Phones - VLAN 10
oK I Cancel Apply
The HQ Scope Options used are shown below:
File  Acton View Help
€= | #E6=]
? D_HCP Option Name | Vendor | Value | Class
El-| cucm-winserver i=| 003 Router Standard 10.80.60.225 None
Y Py || 008 DS Servers Standard 192.45.130,201, 30.1.1.7 Mone
J Scope [10.80.60.64] CLICM 5.x - VLAN 5 |i=| 015 DNS Domain Name Standard avaya.com Mone
| Scope [10.80.60.96] CUCM 6.x - VLAN & 2] 176 Avaya 4600 Options Standard HTTPSRVR=192.45.130. 201,HTTFDIR... Naone
| Scope [10.80.60, 128] CLICM 7.x - VLAN 7 _ =] 242 Avaya 9600 Option Standard HTTPSRVR = 192,45, 130, 20, HTTPDIR...  None
| Scope [10.80.60,192] Cisco Phones registered to Avaya Session Mg
[E [ | Scope [10.80.60.224] Avaya Phones - VLAN 10
¢ Address Pool
@ Address Leases
5| Reservations
., Scope Options

Option 242 has a configured string value of:

“MCIPADDR=10.80.111.17,HTTPSRVR=192.45.130.201,SNMPSTRING=public,SIPPROXYSRVR=10.80.100.24"

The “MCIPADD” setting is used for H.323 phones for registering to the Communication
Manager Access Element. The “SIPPROXYSRVR” setting is used by the 96xx SIP phones for

SIP registration to the Session Manager. The “HTTPSRVR” setting is used by the phones to

locate the HTTP server from which to download firmware updates and load its 46xxsetting.txt
file shown in Section 4.3.1.1.
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The scope range used for Remote Branch 1 was configured as follows:

General | DNS | Network Access Protection | Advanced

e

Scope name: Iﬁ\raya Phones - VLAN 61 - Branch 1

Start IP address: | 10 . 80 . 61 . 33

End IP address: | 10 . 80 . 61 . 62

Supretmask: | 255 . 255 . 255 . 224 Lerie =
Lease duration for DHCP clients
£ Limited to:
Days: Hours: Minutes:

| e=i ] o= | o5

 Unlimited

Description: Iﬁ\raya Phones - VLAN &1 - Branch 1

ok | Cancel ol

The Remote Branch Scope Options used are shown below:

? DHCP Option Name | Vendor | Value | Class
=] ﬂ cucm-winserver |i=| 003 Router Standard 10.80.61.33 None
B v 12| 006 DNS Servers Standard 30.1.1.7, 192.45.130.201 None
"1 Scope [10.80.60.64] CUCM 5.x - VLAN 5 |i=] 015 DNS Domain Name Standard avaya.com Mane
—| Scope [10.80.60.96] CUCM 6.x - VLAN |i2] 242 Avaya 9500 Option Standard MCIPADDR=10.80.111, 17 HTTPSRY... None
| Scope [10.80,60,128] CLUCM 7. - VLAN 7
[= [ | Scope [10.80.60.224] Avaya Phones - VLAN 10

£} Address Pool
3 Address Leases
| Reservations
., Scope Options
| Scope [10.80.61.32] Avaya Phones - VLAN 61 -Branch 1
£} Address Pool
@ Address Leases
| Reservations
", Seope Options

o]

Option 242 has a configured string value of:

“MCIPADDR=10.80.111.17,HTTPSRVR=192.45.130.201,SNMPSTRING=public,SIPPROXYSRVR=10.80.100.24"
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4.3.2. Add User and Station to Avaya Aura™ Session Manager
Refer to Section 4.2.8 to complete this step if not already configured.

4.3.3. Configure Cisco ISR

This section describes the commands necessary to configure the SRST feature Cisco 2821 ISR.
SIP registrar functionality on Cisco IOS enables the Cisco router to become a backup SIP
proxy and accept SIP registration messages from SIP phones. A registrar accepts SIP register
requests and dynamically builds VoIP dial peers, allowing the Cisco IOS Voice Gateway
software to route calls to SIP phones.

Under normal operation, the Avaya 9600 SIP phones are registered with the HQ Session
Manager as the primary proxy, and with the Cisco ISR router as the backup proxy. If the HQ
Session Manager is not available (e.g., a WAN failure), the Cisco ISR will function as an active
proxy to route calls for the Avaya 9600 SIP phones. This “fail-over” happens after the router
loses connection to the primary proxy. Once the primary proxy server (HQ Session Manager) is
reachable again (e.g., WAN is restored), the Avaya 9600 SIP phones will automatically “fall
back” to re-register with the primary proxy server.

It is assumed that basic network configuration of the Cisco ISR has already been completed,
please see References section, References [8] for more information.

4.3.3.1 Cisco ISR Checks System Hardware

To view the hardware detected by the Cisco ISR, use the command show diag
Connect to the Cisco ISR using the standard Cisco console cable, or network terminal if the
device is already configured for such.

c2821-Branchl#sh diag

Slot O:

C2821 Motherboard with 2GE and integrated VPN Port adapter, 2 ports

Port adapter is analyzed

Port adapter insertion time 4d10h ago

Onboard VPN

: v2.3.3

EEPROM contents at hardware discovery:

PCB Serial Number
Hardware Revision

Top Assy. Part Number
Board Revision
Deviation Number

Fab Version

RMA Test History

RMA Number

RMA History

Processor type
Hardware date code
Chassis Serial Number
Chassis MAC Address
MAC Address block size
CLEI Code

: FOC09284209
4.0

: 800-21933-02
: BO

-0

- 08

- 00

: 0-0-0-0

- 00

- 87

: 20050719

- FTX0931A39N
- 0014 .f2c1.30e8
- 32

- CNMJG6NOBRA

WDC; Reviewed:
SPOC 08/04/2010

Solution & Interoperability Test Lab Application Notes
©2010 Avaya Inc. All Rights Reserved.

Page 51 of 74
SM52 SRST CTAV.doc




Product (FRU) Number

Part Number

Version ldentifier

EEPROM format version 4

EEPROM contents (hex):
Ox00: 04 FF C1 8B 46
0x10: 03 E8 41 04 00
0x20: 88 00 00 00 00
0x30: 09 87 83 01 31
0x40: 41 33 39 4E C3
Ox50: 8A 43 4E 4D 4A
Ox60: 43 4F 32 38 32
Ox70: 0OC 89 56 30 31

AF
Co
02
F3
06
36
31
20

PVDM Slot O:

32-channel (G.711) Voice/F

Hardware Revision

Part Number

Board Revision

Deviation Number

Fab Version

PCB Serial Number

RMA Test History

RMA Number

RMA History

Processor type

Product (FRU) Number

Version ldentifier

EEPROM format version 4

EEPROM contents (hex):
Ox00: 04 FF 40 03 EE
0x10: 88 00 00 00 00
0x20: 31 4D 48 57 03
0x30: 88 50 56 44 4D
0x40: 40 C1 FF FF FF
O0x50: FF FF FF FF FF
0x60: FF FF FF FF FF
Ox70: FF FF FF FF FF

41
02
00
32
FF
FF
FF
FF

WIC Slot O:

FXS Voice daughter card (4
Hardware Revision

Part Number

Board Revision
Deviation Number

Fab Version

PCB Serial Number

RMA Test History

RMA Number

RMA History

Top Assy. Part Number
Connector Type

CLEI Code

Product (FRU) Number
EEPROM format version 4

C1SC02821
73-8854-12
Vo1

43
46
08
1F
00
4E
20
D9

30
03
03
Cc2
14
30
20
02

39
20
00
8B
F2
42
20
40

32
00
81
46
C1
52
20
Ci

38
55
00
54
30
41
20
FF

34
AD
00
58
E8
CB
20
FF

32
02
00
30
43
8F
82
FF

30
42
00
39
00
43
49
FF

39
42
04
33
20
49
22
FF

40
30
00
31
cé
53
96
FF

PVDM resource for Analog Ports
ax PVDMII DSP SIMM PVDM daughter card
3.2

73-8539-04

AO

0

03

FOC09251MHW

00

0-0-0-0

00

00

PVDM2-32

NA
03 02 82 49 21 5B 04 42 41 30
03 C1 8B 46 4F 43 30 39 32 35
81 00 00 00 00 04 00 09 00 CB
2D 33 32 89 4E 41 20 20 D9 02
FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF

Analog Ports

port)

3.1

73-6918-02

FO

0

02

FOC11514K0B

00

0-0-0-0

00

800-17016-02

01

IP9IABYCAA

VIC-4FXS/DID=
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EEPROM contents (hex):

0x00: 04
0x10: 88
0x20: 34
0x30: 20
0x40: 43
0x50: FF
0x60: FF
0x70: FF

Slot 1:

FF
00
4B
00
41
FF
FF
FF

40
00
30
42
41
FF
FF
FF

00
00
42
78
FF
FF
FF
FF

3A
00
03
02
FF
FF
FF
FF

41
02
00
05
FF
FF
FF
FF

03
02
81
01
FF
FF
FF
FF

01
c1
00
Cc6
FF
FF
FF
FF

High Density Voice Port adapter
Port adapter is analyzed
Port adapter insertion time 4d10h ago

EEPROM contents at hardware discovery:
1.

Hardware Revision
Top Assy. Part Number

Board Revision

Deviation Number

Fab Version
PCB Serial

RMA Number

Number
RMA Test History

RMA History

Product (FRU) Number
EEPROM format version 4

EEPROM contents (hex):

0x00: 04
0x10: 42
0x20: 35
0x30: FF
0x40: FF
0x50: FF
0x60: FF
0x70: FF

HDV SIMMs:
SIMM slot
SIMM slot
SIMM slot
SIMM slot
SIMM slot

WIC Slot O:

FF
46
30
FF
FF
FF
FF
FF

Product (FRU) Number: PVDM-12=
PVDM-12 SIMM present.
PVDM-12 SIMM present.
PVDM-12 SIMM present.
PVDM-12 SIMM present.
Empty.

0:
1:
2:
3:
4:

40
31
37
FF
FF
FF
FF
FF

00
80
30
FF
FF
FF
FF
FF

cc
00
51
FF
FF
FF
FF
FF

41
00
54
FF
FF
FF
FF
FF

1

82
8B
00
8A
FF
FF
FF
FF

49
46
00
49
FF
FF
FF
FF

1B
4aF
00
50
FF
FF
FF
FF

800-03567-01

F1
0-
02
JABO5070QTM
00

0

0-0-0-0

00

NM-HDV=

01
00
4D
FF
FF
FF
FF
FF

01
00
03
FF
FF
FF
FF
FF

Cco
02
00
FF
FF
FF
FF
FF

46
02
81
FF
FF
FF
FF
FF

03
c1
00
FF
FF
FF
FF
FF

06
43
04
39
FF
FF
FF
FF

20
8B
00
FF
FF
FF
FF
FF

02
31
00
49
FF
FF
FF
FF

00
4A
00
FF
FF
FF
FF
FF

T1 (2 Port) Multi-Flex Trunk (Drop&lnsert) WAN
Hardware revision 1.0

Serial numb

er

FRU Part Number

Test histor

Connector type
EEPROM format version 1

y

29788066
VWIC-2MFT-T1-DI=

0x0
PCI

EEPROM contents (hex):
0x20: 01 24 01 00 01 C6 87 A2 50 12 06 03 00
0x30: 58 00 00 00 03 02 15 00 FF FF FF FF FF

Board
Part number

revision

RMA number

42
31
co
41
FF
FF
FF
FF

oD
41
00
FF
FF
FF
FF
FF

46
35
46
42
FF
FF
FF
FF

EF
42
04
FF
FF
FF
FF
FF

30
31
03
59
FF
FF
FF
FF

01
30
00
FF
FF
FF
FF
FF

T1 Ports
Daughter Card

BO

800-04614-03

00-00-00

00 00 00
FF FF FF
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HDV firmware: Compiled Fri 19-Nov-04 14:23 by michen
HDV memory size 524280 heap free 167869

AIM Module in slot: O
AIM ATM: O

ATM AIM

Hardware Revision

Top Assy. Part Number

Board Revision

Deviation Number

Fab Version

PCB Serial Number

RMA Test History

RMA Number

RMA History

FRU Part Number

EEPROM format version 4

EEPROM contents (hex):
0x00: 04 FF 40 01 BO
0x10: 42 41 30 80 00
0x20: 39 32 38 32 41
0x30: FF FF FF FF FF
0x40: FF FF FF FF FF
Ox50: FF FF FF FF FF
0x60: FF FF FF FF FF
Ox70: FF FF FF FF FF

AIM Modulle in slot: 1

PCB Serial Number

Hardware Revision

Top Assy. Part Number

Board Revision

Deviation Number

Fab Version

RMA Test History

RMA Number

RMA History

CLEI Code

Product (FRU) Number

Version ldentifier

EEPROM format version 4

EEPROM contents (hex):
0Ox00: 04 FF C1 8B 46
0x10: 01 4B 41 01 00
0x20: 88 00 00 00 00
0x30: C6 8A 43 4E 50
Ox40: 4D 2D 56 50 4E
Ox50: 20 20 4E 41 FF
0x60: FF FF FF FF FF
Ox70: FF FF FF FF FF

41 01
00 00
58 4E
FF FF
FF FF
FF FF
FF FF
FF FF

4F 43
CO 46
02 03
35 46
2F 45
FF FF
FF FF
FF FF

1.0
800-06558-05
AO

0-0

03
FOC09282AXN
00

0-0-0-0

00

AIM-ATM

00
00
03
FF
FF
FF
FF
FF

Cco
02
00
FF
FF
FF
FF
FF

46
03
81
FF
FF
FF
FF
FF

03
c1
00
FF
FF
FF
FF
FF

20
8B
00
FF
FF
FF
FF
FF

00
46
00
FF
FF
FF
FF
FF

FOC092711BZ

1.0

800-24799-01

DO

0

03

00

0-0-0-0

00

CNPSFFNAAA

AIM-VPN/EPI11-PLUS
NA

30
03
03
46
50
FF
FF
FF

32
00
81
41
49
FF
FF
FF

37
60
00
41
2D
FF
FF
FF

31
DF
00
41
50
FF
FF
FF

31
01
00
CB
4c
FF
FF
FF

20
00
4E
49
FF
FF
FF

19
4F
00
FF
FF
FF
FF
FF

42
42
00
91
55
FF
FF
FF

9E
43
04
FF
FF
FF
FF
FF

5A
a4
04
41
53
FF
FF
FF

05
30
00
FF
FF
FF
FF
FF

40
30
00
49
89
FF
FF
FF
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4.3.3.2 Running Configuration

To view the contents of the running configuration file, use the command show run. The
configuration changes made to the ISR for this testing are highlighted below with an explanation
of what the command does to the ISR, listed opposite in blue highlighting.

Cisco ISR Running Configuration

Configuration Commands Notes/Comments

c2821-Branchl1#show runnning-config

Building configuration...

Current configuration : 5015 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname c2821-Branchl Set Hostname
!

boot-start-marker

boot-end-marker

!

logging message-counter syslog

enable secret 5 $1$3gXA$hQrCTAOpgNONnK2y64cGts/
enable password interop

!

no aaa new-model

no network-clock-participate slot 1

no network-clock-participate aim 0

!

voice-card 0

!

voice-card 1

dspfarm

!

!

!

dotll syslog

ip source-route

!

!

ip cef

!

!

ip domain name avaya.com Set the domain name
no ipv6 cef

I

multilink bundle-name authenticated
I

!
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|
!
isdn switch-type primary-ni
|
|
!
voice service voip
allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
redirect ip2ip
fax protocol t38 Is-redundancy 0 hs-redundancy 0 fallback
cisco
sip
registrar server expires max 600 min 60
redirect contact order best-match
|
|
]
voice class codec 1
codec preference 1 g71lulaw
codec preference 2 g729br8

voice register global

max-dn 100

max-pool 2

authenticate realm avaya.com
|

voice register pool 1

id network 10.80.61.0 mask 255.255.255.0
application session
preference 2

proxy 10.80.100.24 preference 1 monitor probe icmp-ping
presence call-list

dtmf-relay rtp-nte

voice-class codec 1

|

]

voice translation-rule 1

rule 1 /7618///

|

]

voice translation-profile 618
translate called 1

|

|

|

Set the global isdn switch-type to
primary-ni

Enter voice service configuration
Allow H.323 to H.323 Call Control
Allow H.323 to SIP Call Control
Allow SIP to H.323 Call Control
Allow SIP to SIP Call Control
Enable IP to IP Calls

Use T.38 Fax Protocol

SIP Configuration level

Create voice class codec group
Set G.711ulLaw as preference 1
Set G.929 as preference 2

Set the voice register global
settings

Max DNs of 100

Allow Max Pools of 2

Create SIP registration pool

Allow SIP registration from IP range
Enable Application SIP

Set local branch proxy preference
Primary SIP Proxy to monitor

Use RFC 2833 Standard for DTMF
Use codecs defined in voice-class 1

Voice Translation Rule for incoming
PSTN calls which need the local
area code removed.

Translation profile to use rule 1 to
strip the 618 area code.
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!
vtp version 2
I
!
!
archive
log config
hidekeys
I
]
controller T1 1/0/0
pri-group timeslots 1-24
|

controller T1 1/0/1

|

!

interface GigabitEthernet0/0
description SRST WAN Connection
ip address 10.80.61.2 255.255.255.252
ip helper-address 192.45.130.201
duplex auto

speed auto

no mop enabled

|

interface GigabitEthernet0/1
description to PoE Phone Switch
ip address 10.80.61.33 255.255.255.224
duplex auto

speed auto

|

interface Serial1/0/0:23

no ip address

encapsulation hdlc

isdn switch-type primary-ni

isdn incoming-voice voice
isdn send-alerting

isdn sending-complete

no cdp enable

|

ip default-gateway 10.80.61.1
no ip classless

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 10.80.61.1
no ip http server

no ip http secure-server

|

control-plane
|

éall fallback active
!

!

!

voice-port 0/0/0

T1 Controller Configuration
Set timeslots for T1

Enter GB Ethernet Configuration 0/0
Connection Interface to WAN

Set the Controller IP address
Forward those DHCP requests

Enter GB Ethernet Configuration 0/1
Connection to PoE Phone Switch

Serial Interface from configured T1

Local Switch-Type to use is
primary-ni

Treat incoming calls as voice
Send Q.931 alerting message
Send Q.931 complete message

Set default IP gateway

Default IP route

Enable SIP registration to fallback
to primary when WAN connection is
restored. Turn on SRST.

FXS/Analog Voice Port Config
6663010
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mwi

station-id number 6663010
caller-id enable

|

;/oice—port 0/0/1

mwi

station-id number 6663011
caller-id enable

|

voice-port 0/0/2

mwi

station-id number 6663012
caller-id enable

|

;/oice—port 0/0/3
|

voice-port 1/0/0:23

no non-linear

playout-delay maximum 170
playout-delay nominal 80
playout-delay minimum low
no comfort-noise
bearer-cap 3100Hz

|

!
dial-peer voice 6663010 pots

description Branch 1 User 1 Analog 6663010
destination-pattern 6663010

fax rate voice

port 0/0/0

forward-digits O

authentication username 6663010 password 7
08701E1D5D4C53

|

dial-peer voice 6663011 pots

description Branch 1 User 2 Analog 6663011
destination-pattern 6663011

fax rate voice

port 0/0/1

forward-digits O

authentication username 6663011 password 7
03550958525A77

|

dial-peer voice 666 voip

description to allow incoming PSTN call to reach HQ
extn’s

destination-pattern 666....

session protocol sipv2

session target sip-server

dtmf-relay rtp-nte

|

dial-peer voice 303666 pots
description To HQ via PSTN in Survivability Mode

Enable message waiting indicator
Assign station-id number
Enable Caller-ID

FXS/Analog Voice Port Config
6663011

Enable mwi

Assign station-id number
Enable Caller-ID

FXS/Analog Fax Port Config
6663012

Enable mwi

Assign station-id number
Enable Caller-ID

Voice Port Config for T1 Connection

Settings for packet jitter
Settings for packet jitter
Settings for packet jitter

Information transfer capability

Create a POTS dial-peer for Analog
Station

Matching extension 6663010

Set Fax rate to voice

Use FXS port 0/0/0

Needed to authenticate with
Session Manager

Create a POTS dial-peer for Analog
Station

Matching extension 6663011

Set Fax rate to voice

Use FXS port 0/0/1

Needed to authenticate with
Session Manager

Create a VolIP dial-peer for outgoing
HQ calls when in Normal Mode for
incoming PSTN calls.

Call Control via HQ Session
Manager
Use RFC 2833 Standard for DTMF

Create a POTS dial-peer for
outgoing HQ calls when in
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preference 1
destination-pattern 666....

port 1/0/0:23

prefix 303

|
dial-peer voice 66630 voip

description To support incoming Fax via SIP
voice-class codec 1

session protocol sipv2

session target sip-server

incoming called-number 666301[0-2]
dtmf-relay rtp-nte

no vad

|

dial-peer voice 6663012 pots

description Branch 1 Fax 1 Analog 6663012
destination-pattern 6663012

fax rate voice

port 0/0/2

forward-digits 0

authentication username 6663012 password 7
075E731F1A5C4F

|

dial-peer voice 6186663 pots

description Incoming PSTN calls with 618 area code
translation-profile incoming 618

incoming called-number 618666....

fax rate voice

direct-inward-dial

port 1/0/0:23

forward-digits O

|

sip-ua

authentication username srstbrl password 7
040A59555B741A

|

mwi-server ipv4:10.80.100.24 expires 3600 port 5060
transport tcp unsolicited

registrar ipv4:10.80.100.24 expires 3600
sip-server ipv4:10.80.100.24

|

]
line con O

exec-timeout 0 0

line aux 0

linevty 04

password interop
logging synchronous level all
login

line vty 5513

login

Survivable Mode
Secondary route selection for
666....

Use T1 interface send calls out
PSTN

Need to prefix area code for PSTN
call

VolIP dial-peer for handling
incoming Analog/Fax calls via SIP

Use SIP procotol version 2

Proxy is Session Manager

Match on incoming number

Use RFC 2833 Standard for DTMF

Create a POTS dial-peer for Analog
Station/Fax

Matching extension 6663012

Set Fax rate to voice

Use FXS port 0/0/2

Needed to authenticate with
Session Manager

POTS dial-peer for incoming PSTN
calls having the local area code 618
Use Translation profile to strip 618
Match incoming called number

Set Fax rate to voice

route via direct-inward-dial
Incoming on T1 PSTN interface

Enter ISR SIP User Agent Config
Branch Username/PW for Session
Manager authentication.

MWI server for Analog/FXS ports
Enable SIP Reg. for Analog/FXS

ports
Set IP of Primary SIP Server
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line vty 514

logging synchronous

login

!

scheduler allocate 20000 1000
end

4.3.3.3 SIP-UA Keep-Alive Feature

With regards to a keep-alive feature on the Cisco ISR configuration, there are two options,
Standard icmp ping or a SIP message keep-alive. The SIP message keep-alive mechanism may
be more suitable for production environments. This configuration is not listed in the show
configuration output on the Cisco ISR shown in Section 4.3.3.2. The following command
shows how to set up the sip-ua keepalive feature to contact the Session Manager.

SIP-UA Keep-Alive Config

c2821-Branch1#config t Enter Config menu
c2821-Branch1(config)#sip-ua Enter sip-ua config menu
c2821-Branch1(config-sip-ua)#keepalive target ipv4:10.80.100.24 Enter the keepalive

tcp parameters
c2821-Branch1(config-sip-ua)#exit Exit from sip-ua config menu
c2821-Branch1(config)#exit Exit from config menu

The Branch Cisco ISR will send a keepalive request in the form of a SIP options message.
HQ Session Manager simply responds with a 200 OK. To save the ISR configuration use the
command:

copy running-config startup-config

4.3.3.4 Adding Branch Username/Password for SIP-UA

The SIP User Agent (SIP-UA) communicates with the HQ Session Manager on behalf of the
Analog/FXS stations via the SIP protocol. These Analog/FXS stations are configured on the
Session Manager to appear as Avaya SIP 9630 SIP phone stations requiring registration
authentication from the assigned user to station assignment. If the SIP-UA Keep-Alive Config is
adopted, the SIP-UA must authenticate with the Session Manager also, if it expects to get back a
reply to the SIP options message.

Two authentication configuration approaches are possible on the Cisco ISR:

1. All Analog/FXS stations with username and password can be configured under their
corresponding dial-peer configuration. The SIP-UA will still have to have a
username/password created on the System Manager and that username/password
combination configured under the SIP-UA configuration level on the Cisco ISR. This is
the approach used in the sample configuration contained in these Application Notes.
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SIP-UA Username/PW (option 1)

sip-ua

authentication username srstbrl password 7 040A595B741A
1

dial-peer voice 6663010 pots

description Branch 1 User 1 Analog 6663010
destination-pattern 6663010

fax rate voice

port 0/0/0

forward-digits O
authentication username 6663010 password 7 040A595B741B

1
dial-peer voice 6663011 pots

description Branch 1 User 2 Analog 6663011
destination-pattern 6663011

fax rate voice

port 0/0/1

forward-digits O
authentication username 6663011 password 7 040A595B741C

Enter SIP-UA config level
Branch Username/PW for Session
Manager authentication

Analog station username/pw for
6663010

Analog station username/pw for
6663011
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2. All Analog/FXS stations with username and password can be configured under the SIP-
UA configuration level along with a Branch username/password that has been created on
the Avaya Aura™ System Manager, which is not assigned to any station.

SIP-UA Username/PW (option 2)

sip-ua
authentication username srstbrl password 7 040A595B741A

authentication username 6663010 password 7 040A595B741B
authentication username 6663011 password 7 040A595B741C
authentication username 6663012 password 7 040A595B741D
|

!

dial-peer voice 6663010 pots

description Branch 1 User 1 Analog 6663010
destination-pattern 6663010

fax rate voice

port 0/0/0

forward-digits O

|

dial-peer voice 6663011 pots

description Branch 1 User 2 Analog 6663011
destination-pattern 6663011

fax rate voice

port 0/0/1

forward-digits O

Enter SIP-UA config level

Branch Username/PW for Session
Manager authentication

Analog station username/pw for 6663010
Analog station username/pw for 6663011
Analog station username/pw for 6663012

Dial-Peer for Analog station 6663010 does
not need to have username/pw if it is
configured under the sip-ua config level

Dial-Peer for Analog station 6663011 does
not need to have username/pw if it is
configured under the sip-ua config level
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5. General Test Approach and Test Results

This section describes the testing used to verify the sample configuration for the Session
Manager Survivable SIP Gateway Solution using the Cisco ISR with Survivable Remote Site
Telephony support in a Centralized Trunking scenario. This section covers the general test
approach and the test results.

5.1. General Test Approach

The general test approach was to break and restore network connectivity from the branch site to
the headquarters location to verify the following:

* Connectivity / Failover
Testing focused on transitions of the 96xx series phones and Cisco ISR to/from normal
mode and survivable mode.

* Centralized Trunking — Normal Mode
Testing focused on Centralized Trunking endpoint to endpoint call flows and feature
invocation when the branch connectivity is in Normal Mode. Features tested include:

Hold/Resume, Conference Add/Drop, Call Transfer — Attended/Un-attended, Call
Waiting, Voice Mail Dialing and Faxing.

» SIP call routing is controlled by a centralized Avaya Aura™ Session Manager for
both the enterprise headquarters and remote branch sites.

* Feature services for the SIP phones are supplied by Avaya Aura™ Communication
Manager acting as a Feature Server.

* Call routing for the Enterprise Headquarters (HQ) H.323 phones and analog
phones/fax machines are provided by the Avaya Aura™ Communication Manager
acting as an Access Element.

* Both Avaya Aura™ Communication Manager (Access Element) and Avaya Aura™
Communication Manager (Feature Server) are configured with IP-IP Direct Audio
enabled.

* All PSTN inbound/outbound calls at the HQ are routed to a centralized Avaya G650
media gateway.

* All branch 96xx phones are registered to the centralized Avaya Aura™ Session
Manager.

 All branch FXS stations are registered via the Cisco ISR as SIP Avaya 9620 stations
to the centralized Avaya Aura™ Session Manager.
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* Centralized Trunking — Survivable Mode
Testing focused on Centralized Trunking endpoint to endpoint call flows and feature
invocation when the branch loses WAN connectivity and is in Survivable Mode. Features
tested include: Hold/Resume, Conference Add/Drop, Call Transfer — Attended/Un-
attended, Call Waiting, Voice Mail Dialing and Faxing.

» All branch 96xx phones are transitioned to have their secondary registrar (Cisco

ISR) become active.

* All call routing is controlled by the local branch Cisco ISR.

* All branch calls to HQ phones are routed to the Cisco ISR T1 Controller port and

over the PSTN to the HQ. Dialing from branch phones to HQ phones will remain
transparent to branch users, i.e. the same number used to dial HQ phones will be
routed via failover dial-peer and automatically prefixed for routing via T1 to the
PSTN and onto HQ.

* All PSTN outbound calls are routed to the Cisco ISR T1 Controller port.
* PSTN inbound calls to Branch Cisco ISR are not supported.

5.2. Test Results

The functionality and features described in Section 5.1 were verified during testing. The
following expected behaviors were observed:

In Normal Mode, branch phones register to all available controllers.

Switching between Normal and the Survivable Modes are automatic and within a
reasonable time span (within one to two minutes).

In Normal Mode, calls can be placed between phones at the HQ and the branch
site, and among phones within the branch site.

In Survivable Mode, calls can be placed between phones within the branch site.
In addition, branch phones can still place calls to the PSTN (and to phones at HQ
via PSTN) using the T1 interface on the Cisco ISR located at the branch site.
Secondary preference dial-peers are used to route “survivable mode” calls to the
HQ via the PSTN, prefixing the dialed number and routing the call out the T1
interface, allowing users to continue to use the same dial plan they use during
normal mode for HQ calls.

Analog phones connected to the FXS ports on the Cisco ISR are properly adapted
as SIP phones in both Normal and Survivable Modes.

Faxing in both directions between HQ and branch analog fax machines worked
correctly in Normal and Survivable Modes. An additional incoming dial-peer was
created to be able to accept faxes into the branch Cisco ISR gateway via the WAN
connection using SIP and supporting T.38 mode.
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* Avaya 96xx SIP phones at the branch were able to reregister with the Session
Manager once WAN connectivity was restored within a reasonable time span
(within one to two minutes).

The following unexpected behaviors were observed during testing:

» (all features including Hold/Resume, Conference Add/Drop, Call Transfer
Attended/Un-attended, Call Waiting, Voice Mail Dialing and Faxing worked in
Normal and Survivable Mode with exceptions noted below:

= Branch to branch 96xx calls which use the conference feature to add a
third party experience only the conference party connected when the join
button is pressed and the other party is placed on hold and is not
participating in the conference.

= (Call waiting tone is not heard on incoming call when in an active call, 2™
calling party hears busy instead of ringing. This was experienced in both
Normal and Survivable Modes.

* In survivable mode, when a branch 96xx phone tries to transfer (attended
and unattended), the source and target callers getting dropped.

* Active intra-branch calls remain up during WAN connectivity loss and during
Normal to Survivable Mode transition by the Cisco ISR. However, on 96xx SIP to
Analog calls only one-way voice path exists after the Normal to Survivable
transition of the Cisco ISR. After the calls were ended and they called each other
while in survivable mode, two-way voice existed. This behavior was not
experienced on 96xx SIP to 96xx SIP phone calls during the survivable transition.

* The 96xx SIP phones would only support one call appearance during survivable
mode even though they continued to show three available.

* Analog phones at the branch did not support the flash button for placing call on
hold and being able to resume.
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6. Verification
6.1. Cisco ISR

6.1.1. Verify Analog Phones Are Registered With Session Manager

Use the command “show sip-ua register status” to display the analog phones which are
registered with Session Manager.

c2821-Branchl#show sip-ua register status

Line peer expires(sec) registered
666. ... 303666 146 no
6663010 6663010 1134 yes
6663011 6663011 1946 yes
6663012 6663012 84 yes
9303* 9303 146 no
9618* 9618 146 no

6.1.2. Verify Registeration Status of 9600 SIP Phones

The 9600 SIP phones at the branch are configured in the 46xxsettings.txt file to use
“simultaneous” SIP registeration with the Session Manager as primary and the Cisco ISR as
secondary. Use the command “show sip-ua status registrar” to display the SIP phones which
have registered with the Cisco ISR.

The example below shows that both 96xx SIP phones with station numbers 6663008 and
6663009 have completed their secondary registeration with the Cisco ISR. Note the last number
of each listing i.e. (40001 and 40003) are the dynamically created dial-peers that have been
created for each of these phones to provide call routing if network connectivity to the Session
Manager is lost, triggering the Cisco ISR and 9600 SIP phones to switch over to Survivable
Mode.

c2821-Branchl#show sip-ua status registrar

Line destination expires(sec) contact
call-id
peer
6663008 10.80.61.36 154 10.80.61.36
1 181c-2ac4cc3b386d5be0_R@10.80.61.36
40001
6663009 10.80.61.35 524 10.80.61.35
1 634-c79dfea386d49e0 R@10.80.61.35
40003
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6.1.3. Verify Dial-Peers

To verify dial-peers, use the command “show dial-peer voice summary”. The analog phones
should show their station tag, type (pots), their operation status (up/down) and the matching
destination pattern being used to match for the dial-peer. The 9600 SIP phones should show
their dial-peer as listed in Section 6.1.2 to the Cisco ISR with type (voip), operation status
(up/down), the destination pattern the dial-peer is matching on, the preference (2 for the dial-
peers with phones registered to the Cisco ISR) and the ip:port of the session-target. There will
be second dial-peer for the 9600 SIP phones also which represent the dial-peer with registration
to the Session Manager. These Session Manager registered dial-peers should show preference of
1 (primary registration) and ip:port values equal to that on the Session Manager.

c2821-Branchl#show dial-peer voice summary
dial-peer hunt O

AD PRE PASS ouT
TAG TYPE MIN OPER PREFIX DEST-PATTERN FER THRU SESS-TARGET STAT PORT
66630- pots up up 6663010 0 up 0/0/0
10
66630- pots up up 6663011 0 up 07071
11
30366- pots up up 303 666. ... 1 up
1/0/0:23
6
66630 voip up up 0 syst sip-server
66630- pots up up 6663012 0 up 0/0/2
12
61866- pots up up 0 down
1/0/0:23
63
9618 pots up up 9618T 1 up
1/0/0:23
9303 pots up up 9303T 0 up
1/0/0:23
555 voip up up 555T 0 syst sip-server
77 voip up up 77T 0 syst sip-server
666 voip up up 666. . .. 0 syst sip-server
40003 voip up up 6663009 2 syst ipv4:10.80.61.35:506
40004 voip up up 6663009 1 syst ipv4:10.80.100.24:50
40001 voip up up 6663008 2 syst ipv4:10.80.61.36:506
40002 voip up up 6663008 1 syst ipv4:10.80.100.24:50
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6.1.4. Verify T1 Status

To verify the T1 trunk has established connection with the proper framing, line-code, timing
(network/user) and switch-type has come into service, use the command “show isdn status”.
Check Layer 1 Status shows “ACTIVE” and the Layer 2 State has
“MULTIPLE__ FRAME__ ESTABLISHED"

c2821-Branchl#show isdn status
Global I1SDN Switchtype = primary-ni
ISDN Seriall1/0/0:23 interface
dsl 0, interface ISDN Switchtype = primary-ni
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 0, Ces = 1, SAPI = 0, State = MULTIPLE FRAME ESTABLISHED
Layer 3 Status:
0 Active Layer 3 Call(s)
Active dsl 0 CCBs = 0
The Free Channel Mask: O0x807FFFFF
Number of L2 Discards = 0, L2 Session ID = 0
Total Allocated ISDN CCBs = O

Also check the see if the channels are “Idle” and the signaling channel is set to “Reserved” by
using the command “show isdn service”.

c2821-Branchl#show isdn service
PRI Channel Statistics:
ISDN Sel/0/0:23, Channel [1-24]
Configured Isdn Interface (dsl) O
Channel State (O=Idle 1=Proposed 2=Busy 3=Reserved 4=Restart 5=Maint_Pend)
Channel : 12345678901234567890123414

State : 000000O0O0OO0OO0OOOOOOOOODOOOOOO 3
Service State (O=Inservice 1=Maint 2=0Outofservice 8=MaintPend 9=00SPend)
Channel : 1234567890123456789012314
State : 000000O0O0O0OO0OO0OOOODOOODODOODOODOO0O 2
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6.2. Session Manager Registered Users
The following screen shows Session Manager registered users in Normal Mode. This screen can

be accessed from the left navigation menu Session Manager — System Status — User
Registrations on System Manger.

Note the user registrations for the Branch 96xx SIP phones (6663008, 6663009), the two analog
FXS stations (6663010, 6663011), and the analog FXS Fax (6663012) at the Branch location.

Also note the user registrations for the main site Avaya 96xx SIP Phones (6663006 and
6663007). The AST Device field indicates whether the registered phone is an Avaya SIP
Telephone set.

Welcome, admin Last Logged on at Jun. 24, 2010
™ 4
MA\VA Avaya Aura™ System Manager 5.2 4526 PH
Help Log off
g User Registrations
e e e e User Registrations
» s‘;r:an;:r::‘zanttm" System Select to send notifications to AST devices. Click on row to display registration detail.
» User Management
AST Device -
+ Monitoring Notifications: [ Rebort ] [ Reload
» Network Routing Policy
.. 23 Items Refresh Filter: Enable
» Security
» Applications I ‘ Registered  Address ‘ Login Name :ia'srr:e ‘ Last Name ‘ sﬂaasnaSi;:r ‘De'\r.SI —
» Settings 1 false 6663000@avaya.com 6663000@avaya.com John Smith ASM1-DR false
~ Session Manager 1 false 6663001@avaya.com 6663001@avaya.com Paul Jones ASM1-DR false
Session Manager
Administration 1 false Administrator@avaya.com administrator@avaya.com SIL Administrator ASM1-DR  false
Network Configuration 1 true 6663003 @avaya.com 6663003@avaya.com Jane Doe ASM1-DR  true
gsxﬁgue;gg;?catlon ] false 6663005@avaya.com 6663005@avaya.com Bill Clinton ASMZ-DR  false
Application Configuration ] false 6663007 @avaya.com 66632007 @avaya.com Bill Crews ASM1-DR false
System Status ] false 6663006@avaya.com 6663006@avaya.com Ron Carver ASM1-DR false
. System State true =
Administration 1] 6663008@avaya.com 6663008@avaya.com Branch 1 User 1 ASM1-DR true
= SIP Entity Monitoring ] true 6663009@avaya.com 6663009@avaya.com Branch 1 User 2 ASM1-DR true
. B‘Isa:éased Bandwidth 1 true 6663010@avaya.com 6663010@avaya.com Branch 1 Analog 1 ASM1-DR false
= Security Module Status ] true 6663011@avaya.com 6663011@avaya.com Branch 1 Analog 2 ASM1-DR false
= Data Replication Status ] true srstbri@avaya.com srstbri@avaya.com Branch 1 SRST ASM1-DR false
= RegistrationSummary p—
- User Registrations 1 6663012@avaya.com 6663012@avaya.com Branch 1 Fax 1 ASM1-DR false
System Tools 1 false CS1KGateway@avaya.com cslkgateway@avaya.com Gateway CS1K ASM1-DR  false
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6.3. Timing Expectations for Fail-over to Cisco ISR

This section is intended to set expectations for the approximate length of time before Avaya
9600 SIP Telephones in the branch will acquire service from the Cisco ISR, when a failure
occurs such that the branch is unable to communicate with the central Session Manager. In
practice, failover timing will depend on a variety of factors. Using the configuration described in
these Application Notes, when the IP WAN is disconnected, idle Avaya SIP Telephones in the
branch will typically display the “Acquiring Service...” screen in approximately 45 seconds.

With multiple identical idle phones in the same branch, it would not be unusual for some phones
to switch their “active” registration from the Session Manager to the Cisco ISR before others,
with the earliest switching in approximately one minute and the latest registering in
approximately two minutes. In other words, the Avaya SIP Telephones in the branch can
typically place and receive calls processed by the Cisco ISR approximately two minutes after the
branch is isolated by a WAN failure.

6.4. Timing Expectations for Fail-back to Normal Mode

This section is intended to set expectations for the approximate length of time before Avaya
9600 SIP Telephones registered to the Cisco ISR in survivable mode will re-acquire service from
the Session Manager for normal service, once the branch communications with the central
Session Manager is restored. In practice, failover timing will depend on a variety of factors.
Using the configuration described in these Application Notes, when the I[P WAN is restored such
that the branch telephones can again reach the Session Manager, idle Avaya SIP Telephones in
the branch will typically be registered with the Session within one minute or less. With multiple
identical idle phones in the same branch, it would not be unusual for some phones to register
back with the Session Manager before others. For example, some may register within 30
seconds, others within 45 seconds, with others registering in approximately one minute.
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7. Conclusion

SIP endpoints deployed at remote branch locations risk a loss of service if a break in connectivity
to the centralized SIP call control platform occurs. Connectivity loss can be caused by WAN
access problems being experienced at the branch or network problems at the centralized site
blocking access to the Avaya SIP call control platform. These Application Notes present the
configuration steps to implement the Session Manager Survivable SIP Gateway Solution to avoid
service disruptions to these remote branch SIP endpoints.
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