AVAYA

Avaya Solution & Interoperability Test Lab

Configuring SIP Trunks among Avaya Aura™ Session
Manager, Avaya Aura™ Communication Manager, and
Cisco Unified Communications Manager Release 6.0 —
Issue 1.0

Abstract

These Application Notes present a sample configuration for a network that uses Avaya
Aura™ Session Manager to connect Avaya Aura™ Communication Manager and Cisco
Unified Communications Manager Release 6 using SIP trunks.

For the sample configuration, Avaya Aura™ Session Manager runs on an Avaya S8510
Server, Avaya Aura™ Communication Manager runs on an Avaya S8300 Server with an
Avaya G430 Media Gateway, and Cisco Unified Communications Manager runs on a
Cisco network appliance. The results in these Application Notes should be applicable to
other Avaya servers and media gateways that support Avaya Aura™ Communication
Manager.
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1. Introduction

These Application Notes present a sample configuration for a network that uses Avaya
Aura™ Session Manager to connect Avaya Aura™ Communication Manager and Cisco
Unified Communications Manager (Cisco UCM) Release 6 using SIP trunks. These
Application Notes supplement previously published Application Notes [6] that illustrate a
similar configuration using Cisco UCM Release 7 with an earlier version of Avaya
Aura™ Session Manager and Avaya Aura™ Communication Manager.

2. Overview

The sample network is shown in Figure 1. Avaya Aura™ Communication Manager is
supporting the Avaya 9630 IP Telephone (H.323) and 6408D+ Digital Telephone. Cisco
UCM supports the Cisco 7960G IP Telephone (SCCP) and the Cisco 7961G IP
Telephone (SIP). SIP trunks are used to connect Avaya Aura™ Communication
Manager and Cisco UCM to Avaya Aura™ Session Manager. All inter-system calls are
carried over the SIP trunks to Avaya Aura™ Session Manager, allowing Session
Manager to perform “adaptations” to improve the interoperability profile. For example,
Session Manager will extract display information that Cisco UCM places in the “Remote-
Party-ID” of a SIP message and relocate the information so that Communication Manager
will process and display the information. Similarly, Session Manager will extract display
information received from Communication Manager and populate the display
information in the Remote-Party-ID for consumption by Cisco UCM. Further
information on this adaptation can be found in Section 8.

Avaya Aura™ Session Manager is managed by a separate Avaya Aura™ System
Manager, which can manage multiple instances of Avaya Aura™ Session Managers. The
initial configuration of Avaya Aura™ System Manager and Avaya Aura™ Session
Manager are not the focus of these Application Notes. These Application Notes focus on
the aspects of the configuration related to the SIP Trunk interoperability with Avaya
Aura™ Communication Manager and Cisco UCM.
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3. Configuration

Figure 1 illustrates the configuration used in these Application Notes. The telephones
controlled by Avaya Aura™ Communication Manager have extensions of the form
143xx. The telephones controlled by Cisco UCM have extensions in the range 55xxx. A
five-digit Uniform Dial Plan (UDP) is used for dialing between systems. A single SIP
trunk is provisioned from Avaya Aura™ Communication Manager and Cisco UCM to
Avaya Aura™ Session Manager to manage call control for calls between the two

systems.
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Figure 1: Sample Network Configuration
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration:

DEVICE DESCRIPTION VERSION TESTED
Avaya Aura™ Communication Manager R 5.2 (R015x.02.0.947.3)
- Running on an Avaya S8300 Server with an | SP1 (02.0.947.3-17294)
Avaya G430 Media Gateway
Avaya Aura™ System Manager 1.1.4.0.111013
- Running on an Avaya S8510 Server
Avaya Aura™ Session Manager 1.1.4.0.111013
- Running on an Avaya S8510 Server
Avaya 9630 IP Telephone (H.323) 3.0
Avaya 6408D Digital Telephone -
Cisco Unified Communications Manager 6.0.1-2000-3
Cisco 7960G Unified IP Phone (SCCP) Version 8.0(5.0)
P00308000500 (App Load)
Cisco 7961G-GE Unified IP Phone (SIP) SIP41.8-3-1S (Load file)
Jar41sp.8-3-050.sbn (App Load)

5. Configure Avaya Aura™ Communication Manager

This section illustrates relevant configuration for Communication Manager SIP Trunking
to Session Manager. The configuration in this section uses the System Access Terminal
(SAT) interface, and screens may be abridged for brevity in presentation. For further
information on Communication Manager, please consult references [4] and [5].

A license file controls availability of Communication Manager features and capacities. It
is assumed that appropriate licensing is in place to support the configuration of SIP
Trunking. Reference [6] provides a procedure for verifying license capacity.

5.1. Node Names

Node names are mappings of names to [P Addresses that can be used in various screens.
The following abridged screen shows the relevant node-names used in the sample
configuration. Name “ASM” and IP Address “10.1.2.170” are entered for Avaya
Aura™ Session Manager. The IP Address of the S8300 processor Ethernet named
“procr” is configured via the Web administration of the S8300 Server. Here, it can be
observed that “procr” and “172.28.43.5” are the Name and IP Address for Avaya
Aura™ Communication Manager running on the Avaya S8300 Server. For other system
types, where an Avaya C-LAN card is used as the SIP signaling interface, the node name
and IP Address of the C-LAN card would be entered here.
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change node-names ip Page 1 of 2
IP NODE NAMES

Name IP Address
ASM 10.1.2.170
procr 172.28.43.5

5.2. Network Regions

Network regions provide a means to logically group resources. Non-IP telephones (e.g.,
analog, digital) derive network region and location configuration from the Avaya
gateway to which the device is connected. The following display command shows that
media gateway 1 is an Avaya G430 Media Gateway configured for network region 1.

display media-gateway 1
MEDIA GATEWAY

Number: 1 Registered? vy
Type: g430 FW Version/HW Vintage: 29 .22 .3 /0
Name: G430 MGP IP Address: 172.28 .43 .6
Serial No: 09IS05214297 Controller IP Address: 172.28 .43 .5
Encrypt Link? y MAC Address: 00:07:3b:e4:68:91
Network Region: 1 Location: 1 Enable CF? n
Site Data:

Recovery Rule: none

Slot Module Type Name DSP Type FW/HW version
V1: S$8300 ICC MM MP20 16 0

V2: MM710 DS1 MM

V3: MM712 DCP MM

V5: Expansion Type HW version
V6: MM711 ANA MM EM200 0

V7:

v8: Max Survivable IP Ext: 8
V9: gateway-announcements ANN VMM

IP telephones can be assigned a network region based on an IP address mapping. The
following screen illustrates a subset of the IP network map configuration. When the IP
address of a registering IP telephone is in the ip-network-map, the phone is assigned the
network region assigned by the form shown below. Strictly speaking, this ip-network-
map configuration is not necessary, since default region 1 is used for the Avaya IP
Telephones.

change ip-network-map Page 1 of 63
IP ADDRESS MAPPING
Subnet Network Emergency
IP Address Bits Region VLAN Location Ext
FROM: 172.28.43.100 / 1 n
TO: 172.28.43.110

JRR; Reviewed: Solution & Interoperability Test Lab Application Notes 5 of 60
SPOC 9/23/2009 ©2009 Avaya Inc. All Rights Reserved. ASM-ACM-CUCM6



The following screen shows IP Network Region 1 configuration. Connections within
network region 1 use codec set 1 by virtue of the Codec Set configuration shown on Page
1 below. For the Authoritative Domain field, enter the SIP domain configured for this
enterprise. Optionally, a descriptive Name can be configured. To enable direct media
connections for calls between the Avaya devices in network region 1, ensure that the
Intra-region IP-IP Direct Audio is set to “yes”. To permit direct media connections to
other regions (unless otherwise prohibited by the other region), set the Inter-region IP-
IP Direct Audio field to “yes”.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: avaya.com
Name: Avaya devices
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1lp Priority:
Video 802.1lp Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

a1 o

The following screen shows the inter-network region connection configuration for region
1. The bold row shows that network region 1 is directly connected to network region 3,
and that codec set 3 will be used for connections between region 1 and region 3. Later,
when the SIP signaling group is defined, the “far-end region” will be set to network
region 3. Having different network regions for the local Avaya devices and the far-end of
a SIP trunk allows different codec parameters for intra-region connections (e.g., using
codec set 1 for Avaya connections) and inter-region connections (e.g., using codec set 3
for Avaya-Cisco connections in the sample configuration). Once submitted, the
configuration becomes symmetric, meaning that network region 3, Page 3 will also show
codec set 3 for region 3 —region 1 connectivity.

change ip-network-region 1 Page 3 of 19

Source Region: 1 Inter Network Region Connection Management I M
G A e
dst codec direct WAN-BW-1limits Video Intervening Dyn A G a
rgn set WAN Units Total Norm Prio Shr Regions CAC R L s
1 1 all
2 2 % NoLimit n
3 3 y NoLimit n
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The following screen shows page 1 of the IP Network Region 3 configuration. Observe
that the Inter-region IP-IP Direct Audio field has been set to “no”. As a result of
interoperability issues summarized in Section 8.4, it is recommended to disable
“shuffling” to direct media for connections between Cisco UCM devices in region 3 and
Avaya devices in other regions (e.g., 1). Alternatively, direct media connections could be
disabled on signaling group 26 (configured in Section 5.4).

change ip-network-region 3 Page 1 of 19
IP NETWORK REGION
Region: 3
Location: Authoritative Domain:
Name: Far-end-SIP
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 3 Inter-region IP-IP Direct Audio: no
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6

Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n

H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5

Keep-Alive Count: 5

The following screen shows page 3 of the IP Network Region 3 configuration. The
bolded row illustrates the symmetric configuration of the region 3-1 connectivity, using
codec set 3.

change ip-network-region 3 Page 3 of 19
Source Region: 3 Inter Network Region Connection Management I M
G A e
dst codec direct WAN-BW-1limits Video Intervening Dyn A G a
rgn set WAN Units Total Norm Prio Shr Regions CAC R L S
1 3 y NoLimit n
2
3 3 all

5.3. IP Codec Sets

The following screens show the configuration for codec sets 1 and 3. In general, an IP
codec set is a list of allowable codecs in priority order. In the sample configuration, all
connections among the Avaya devices use codec set 1, preferentially using G.711MU
with SRTP encryption, as shown below.
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change ip-codec-set 1 Page 1 of 2
IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729A n 2 20
32
4:
52
6:
s
Media Encryption
1: l1-srtp-aescml28-hmac80
2: aes
3: none

In the sample configuration, all connections between the Avaya devices and the Cisco
devices will use codec set 3, specified for inter-region connections between region 1 and
region 3. During the testing, the codec parameters for codec set 3 were varied, with
successful calls using G.711MU and variants of G.729, each with no encryption. For
more information on G.729 variants, see Section 8.4.

change ip-codec-set 3 Page 1 of 2
IP Codec Set
Codec Set: 3

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
: G.711MU n 2 20

oUW N

Media Encryption
: none

N -

5.4. SIP Signaling Group

This section illustrates the configuration of the SIP Signaling Group to Session Manager.
The signaling group has a Group Type of “sip”, and a Near-end Node Name of “procr”,
the S8300 Server. The Far-end Node Name is the node name “ASM” for Session
Manager. The Transport Method is “tls”, and the Near-End Listen Port and Far-End
Listen Port use port 5061. The Far-end Domain has been configured to be “3”, to
allow different behaviors, such as codec selection, for intra-region and inter-region calls.
Although not required, the Enable Layer 3 Test parameter is enabled to allow
Communication Manager to maintain the signaling group using the SIP OPTIONS
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method. Other fields can be left at default values, including “DTMF over IP” set to “rtp-
payload” which corresponds to RFC 2833.

change signaling-group 26 Page 1 of 1
SIGNALING GROUP

Group Number: 26 Group Type: sip
Transport Method: tls
IMS Enabled? n
IP Video? n

Near-end Node Name: procr Far-end Node Name: ASM
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 3
Far-end Domain:
Bypass If IP Threshold Exceeded?

=)

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Direct IP-IP Early Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6

5.5. SIP Trunk Group

This section illustrates the configuration of the SIP Trunk Group 26 to Session Manager.
The trunk group has a Group Type of “sip”. An appropriate Trunk Access Code (TAC)
and Group Name are configured. Trunk group 26 is associated with Signaling Group
26, and the Number of Members field is 10, indicating that this trunk group can support
ten simultaneous calls.

change trunk-group 26 Page 1 of 21
TRUNK GROUP

Group Number: 26 Group Type: sip CDR Reports: y
Group Name: ASM trunk COR: 1 TN: 1 TAC: 126
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: tie Auth Code? n

Signaling Group: 26
Number of Members: 10

The following shows Page 2 for trunk group 26. All parameters shown are default
values, except for the Preferred Minimum Session Refresh Interval, which has been
changed from the default value 600 to 900 to avoid unnecessary SIP messaging with
Cisco UCM to negotiate to a higher refresh interval during call establishment.
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change trunk-group 26 Page 2 of 21
Group Type: sip
TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 900

The following shows Page 3 for trunk group 26. All parameters shown are at default
values, with the exception of the bold fields, which optionally allow an Avaya-configured
display string to appear on display-equipped telephones in the event that an anonymous
or restricted incoming call is received from this trunk group. (The replacement display
strings can be configured on page 9 of the “change system-features” form, not shown). In
the sample configuration, the default “public” numbering is used, but private numbering
may also be used.

change trunk-group 26 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: public
UUI Treatment: service-provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

The following shows Page 4 for trunk group 26. All parameters shown are at default
values, with the exception of the Telephone Event Payload Type associated with DTMF
signaling, which has been set to the value “101”.

change trunk-group 26 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n

Prepend '+' to Calling Number? n

Send Transferring Party Information? n
Network Call Redirection? n

Send Diversion Header? n

Support Request History? y
Telephone Event Payload Type: 1

5.6. Public Numbering

The “change public-unknown-numbering” command may be used to define the format of
numbers such as the “calling party number”. In the bolded row shown in the abridged
output below, all calls originating from a 5-digit extension beginning with 143 (i.e.,
143xx) will not have any number prefixed, but rather a 5 digit calling party number will
be sent, when Trunk Group 26 is selected for the call. In the sample configuration, this
allows the Avaya user’s five digit telephone extension to appear on the display of the
Cisco telephones. In a production environment, other rows in this table may be used to
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ensure that an appropriate calling party number is sent for calls routed via trunks to the
PSTN.

change public-unknown-numbering 0 Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len
Total Administered: 4
5 143 26 5 Maximum Entries: 240

5.7. Uniform Dial Plan

The Uniform Dial Plan (UDP) is configured such that calls matching the 55xxx extension
range of Cisco telephones are part of the overall UDP configuration. The following
screen shows a sample UDP configuration. When a user dials a 5 digit extension
beginning with 55 (i.e., 55xxx), the call will use Automated Alternate Routing (AAR) for
further analysis.

change uniform-dialplan 5 Page 1 of 2
UNIFORM DIAL PLAN TABLE
Percent Full: O

Matching Insert Node
Pattern Len Del Digits Net Conv Num
55 5 0 aar n

5.8. AAR Analysis

The AAR Analysis table is configured such that calls matching the 55xxx extension
range of Cisco telephones are routed to Route Pattern 25, as shown below.

change aar analysis 55 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 2
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
55 5 5 25 aar n
JRR; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 60
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5.9. Route Pattern Configuration

Route pattern 25 is configured to include trunk group 26, the SIP trunk group to Avaya
Aura™ Session Manager, as shown below.

change route-pattern 25 Page 1 of 3
Pattern Number: 25 Pattern Name: To-ASM
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 26 0 n user
28 n user
SF n user
4: n user
5s n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
01 2M4WwW Request Dgts Format
Subaddress
l: yyyyyn n rest none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: yyyyyn n rest none
5: yyyyyn n rest none
6: yyyyyn n rest none

5.10. Saving Configuration Changes

The command “‘save translation all” can be used to save the configuration.
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6. Configuring Avaya Aura™ Session Manager

This section illustrates the procedures for configuring Avaya Aura™ Session Manager to
interoperate with Cisco UCM. For further information on Avaya Aura™ Session
Manager, please consult references [1], [2], and [3]. The configuration procedures
include the following areas:

e SIP Domains — the domains for which Avaya Aura™ Session Manager is
authoritative for routing SIP calls

e Locations — the logical or physical location of a SIP entity, which can be used for
location-based routing or bandwidth management and call admission control

e Adaptations — SIP protocol adaptations (e.g., SIP header manipulations) can be
used to improve and simplify interoperability with other SIP entities. Digit
conversion adaptations can be used to modify digit strings on ingress/egress to
Session Manager to normalize and simplify configuration of a common dial plan
among systems that may have disparate dial plans

e SIP Entities — SIP entities correspond to the SIP telephony systems and Avaya
Aura™ Session Manager instances.

e Entity Links - define the SIP trunk parameters used by Avaya Aura™ Session
Manager when routing calls to/from SIP Entities

e Time Ranges - allow time-based criteria for call routing

e Routing Policies - configurable call routing between the SIP Entities

¢ Dial Patterns — configurable criteria for call routing (e.g., called party number
pattern matching) and routing policies to be used when criteria are met

Access the System Manager using a Web Browser and enter http://<ip-address>/IMSM,
where <ip-address> is the IP address of System Manager. Log in using appropriate
credentials.

4] https:fi10. 1.2, 160fIMEMY ot ﬂ_Gﬂ w T g Snegit Fﬂ
AVAVA Avaya Aura System Manager 1.0 i
Log On
Uzername :
Password
[Lenon | [Cancel |
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After successful log in, press Ok to continue.

Avaya Aura System Manager 1.0 Help

Welcome to Avaya Aura System Manager

Press Ok to continue

After clicking OK, the following screen is displayed.

ﬂVﬂ\yﬁ\ Avaya &ura System Manager 1.0 T e
e ___________________________________________

& Kzset Management
[T TR LT R R

¥ Mnnibprg

i Pusidinrk Resting Mheloy
¥ he iy

» Rpplicallons

i GEttings
# Rasilun hisssgss
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Select Network Routing Policy from the left panel menu. The following screen shows
the options under the Network Routing Policy heading. The right hand side contains a
step by step overview for configuring the Network Routing Policy. The steps referenced
in the screen below correspond to the sub-heading numbers in this section.

B trerasavimn In Mebwnrs Rt Paficy gaRF] - Micranft Ininrned Explsser

Pl M mw Ppoeiss [ode ek ]
anr -~ & - (o] (& : - mmach lrreate | e i B b3
W | ] Fem 10 L 2. A - FRr—— e——— )

AVﬂy,ﬁ Avaya Aura System Manager 1.0 AT P L A B R 2

B — Introduction to Metwork Boutag Polioy (NRP)
» Lcar panagenent
el i HMatwork Bouting Policy Corsists of several NEP applcations ke "S1P Domedns”, Locations", "SIP Enfitks", elc,
o Bgmiuring
R Tha racammiandad ordar to e the 0 appleations Jthat mears e ouaradl R work o) 1o configune your natwork configuratione &

.. Falows:

SIF Domars -

Step 1i Create "SIP Domsins

Adgieatang

Loratians Stap 2 Cruats "Localions”

BRI E Stap 3: Creats *Adsptations®

Erity Links

Time Ranges Step 4: Create "E1P Erhbes®

Reoaitirg Policia s - 9P Entitias that o wsod & "Outbound Prodes” @.g. @ certain “Catoway® oF "SI0 Trork"

il Pattemrs

- Create al "other 1P Enhites® (Ses=aon Manager, M, SIF/PSTH Gateways, SIP Tnanks)
Fagar Expressions
Far=onsl Setrgs - Assign the appropriate "Locations®, “sdaptations® and "Outhound Prosaes®
Shep & Create the Erbity Links"

- Batwan Sussion Manedes

- Batween Serson Mansgers and "other B1P Erhibes®

Sharirpts Stup & Cruats "Tive: Rangas”
Change Passward - align with the tariff nformation recewed from the Bervice Prowiders
Landng Papa

Stap 7: Cruate "Routing Polcss”
Hedp farinmpot Al Dads P ! utireg

Hidp iar Expa &l Data - A=zign the sppropnate "Rooking Destirstion® and "Times OF Dey®
Hedp far & ominilting e o puebian
CHEnE {Tima OF Day = agsign the appropriate "Time Range” and dafine the Rarking®)

Step 2; Create "Dval Pattem®

- Aszkgn the appropriate "Locations® and Routing Policies® 1o tha "[Nal Pattam®

6.1. Configure the SIP Domain

To add the SIP domain for which the communications infrastructure will be authoritative,
select Network Routing Policy = SIP Domains on the left as shown below.

AV&VA Avaya Aura System Manager 1.0 TR T st s

o ARG A Bl el SIP Domains
« Lser Management

« Basdnrig [ree | [ Mo actons = | [ Sommi |

= e brpars Roubesgy Policy I!mmpc il br added arctaba b adiat I

= tem= | REfT=3h
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Click the New button. On the screen shown below, enter the authoritative domain name
(e.g., “avaya.com”) in the Name field. Optionally, enter descriptive text in the Notes
field. Click the Commit button.

AVA‘)M. Avaya Aura System Manager 1.0 wekane, admin

b Rrset Management SIP Domains [Lcamme_
[T T
b Monitsresy

S19 Cinmainy 1 tem Feiresh Fitter
A et
Mammn Haimw
Locakwores
* laayscom
SIP Ertities
Enbrty Links
Tirmes Rargses
Routing Polciss * It Rogpirardl | Cammmi

6.2. Configure Locations

Locations can be used to identify logical or physical locations where SIP entities reside.
If desired, the location of the originator of a call can be used as a routing criterion or for
bandwidth management purposes. The screens associated with locations are illustrated
below, although routing decisions in the sample configuration are not determined by the
location, and bandwidth management techniques are not illustrated.

To configure locations, select Network Routing Policy > Locations, as shown below.

AVAyA Avaya Aura System Manager 1.0

Horme Routing Pr ocations

» Asset Management Location

} User Management

» Monitoring Mew More Actions = ] [ Commit

* Metwork Routing Policy

SIP Domains 4 Items Refresh
Adaptations

] Name Notes
Locations

To add a new location, click New, or select a location from the list of existing locations.
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The following screen shows the location whose Name is “Lincroft”. In the sample
configuration, Avaya Aura™ Communication Manager and Avaya Aura™ Session
Manager are configured for the “Lincroft” location. The IP Address Pattern “10.1.2.*”
corresponds to IP Addresses used for Session Manager, and “172.28.43.*” corresponds to

IP Addresses used for Communication Manager.
Location Details

e Haimn

Lincroft: Gm=sion Mansger and OCM
Planaged Baadesdth: [ 570
* Awerspe Bandwidts per Call; Kt e %

* Tlima b Lisk | 5805 )

[ae] [[Ramave
2 Jbsm=  Reirest
[ 5P Address Fatbors Hainn
C 192 435,100, arcm
L ITZoE 45" ACH
C m1zr G or Marsger
Salect; b, | {0 of 3 belexted )

* Input Required

| camemi || Gencel
Filter:
| cormie || cance

The following screen shows the location whose Name is “California”. In the sample
configuration, Cisco UCM is configured for the “California” location. As shown in
Figure 1, the IP Address Pattern “60.1.1.*” corresponds to the IP Addresses used for

Cisco UCM and the associated Cisco IP Telephones.

Location Details
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6.3. Configure Adaptations

To configure adaptations, select Network Routing Policy - Adaptations, as shown
below.

AVAVA Avaya Aura System Manager 1.0 g o

s Policy

sdapiations

b ASSET MUSEE Adaptations
& Llses Management =
+ staamaring [Poew | More ddtions = | [ Commit |

" B ebppard, ;!llull.I_lr -Il|||I|_'.

SiP Domanrs & lemiE  Aatrash

Haptetinn

Lk e Al g b Pgaads Eqgress LT Farpemsiers

Click the New button. In the sample configuration, both Avaya Aura™ Communication
Manager and Cisco UCM used a uniform five-digit dial plan. As such, it is not necessary
for System Manager to normalize the dial plan, but the following information was
configured to illustrate the general mechanism:

Name A descriptive name for the adaptation (e.g., “Avaya-430”)

Adaptation Module Enter “DigitConversionAdapter avaya.com”

Digit Conversion for Incoming Calls to SM
Matching Pattern 143 with a minimum and maximum length
of 5 digits. This configuration corresponds to the range of
local extensions on Avaya Aura™ Communication Manager.

;\Vﬁyﬂ Avaya Aura System Manager 1.0 L g -

b Asped Mpmpgemral Adaptation Details |_zommit
¢ Loas Managemant
+ Mgsinring { al
= Mirtvrask Roultiey Policy Hamer #Adaptation Hodule Egress ] Farssssiurs Hobtes

SIP Domars Dy =430 Dighzonversionadapter avaya,com

Edapistions

Locaton= it Consarsia | [ 5 to Sk

S1P Entitics

[2d] [Ramaw |

Ertky Link=

Tima Rangas 1Mem  Rafrash Fks

oty Polioes: [ Hatching Pattern . M= Ma= :rnl'll: Tmmurt Digits "“."'-" Fnkes

Dilad Pattsine

143 5 5 1] hioth ks

Resgaar Expressons

P mn, =] B bl

Return to Network Routing Policy = Adaptations. Click the New button to define
an adaptation that will use the “CiscoAdapter”. The CiscoAdapter converts SIP
messaging traffic, such that Cisco UCM and Avaya Aura™ Communication Manager
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receive SIP message information (e.g., display information) where expected. See
Section 8 for more specific information on the CiscoAdapter.

AVAVA Avaya Aura System Manager 1.0 MR, Mt L et

+ Llzes Management
+ Sbgadmaring Hore ackions = | | Sommit |

= M ebepark, Roobeag #olicy

SiP Domanrs & lemiE  Batrash

Haptetinn

1 e Al g b Pgaads Egress LI Farpemsters

In the sample configuration, the following information was configured, and remaining
fields were left at default values:

Name CiscoUCM-6, a descriptive name for the adaptation

Adaptation Module Enter “CiscoAdapter avaya.com”

Digit Conversion for Incoming Calls to SM
Matching Pattern 55 with a minimum and maximum length
of 5 digits, corresponding to the extension range used by the
telephones controlled by Cisco UCM.

AVAyﬂ Ayvaya Aura System Manager 1.0 kzaree, sdmin

» Rzset Management Adaptation Details
(T T T
 Moniterisg CEaiiapo
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[dd] [remove |
Entaty Links
Tirres Feairegacs L [am  Rafresh
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[ial Pakieims O = =z 5 o Leckh &
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In the sample configuration, it was not necessary to configure digit conversion for
outgoing calls from Session Manager. However, to illustrate the screen, the following
shows the Digit Conversion for Outgoing Calls from SM section of the Adaptation
Details screen.

HE © T OF Catagoing Calls B

[fad ]
1 [kam  Pafresl Fikar: Enal
(1] matching Patiern Hin Fau Deedeqe Digany Inpeet [epiy Adfeess o modify hhple ¥
| 143 ] ] o ko w
Sekect: Al Mone [ 0 of 1 Selacted ]
" Tagt eguired (et e

When finished, click the Commit button.

6.4. Configure SIP Entities

A SIP Entity must be added for the Avaya Aura™ Session Manager instance, and for
each SIP-based system networked with Session Manager using SIP trunks. In the sample
configuration, a SIP Entity is configured for Avaya Aura™ Session Manager, Avaya
Aura™ Communication Manager, and Cisco UCM.

To configure SIP Entities, select Network Routing Policy > SIP Entities, as shown
below. Any existing SIP Entities will be listed.

AV}':"LV Avaya Aura System Manager 1.0 s

i Antel Mg gprmnat
¢ Lisds Mamagaimont
+ Mgadtoring -Hﬂul- [ Momabons » | | Commit |

= Milwiiee Boilieg Palicy

15 Hems= Reh
[ Maesme EMTE  Fmn ge 18 Rddross Twpe
T Emil O Aomefecker ¥ 17.1.2,130 BBC

Click New. In the screen that is presented, enter the appropriate information for the SIP
Entity. The following list provides guidance for the fields under the General heading:

e Name: Enter a descriptive name.

e FQDN or IP Address: IP Addresses are used in the sample configuration. Enter
the IP Address of the Session Manager instance, or the SIP signaling interface for
Communication Manager or Cisco UCM, as appropriate for the entity being
configured.
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e Type: Choose “Session Manager” for the Session Manager SIP entity, “CM” for
the Communication Manager SIP entity, and “Other” for Cisco UCM.

e Adaptation: For the Cisco UCM and Avaya Aura™ Communication Manager
SIP entities, select the appropriate adaptation from the drop-down, as previously
configured in Section 6.3.

e Location: Optionally, select a location previously configured in Section 6.2.

e Time Zone: Enter appropriate time zone for the SIP entity.

The following list provides guidance for the fields under the Port heading:

e Port: Port number on which the SIP entity listens for SIP requests
e Protocol: Transport protocol used for SIP requests

e Default domain: the appropriate SIP domain (e.g., “avaya.com” as defined in
Section 6.1)

Default values can be used for the remaining fields. Click Commit to save each SIP
entity definition.

The configuration for the Session Manager SIP entity “SM1” is shown below. The
configuration of the “SM1” SIP Entity is identical to the configuration previously
illustrated and described in reference [6], which can be consulted if necessary.

¢ KysetManagement SIP Entity Details
b LA o Seeiaii i Gener
b Muniterisg
» haskvanrk Feaading Palicy LETHT] FipO g TF Riddiess Tyt
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Lioezskiores Adaptation: -
SIP Entities L atiea: Uncnoft =k
Entity Link= i PEns w
Tirres: Farees T { s amencafMew_York -
Roubng Poloes Owerride Paet B Transgset with DaS saw: [
LOlee SID Tib# BJF (5 £0 000 «[q
Regulsr Expressors Credentisl mpmss
Parsonal Settings
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b Applicstions SIP Link Moniberieege | Use SeEsion Managar Confepration [
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Return to Network Routing Policy - SIP Entities, and click New to add the
configuration for the Communication Manager SIP entity with Name “Avaya-G430”.
The configuration of the Avaya-G430 SIP Entity is the same as the configuration
previously described in reference [6].

b Brzet Management
b UHEF b i
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Return to Network Routing Policy > SIP Entities, and click New to add the
configuration for the Cisco UCM SIP Entity. In the Name field, enter a descriptive
name, such as “CiscoUCM-6". The IP Address of Cisco UCM running Release 6 is
60.1.1.9 as can be seen in Figure 1. The Type is set to “Other”. “CiscoUCM-6" is
selected as the Adaptation, and “California” is selected for the Location field. An
appropriate Time Zone is selected for the location.
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6.5. Configure Entity Links

A SIP trunk between Avaya Aura™ Session Manager and another SIP entity is described
by an entity link. An entity link between Avaya Aura™ Session Manager and Avaya
Aura™ Communication Manager is required, and the configuration of this entity link is
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identical to the configuration of the link named “Avaya-G430” from reference [6]. In
addition, an entity link between Avaya Aura™ Session Manager and Cisco UCM Release
6 is configured. To configure an entity link, select Network Routing Policy = Entity
Links. Any existing entity links are listed, as shown below. The relevant parameters for
the entity link “Avaya-G430” can be observed from this screen, and will not be repeated.

Entity Links
Hi.-:| Wors Actiong: - | Cammi |
20 [tems  Feire Fiker; Enat
|_' [P ] EIF Emfity I Port SIP Enbiy 2 Port Trasbad Frefinced Mobes

SHL SO&L Aaya-Geal G061 @ TLS
To add a new entity link, click New. The following list provides guidance for the fields:

e Name: Enter a descriptive name.

e SIP Entity 1: Select Avaya Aura™ Session Manager.

e Port field: Port number to which the other SIP entity will send SIP requests (i.e.,
a listen port for SIP Entity 1)

e SIP Entity 2: Select the SIP Entity corresponding to the other system (i.e., Avaya
Aura™ Communication Manager or Cisco UCM Release 6).

e Port field: Port number where SIP Entity 2 listens for SIP requests

e Trusted: Check this box.

e Protocol: Transport protocol to be used to send SIP requests. In the sample
configuration, TLS is used between Avaya Aura™ Communication Manager and
Avaya Aura™ Session Manager. TCP is used between Avaya Aura™ Session
Manager and Cisco UCM Release 6.

e Notes: Optional descriptive text

Click Commit to save each entity link definition.

The following portion of the new entity links screen shows the parameters used for the
entity link between Session Manager and Cisco UCM Release 6.

Entity Links [(Camene | [Canesl
1lem  Fsfre Fhter
sy SIP Enbdy 1 Part SIP Enbdy 2 Fark Traska Frainceld Hobes
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6.6. Configure Time Ranges

Time ranges are defined prior to defining routing policies in the next section. Avaya
Aura™ Session Manager allows routing decisions to be a function of the time range. In
the sample configuration, a policy was used that allowed routing to occur at anytime. To
add a time range, select Network Routing Policy = Time Ranges. Click New. In the
resultant screen, configure the following fields:

e Name: A descriptive name, such as “Anytime”

e Mo through Su checkboxes: check the box as appropriate for inclusion in the time
range.

e Start Time: Enter the start time for the range (e.g., “00:00” for start of day).

e End Time: Enter the end time for the range (e.g., “23:59” for end of day).

Click Commit to save any changes. The following screen illustrates two self-
explanatory time ranges, including the “Anytime” range.

Time Ranges

Hiv Wara Actarm * | Cammi |
2 [Earms fre Fikmr: Enat
' Tl ar: P Tu e Th Fr LT L] Staert Tirne End Tim#e MHubes
= = = = = = = o000 £330
m | m | Q m | m | 5] 5] 00:00 23:50
Belext:

6.7. Configure Routing Policies

Routing policies describe the conditions under which calls will be routed among the
configured SIP entities. In the sample configuration, one routing policy is configured for
routing between Avaya Aura™ Session Manager and Avaya Aura™ Communication
Manager. This routing policy is identical to the routing policy named “To Interop G430
(143xx)” in reference [6]. Another routing policy is configured for routing between
Avaya Aura™ Session Manager and Cisco UCM Release 6.

To add a routing policy, select Network Routing Policy = Routing Policies. As shown
in the screen below, any existing policies are listed.
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Click New. The resultant screen has several headings. Under the General heading, enter
a descriptive name for this routing policy in the Name field. Under the SIP Entity as
Destination heading, click the Select button, and select the appropriate destination SIP
entity. The following portion of the “To Interop G430 (143xx)” policy screen is
identical to the corresponding configuration from reference [6].

Routing Policy Details [ commit || canoe

Mamu tasabled Fiotas
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* To Irkerop G430 [143:x]

< Hity as Dectinag
Hams PO e IF Address Typm Hatnw
Avaya- 10 1ITTZEATS (=, ] Ta [ntercp &4

Under the Time of Day heading, click the Add button, and select the appropriate range
configured in the prior section. In this case, the routing policy applies “Anytime”.

I Fsmres I I Ve G apesdivard spe I
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1 Ranking o kaees 0o P Tet wedl Thw Fri Hat L] SLaFt Tt Eni Time Hites
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Return to Network Routing Policy 2 Routing Policies. Click New to add the routing
policy that will be applicable to Cisco UCM Release 6. Under the General heading,
enter a descriptive name for this routing policy, such as “To CUCM6 (55xxx)” in the
Name field.
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Under the SIP Entity as Destination heading, click the Select button. The following
screen was captured while the mouse was positioned over the Select button to show an
example of the “tool tips” available using System Manager.
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The following screen shows the “CiscoUCM-6 SIP Entity as Destination selection and
“Anytime” Time of Day configuration for the policy named “To CUCM6 (55xxx)”.
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Dial patterns will be associated with the routing policy in the following section.

6.8. Configure Dial Patterns

Dial patterns are defined for directing calls to the appropriate SIP entity. In the sample
configuration, five-digit numbers of the form 143xx are associated with extensions on
Avaya Aura™ Communication Manager. Five-digit numbers of the form 55xxx are
associated with telephones controlled by Cisco UCM Release 6. To add a dial pattern,
select Network Routing Policy - Dial Patterns.
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} Asset Management

» User Management

» Monitoring [ More Actions ~ ] [ Cormmit ]

* Network Routing Policy

Click New. In the resultant screen, configure the following fields under the General
heading:

Pattern: The leading digits of the dialed number or prefix

Min: the minimum length of a number to match

Max: the maximum length of a number to match

SIP Domain: select the appropriate SIP domain (e.g., “avaya.com”).
Notes: Descriptive text commenting on the purpose of this dial pattern

The following screen illustrates the portion of the screen for calls of the form 55xxx.

Dial Pattern Details [C=emmit | cancai
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Fprievm min LET Empwgray Call EIF Domain rMabes
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Under the Originating Locations and Routing Policies heading, click Add.
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In the resultant screen, select the appropriate location and routing policy from the list. In
the sample configuration, the “all” originating locations parameter is used. Since the dial
pattern being added is for 55xxx, the “To CUCMS6 (55xxx)” routing policy is selected.
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Return to the Dial Pattern Details page, click Commit to save changes.
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The following screen shows the “55xxx” dial pattern after committing the changes.
Observe that Denied Originating Locations may also be configured, but are not used in

the sample configuration.
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The same process may be used to define the dial pattern for calls of the form 143xx. The
following screen illustrates the completed configuration. Note that this dial pattern is
identical to the corresponding dial pattern configured in reference [6].
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7. Configure Cisco UCM

This section provides the procedures for configuring Cisco UCM for a SIP trunk to
Avaya Aura™ Session Manager. These Application Notes assume that the basic
configuration needed to support Cisco IP telephones has previously been completed. For
further information on Cisco UCM, please consult references [7] and [8].

1. Enter the IP address of the CUCM into the Web Browser address field (e.g., 60.1.1.9
as shown in Figure 1). A screen such as the following is displayed. Click the link

Cisco Unified Communications Manager Administration.
.:|"|I . W W )i = @i OB

1

A vummary of 1]
he 'Irwn wliza. tiln‘nul n'u-ﬂ. vpln: I-tuhl:qrﬂtml

1 wiibitance please coniac us by vrnding mnadl |1 reporl

please select from the following products:

2. On the resultant screen (not shown), log in using appropriate Username and
Password. After successful log in, a screen such as the following is displayed.

i' crmnn ] it VB, 1,50 s . 2| EYea
lisili. ClEco Unified CM Administration B0 Cinco Unifind €
Tixen For Ligcn e -|'|r|| i “|n|'||. - 5

o R Eﬂﬂﬂll\] H&Mm '\.'ql'.'n!lllll-r Deriss = BgglSAN v LW Mategtnedl . BAS AiEaEilion - He v

Cisco Unified CM Administration

Sysiem Versieac . 12003

3. Select System = Security Profile > SIP Trunk Security Profile from the top
menu. Click Add New to add a new SIP Trunk Security Profile.
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The following screen capture shows the SIP Trunk Security Profile used in the sample
network. Configure the parameters as shown below and click Save.

SIP Trunk Security Profile Configuration

— SIP Trunk Security Profile Information
* .
Mame |.ﬁ.vaya Session Manager |
Description \SIP Connection to ASM |
Device Security Mode |Nnn Secure v|
Incorning Transport Type® |-|-.:p+|_||:.p v|
Outgoing Transport Type |-|-Cp v|
[ 1Enable Digest Authentication
Monce Validity Time (mins)* |EuEID |
509 Subject Mare | |
Incoming Port® |5|:,5|:, |
[JEnable Application Level Autharizatian
Accept Presence Subscription
Accept Out-of-Dialog REFER
Accept Unsolicited Motification
Accept Replaces Header
=
@ *_indicates required item.
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4. Add a new SIP trunk by selecting Device = Trunk from the top menu. Click Add
New to add a new SIP trunk.

wlinin Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions
System »  Call Routing

Media Resources »  “oice Maill »  Device »  Application +  User Management «

Bulk Administration = Help -

Find and List Trunks

E:]i Acd Mew:

Trunks

Find Trunks where | Device Mame

VIbeginswith L4 | Clear Filter E

Select itern or enter search text v|

Mo active query, Please enter your search criteria uszing the options above.

Select SIP Trunk as the Trunk Type. The Device Protocol field will automatically be
changed to SIP. Click Next to continue.

Trunk Configuration

» Mesxt
— Status
@ Status: Ready

— Trunk Information
Trunk Type*

| SIP Trunk ~|
Device Protocol® | SIp vl
=
@ *_indicates required item.
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The following screen shows the parameters used in the sample configuration under the
Device Information heading of the Trunk Configuration screen.

Trunk Configuration

— Device Information

Product: SIP Trunk

Device Protocol: SIP

Device Mame* |ASM-interop |
Description |T|:| Avaya Session Manager |
Device Pool* |Default V|
Cormmon Device Configuration | = Mone = v|
Call Classification® | Use Systemn Default V|
Media Resource Group List |{ Mone = v|
Location ® |Huh_Nnne v|
AAR Group |<: Mone = V|
Packet Capture Mode™® | MNone v|
Packet Capture Duration |EI |

[Iredia Termination Paint Required
Retryr Video Call as Audio

[ I Transmit UTF-& for Calling Party Mame
[Junattended Part
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Scrolling down, the following screen shows the parameters used in the sample
configuration under the Call Routing Information heading of the Trunk Configuration
screen. The screen shows that calling and connected line presentation of name and
number was allowed. Testing was also performed with these fields set to “Restricted”.
See Section 8.4 for further information on privacy considerations.

Trunk Configuration

B Save

— Multilevel Precedence and Preemption {MLPP) Information
MLPP Domain | < Mone = v

— Call Routing Information

— Inbound Calls

Significant Digits * |.ﬂ.II v|
Connected Ling 1D Presentation® | allowed v|
Connected Name Presentation ™ |.n.|||:.wed v|
Calling Search Space |< Mone > v|
AAR Calling Search Space |{ Mone > v|

Prefix DN | |

DRedirecting Civersion Header Delivery - Inbound

— Outbound Calls

Calling Party Selection® | Originatar |
Calling Line ID Presentation™® | allowed v|
Calling Marne Presentation* | allowed v|

Caller ID DM | |

Caller Mame | |

DRedirecting Diversion Header Delivery - Outbound
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Scrolling down, the following screen shows the parameters used in the sample
configuration under the SIP Information heading of the Trunk Configuration screen.
Note that the Destination Address is set to the [P Address of Avaya Aura™ Session
Manager (i.e., 10.1.2.170). The Destination Port is set to 5060, where Session Manager
will be listening for SIP messages. The previously configured SIP Trunk Security
Profile named “Avaya Session Manager” has been selected. The DTMF Signaling
Method is set to “RFC 2833.” Click Save.

— SIP Information
Destination Address™ 10.1.2.170

[ IDestination Address is an SRV
T *
Destination Port 5060

MTP Preferred Originating Codec®

Presence Group™® Standard Presence group hd
SIP Trunk Security Profile® Avaya Session Manager w
Rerouting Calling Search Space < Mone = hd
Out-Of-Dialog Refer Calling Search Space | & yope = -
SUBSCRIBE Calling Search Space < Mone = b
SIP Profile® Standard SIP Profile hd
DTMF Signaling Method * RFC 2833 bl
-
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5. Select Call Routing = Route/Hunt = Route Pattern.

aliln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System »  Call Routing = Media Resources = Yoice Maill »  Device = Applicstion «  User Managemert = Bulk Administration +  Help -

Find and List Route Patterns

Ell} Aldd Mews

Route Patterns

Find Foute Patterns where | Pattern * | begins with |[ Clear Filter ]E]

Mo active query, Please enter your search criteria using the options above,

Click Add New. The new route pattern will enable dialed numbers of the form 143xx to
be routed via the Gateway/Route List choice of “ASM-interop”, which has been defined
as the SIP trunk to Avaya Aura™ Session Manager. The following screen shows the
parameters used in the sample configuration under the Pattern Definition heading of the
Route Pattern Configuration screen.

LB Save x Delete Copy Ell} A Mewy

— Pattern Definition

Route Pattern™® |143xx |
Route Partition |-:: Mone = V|
Description |T|:| Avaya G430 |

Numbering Plan

Route Filter
MLPP Precedence ¥ |Defau|t v|
Gateway/Route List* | ASM-interop w | (Edit)
Route Option * Route this pattern

() Black this pattern | Mo Error v|
Call Classification® |OnNet v|

[l allow Device override [ Provide Outside Dial Tone [ allaw Cwerlap Sending |:|Llrgent Priority

[lrequire Forced Authorization Cade

Authorization Level™® |III |

F Require Client Matter Code
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JRR; Reviewed:
SPOC 9/23/2009

Scrolling down, the following screen shows the remaining parameters used in the sample
configuration for the Route Pattern Configuration screen. Note that calling and

connected number and name presentation are allowed. Click Save.

— Calling Party Transformations
Cuse Calling Party's External Phone Nurmber Mask
Calling Party Transform Mask

Prefix Digits (Outgoing Calls)
Calling Line ID Presentation™® | gllowed

Calling Marme Presentation® [ allowed

— Connected Party Transformations
Connected Line 10 Presentation™ [ allawed

Connected Name Presentation® [ allowed

— Called Party Transformations
Discard Digits

Called Party Transform Mask

Prefix Digits (Outgoing Calls)

— ISDMN Metwork-Specific Facilities Information Element
MNetwork Service Protocol | __ yot Selected --

Carrier Identification Code

Metwaork Service Service Parameter Mame

Solution & Interoperability Test Lab Application Notes
©2009 Avaya Inc. All Rights Reserved.
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6. Select Device = Phone. Click on the device to be configured. The following screen
shows the display after the phone shown as extension 55626 in Figure 1 has been
selected. On the left under the heading Association Information, click on line 1.

i crrmmis e e B

— SRabe
I:i::l Skxhun: Emady
— Kgsoacistion Inf i Phione Type
[ Modir Butan tama | Producd Typel  Clgto 7961G-GE
Dawice Protecol: SIP
1 #mEing (1] - 55434 Ino osrtiken)
z  ereriine 3] - &dd g rew 0K — ewice Inf 1
- Fgs]Earation R nad it Cisoo Uniied Comm un patknd Mansger ie2b
3 OEpAcd sowa S0 IP acdrann £2.1.1.3m¢
4 Cgacd snes 50 WAC Addrass™ 0L B2 ACF
5 gadd nes 50 C=ach Pt oy SEFILLEZFICHET
¢ Ggpadd snes G0 st Dnfauit | wisms Deyas
Cammen Cavics Confgurshon | < Hone > -
e TS SRR App piied [ e - e C e
T g ] s nes 8D Phone Bation Tamg bte Stardard TR1G-GE SIF -
Softkey Tampints Sl Lsr w
& Rofiodanna SUkL
Cammon Fhone Prafie® Stardard Comman Prara Frofile -

The following screen shows the parameters used in the sample configuration under the
Directory Number Information heading for the selected line. Note that the Alerting
Name and ASCII Alerting Name fields are populated with a name “Fran Cisco SIP” that
will match the name configured for the line. Configuring these fields allows an Avaya
caller to see the name of the alerting Cisco telephone during the ringing phase of the call.

— Directory Number Information
Directory Number® |55525

Route Partition |{ Mone = i
Alerting Mame |Fran Cisco SIP

|
|
Description |55525-?951 |
|
|

AZCIT Alerting Mame |Fran Cisco SIP

Allow Contral of Device from CTI

Associated Devices SEPOO0192FOCO4CF

[ Edit Line Appearance ]
v,
Dissociate Devices
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Scrolling down, the following screen shows additional parameters used in the sample
configuration for the Directory Number Configuration screen. Note that the Display
(Internal Caller ID) and ASCII Display (Internal Caller ID) fields are configured with
a name “Fran Cisco SIP”” matching the Alerting Name illustrated previously. Click
Save.

ity b oo s
L]:m xn-lru 'T‘_‘lrluﬂ 9 A W

— LEap | g Dayice SERNE ] RHAR0RLF

Deplay (Iviermial Salbsr 100 Fran Cisco SIF Caspday teort Tor & ling appearans & intanded for displarng bet
calin. ¥ yau spmafy & ramber, tha Ermn recarng @ call mayp rat sea the proper danbkp of the caller.

AZCH Casplay [Inbsmad Caler Fran Cinco S1F

10

Lires Tespk Lak=s!

ASCH Lne Text Lasb el

Extarmal Phione Ramber Wask

7. Select System = Enterprise Parameters. Scroll down to the heading Clusterwide
Domain Configuration. Ensure that the Organization Top Level Domain matches
the SIP domain configured in Avaya Aura™ Session Manager and Avaya Aura™
Communication Manager. Recall that “avaya.com” has been used throughout the
sample configuration.

Oroanization Top Level Domain |avaya,cgm| |

Cluster Fully Qualified Domain Mame | |

|, Clusterwide Domain Configuration

8. Verifications
This section illustrates tests performed to verify the configuration.

8.1. Verify Avaya Aura™ Communication Manager

This section presents screens from Communication Manager that can be used to verify or
troubleshoot the configuration.

8.1.1. SIP Signaling Group and Trunk Group Status

The SIP Signaling Group and SIP Trunk Group to Avaya Aura™ Session Manager
should be in-service. The following screen shows the “status trunk 26” screen, showing
all trunks are in-service and idle.
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status trunk 26
TRUNK GROUP STATUS
Member Port Service State Mtce Connected Ports
Busy

0026/001 TO00017 in-service/idle no
0026/002 T00018 in-service/idle no
0026/003 T0O0019 in-service/idle no
0026/004 T00020 in-service/idle no
0026/005 T00021 in-service/idle no
0026/006 T00022 in-service/idle no
0026/007 T00023 in-service/idle no
0026/008 T00024 in-service/idle no
0026/009 T00025 in-service/idle no
0026/010 T00026 in-service/idle no

If the trunk group is not in-service, check the SIP Signaling Group status. The following
screen shows the “status signaling-group 26” screen, showing that the signaling group is
in-service.

status signaling-group 26
STATUS SIGNALING GROUP

Group ID: 26 Active NCA-TSC Count: 0
Group Type: sip Active CA-TSC Count: 0
Signaling Type: facility associated signaling
Group State: in-service

If the signaling group is in a “bypass” state, check the “Enable Layer 3 Test” parameter
on the signaling group screen. If the “Enable Layer 3 Test” for the signaling group is set
to “n”, Communication Manager will use an “ICMP ping” test to verify that the far-end
of the signaling group is reachable. Some networks may not pass ICMP ping, which is a
possible cause for the signaling group to be marked for “bypass” and the corresponding
trunk group to be marked “Out-of-Service/Far-end”. In this state, Communication
Manager would not use the trunk for outbound calls, but would allow an incoming call.
In the sample configuration, the “Enable Layer 3 Test” has been set to “y”, meaning that
Communication Manager will use a SIP OPTIONS message to the far-end (Session
Manager in this case) to verify connectivity. If the signaling group is marked for
“bypass”, and the SIP OPTIONS method is used, verify that the far-end node name (and
corresponding IP Address) correctly refers to Session Manager. Verify that Session
Manager is on-line and configured properly for a SIP Entity to Communication Manager.
The Session Manager SIP Entity representing Communication Manager should specify
the IP Address corresponding to the node name at the “near-end” of the Communication

Manager signaling group (i.e., in this case, the S8300 “procr” IP Address).
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8.1.2. Avaya Telephone Calls Cisco Telephone

This section has example calls where an Avaya H.323 telephone calls Cisco SIP and
SCCP telephones. Greater detail is included in the initial illustrations, since the results
including displays and connection topology are independent of the called telephone type
in the sample configuration.

8.1.2.1 Avaya H.323 Telephone Calls Cisco SIP Telephone

The following “list trace station” output illustrates a call from the Avaya IP Telephone
with extension 14302 to Cisco SIP Telephone extension 55626. The Avaya telephone,
with IP Address 172.28.43.102 in network region 1, dials 55626. The call is routed using
UDP and AAR to route pattern 25 containing trunk group 26. When the Cisco telephone
is ringing, the Cisco telephone’s display will show “From Fred-Avaya (14302)” which
correspond to the name and extension of the Avaya calling telephone. Similarly, the
Avaya telephone will display “Fran Cisco SIP 55626, which correspond to the Alerting
Name and number configured for the called Cisco telephone. (See Section 7, Step 6 for
the screen showing Alerting Name for this user). Upon answer by the called Cisco user,
the displays are unchanged. The “far-end” region is region 3, and therefore the media
connection is between region 1 and region 3. Codec set 3 governs this connectivity, and
the final connection uses G.711MU, which was specified in ip-codec-set 3 at the time of
this call. Recall that “shuffling” to ip-direct media has been disabled for inter-region
connections involving region 3. The final media path connects the Cisco SIP Telephone
with IP Address 60.1.1.156 in network region 3 to the Avaya G430 VoIP resources, at
172.28.43.6.

list trace station 14302 Page 1
LIST TRACE

time data

10:39:15 active station 14302 cid 0xc8

10:39:15 G711MU ss:0ff ps:20

rgn:1 [172.28.43.102]:2122
rgn:1 [172.28.43.6]:2050

10:39:17 dial 55626 route:UDP|AAR

10:39:17 term trunk-group 26 cid 0xc8

10:39:17 dial 55626 route:UDP|AAR

10:39:17 route-pattern 25 preference 1 cid 0xc8
10:39:17 seize trunk-group 26 member 1 cid 0Oxc8
10:39:17 Calling Number & Name NO-CPNumber NO-CPName
10:39:17 Setup digits 55626

10:39:17 Calling Number & Name 14302 Fred-Avaya
10:39:17 Proceed trunk-group 26 member 1 cid 0Oxc8
10:39:17 Alert trunk-group 26 member 1 cid Oxc8
10:39:24 G711MU ss:off ps:20

rgn:3 [60.1.1.156]:23334
rgn:1l [172.28.43.6]:2054
10:39:24 active trunk-group 26 member 1 cid 0xc8

The “status trunk” command can also be used, as shown below for this same call, while
active. Page 2 is shown below. The near-end and far-end signaling IP Addresses and
Ports can be observed for the TLS connection between Communication Manager and
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Session Manager. The media connection information shows that the call is “ip-direct”
between the two telephones, using G.711MU.

status trunk 26/1 Page 2 of 3
CALL CONTROL SIGNALING
Near-end Signaling Loc: 01A0017
Signaling IP Address Port
Near-end: 172.28.43.5 : 5061
Far-end: 10.1.2.170 : 5061
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.931? no
Audio Connection Type: ip-tdm Authentication Type: None
Near-end Audio Loc: MGl Codec Type: G.711MU
Audio IP Address Port
Near-end: 172.28.43.6 : 2054
Far-end: 60.1.1.156 : 23334

On page 3, further details can be observed. Since codec set 1 used for intra-region
connections in region 1 is configured to prefer SRTP encryption, the connection between
the Avaya IP Telephone (172.28.32.102) and the G430 VoIP Resource uses “1-srt-
aescm128-hmac80”. The connection from the G430 VoIP Resource to the Cisco SIP
telephone (60.1.1.156) is not encrypted.

status trunk 26/1 Page 3 of 3
SRC PORT TO DEST PORT TALKPATH

src port: T00017

T00017:TX:60.1.1.156:23334/g711u/20ms

001V085:RX:172.28.43.6:2054/g711u/20ms: TX:ctxID:71

001V087:RX:ctxID:71:TX:172.28.43.6:2050/g711u/20ms/1-srtp-aescml28-hmac80

S00001:RX:172.28.43.102:2122/g711u/20ms/1-srtp-aescml28-hmac80

If the Avaya telephone holds the call, music on hold from the Avaya G430 announcement
capability is heard by the Cisco telephone via the existing connection to the G430 VolP.

If the Cisco telephone holds the call, the media path must move from the Cisco SIP
telephone to the Cisco UCM resource playing the music. The following is an example
status screen taken when the Cisco phone had held the call, and the Avaya telephone user
was listening to music from Cisco UCM.
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status trunk 26/1 Page 2 of 3
CALL CONTROL SIGNALING

Near-end Signaling Loc: 01A0017

Signaling IP Address Port
Near-end: 172.28.43.5 : 5061
Far-end: 10.1.2.170 : 5061
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.931? no
Audio Connection Type: ip-tdm Authentication Type: None
Near-end Audio Loc: MGl Codec Type: G.711MU
Audio IP Address Port
Near-end: 172.28.43.6 : 2054
Far-end: 60.1.1.9 : 4000

If the Cisco SIP telephone resumes the held call, the media path moves off Cisco UCM
back to the Cisco SIP telephone. That is, the connection topology returns to the status
before the call was held.

If the Cisco SIP telephone transfers the call to the Cisco SCCP telephone, the transfer is
successful, and the final connection topology has the Avaya G430 VolIP resource
communicating directly with the transferred-to Cisco SCCP telephone. Post transfer, the
display on the transferred-to telephone is “From Fred-Avaya (14302)”, the name and
number of the Avaya telephone. The display on the Avaya telephone updates to “Cisco
SCCP 556127, the name and number of the transferred-to Cisco SCCP telephone.

8.1.2.2 Avaya H.323 Telephone Calls Cisco SCCP Telephone

The following “list trace station” output illustrates a call from the Avaya IP Telephone
with extension 14302 to Cisco SCCP Telephone extension 55612. The Avaya telephone,
with IP Address 172.28.43.102 in network region 1, dials 55612. The call is routed using
UDP and AAR to route pattern 25 containing trunk group 26. When the Cisco telephone
is ringing, the Cisco telephone’s display will show “From Fred-Avaya (14302)” which
correspond to the name and extension of the Avaya calling telephone. Similarly, the
Avaya telephone will display “Fran Cisco SCCP 55612, which correspond to the
Alerting Name and number configured for the called Cisco telephone. (See Section 7,
Step 6 for more information). Upon answer by the called Cisco user, the displays are
unchanged. The “far-end” region is region 3, and therefore the media connection is
between region 1 and region 3. Codec set 3 governs this connectivity, and the final
connection uses G.711MU, which was specified in ip-codec-set 3 at the time of this call.
Recall that “shuffling” to ip-direct media has been disabled for inter-region connections
involving region 3. The final media path connects the Cisco SCCP Telephone with IP
Address 60.1.1.158 in network region 3 to the Avaya G430 VolP resources, at
172.28.43.6.
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list trace station 14302 Page 1

LIST TRACE
time data
10:20:52 active station 14302 cid 0xc6
10:20:52 G711MU ss:0ff ps:20

rgn:1 [172.28.43.102]:2122
rgn:1 [172.28.43.6]:2056

10:20:55 dial 55612 route:UDP|AAR

10:20:55 term trunk-group 26 cid Oxc6

10:20:55 dial 55612 route:UDP|AAR

10:20:55 route-pattern 25 preference 1 cid 0xcé6
10:20:55 seize trunk-group 26 member 10 cid 0xcé6
10:20:55 Calling Number & Name NO-CPNumber NO-CPName
10:20:55 Setup digits 55612

10:20:55 Calling Number & Name 14302 Fred-Avaya
10:20:55 Proceed trunk-group 26 member 10 cid 0xc6
10:20:55 Alert trunk-group 26 member 10 cid 0xcé6
10:20:57 active trunk-group 26 member 10 cid O0xc6
10:20:57 G711MU ss:off ps:20

rgn:3 [60.1.1.158]:22272
rgn:1 [172.28.43.6]:2052

The “status trunk” command can also be used, with similar output to that already
presented in the prior section. Rather than repeat, more detailed information is provided
for an Avaya held call. If the Avaya telephone holds the call, music on hold from the
Avaya G430 announcement capability is heard by the Cisco telephone via the connection
to the G430 VoIP. The following screen illustrates the connection while on hold at the
Avaya side. Port “1V902” is a G430 Media Gateway announcement resource.

status trunk 26/10 Page 3 of 3
SRC PORT TO DEST PORT TALKPATH

src port: T00026

T00026:TX:60.1.1.158:22272/9g711u/20ms

001V086:RX:172.28.43.6:2052/g711u/20ms:TX:ctxID:58

001V902:RX:tdm:NIL

dst port: 001V902

Once the call is resumed, two-way audio is restored properly.

If the Cisco telephone holds the call, the media path must move from the Cisco SCCP
telephone to the Cisco UCM resource playing the music. Details are the same as those
provided in the previous section, substituting the Cisco SCCP phone IP Address for the
Cisco SIP phone IP Address. If the Cisco SCCP telephone resumes the held call, the
media path moves off Cisco UCM back to the Cisco SCCP telephone. That is, the
connection topology returns to the status before the call was held.

If the Cisco SCCP telephone transfers the call to the Cisco SIP telephone, the transfer is
successful, and the final connection topology has the Avaya G430 VolP resource
communicating directly with the transferred-to Cisco SIP telephone. Post transfer, the
display on the transferred-to telephone is “From Fred-Avaya (14302)”, the name and
number of the Avaya telephone. The display on the Avaya telephone updates to “Fran
Cisco SIP 556267, the name and number of the transferred-to Cisco SIP telephone.
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If the Avaya IP telephone transfers the call to the Avaya digital telephone, the transfer is
successful, and the final connection topology remains the same, since the Avaya G430
VolIP resource is already employed. Post transfer, the display on the transferred-to Avaya
telephone is “Fran Cisco SIP 55626, the name and number of the connected Cisco
telephone. The display on the connected Cisco telephone updates to “From Digital Sam
(14303)”, the name and number of the transferred-to Avaya telephone.

8.1.3. Cisco Telephone Calls Avaya Telephone

This section has example calls where Cisco SIP and SCCP telephones call the Avaya IP
telephone.

8.1.3.1 Cisco SIP Telephone calls Avaya H.323 Telephone

The following “list trace tac” output illustrates an incoming call from the SIP trunk to
Session Manager for a call from Cisco SIP Telephone extension 55626 to Avaya IP
Telephone extension 14302. When the Avaya telephone is ringing, the Cisco
telephone’s display will show “To Fred-Avaya (14302)” which correspond to the name
and number of the called Avaya telephone. Similarly, the Avaya telephone will display
“Fran Cisco SIP 556267, which correspond to the name and number configured for the
calling Cisco telephone. Upon answer by the called Avaya user, the displays are
unchanged. (Do not be deceived by the trace output below showing no calling number
and name. The number and name of the Cisco caller do appear on the Avaya telephone’s
display).

Similar to the calls from Avaya to Cisco, the final media path is between the Cisco
telephone (60.1.1.156) and the Avaya G430 VolP Resource (172.28.43.6).

list trace tac 126 Page 1
LIST TRACE
time data
11:21:21 Calling party trunk-group 26 member 1 cid 0xd2
11:21:21 Calling Number & Name NO-CPNumber NO-CPName
11:21:21 active trunk-group 26 member 1 cid 0xd2
11:21:21 dial 14302
11:21:21 ring station 14302 cid 0xd2
11:21:21 G711MU ss:off ps:20
rgn:1 [172.28.43.102]:2122
rgn:1 [172.28.43.6]:2052
11:21:23 active station 14302 cid 0xd2
11:21:23 G711MU ss:off ps:20
rgn:3 [60.1.1.156]:29908
rgn:1 [172.28.43.6]:2058

Hold/resume and transfer scenarios from both the Avaya telephone and Cisco telephone
were verified and work properly as described previously. Screen details would be
redundant and reveal no new information.

Note: failure to re-establish a two-way talk path after hold and resume from the Cisco
SIP Telephone for a call from the Cisco SIP Telephone to the Avaya H.323 telephone is
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the primary case leading to the recommendation in these Application Notes to disable
shuffling to ip-direct media. If “ip-direct” were enabled, the final media path for the calls
that are the subject of this section would indeed be “ip-direct” between the Avaya and
Cisco SIP Telephone. However, resuming a held call from the Cisco SIP telephone in
this specific scenario results in one-way audio, for the same reasons described in Section
9 of reference [6]. As a result of this problem, it was deemed impractical to allow “ip-
direct” media paths. A workaround is to disable “ip-direct” media (e.g., using the
signaling group or network region forms).

8.1.3.2 Cisco SCCP Telephone calls Avaya H.323 Telephone

The following “list trace tac” output illustrates an incoming call from the SIP trunk to
Session Manager for a call from Cisco SCCP Telephone extension 55612 to Avaya IP
Telephone extension 14302. When the Avaya telephone is ringing, the Cisco
telephone’s display will show “To Fred-Avaya (14302)” which correspond to the name
and number of the called Avaya telephone. Similarly, the Avaya telephone will display
“Cisco SCCP 556127, which correspond to the Name and number configured for the
calling Cisco telephone. Upon answer by the called Avaya user, the displays are
unchanged..

Similar to the corresponding calls from Avaya to Cisco, the final media path is between
the Cisco telephone (60.1.1.158) and the Avaya G430 VoIP Resource (172.28.43.6).

list trace tac 126 Page 1
LIST TRACE

time data

11:31:33 Calling party trunk-group 26 member 1 cid 0xd4

11:31:33 Calling Number & Name NO-CPNumber NO-CPName

11:31:33 active trunk-group 26 member 1 cid 0xd4

11:31:33 dial 14302

11:31:33 ring station 14302 cid 0xd4

11:31:33 G711MU ss:0ff ps:20

rgn:1 [172.28.43.102]:2122

rgn:1 [172.28.43.6]:2054
11:31:37 active station 14302 cid 0xd4
11:31:37 G711MU ss:off ps:20

rgn:3 [60.1.1.158]:20298

rgn:1 [172.28.43.6]:2050

Hold/resume and transfer scenarios from both the Avaya telephone and Cisco telephone
were verified and work properly as described previously. Screen details would be
redundant and reveal no new information.
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8.2. Verify Avaya Aura™ Session Manager

Avaya Aura™ Session Manager includes SIP monitoring and routing test capabilities that
can aid in verifying proper configuration and operation.

8.2.1. SIP Monitoring

Select Session Manager - SIP Monitoring as shown below.

LT SIP Entity Link Monitoring Status Summary

¢ Lzer Management Thin page pravicen & mummery af Semicn Managar SIF ankdty |nk monkanreg rista.
+ BssStOFng
+ Mebwark Routisg Policy

Entity Link Statiis for Al Sass|on Mansges [nsiasces

+ SaLurity |_Rarash |
P ]

mﬂumu Eil":;l'l'l-:; :m“ wnn Rt m "
Sesssem Manager sMF 158 1 [ a
" 1 e : : :
Tpstem Shate Somrisiraton
S ity Madula Status Al Monitored SIF Entities
Digts Replicstion Status
Latal Host Mama Rasdlution
PAsinbarsras Tesks 15 @i Fkmr: Enabk:
SIP Rrarsdall ool gunabion SIF Estity Hame
SIF Monibersg ArmaPeckat
Trames Cooindi guiratiom AS 5800
Traoe e wer Al odas MU0
Cal Routing Test Axsys MAS-BRL
Marsgec] Barctwickh Lisage Avsys-La 3
m— h:lﬂ_'ﬁﬂ.ﬁﬂl
Change Faszwar Aways MAS-HO
Hed priar S1P Noniodineg CalCantes
Hidp#ir P g Flabds CRECEMM-&
Rl 7 hS- 7
Do B e
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Select the name of the relevant SIP entity from the list of monitored SIP entities. The
following screen shows a sample result when the “CiscoUCM-6" SIP Entity was
selected. Observe that the connection is up. Cisco UCM is responding to the SIP

OPTIONS message from Session Manager with a “200 OK”.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

All Entity Links to SIP Entity: CiscoUCM-6

[ Refresh ] [ Surmmary View ]
1 Item
- Session SIP Entity
el Manager Mame Resolved IP [PEGE (AFEED: Status
Show  SM1 60.1.1.9 5060 TCP Up

Conn.

Filter: Enable

Reason Link

Status
Up

Under the Details column, Show can be clicked to obtain further information, which may
be particularly relevant if there is a problem. In this case, Show reveals the following:

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity,

All Entity Links to SIP Entity: CiscoUCM-6

[ Refresh ] [ Summary Wiew l
1 Item
- Session SIP Entity
EEERS Manager Mame Resolved IP [P (AR Status
Hide SM1 60.1.1.9 sos0 TCP Up

Time Last Down Time Last Up

MNever EDLT
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Reason Link

Status
Up

Last Response Latency

48 of 60
ASM-ACM-CUCM6



Similarly, information about the status of the link between Session Manager and
Communication Manager can be obtained by selecting Session Manager > SIP
Monitoring and clicking on the link named “Avaya-G430”. As can be seen in the screen
below, the connection is “Up”. Communication Manager is also responding with a “200
OK” to SIP OPTIONS sourced by Session Manager.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

All Entity Links to SIP Entity: Avaya-G430

[ Refresh l l summary Yiew l
2 Items Filter: Enable
- Session SIP Entity Conn. Reason Link
D Manager Mame Resolved IP [P [PREED: Status Code Status
Show SM1 17228435 5061 TLS Up 200 Ok Up

8.2.2. Call Routing Test

To check that the configured Network Routing Policy will result in the expected routing
between systems, select Session Manager = Call Routing Test. The following screen
is presented.

Rl o Call Ronting Test
¢ Usas Managemant Thi: pisge ABieas wi b TSP Foaston f SR orih nve: On Sab 5 560N Mo B e instin 0ek, ENDST |nf st on shinut & S1F THYITE
o lwam kam it pall k= rautad bansd an curent sdminetretan.
¥ Mgmioring
S INWETE Parame
v Miberaek Rt Polics o
v Bagurity C il Darty LRI Calling Pesty Addsais
v AppECalieas
R —— ey Party LI Segsion Messper Listes Port
anan
T Lplh Gkl MAanager
T L Day 0 Weak Time (UTC} Eﬁﬂ"mtﬂﬂ'
L L Toesday = 14:07 L
S S SEate AAminisirakion Called Spssion Mensges Iastaso
Sacuriy Moche Status S =)

Diata Fospd keakhon Siabies
Loral Ho=t hsme Re=odubon
P nitea s Tasks

SIP Firewal Corfigurstion
S1P Maonknning

Tracer Configuration

Trase W wsd

Call Resfing Tess

8.2.2.1 Cisco Telephone Calls Avaya Telephone

The following screen shows an example of a routing test for a Cisco telephone (55612)
calling an Avaya telephone (14302). The self-explanatory Called Party URI and Calling
Party URI fields are populated for a routing query. The mouse was placed over the
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Calling Party Address field, showing an example of a “tool tip” associated with the
fields.

Call Routing Test

This page allows you to test SIP routing algorithms on Session Manager instances, Enter information about a SIP INVITE
to learn how it will be routed based on current administration.

SIP INVITE Parameters

Called Party URI Calling Party Address
14302@avaya.com

. . The IP address or host name from which the INVITE is
Calling Party URI Session M, ied, For routing, this is the IP address of a SIP Entity
S5612@avaya.com 5060 ‘¥ou can enter any IP address that you require, but make

sure that it is recognized by Session Manager. I it is not,
Day Of Week Time {(UTC) Transport |session Manager considers it to have come From an
Tuesday o 14:09 TCP non-trusted host and rejects it
Called Session Manager Instance
SM1 v

After typing in the Calling Party Address with the IP Address of Cisco UCM, the
Execute Test button is pressed. The following screen illustrates the summary result,
under the heading Routing Decisions. If the caller is extension 55612, and the call
comes from Cisco UCM using TCP port 5060, and arrives Tuesday at 14:52 (or
“Anytime” in the sample configuration), and the called party is 14302, the call will be
routed to SIP Entity “Avaya-G430” at terminating location “Lincroft”. This is the
expected result from the configuration presented in Section 6.

Call Routing Test

Thin papa sllawe pou to tant SIF ravtrsg slgamthme cn Semicn Mansgar irmkarcan. Enter mformstian skt 8 SIP INETTE to leam Fam it sl B routad basad an
e el i siv gt n

SIF INWITE Par tars

Called Party LIRI Calling Ferty Address
L4302 B ayapa.com 60.1.1.8
Calling Pty LRI Sossion Masbper Lisbes Part
SSEL2ENEvapE.com Sdai

Dy OF W T {UTC Trassport Probecol

Tup=clsy 1452 LLmall
Called Sessism Manager Instance Eracits Tant |
M1 =

Aauks = mp:14% Iavaya.com = ba SIP Brbky Avaya-S430 (172 2B A% %), Terminebng Lacshon w Lireroke.

Scrolling down below the Routing Decisions heading, additional information is available
that may reinforce understanding of the configuration and decision process. For example,
from the following series of screen captures, it can be observed that the originating SIP
entity is recognized as “CiscoUCM-6" in location “California”. The CiscoAdapter is
invoked to set, and the P-Asserted-Identity (PAI)is populated with the calling party
number. (For an actual call that contained the caller’s name in the Remote-Party-1D
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field, Session Manager would also copy the calling party name). No location-specific
routing entry has been configured, but an “ALL” locations entry matches.

Routing Decision Process

MNRP Sip Entities: Qriginating SIP Entity is CiscollCM-6,

MRP Adaptations: CiscoAdapter avaya.com applied.

MNRP Adaptations: P-Asserted-Identity set to sip:55612@avaya.com

Qriginating Location is California. Using digits = 14302 = and host = avaya.com = for rogting.

MRP Dial Patterns: Mo matches for digits « 14302 > and domain < avaya.com =,

MNRP Dial Patterns: Mo matches far digits < 14302 = and domain < null =,

MRP Dial Patterns: Mo matches found for California. Trying again using MRP Dial Patterns that specify -ALL- NRP Locations.

MRP Dial Patterns: Found a Dial Pattern match for pattern < 143 = Min/Max length 5/5 and domain =< avaya.com =,

Continuing to scroll down, the call will be routed to SIP Entity “Avaya-G430” using TLS
and port 5061. Additional information follows, which is not presented here.

MRP Routing Policies: Ranked destination MRP Sip Entities: Avaya-G430.
MRP Routing Policies: Removing disabled routes.

MRP Routing Policies: Ranked destination MRP Sip Entities: Avaya-G430.
Adapting and proxying for SIP Entity Avaya-G430.

MRP Entity Links: Found direct link to destination. Link uses TLS to port S061.

8.2.2.2 Avaya Telephone Calls Cisco Telephone

The following screen shows an example of a routing test for an Avaya telephone (14302)
calling a Cisco telephone (55612). The Calling Party Address is the IP Address of the
Avaya S8300 running Communication Manager. In this case, TLS and port 5061 is
selected.

Call Routing Test

This poges slbiees poad th bast BIP raukineg slparithns on Besdon Rangpar irctanass, Evier ivformgtion Staut 4 BIP [FATTE 1o e beee it pdl b5 rouksd bsgad an
cumrent edmirastratan.

WWITE Far. ters

Callad Party LRI Calling Perty Addrits
5561 2KEaE. Cam 172.26.43.5
Calling Party LIRI Sexrinn Massger Livhes Port
L4302 BN vy, com 3081
Dy OF Wik Tt { LITC) Teaaiport Protecol
Tuasday = 1d:50 TS =

Callad Setsiem Manager Instanoe

Ewacubs Tast |
Sl =

The following screen shows the summary result. The call will be routed to Cisco UCM
at I[P Address 60.1.1.9, in terminating location “California”.
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Routing Decisions

Route < sip:55612@avaya.com > to SIP Entity CiscolUCM-6 (60.1,1,9), Terminating Locatian is California.

Scrolling down below the Routing Decisions heading, the originating SIP entity is
recognized as “Avaya-G430” in location “Lincroft”. No location-specific routing entry is
configured for Lincroft, but the “ALL” locations configuration matches. The screen
below is truncated, but continuing further would illustrate the populating of the “Remote-
Party-ID”.

Routing Decision Process

MRP Sip Entities: Originating SIP Entity is Avaya-G430.

MRP Adaptations: DigitConversionAdapter avaya.com applied.

MNRP Adaptations: P-Asserted-Identity set to sip:14302@avaya.com

Qriginating Location is Lincroft, Using digits = 55612 = and host < avaya.com = for routing.

MRP Dial Patterns: Mo matches for digits = 35612 = and domain < avaya.com =,

MRP Dial Patterns: Mo matches for digits < 35612 = and domain < null =,

MRP Dial Patterns: Mo matches found for Lincroft, Trying again using MRP Dial Patterns that specify -ALL- MRP Locations,
MRP Dial Patterns: Found a Dial Pattern match for pattern < 55 > Min/Max length 5/5 and domain < avaya.com =,
MRP Routing Policies: Ranked destination MRP Sip Entities: CiscollTM-&,

MRP Routing Policies: Removing disabled routes,

MRP Routing Policies: Ranked destination MRP Sip Entities: CiscollTM-&,

Adapting and proxying for SIP Entity CiscolUCM-6,

8.2.3. CiscoAdapter Summary for Improved Display Interoperability

Section 8.1.2 and Section 8.1.3 provide a summary of expected displays for basic calls
and transferred calls. The CiscoAdapter of Session Manager plays an important role in
providing display interoperability. For example, Cisco UCM sends and processes display
information that appears in the “Remote-Party-ID”. The Session Manager CiscoAdapter
can extract information from standard SIP elements and populate the “Remote-Party-ID”
for Cisco UCM consumption. Similarly, the Session Manager CiscoAdapter can extract
information from the “Remote-Party-ID” and populate standard SIP elements for proper
processing by Communication Manager.

8.2.3.1 Avaya Telephone Calls Cisco Telephone

When an Avaya telephone calls a Cisco telephone, the SIP INVITE message sent from
Communication Manager to Session Manager will include standard SIP information
about the caller (e.g., in the From header and P-Asserted-Identity or PAI). As the call
passes through Session Manager, Session Manager inserts the Remote-Party-1D
containing the name and number of the Avaya caller. The Cisco telephone displays the
caller’s information. When the Cisco telephone alerts, Cisco UCM sends a “180
RINGING” SIP message to Session Manager with the Remote-Party-ID containing the
“Alerting Name” (if configured, see Section 7, Step 6) and number of the ringing
telephone. Session Manager extracts the information from the Remote-Party-ID and
populates the PAI in the 180 RINGING sent to Communication Manager.
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Communication Manager displays the name and number of the alerting Cisco user on the
calling party’s display. A similar adaptation is performed on the 200 OK message when
the Cisco telephone answers the call.

8.2.3.2 Cisco Telephone Calls Avaya Telephone

When a Cisco telephone calls an Avaya telephone, the SIP INVITE message sent from
Cisco UCM to Session Manager can include the caller’s name and number in the
Remote-Party-ID. As the call passes through Session Manager, Session Manager extracts
the caller’s information from the Remote-Party-ID and populates standard SIP elements
(e.g., PAID) in the SIP INVITE toward Communication Manager, which displays the
caller’s information on the alerting Avaya phone. When the Avaya telephone rings,
Communication Manager sends a “180 RINGING” SIP message to Session Manager
with the name and number of the ringing user in standard SIP elements (e.g., Contact,
PAI). Session Manager extracts the alerting party information and populates the Remote-
Party-ID for the 180 RINGING back to Cisco UCM. Cisco UCM displays the name and
number of the alerting Avaya user on the calling party’s display. A similar adaptation is
performed on the 200 OK message when the Avaya telephone answers the call.

8.2.4. SIP Message Tracing

This section provides examples of Session Manager SIP message traces using the sample
configuration. To configure tracing, select Session Manager - Tracer Configuration
as shown below. Chapter 8 of reference [2] provides details on the available SIP tracing
and filtering options available via this screen.

LT Tracer Configuration

v User Management This page olbire: f o to o0 nf grrg ths tracer conte] Eslion propertsss Tor s ar Mo Sty Modiks
¢ MsaSnring

¥ MEbprark Routsg Policy

+ SaLurity Enahled; F] Drupped; =1
¢ Applicatiges Froim Mateesk o SeLirty Modula: |2 From Security Module te retwork: |2
O From Serwer to Security Module; O From Security Module s Server; O
* Gexyigs Mananer

Serasinn ManaEgar
Pl SET SRS

Sy ztmm Shabe Scm i stration User Fillter
Sty Module Status

Dats Repdication Status
Local Host hama Rasolution Freas To MHax Mosnage Toant
M herisrces Tests
Z1P Finewal Configuration
Z1P Wonkonng
wr Coadigurat

Trecs AEwer |"'5"‘" |

Call Routing Te=t

Ol | Frems T Fian A Cbwt
Mlerisgec] Barchwickh Lisage
O o]
B seinct; of, Hore ¢ 0 of 1 Gelected
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Once the tracer configuration has been established, SIP message traces can be viewed by
selecting Session Manager > Tracer Viewer. The following screen shows an example
of an expanded SIP INVITE message sent by Communication Manager to Session
Manager. Note that SIP message tracing visibility via Session Manager is still possible
when TLS is used between Communication Manager and Session Manager. That is, it is
not necessary to change the transport to TCP in order to have visibility into the SIP
messages as is typically the case using a line monitoring tool.

70 [emine:

Cuotails  Timm

L1:39:18 034
L1:2:15.1e3

ZHL

SHL

Hide dropped messseges | | More Aodions - |
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- e EY -~

“Frad-Avaya- o IMETTE - -1
€5 0 LA-T 02 iy e i e <501 5Ea12@10.1.2.170
“Frad-fAvaya-

. fmmplrt
€5 0114002 i i P | BN L INRITE - o SEad2@0 42,170

Hug 13 A3 LE sl prppa-aEml ABESipHgr[LISE]

THVITE mp: 2561 I9FL0.1.2.170 SIF/Z.0
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The following screen shows an expanded 200 OK from Cisco UCM for this same call.
Observe the contents of the Remote-Party-Id containing the name and number of the
answering Cisco telephone.

0 eshow  1L9%EH0E  SH1 P vayacomispa1s  ~ FRBM r e nLzims TLS AIGSGLA Eed 2Fdat

O eshow 109915208 SM1 P vavncomiapals BN o e bLiims  TLS e T

0 egshow  ALI9ETHEE  SNL P cayncommpals |~ KT ol mlpizima TP OGO LB RIS

0 cHde 1990747 EM1 Bt O~ T | AIGSGLA Eed Fada8
seMese

Amg I3 LE-FELT amlOn awmsl Aawiaptipr] 1 192

O 00 EM ST X i A BEn | B i B S A SRR T e e e e e LIRS LR LT AR e iy AR, Bl LomaTihy B
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The following screen shows an expanded 200 OK from Session Manager to
Communication Manager for this same call. Observe the contents of the P-Asserted-
Identity inserted by the Session Manager “CiscoAdapter”.
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8.3. Verify Cisco Unified Communications Manager

The Real Time Monitoring Tool (RTMT) can be used to monitor events on Cisco UCM.
This tool can be downloaded by selecting Application = Plugins from the top menu of
the Cisco UCM Administration Web interface. For further information on this tool,
please consult with reference [9]. Once the Real Time Monitoring Tool plug-in is
installed, real-time data can be captured by selecting Tools = Trace & Log Central in
the left panel, and Real Time Trace - View Real Time Data on the right.

"L Cisco Unified Communications Manager, Real Time Monitoring Tool [Currently Logged to: 60.1.1.9)

File System CallManager Edit Window Application Help

Real Time Monitoring Tool Forciseo Unified Communic ati

System

System Summary

|4J Trace & Log Central

#|Trace & Log Central
| [y Remote Browse

g System Summary

2| [y collect Files
Semer [y query wizard
CPU and Memory [y schedule Collection
Process 2| Local Browse
Disk Usage J Real Time Trace
i D View Feal Time Da
ﬁ Criical Services [ Monitar User Event
Ferformance | Collect Crash Dump
Ferfarmance [ Collect Install Logs
FPerfarmance Log Wiewer 3
Tools

Alert Central
Trace & Log Central
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The following screen shows an example of a small portion of detailed trace information
available with the tool. In this case, a call was made from Cisco telephone extension
55612 to Avaya telephone extension 14302. The string “Invite” was entered in the top
search bar.

£ Generic Log Viewer for service "Cisco CallManager” and trace type “sdi”

Enter a Search String |Invite | | Search [_] Match case
File Content

L 2 D e W T LA DI T AR D 1 S L R 11 FLALT o M LD | T e I o LR A S T S LS T S I 2 d T e T

08/03/2009 17:29:10.810 CCMISIPIStackinfol0xTransaction active. Facilities will be gueued.|=CLID:StandAloneCluster=<nID: cUc25==CT| |
08/03200917:28:10.811 CCMIUSIPSIPHandler{1 84 1 Weehld=0ischld=0rsip_stop_timer: type=8IP_TIMER_TRYIMNG value=500 retries=6[=CL
08032009 17:25:10.811 CCMIMSIPISIPHand er(1 84 1)cehld=0ischld=0rsip_start_timer: type=SIP_TIMER_TRYIMNG walue=500 retries=6[=CL
08/032009 17:25:10.811 CCMIWSIPIStackiStatesiOxbed41830/0xhe 941 930 : State change fram (STATE_IDLE, SUBSTATE_MWOME) to (STATE
08032009 17:28:10.811 CCMINSIPISIPD,BE,1 9icehld=0rschld=0getkeyBased OnCiAndBranch: AddressingElerment branch is 0 and ci is 3
08032009 172810811 CCMIUSIPISIPD 86,1 9icebld=0fschld=0getCdpePid GivenCehidAnd Ci: found Cdpe Pid (1,100,587 134) for mapke
02022009 17:29:10.811 CCMIFSIFISIPTepdt 81,1 wait_SdISPISignal: received a spi signal ... |=CLID:StandAloneCluster==MNID cuc28==CT;
08032009 17:28:10.811 CCMINSIPISIPTephweait_SdISPISignal: Outgoing SIP message to 10.1.2.170 on part 5060 index 22 =
[BIE <in14302@10.1.2.1 70:5060 SIF/2.0 N
Wia: SIP/Z.MCR 60.1.1.9:5060 hranch=z9h G4hK 1665480753

Remote-Party-I0: "Cisco SCCP" =5ip861 2@E0.1.1.9= party=calling;screen=yes; privacy=off

From: "Cisco BCCP" <5ip55612@60.1.1.9= tag=38ME4c92-dab0-4a24-b211-18191 796a769- 30937683

To: =sip14302@10.1.2.170=

Date: Tue, 04 Aug 2009 00:29:10 GMT

Call-1D: d2871480-a77180d6-455-90101 3cq@B0.1.1.9

Supported: timer replaces

Min-SE: 1800

User-Agent. Cisco-CCME.0

Al OPTIONS, IMFO, BYE, CAMCEL, ACK, PRACK, LIPDATE, REFER, SULUBSCRIBE, MOTIFY, PLIBLISH
CBeg: 1M

Contact: =sip:55612@60.1.1.9:5060 transpor=tcp=

Expires: 180

Allow-Events: presence

Session-Expires: 1800

Max-Forwards: 70

Content-Length: 0

8.4. Verification Summary

Verification of the configuration described in these Application Notes included the
following items:

e Basic calls between telephones on Avaya Aura™ Communication Manager and Cisco
Unified Communications Manager. A sampling of detailed trace output for calls can
be found in Sections 8.1.2 and 8.1.3. Calls can be made in both directions using
G.711MU and variants of G.729. For G.729 interoperability with Cisco SIP phones,
the Avaya Aura™ Communication Manager IP codec set (i.e., codec set 3 in the
sample configuration) must include “G.729” or “G.729A”. If G.729B is desired for
other types of connections for which the communicating devices indicate support, the
Communication Manager codec set can list both “G.729B” and “G.729” to avoid a
codec set mismatch for calls involving a Cisco SIP phone.

e Proper display of the calling and called party name and number information was
verified for all telephones with the basic call scenario. Display examples are
provided in Section 8.1.2 and 8.1.3. Presentation of the calling party information can
also be restricted from presentation. For example, an Avaya user may use the
“Calling Party Number Block™ feature to prevent calling party information from
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appearing on the display of a called Cisco telephone, which will display “From
Private”. Similarly, if “Calling Line ID Presentation for Outbound Calls™ is set to
restricted for the Cisco SIP Trunk, the Avaya caller will see “CALL FROM
<configurable string>" where the <configurable string> text is configured via the
“CPN/ANV/ICLID Replacement for Restricted Calls” parameter on page 9 of the
Communication Manager “change system-features” form.

e Verification of common telephony operations included:

Hold, music-on-hold, and resume from hold

Unattended (blind) transfer

Attended (consult) transfer

Conference via conference key on telephones

Conference via join of Avaya meet-me conference, which also verified proper
collection of post-answer DTMF via RFC2833 to collect the conference
password

o Call forwarding all calls

O O O O O

The following interoperability issues were observed:

e Display related:

o For proper display of calling and called party information, ensure that Cisco
UCM users are configured as described in Section 7, Step 6. If the Cisco
Alerting Name is not configured, or configured with a different name than the
name associated with the line, displays will differ from the intuitive displays
described in Section 8.1.2 and 8.1.3.

o Restricted presentation of display information is either off, (i.e., both name
and number appear on the display), or privacy is full, where neither name nor
number are presented on the display. That is, it is not possible to restrict only
the number but display the name, or restrict only the name, and display the
number.

o Ifacall is established between an Avaya telephone and a Cisco telephone, and
the call is transferred from the Cisco telephone back to another Avaya
telephone, the transferred-to Avaya telephone will continue to display the
name and number of the Cisco telephone, even after completion of the
transfer.

e Shuffling to ip-direct related:

o See Section 8.1.3.1 for a specific scenario that forces the recommendation to
disable ip-direct media connections between Avaya telephones and Cisco
telephones. This problem has also been observed with Cisco UCM Release 7,
and further elaboration can be found in Section 9 of reference [6].

o Even if shuffling to ip-direct media is administratively enabled, calls between
Avaya H.323 telephones and Cisco SCCP telephones will result in the same
connection topology as illustrated in these Application Notes in Sections 8.1.2
and 8.1.3. That is, the final media path across the SIP trunk will be from the
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Avaya G430 VolIP resource to the Cisco SCCP telephone, whether ip-direct
media is disabled or enabled.

9. Conclusion

As illustrated in these Application Notes, Avaya Aura™ Communication Manager can
interoperate with Cisco Unified Communications Manager Release 6 using SIP trunks via
Avaya Aura™ Session Manager.

10. Additional References

Product documentation for Avaya products may be found at http://support.avaya.com

[1]1 Avaya Aura™ Session Manager Overview, Doc # 03-603323

[2] Installing and Administering Avaya Aura™ Session Manager, Doc # 03-603324

[3]1 Maintaining and Troubleshooting Avaya Aura™ Session Manager, Doc # 03-
603325

[4] SIP Support in Avaya Aura™ Communication Manager Running on Avaya S8xxx
Servers, Doc # 555-245-206, May 2009

[5] Administering Avaya Aura™ Communication Manager, Doc # 03-300509 May
2009

[6] Configuring SIP Trunks among Avaya Aura™ Session Manager, Avaya Aura™
Communication Manager, and Cisco Unified Communications Manager (Release
7), Issue 1.0

https://devconnect.avaya.com/public/flink.do?f=/public/download/interop/ ASM-ACM-

CUCM.pdf

Product documentation for Cisco Systems products may be found at
http://www.cisco.com

[7] Cisco Unified Communications Manager Administration Guide, Release 6.0(1),
Part Number: OL-12525-01

[8] Cisco Unified Serviceability Configuration Guide for Cisco Unified
Communications Manager, Release 6.0(1), Part Number: OL-12425-01

[9] Cisco Unified Communications Manager Real-Time Monitoring Tool
Administration Guide, Release 6.0(1), Part Number: OL-12414-01
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ®
and ™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other
trademarks are the property of their respective owners. The information provided in
these Application Notes is subject to change without notice. The configurations,
technical data, and recommendations provided in these Application Notes are believed to
be accurate and dependable, but are presented without express or implied warranty.
Users are responsible for their application of any products specified in these Application
Notes.

Please e-mail any questions or comments pertaining to these Application Notes along
with the full title name and filename, located in the lower right corner, directly to the
Avaya Solution & Interoperability Test Lab at interoplabnotes@list.avaya.com
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