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Application Notes for Configuring OrecX’s Oreka Total
Recorder with Avaya Aura Communication Manager and
Avaya Aura  Application Enablement Services — Issue 1.0

Abstract

These Application Notes describe the configuration steps required for Oreka Total Recorder
(TR) to interoperate with Avaya Aura™ Communication Manager and Avaya Aura ™
Application Enablement Services. Oreka TR is a web-based contact center recording solution.
Oreka TR uses real-time data from Communication Manager to monitor and record the RTP
streams of calls to produce recordings of phone activity for agents and VDNSs.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

OrecX’s Oreka Total Recorder is a web-based contact center recording solution. Through port
mirroring, Oreka Total Recorder (TR) monitors and records the RTP streams of PSTN and

IP calls. These calls are recorded and stored with identifying information for cataloging and
retrieval, without consuming call server resources.

The interoperability of Oreka TR with Avaya Aura™ Communication Manager is accomplished
through Avaya Aura'" Application Enablement Services. These Application Notes describe the
compliance test configuration used to test OrecX’s Oreka Total Recorder 1.2-701-x1592, with
Communication Manager running on an Avaya S8300C Server and an Avaya G350 Media
Gateway, and the Application Enablement Services Bundled Offer.

1.1. Interoperability Compliance Testing
The compliance testing focused on the following areas:

1. Installation & Configuration
2. Oreka TR/Avaya Feature Functionality Verification
3. Failover and Serviceability Tests

The installation and configuration testing focused on the setup of all components and the ability
to interoperate. It also covered the ability to remove the application from the system.

The feature functionality testing focused on verifying Oreka TR’s ability to detect, record,
search, and store recordings appropriately with basic telephony features.

The serviceability testing focused on verifying the ability of Oreka TR to recover from adverse
conditions including loss of network connection, power failure, and loss of service availability.

1.2. Support
Technical support on Oreka TR can be obtained through the following:

* Phone: +1(212)200-3035
* Email: support@orecx.com
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2. Reference Configuration

The interoperability of Oreka TR v1.2-701-x1592 with Communication Manager is
accomplished through Application Enablement Services. The compliance test configuration
used to test Oreka TR includes the Communication Manager Release 5.2.1 running on Avaya
S8300C Server, the Avaya G350 Media Gateway, the Application Enablement Services Release
4.2 Bundled Offer running on S8500C, Windows 2003 Server for the Oreka TR application, soft
clients, and telephones. Figure 1 provides a high level topology.

Before Oreka TR can start recording, VoIP traffic must be seen on a server interface. Use SPAN
port mirroring to get traffic to the Oreka TR server. Two configurations are supported:

SPAN monitoring the VoIP VLAN so that all traffic to and from phones is intercepted
SPAN monitoring the gateway and server (Communication Manager S8300/G350)

This mirroring ensures that both the media traffic (RTP) and the H.323 signaling are intercepted
by the recorder. Once the VolIP traffic appears on the server, the Oreka TR can record. For this
interoperability test, the second option was tested.

~
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Figure 1: Oreka TR Compliance Test Sample Configuration

The compliance testing was done with Avaya Aura™ Communication Manager 5.2.1 running on
an Avaya S8300C Server with Avaya G350 Media Gateway. The results in these Application
Notes should be applicable to other Avaya servers and media gateways that support Avaya
Aura™ Communication Manager 5.2.1.
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Hardware/Software Component

Version/Description

Avaya S8300C Server and G350 Media
Gateway

Avaya Aura ' Communication Manager
5.2.1 (R015x.02.1.016.4) with Service Pack
17774

Avaya S8500C server running Aura

Application Enablement Services
(Bundled Offer )

Release 4.2.3

Avaya 9600 Series IP Telephones
9620, 9630, 9640

hb96xxua2 00.bin

Avaya 1608 Series IP Telephones hal608b1024vs.bin
Avaya IP Softphone R6
Avaya one-X™ Agent R1
Avaya [P Agent R7

OrecX Oreka Total Recorder running on
Windows 2003 Server

Version 1.2-701-x1592 with Windows IIS
Services 5.1, .NET Framework 3.5, and IE
6.0

4. Configure Avaya Aura’ Communication Manager

All the configuration changes in this section for Communication Manager are performed through
the System Access Terminal (SAT) interface. For more information on configuring
Communication Manager, refer to the Avaya product documentation, Section 10, Reference [1].

This section provides the procedures for configuring Communication Manager. The procedures
fall into the following areas:

e Verify Avaya Communication Manager License

e Administer Processor Ethernet Interface for Application Enablement Services
connectivity

e Administer CTI link with TSAPI service

The detailed administration of contact center entities, such as VDNs, Hunt Groups, Skills,
Logical Agents and Station Extensions are assumed to be in place and are not covered in these
Application Notes.
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4.1. Verify Avaya Communication Manager License

Log into the System Access Terminal (SAT) to verify that the Avaya Communication Manager
license has proper permissions for features illustrated in these Application Notes.

Enter the display system-parameters customer-options command.

e On Page 3, verify that the Computer Telephony Adjunct Links field is set to y for yes.
If not, contact an authorized Avaya account representative to obtain the license.

display system-parameters customer-options Page 3of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? n Audible Message Waiting? n
Access Security Gateway (ASG)? n Authorization Codes? n
Analog Trunk Incoming Call ID? n CAS Branch? n
A/D Grp/Sys List Dialing Start at 01?7 n CAS Main? n
Answer Supervision by Call Classifier? n Change COR by FAC? n
ARS?y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? n
ARS/AAR Dialing without FAC? n DCS (Basic)? n
ASAI Link Core Capabilities? n DCS Call Coverage? n
ASAI Link Plus Capabilities? n DCS with Rerouting? n

Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? n
ATM WAN Spare Processor? n DS1 MSP? n
ATMS? n DS1 Echo Cancellation? y

Attendant Vectoring? n

4.2. Administer Processor Ethernet Interface for Application
Enablement Services Connectivity

Verity the entry for the Processor Ethernet Interface in the node-names form.

e Enter the change node-names ip command. In this case, procr and 10.64.10.10 are
already populated as Name and IP Address for the Processor Ethernet Interface that will
be used for connectivity to the Application Enablement Services server. The actual 1P
address may vary. Submit these changes.

change node-names ip Page 1of 2
IP NODE NAMES
Name IP Address
default 0.0.0.0
msgserver 90.1.1.111
procr 10.64.10.10
test 10.64.10.80
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On an S8300 server, the Processor Ethernet Interface should already be in the ip-interface list.
e The display ip-interface procr command and the list ip-interface all command will
display the parameters of the Processor Ethernet Interface on the S8300.

display ip-interface procr

IP INTERFACES
Type: PROCR
Target socket load: 1700
Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
IPV4 PARAMETERS

Node Name: procr
Subnet Mask: /24

Add an entry for IP Services with the following values for fields on Page 1, as displayed below:
Enter the change ip-services command.

In the Service Type field, type AESVCS.

In the Enabled field, type y.

In the Local Node field, type the Node name procr for the Processor Ethernet Interface.
In the Local Port field, retain the default of 8765.

change ip-services Page 1of 3
IP SERVICES

Service Enabled Local Local Remote Remote

Type Node Port Node Port

AESVCS y procr 8765

Navigate to Page 3 of the IP Services form, and enter the following values:
e Inthe AE Services Server field, type the name obtained from the Application
Enablement Services server, in this case AES.
e In the Password field, type the password to be administered on the Application
Enablement Services server as described in the note below, in conjunction with the steps
in Section 5.
e In the Enabled field, typey.

change ip-services Page 3of 3
AE Services Administration

Server ID AE Services Password Enabled Status
Server
I: AES ook y in use
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Note that the name and password entered for the AE Services Server and Password fields must
match the name and password on the Application Enablement Services server. The administered
name for the Application Enablement Services server is created as part of the Application
Enablement Services installation, and can be obtained from the Application Enablement Services
server by typing uname —n at the Linux command prompt. The same password entered above
will need to be set on the Application Enablement Services server using Administration ->
Switch Connections -> Edit Connection -> Set Password.

4.3. Administer Computer Telephony Integration (CTI) Link

This section provides the steps required for configuring a CTI Link.

Enter the add cti-link <link number> command, where <link number> is an available CTI link
number.

e In the Extension field, type <station extension>, where <station extension> is a valid
station extension.

¢ In the Type field, type ADJ-IP.

e In the Name field, type a descriptive name.

add cti-link 1 Page 1of 3
CTI LINK
CTI Link: 1
Extension: 5990
Type: ADJ-IP
COR: 1

Name: AVAYA CTI1

Enter the list cti-link command to verify that the CTI Link is configured. All configured links
will show in this screen.

list cti-link

CTI LINKS
2-Dgt
Link Ext Type Port Name COR AuxRC
I 5990 ADJ-1P AVAYA CTIl 1 n
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5. Configure Avaya Aura Application Enablement Services

Application Enablement Services enables Computer Telephony Interface (CTI) applications to
monitor and control telephony resources on Communication Manager. The Application
Enablement Services server receives requests from CTI applications and forwards them to
Communication Manager. Conversely, the Application Enablement Services server receives
responses and events from Communication Manager and forwards them to the appropriate CTI
applications.

This section assumes that the installation and basic administration of the Application Enablement
Services server has already been performed. For more information on administering Application
Enablement Services, refer to the Avaya product documentation, Section 10, Reference [2].

Access the AES OAM web-based interface by using the URL https://ip-address in an Internet
browser window, where ip-address is the IP address of the AES server.

<A hitps:/10.64.10.20/index. jsp - Microsoft Internet Explorer

File Edit View Favoribes Tools Help o
Q Back - () Iﬂ IELI ;\J /-.- ) Search :1\'/ Favorites ‘5’-‘? T @; '.'?a ﬁ ‘i‘i
Address | €] hetps:/i10.64.10.20findex. jsp b Go  Lnks ? @sSnagl
Go git £ -.l Search ~ (?.'_j - CEB' Share ~ S] - Sidewiki ~ ﬂ;? Check - EI Translate = >* Qi) - Sign In ~
-~
AVAYA Application Enablement Services

AE Server Administration
WeblLM Administration
Welcome to Avaya Application Enablement Services

These web pages are provided for the admimstration and mamtenance of this Avaya Application Enablement
Server

Before You Begin:

***  WARNING NOTICE ***

This system is restricted solely to Avaya authorized users for legitimate
business purposes only. The actual or attempted unauthorized access, use,

or modification of this system is stricoly prohibited by Avaya. Unauthorized
users are subject to Company disciplinary proceedings and/or criminal and
©ivil penalties under state, federal, or other applicable domestic and
foreign laws. The use of this system way be monitored and recorded for
administrative and sSecurity reasons. Anyohne accessing this system expressly
consents to such monitoring and is advised that if monitoring reveals possible
evidence of criminal activity, Avaya mway provide the ewvidence of such actiwvity
to law enforcement officials. 411 users must comply with Avaya Security
Instructions regsrding the protection of Avaya's information sssets.

© 2009 Avaya Inc. All Rights Reserved.

@I]Done é Q Internet
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The Login screen is displayed as shown below. Log in with the appropriate credentials.

3 45 Lo - Wit et b pPm

Eile Edit W¥ew Favortes Tools Help

OBack - lﬂ li‘] A / ! Search < ' Favorites £

fddress (@] https: /110,64, 10.20/MYAPjindex. jsp v Beo ks
Google W -" Search ~ ¢ G2+ D d}l' S]' 9 Bookmarks * “é& Check + ** 3 SignIn = @Snaglt Eap

AVAYA

ion Enablement Se

Please log on.

Lagon:

Password:

g‘] Done S @ Internet

The Welcome to OAM screen is displayed next. Select CTI OAM Administration from the
left pane.

a3 https:/f10.64.10. 20/MVAP/forms/common/home. jsp - Microsoft Internet Explorer
Edit

Eile

OBack - |£| |EL| A y ! Search Favorites  54) - = = :‘?'

Address | @] https:/{10.64.10,20/MVAP/forms/commanhome.jsp v Bl ks
v | M search - 50 - D gE- Bi- U9 Bodkmarks 0P Check - 2 g, - Signin + & Snaglt [

W

Wiew Favortes Tools Help

Google

Application Enablement Services

Operations Administration and Maintenance
®Help @Logout

Home Y¥ou are here: > Home
CTI 0AM Administration

User Management welcome to OAM

Security Administration

The AE Services Operations, administration, and Management (QaM) Web provides you with tools
for managing the AE Server, OAM spans the following administrative domains:

® CTI OAM Admin - Use CTI 0AM Admin to manage all AE Services that you are licensed to use
on the AE Server.

® User Management - Use User Management to manage AE Services users and 4E Services
user-related resources,

® Security Administration - Use Security Administration to manage Linuz user accounts and
configure Linux-PA&M (Pluggable Authentication Modules for Linux).

Depending on your business requirements, these adminstrative domains can be served by one
administrator for both domains, or a separate administrator for each daomain.

g‘] Done é Q Internet
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The Welcome to CTI OAM Screens screen is displayed. Verify that AES is licensed for the
TSAPI Service, as shown in the screen below. If the TSAPI Service is not licensed, contact the

Avaya sales team or business partner for a proper license file.

2l Welcome to CTI/OAM Screens - Microsoft Internet Explorer,

File Edt \iew Favorites Tools

Help

3Back M > | Iﬂ IELI _I\J 7/ ) Saarch ‘:\'/ Favorites Q“\{

Address @'] https: 1064, 10.20/MYAP Farms ctijctidome . jsp

Google

v -'lSearch '0@ - q'i'i'

Share = @ -

B9=1E3
’:l

a8

Sidewiki ~

v B ks ¥ &Snaalt |

“? Check ~ E‘Translate v "|‘_| auteFil < Q;{) b SignlIn ~

CTI OAM Home
Administration
Status and Control
Maintenance

¥ou are here: > CTI 0AM Home

5 A_pplication" Enablement Services

Operations Administration and Maintenance

® 0om Home ®Help @Logout

Welcome to CTI OAM Screens

[craft] Last login: Thu Apr 29 16:13:11 2010 from 10.64.10.51

IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart.

Service Status
ASAI Link Manager Running
DMCC Service Running
CVYLAN Service Running
DLG Service Running

Transport Layer

. Runnin
Service 4

TSAPI Service Running
SMS Mf A

For status on actual services, please use Status and Control.

License Information

State
NS A
OMLIME
OMLIME
OMLIMNE

(773

OMLINE
N/&

Licenses Purchased

You are licensed to run Application Enablement (CTI) version 4.2,

S & Internet
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Select Administration -> Switch Connections from the left pane. The Switch Connections
screen is displayed, as shown below. Enter a descriptive name for the switch connection and
click on Add Connection. In this case, S8300 is used. Note that the actual switch connection

name may vary.

<A hitps://10.64.10. 20/MVAPHorms/ctifswitchConns. jsp - Microsoft Internet Explorer E|E|g|
File Edit Wiew Favorites Tools  Help ,'
e Back - Q @ Iﬂ Ig _;\J /ﬁ\l Search s“\'( Favorites @3 <]~ .,_{ _J @? 'r% ﬂ ﬁ

Address |E:| htkps: f{10.64, 10, 20/MYAPForms/ckijswitchConns. jsp > ‘ Go Links ** @Snaglt '

Go glt v -" Search =+ G0~ If}' Share ~ @ < Sidewiki ~ ":} Check ~ 4a| Translate - (\‘J AutoFill - C/v % - | | SignIn =

Application Enablement Services

Operations Administration and Maintenance

0 Home ®Help @Logout

| CTI.OAM Home ¥ou are here: >  Administration > Switch Connections

| = Administration

: Switch Connections
» MNetwork Configuration

Switch Connections
|| » CTI Link Admin |

| [ Add Cannection

Next, the Set Password — S8300 screen is displayed. Enter the following values for the
specified fields and click Apply.

e Switch Password: Same as password in Section 4.2.

e Confirm Switch Password: Re-enter the password entered above.

e SSL: Retain the default check.
A hitps://10.64.10. 20/MVAP/actionfctifswitchConns. do - Microsoft Internet Explorer =9
File Edit Wiew Favortes Tools  Help i
eﬁack - Iﬂ IELI ;\J /'-75earch f‘\'( Favortes 462 < :’; _] @3 '.'_73 B8 3
Ackress @] https: /10,64, 10.20/MyAP actionjctijswichConns. da v B ks 7 ©Snagtt B

Go glc’ “w -" Search » 4+ &2 ~ EEI' Share = @ - Sidewiki ~ "@5 Check = 43| Translate - (\‘_| AutoFil = 4 % L | SignIn *

Application Enablement Services

Operations Administration and Maintenance

®0aM Home ®Help @Logout

CTI 0AM Home ¥ou are here: = Administration = itch Connections

~ Administration

» Metwork Configuration
Switch Connections
CTI Link admin
DMCC Configuration
TS4PI Configuration

» Security Database

Set Password - S8300

Please note the following:
* Changing the password affects only new connections, not open connections.

- v

' » Certificate Management Confirm Switch Password l:l

: v Dial Plan SSL

{ - -

{ Enterprise Director: Anpl C |

= .
@Done é ° Internet
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Select a Switch Connection using the drop down menu. Select the Switch CTI Link Number
using the drop down menu. The CTI link number should match the number configured in the cti-

link form in Section 4.3. Click Apply Changes. Default values may be used in the remaining
fields.

2 https://10.64.10. 20/MVAP/action/ctiftsapilinks. do - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help I3

eBack T & |ﬂ \g ;\J /.-\JSearch \:1:( Favorites ‘} (A k_i J E{Lz lr—’} ﬁ ﬁ
Address [ ] https1//10.64.10.20/MyAPjaction/ctiftsapiLinks do v B ks 7 @saat i

Go glE - -.' Search v v G0 T I:Ei' Share = @ = Sidewiki = A;} Check = &a| Translate + (|‘_| aukoFil < % - | ! Sign In =

Application Enablement Services
Operations Administration and Maintenance

®0aM Home @ Help @Logout

CTI OAM Home You are here: >  Administration > CTI Link Admin > TSAPI Links

' - Administration
| » MNetwork Configuration
Switch Connections
-+ CTI Link &dmin
TSAPI Links Switch Connection: 58300 v

Add / Edit TSAPI Links

Link:

{ CYLAN Links Switch CTI Link Mumber:
| DLG Links

» DMCC Configuration
TSAPI Configuration Security Unencrypted v
Security Database Apply Changes ] [ Cancel Changes
Certificate Management
Dial Plan

Enterprise Directory

&] E @ Internet

A5al Link version

5L &
IuH!

-

- v
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Next, add a CTI User, as Oreka TR requires a CTI user to access AES. Select OAM Home ->
User Management -> Add User from the left pane.

In the Add User screen, enter the following values:
e In the User Id field, type a meaningful user id.
¢ Inthe Common Name field, type a descriptive name.
¢ In the Surname field, type a descriptive surname.
e In the User Password field, type a password for the user.
In the Confirm Password field, re-enter the same password for the user.
e In the Avaya Role field, retain the default of None.
e Inthe CT User field, select Yes from the dropdown menu.
e Click Apply at the bottom of the screen (not shown here).

<2} Add User, - Microsoft Internet Explorer [Z”E|E|

Edit  Wiew Favorites Tools  Help ;'

File

Qe - () Iﬂ @ ;\J /'._\J Search :1:/ Favortes (%) - kg L) B '—3 i 3
Adress | ] httpst//10.64. 10.20MuAP  actionjuser [precreateuser.do v B ks 7 @snaglt B
Google v [ search - @B - - Share - &~ [ Sidewiki ~ | % Check + [8a| Translate - §- | AdtoRil - 4 €4 - () SignIn +
‘T
AVAVA Application Enablement Services |

Operations Administration and Maintenance

®0aM Home @ Help @Logout |

User Management Home BREPREICRIEIEER User Management Add User
|+~ User Management
; ; Add User
| List All Users
Add User Fields marked with * can not be empty.
Search Users
Modify Default User * User Id

arecx
Change User Password

| |» Service Management
» Help * SUrname | gracy

* Comman Mame | gracy

* User Password
| * Confirm Passwoard
. Admin Note
Avaya Role | pone
Business Category
Car License

CM Home

Css Home

LI

CT User §

Department Numberl:l
Display Mame l:l
Employes Numberl:l
Enterprise Handle l:l
Given Mame l:l

Home Pastal address l:l
Initials l:l
Labeled URI |:| =
< >
&] Dore S 4 Internet
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Next, change the security level for the CTI User as it needs to have unrestricted access
privileges. Select Administration -> Security Database -> CTI Users -> List All Users from
the left pane. Choose the CTI user, and click Edit.

Provide the user with unrestricted access privileges by clicking the Unrestricted Access button
so that it shows Enable. Click Apply Changes.

-2M hitps://10.64.10.20/MVAP/action/ctifctiUsers. do - Microsoft Internet Explorer, E]E\E|
#

File Edit View Favorites Tools Help

GEack M > ) Iﬂ IEL| _;\J /..-‘: Search “_:'_1‘\'.;:’Favorites @‘3 ] @? 'l_;a ﬁ ‘i‘i

Address | @] https: {{10.64.10,20/MyAR action/ctifctisers da v Beo ks ¥ @snet [

Go Sie v -" Search ~ 4 Gj/" © E'Si' Share ~ @ = Sidewiki ~ a? Check - ﬁ Translate - (|‘_| AutoFill - é Q"‘-\Q & SignIn =
’A
= AVAVA Application Enablement Services
y Operations Administration and Maintenance

ome ®Help @Logout

Administration > Security Database

Edit CTI User

CTIL OAM Home You are here: CTI Users =

| - Administration

Hetwork Configuration

-

Switch Connections

- - User IO arec:
» CTI Link Adrin
Comman MName orecy
» DMCC Configuration
TSAPI Configuration pioikizpltiane NONE %
~ Security Database Unrestricted Access
SDB Control
- LIl Uzers Call Origination and Termination | Mone +
List all Users
Search Users . .
Device / Device Mone
Waorktops
Devices Call / Device Mone
Device Groups call / call O
Tlirks
Tl”_jk Groups Allow Routing on Listed Device |hMone v
v Certificate Management
~ EelEER [ Apply Changes ] [ Cancel ]
Enterprise Directory
» Host A4

SMS Configuration
WeblM Configuration

Bridged Alert Config
Status and Control

Maintenance

¥ AR W I ST

A
>

@I]Duna é O Inkernet
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Select Administration -> Security Database -> CTI Users -> Tlinks from the left pane. The
Tlinks screen shows a listing of the Tlink names. A new Tlink name is automatically generated
by the Application Enablement Services server upon creation of a new switch connection.
Locate the Tlink name associated with the relevant switch connection. This uses the name of the
switch connection as part of the Tlink name, in this case S8300: AVAY A#S8300#CSTA#AES.

/A hitps://10.64.10.20/MVAPHformsictiltlinks. jsp - Microsoft Internet Explorer (=3

Edit Wiew Favorites Tools Help *l

File

eﬁack M > | |ﬂ @ _;\J /..-\JSearch ‘\:n::(Favorltes {‘E i \_{ _J E\S::Z lr—?a ﬁ ﬁ

Address |f§'|https:;,fm.snt.1u.201MVAP:Forms;’cti;’tlinks.jsp v|Gn links > &snaglt &'

Google v | 8 search ~ 4+ &2 - o~ share = Bh+ [ Sidewiki - "% Check = 43 Translate ~ o AdtoRil = 40 &4 - ( SignIn -

B

Operations Administration and Maintenance

)

AVAyA Application Enablement Services

® oM Home QHEI'I mLEII_I:ILIt

|| CTI0AM Home

' ~ Administration : Tlinks
Wetwork Configuration
Switch Connections .

CTI Link_Admin il R

DMCC Configuration & AVAYA#SOIOD#CSTA#AES 3
TS4PI Configuration [ Edit Tlink | [ Delete Tlink
~ Security Database
SDB Contral

CTI Users
Warktaps
Devices

Device Groups
Tlinks

Tlink Groups a3

> Tlinks

You are here: > Administration >

-

- ¥

-

@Dona é O Inkernst
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6. Configure Oreka Total Recorder

This section provides the procedures for configuring Oreka Total Recorder. The procedures
include the following areas:
e Launching Oreka Total Recorder Web Service

o Browse
o Live
o Admin

e Viewing Oreka Total Recorder

The configuration of Oreka Total Recorder is typically performed by OrecX support technicians.
The procedural steps are presented in these Application Notes for informational purposes. The
CTT user and the TSAPI link configured in Section S are used during the installation of the
application. .

6.1. Launch Oreka Total Recorder

Access the Oreka TR web-based interface using the URL http://ip-address:8080/orkweb/app
in an Internet browser window, where ip-address is the IP address of the Oreka TR server. The
Login screen is displayed as shown below. Log in using the appropriate credentials.

imid
File Edit “iew Favorites Tools Help | ﬂ'
QBack ~ ) - [x] [2] (2| search | “Favarites &) | 0+ o [

Address [i&] http:/127.0.0.1:5080orkwebjapp Tl B [Links >
[ 'Om[lell(cEPTR Account Logout =

Please login
User name Iadmin rec
Password I..... The Open Source Recording Company
(g ]
N
=

] pane l_l_l_l_l_le Inkernet Vi
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6.1.1. Browse

Once logged in, the screen below appears. Under the Browse button, filters and tags can be set,
and searches can be performed.

¢ In the left pane, filters and tags can be added. These were not used for the
interoperability tests.

e In the right pane, a message appears, “There were no results.” As shown in subsequent
screen shots, this pane is populated with recordings from agents, extensions, and VDNs
when live calls are set to be monitored and recorded.

43 OrkWeb - Browse Recordings - Microsoft Internet Explorer &l x|
File Edit \ew Favorites Tools Help | -4’
@Back - &3 - |_] Iﬂ .\ | /':" Search J“' Favotites €4| - B
Address [:&] heep://127.0.0.1:8080 orkweb/app | Eee |unks >
s . =
T G e o
| recordings | | tags | | audit trail | Welcome adminfn adminln
IFiIter by vl | Reset | | Search |
Monitored only [0
Tag name I Select tag |
Tag text I— There were no results
Segment ID
Min Duration
Max Duration
Local Party J
Remote Party
IP Addresses
Start Date 2009-11-23 00.00:00 @
End Date l— @
Outgoing ¢ Incoming ¢ Both ™
| Calculate disk space | Search |
=
[&] pone [T [ [ |4 mntermer
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6.1.2. Live

Select the Live button to monitor an entire group. This allows for monitoring of current calls.
All live calls to monitored stations can be observed. Click the radio button *Live Monitoring of
Latest Calls under GROUP NAME to allow recording. Hit the submit button.

Zj Live Monitoring Group Selection - Microsoft Internet Explorer

Welcome adminfn adminln

[ ) I
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Once live monitoring is enabled, the screen below shows all active calls, including calling and
called parties. The four digit extensions represent extensions and agents, and the IP addresses
indicate IP Agent, IP Softphone, or One-X Agent calls. This information is obtained by
monitoring the connection between Communication Manager and the AES server and recording
that information within the application database.

3 OrkWeb - Live Monitoring - Microsoft Internet Explorer

File Edit Vew Favorites Tools Help

=la|x]
| &

Qback - ) - [ (2] 0| O search SrFavorites € | 10 L B

Address I@ hktp:/f127.0.0.1:8050/orkweb/app

| Ee |unks >

Orekalk (e (admin )
TOTAL RECORCER

n
(_stats_)(_ config ) (_account ) (_ Logout ) | =

Welcome adminfn adminln

USER LIVE MONITORING

Monitoring group: * Live Monitoring of Latest Calls

USERID USER HAME LOCAL PARTY DIRECTION REMOTEPARTY ELAPSED KEEP DISCARD MOHITOR

1 10.64,10.40 10641011 041z () (@) »)

-2 5313 unknawn GESONON N C)

-3 10.64.10.43 10641011 04tz (8) (@) (B)

-4 5310 unknawn ERONION N C)

-5 10.64.10.41 unknawn EERSEO NG »)

-6 5311 unknown 00:10 ’\3) d) !)

7 10.64.10.42 unknawn ooos (@) (@) |

-8 inactive inactive on:sn (@) (@

-2 inactive inactive oso (@) (@)

-10 inactive inactive wse (@) @

11 inactive inactive wmse (@) @ |

-1z inactive inactive 00:50 :_)) \‘j

-13 inactive inactive 00:50 :‘)) d)

14 inactive inactive os0 (@) (@) d|
BE o o Y S
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6.1.3. Admin

Select the Admin button to administer a user. There must be at least one user administered (in
the case below, admin for test purposes). Customers can create multiple users or import users,
though this functionality was not tested during compliance testing.

Zj orkweb - User Management - Microsoft Internet Explorer

m m 'Admin

| users | | groups | | programs | | workstations | Welcome adminfn adminln

Select page | Clear page

|Pick action 7]
Clear all
o G AT v A

n adminfn  adminln  admin 1 [ view

create new ” Import Users

There are no selected users to display.

R ——

Last name

Recordable ves ' No O Both &

Active ves © No ( Both &

[ ) I
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6.2. Viewing Recorded Calls

Once calls have been recorded, select the Browse button to view recorded calls. The Browse
button also functions as a refresh of the screen. After waiting for a few seconds, the Browse
button can be selected again to view additional calls.

/3 orkweb - Browse Recordings - Microsoft Internet Explorer =181 x|

File Edit Vew Favorites Tools Help | #
Qsack ~ ) - [ (2] | Psearch Srravories & | Ci- L B
Address Iféj http:/{127.0.0.1:8080forkwebjapp?page=RecSegmentséservice=page j GD Links **
.
Orekall (oo tive J(_ admin ) (stote ) confio ) Caccount) (togout )| =
TOTAL RECORCER

| recordings | | tags | | audit trail | Welcome adminfn adminin
IFiIter by vl | Reset | | Search |
Monitored only [ IF‘ick action j
Tag name [ Select tag | Select page | clear
TIME DURATION LOCAL PARTY DIRECTION REMOTE PARTY USER TYPE
Tag text -
> b
2009-11-23 15:05:24.0 32 5202 \9 3035381234 W I
Segment ID = ekl
2009-11-23 15:01:49.0 52 sz01 (2) spazasizas » v -
Min Durati
i Buration 2009-11-23 14:59:21.0 12 s310 » v
Max Duration 2009-11-23 14:50:08.0 10 5313 ¢) LU

Local Party
Remote Party
IP Addresses

Start Date 2003-11-23 00:00:00 @
End Date l— @

Outgoing o Incoming ' Both @

\| Calculate disk space | Search |
=
|&] pone ’7’7’7’7’7 @ Internet
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7. General Test Approach and Test Results

All feature functionality test cases were performed manually to verify proper operation. The
following scenarios were tested using the test configuration diagram shown in Figure 1.

The installation test cases were covered with the setup of Communication Manager, Application
Enablement Services, and Oreka TR. The clean removal of the application was also covered in
this section.

The functionality test cases were performed manually. Various calls were placed including
incoming and outgoing PSTN calls to the monitored VDN, and incoming and outgoing calls to
and between the agents, both telephones and soft clients. Calls were made with monitored and
non-monitored agents, per test case specification.

The serviceability test cases were performed manually by disconnecting and reconnecting the
Ethernet cable to the Oreka TR server at different intervals, powering down Communication
Manager, powering down the Application Enablement Services server, and also by stopping the
CTlI service on Application Enablement Services.

The verification of tests included manually listening to recordings from the web, checking the
timestamps and data of the recordings, and performing searches. All test cases passed. No
errors were detected.
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of
Communication Manager, Application Enablement Services, and Oreka TR.

For Communication Manager, check the CTI Link status with the status aesvcs cti-link
command. The link status should show no for maintenance busy (Mnt Busy) and the Service
State should indicate established.

status aesvcs cti-link
AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent  Revd

1 4 no AES established 15 15

For AES, the TSAPI Service should show as Running Status, ONLINE State, and Yes for
Licenses Purchased.

2l Welcome to CTI OAM Screens - Microsoft Internet Explorer

Eile

GBack - > Iﬂ IELI ;‘J /.-?Search ‘:1\'/ Favorites 6’-‘: v g @\@ '-a ﬂ j“s

address | @] https:if10.64.10.20/MVAP Forms/ctijctiHome. jsp v|BJeo unks ¥ @snaort B

Edit Wiew Favorites Tools Help "

Google v | 8 search - g2 + o Share ~ &0 - sidewiki ~ | "5 Check - [3a Translate = 5] AutoFil = 0 € - Sign In ~

AVAyA Ai)pli(;fion Enablement Services

Operations Administration and Maintenance

® 04 Home @ Help @Logout
CTI OAM Home You are here: = CTI OAM Home
Administration

Welcome to CTI OAM Screens

Status and Gontrol
Maintenance
Alarms [craft] Last login: Thu Apr 29 16:13:11 2010 from 10.64.10.51
Logs
Utilities

i Rl T v

:

IMPORTAMNT: AE Services must be restarted for administrative changes to fully take effect.

1 Changes to the Security Database do not require a restart,

Service Status State Licenses Purchased

ASAI Link Manager Running [REFY SR
DMCC Service Running OMLINE Wes
CYLAN Service Running OMLIMNE Wes
DLG Service Running COMLINE Yes
‘él:rr\:isg;rt Laven Running A& [WEEY
TSAPI Service Running OMLIMNE Wes
SMS M A NAA Yes

For status on actual services, please use Status and Control.

License Information

wou are licensed to run Application Enablement (CTI) version 4.2,

g‘]DUne é e Internet
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Oreka TR does not have a reporting mechanism to check the CTI link, though the link is actively
monitored. To verify the setup is correct and the link is active, from the server running the
Oreka TR, log in with the appropriate credentials.

Make an incoming call to VDN 5610 to a monitored, available agent from the PSTN. Verify that
the call is ringing at the agent’s telephone. Answer the call and verify talk path. On the Oreka
TR web screen, hit the Browse button, verify the timestamp, duration, local party number, and
direction are correct and that the PSTN information is correctly displayed.

Once multiple calls have been completed, the reporting can be verified by listening to a variety
of call recordings, in this case by using the recording history under the Browse tab and selecting
the play icon.

=18 x|

File Edit Vew Favorites Tools Help | #

@Bk ~ ) - %] 2]

Address Iféj http:/{127.0.0.1:8080forkwebjapp?page=RecSegmentséservice=page j Go | Links **
Stats Config Account Logout —I

3 OrkWeb - Browse Recordings - Microsoft Internet Explorer

. | ' search < Favotites 490 | L E

Orekall: Live Admin
TOTAL RECORCER
| recordings | | tags | | audit trail | Welcome adminfn adminin
= ==
- | Lt
IFiIter by =] | Reset | | Search | [P LSS = |
Monitored only [ IF‘ick action j
Tag name | Select tag | Select page | clear
TIME DURATION LOCAL PARTY DIRECTION REMOTEPARTY USER TYPE
Tag text
2009-11-23 15:05:24.0 32 sz0z 3035361234 Il
Segment ID p
2009-11-23 15:01:49.0 52 sz01 3035361234 ¢) )
Min Duration 2009-11-23 14:59:21.0 12 5310 ) O
Max Duration 2009-11-23 14:59:08.0 10 5313 J €
Y,
Local Party
Remote Party
IP Addresses
Start Date 2009-11-23 00:0000 @
End Date l— @
Outgoing o Incoming ' Both @
| Calculate disk space | Search |
=
|&] pone ’7’7’7’7’7 @ Internet
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9. Conclusion

Oreka TR was compliance tested with Avaya Aura "™ Communication Manager Release 5.2.1
and Avaya Aura "™ Application Enablement Services Release 4.2. Oreka TR successfully
captured and recorded phone activity for agents and ACD/split groups. All test cases completed
successfully.

10. Additional References

This section references the Avaya and Oreka TR product documentation that are relevant to these
Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com:

[1] Administering Avaya Aura™ Communication Manager, Doc ID: 03-300509, Issue
5.0, Release 5.2, May 2009; Avaya Aura™ Change Description for Release 5.2.1, Doc
ID: 03-603443, Issue 1, November 2009

[2] Avaya MultiVantage Application Enablement Services Administration and
Maintenance Guide, Doc 1D: 02-300357, Release 4.2, Issue 10, May 2008

[3] Oreka TR Quick Start Guide Version 1.2, Rev. 3, available via request to
support@orecx.com
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