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Abstract

These Application Notes describe the configuration steps required for Cacti’s FocusRecord to
interoperate with Avaya Communication Manager and Avaya Application Enablement
Services (AES). The objective of the test was to evaluate the ability of FocusRecord to issue a
Single-Step Conference Request through events acquired from the Telephony Services
Application Programming Interface (TSAPI). In the configuration discussed in these
Application Notes, Cacti FocusRecord employs Device, Media and Call Control (DMCC) API
(formally known as CMAPI) virtual stations as recording ports. During compliance testing,
Cacti FocusRecord successfully recorded contact center calls placed to and from stations, as
well as calls placed to a hunt group and then redirected to agents.

Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the Developer Connection
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The Cacti FocusRecord Application monitors, records, stores, and plays back phone calls for
verification. FocusRecord uses TSAPI with an Application Enablement Services (AES) server to
monitor stations, agents, and/or VDN, i.e., to obtain recording triggers and call information.
FocusRecord also uses the Device, Media and Call Control (DMCC) API (formally known as
CMAPI) with the AES server to register DMCC softphones that FocusRecord uses as recording
ports. When recording of a call is desired, FocusRecord issues a Single Step Conference request
through events acquired from TSAPIL

The interoperability of FocusRecord Version 2.45 with Avaya Communication Manager is
accomplished through Application Enablement Services. These Application Notes describe the
compliance test configuration used to test Cacti’s FocusRecord Version 2.45, with Avaya
Communication Manager running on an Avaya S8300 Server and an Avaya G350 Media
Gateway.

1.1. Interoperability Compliance Testing

The Compliance testing focused on the following areas, covered in the DevConnect Test Plan for
Avaya Communication Manager and Application Enablement Services and Cacti’s
FocusRecord:

Phase 1 Installation & Configuration
Phase 2 FocusRecord/Avaya Feature Functionality Verification
Phase 3 Failover and Serviceability Tests

The installation and configuration testing focused on the setup of all components and the ability
to interoperate. It also covered the ability to remove the application from the system.

The functionality testing focused on verifying FocusRecord’s ability to use real-time data from
Avaya Communication Manager and Application Enablement Services to record contact center
calls.

The serviceability testing focused on verifying the ability of FocusRecord to recover from and
report on adverse conditions.

1.2. Support

For technical support on FocusRecord, contact Cacti at +1 866 34CACTI or put in a service
request at http://support.cacti-inc.com.
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2. Reference Configuration

The interoperability of FocusRecord with Avaya Communication Manager is accomplished
through Application Enablement Services. The compliance test configuration used to test
FocusRecord includes the Avaya S8300 Server, the Avaya G350 Media Gateway, Application
Enablement Services, Windows 2003 Server running FocusRecord, and telephones. The solution
described herein is also extensible to other Avaya Servers and Media Gateways. Figure 1
provides a high level topology for the configuration used in the compliance test.

/_ Avaya S8300 Server running Avaya Avaya Application I-;nahlcmcnt—‘\
Communication Manager Services
10.64.10.25 10.64.10.21

PSTN Telephone

FE R E R RN
‘----‘
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Avaya 9600 Series IP

Telephones (Agents) 10.64.10.15
Avaya 9600 Scrics [P Cacti
Telephones (Stations) FocusRecord

\\ Server

=== Logical CTI Link
Figure 1: Test Configuration for the Cacti FocusRecord Solution
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Hardware/Software Component Version/Description
) Avaya Communication Manager
é;sey;as&oo Server and G350 Media 4.0 (R014x.00.0.730.5) with Service Pack
J 13566

Avaya Application Enablement Services Release 4.2
Avaya 9600 Series IP Telephones 9620, 9630, 9640 Terminals R2.0 (H.323)
Avaya IP Agent, Avaya one-X ™ Agent R7.0,R1
Cacti FocusRecord running on Windows Version 2.45
2003 Standard Edition Server ersion =.

4. Configure Avaya Communication Manager

All the configuration changes in this section for Avaya Communication Manager are performed
through the System Access Terminal (SAT) interface. For more information on configuring
Avaya Communication Manager, refer to the Avaya product documentation, Reference [1].

This section provides the procedures for configuring Avaya Communication Manager. The
procedures fall into the following areas:

SMH; Reviewed:
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Administer Processor Ethernet Interface for Application Enablement Services
Connectivity

Configure Hunt/Skill Groups, Agent Logins, and Call Vectoring

Create Recording Stations

Create Recorded (Monitored) Stations

Administer CTI Link
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4.1. Administer Processor Ethernet Interface for AES Connectivity

Verify the entry for the Processor Ethernet Interface in the node-names form.
e Enter the change node-names ip command. In this case, procr and 10.64.10.25 are
already populated as Name and IP Address for the Processor Ethernet Interface that is
used for connectivity to the AES server. The actual IP address may vary. Submit changes.

Telnet 10.64.10.25 ﬂﬂ

hange node—names ip Page 1 of 2
IF HODE MAMES
IPF Address

18.64.18.9A8
18.64.18.85
a.8.8.8

18.64.168.25

administered node—names were displaved >
*lizt node—names’ command to see all the adminiztered node—-names
! ip xxx®" to change a node—name ‘xxx' or add a node—name

ESC—x=Cancel Esc—e=Submit Ezc-p=Prev Pg Ezc—n=MHext Pg Eszsc—h=Help Ezsc—r»=Refreczh

On an S8300, the Processor Ethernet Interface should already be in the ip-interface list.

o Either the display ip-interface procr command or the list ip-interface all command will
display the parameters of the Processor Ethernet Interface on the S8300.

v Telnet 10.64.10.25

Type:

Hode Mame: proce
IP Address: 18 .64 .18 .25
Subnet Mask: 255.255.255.8

Enabhle Ethernet Port? y Allow H.323 Endpoints? y
Metwork Region: 1 Allow H.248 Gateways? y
Gatekeeper Priority: 5

Target socket load: 1788

ESC—x=Cancel Esc—e=5ubmit Esc—p=Prev Pg Esc—n=Hext Pg Eszsc—h=Help Esc—r=Refre=zh
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o Telnet 10.64.10.25 ﬂﬂ

list ip—interface all

IP INTERFACES

81lot Code S5fx Hode MWame~ Subnet Mazk
IP-Address

18.64.18.25 2556.256.255.8

ommand successfull

ESC—x=Cancel Ezc—e=S5ubmit Eszsc—p=Prev Pg Ezc—n=MNext Pg Ezc—h=Help Esc—r=Refrezh

Add an entry for IP Services with the following values for fields on Page 1, as displayed below:
e Enter the change ip-services command.
¢ In the Service Type field, type AESVCS.
e In the Enabled field, type y.
e In the Local Node field, type the Node name procr for the Processor Ethernet Interface.
e In the Local Port field, retain the default of 8765.

IP SERUVICES
Service Enahled Local Local Remote
Hode Port Hode
uy proce 8765

ESC—x=Cancel Esc—e=Submit Ezc-p=Prev Pg Esc—n=Mext Pg Eszsc—h=Help Esc—r=Refreczh
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Go to Page 3 of the IP Services form, and enter the following values:

e Inthe AE Services Server field, type the name obtained from the AES server, in this
case aesserver2.

e In the Password field, type the same password to be administered on the AES server, in
this case aeslpassword.

e In the Enabled field, type y.

e+ Telnet 10.64.10.25

AE Services Administration

Server ID AE Services Password Enabled Status
Server
pESSEPUER2 aeslpassword u in use

T CFT e o D b (5 0 G0 =T O P e G D) ek

ke ok ok ok ok ok ke

ESC—x=Cancel Esc—e=5ubmit Esc—p=Prev Pg Esc—n=Mext Pg Esc—h=Help Esc—r=Refresh

Note that the name and password entered for the AE Services Server and Password fields must
match the hostname and password on the AES server. The administered name for the AES server
is created as part of the AES installation, and can be obtained from the AES server by typing
uname —n at the Linux command prompt. The same password entered above will need to be set
on the AES server using Administration -> Switch Connections -> Edit Connection -> Set
Password. For detailed information on AES, see Section 5 Configure Application Enablement
Services.
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4.2. Configure Hunt/Skill Groups, Agent Logins, and Call Vectoring
Go to Page 6 of the system-parameters customer-options form, and verify the following values:
e Enter the display system-parameters customer-options command.
e Verify that the ACD and Vectoring (Basic) fields are set to y. If not, contact an
authorized Avaya account representative to obtain these licenses.

. Telnet 10.64.10.25 ﬂﬂ

dizsplay system—parameters customer—options Pa 6 of 11
CALL CENTER OPTIOMWAL FEATURES _

Call Center Release: 4.0

ACD?

BCHS (Bazdic>?

BCME-UuStats Service Level?

BER Local Treatment for IP & ISDN?
Buziness Advocate?

Call Work Codes?

DTMF Feedbhack Signals For URU?
Dynamic Advocate?

Expert Agent Selection {(EAS>7?
EAS—PHD?

Forced ACD Calls?

Least Occupied Agent?

Lookahead Interflow (LAI>?
Multiple Call Handling ¢On Request>?

Reaszon Codes?

Service Level Maximizenr?

Service Ohserving (Basic)?

Service Ohserving (Remote~ By FAGC)>?

Service Ohzerving C(UDNs)>7

Timed ACH?

Vectoring (Basic>?

Vectoring (Prompting>?

Vectoring <G3U4 Enhanced>?

Vectoring (3.8 Enhanced>?

Vectoring CAMI/II-Digits Routing>?

Vectoring <G3V4 Advanced Routing>?

Vectoring CCIMFO>?

Vectoring ¢Best Service Routing>?

Multiple Call Handling ¢(Forced>? Uectoring C(Holidays)>?

PASTE <Dizplay PBX Data on Phonel? Vectoring <Uariables>?
CMOTE: You must logoff & login to effect the permission changes.)

22303 33w 3333 g
Whshs Olmlm s T

ESC—x=Cancel Esc—e=%ubnit Esc—p=Prev Pg Eszsc—n=Hext Pg Eszsc—h=Help Ezc—r=Refrezh

Add an entry for a hunt group with the following values as displayed below:
e Enter the add hunt-group x command, where x is an unused hunt group number.
e On Page 1, assign a descriptive Group Name and an available Group Extension.
e Set the ACD, Queue, and Vector fields to y.

Telnet 10.64.10.25

HUNT GROUP

Group Mumber: 28 ACD?
Group Mame: testHunt Queue?
Group Extension: 5599 Vector?
Group Type: wucd-mia
H:

COR: 1 MM Early Answer?
Security Code: Local Agent Preference?
ISDHASIP Caller Display:

Queue Limit: wnlimited
Calls Warning Threshold: Port:
Time Warning Threshold: Port:

ESC—x=Cancel Esc—e=%ubmit Esc—p=Prev Pg Ezsc—n=Hext Pg Ezsc—h=Help Ezc—r=Refrezh
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On Page 2, set the SKkill field to y, which means that agent membership in the hunt group is
based on skills, rather than a pre-programmed assignment to the hunt group.

Telnet 10.64.10.25

HUNT GROUP

Skill? vy Expected Call Handling Time <{sec)>: 188
AAS? n
Meazured: none
Supervisor Extenzion:

Controlling Adjunct: none

Timed ACY Interval <(secl:

Hedirect on Mo Answer (ringsl:
Redirect to UDM:
Forced Entry of Stroke Counts or Call Hork Codes? n

ESC—x=Cancel Ezc—e=S5ubmit Eszsc—p=Prev Pg Ezc—n=MNext Pg Ezc—h=Help Esc—r=Refrezh

Add entries for agents with the following values as displayed below:
e Enter the add agent-loginID x command, where x is a valid extension in the dial plan.
e On Page 1 of the agent-loginID form, enter a descriptive Name and Password.

add agent—loginID 5325 Page 1 of 2

Login ID: 5325 AAS?
Mame: TEST AGENT 1 AUDIR?

TH: 1 LUWC Reception:

COR: 1 LUC Log External Calls?

Coverage Path: AUDIY Mame for Messaging:

Security Code:

LoginID for ISDN Dizplay?

Pazzword:

Pazssword (enter again?

Auto Answer

MIA Across Skills:

ACY Agent Conszidered Idle:

Aux Work Reaszon Code Type:

Logout Reason Code Type:

Maximum time agent in ACY before logout (zecl:
Forced Agent Logout Time:

WARNING: Agent must log in again before changes take effect

ESC—x=Cancel Ezc—e=S%ubmit Esc—p=Prev Pg Esc—n=Mext Pg Esc—h=Help Esc—r=Refreczh
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On Page 2, set the Skill Number (SN) to the hunt group number previously created. The Skill
Level (SL) may be set according to customer requirements. Repeat this step as necessary to
configure additional agent extensions.

o Telnet 10.64.10.25

Direct Agent Skill:
Call Handling Preference: skill-lewvel Local Call Preference? n

SH SL SH SL
28 1

16:
17:
18:
19:
28:

P o oD b (0 D 50 = ] O P L BT ek

[=y=y=y=y=y=

ESC—x=Cancel Ezc—e=%ubmit Esc—p=Prev Pg Esc-—n=Mext Pg Ezc—h=Help Esc—r=Refreczh

Add entries for vectors with the following values as displayed below:
e Enter the change vector x command, where x is a vector number in the list to be
modified.
e Enter a descriptive Name, and program the vector to deliver calls to the hunt/skill group
number. Agents that are logged into the hunt/skill group will be able to answer calls
queued to the hunt/skill group.

Telnet 10.64.10.25

hange wvector 1

CALL UECTOR
Mumher: Mame: Queue to =skilll

Basic? EAS? o G334 Enhanced? v ANI A I 1-Digits? u ASAI Routing? v
Prompting? LAI? n G3U4 Adv Route? v CINFO? n BSR? v Holidays? v
Variahles? 3.8 Enhanced? v

@1 wait—time 2 zsecs hearing ringhack
B2 gueue—to skill 1 pri m
A3

A4
A%
A6
a7
A8
A7
18
11
12

Press 'Esc f &' for Uector Editin

ESC—x=Cancel Esc—e=Subnit Eszc—p=Frev Pg Esc—n=Next Pg Esc—-h=Help Esc—r=Refrezh
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Add entries for vdns with the following values as displayed below:
e Enter the add vdn x command, where x is an extension valid in the dial plan.
e Specify a descriptive Name for the VDN and specify the Destination as the Vector
Number configured in the previous step.

¢ In the example below, incoming calls to the extension 5599 will be routed to testVDN,
which in turn will invoke the actions specified in Vector 1.

v Telnet 10.64.10.25

Extension:
Mame »*:
Uector MHumbher:

Allow UDH Override?
COR:

TH:

Heasured:

UDH of Origin Annc. Extension*:
1st Skills=:
2nd Skill=:
Ird Skill=:

* Follows UDN Override Rules

ESC—x=Cancel Esc—e=Submit Ezc-p=Prev Pg Esc—n=Mext Pg Esc—h=Help Ezc—»=Refreszh
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4.3. Create Recording Stations

The recording ports in this configuration are DMCC stations that essentially appear as IP
Softphones to Avaya Communication Manager.

Add entries for recording ports with the following values as displayed below:
e Enter the add station x command, where x is a station valid in the dial plan.
e On Page 1 of the station form, set the Type field to an IP telephone set type, enter a
descriptive Name, and specify the Security Code. The security code for all recording
stations MUST have the same value.

e Set the value for IP SoftPhone to y. This value is required for the recording stations.
e Additional default values can be used for these recording stations.

e Repeat this procedure as necessary with the same Security Code to configure additional
DMCC stations.

e+ Telnet 10.64.10.25 ﬂﬂ

add station 5218 Fage 1 of 5
STATION

Extenzion: 5218 Lock Meszages? n
Type: 7638 Security Code: 123456
Port: IP Coverage Path 1:

Hame: DMCC Recording Station 1 Coverage Path 2:

Hunt-to Station:
STATION OPTIOME
Time of Day Lock Tahle:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 5218
Speakerphone: 2—way Mute Button Enabled? u
Display Language: english Button Modules: B
Survivable GK Mode Mame:
Survivahle COR: internal MHedia Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? vy

IP VUideo Softphone? n

Cuztomizable Labels?

ESC—x=Cancel Ezc—e=Submit Ezc-p=Prev Pg Esc—n=Mext Pg Ezc—h=Help Ezc—r=Refreczh

SMH; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 35
SPOC 4/25/2010 2010 Avaya Inc. All Rights Reserved. CactiFR2



Each DMCC station requires an [P_ API A license.
e Enter the display system-parameters customer-options command and verify that there
are sufficient IP. API A licenses. If not, contact an authorized Avaya account

representative to obtain these licenses. For the compliance test, recording stations from
5210 to 5219 were created.

+ Telnet 10.64.10.25

MAXIMUM IF REGISTRATIONS BY PRODUCT ID_

Limit Used
458 18

458
458
458
458
458

DREEEEGDEDNENDE

You must logoff & login to effect the permiszsion changes.)

ESC—x=Cancel Esc—e=5%ubmit Esc—p=Prev Pg Eszsc—n=Hext Pg Esc—h=Help Esc—r=Hefrezh
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4.4. Create Recorded (Monitored) Stations

During the compliance test, stations were utilized as monitored and recorded stations.
e Enter the add station x command, where x is a station valid in the dial plan.
e On Page 1 of the station form, set the Type field to an IP telephone set type, enter a

descriptive Name, and specify the Security Code. For the compliance test, recorded
stations from 5200 to 5209 were created.

et Telnet 10.64.10.25 ﬂﬂ

add ztation 5208 Page 1 of b
STATION

Extenszion: 52808 Lock Messzages? n
Tuype: 2638 Security Code: 123456
Fort: IP Coverage Path 1:

MName: Station 5288 Coverage Path 2:

Hunt—to Station:
STATION OPTIOMS
Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 52688
Speakerphone: 2Z-way Hute Button Enabled? u
Dizplay Language: english Button Modules:
Survivabhle GK Mode Mame:

Survivahle COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? vy

IP VUideo Softphone? n

Customizable Labels?

ESC—x=Cancel Esc—e=Submit Esc-p=Prev Pg Esc—n=Mext Pg Esc—h=Help Eszsc—r=Refreszh
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4.5. Administer Computer Telephony Integration (CTI) Link

It is assumed that Avaya Communication Manager is enabled with feature licenses for Vectoring,
ASALI Link Core Capabilities, and Computer Telephony Adjunct Links. This section provides
the steps required for configuring a CTI Link.

Enter the display system-parameters customer-options command.
e On Page 3, verify that the Computer Telephony Adjunct Links field is set to y for yes.
If not, contact an authorized Avaya account representative to obtain the license.

Telnet 10.64.10.25 ﬂﬂ

dizplay system—parameters customer—options Page 3 of 11
OPTIOMAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway CASGH?

Analog Trunk Incoming Call IDY

A<D GrpsSwys List Dialing Start at B17
Answer Supervision by Call Classifier?
ARS?

ARS.-AAR Partitioning?

ARSAAR Dialing without FAC?

ASAI Link Core Capabhilities?

ASAI Link Plus Capabhilities?

Asvnc. Transfer Mode <(ATHM> PHC?
Asvnc. Transfer Mode CATM> Trunking?
ATH UAH Spare Processor?

ATHE?

Attendant Uectoring?

Audible Message Waiting?
Authorization Codes?

CAS% Branch?

CAS Main?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg Of Calls Redirected Off-—net?
DCE (Basic>?

DCE Call Coverage?

DCE with Rerouting?

23323333323

Digital Loss Plan Modification?
D51 HMSP?
DE1 Eche CGancellation?

== = = I T e R R =
= a3

(MOTE: You must logoff & login to effect the permisszion changes.>

ESC—x=Cancel Esc—e=S%ubmit Esc—p=Prev Pg Esc—n=Mext Pg Ezc—-h=Help Ezc—r=Refrezh
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Enter the add cti-link <link number> command, where <link number> is an available CTI link
number.
¢ In the Extension field, type <station extension>, where <station extension> is a valid
station extension.

e Inthe Type field, type ADJ-IP.
e In the Name field, type a descriptive name.

et Telnet 10.64.10.25 ﬂﬂ

add cti—link 1 Page 1 of 3
CTI Link: 1

Extension: %999

Type: ADJ-IP

Mame: TEST CTI1_

ESC—x=Cancel Esc—e=%ubmit Esc—p=Prev Pg Ezsc—n=Hext Pg Ezsc—h=Help Ezc—r=Refrezh

Enter the list cti-link command to verify that the CTI Link is correctly configured.

c+ Telnet 10.64.10.25 ﬂﬂ

list cti—link -

CTI LIMKE
2-Dgt
Type Port Mame COR  AuxRC
ADJ-IF TEST CTI1 i n

ommand successfull

ESC—x=Cancel Ezc—e=%ubmit Esc—p=Prev Pg Ezc—n=Next Pg Ezc—h=Help Ezc—r=Refrezh
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Check the service state of the link by entering the status aesves cti-link command. The service
state should show no for maintenance busy and the Service State should indicate established.

et Telnet 10.64.10.25 ﬂﬂ

status aeswvcs cti—link

AE SERUVICES CTI LIWK STATUS

Version Mnt AE Services Service M=gs
Busy Server State Sent

no aesservers eztahlizhed 15

ommand successfull

ESC—x=Cancel Ezc—e=%ubmit Esc—p=Prev Pg Ezc—n=Next Pg Ezc—h=Help Ezc—r=Refrezh
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5. Configure Avaya Application Enablement Services

The Application Enablement Services (AES) server enables Computer Telephony Interface
(CTI) applications to monitor and control telephony resources on Avaya Communication
Manager. The Application Enablement Services server receives requests from CTI applications
and forwards them to Avaya Communication Manager. Conversely, the Application Enablement
Services server receives responses and events from Avaya Communication Manager and
forwards them to the appropriate CTI applications.

This section assumes that the installation and basic administration of the Application Enablement
Services server has already been performed. For more information on administering Application
Enablement Services, refer to the Avaya product documentation, Reference [2].

Access the AES OAM web-based interface by using the URL https://ip-address in an Internet
browser window, where ip-address is the IP address of the AES server. Click on the AE Server
Administration link.

<A https:/10.64.10.20/index. jsp - Microsoft Internet Explorer

File  Edit ‘Wew Favortes Tools Help th

. ) A >} e ; A 2
OBack >} |£| |EL| 0 | Search 7. Favorites 6’2( T i = .“i

address | ] https://10,64, 10, 20/index. jsp v gdGe | Links ™
Go gl[‘ v -‘l Search ~ v &2~ d;‘a- 5]' * Bookmarks = a:? Check ~ > % - Sign In - eSnagIt (£
/ icati 2 Services
AVAYA Application Enablement S

AE Server Administration
WeblL M Administration

Welcome to Avaya Application Enablement Services

These web pages are provided for the administration and maintenance of this Avaya Application
Enablement Server.

< >
@'] Done é 0 Internet
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The Login screen is displayed as shown below. Log in with the appropriate credentials.

3 45 Lo - Wit et b pPm

Eile Edit W¥ew Favortes Tools Help

OBack - lﬂ li‘] A / ! Search < ' Favorites £

fddress (@] https: /110,64, 10.20/MYAPjindex. jsp v Beo ks
Google W -" Search ~ ¢ G2+ D d}l' S]' 9 Bookmarks * “é& Check + ** 3 SignIn = @Snaglt Eap

AVAYA

ion Enablement Se
Please log on.

Lagon:

Password:

g‘] Done S @ Internet

The Welcome to OAM screen is displayed next. Select CTI OAM Administration from the
left pane.

a https:#/10.64.10.20/MYAPformsicommon/home. jsp - Microsoft Internet Explorer
Edit

File:

Wiew Favortes Tools  Help

O Back ™ | |£| lgl ¢ 7 ) Search Favorites {0 == :‘:"
fddress ] hetps:/ 10,64, 10, 20/MVAP fFormsfcommonthome. jsp v a Go | Links ™
Google v -" Search -+ G2~ & lﬂ}l' @ - &% Bookmarks - aé/; Check ~ >* t’\‘-‘: - Signln - @Snaglt =

Application Enablement Services
Operations Administration and Maintenance
®Help @Logout

You are here: > Home

Welcome to OAM

CTI 0AM Administration
User Management
Security Administration

The AE Services Operations, Administration, and Management (OAM) Web provides you with tools
for managing the AE Server. OAM spans the following administrative domains:

& CTI OAM Admin - Use CTI O&M Admin to manage all AE Services that you are licensed to use
on the AE Server.

& User Management - Use User Management to manage AE Services users and AE Services
user-related resources.

& Security Administration - Use Security Administration to manage Linux user accounts and
configure Linux-PAaM (Pluggable Authentication Modules for Linux).

Depending on your business requirements, these adminstrative domains can be served by one
administrator for both domains, or a separate administrator for each domain,

g‘] Done é 0 Internet
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The Welcome to CTI OAM Screens screen is displayed. Verify that AES is licensed for the
TSAPI and DMCC Services, as shown in the screen below. If the TSAPI and DMCC Services
are not licensed, contact the Avaya sales team or business partner for a proper license file.

2 Welcome to CTl OAM Screens - Microsoft Internet Explorer El@lg|
’:'

File Edit Yiew Favorites Tools  Help
@ Back = </ Iﬂ @ ;\J /..-\J Search ‘»:1‘\'/ Favorites {‘} - ».4 — ‘i“
address |:éj https: 10,64, 10, 20{MyAR{farms/ctifctiHome. jsp v| Go | Llinks ®
Go Sit v -" Search '"G‘,ﬁ - \9 I:Ei' E] - ﬂ? Bookmarks = > % ¥ SignIn ~ eSnagIt '
- ‘A
AVAVA Application Enablement Services
y Operations Administration and Maintenance
$ 0aM Home @ Help @Logout
| CTLOAM Home You are here:
' » Administration
e Welcome to CTI OAM Screens
» Maintenance
Al .
¢ clEIfie [craft] Last lagin: Mon Mov 2 20:01:05 2009 fram 10.64.10.15
r Logs
| » Utilities
L, Help IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
| Changes to the Security Database do not require a restart.
Service Status State Licenses Purchased
{ ASAI Link Manager Running M/ A M/ A
DMCC Service Running ORNLINE Yes
CYLAN Service Running OMLINE Yes
DLG Service Running OMLINE Yes
Transport Layer A
Service Running MAA [ WFEY
' TSAPI Service Running OMLINE Yes
| SMS /A /A Yas
For status on actual services, please use Status and Contral,
|
License Information
You are licensed to run Application Enablement (CTI) version 4.2,
3
&] Dore S @ Internet
SMH; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 35

SPOC 4/25/2010 2010 Avaya Inc. All Rights Reserved. CactiFR2



Navigate to Administration -> CTI Link Admin -> TSAPI Links page to add the TSAPI CTI

Link. Click Add Link.

0.64.10.21 /MVAP /forms;

i/tsapiLinks.jsp - Windows Internet Explorer = | Ellﬂ
@:—-\_/ - I@ https:ff10.64, 10,21 MY AR Forms/ctiftsapilinks.jsp j @' Certificate Errar || #4 A ILive Search L~
Fil=: Edit Yiew Favorites Tools Help
F‘_’W\ndows\_ive |10‘64.10.21 B vJ What's Mew  Profile  Mail Photos  Calendar  MSN Share |£ - [] - E% | Sign in

i:? '{Q? @https:HID.M.10.21JM\:‘APJ’Forms,l’ct\,l’tsap\Links.jsp

o+ B - oomy - skpage - ) Tools - >

CTI OAM Home You are here: > Administration

Application Enablement Services

Operations Administration and Maintenance

% 0AM Home ®Help @Logout

CTI Link Admin > TSAPI Links

|~ Administration
{ + Network Configuration
Switch Connections
-+ CTI Link Admin
TSAPI Links
CVLAN Links

TSAPI Links
Link
o 1

Add Link Edit Link

Switch Connection
SE8300mobile 1 4

Delete Link

Switch CTI Link #  ASAI Link Version Security

Unencrypted

DLG Links
+ DMCC Configuration
TSAPI Configuration
» Security Database

[T T | [[3 & mkemet 0% g
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Select a Switch Connection using the drop down menu. The Switch Connection is configured in
Section 4.1. Select the Switch CTI Link Number using the drop down menu. The CTI link
number should match the number configured in the cti-link form in Section 4.5. Click Apply
Changes. Default values may be used in the remaining fields.

/j https://10.64.10.21 /MVAP /action/ cti/tsapilinks.do - Windows Internet Explorer = | Ellﬂ

@: - I@https:,l’,ilD.64.1D.21,KMVAP,l’action,icti,l’tsapiLinks‘dD |53 certficata Errar || #4|| % | |Live Search Do

Fil=: Edit Yiew Favorites Tools Help

£7 Windaws Live | 10.64.10.21 [0

J What's Mew  Profile  Mail Photos  Calendar  MSM Share |ﬁ - ] - an | Sign in

99 dh [ https:/10.64. 10,21 /MVAP acticjctiftsapiLinks. do Eo v B - o= - hpage -+ (OfTooks +

Application Enablement Services
Operations Administration and Maintenance

# 0AM Home ®Help @Logout

CTI OAM Home You are here: > Administration > CTI Link Admin > TSAPI Links
| |+ Administrati - P
- = o on Add / Edit TSAPI Links

+ Network Configuration

Switch Connections .
+ CTI Link Admin Lk [2 3]

TSAPI Links Switch Connection: ISBEUUmnbiIe 'l

' CVLAN Links Switch CTI Link Number: v
DLG Links
ASAT Link Version 4 -
» DMCC Configuration l_—l
TSAPI Configuration Security IUI'IEI'ICIthed 'I

+ Security Database Apply Changes I Cancel Changes |

» Certificate Management

[ [ | [[§ & mternet A% - g
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Next, add a CTI User, as FocusRecord requires a CTI user to access AES. Select OAM
Home -> User Management -> Add User from the left pane.

In the Add User screen, enter the following values:
e In the User Id field, type a meaningful user id.
¢ Inthe Common Name field, type a descriptive name.
¢ In the Surname field, type a descriptive surname.
e In the User Password field, type a password for the user.
¢ In the Confirm Password field, re-enter the same password for the user.
e Inthe Avaya Role field, retain the default of None.
e Inthe CT User field, select Yes from the dropdown menu.
e Click Apply at the bottom of the screen (not shown here).

fj Add User - Windows Internet Explorer - ||:||1|
@‘-‘ - IE https:/f10.64.10.21 /MW AR/ actionjuser jprecreateuser.do j '@' Certificate Error | #4 || X ILive Search L~

File Edit Wiew Favorites Tools Help

£7 windows Live |10.64.10.21 E '|J What's Mew  Profile Mail  Photos  Calendar  MSMW Share | e i ErY | Sign in

i:? 4he @Add User

3 - B - o= - |5hpage - {GFTgok - 7

-

Application Enablement Servic:

Operations Administration and Maintenar
# 0AM Home ®Help @lLog

BT TN You are here: > User Management > Add User

i Usgr Management Add User

List All Users

Add User Fields marked with * can not be empty.
| Search Users
. Modify Default User * User 1d |DevTest

| Change User Password
| » Service Management
' |» Help * Surname IDevTest

' * User Password I,,..,,,,,
{ * Confirm Password I.""""

Admin Notel

* Common Name |De\,.-|-egt

Avaya Role INDng d
Business Categoryl

Car Licensel

CM Homel

Css Homel

cT User

Department Numberl

Display Namel b

Employee Numberl

Employee Typel

Enterprise Handlel

Given Namel

Home Phonel

Home Postal Addressl

Initials I

Labeled URI I
. | _>l_I
[T [ |53 emtermet [ 1o - 4
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Next, change the security level for the CTI User as it needs to have unrestricted access
privileges. Select Administration -> Security Database -> CTI Users -> List All Users from
the left pane. Choose the CTI user, and click Edit.

Provide the user with unrestricted access privileges by clicking the Unrestricted Access button
so that it shows Enable. Click Apply Changes.

ff https://10.64.10.21 /MY¥AP/ action/cti/ctiUsers.do - Windows Internet Explorer — IEIIﬂ

@_.:\/ -~ |l https:4710.64. 10. 21 /My faction/etctisers. do ]|l certificate Emor || 47| X |Live search L

File Edit ‘ew Favorites Todls Help

f‘_’WindowsLive |10.64.10.21 B v|J What's Mew  Profle  Mail  Photos  Calendar  MSMW Share |j = [Z] - ﬂ%, | Sign in

- ra ¥
SF g [ httpsif/A0.64, 10,21 (VAP action/ctijctilisers, do 3 - B - e= - ibPage - () Tools -

|»

Application Enablement Services

Operations Administration and Maintenance

# 0AM Home ®Help @Logout
You are here: > Administration > Security Database = CTIUsers 3> List All Users

CTI OAM Home

'~ Administrati -
e Edit CTI User
| » Network Configuration
7i¢lltf.hkczzngctlons User 1D Devtest
% W i Common Name Devtest
3 onfiguration
| TSAPI Configuration iorktopilame NONE :I.
| + Security Database Unrestricted Access Enable |
SDB Control
T ElaEEE Call Origination and Termination |None 'l
List All Users —
| Search Users
Device / Device Mone 'I
| Worktops
Devices Call / Device Maone 'l
Device Groups call / call r
Tlinks
{ Tlink Groups : :
| Allow Routing on Listed Device |MNone 'l
| » Certificate Management 2
s il Phon Apply Changes | Cancel |
Enterprise Directory -
] | »
[ | | | [L&|emntemet [H100% ~
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Select Administration -> Security Database -> CTI Users -> Tlinks from the left pane. The
Tlinks screen shows a listing of the Tlink names. A new Tlink name is automatically generated
by the Application Enablement Services server upon creation of a new switch connection.
Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch connection as part of the Tlink name. Make a note of the associated Tlink
name, to be used later for configuring the FocusRecord.

ff https://10.64.10.21 /MWAP /forms /cti/tlinks._jsp - Windows Internet Explorer — IEIIﬂ

@_:\/ |l https:j710.64. 10. 21 /Mvip Formsfetiftinks. sp ]|l certificate Emor || 47| X |Live search L

File Edit ‘ew Favorites Todls Help

f‘_’WindowsLive |10.64.10.21 B v|J What's Mew  Profle  Mail  Photos  Calendar  MSMW Share |j = [Z] - ﬂ%, | Sign in

SF a0 [ betpsif 0,64, 10,21 (MYAR{Formsfctiftinks jsp % - B - d= - 2hPage - (ChTadk -+

D

Application Enablement Services

Operations Administration and Maintenance

#® 0AM Home ®Help @Logout

{ You are here: > Administration > Security Database > Tlinks

Tlinks

CTI OAM Home
|~ Administration
Network Configuration

-

Switch Connections
CTI Link Admin

DMCC Configuration
TSAPI Configuration Edit Tlink Delete Tlink

+ Security Database
SDB Control

v CTI Users

Worktops
Devices

Device Groups

Tlinks -
[ | o

’_ l_ l_ l_ l_ m |e Internet ‘ 0%~ v

Tlink Name
& AVAYAZSS300MOBILE2CSTA#AESSERVER2

-
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Navigate to the Administration -> Network Configuration -> Ports page to set the DMCC
server port. During the compliance test, the default port values were utilized. The following
screen displays the default port values. Since the unencrypted port was utilized during the
compliance test, set the Unencrypted Port field to Enabled. Click Apply Changes (not shown)
at the bottom of the screen to complete the process. Default values may be used in the remaining
fields.

ff https://10.64.10.21 /MV¥AP/forms/cti/ports.jsp - Windows Internet Explorer — IEIIﬂ

@:\/ - I@ https:ff10.64. 10,2 1{MyAP Forms/cti/ports. jsp j @' Certificate Error || #4|| X ILive Search |-

File Edit ‘ew Favorites Todls Help

f‘_'WindowsLive |10.64.10.21 B v|J What's Mew  Profle  Mail  Photos  Calendar  MSMW Share |ﬁ = [Z] - ﬂ%, | Sign in

- ¥
e [ hittps:if10.64. 10,21 /MyAR{Forms/ctijports jsp 3 - Bl - e= + ihPage - (O Toolks -

D

Application Enablement Services

Operations Administration and Maintenance

#® 0AM Home ®Help @Logout

i

You are here: > Administration > MNetwork Configuration > Port:

CTI OAM Home

| |+ Administration

Eh : Ports

| + Network Configuration
Locallp : CVLAN Ports Enabled Disabled
NIC Configuration

[olN e
Ports Unencrypted TCP Port 9999

Switch Connections Encrypted TCP Port |9998 @ O

CTI Link Admin
DMCC Configuration DLG Port TCP Port 5678

TSAPI Configuration
Security Database TSAPI Ports Enabled Disabled
Certificate Management TSAPI Service Port 450 [CN e

Dial Plan
Enterprise Directory Local TLINK Ports

Host AA TCP Part Min 1024
SMS Configuration TCP Port Max 1039 m
{ WeblM Configuration
| Bridged Alert Config Unencrypted TLINK Ports

Status and Control TCP Port Min |1050

Maintenance

Alarms TCP Port Max |1065

Utilities Encrypted TLINK Ports

Help TCP Port Min [1068
TCP Port Max |1081

DMCC Server Ports Enabled Disabled

Unencrypted Port |4T21 @ O
Encrypted Port |4722 [Cl e

mdtifh 4

AL B

-

ST e T
‘E
Al

| TR/87 Port 4723 [eEN O
! [af
[ [ [ [ [& e meemet [#100% ~ 4
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6. Configure FocusRecord

Cacti installs, configures, and customizes the FocusRecord application for their end customers.
This section only describes the interface configuration for the FocusRecord application to
communicates with AES and Avaya Communication Manager.

Refer to [3] for configuring the Cacti FocusRecord application.

Navigate to Start -> Programs -> CAppMan to access the Cacti_Application_Manager page.
In the Cacti_ Application Manager page, select Cacti_Focus DMCC _01 and click the Settings

button.

The following screen shows the Cacti Focus DMCC 01 Settings page. Provide the following
information:

DMCCSvrlp — Enter the IP address of AES.

DMCCSvrPort — Enter the DMCC port utilized. During the compliance test, the
unencrypted, default DMCC port was utilized.

DMCC_AppName — Enter the application name.

DMCC_Login — Enter the user name created in Section 5.

DMCC_Passwd — Enter the password created in Section 5.

SwitchName — Enter the switch connection name created in Section 5.

Click on Save to save the changes at the bottom of the screen (not shown here).

Cacti_Focus_DMCC_01

Settings :

tezzageServerl P 127.0.01 | -

tezzageServerPort _

tezzagelelimiter FCRLF

MezzageT vpes BCCCSC

DMCCSwilp 10.64.10.21

DMCCSwrPort 471

DMCC_AppM ame cacti

DMCC_Login Devtest

DMCC_Pazzwd Avayal 238

DMCC_Dependencybdod: kAl

SwitchM ame Sa300MOBILE

SwitchlPlnterface ;I
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The following screen shows the second part of DMCC Configuration.

e IpPhoneDevicePasswd — Enter the recording (DMCC stations) extension password,
created in Section 4.3. This should be identical for all recording stations.

e RtplpAddress — Enter the IP address of the recording device server, in this case,
FocusRecord on the Windows 2003 server.

e RtpStartPort — Choose an appropriate starting port, in this case, 6000.

e CodecType — Enter the audio codec type. This must match the value in the IP Codec Set
form used in the IP Network Region form.

e MaxFilterDevices — Set this value to cover the number of devices.

¢ PhoneExtensionFilter — Set this range for monitored stations previously created.

Click on Save to save the changes at the bottom of the screen (not shown here).

Cacti_Focus_DMCC_01

Settings :

IpPhonel evicePaszword 123456 -
RipPorttode Onbemand

Riplpaddress 10641015

RipStartPort B000

CodecType /11U

MaxFilkerDevices 100

PhoneE stensionFilker 5200-5209
M axDevicesOnCalld 2

Recorderd m
ChannelE stended
DSH_Connection
AutoRestart Time a0:30 hd
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To configure for the TSAPI service, navigate to Start -> Programs -> CAppMan to access the
Cacti_Application Manager page. In the Cacti Application Manager page, select
Cacti_AES_Tsapi_Client_01 and click the Settings button.

The following screen shows the Cacti AES Tsapi Client 01 Settings page. Provide the
following information:

Tsapi_SvrID — Enter the Tlink name used. The Tlink name can be obtained by accessing
AES through the web, and navigate to Administration -> Security Database -> Tlinks
as described in Section 5.

Tsapi_loginID — Enter the user name created in Section 5.

Tsapi_Passwd — Enter the password created in Section 5.

Tsapi_AppName — Enter the switch, application, or company name. This is used for
logging purposes, and does not have a pairing in AES.

Monitor_Devices — Enter the monitored (recorded) extension range created in Section
4.4.

Click on Save to save the changes at the bottom of the screen (not shown here).

Cacti_AES_Tsapi_Client_01

Settings :

MeszzageServerlP 127.0.01 | =

MeszzageServerPort |

MeszzageDelimiter $CRLF

MeszzageT vpes AL

Tzapi_SwrlD AAY ARSEE00MOBILERCSTARAESSERVERZ

T zapi_loginlD Devtest

T zapi_Pazzwd Awanal 23

T zapi_AppM ame Cach

T zapi_apiier T52

Privatel ataVerzion B

bonitor_Devices 5810, 5200-5209

RecordByCalld off |
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7. General Test Approach and Test Results

All feature functionality test cases were performed manually to verify proper operation. The
following scenarios were tested using the test configuration diagram shown in Figure 1.

The installation test cases were covered with the setup of Avaya Communication Manager,
Application Enablement Services, and FocusRecord. The clean removal of the application was
also covered in this section.

The functionality test cases were performed manually. Various calls were placed including
incoming PSTN calls to the hunt groups, and incoming and outgoing personal calls from the
agents. Recordings were verified, per the test cases.

The serviceability test cases were performed manually by disconnecting and reconnecting the
Ethernet cable to the FocusRecord server and Avaya Communication Manager, stopping the CTI

service, and pulling power from Avaya Communication Manager.

All test cases passed. No errors were detected.
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya
Communication Manager, AES, and FocusRecord.

For Avaya Communication Manager, check the CTI Link status with the status aesves cti-link
command. The service state should show no for maintenance busy and the Service State should
indicate established.

et Telnet 10.64.10.25 ﬂﬂ

ztatus aesvcs cti—link

AE SERVICES CTI LIWK STATUS

Uersion Mnt AE Services Service M=gs
Busy Server State Sent

no aesservers established 15

ommand successfull

ESC—x=Cancel Ezc—e=Submit Esc—p=Prev Pg Esc—n=Next Pg Esc—-h=Help Esc—r=Refrezh
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For AES, the TSAPI and DMCC Services should show as Running, ONLINE, and Yes.

2 Welcome to CTI OAM Screens - Microsoft Internet Explorer [Z”E‘El
Eile Edit W¥ew Favortes Tools Help ",'
@Back M ) | |ﬂ @ l\J P ) Search i\L/ Favatites 6‘3 <]~ = = i‘i
Address |:P.j https: /10,64, 10, 20/MVAR fForms/ctifctiHome. jsp V‘ Go  Links *?

Google v | M search -5l - D e B- 99 Bodkmarks - ¥ €L+ signIn v ©snaglt '
B

AVAVA Application Enablement Services
y Operations Administration and Maintenance
1 Home @Help @Logout
] CTI OAM Home You are here:
' v Administration
| ot e Ger Welcome to CTI OAM Screens
+ Maintenance
Al
- Gl [craft] Last login: Man Nov 2 20:01:05 2009 fram 10.64,10,15
+ Logs
| » Utilities
+ Help IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart,
Service Status State Licenses Purchased
| ASAI Link Manager Running MR M/
DMCGCG Service Running OMNLINE Yes
GYLAN Service Running OMNLINE Yes
DLG Service Running OMNLINE Yes
Transport Layer A
service Running REES [P
: TSAPI Service Running OMNLINE Yes
| SMS At MR vas
For status on actual services, please use Status and Control,
| License Information
You are licensed to run Application Enablement {CTI) version 4.2,
v
&] Dane 5 @ mmrernet
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For FocusRecord, after a few calls are made, the client page will show recordings that can be
listened to and verified.

_inix

ﬂ Cacti Perform 45 StartPage Reports SendMessage  Training Video Recorder Designer | Logout
'.;lJObserVECTI WS Search results (8, Complete 1) Velcome, Administrator to 10.64.10.15
E}Sites Diake| Time Channel | Curation | AgentID | Agenthame | AgenkGroup | Twpe | Comment | WONJDMIS | 5 %) Custom-1 | Custom-K | Custom)
=l 0zf22/2010 10:16:11 ROICODL O0:01:22 5205 Ext 5205 exbensions  in Unreviewed A 5203
@Search s 0z/zef2010 10:48:11 ROICO02 O0:01:22 5203 Ext 5203 extensions  out  Unreviewed 5205
i 0z/22/2010 10:34:51 ROLCOD O0:01:22 5203 Ext 5203 extensions  in Unreviewead 5203
~ Recordings B 0z/22/2000 1003450 ROLCO04 O0:0L:22 5205 ExS205 extensions out  Unreviewed 5203

Frarm Today "
To 22/201010:36:15 ROL1CO06 00:0028 5205 Ext 5205 extensions  out  Unreviewed a3
2212010 10:48:00 RO1CO07 00:01:00 5913 Agent 5913 agents in Unreviewed 5913

2212010 10:48:00 ROL1CODS 0O:0nS9 5205 Ext 5205 extensions ot Unreviewed

2

5205
MinCur 0

Max Dur -~ 9999

i
f22f a
f22f a
f2z}. a
=i 02/22/2010 10:38:15 ROLCO0S 00:00:25 5913 Agent 5913 agents in Unreviewed 5913 a 5205
f22f a
f22f a
f2z}. a

L2913

Channel
AgentlD
AgentGro)
CallType
Comments

YDMDNIS
Custam-]
Custam-K
Custom-L

hith_Call

Location  Server

g Queties
=] \5 Recardings

,‘5 AgentsSthPast7
w&a Ewaluations

.T'ﬂPersonneI

5| Dashboards

;E Rules ‘ ,
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9. Conclusion

FocusRecord was compliance tested with Avaya Communication Manager and Avaya
Application Enablement Services. FocusRecord successfully recorded calls for agents and hunt
groups. All test cases completed successfully.

10. Additional References

This section references the Avaya and FocusRecord product documentation that are relevant to
these Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com:

[1] Administrator Guide for Avaya Communication Manager, Doc 1D: 03-300509,
February 10, 2007

[2] Application Enablement Services Administration and Maintenance Guide, Doc 1D:
02-300357, May 5, 2008

[3] Cacti FocusRecord Workstation Users Guide v2.45
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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