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Abstract

These Application Notes describe the steps for configuring Avaya Notification Solution 2.0,
Avaya Aura® Session Manager 6.3, and the Avaya Session Border Controller for Enterprise
6.2.1 with the AT&T IP Flexible Reach - Enhanced Features service, using AT&T’s AVPN or
MIS/PNT transport connections.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps for configuring Avaya Notification Solution 2.0
(referred to in the remainder of this document as ANS), Avaya Aura® Session Manager 6.3
(referred to in the remainder of this document as Session Manager), and the Avaya Session Border
Controller for Enterprise 6.2.1 (referred to in the remainder of this document as Avaya SBCE) with
the AT&T IP Flexible Reach-Enhanced Features SIP trunking service (referred to in the remainder
of this document as IPFR-EF). The AT&T IP Flexible Reach-Enhanced Features SIP trunking
service utilizes AVPN or MIS/PNT transport connections.

Avaya Notification Solution 2.0 provides real-time multimedia notification and response
capabilities to many devices including IP Phones, Cell phones, and digital/analog phones. It
provides intelligent notification features such as notification cascading, acknowledgement
gathering, Voice Mail Detection, Notification Message retrieval and conference. It can be applied
to emergency broadcast and system alarming. ANS can detect voice mail system and leave a
message for the subscriber in their mailbox. Subscribers can dial into ANS to retrieve missed
notifications. The Avaya Notification Solution 2.0 platform includes the Avaya Media Server
(AMS 7.5) application, running as a co-resident program. ANS also includes the Loquendo Text-to-
Speech application, (licensed separately), for converting text to speech to create notification
announcements. Alternatively, if Loquendo is not licensed, ANS can call out to a designated
telephone to record notification announcements. For the reference configuration, ANS was used to
send notifications to it subscribers via inbound call triggering, or triggered locally on ANS.
Additionally, an ANS ad hoc conference feature was tested via inbound triggers or outbound
notification for conferences. Notification via voicemail, and voicemail retrieval functionalities were
also tested.

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Aura® System Manager 6.3 is
used to provision and manage Avaya Aura® Session Manager.

The Avaya Session Border Controller for Enterprise 6.2.1 is the point of connection between Avaya
Aura® Session Manager and the AT&T IP Flexible Reach-Enhanced Features service and is used
to not only secure the SIP trunk, but also to make adjustments to the SIP signaling for
interoperability.

The AT&T Flexible Reach service is one of the many SIP-based Voice over IP (\VolIP) services
offered to enterprises for their voice communication needs. The AT&T IP Flexible Reach-
Enhanced Features service is a SIP based service which includes additional network based features
to the IP Flexible Reach service.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 4 0f 91
SPOC 11/19/2014 ©2014 Avaya Inc. All Rights Reserved. ANS2SM63SBC62FR



2. General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

The interoperability compliance testing focused on verifying inbound call flows from IPFR-EF to
the Customer Premises Equipment (CPE) containing the Avaya platforms (see Section 3.2 for call
flow examples).
The test environment described in these Application Notes consisted of:
e A simulated enterprise with ANS (including Avaya Media Server, running as a co-resident
program), System Manager, Session Manager, and the Avaya SBCE.
e An IPFR-EF production circuit, to which the simulated enterprise was connected via AVPN
transport.

2.1. Interoperability Compliance Testing

The compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the IPFR-EF network. Calls were made from the PSTN
across the IPFR-EF network, to the CPE.

Note — Avaya Notification Solution utilizes customer provisioned Notification Scenarios to define
interactive capabilities (e.g., announcements, menus, call routing, etc). The programming and
testing of such scenarios are beyond the scope of this document.

The following features were tested and verified as part of this effort:

e Verification of SIP Trunking between ANS, System Manager, Session Manager, Avaya
SBCE, and the IPFR-EF service.

e ANS inbound and outbound call processing via SIP trunks.

e Inbound and outbound caller interaction with ANS, including prompting, caller DTMF
input, and announcements.

e ANS ad hoc conference.

e G.729A, and G.711mu codec support.

Note — Many IPFR-EF network features require DTMF interaction with the caller for these features
to be activated. The ANS environment used during testing did not have outbound DTMF capability.
Therefore, the following IPFR-EF service features were not accessed by ANS as part of this testing
effort:

e Network based Simultaneous Ring.

e Network based Sequential Ring (Locate Me).

e Network based Call Forwarding Always (CFA/CFU).
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Network based Call Forwarding Ring No Answer (CF-RNA).
Network based Call Forwarding Busy (CF-Busy).
Network based Call Forwarding Not Reachable (CF-NR).

Note —

Documents used to provision the test environment are listed in Section 10. References to

these documents are indicated by the notation [x], where x is the document reference number.

2.2. Test Results
The test objectives stated in Section 2.1, with limitations as noted below, were verified.

1.

Removal of unnecessary SIP headers. In an effort to reduce packet size (or block headers
containing private CPE information), the Avaya SBCE is provisioned to remove SIP
headers not required by AT&T. The following headers are removed; P-Location, Alert-Info,
Endpoint-View, AV-Correlation-1D, Remote-Party-1D, AV-Global-Session-ID, and P-AV-
Message-ID (see Section 7.4.3).

Use of G.729 and G.711mu codecs — The AT&T IPFR-EF service recommends that G.729
be specified as the primary codec offering, with G.711mu as the secondary choice. However
the ANS installation guide recommends that a G.711 codec be used to ensure the highest
voice quality for generated announcements. The use of G.729 as the primary codec, (with
G.711mu as secondary), is shown in these application notes. However G.711mu was tested
successfully as the primary codec.

Setting G.729 with silence suppression (AnnexB=Yes) on ANS is not recommended.
The ANS installation guide recommends that G.729 with silence suppression not be used.
This is due to issues negotiating with some message answering systems, should ANS
notifications cover to voicemail or answering machines. During testing it was found that
with ANS using G.729B, notifications did not cover successfully to voicemail.

AT&T restrictions on high capacity auto-dialer platforms — Except as explicitly
authorized in a written agreement between the customer and AT&T, the use of predictive
dialers, auto-dialers, or other devices that generate automated outbound calls in conjunction
with AT&T IP Flexible Reach is strictly prohibited. AT&T IP Flexible Reach calls may be
blocked and/or AT&T IP Flexible Reach service may be terminated immediately for abuse
or misuse of Service should customers use any such device.

Emergency 911/E911 Services Limitations and Restrictions — Although AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., IP PBX) documented in these Application Notes will properly operate with
AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is the customer’s
responsibility to ensure proper operation with the equipment/software vendor.
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While AT&T IP Flexible Reach services support E911/911 calling capabilities under certain
Calling Plans, there are circumstances when the E911/911 service may not be available, as
stated in the Service Guide for AT&T IP Flexible Reach found at
http://new.serviceguide.att.com. Such circumstances include, but are not limited to,
relocation of the end user’s CPE, use of a non-native or virtual telephone number, failure in
the broadband connection, loss of electrical power, and delays that may occur in updating
the Customer’s location in the automatic location information database. Please review the
AT&T IP Flexible Reach Service Guide in detail to understand the limitations and
restrictions.

2.3. Support

For more information on the AT&T IP Flexible Reach service visit:
http://www.business.att.com/enterprise/Service/business-voip-enterprise/network-based-voip-
enterprise/ip-flexible-reach-enterprise/. AT&T customers may obtain support for the AT&T IP
Flexible Reach service by calling (877) 288-8362.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAY A (866-462-8292) provides access
to overall sales and service support menus.

3. Reference Configuration

The reference Customer Premises Equipment (CPE) configuration used in these Application Notes

is shown in Figure 1 and consists of several components:

e Avaya Notification Solution 2.0 is a centrally located message broadcast and notification
system providing real-time multimedia notification (e.g., emergency broadcast and system
alarming), and response capabilities.

e Avaya Media Server 7.5, running as a co-resident program with ANS.

e Session Manager 6.3 provides core SIP routing and integration services that enables
communication between disparate SIP-enabled entities, (e.g., PBXs, SIP proxies, gateways,
adjuncts, trunks, applications, etc.) across the enterprise.

e System Manager 6.3 provides a common administration interface for centralized management
of Session Manager.

e Avaya SBCE 6.2.1 provides SIP Session Border Controller (SBC) functionality, including
address translation and SIP header manipulation between the IPFR-EF service and the
enterprise internal network.

e UDP and TCP transport protocols are used in the reference configuration. The IPFR-EF service
specifies SIP over UDP to communicate with enterprise edge SIP devices, (e.g., the Avaya
SBCE). In the reference configuration, SIP over TCP was used to communicate between ANS,
Session Manager, and the Avaya SBCE. ANS does not support TLS, and TCP was used
between the other platforms to facilitate protocol trace analysis.

e Inbound and outbound calls were placed via an IPFR-EF production AVPN circuit.
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Figure 1: Reference configuration
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own specific configurations.

Component Illustrative Value in these
Application Notes
Main Site

Avaya Aura® System Manager

IP Address | 192.168.70.45
Avaya Aura® Session Manager

Management IP Address 192.168.67.46
Network IP Address 192.168.67.47
Avaya Notification Solution/Avaya Media Server

Network IP Address | 192.168.67.170

Common Site
Avaya Session Border Controller for Enterprise (SBCE)
IP Address of Outside (Public) Interface 10.10.10.12 (see note below)
IP Address of Inside (Private) Interface 192.168.70.120

Table 1: Hlustrative Values Used in these Application Notes

NOTE — The Avaya SBCE Outside interface communicates with AT&T Border Elements (BES)
located in the AT&T IPFR-EF network. For security reasons, the IP addresses of the AT&T BEs
are not included in this document. However as placeholders in the following configuration sections,
the IP addresses 10.10.10.12 (Avaya SBCE public interface), 10.10.10.10, and 10.10.10.11 (AT&T
BE IP addresses), are specified. In addition, AT&T DID/DNIS numbers shown in this document
are examples as well. AT&T Customer Care will provide the actual Border Element IP addresses
and DID/DNIS numbers as part of the IPFR-EF provisioning process.
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3.2. Call Flows

To understand how IPFR-EF service calls are processed in an Avaya Notification Solution
environment, several basic call flows are described in this section.

The first call scenario illustrated below is an outbound call originating from ANS to the
subscriber(s) on PSTN.

1.
2.

3.

The ANS notification may be triggered by an inbound call to ANS, or:

A notification is triggered locally from ANS. In either case, ANS sends the call to Session
Manager.

Session Manager sends the call to the Avaya SBCE.

The Avaya SBCE performs any necessary SIP header modifications, and routes the call to
the AT&T IP Flexible Reach Service.

The AT&T IP Flexible Reach service routes the call to the PSTN subscriber(s) defined in
the ANS notification. If a subscriber does not pick up the phone and a voicemail is detected,
ANS leaves the notification message on the subscriber’s voicemail.

&,

1

'5\ —\, AT&T IPFR-EF
Service

%

N

o Avaya SBCE

Session
3 Manager
A// 2
Avaya Notification
Solution
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The second call scenario illustrated below is an ANS Ad Hoc conference. In this scenario ANS calls the
subscribers, and via DTMF menus (e.g., conference access code, accept/decline invitation, etc.),
subscribers join the conference.

1. The ANS Ad Hoc conference may be triggered by an inbound call to ANS from the
conference host, or:

2. Calls to designated conference subscribers are initiated by ANS. In either case, ANS sends
the calls to Session Manager.

w

Session Manager sends the calls to the Avaya SBCE.

4. The Avaya SBCE performs any necessary SIP header modifications, and routes the calls to
the AT&T IP Flexible Reach Service.

5. The AT&T IP Flexible Reach service routes the calls to the PSTN subscriber(s) defined in
the ANS notification. If a subscriber does not pick up the phone and a voicemail is detected,
ANS leaves the notification message on the subscriber’s voicemail.

JF; Reviewed:
SPOC 11/19/2014
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The third scenario describes a missed notification. Message inboxes may be defined on ANS. In the
previous call scenarios, ANS may be provisioned to copy the notification announcement to a message
inbox. If a subscriber misses the notification, they may call into that ANS message inbox and hear the
notification. Access to the message inbox can be protected via an access code.

1. The ANS delivers a notification to a subscriber, but they miss the call.
2. The subscriber calls the designated ANS message inbox access number.
3. ANS connects the caller to the designated message inbox.
4. The missed notification is played back to the subscriber.
s AT&T IPFR-EF
/2' : Service
%
/2 )
Avaya SBCE
1
A A
P Session
; Manager
7
)
Avaya Notification
Solution
3 44
v Message Inbox |
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these

Application Notes.

Equipment/Software

Release/Version

HP Proliant DL360 G7 server
e System Platform

6.3.0.0.18002 (with patch 08007)

e Avaya Aura® System Manager e 6.3.9(r4602482)
IBM 8800 server

e Avaya Aura® Session Manager e 6.3 SP9(6.3.9.0.639011)
Dell S8510 server

e System Platform e 6.3.0.0.18002

e Avaya Aura® Communication Manager

6.3 SP7 (03.0.124.0-21754)

HP Proliant DL120 G7 server

e VMWare ESXi e 510
e Avaya Notification Solution e 2.0.2.3807

o Avaya Media Server o 75.0.1272

Dell R210
e Avaya Session Border Controller for e 6.210Q18
Enterprise
Table 2: Equipment and Software Versions
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5. Configure Avaya Aura® Session Manager Release 6.3

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — These Application Notes assume that basic System Manager and Session Manager
administration has already been performed. Consult documents [3 & 4] for further details if
necessary.

This section provides the procedures for configuring Session Manager to receive calls from the
AT&T IPFR-EF service (via the Avaya SBCE) and route these calls over the SIP trunks defined to
ANS and the Avaya SBCE.

The following administration activities will be described:

Define SIP Domain.

Define Locations.

Define SIP Entities corresponding to ANS and the Avaya SBCE.

Define Entity Links between Session Manager and the SIP Entities.

Define Routing Policies associated with ANS and the Avaya SBCE.

Define Dial Patterns, which govern which routing policy will be selected for call routing.

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. In the Log On screen (not shown), enter appropriate User ID and Password and
press the Log On button. Once logged in, Home screen is displayed. From the Home screen,
under the Elements heading in the center, select Routing.

Aura® System Manager 6.3

Home

Administrators

Directory Synchronization
Groups & Roles

User Management

User Provisioning Rule

Collaboration Environment
Communication Manager
Communication Server 1000
Conferencing

1P Office

Meeting Exchange
Messaging

Presence

Session Manager

Backup and Restore
Bulk Import and Export
Configurations

Events

Geographic Redundancy
Inventory

Licenses

Replication

Reports

Scheduler

Security

Shutdown

Software Management

Templates
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5.1. SIP Domain

Step 1 - Select Domains from the left navigation menu. In the reference configuration, domain
customera.com was defined.
Step 2 - Click New (not shown). Enter the following values and use default values for remaining
fields.
e Name: Enter the enterprise SIP Domain Name. In the reference configuration,
customera.com is used.
e Type: Verify sip is selected.
e Notes: Add a brief description.
Step 3 - Click Commit to save.

Home Routing ¥

« Home / Elements / Routing / Domains
Help 2
Domain Management
Locations
Adaptations New
Entity Links Irems Filter: Enable

D Name Type Notes
Time Ranges -

[0 customera.com sip

Routing Policies
Select : All, None

Dial Patterns

Regular Expressions

Defaults

5.2. Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. Location
identifiers can be defined in a broad scope (e.g., 192.168.67.x for all devices on a particular
subnet), or individual devices (e.g., 192.168.67.46 for a device’s specific IP address). In the
reference configuration, two Locations are specified:
e Main (192.168.67.*) — The Location defining the majority of the CPE equipment (e.g.,
System Manager, Session Manager, and ANS).
e Common (192.168.70.*) — The Location defining the Avaya SBCE.

Note — Two Locations are specified due to the specific network topology of the test reference
configuration. A single Location, or more than two Locations, may be used as applicable.

5.2.1. Main Location
Step 1 - Select Locations from the left navigational menu. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.
e Name: Enter a descriptive name for the Location (e.g., Main).
e Notes: Add a brief description.
Step 2 - In the Location Pattern section, click Add and enter the following values.
e |P Address Pattern: Enter the IP address of the CPE subnet (e.g., 192.168.67.%).
e Notes: Add a brief description if desired.
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Step 3 - Click Commit to save.

JF; Reviewed:

~ Routing Home / El / ing / L
Location Details
Adaptations General
SIP Entities
* Name: ‘Ma\n |
Entity Links
Notes: | |
Time Ranges
Routing Policies . . .
Dial Plan Transparency in Survivable Mode
Dial Patterns
Enabled: []
Regular Expressions
Defaults Listed Directory Number:
Associated CM SIP Entity: | |
Overall Managed Bandwidth
Managed Bandwidth Units:
Total Bandwidth: l:l
Multimedia Bandwidth: =~ |
Audio Calls Can Take Multimedia Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): Kbit/Sec
* Minimum Multimedia Bandwidth: Kbit/Sec
* Default Audio Bandwidth: ‘ EU| [Kbit/sec +|
Alarm Threshold
Overall Alarm Threshold: |80 ¥ %
Multimedia Alarm Threshold: |80 ¥ %
* Latency before Overall Alarm Trigger:
* Latency before Multimedia Alarm Trigger:
Location Pattern
Remave
1Item &2
IF] |IP Address Pattern - |NDtes
[0 +[192.168.67.* [
Select : All, Nong
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5.2.2. Common Location
Repeat the steps from Section 5.2.1 with the following changes:
e Name: Enter a descriptive name for the Location (e.g., Common).
e IP Address Pattern: Enter the IP address of the Branch subnet (e.g., 192.168.70.%).

Home Routing »

~ Routing < Home / Elements / Routing / Locations
Location Details
Adaptations General

SIP Entities

* Name: |Ccmmon |

Entity Links

Notes: |A-SBCE |

Time Ranges

Routing Policies ) ) .
Dial Plan Transparency in Survivable Mode

Enabled: []

Dial Patterns

Regular Expressions

Defaults Listed Directory Number:

Associated CM SIP Entity: | |

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth: I:l
Multimedia Bandwidth: | |

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): Kbit/Sec
* Minimum Multimedia Bandwidth: Kbit/Sec
* Default Audio Bandwidth:

Alarm Threshold
Overall Alarm Threshold: %
Multimedia Alarm Threshold: %
* Latency before Overall Alarm Trigger: Minutes

* Latency before Multimedia Alarm Trigger: Minutes

Location Pattern

Remove

1Item o
F ‘IP Address Pattern - |Notes
O *[i9z.168.70.*
Select : All, None
Location
Edit| |Delete Duplicate
[tems Filter: Enable
|:| |Name |Notes
O common A-SBCE
O main
Select : All, None
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5.3. Configure Adaptations

Session Manager can be configured to use Adaptation Modules to convert SIP headers sent to/from
the AT&T IPFR-EF service. In the reference configuration the “AttAdapter” is used. This
adaptation removes History-Info headers which are not supported by the IPFR-EF service.

Step 1 - Click on Adaptations. In the Adaptations page, click on New (not shown).
Step 2 - In the Adaptation Details page, enter:
1. A descriptive Name, (e.g., ATT).
2. Select AttAdapter from the Module Name drop down menu (if this module name is
not present, select <click to add module> and enter AttAdapter).
Step 3 - Click on Commit.

Note — As shown in the screen below, no Incoming or Outgoing Digit Conversion was required in
the reference configuration.

x

Home Routing

M4 Home / Elements / Routing / Adaptations
~ Help ?
=
Adaptation Details Commit||Cancel

(oG]

Adaptati
General

SIP Entities
e * Adaptation Name: [aTT
| eyune | Modute Horae: [iidagie: -

Module Parameter Type: v

Routing Policies

Dial Patterns Egress URI Parameters:

Regular Expressions Notes:

Digit Conversion for Incoming Calls to SM
0 Items Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes

Digit Conversion for Outgoing Calls from SM
0 Items & Filter: Enable

Matching Pattern Min |Max |Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes

5.4. SIP Entities

In this section, SIP Entities are administered for the following SIP network elements:

e ANS (Section 5.4.1). This entity, and its associated Entity Link (using TCP with port 5060), is
for calls to/from AT&T via the Avaya SBCE.

e Avaya SBCE (Section 5.4.2) - This entity, and it’s associated Entity Link (using TCP and port
5060), is for calls from AT&T (note that the connection between the Avaya SBCE and AT&T
uses UDP/5060).

e Session Manager (Section 5.4.3). This section is normally populated during installation, but is
shown here for completeness.
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5.4.1. Avaya Notification Solution SIP Entity
Step 1- In the left pane under Routing, click on SIP Entities. In the SIP Entities page click on

New (not shown).

Step 2 - In the General section of the SIP Entity Details page, provision the following:
e Name — Enter a descriptive name (e.g. ANS).

e FQDN or IP Address — Enter the IP address of the ANS application (e.g.
192.168.67.170).

Type — Select Other.
Location — Select location Main (Section 5.2.1).
Time Zone — Select the time zone in which Session Manager resides.

e Note that this Entity has no Adaptation defined.
Step 3 - In the SIP Link Monitoring section of the SIP Entity Details page configure as follows:

e Select Use Session Manager Configuration for SIP Link Monitoring field.

e Use the default values for the remaining parameters.

Note — The Entity Links section of this form (not shown) will be automatically populated when
the Entity Links are defined in Section 5.5. The SIP Responses to an OPTIONS Request section

of the form is not used in the reference configuration.

Ed

Home | Routing

¥ Routing

Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies

Dial Patterns

Regular Expressions

Defaults

« Home / Elements { Routing / SIP Entities

SIP Entity Details
General
* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* GIP Timer B/F (in seconds):
Credential name:

call Detail Recording:

CommProfile Type Preference:

Loop Detection
Loop Detection Mode:

SIP Link Monitoring
SIP Link Monitoring:

Supports Call Admission Control:

Shared Bandwidth Manager:

Primary Session Manager Bandwidth

Association:

Backup Session Manager Bandwidth

Association:

ANS
192,168.67.170

Other

AT ~
Main v
America/MNew_York hd

4

none ¥

Off »

Use Session Manager Configuration »

]
O
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5.4.2. Avaya Session Border Controller for Enterprise SIP Entity

To configure the Avaya SBCE SIP Entity, repeat the steps in Section 5.4.1 with the following changes:
e Name — Enter a descriptive name (e.g., A-SBCE).
e FQDN or IP Address — Enter the IP address of the Al (private) interface of the Avaya
SBCE (e.g., 192.168.70.120, see Section 7.5.1).
e Type — Verify Other is selected.
e Adaptations — Select Adaptation ATT (Section 5.3).
e Location — Select location Common (Section 5.2.2).

SIP Entity Details Commit[[Cancel
General
* Name: A-SBCE
* FQDN or IP Address: |192.168.70.120
Type:

Notes:

Adaptation: | ATT e
Location: |[Common %
Time Zone: |America/New_York hat
* SIP Timer B/F (in seconds): |4
Credential name:
Call Detail Recording: |nons e

CommProfile Type Preference: hd

Loop Detection
Loop Detection Mode: | Off b

SIP Link Monitoring
SIP Link Monitoring: Use Session Manager Configuration w

Supports Call Admission Control: []
Shared Bandwidth Manager: []

Primary Session Manager Bandwidth Association:

Backup Session Manager Bandwidth Association:

5.4.3. Avaya Aura® Session Manager SIP Entity

Step 1- In the left pane under Routing, click on SIP Entities. In the SIP Entities page click on
New (not shown).
Step 2 - In the General section of the SIP Entity Details page, provision the following:

e Name — Enter a descriptive name (e.g., Sm63).

e FQDN or IP Address — Enter the IP address of the Main Session Manager signaling
interface, (not the management interface), provisioned during installation (e.qg.,
192.168.67.47).

e Type — Verify Session Manager is selected.

e Location — Select location Main (Section 5.2.1).

e Outbound Proxy — (Optional) Leave blank or select another SIP Entity. For calls
to SIP domains for which Session Manager is not authoritative, Session Manager
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routes those calls to this Outbound Proxy or to another SIP proxy discovered
through DNS if Outbound Proxy is not specified.
e Time Zone — Select the time zone in which Session Manager resides.
Step 3 - In the SIP Monitoring section of the SIP Entity Details page configure as follows:
e Select Use Session Manager Configuration for SIP Link Monitoring field.
e Use the default values for the remaining parameters.

Home Routing *

SIP Entity Details

Adaptations General

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

4+ Home / Elements / Routing / SIP Entities

1 |sm&2

* FQDN or IP Address:

@ |Main v
Outbound Proxy:
: | America/New_York hd

Credential name:

SIP Link Monitoring
SIP Link Monitoring:

192.168.67.47

-

Use Session Manager Configuration %

Step 4 — Scrolling down to the Port section of the SIP Entity Details page (only the Session
Manager Entity has the Port section), click on Add and provision entries as follow:

e Port - Enter 5060.
e Protocol — Select TCP.

e Default Domain — Select a SIP domain administered in Section 5.1 (e.g.,

customera.com).

Step 5 — Enter any notes as desired and leave all other fields on the page blank/default.

Step 6 - Click on Commit.

Port
TCP Failover port:
TLS Failover port:

Filter: Enable

F |Port - |Protoco| |Defau|t Domain

Notes

[0 |sos0 TCP |» customera.com
Select : All, None

SIP Responses to an OPTIONS Request

0 Items

Filter: Enable

Response Code & Reason Phrase

Mark
Entity Notes
Up/Down
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5.5. Entity Links

In this section, Entity Links are administered for the following connections:
e Session Manager to ANS (Section 5.5.1).

e Session Manager to the Avaya SBCE (Section 5.5.2).

Note — Once the Entity Links have been committed, the link information will also appear on the
associated SIP Entity pages configured in Section 5.4.

5.5.1. Avaya Aura® Session Manager Entity Link to Avaya Notification Solution
Step 1 - In the left pane under Routing, click on Entity Links, then click on New (not shown).
Step 2 - Continuing in the Entity Links page, provision the following:
e Name — Enter a descriptive name for this link to ANS (e.g., sSm63_ANS).
e SIP Entity 1 — Select the SIP Entity administered in Section 5.4.3 for Session Manager
(e.g., Sm63).
e SIP Entity 1 Port — Enter 5060.
e Protocol — Select TCP.
e SIP Entity 2 — Select the SIP Entity administered in Section 5.4.1 for the ANS entity
(e.g., ANS).
e SIP Entity 2 Port - Enter 5060.
e Connection Policy — Select Trusted.
Step 3 - Click on Commit.

Home Routing x

4 Home f Elements f Routing f Entity Links
| oomains | e
ocations

Adaptations

S5IP Entities

i DNS c ti
[ [Name SIP Entity 1 | Protocol |Port SIP Entity 2 > |port onnection
Override Policy
Routing Policies

1Item o Filrer: Enahle
Entity Links =

Dial Patterns O * |sme3_ANS * | sme3 v TCP * 5060 * | ANS e O * |E0A0 trusted w
Regular Expressions <5 | E

Select : all, Mone
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5.5.2. Avaya Aura® Session Manager Entity Link to the Avaya SBCE

To configure this Entity Link, repeat the steps in Section 5.5.1, with the following changes:
e Name — Enter a descriptive name for this link to the Avaya SBCE (e.g., sm63_A-SBCE).
e SIP Entity 2 —Select the SIP Entity administered in Section 5.4.2 for the Avaya SBCE

(e.g., A-SBCE).
Home Routing ¥
~ Routing +« Home / Elements / Routing / Entity Links
= Help ?
Domains P
: Entit Links
Locations
Adaptations
SIP Entities
1Item & Filter: Enable
Entity Links
_ - DNS Connection By
Time Ranges [ |name SIP Entity 1 Protocol |Port SIP Entity 2 T Port Policy SNe!_v Notes
ervice
Routing Policies
O hmeansece | *lmesw] [1icew] hoso | +iasece ] O vsos0 | fmstes ] O |
Dial Patterns
" Select : All, None
Regular Expressions

Defaults

5.6. Time Ranges

Step 1 - In the left pane under Routing, click on Time Ranges. In the Time Ranges page click on
New (not shown).

Step 2 - Continuing in the Time Ranges page, enter a descriptive Name, check the checkbox(s) for
the desired day(s) of the week, and enter the desired Start Time and End Time.

Step 3 - Click on Commit.

Step 4 - Repeat Steps 1 — 3 to provision additional time ranges.

Home | Routing ™
« Home / Elements / Routing / Time Ranges
Domains . Help ?
Time Ranges

Locations

Adaptations

SIP Entities

Entity Links 1ltem & Filter: Enable

O |Name |Mo |Tu |We |Th |Fr |Sa |5u |5tart Time End Time Notes
. . D 24/7 00:00 23:59 Time Range 24/7
Routing Policies
) Select : All, None

Dial Patterns
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5.7. Routing Policies

In this section, the following Routing Policies are administered:
Inbound calls to ANS from AT&T (Section 5.7.1).
Outbound calls from ANS to AT&T (Section 5.7.2).

5.7.1. Routing Policy for AT&T Routing to Avaya Notification Solution

This Routing Policy is used for inbound calls from AT&T to ANS.

Step 1 - In the left pane under Routing, click on Routing Policies. In the Routing Policies page
click on New (not shown).

Step 2 - In the General section of the Routing Policy Details page, enter a descriptive Name for
routing AT&T calls to ANS (e.g., To_ANS and ensure that the Disabled checkbox is
unchecked to activate this Routing Policy.

Home Routing ® ‘J
‘ Home { Elements f Routing / Routing Policies
ol 2
Domains
Routing Policy Details Commit || Cancel
oty
Adaptations
General
SIP Entities
* Name: |TD_ANS
Entity Links
Disabled: [
* Retries:
Routing Policies EI
Dial Patterns Notes: |
Defaults SIP Entity as Destination
| Name | FODN or IP Address |Type | Notes |

Step 3 — In the SIP Entity as Destination section of the Routing Policy Details page, click on
Select and the SIP Entity list page will open.

Step 4 - In the SIP Entities page, select the SIP Entity administered in Section 5.4.1 for the ANS
SIP Entity (ANS), and click on Select.

Home Routing x

< Home f Elements { Routing f Routing Policies
| Domains | e
SIP Entities Select || Cancel

SIP Entities

: : Filter: Enable
| Name FODN or IP Address Type Notes
@ ANS 192.168.67 170 Cther
O A-SBCE 192.168.70.120 Cther
) sme3 192.168.67 47 Session Manager
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 24 of 91

SPOC 11/19/2014 ©2014 Avaya Inc. All Rights Reserved. ANS2SM63SBC62FR



Step 5 - Returning to the Routing Policy Details page in the Time of Day section (not shown), click
on Add.

Step 6 - In the Time Range List page (not shown), check the checkbox(s) corresponding to one or
more Time Ranges administered in Section 5.6, and click on Select.

Step 7 - Returning to the Routing Policy Details page in the Time of Day section, if multiple Time
Ranges were selected, user may enter a Ranking (the lower the number, the higher the
ranking) for each Time Range, and click on Commit.

Step 8 - No Regular Expressions were used in the reference configuration.

Step 9 - Click on Commit.

Note - Once the Dial Patterns are defined (Section 5.8) they will appear in the Dial Pattern
section of this form.

Home Routing d
< Home § Elements § Routing / Routing Policies €
| oomains | e
Routing Policy Details Cormmit || Cancel
Py
Adaptations
| mdoptations [
SIP Entities
* Name: To_aANS
Entity Links
Disabled: []
. .. * Retries: 0
Routing Policies
Dial Patterns Notes:
Regular Expressions
Defaults SIP Entity as Destination
Name FODM or IP Address Type MNotes
ANS 192.168.67.170 Other
Time of Day
[Remave] [View Gapsfoverlaps]
1Item Filter: Enable
[0 |ranking =« |Name Mon | Tue Wed |Thu Fri Sat |Sun |StartTime End Time Notes
O o 24/7 ao:00 23:59 Time Range 24/7
Select : all, None
Dial Patterns
Filter: Enable ‘
| I:‘ |Pattern - |Min |Max |Emergency call SIP Domain Originating Location Notes |
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5.7.2. Routing Policy for Avaya Notification Solution to AT&T
This Routing Policy is used for ANS outbound calls to AT&T. Repeat the steps in Section 5.7.1
with the following changes:
e Enter a descriptive Name (e.g. A-SBCE_to_ATT) and ensure that the Disabled checkbox
is unchecked to activate this Routing Policy.
e Inthe SIP Entity List page, select the SIP Entity administered in Section 5.4.2 for the
Avaya SBCE (e.g. A-SBCE).
e Inthe Time of Day section, change the ranking number to 1.

Note that once the Dial Patterns are defined (Section 5.8), they will appear in the Dial Pattern
section.

Home | Routing *
~ Routing « Home / Elements / Routing / Routing Policies
Help ?
Routing Policy Detail Ci it] | C: |
— outing Policy Details
Adaptations General
SIP Entities
* Name: A-SBCE_to _ATT
Entity Links
Disabled: []
Time Ranges
* Retries: |0
Routing Policies
Dial Patterns Notes:
Regular Expressions
Defaults SIP Entity as Destination
|Name FQDN or IP Address Type Motes |
| A-SBCE 192.168.70.120 Other |
Time of Day
1ltem 2 Filter: Enable
O |Kanking a ‘Name ‘Mnn |Tue ‘Wed |Thu ‘Fri |Sat ‘Sun |5tart Time End Time Notes
O [ 24/7 00:00 23:59 Time Range 24/7
Select : All, None
Dial Patterns
" Filter: Enable
O |Pattern R ‘Min |Max ‘Emergem:y call SIP Domain Originating Location Notes
Select : All, None
Regular Expressions
|u Items &2 F\Iter:Enah\e|
| |Pattern Rank Order Deny Notes: |
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5.8. Dial Patterns

In this section, Dial Patterns are administered matching the following calls:
e Inbound PSTN calls to ANS (Section 5.8.1).
e Outbound calls from ANS to PSTN via AT&T (Section 5.8.1).

5.8.1. Matching Inbound PSTN Calls to ANS

Note — Be sure to match on the DNIS digit string specified in the AT&T Request URI, not the DID
digit string that is dialed, or the digit string in the To header. These may be different.

In the reference configuration, inbound calls from the AT&T IPFR-EF service used 7 digits in the
SIP Request URI, using the format 555xxxx, (the To headers contained 10 digits in the format
XXXT37TXXXX).

Step 1 - In the left pane under Routing, click on Dial Patterns. In the Dial Patterns page click on
New (not shown).
Step 2 - In the General section of the Dial Pattern Details page, provision the following:
e Pattern — To match the Request URI digit patterns sent by AT&T, enter 555. ANS
will map these digit strings to the appropriate notifications or mailboxes (see
Section 6.5).
e Min - Enter 7.
e Max - Enter 7.
e SIP Domain — Select -ALL-, to select all of the administered SIP Domains.

Dial Pattern Details

General
* Pattern: |555
* Min: |7
* Max: |7
Emergency Call: []
Emergency Priority:
Emergency Type:
SIP Domain: |-ALL- hd

Notes:

Step 3 — Scrolling down to the Originating Locations and Routing Policies section of the Dial
Pattern Details page (not shown), click on Add.

Step 4 - In the Originating Location section, select the box corresponding to “All Originating
Locations”.

Step 5 - In the Routing Policies section, select the box corresponding to the Routing Policy
administered for routing calls to ANS in Section 5.7.1 (e.g., To_ANS).
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Step 6 — Click on Select.

' Home f Elements f Routing f Dial Patterns
Help #
D
Originating Location Select || Cancel
satng
Adaptations .. . .
| adptotions |
SIP Entities . o . . .
B spply The Selected Routing Policies to 4l Originating Locations
Entity Links
Routing Policies O ‘ Name Notes
Dial Patterns |:| Zarmmon A-SBCE & ATT router
Regular Expressions [0 Main
Defaults Select : all, None
Routing Policies
Filter: Enable
O |Name Disabled Destination Notes
[1  A-sBCE_to_ATT A-SBCE
B To_ans ANS
Routing ® -
~ Routing 4 Home f Elements / Routing / Dial Patterns [
. Help 2
Domains =P
Dial Pattern Details Cornmit || Cancel
— [cancel]
Adaptations
General
SIP Entities
* pattern:
Entity Links
" * Min:
Time Ranges
* Max:
Routing Policies ax
Dial Patterns Emergency Call:
Regular Expressions Emergency Priority: 1
Defaults Emergency Type:
SIP Domain:
Notes: [4NS
Originating Locations and Routing Policies
Remove
1Item o Filter: Enable
- - - Routing - - -
P . - Originating Routing - Routing Policy Routing
O | originating Lacation Name ~ Location Notes Policy Name el FUI'EY Destination Policy Notes
Disabled
OO0 common A-SBCE & ATT To_ANS o ANS
router
Select : all, Mone
Denied Originating Locations
Remove
0ltems & Filter: Enable
‘ Originating Location Notes
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5.8.2. Matching Avaya Notification Solution Outbound Calls to AT&T

Note — In the reference configuration, outbound PSTN calls used an 11 digit North American

format; 1-NPA-NXX-xxxx. Other formats may be specified.

Follow the steps shown in Section 5.8.1, with the following changes:
e Pattern — Enter 11.
e Min and Max — Enter 11.

e Routing Policy Name — Select A-SBCE_to_ATT (Section 5.7.2).

Home Routing x
~ Routing 4 Home f Elements / Routing / Dial Patterns
. Help 2
Domains
Locations Dial Pattern Details
Adaptations
£ General
SIP Entities
* Pattern: ‘1
Entity Links
. * Min:
Time Ranges
* .
Routing Policies Max:
T — Emergency Call: []
Regular Expressions Emergency Priority: 1
Defaults Emergency Type:
SIP Domain: | -ALL- hd
Notes: ‘
Originating Locations and Routing Policies
Remove
1ltem Filter: Enahle
. - - R Routing - N Routing
[ |originating Location Name « Srlglr!atlng Rogtinaleelicy Rank Policy Ruut!ng I_'-'ullcy Policy
ocation Notes | Name ) Destination
Disabled Notes
O -aLL- A-SBCE_to_ATT 0 A-SBCE
Select : &ll, Mone
Denied Originating Locations
Add Remave
0 Items o Filter: Enahle
Originating Location Notes
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6. Configuring Avaya Notification Solution

In the following sections, the Avaya Notification Solution Web Portal and the Avaya Media Server
applications are provisioned.

Note — A co-resident platform was used in the reference configuration. Therefore all ANS related
applications share the same IP address.

6.1. Avaya Media Server Application

Note - The following sections show the configuration of parameters specific to interoperability in
the reference configuration. The installation and basic configuration of AMS is beyond the scope of
this document. See [1 & 2] for more information.

This section covers configurations related to audio codecs, ptime values, DTMF relay and RTP port
ranges. Fields not specified below use the default settings.

Step 1 - Launch a web browser, enter https://<IP address of the ANS server>:9443/em as the
URL, enter the appropriate credentials, and click on Log In.

AVAYA

User ID:
Password
Log In

The Avaya Media Server home page is displayed.

AVAYA Avaya Media Server Help | Logout

System Status
Applications

Cluster Configuration
System Configuration

Avaya Media Server

Licensing Welcome to the Elament Manager for the follawing installed software packages:
Tools

Security Avaya Media Server - v7.5.0.1272

Ifyou are a new user, or need assistance, please click help

h Please select a task from the left pane to get started

Step 2 - Navigate to System Configuration->Media Processing—>Audio Codecs and provision as
follows:
e Using the Add/Remove buttons select and move G.729 and G.711-ULAW codecs into
the Enabled column. Then use the Up/Down buttons, set the G729 codec to the top of the
list (see Section 2.2, item 2).
e Setthe PTime value for G.729 and G.711-ULAW to 30.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 30 0f 91
SPOC 11/19/2014 ©2014 Avaya Inc. All Rights Reserved. ANS2SM63SBC62FR




e Verify the Silence Suppression box in unchecked for G729 (see Section 2.2, item 3), and
click on Save.

AVAYA Avaya Media Server Help | Logout

Managing: ans.customera.com, 192.168.67.170
Home » System Configuration » hedia Processing » Audio Codecs

+ System Status
+ Applications .
+ Cluster Configuration Audio Codecs
= System Configuration
Server Profile
+ Metwork Settings

Enable the audio codecs you wantto suppart on the media server. Select codecs from the Available list and move thern to the Enabled list. The
order of the codecs in the Enabled list defines the media server's preference for codec selection in sessions originating from the media server.
For incoming sessions, the first codec in the incorming session's codec offering list that is enabled on the media server is accepted

+ Sighaling Protocols
~ Media Processing For gaccr; codec, selectthe Default PTime to use as the offered PTifme for outgoing sessions. Select Silence Supprassion for each codec as
; required.
=101 NG s

Audio Codecs
Wideo Codecs
Digit Relay (OTMF)

Media Security Available: A Al Enabled:

Advanced Settings

+ mpplication Interpreters G722 G724

+ Monitoring Settings GATT-ALAY GATT-ULAW
+ Session Detail Records

+ Content Store

Logging Settings
+ Debug Tracing
Engineering Parameters

Codec Default PTime Silence Suppression
Elernent Manager Settings
+ Licensing
+ Tools G722 30 > [ rFcasag
+ Security G729 30 O annexa
3.711-ALAW 30 & O rroazes
G -ULAw 30w . (RFC33849)

warning: selecting 10ms as a defaultvalue degrades systermn capacity.

[ Save ] [ Cancel ]

Step 4 - Navigate to System Configuration->Media Processing—> Digital Relay (DTMF) and set
the following:

e Verify that RFC2833 is in the Enabled column. If not, use the Add/Remove buttons to set
the value.

e Set the Specify Type field to 100 (value used by AT&T), and click Save.

Managing: ans.customera.com, 192.163.67.174
Home » System Configuration » Media Processing » Digit Relay (DTMF)
+ System Status

+ Applications L.
+ Cluster Configuration Digit Relay (DTMF)
— System Cornfiguration
Server Profile
+ Metwark Settings
Signaling Protocols Aailahle: Enabled:
Wedia Processing
General Settings RFC2833
Audio Codecs
Wideo Codecs
Media Security
Advanced Settings

+

+ Application Interpreters O mssign RFC 2833 Format Tepe Dynarmically
+ Monitoring Settings .
+ Session Detail Records @ specity Tyae: [100 (93127
+ Caontent Stare
Logoing Seftings Save ] [ Cancel
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Step 6 - Navigate to System Configuration—>Media Processing—> Advanced Settings. Select
Conferencing from the upper menu and specify the following:
e Set Starting Port for Conferencing field to 16384 and Last Port for Conferencing field

to 32767 as required by the AT&T IP Flexible Reach service, and click Save.

AVAYA

+ System Status
+ Applications
+ Cluster Configuration
= System Configuration
Server Profile
=+ Metwork Settings
=+ Signaling Protocols

Avaya Media Server

Managing: ans.customera.com, 192.168.67.170
Home » System Configuration » Media Processing »  Advanced Settings

Help | Logoy

Advanced Settings

This task allows administratars to wiew and modify advanced media processing settings.

AGC | Silence Suppression | Y@ Moice Quality) Algarithm Caontral ﬁ | ETE | Answering Machine Detection

# Conferencing

— Media Frocessing L
General Settings
Audio Codecs Default Maximum Parties Mixed In Conference: |1 1] S O e
Widen Codecs
Digit Relay (DTMF3 Use Remate HOLD During Conference Entry, [ S ©
Media Securi ) - ! .
video Switching Hysteresis (ms): IBDD s (o0 2000
+ Appl.icaﬁon Inte.rpreters Media Remote Preferences: [ S
=+ onitoring Settings
+ Session Detail Records Audio Mixer Bypass: Os ©
=+ Content Store
Logging Settings PCM Amplitude Of Camfart Maoise: |1D s O m-10m
=+ Debug Traci
E:gii?aerriicnggarameters Persistence Hold Time (ms): |1DDD 5 0 (0-s000
Element Manager Settings Fersistence Ramp Time {ms): ISDD Yy 0-s000
+ Licensing R ’ S O ©-50m
+ Tools ) N .
+ Security Frimary Speaker Maotification Interval {s): ID S ) (0-36400)
Replacerment Video For Active Speaker; S O
Customized Replacement video: [ S ©
Lock Yiden Format on First Pary in Conference: [ 'S @
Force Videao Fast Update Usage for H.263 Channels: s 0
IStarting Port far Conferencing: |18384 % () (5000 - B5000)
Last Part for Conferencing: |32?6? % () (5000 - B5000)
Cascade Channel Ptime {ms): |1D 5 O ao-sm
Conference Cascade Channel Silence Suppression l— .
Interval me): 30000 5 (0-2147433647)
-~ e v
[ Sawve ] [ Cancel ] [ Festore Defaults
Step 8 - Navigate to System Configuration->Signaling Protocols—>SIP->Domains and
Accounts.
Step 9 — In the Domains section, click on Add, and enter the following:
e In the Name field enter the domain specified for Session Manager in Section 5.1
(customera.com), then click on Save.
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 32 0f 91
SPOC 11/19/2014 ©2014 Avaya Inc. All Rights Reserved. ANS2SM63SBC62FR



Managing: ans.customera.com, 192.168.67.1T0
Home » System Configurstion » Signaling Protocols » SIP » Domains and Accounts »  Add SIP Domain

+ System Status
+ Applications R
+ Cluster Configuration Add SIP Domaln
= System Configuration
Server Profile Mame: |customera.com
+ Metwork Settings
= Signaling Protocals
- SIp Sawve ] [ Cancel
General Settings
Domains and Accoun
blodes and Bojte

6.2. Avaya Notification Solution Application

Note - The following sections show the configuration of parameters specific to interoperability in
the reference configuration. The installation and basic configuration of ANS is beyond the scope of
this document. See [1 & 2] for more information.

This section describes the provisioning of ANS to generate outbound notifications, ad hoc
conferencing, as well as associated inbound call triggers, used to test SIP trunk interoperability with
the IPFR-EF service. The following sections are not meant to be prescriptive, but are shown as
provisioning examples.

Step 1 - Via a web browser, enter https://<IP address of the ANS server>:8443/ANSWebPortal
as the URL, enter the appropriate credentials, and click on Logon.

ANS Web Portal

Please Log on

Username: |

Password:

Logon |

y

The ANS Web Portal main page is displayed. Note that the screen shot shows provisioning
performed during installation (192.168.67.170 is the IP address of the ANS server).

AVA A Welcome, admin
Current Login: 2014/09/15 13:50:16 UTC-4

ANS Web Portal f# Home R Partition ? About @ Logoff

Notification and Trigger Channel Status

Usars and Groups

This page shows the ANS Channels status,

System Configuration

Sye e Fiamienance Fresent Status IP Address
Email Active 192.168.67.170
IP Phone Active 192.168.67.170
10~
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6.2.1. Trusted Servers
This section describes the steps to add ANS server as trusted host.

Step 1 - Navigate to System Configuration—>Security Configuration and select the Web
Services Trusted Servers tab. Click Add.

ANS Web Portal

# Home & Partition  ? About @ Logoff

Notification and Trigger

Users and Groups

= System Configuration
User Profile Configuration
Partitions
From Addresses
Channel Configuration
Resource Manager
Coordinator Configurations
LDAP Configuration

Teimmew S eefinges time

User Password Settings Role Authorization Web Services Trusted Servers File Size Configuration

Trusted Host

fou can manage (add, edit & delete) Trusted here

N "
oo [ UM R R0

Add

Step 2 — The TrustedHost window will open. Enter the IP address of the ANS server (e.g.,
192.168.67.170), and check the Trusted box. Click Save.

TrustedHost

Host: 19216867170

Trusted: ivi

Save Cancel

ANS Web Portal

MNotification and Trigger
Users and Groups
=l System Configuration

User Profile Configuration
Partitions

Fram Addresses

# Horme X Partition ? About @ Logoff

User Password Settings Role Authorization Web Services Trusted Servers File Size Configuration

Trusted Host

ou can manage {add, edit & delete) Trusted here

192.168.67.170 Yas

T T g o nrl L L
Resource Manager
Coordinator Configurations Add
LDAP Configuration
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6.2.2. VolP Connection

This section describes the steps to configure a SIP trunk between ANS and Session Manager.
Step 1 - In the left pane, navigate to System Configuration—>Resource Manager and select SIP
Trunks tab. On the SIP Trunks page, click Add.

ANS Web Portal % Home & Partition ? About @ Logoff

Resource Manager Configuration SIP Trunks Media Servers TTS Locales

Motification and Trigger

Users and Groups SIP Trunks
= System Configuration
. . : “fou can manage {add, edit & delete) SIP Trunk here
User Profile Configuration
Partitions Please search based on SIP Trunk Mame
Security Configuration
Name: Search | Clear |

Channel Configuration
Resource Manager Address Transpaort JExte Extension Mx Port C4 Aggregatic
Coordinator Configurations
LDAP Confi ti

o oot | T L R
Trigaer Configuration

Message Inboxes add

From Addresses

System Maintenance

Step 2 — The Add SIP Trunk window will open. Enter the following:
e Name — Enter a name (e.g., To_SM).
e Domain — Set to the SIP domain specified in Sections 5.1 and 6.1 (e.g., customera.com).
e Address — Set to the IP Address of Session Manager (e.g., 192.168.67.47, see Section
5.4.3).
Transport — Set to TCP (used in the reference configuration).
Extension Length — Set to any valid length (default 7).
Extension Port Count — Set to a valid number based upon the number of licenses.
Transport Port No — Set to 5060 (default).
PSTN Port Count — Set to a valid number based upon the number of licenses.
e Aggregation Port Count — Set to a valid number based upon the number of licenses.
Step 3 - Click Save.

e

MName: |TD_SM |D0main: |cust0mera.com |
Address: |192.1EB.E?.4? |Tran5p0rt:
Extension Length: |?‘ |C0untr\,r Code: | |
Lang Distance Prefix: | |Int| Access Code: | |
PSTH Prefix: | |Exten5ion Port Count: |25 |
Transport Port No |EDBD |F‘STN Port Count: |25 |
Priority: |1 |M>< Port Count: |IJ |
Aggregation Port Count: |25 |
Sawve | Cancel |
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Step 4 - In the left pane, navigate to System Configuration—>Resource Manager and select
Media Servers tab. On the Media Servers page, click Add.

ANS Web Portal % Horme K Partition ? About @ Logoff

Resource Manager Configuration SIP Trunks Media Servers TIS Locales

Motification and Trigger

Users and Groups Media Sarvers

= System Configuration

= . . vou can manage {add, edit & delete) Media Server here
User Profile Configuration

From Addresses

Partitions Please search based on Media Server Name
Security Configuration

MName: Search | Clear |
Channel Configuration

Coordinator Configurations
LDAP Configuration

igger configuration | e 10 v I L L 1 ™"

Message Inboxes
Add

System Maintenance

Step 5 — The Add Media Server window will open. Enter the following:
e Name — Enter a name (e.g., ANS).
e IP Address — Enter the IP address of the ANS server (e.g., 192.168.67.170).

e Use default for all other fields and click Save, (note that the Transport and Port fields are
TCP & 5090).

Add Media Server

Name: ANS 1P Address: | 192.168.67.17(] |

Port: ‘EIZIE’IIZI |Trar'|5p|:|rt:

User:  10b32e11-b333-11e0-2¢|

Save | Cancel

ANS Web Portal 1% Horne R Partition 7 About @ Logoff

Resource Manager Gonfiguration SIP Trunks | Media Servers TIS Locales
Notification and Trigger

Uesrstandicromns Media Servers
= System Configuration

- X . You can manage (add, edit & delete) Media Server here
User Profile Configuration

From Addresses

Partitions Please search based on Media Server Name
Security Configuration

Mame: Search | Clear ‘
Channel Configuration

Coordinator Configurations ANS 192,.168.67.170 5090 TCP 10b92e11-b933-11e0-

LD&P Configuration

Tigger conguraton | [ 10 VL L R "

Message Inboxes
Add

System Maintenance
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6.2.3. TTS Locales

ANS has a built-in Text to Speech service and configuration for this service is beyond the scope of

these Application Notes. However, this section shows the step for configuring the right Locale for
Text to Speech conversion on ANS.

Step 1 - In the left pane, navigate to System Configuration—>Resource Manager and select the

TTS Locales tab. Check the appropriate Enable box (e.g., English-UNITED STATES)
and click Save.

ANS Web Portal

% Horme X Partition ? about @ Logoff

Resource Manager Configuration SIP Trunks Media Servers : TTS Locales
MNotification and Trigger =
Usars and Groups TTS Locales
Iz System Configuration
= E = You can manage Locale here
User Profile Configuration
Partitions Locale Configurations
Security Configuration
Channel Type -Volce hd
From Addresses vP -
Channel Configuration
Coordinator Configurations | B =
LDAP Configuration English-UNITED STATES ~
Trigger Configuration Catalan-SPaln F
M Inb
EEEaUF Tuves Portuguese-BRAZIL O
System Maintenance .
arcizn=S04 Th
L L R
Save ‘

6.2.4. From Address Configuration

This section describes steps to configure the user part for the From header to be sent in an
outbound SIP call by ANS.

Note — Default Email and Voice entries are created during ANS installation. A new Voice entry is
added to be used for the testing.

Step 1 - Navigate to System Configuration->From Address and select From Address tab. On
the From Address page, click Add.

ANS Web Portal

#% Home X Partition ? About @ Logoff

From Address From Display Name
Motification and Trigg.

Users and Groups

From Address
[l Systemn Configuration

= n < rou can manage {add, edit & delete) From Address here
User Profile Configuration

Partitions

Security Caonfiguration

’*F‘Iease search based on From Address
Channel Canfiguration

From: Search | Clear |

Resource Manager Channel Default address_fpartition ] |
Coordinator Configurations Email admin@ans.com default
LDAP Configuration Voice anonymous default

Trigger Configuration

et [rorperre NS ER: 000

System Maintenance
Add
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Step 2 — The Add From Address window will open. Enter the following:
e Channel — Select Voice from a drop-down list.
e From — Enter a valid telephone number (e.g., +7325553172).
Note — ANS requires that this entry begins with a “+” character. ‘
e Default Address — Check this box for at least one Address entry.
e Partition — Use the default setting.

Step 3 - Click Save.
i |

channel: From: | +7325653172 |
Default Address: [V Partition:

Save ‘ Cancel |

ANS Web Portal 1§ Home & Partition 2 About @ Logoff

From Address From Display Mame

Motification and Trigger

Users and Groups From Address

= System Configuration
= : “fou can manage {add, edit % delete) From Address here
User Profile Configuration

Security Configuration

Channel Configuration

From: Search | Clear |

Coordinator Configurations Email admin@ans.com Yes default

Partitions ’ﬂ:‘lease search based on From address

Resource Manager

e s contialiaton Yoice anonymaus Mo default
Trigger Configuration .
2 = voice +7325853172 Yes default
Message Inboxes
s e | R P L L R
Add | Edit | Remowve | Clear Selecti0n|

Step 4 — Click on the From Display Name tab. Click on Add.

AMS Web Portal % Horme R Partition 7 About @ Logoff

From Address From Display Name

MNotification and Trigger

Uesrstandicroups From Display Name
= System Configuration
- . . You can manage (add, edit & delete) Display Mame here
User Profile Configuration

Partitions Please search based on display name
Security Configuration X

i (el Display Mame: Search Clear |
Channel Configuration

Resource Manager Channe Display Mame Default address .

Coordinator Configurations Ermnail admin default
LDAP Configuration
Trigger Configuration

e | T e L

System Maintenance

Yoice anonymous Mo default

Add
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Step 5 — The Add Display Name window will open. Enter the following:
e Channel — Select Voice from drop-down list.
e Display Name — Enter a name (e.g., ANS3172).
e Default Address — Check this box for at least one Display Name entry.
e Partition — Use the default setting.
Step 6 - Click Save.

Add Display Name

Channel: Display Name: |AN531 72 |
Default Address: [V Partition:

Save | Cancel |

ANS Web Portal # Home & Partition 2 About @ Logoff

From Address From Display Name
Notification and Trigger

iz vt o From Display Name

=l System Configuration

= . 2 “fou can rnanage (add, edit & delete) Display Mame here
User Profile Configuration ge ! ! play

From Addresses

Partitions Please search based on display name
Security Configuration .

Display Mame: Search Clear |
Channel Configuration
Resource Manager Display Name Default Address .

Coordinator Configurations Email admin default
LE?.QP Conflguratloh Voice anonymaus Mo default
Trigger Configuration .
Waice ANS31T2 Yes default
Message Inbaoxes
system wantenance D aaese: - |

Add

6.2.5. TTW Server

Step 1 - Navigate to System Configuration->Channel Configuration and select TTW SERVER
from the drop-down list in the Select the Channel/Component to configure field.

ANS Web Portal # Home X Partition ? About @

Notification and Trigger Channel Configurations

|+ . . .
U5 2 s Manage Channel Driver Configurations

= System Configuration

User Profile Configuration

’*Select the Channel / Component to configure

Partitions {—SELECT— V| Froperty: Search Clear
Security Configuration —SELECT—
From Addresses EMAIL CHANMEL

SAMETIME-IM CHANNEL
HMPP-I CHANNEL

Channel Configuration

EEsgurre T lanages IPPHOMNE CHAMNMEL
Coordinator Configurations SS CHAMMEL
LDAP Configuration HTTF DIALER MEDIA SERVER

Trigger Configuration

WOICE CHANMEL

Message Inboxes

HTTF DIALER

® System Mai &
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Step 2 — Select entries TTW IP ADDRESS and TTW IP ADDRESS 2 and set them to the IP
address of the ANS server (192.168.67.170), and click Save. Let other table entries default.

Edit Parameter Edit Parameter

Property: Property:

Value: 192.168.67.170 Yalue: 19216867170

Save Cancel Save Cancel

ANS Web Portal % Horme A Padtition 7 About 8 Logoff
Notification and Trigger Channel Configurations
e alud] EFEs Manage Channel Driver Configurations

= System Configuration
User Profile Configuration ’7

Select the Channel / Component to configure

| W SERVER V|Dr0perty: Search Clear

Partitions
Security Configuration

From Addresses

Resource Manager

Description
TTW IP ADDRESS 192,168.67.170 TTW Service IP Address, Usually, TTW is installed on the same machine as AMS
TTWw IP ADDRESS 2 192,1628.67.170 TTW Service IP Address 2, Usually, TTW is installed on the same machine as AW

Coordinator Configurations
LDAP Configuration TTW PORT 1236 TTW Service port, (Default port is 1236)

Trigger Configuration TTW PORT 2 1236 TTW Service port 2. {Default port is 1236)

Message Inboxes 3

| »
_
i B - - - [ 2

Edit | Clear Selecti0n|

6.2.6. Permitted Driver IP Addresses
Step 1 - Navigate to System Configuration—>Coordinator Configuration, select the Permitted
Driver IP tab, and click Add.

ANS Web Portal # Home X Partition ? About @ Logoff

Driver Command Size | Permitted Driver IP

Motification and Trigger

(reres vt (RT3 Driver Command Size
= System Configuration
Manage Driver Command Parameters
User Profile Configuration
Partitions

Security Configuration

IP Address

127.0.0.1

From Addresses
Channel configuration | [EE R o ML L L L R —

Resource Manager

LDAP Configuration
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Step 2 — The Add Driver IP Address Window will open. Enter the following:
e |P Address — Enter the IP address of the ANS server (e.g., 192.168.67.170). Click on Save.

Add Driver IP Address

IP Address: | 192.168.67.170

Sawve | Cancel |

ANS Web Portal % Home R Partition ? About @ Logoff

Driver Command Size  Permitted Driver IP

Motification and Trigger

T S GRS Driver Command Size
= System Configuration
. s _ Manage Driver Command Parameters
User Profile Configuration
Partitions

Security Configuration

IP Address
127.0.0.1
192.168.67.170

From Addresses

Channel Configuration

e | o L 1 ]
Coordinator Configurations

LDAP Configuration
Trigger Configuration

6.2.7. Inbound Number

ANS inspects the To header of inbound Invite messages to determine the acceptance/destination of
a call. These inbound numbers are configured to determine which trigger is invoked when a call
comes into ANS.

Step 1 - Navigate to System Configuration->Trigger Configuration and click Add.

ANS Web Portal # Horme K Partition ? About @ Logoff

Inbound Call Trigger Configuration Email Trigger Configuration

Notification and Trigger

U= ndieroups Inbound Number

= System Configuration
= . . vou can manage {add, edit & delete) Inbound MNurmber here
User Profile Configuration

Partitions ’*PIease search based on Inbound Mumber

Inbound Mumber: Search ‘ Clear |
Channel Configuration

RESQUFeT e o —— .
Coordinator Configurations 10 Vl l l l o)
LDAR Configuration _

Trigger Configuration Add

Message Inboxes

Security Configuration

From Addresses

Step 2 — The Add Inbound Number Data window will open. Enter the following:
e Inbound Number — Set to a digit string that the IPFR-EF service sends in the To header of
an inbound Invite message (e.g., 7325553170).
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Step 3 - Click Save. Repeat Steps 2 & 3 to configure additional inbound IPFR-EF service numbers

as required.
Add InBound Number Data

InBound Number: | 7325553170

Partition:

Save | Cancel

ANS Web Portal % Horme K Partition ? About @ Logoff

Inbound Call Trigger Configuration Email Trigger Configuration
Motification and Trigger

Usersnd Sroups Inbound Number
= System Configuration

= . . fou can manage (add, edit & delete) Inbound Number here
User Profile Configuration

Partitions Please search based on Inbound Number
Security Configuration

Inbound Number: Search | Clear |
Channel Configuration

From Addresses

Coordinator Configurations 7325553170 default
LDAP Canfiguration 7325553171 default
_b 7325553172 default
Message Inboxes
System Maintenance 10 Vl l l l
Add

6.2.8. Message Inbox

Message inboxes are configured to store message notifications on ANS. Subscribers can call ANS
to retrieve a message notification.

Step 1 - Navigate to System Configuration->Message Inbox and click Add.

ANS Web Portal f Home X Pattition ? About @ Logoff

Notification and Trigger Message Inboxes

s ) Erouys You can manage (add, edit & delete) Message Inbox defined fields here

= System Configuration
User Profile Configuration ’7

Please search based on Message Inbox Descripton

Search Value: Search | Clear |

- - Inbox Description ®piration Yalue .
Channel Configuration . . ..
e I A e

Coordinatar Configurations
LDAP Configuration Add

Partitions

Security Configuration

From Addresses

Inbox Mumber

Trigger Configuration
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Step 2- The Add/Edit Message Inbox window will open. Enter the following:
e Inbox Number — Set to any valid number (e.g., 3172).
e Inbox Description — Enter a description (e.g., Inbox 3172).
e Use the default values for the Expiration Time and Partition fields.

Step 3 - Click Save.
e

Inbox Number: |31?2 |

Inbox Descriptiun:||nb0x 31?2| |

Expiration Time: |1 | HOURS  +
Partition:

Sawve | Cancel |

ANS Web Portal

# Home & Partition  ? About @ Logoff

Notification and Trigger Message Inboxes

LesiEisndlEouES “fou can manage {add, edit & delete) Message Inbaox defined fields here

= system Configuration

User Profile Configuration
Partitions
Security Configuration

"DIease search based on Message Inbox Descripton

Search Yalues: Search | Clear |
promiaiicsse Inbox Mumber Inbox Description Expiration Yalue .
Channel Configuration

3172 Inbox 3172 1 Houri{s) default

Resource Manager

crorindtorconorsire o o 1 1 R

LDAP Configuration

Trigger Configuration Add

Step 4 - Repeat Steps 2 & 3 to configure additional Message inboxes as needed.

6.2.9. Manage User Profile
The following steps provision the subscribers on ANS.

Step 1 - In the left pane, navigate to Users and Groups - Users and click Add.

ANS Web Portal

Setifieatiorand Trigger Manage User Profile

B Users and Groups You can manage (add, edit & delete) user profile hers

My Profile
Users Please search based on User 1d, First Mame or Last Name.
7 G o —
Groups
CsW Upload
System Configuration Search | Clear ‘
System Maintenance

First Name Micldle Name Last Mame .
admin Adrnin Ansadmin Ans
[rove ver vao» (T3] W IR R
Add
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Step 2 - On the subsequent screen, select the User Details tab and configure as follows:
e User Id — Enter any valid id (e.g., POTS).
e Time Zone — Enter a valid timezone (e.g., US/Eastern).
e First Name — Enter any string (e.g., PSTN).
e Last Name — Enter any string (e.g., Analog).
e Use default values for the remaining fields.

ANS Web Portal # Horme & Partition  ? About @ Logoff

Notification and Trigger Manage User Profile

B Users and Groups rou can manage {add, edit & delete) user profile here

My Profile . .
User Details Contact Information
Users
My Groups —Users
Sroups
User Id: FCTS Title: Time Zone: (UTC-04:00) - US/Eastem b
CEY Upload
System Configuration First PSTH Last Analog Middle MName:
Name: Name:
System Maintenance
sccount Role: User hd
Mumber:
Telephone .
Security Wweb Login Change Password Pas_swo_r’d 39
PIN: Password: Expiration{Days):
Activate:

Save ‘ Cancel |

Step 4 - Select the Contact Information tab and enter valid contact information for this user. In the
example below a Work Phone number has been defined.

\ Note — If multiple are entered and the notifications will be simultaneously sent to all the contacts.

Step 5 - Click Save.

ANS Web Portal #% Home X Partition  ? About @ Logoff
Notification and Trigger Manage User Profile
& Users and Groups “rou can manage {add, edit & delete)} user profile here
My Profile B 5
User Details Contact Information
Users
My Groups —Point of Contact Information
SR Contact Information  Urgent Notifications Rule Wormal Matifications Rule
E2 Upllved Time Profile Delay(s) Time Profile Delay(s)
System Configurati
o Wark Phaone 17325552438 Amyime v|o Amytime ~||n
System Maintenance
Mobile Phane Amdime v Anytime v
HT‘ne Phaone Amdime b Amytime v
IP Phone Extension Amdime v Anytime e
SMS Address Amdime v Amytime v
waork Email Amdime N Anytime v
Personal Email Amdirme v Antime v
Sametime sddress Amdime - Anytime h
®MPP Address Amdime v Anytime v
Save | Cancel |

Step 5 - Repeat Steps 1-5 for any additional users.
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ANS Web Portal # Home & Partiion % About @ Logoff

Notification and Triggar Manage User Profile

E Users and Groups fou can manage {add, edit & delete) user profile here

My Profile

Jusz Flease search based on User Id, First Name or Last Mame.
Groups
Rale: Active | Ignore %
=
System Configuration Search ‘ Clear |
Syst i =
First Name Middle Name Last Mame .
admin Adrmin Ansadmin A3
POTS PSTN Analog
) U 8 6
add

6.2.10. Outbound Notifications

The following sections show the configuration of an ANS outbound notification and an ANS Ad-
Hoc conference, to selected subscribers.

6.2.10.1 Outbound Notification

Step 1 - In the left pane, navigate to Notifications and Trigger - Notifications Scenarios and
click Add.

ANS Web Portal # Home X Partition ? About @ Logoff

8 Notification and Trager Notification Scenarios

My Motification Scenarios

My Motification History

Notification History
Scenario Mame/Description: Search Clear
My Escalations

Escalations

Tou can manage (add, edit & delete) notification template here

Please search based on name, description

Usage Report Scenario Name Description

Inbound Call Triggers

Ernail Trigger Configuratiar 10 *’l l l l
Conference Bridges

Users and Groups Add

Step 2 — The Notification Scenarios window will open. Select the Details tab and populate the
fields as follows:

e Scenario Name — Enter a name for the scenario (e.g., Outbound Call).

e Scenario Description — Fill in a description if desired.

e Owner — Use the default admin.

e Expiration Time — This is the amount of time ANS will attempt to deliver the notification

before abandoning the attempt. Set as desired (1 Hour is the default).
e Priority — Set as appropriate.
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ANS Web Portal

# Home X Partition ? About

[ Notification and Trigger
My Motification Scenarios
Motification Soenarios
My Motification History
Motification Histary
My Escalations
Escalations
Usage Report
Inbound Call Triggers
Ernail Trigger Configuration
Conference Bridges

Users and Groups
System Configuration

: : =

0 Logoff

Notification Scenarios

You can manage (add, edit & delete) notification template here

Details Message Users Groups Escalations Trigger Permissions

—Motification Details

Scenario Name: Outhound Call
Scenario Description: | Outbound Call

Oowner: Select |

@ Marmal O Urgent O crisis

Expiration Time:

Priority:

Save | Cancel |

Step 3 — Select the Message tab and click on Add and enter the following:

ANS Web Portal

# Home ? About

= Notification and Trigger
My Notification Scenarios
Maotification Scenarios
My Notification History
Motification Histary
My Escalations
Escalations
Usage Report
Inbound Call Triggers

X Partition

D Logoff

Notification Scenarios

“fou can manage (add, edit & delete) notification termplate here

Details éMessage? Users Groups Escalations Trigger Permissions

—Common Messages

Text Message Subject:

Text Message Body:

Email Trigger Configuration

Conference Bridges

Users and Groups

Audio Message: Select Wave File| Record Through Telephone|

System Configuration

: i =

There is no data to display

B Sl 1]

Add

Save | Cancel ‘

Step 4 — The Add New Message window will open. Select the Messages tab and enter the
following:

Channel — Select VOICE from the drop-down list.

Caller ID — Select the number configured in Section 6.2.4, Step 2 (e.g., +7325553172).

Locale — Set as appropriate.

Display Name - Select the name configured in Section 6.2.4, Step 5 (e.g., ANS3172).

Enable Inbound — This field is enabled only if the notification needs to be saved in an

ANS Message Inbox configured in Section 6.2.8, so subscribers may retrieve the message

later (e.g., 3172).

e Select how the subscriber will be contacted from Work Phone, Mobile Phone, and Home
Phone options as appropriate.

e Greeting Prompt — A greeting message is played to the subscriber when the call is
answered. If Loquendo has been licensed, then enter the message in the text field. Loquendo
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will convert it to speech. Alternatively, click on the Select Wave File or Record Through
Telephone button.

Note - In the reference configuration, the Record Through Telephone option was used for
all notification messages. See Section 6.2.10.3 for the Record Through Telephone
procedure.

e Message Body — Repeat the process used for the Greeting Prompt above to generate the
notification message.

e Leave a message to voicemail — Check this so that the message can be left on the
subscriber’s voicemail in case the subscriber is unavailable.

e Use same message body for voicemail — Check this if the VVoicemail Body message is
same as the Message Body. Otherwise create a new message. In this reference
configuration, this field is checked.

e Use the default values for the remaining fields.
e Step 5 - Click on Save, and the Add New Message window will close.

Edit Message

Messages Choice

— Channel Messages

Required Fields in bold: 1.Message Body 2.Greeting Prompt must be provided

Channel: Locale: en-Us o
Caller ID: +7 325553172 | Display MName: ANS3172 ~
Retry Count: 1] Retry Delay({Seconds): |0 Ring Timeout{seconds): 0
[ authenticate Recipient [FlEnshle outBound [l wiork Phone
[Jeypass Human Detection [FlEnshle InBound 3re | Ml mahile Phone
[ audio conference Haorne Phone
Greeting Prompt: Select Wwave File| Remove Recorded File‘ [>| 00| &
Message Body: Select Wave F|Ie| Remove Recorded F|Ie‘ [ 00| &
[Jeypass answer Machine Detection? [¥lLeave a message to woicemail? M Use same message hody for voicemail?
“oicemail Body: Select Wawve FI|B‘ Remove Recorded F\Ie| [x| 00| O3
Save | Cancel

Step 6 — Returning to the Notifications Scenario window, click on the Users tab.

ANS web Portal

Notification Scenarios

You can manage (add, edit & delete) notification template here

Details Message  Users Groups Escalations Trigger Permissions

Search Value: Search Clear |

W TG Middle Name Us

Inbound Call Trwgg:rs PSTH analog POTS There is no data to display

= = Admin Ans admin Ansadmin
e Anonymous Ans AUSER Ansadmin
System Configuration
System Maintenance

10 10
Save Cancel
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Step 7 — From the list of users, click on the PSTN user created in Section 6.2.9 (e.g., PSTN). Then
using the right arrow button, move the user into the right hand column. ANS will send this
notification to any user listed in this column. Click on Save.

ANS Web Portal

= Motification and Trigger

My Notification Scenarios
Notification Scenarios

My Motification History
Motification History

My Escalations

Escalations

Usage Report

Inbaund Call Triggers
Ermnail Trigger Configuration
Conference Bridges

Users and Groups
System Configuration

System Maintenance

Notification Scenarios

“You can manage (add, edit & delete) notification template here

Details Message Users Groups Escalations Trigger Permissions

Search Yalue: Search | Clear ‘
First Name Last Name Middle Name . | ]

Admin Ans admin AnsAdmin
Anonymaous Ans AUSER Ansadmin

Rows Per Page [0 <1 1 )

PSTH snalog

Rows Per Page [T <1 1 B

Save ‘ Cancel ‘

The Outbound Call scenario is created.

ANS Web Portal

=

= Motification and Trigger

My Notification Scenarios
Notification Scenarios

My Motification History
Motification History

My Escalations

Escalations

Usage Report

Inbound Call Triggers
Ermnail Trigger Configuration

Conference Bridges

Users and Groups

Notification Scenarios

“You can manage (add, edit & delete) notification template here

Scenario Mame/Description: Search Clear

"PIaasa search based on name, description

Scenario Mame Description

Qutbound Call Outbound Call admin

Rows Per Page [T <1 1 S

6.2.10.2 Ad-Hoc Conference Notification
ANS may be configured to call out to subscribers and ask them to join an Ad-Hoc conference
hosted by ANS.
Step 1 — The Ad-Hoc Conference notification scenario is created in a similar fashion to the

notification scenario shown in Section 6.2.10.1. Repeat the steps shown in that section, with the
following differences:

e In Section 6.2.10.1, Step 2,
o Scenario Name — Enter a name for the scenario (e.g., AdHoc Conf).

= Notification and Trigger

My Notification Scenarios

Notification Scenarios
My Notification History
Notification History
My Escalations
Escalations

Usage Report
Inbound Call Triggers

Notification Scenarios

You can manage (add, edit & delets) notification template here

Details Message Users Groups Escalations Trigger Permissions

Maotification Details

Scenario Name: AdHoc Canf
Scenaria Description: l:l

Emnail Trigger Configuration Owmer: ’—| Select ‘

Conference Bridges
Users and Groups

& System Configuration

User Profile Configuration

Partitions

Expiration Time: ‘1 HHOURS V‘
Priority: @ normal Ourgent O crisis
Save | Cancel |
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e In Section 6.2.10.1, Step 4,

o Check the Audio Conference box and select Ad-Hoc Conference from the drop-
down menu.

Edit Message

Messages Choice

r~Channel Messages

Required Fields in bold: 1.Message Body 2.Greeting Prompt must be provided

chonne: MO tocete
Caller 1D: + 325553172 « | Display Name: ANIITE 5
[ authenticate Recipient [FIEnable outBound lwork Phone
[Jeypass Human Detection [“IEnable InBound re ¥ | MMohkile Phone
I ! sudia Conference|AN5 Ad-Hoc Contarance "| I M Hame Phane
Greeting Prompt: | | Select Wave File| Remove Recorded Fi\e| Pl 00| OO
Message Body: Select Waue File| Remove Recorded Fi\e| Pl 00|
DBypass answer Machine Detection? [ Leave a message to voicemail? Muse same message body for voicemail?
woicemail Bady: Selact Wave File| Remove Recorded File| OO

Save ‘ Cancel

Step 2 — Select the Choice tab, and click the Add a question button.

Add New Message

Messages |

¥ add Questions

Question ID Question

There is no data tao display
orero M EEERERo o0
Add a question

Step 3 — The Add Question window will open. Following the procedure in Section 6.2.10.1, Step

4, create a question for the caller (e.g., “Would you like to join the conference call?”), and click
Save.

Question 1 Content | | Select Wave File| Record Through Telephone|
Save | Cancel |
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Step 4 — Returning to the Add New Message window, click on the question entry created in Step 3
(e.g., Question 1).

Add New Message

Messages Choice

¥V add Questions

Question 1D Question .

Question 1

(orer- O NERERER 00 |

Add a guestion

Save Cancel

Step 5 — The Add Choices section will open. Click Add a choice.

Add New Message

Messages Choice

¥ add Questions

Question ID Question .

Question 1 test

R v L L
Add a gquestion | Edit | Remave | Clear Selection |

—add Chaices

Choice ID .

There is no data to display

S L T 1 R
Add a chaoice

Save Cancel

Step 6 - The Add Question window will open. Enter the following:

e Choice 1 Content - Following the procedure in Section 6.2.10.1, Step 4, create a choice for
the caller (e.g., “Press 1 for yes.”).

e Acknowledgment after chose — Following the procedure in Section 6.2.10.1, Step 4,
create a response for the caller (e.g., “You are joining the conference.”).

e Check the Mark this choice as the “Affirmative” answer for reporting purposes box.

e Audio Conference — Select this option.

e Click Save.
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Edit Question

Choice 1 Content |Recnrded File Attached ‘ Select Wawe F|\e| Remove Recorded F\Ie‘ b0 O

acknowledgment after chosen |Recorded File Attached ‘ Select Wave Fl\e| Remave Recarded File| [ | 00| [J

Elmark this choice as the "affirmative” answer for
reporting purposes

{8 sudio Conference

O Mo action

Save | Cancel

Step 7 — Returning to the Add New Message window, additional choices may be added. Otherwise
click on Save.

Add New Message

Messages Choice

¥ add Questions

Question 1D Question .

Question 1

oo GO mESERE o
&dd a question | Edit | Remove | Clear Selection |

—&dd Choices

Choice ID .

Choice 1

(o= OSSR 0
Add a choice

Save | Cancel |

Step 8 — Returning to the Notifications Scenario window, click on the Users tab and repeat the
procedures in Section 6.2.10.1, Steps 6 & 7. The Ad Hoc Conf notification is created.

O Notification and Trigger Notification Scenarios

My Motification Scenarios

_ ou can manage (add, edit & delete) notification template here

My Notification History Please search based on name, description

Motification History

. Scenario Mame/Description: Search Clear
My Escalations
Escalations
Usage Report Description

Inbound Call Triggers adHoc canf AdHoc Conf

Email Trigger Configuration
Outbound Call Outbound Call

Conference Bridges

Users and Groups

e [ R ER o>
= System Configuration

User Profile Configuration Add | Edit | Remove | Clear Selection | Trigger Preview |
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6.2.10.3 Recording Notification Announcements via a Telephone

As described in Section 6.2.10.1, Step 4, by selecting the Record Through Telephone button,
ANS announcements may be recorded via telephone. ANS calls out to the designated telephone
number or local PBX extension to create the recording.

Note — In the reference configuration, ANS calls are routed via Session Manager. Therefore, these
numbers must be routable by Session Manager.

When the Record Through Telephone button is selected on one of the announcement windows,
the Record Voice Prompt window is displayed.

Record ¥oice Prompt

Address
Locale |[English-UNITED STATES +

Record | Cancel |

Enter a telephone number or local PBX extension in the Address field, and click the Record
button. ANS will call the specified number. ANS will prompt the caller through the recording
process.

When the recoding is completed, ANS will close the Record Voice Prompt window, and the

R d Th h Teleph . . .
seon e SRS | button on the associated announcement window, is replaced by

Femove Recorded File| BMH

6.2.11. Triggering Notifications

ANS notification scenarios may be initiated (triggered), via an inbound call to ANS, or locally from
the ANS web portal.

6.2.11.1 Defining an Inbound Call Trigger
Step 1 - Navigate to System Configuration—>Inbound Call Trigger and click Add.

ANS Web Portal

B Notification and Trigger Inbound Call Triggers
e

You can manage {add, edit & delete) Inbound Call trigger profiles hare

Search Yalue: Search Clear

rios
n Histary ’fPIease search based on Trigger Mame & Trigger Description

Usage Report Trigger Name Trigger Description
Inbound Call Triggers

Emnail Trigger Configuration 10~

Conference Bridges

Users and Groups
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Step 2 — The Inbound Call Trigger window will open. From the General tab, enter the following:
e Inbound Call Trigger Name — Enter a name for the trigger.
e Inbound Call Trigger Description — Enter a description if desired.
e Locale — Select as appropriate.
e Greeting Prompt — Enter/Record an ANS greeting (see Sections 6.2.10.1 and 6.2.10.3).
e Trigger Access Pin — Optionally, an access PIN may be provisioned to challenge the caller.

ANS Web Portal

& Notification and Trigger Inbound Call Triggers

My Motification
T R e You can manage (add, edit & delete) Inbound Call trigger profiles here
Motification Scenarios

My Motification History General Inbound Numbers Allowed Incoming Numbers Choice
Hatification History

iy sl Inbound Call Trigger Name: Trigger Outhound

Escalstions Inbound Call Trigger Description: | Trigger Outbound

Usage Report

Locale: en-Us v
Inbound Call Triggers
Email Trigger Configuration | greeting Prompt: Select Wave File| Remove Recorded Fi\e‘ |l &
Conference Bridges
Users and Groups Trigger Access Pin: 12345
System Configuration
System Maintenance Save ‘ Cancel ‘

Step 3 — Select the Inbound Numbers tab, and click on the Add button.

ANS Web Portal

B Motification and Trigger Inbound Call Triggers

My Motification Scenarios . 0 manage (add, edit & delete} Inbound Call trigger prafiles here
Hatification Scenarios
My Matification Histary General { Inbound Numbers ! Allowed Incoming Numbers  GChoice

Motification History

My Escalations

Inbound Number

Escalations
Usage Report
Inbound Call Triggers

10
Ermnail Trigger Configuration
Conference Bridges add
Users and Groups
System Configuration e ‘ o] ‘

Step 4 — The Add Inbound Number Data window will open. From the drop-down menu select
from one of the inbound numbers defined in Section 6.2.7 (e.g., 7325553170). Click on Save.

Add InBound Number Data

Save | Cancel |

Note — Once an inbound number is selected for a trigger, that number is removed from the drop-
down menu selection.
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Step 5 — Returning to the Inbound Call Triggers page, select the Choice tab, and click Add.

ANS Web Portal

# Home & Partition  ? fbout O Logoff
8 Notification and Trigger Inbound Call Triggers
My Notificstion Scenaries o .\ manage (add, edit & delets) Inbound Call rigger profiles hers
Notification Scenarios

My Hotification Histary
Natification History
My Escalations

General Inbound Numbers Allowed Incoming Numbers  Choice

Escalations
Usage Report
Inbound Call Triggers Rows Per Page [T <1 1 )
Email Trigaer Configuration
Conference Bridges i
Users and Groups

Choice Description

System Configuration Save ‘ Cancel |

Step 6 — The Add Choice Data window will open. Enter the following:
e Choice — Create an announcement that ANS will play to the caller. See Sections 6.2.10.1
and 6.2.10.3 regarding announcement creation.
e Select the Single Scenario option.

¢ Inthe Attach Single Scenario section, click on the Select button.

e

Choice: Select Wave File| Remaove Recarded Fi|e| PO O

Enable [Enable Message [enable
Trigger Pin Recording

@ Single Scenario

[JEnable User sccount
Conferencing Authentication

O Multiple Scenario

[use in-bound caller details for voice channel from
address/from name

O single InBox Store O Multiple InBox Store

O single InBox Retrieve O Multiple InBox Retrieve
"Attal:h Single Scenario

Scenario Mame

Select

Save | Cancel |

Step 7 — The Add Scenario window will open. From the drop-down menu, select a scenario
created in Section 6.2.10 (e.g., Outbound Call), then click on Select.

Select Scenario; Oyuthound Calli Select

Cancel

Step 8 — Returning to the Inbound Call Triggers window, select Save.

ANS Web Portal

© Notification and Trigger Inbound Call Triggers

ins
“ou can

manage {add, edit & delete) Inbound Call trigger profiles here

My Ntification History

General Inbound Numbers Allowed Incoming Numbers Choice
Motification Histary

My Escalations
Escalations
Usage Report

Email Trigger Configuration
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The inbound call trigger for the Outbound Call notification is created. Repeat Steps 1-8 to create
additional inbound call triggers.

ANS Web Portal

© Natification and Trigger Inbound Call Triggers

My Notification Seenarios | .0 anage (add, edit & delete) Inhound Call trigger profiles here
Notification Scenarios

My Notification History Please search based on Trigger Name & Trigger Description

Notification History
Search Value: Search Clear
My Escalstions

Escalations
Usage Report Trigger Mame Trigger Description

Trigger Quthound Trigger Cutbound
Email Trigger Configuration

cartines O o rer page (1S ER) IR0 IS0 IR - o()

Users and Groups

System g

6.2.11.2 Triggering a notification from Avaya Notification Solution

Step 1 - In the left pane, navigate to Notifications and Trigger - Notifications Scenarios and
select a notification created in Section 6.2.10 (e.g., Outbound Call).
Step 2 — Click on the Trigger Preview button.

ANS Web Portal

) Notification and Trigger Notification Scenarios
W"“ You can manage [add, edit & delete) notification template here
My Notification Histary Please search based on name, description
Natification Histary .
2 Scenario Name/Description: Search Clear
My Escalations
Escalations
Usage Repart Scenario Mame Description
TS e AdHoc Conf Ad Hoc Conf admin

Email Trigger Configuration

Outbound Call Qutbound Call admin

i Rows per oo~ [T I EEE 0 E >

Conference Bridges

S¥Etem forhguration add ‘ Edit | Remove ‘ Clear Selaction | Trigger Preview |

Step 3 — The Trigger Preview window will open. Click on the Trigger button, and ANS will send
the notification call to the subscribers configured in Section 6.2.10.1, Steps 6 & 7.

B Notification and Trigger Notification Scenarios

My Watification Scenarins

“ou can manage (add, edit & delete) notification terplate here

My Notification Histary fDetaiIsE Message Adhoc Numbers Users Groups Escalations

Notification History Notification Details
My Escalations

Escolations scenarioNome:  [OuboudCal |

Inbound Call Triggers

el Tiager configrston | | OWNer: foormn ]

EEmEEEs BAEES Expiration Time: |1 “HOURE‘. ~
Users and Groups

Systann Configuration Priority: @ Normal Ourgent O Crisis
System Maintenance Start Time: Fimmediate
<< Trigger >> ‘ Cancel |

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 55 of 91
SPOC 11/19/2014 ©2014 Avaya Inc. All Rights Reserved. ANS2SM63SBC62FR



7. Configure Avaya Session Border Controller for Enterprise

Note: Only the Avaya SBCE provisioning required for the reference configuration is described in
these Application Notes. The installation and initial provisioning of the Avaya SBCE is beyond the
scope of this document. Refer to [5 & 6] for additional information.

7.1. Initial Installation/Provisioning

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3.1, the reference configuration places the private interface (A1) of the
Avaya SBCE in its own subnet (Common site, 192.168.70.x), with access to the Main site
(192.168.67.x) subnet. The connection to AT&T uses the Avaya SBCE public interface B1 (IP
address 10.10.10.12%).

7.2. Log into the Avaya SBCE

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”

management LAN connection on the chassis.

Step 1 - Access the web interface by typing “https://X.X.X.X” (where x.x.x.x is the management IP
address of the Avaya SBCE).

Step 2 - Enter the Username and click Continue.

AVAYA ="

This system is restricted solely to authorized wsers for legitimate

buziness purpozes only. The actual or sttempted unauthorized access,

Session BD rd er Cont ro I Ie r uze or modifications of thiz system is strictly prohibited. Unauthorized

N uzers are subject to company disciplinary procedures and or crimingl

fOl’ Ent‘e l’p I'I Se and civil penatties under state, federal or other applicable domestic and
fareign lavws.

The use of thiz system may be montored and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

Al users must comply with sl corporate instructions regarding the
protection of information assets.

@ 2011 - 201 3 Avaya Inc. All rights reserved.

! See Section 3.1.
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Step 3 — Enter the Password and click Log In.

Log In
AVAYA I -
Password: [ 1

Session Bo rder Co ntro”er This system is restricted solely to authorized users for legitimate
= business purposes only. The actual or attempted unauthorized access,
for Enterprlse use or modifications of thizs system iz strictly prohibited. Unauthorized

users are subject to company disciplinary procedures and or criminal
and civil penalties under state, federal or other applicable domestic and
foreign laws.

The use of thiz system may be monitored and recorded for
adminiztrative and security reasons. Anyone accessing this system
expressly consents to such menitoring and recerding, and is advised
that if it revealz possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

Al users must comply with all corporate instructions regarding the
protection of information assets.

@ 2011 - 2012 Avaya Inc. All rights reserved.

Step 3 - The main menu window will open. Note that the installed software version is displayed.

Note — All page navigation described in the following sections will utilize the menu shown on the
left pane of the screenshot below.

Help  Log Out

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard

BackupfRestore System Time 02:08.02 PM EDT Refresh | EMS
System Management

» Global Parameters Mrsm PI1EE | SBCE
> Glohal Profiles Build Date Maon Jul 14 14:53:03 UTC 2014

> SIP Cluster

Alarms (past 24 hours) Incidents (past 24 hours)

> Domain Policies
Mone found SBCE: Max forwards Exceeded
» TLS Management

> Device Specific Settings SBCE: Max forwards Exceeded
SBCE: Max forwards Exceeded
SBCE: Max forwards Exceeded

SBCE: Max forwards Exceeded

Add

Mo notes found
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7.3. Global Profiles
Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.

7.3.1. Server Interworking — Avaya

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities.

Step 1 - Select Global Profiles = Server Interworking from the left-hand menu (not shown).

Step 2 - Select the default avaya-ru profile and click Clone button (not shown). The Profile name
window will open (not shown).

Step 3 - Enter a profile name: (e.g., Avaya_Trunk_SI), and click Next.

Step 4 - The General screen will open.

Verify that Hold Support is None (default).

Set Verify that Refer Handling is not selected (default), and URI Group is set to None
(default).

Select T38 Support.
All other options can be left with default values.
Click Next.
General
@ MNone
Hald Support O RFC2843 - c=0.0.00
O RFC3264 - a=sendanly
180 Handling @ Mone O SDP O Mo SDP
181 Handling ® More © sDP O Mo SDP
182 Handling ® More O sDP O Mo SDP
183 Handling @ MNone © SDP O Mo SDP
Refer Handling O
URI Group
3xx Handling O

Diversion Header Support

Delayed SDP Handling ]
Re-lnvite Handling O
T.38 Support
URI Scheme @szip OTEL O ANy
Yia Header Format © RFC3261

O RFC2543

Iext
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Step 5 - On the Privacy/DTMEF section select Finish to accept default values.

Editing Profile: Avaya_Trunk_5SI X

User Name
P-Asserted-ldentity
P-Preferred-ldentity

Privacy Header

DTHF Support

Privacy Enabled |

DThF

& Mone
O SIP NOTIFY
O SIP INFO

Step 6 - On the SIP Timers/Transport Timers tabs (not shown) select Finish to accept default

values.

Step 7 - On the Advanced tab, verify the following settings, and click Finish.

Editing Profile: Avaya_Trunk_SI X

JF; Reviewed:
SPOC 11/19/2014

Record Routes

Topology Hiding: Change Call-ID
Call-Info MAT
Change Max Forwards
Include End Paoint IP for Context Lookup
OCS Extensions
AvAYA Extensions
MNORTEL Extensions
Diversion Manipulation
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7.3.2. Server Interworking — AT&T
Add an Interworking Profile for the connection to AT&T via the public network.
Step 1 - Repeat the steps in Section 7.3.1 with the following changes:
e Create a new profile by selecting Add Profile (not shown), and enter a profile name: (e.g.,
ATT_Trunk_SI).
e For the General tab (not shown) enter the follow, then click Finish:

JF; Reviewed:
SPOC 11/19/2014

Editing Profile: ATT_Trunk_SI

General

@ Nane
Hold Suppont O RFC2543 - £=0.0.0.0
O RFC3264 - a=sendonly
180 Handling ® none O spDP O No SDP
181 Handling @ Nore O sDP O No SDP
182 Handling @ None O SDP O Mo SDP
183 Handling @ Nore O s5DP O No SDP
Refer Handling ]
URI Graup I:I
3w Handling ]
Diversion Header Support
Delayed SDP Handling il
Re-Invite Handling O
T.38 Support
URI Scherme @ szPp OTEL O ANY
“ia Header Format g EEE?EE;
Mext
Privacy Enahbled Ld
User Name |

P-Asserted-ldentity

P-Freferred-ldentity

Privacy Header | |

DTHF

@ None
O sIP NOTIFY
O SIP INFO

DTMF Support
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Step 2 - For the Advanced Tab (not shown) use the following settings and click Finish:

Editing Profile: ATT Trunk_SI

O Mone

Record Routes O Single Side
@ Both Sides

Topology Hiding: Change Call-ID L

Call-Info NAT O

Change Max Forwards

Include End Paint IP for Context Lookup O

OCS Extensions ¥

ANVAYA Extensions O

MORTEL Extensions ]

Diversion Manipulation O

Diversion Header URI |

Metaswitch Extensions O

Reset on Talk Spurt O

Reset SRTP Context on Session Refresh [

Has Remote SBEC

Route Response on Via Port O

Cisco Extensions O

Dashboard Interworking Profiles: ATT_Trunk_SI
Adrministration

Al Rename ][ Clane H Delete ]

Backup/Restore

erworking Profiles Click here to add 2

Systern Management

> Global Parameters A General || Timers ‘ | URI Manipulati ‘ ‘ Header Manipulati ‘ ‘ Advanced
4 Global Praofiles Avaya_Trunk_Sl = ] ~
(Genera
D_Dmam _DDS ATT_Trunk_SI Hold Support NONE
Fingerprint
Server Interworking U2 il Lore
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7.3.3. Routing — To Session Manager

The following routing profile provides routing to Session Manager.

Step 1 - Select Global Profiles - Routing from the menu on the left-hand side (not shown).
Step 2 - Select Add Profile (not shown).

Step 3 - Enter Profile Name: (e.g., To_SM _RP).

Step 4 - Click Next and enter the following for regular inbound calls:

In the URI Group field specify *,

Next Hop Server 1: 192.168.67.47 (Session Manager).

Verify Routing Priority Based on Next Hop Server is selected (default).
Outgoing Transport: TCP.

Accept remaining default values.

Step 5 - Click Finish.

Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
Next Hop Routing

URI Group
MNext Hop Server 1
IP, IP:PcrtF’Damain. or Domain:Port “1921585?4? |

MNext Hop Server 2 | |

IF, IP:Port, Domain, or Domain:Port

Routing Priority based on
Next Hop Server

Use Mext Hop
for In Dialog Messages

O

Ifgnore Route Header O

or Messages Outside Dialog

NAPTR O

SRV O
o

TLs @ 1CP O UDP

Outgoing Transport

Routing Profiles: To_SM_RP

Add [ Rename H Clone ” Delete ]

Routing Profiles Click here to add a description.
default
...................................................... Routing Profile
Update Order Add

. To_SM_RP

Priarity URI Group Next Hop Server 1 Next Hop Server 2

I
#

192.168.67.47 View Edit Delete
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7.3.4. Routing — To AT&T
Repeat the steps in Section 7.3.3, with the following changes, to add a Routing Profile for the
connection to AT&T.
Step 1 - Enter Profile Name: (e.g., To_ATT_RP).
Step 2 - Click Next, then enter the following:
e Next Hop Server 1: 10.10.10.10 (Primary AT&T Border Element IP address).
e Verify Routing Priority Based on Next Hop Server is selected (default).
e Outgoing Transport: UDP.
Step 3 - Click Finish.

Edit Routing Rule X

Each URI group may only be used once per Routing Profile.

Next Hop Routing
LR Group

Mext Hop Server 1 |1u_1u_1 010 |

IP, IP:Pert, Domain, or Domain:Port

MNext Hop Server 2 | |

IP, IP:Pert, Domain, or Domain:Port

Routing Priority based on
Next Hop Server

Use Mext Hop
for In Dialog Messages

O

Ifgnore Route Header n

or Messages Outside Dialog

NAPTR O

SRV O
O

TS O TCP @ UDP

Qutgoing Transport

7.3.5. Server Configuration — Session Manager

Step 1 - Select Global Profiles = Server Configuration from the menu on the left-hand side (not

shown).

Step 2 - Select Add Profile and the Profile Name window will open (not shown). Enter a Profile

Name (e.g., SM_Trunk_SC) and click Next.

Step 3 - The Add Server Configuration Profile - General window will open.

Select Server Type: Call Server.

IP Address: 192.168.67.47.

Supported Transports: Check TCP.

TCP Port: 5060.

Select Next.

Step 4 - The Add Server Configuration Profile - Authentication window will open (not shown).
e Select Next to accept default values.
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Step 5 - The Add Server Configuration Profile - Heartbeat window will open (not shown).

e Select Next to accept default values.
Step 6 - The Add Server Configuration Profile - Advanced window will open.

Select Finish.

Edit Server Configuration Profile - General (|

s associated with & Turing Test Use Case in Media Rules

This profile s i
and th

Server Type

IP Addresses / Supported FQDMs

Separate entries with commas

Supported Transports

TCP Port
UDP Port

TLS Port

192.168.67.47

TCP
O uop
Oms

R
R

Select Avaya_Trunk_SI (created in Section 7.3.1), for Interworking Profile.
Select AvayaSBCClient for TLS Client Profile.
Verify the Signaling Manipulation Script field is set to None (default).

Edit Server Configuration Profile - Advanced X

Enable DoS Protection
Enable Grooming
Interworking Profile

TLS Client Profile

Signaling Manipulation Script
TCP Connection Type

TLS Connection Type

| Avaya_Trunk_SI v |

AvayaSBCClient ¥

|None hd

® sUBID © PORTID O MAPPING

@ suBiD © PORTID O MAPPING
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7.3.6. Server Configuration — AT&T

Note — The AT&T IPFR-EF service may provide a Primary and Secondary Border Element. This
section describes the connection to a single Border Element. See Addendum 1 for information on
configuring Primary & Secondary IPFR-EF Border Elements.

Repeat the steps in Section 7.3.5, with the following changes.
Step 1 - Enter a Profile Name (e.g., ATT_SC) and select Next.
Step 2 - The Add Server Configuration Profile - General window will open (hot shown).

UDP Port: 5060.
Select Next.

Select Server Type: Trunk Server.
IP Address: 10.10.10.10 (AT&T Primary Border Element IP address).
Supported Transports: Check UDP.

Step 3 - The Add Server Configuration Profile - Advanced window will open.
e Select ATT_Trunk_SI (created in Section 7.3.2), for Interworking Profile.
¢ In the Signaling Manipulation Script field select None.

e Select Finish.

Edit Server Configuration Profile - General X
Server Type Trunk Serser hd

IP Addresses / Supported FQODNs

Separate entries with commas

12.194.131.41

UDPF Connection Type

O e
Supported Transports UDP
OTs
TCP Port
UDP Fort b060
TLS Fort
Enable DoS Protection O
Enable Grooming |
Interworking Profile ATT _Trunk_SI v
Signaling Manipulation Script Mane hd

® suBiD © PORTID O MAPPING
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7.3.7. Topology Hiding — Avaya Side

The Topology Hiding hides the topology of the enterprise network from external networks.
Step 1 - Select Global Profiles & Topology Hiding from the menu on the left-hand side (not

shown).
Step 2 - Click default profile and select Clone Profile (not shown).
Step 3 - Enter Profile Name: (e.g., Avaya_TH)
Step 4 - For the Header To,

¢ Inthe Criteria column select IP/Domain.

¢ Inthe Replace Action column select Overwrite.

e Inthe Overwrite Value column enter customera.com.
Step 5 - For the Header Request Line,

e Inthe Criteria column select IP/Domain.

e Inthe Replace Action column select Overwrite.

e Inthe Overwrite Value column enter customera.com.
Step 6 - For the Header From,

e Inthe Criteria column select IP/Domain.

e Inthe Replace Action column select Overwrite.

e Inthe Overwrite Value column enter customera.com.
Step 7 - Use default values for rest of the fields.
Step 8 - Click Finish.

Dashboard *~  Topalogy Hiding Profiles: Avaya_TH
Administration Add [ Rename ][ Clone ][ Delete ]
Backup/Restore
Topology Hidi
> Global Parameters default Topology Hiding
4 Global Profiles
X REELE Criteria Replace Action Overwrite Value
Domain DoS
Fingerprint Avaya TH Request-Line IP/Domain Overwrite customera.com
Server Interworking Refer-To IP/Damain Overwrite customera_com
Phone Interworking To IP/Domain Ovenwrite customera com
WMedia Forking From IP/Damain Overwrite customera_com
Routing Via IP/Domain Auto
Server Configuration
- Referred-By IP/Domain OQvenwrite customera.com
Topelogy Hiding
Signaling SDP IP/Domain Auto
Manipulation Record-Route IP/Domain Auto
URI Groups
> SIP Cluster
> Dnmain Baliciac
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7.3.8. Topology Hiding — AT&T Side

Step 1 - Repeat the steps in Section 7.3.7, with the following changes:
e Enter Profile Name: (e.g., ATT_TH).
e Leave all values at default.

Topology Hiding ‘
Criteria Replace Action Overwrite Value
Request-Line IP/Damain Auto
Refer-To IP/Domain Auto
To IP/Domain Auto
From IP/Domain Auto
Via IP/Domain Auto
Referred-By IP/Domain Auto
SDP IP/Domain Auto
Record-Route IP/Domain Auto

7.3.9. Signaling Manipulations

The Avaya SBCE can manipulate inbound and outbound SIP headers through the use of Sigma
scripts. However, in the reference configuration, no signaling manipulation scripts were required.

7.4. Domain Policies

The Domain Policies feature allows users to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication sessions
originating from or terminating in the enterprise.

7.4.1. Application Rules
Step 1 - Select Domain Policies = Application Rules from the menu on the left-hand side (not
shown).
Step 2 - Select the default Rule (not shown).
Step 3 - Select the Clone button (not shown), and the Clone Rule window will open.
e Inthe Clone Name field enter SIP_Trunk_AR.
e Click Finish.
Step 4 - Select the SIP_Trunk_AR rule just created (not shown).
e Click the Edit button. The Editing Rule screen will be displayed.
e Inthe Audio row:
o Change the Maximum Concurrent Sessions to 2000.
o Change the Maximum Sessions per Endpoint to 2000.
e Click on Finish.
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Dashboard Application Rules: SIP_Trunk_AR
Adminsraton [FiterBy Device 8
Backup/Restore
Applicati 3
System Management pgll‘(‘::;(m Click here to add a description.
> Global Parameters i Application Rule

> Global Profiles
4 SIP Cluster

default-trunk Application Type Maximum Concurrent  Maximum Sessions

Sessions Per Endpoint
default-subsc
Cluster Proxy Fauletbee Audio 2000 2000
4 Domain Policies default-subsc
o Video d [l
Application Rules
PP default-server..
Border Rules M O o
Media Rules default-server.
Security Rules SIP_Trunk_AR
Signaling Rules RemateWork. CDR Support None
Time of Day Rules
default-trunk_.. RTCP Keep-Alive Mo
End Point Palicy
Groups

Dol

7.4.2. Media Rules

The following Media Rule will be applied to both the Avaya and AT&T connections and therefore,
only one rule is needed.
Step 1 - Select Domain Policies = Media Rules from the menu on the left-hand side menu (not
shown).
Step 2 - The Media Rules window will open (not shown). From the Media Rules menu, select the
default-low-med rule
Step 3 - Select Clone button (not shown), and the Clone Rule window will open.
e Inthe Clone Name field enter Trunk_low_med MR.
e Click Finish. The newly created rule will be displayed.
Step 4 - Highlight the Trunk-low-med_MR rule just created (not shown):
Select the Media QOS tab.
Click the Edit button and the Media QOS window will open.
Check the Media QOS Marking field is Enabled.
Select the DSCP box.
Audio: Select EF from the drop-down.
Video: Select EF from the drop-down.
Step 5 - Click Finish. The completed Media Rules screen is shown below.

Session Border Controller for Enterprise AVAYA
Phone Interworking ~!  Media Rules: Trunk_low_med_MR
Media Forking Ad
Routin,
"
Server Configuration
e default-low-med i
Topology Hiding Media NAT H Media Encryptis H Media y || Media Si i ‘ Media QoS |
Signaling default-low-m
Manipulation 4 q
efault-high
URI Groups RTCP Enabled O
> SIP Cluster default-high-enc
+ Domain Policies avaya-lowme..
Application Rules Trunk_low ... Enabled
Border Rules default_SRT QoS Type DSCP
Media Rules
Security Rules default-low-m Audio QoS
Signaling Rules Audie DSCP EF
Time of Day Rules
End Point Policy
Groups Video DSCP EF
Session Policies —
Edit
T1 S Mananemen t <
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7.4.3. Signaling Rules

In the reference configuration, Signaling Rules are used to define QOS parameters, as well as to
remove unwanted SIP headers (see Section 2.2, Item 1).

Note — SIP headers may also be blocked by the Signaling Manipulation function. However,
Signaling Rules are a more efficient use of Avaya SBCE resources.

7.4.3.1 Avaya — Signaling QOS

Step 1 - Select Domain Policies = Signaling Rules from the menu on the left-hand side menu
(not shown).

Step 2 - The Signaling Rules window will open (not shown). From the Signaling Rules menu,
select the default rule.

Step 3 - Select the Clone button and the Clone Rule window will open (not shown).
e Inthe Rule Name field enter Avaya_SR.
e Click Finish. The newly created rule will be displayed.

Step 4 - Highlight the Avaya_SR rule created in step 4 and enter the following:

Select the Signaling QOS tab.

Click the Edit button and the Signaling QOS window will open.

Verify that Signaling QOS is selected.

Select DCSP.

Select Value = EF.

Step 5 - Click Finish. The completed Signaling Rules screen is shown below.

Pashboard Signaling Rules: Avaya_SR
kdministration

Add Filter By Device. v [ Fename H Clone ][ Delete ]

BackupiRestore

Signaling Rules Click hete to add 2 description

wsterm Managernent

default

Global Parameters General || Requests ‘ | Responses | ‘ Request Headers ‘ | Response Headers | ‘ Signaling 0oS | ‘ ucip |
Global Profiles Mo-Content-Type-Ch
SIP Cluster g Signaling QoS
Domain Palicies QoS T DSCP
Avaya_SR e L

Application Rules Decp EF

Border Rules ALERY_ER i =1

Media Rules CS1K_SR_with_SM

Security Rules AW SR

Signaling Rules
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7.4.3.2 AT&T - Signaling QOS Tab

Step 1 - Repeat the steps in Section 7.4.3.1, with the following changes:
e After cloning the default rule (not shown), name the rule (e.g., ATT_SR).
e Specify the same parameters used in Section 7.4.3.1.

7.4.3.3 Avaya — Request Headers Tab — Removal of Unwanted SIP Headers

The following Signaling Rules remove SIP Request headers (e.g., Invites) sent by Communication
Manager, (or other components of the CPE), that are either not supported or required by AT&T, or
headers that may contain internal CPE information.

Note — In configurations that include Avaya Aura® Session Manager, History-Info headers are
removed by Session Manager adaptations (see Section 5.3). Alternatively they may be removed
here.

Use the following steps to remove the P-Location header from Invites:
Step 1 - Select Domain Policies from the menu on the left-hand side menu (not shown).
Step 2 - Select Signaling Rules (not shown).
Step 3 - From the Signaling Rules menu, select the default rule.
Step 4 - Select Clone Rule button.
e Enter a name: Avaya_SR.
e Click Finish.
Step 5 - Highlight and edit the Avaya_SR rule created in Step 4 and enter the following:
e Select the Add In Header Control button (not shown). The Add Header Control
window will open.
Select the Request Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
In the Header Name field, enter P-Location.
From the Method Name menu select Invite.
For Header Criteria select Forbidden.
From the Presence Action menu select Remove Header.
Step 6 - Click Finish.
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Edit Header Control X

Proprietary Request Header
Header Name P-Location
Method Mame INVITE L
@ Forbidden
Header Criteria O Mandatory
O Optional
Remove header v
Presence Action

Step 7 - Repeat Steps 5 through 6 to create a rule to remove the P-Location header from ACKs.
e Verify the Proprietary Request Header box is checked.
e From the Header Name menu select Alert-Info.
e From the Method Name menu select Ack.
Step 8 - Repeat Steps 5 through 6 to create a rule to remove the Alert-Info header.
e Verify the Proprietary Request Header box is unchecked.
e From the Header Name menu select Alert-Info.
Step 9 - Repeat Steps 5 through 6 to create a rule to remove the Endpoint-View header.
e Check the Proprietary Request Header box.
e Inthe Header Name field, enter Endpoint-View.
Step 10 - Repeat Steps 5 through 6 to create a rule to remove the AV-Correlation-1D header.
e Check the Proprietary Request Header box.
e Inthe Header Name field enter AV-Correlation-ID.
Step 11 - Repeat Steps 5 through 6 to create a rule to remove the AV-Global-Session-1D header.
e Check the Proprietary Request Header box.
e Inthe Header Name field enter AV-Global-Session-ID.
e From the Method Name menu select ALL.
Step 12 - Repeat Steps 5 through 6 to create a rule to remove the P-AV-Message-I1D header.
e Inthe Header Name field enter P-AV-Message-ID.
e From the Method Name menu select ALL.

The completed Request Headers form is shown below. Note that the Direction column says IN.
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Dashboard Signaling Rules: Avaya_SR
Administration

Add Filter By Device... [ Rename ” Clone ” Delete ]
Backup/Restore

Signaling Rules
System Management Click here to add a description.

default
> Global Parameters Lﬁnnﬂlalll}equesﬁ Responses | Request Headers || Head H Si
> (GGlobal Profiles Mo-Content-T

> SIP Cluster ATT_SR [ Add In Header Control | [ Add OutHeader Control
4 Domain Policies
Avaya_SR o name  Method  Header . - .
Application Rules — Row  Header Name Name Criteria Action  Proprietary Direction
Border Rules 1 AVComelation-  \w\iTE  Forbidden REMO¥e  yeg N Edit Delste
; D Header
Media Rules
Security Rules AV-Global- - Remaove
ty 2 o ) ALL Forbidden T Yes IN Edit Delete
Signaling Rules
] . Remave .
Time of Day Rules 3 Alert-Info INVITE ~ Forbidden Header Mo IM Edit Delete
End Point Palicy R
Groups 4 Endpoint-View  INVITE Foridden [\°M7€  Yes IN Edit Delete
Session Policies
P-AV-Message- . Remove .
. TLS Management 5 D ALL Forbidden Header Yes IN Edit Delete
> Device Specific Settings
P g 6  PLocation ACK  Forbidden heMO™  veg IN Edt Delete
7 P-Location INVITE  Forbidden Eg;’fé‘f Yes N Edit Delete

7.4.3.4 Avaya — Response Headers Tab — Removal of Unwanted SIP Headers

The following Signaling Rules remove SIP Response headers (e.g., 1xx and/or 2000k) sent by ANS

that are either not supported or required by AT&T, or are headers that may contain internal CPE

information.

Step 1 - Highlight the Avaya_SR rule created in Section 7.4.3.1, and using the same procedures
shown in Section 7.4.3.3 remove the P-Location header from 1xx responses:

Select the Response Headers tab (not shown).

Check the Proprietary Request Header box.

In the Header Name field, enter P-Location.

From the Response Code menu select 1xx.

From the Method Name menu select Invite.

For Header Criteria select Forbidden.

From the Presence Action menu select Remove Header.

Click Finish.

Step 2 - Repeat Step 1 to create a rule to remove the P-Location header from 2xx responses.
e From the Response Code menu select 2xx.

Step 3 - Repeat Step 1 to create a rule to remove the Endpoint-View header from 1xx responses.
¢ Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.

Step 4 - Repeat Step 3 to remove Endpoint-View headers from 2xx responses.
e From the Response Code menu select 2xx.

Step 5 - Repeat Step 1 to create a rule to remove the P-AV-Message-1D header from 1xx
responses.
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e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
e From the Method Name menu select ALL.
Step 6 - Repeat Step 5 to remove P-AV-Message-1D headers from 2xx responses.
e From the Response Code menu select 2xx.
Step 7 - Repeat Step 1 to create a rule to remove the AV-Global-Session-1D header from 1xx
responses.
e Inthe Header Name field, enter Endpoint-View.
e From the Response Code menu select 1xx.
e From the Method Name menu select ALL.
Step 8 - Repeat Step 7 to remove AV-Global-Session-1D headers from 2xx responses.
e From the Response Code menu select 2xx.
Step 9 - Repeat Step 1 to remove Remote-Party-1D headers from 1xx and 2xx responses.
Do not check the Proprietary Request Header box.
In the Header Name field, enter Remote-Party-ID.
From the Response Code menu select 1xx.
From the Method Name menu select ALL.
Step 10- Repeat Step 9 to remove Remote-Party-1D headers from 2xx responses.
e From the Response Code menu select 2xx.
The completed Response Headers form is shown below. Note that the Direction column says IN.

Signaling Rules: Avaya_SR
|F“19’EyD9ViCE--- "l [ Rename ][ Clone ][ Delete ]
Signaling Rules Click here to add a description.
default
General H Requests H Responses || Request Head H Resp Headers H Signaling Qo5 H ucio |
No-Content-Type-...
[ Add In Header Control ] [ Add Out Header Control ]
ATT_SR
Header Name RHEpUTSH M»:thu_d Ijea_der Action Proprietary Direction

Avaya_SR Code Name Criteria
1 AV-Global-SessionID  1XX ALL Forbidden Egm’f Yes IN Edit Delete
2 AV-Global-SessionD  2XX ALL Forbidden Egg’dl"f Yes IN Edit Delste
3 Endpoint-View 1K INVITE  Forbidden ﬁ‘;;”d'fa“f Yes IN Edit Delste
4 Endpoint-View 2K INVITE  Forbidden Ezz‘d?f Yes IN Edit Delete
5 P-AV-Message-ld XX ALL Forbidden Egm’r‘a Yes IN Edit Delete
6 P-AV-Messaged XK ALL Forbidden Egm’f Yes IN Edit Delete
7 P-Location 13X INVITE  Forbidden Egg“dl"f Yes IN Edit Delste
8  P-Location 2XK INVITE  Forbidden Egm’f Yes IN Edit Delete
9 Remote-Party-ID XX ALL Forbidden Egg’dl"f Mo IN Edit Delete
10 Remote-Party-ID 20K ALL Forbidden ﬁ‘;;”d'fa“f Mo IN Edit Delete
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7.4.4. Endpoint Policy Groups — Avaya Connection

Step 1 - Select Domain Policies = End Point Policy Groups from the menu on the left-hand side
(not shown).

Step 2 - Select Add Group, and enter the following:

Name: Avaya_default-low_PG.

Application Rule: SIP_Trunk_ AR (created in Section 7.4.1).

Border Rule: default.

Media Rule: Trunk_low_med_MR (created in Section 7.4.2).

Security Rule: default-low.

Signaling Rule: Avaya SR (created in Section 7.4.3).

Time of Day: default.

Step 3 - Select Finish (not shown).

> SIP Cluster Policy Groups: Avaya_default-low_PG

4 Domain Policies Add [Filter By Device... v [ Rename ][ Clone | [ Delete |

Application Rules Policy Groups Click here to add a description.

Border Rules

default-low

Media Rules Hover over a row to see its description.
avaya-def-lo...

Security Rules Policy Group

Signaling Rules avaya-def-hig..

Time of Day Rules avaya-def-hig

End Point Policy _ A ~ o . . Time of

¥ Order  Application  Border Security  Signaling
Groups | BUIEEETE - Day
Session Palicies | Avaya_defa... 1 SIP_Trunk_AR  default  Trunk_low_med_MR 38U aays SR default  Edit

7.4.5. Endpoint Policy Groups — AT&T Connection
Step 1 - Repeat steps 1 through 4 from Section 7.4.4 with the following changes:
e Group Name: ATT_default-low_PG.

e Signaling Rule: ATT_SR (created in Section 7.4.3).
Step 2 - Select Finish (not shown).

Policy Groups: ATT_default-low_PG

Add |F\|lEfEY Device... Vl [ Rename ] [ Clone ] [ Delete
Policy Groups Click here to add a description.
default-low
Hover over a row to see its description.
default-low-enc
Policy Group
default-med
Ads

avayadeflo. [ Summary ]
avaya-def-hig.. Order Application Border Security Signaling eneict
avaya-def-hig 1 SIP_Trunk AR default Trunk_low_med MR 05U ATT SR default  Edi
ATT_default... |

7.5. Device Specific Settings
7.5.1. Network Management

Step 1 - Select Device Specific Settings from the menu on the left-hand side.
Step 2 - Select Network Management and the Network Configuration tab. The network
interfaces are defined during installation. However they may be modified, via this tab.
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Dashboard Network Management: SBCE

Administration
Backup/Restore

System Management Netwerk Cenfiguration | | Interface Configuration
> Global Parameters SBCE
Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application restarts
> Global Profiles can be issued from System Management.
> SIP Cluster A1 Metmask A2 Netmask B1 Netmask B2 Netmask
> Domain Policies |255.265.255.0 | \ | [255.255.255.240 | [ |
> TLS Management Add

4 Device Specific Settings

IP Address Public IP Gateway Interface

Wianagement [192.168.70.120 | | | [192188.70.1 | [a1 ¥ Delste

WMedia Interface [10.10.10.10 || | [10.10.101 | [B1 ~| Delste

Signaling Interface

Step 3 - In addition, the provisioned interfaces may be enabled/disabled via the Interface
Configuration tab (note that the A2 and B2 interfaces are not supported at this time).

Network Management: SBCE

Network Configuration | Interface Configuration

SBCE Administrative Status
Al Enabled Toggle
A2 Disabled Toggle
B1 Enabled Toggle
B2 Disabled Toggle

7.5.2. Advanced Options

In Section 7.5.3, the media UDP port ranges required by AT&T are set (16384 — 32767). By

default part of this range is already allocated by the Avaya SBCE for internal use (22000 - 31000).

The following steps reallocate the port ranges used by the Avaya SBCE so the range required by

AT&T can be used.

Step 1 - Select Device Specific Settings = Advanced Options from the menu on the left-hand
side (not shown).

Step 2 - Select the Port Ranges tab.

Step 3 — In the Signaling Port Range row, change the range to 12000 — 16000.

Step 4 - In the Config Proxy Internal Signaling Port Range row, change the range to 42000 —
51000.

Step 4 - Scroll to the bottom of the window and select Save (not shown).
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pasmooara Advanced Upfions: SECE
Rdministration
Backup/Restore

CDR Listing | | Feature Control | [ SIP Options | | Port Ranges || RTCP Monitoring
Bystem Management b

SBCE

Global Parameters

Changes to the settings below require an application restart before taking effect. Application restarts can be issued from System

Global Profiles Management

SIP Cluster o Co .
e Configuration

Domain Policies
Signaling Port R: 12000 000
TLS Management ’7 ‘gnaiing ot Range

Device Specific Settings

Config Proxy Internal Signaling Port Range 42000 |-|51000

Network Management

Media Interface
Signaling Interface Listen Port Range ’
Signaling Forking
End Point Flows

HTTP Port R: [10o00_ |-
Session Flows e
Relay Services
SNIMP OCS FTP Listen Port Range 6391 |-|B901
Syslog Management
Advanced Options OCS Alternate FTP Listen Port Range -11175 '-11135
» Troubleshooting

7.5.3. Media Interfaces

The AT&T IPFR-EF service specifies that customers use RTP ports in the range of 16384 — 32767.
Both inside and outside ports have been changed to this range, but only the outside is required by
the AT&T IPFR-EF service.
Step 1 - Select Device Specific Settings 2 Media Interface from the menu on the left-hand side
(not shown).
Step 2 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Inside_Trunk_MI.

e IP Adrress: 192.168.70.120 (Avaya SBCE Al address).

e Port Range: 16384 — 32767.
Step 3 - Click Finish (not shown).
Step 4 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Outside_Trunk_MI.

e IP Address: 10.10.10.12 (Avaya SBCE B1 address).

e Port Range: 16384 — 32767.
Step 5 - Click Finish (not shown).

AdminisTration Media Interface: SBCE
Backup/Restore
Devices Media Interface
System Management
> Global Parameters SBCE
Modifying or deleting an existing media interface will require an application restart before taking
> Global Profiles effect. Application restarts can be issued from System Management.
> SIP Cluster
> Domain Policies
. TLS Management MName Media IP Port Range
] . Inside_Trunk_MI 192.168.70.120 16384 - 32767 Edit Delete
4 Device Specific Settings - -
Netwaork Management Qutside_Trunk_MI 10101012 16384 - 32767 Edit Delete
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 76 of 91

SPOC 11/19/2014 ©2014 Avaya Inc. All Rights Reserved. ANS2SM63SBC62FR



7.5.4. Signaling Interface

Step 1 - Select Device Specific Settings = Signaling Interface from the menu on the left-hand

side (not shown).
Step 2 - Select Add (not shown) and enter the following:
e Name: Inside_Trunk_SI.

e IP Address: 192.168.70.120 (Avaya SBCE Al address).

e TCP Port: 5060.

Step 3 - Click Finish (not shown).

Step 4 - Select Add again, and enter the following:
e Name: Outside_Trunk_SI.

e IP Address: 10.10.10.12 (Avaya SBCE B1 address).

e UDP Port: 5060.
Step 5 - Click Finish (not shown).

TIPSO Signaling Interface: SBCE

System Management
> Global Parameters

> Global Profiles Signaling Interface
» SIP Cluster SBCE Add
> Domain Policies
o TCP
> TLS Management MName Signaling 1P Port LIEJ’EE -lp-lzﬁ TLS Profile
# Device Specific Settings Inside_Trunk S| 192.168.70.120 5060 5060 —  None Edit Delete
Network Management . _
Outside_Trunk_SI  10.1011012 5060 — Naone Edit Delete
Media Interf
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7.6. Endpoint Flows

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URIs, etc.) is
used to determine which flow it matches. Once the flow is determined, the flow points to a policy
group which contains several rules concerning processing, privileges, authentication, routing, etc.
Once routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following diagram illustrates the call flow through the Avaya SBCE.
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7.6.1.1 Endpoint Flows — Avaya
Step 1 - Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side

(not shown).

Step 2 - Select the Server Flows tab (not shown).
Step 3 - Select Add, (not shown) and enter the following:

Name: SM_Trunk.

URI Group: *.
Transport: *.
Remote Subnet: *.

JF; Reviewed:
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Signaling Interface: Inside_Trunk_SI (Section 7.5.4).
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Media Interface: Inside_Trunk_MI (Section 7.5.3).

End Point Policy Group: Avaya_default-low_PG (Section 7.4.4).
Routing Profile: To_ATT _RP (Section 7.3.4).

Topology Hiding Profile: Avaya TH (Section 7.3.7).

File Transfer Profile: None.

Step 4 - Click Finish.

Flow Mame ISM_Trunk

Server Configuration SM_Trunk_SC w
URI Group * A
Transport * A

Remote Subnet *

Received Interface Outside_Trunk_SI
Signaling Interface Inside_Trunk_5I +
Media Interface Inside_Trunk_MI R
End Point Policy Group Avaya_defaultlow_PG hd
Routing Profile To_ATT_RP '
Topolegy Hiding Profile Avaya_TH hd

File Transfer Profile Mone |+

7.6.1.2 Endpoint Flows — AT&T

Step 1 - Repeat steps 1 through 4 from Section 7.6.1.1, with the following changes:

Name: ATT.

Server Configuration: ATT_ SC (Section 7.3.6).

URI Group: *.

Transport: *.

Remote Subnet: *.

Received Interface: Inside_Trunk_SI (Section 7.5.4).
Signaling Interface: Outside_Trunk_SI (Section 7.5.4).
Media Interface: Outside_Trunk_MI (Section 7.5.3).
End Point Policy Group: ATT_default-low_PG (Section 7.4.5).
Routing Profile: To_SM_RP (Section 7.3.3).

Topology Hiding Profile: ATT_TH (Section 7.3.8).
File Transfer Profile: None.

Step 2 - Click Finish.
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Edit Flow: ATT_VIT X

Flow Name “C\TT_ |
Server Configuration

URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface

Media Interface

End Point Policy Group |ATT_defaultlow_PG ~|
Routing Profile
Topology Hiding Profile

File Transfer Profile

The completed End Point Flows screen is shown below.

End Point Flows: SBCE

Subscriber Flows | | Server Flows

e to add a row description.

r Server Configuration: ATT_SC

|

Add

URI . _
ern Signaling Interf:

Group

oA

Group

Inside_Trunk_SI

- ATT_default
Cutside_Trunk_SI ow

PG To_SM_RP

Routing Profile

View Clone Edit Delete

r Server Configuration: SM_Trunk_5SC

End Point
Policy Group

Priority

Signalin
Interface

Routing Profile

l:l SM_Trunk * Outside_Trunk_SI  Inside_Trunk_SI ?;svsi%_gefau\t To_ATT_RP View Clone
< | ‘B
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8. Verification Steps
The following steps may be used to verify the call flow via the reference configuration:

8.1. Avaya Notification Solution Related Telephony

1. Place an inbound trigger call to ANS. Interact with the ANS prompts and verify that the call
quality is good and that it disconnect properly.

2. Verify that ANS issues the correct notification as triggered, and that the appropriate
subscribers are called. Verify any DTMF interactions as well as call quality, and that the
call disconnects properly when the notification has completed.

3. Use local ANS triggering to launch a notification. Verify that ANS issues the correct
notification as triggered, and that the appropriate subscribers are called. Verify any DTMF
interactions as well as call quality, and that the call disconnects properly when the
notification has completed.

4. Trigger an ANS notification to a subscriber with voicemail. Verify that the notification is
recorded on the subscriber’s voicemail system, and can be retrieved successfully.

5. Call into an ANS message inbox associated with a notification, and verify that the
notification can be retrieved.

8.2. Avaya Notification Solution Status and Logs

The ANS Web Portal and the Avaya Media Server both provide access to various system status and
troubleshooting capabilities. Refer to [5 & 6] for more information on these capabilities; however a
few system status and logging examples are shown in the following sections.

8.2.1. Avaya Notification Solution Web Portal

Connect to the ANS Web Portal by entering https://<ANS IP address>:8443/ANSWebPortal,
entering the appropriate credentials, and logging on.

Navigate to System Maintenance = Resource Manager Status. This display shows the state of
the various ANS components.

ANS Web Portal

Resource Status Resource Assignment Resource Manager Registration
Notification and Trigger i :
e s Resource Status
System Configuration
“ou can view Resource Status details here
= System Maintenance
Download ANS Logs Resource Name
Cliehiel S ANS Woice Motification Channel Ports 1 il
Resource Manager Status
ans-¥CD 192.168.67.170 1 G600 o 0 up
Registered [P Phone Extensions
To_SM 192,168.67.47 1 25 a u] up
default 1 1000000 a u] up
ANS Media Server Ports 1 25 i} a up
ANS 192.168.67.170 1 3000 a u] up
10+
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Navigate to System Maintenance = Download ANS Logs. Select the ANS component(s) from
the Enable column and click on Download Logs.

ANS Web Portal

Notification and Trigger
Users and Groups
System Configuration
Bl System Maintenance
Download ANS Logs
Channel Status
Resource Manager Status
Registered IP Phone Extensions

Download ANS Logs

Select the logs to be downloaded

COORDINATOR

EMAILCHANMEL
IMCHANMEL
IPPHOMECHANMEL
SIPAS(Calls.log)
SIPAS(ServiceHost)
SMSCHANNEL
TTWSERVER
WOICECHAMNEL

10 v >> § ool

Download Logs ‘ Select all

eraoe ||
= A
O
O
A
o
O
O
A
O
= 3

8.2.2. Avaya Media Server

Connect to the Avaya Media Server by entering https://<ANS IP address>:9443/em, entering the

appropriate credentials, and logging on.

Navigate to System Status = Monitoring = Protocol Connections. This display shows the

status of the SIP trunk.

AVAYA

— System Status

Managing: ans.customera.com, 192.168.67.170
Home » Svystemn Status s Monitoring »  Protocol Connections

Avaya Media Server

Help | Logo

Element Status
Cluster Status
Alarms

Protocol Connections

- Logs Disglay: | All v
Event Logs Application Protocol +  Transport
Security Logs Protocol

= Monitaring SIP TCP
Active Sessions
Ferformance

Operational Measurements
Protocol Connections
+ Advanced
+ Applications
+ Cluster Configuration
+ System Configuration
+ Licensing

Ivpe IP Version State Status

Client IPvd Connected ldle

Reftesh Every:| 15 seconds v

Source Address Dest. Address

192168 67.170:5080 192168 671705060

Navigate to Tools = Log Capture. Click on download.

AVAYA

Home » Tools » Logcapture

+ System Status

Avaya Media Server

Managing: ans.customera.com, 192.168.67.170

Help | Logout

+ Applications
+ Cluster Configuration
+ System Configuration
+ Licensing
= Tools
Software Inventory
Pyl Results
+ Backup and Restore
Media Management
Session Detail Record Browser
Log Capture
+ Security

Log Capture

Tao capture logs for support, clic
Include trace logs: ¥

Include wideo capture: O

Cancel
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8.3. Avaya Aura® Session Manager
The Main and Branch Session Manager configurations may be verified via System Manager.
8.3.1. Session Manager Status

Step 1 — Using the procedures described in Section 5, access the System Manager GUI. From the
Home screen, under the Elements heading, select Session Manager.

Aura” System Manager 6.3

Home
S T
Administrators Collaboration Environment Backup and Restore
Directory Synchronization Communication Manager Bulk Import and Export
Groups & Roles Communication Server 1000 Configurations
User Management Conferencing Events
User Provisioning Rule 1P Office Geographic Redundancy
Meeting Exchange Inventory
Messaging Licenses
Presence Replication
Routing Reports
Security
Shutdown

Software Management

Templates

Step 2 — The Session Manager Dashboard is displayed. In the example below, Session Manager
instance sm63 is displayed.

Note that for Session Manager sm63, the Test Passed, Alarms, Service State, and Data
Replication columns, all show good status.

In the Entity Monitoring Column, the Session Manager sm63 shows that there are 0 (zero) alarms
out of the 2 Entities defined.

Home @ Routing *| Session Manager *

a

~ Session Manager 4+ Home / El ts / i / Dashb

Session Manager Dashboard

This page provides the overall status and health summary of each
administered Session Manager.

Session Manager

Administration

Communication Profile .
Session Manager Instances

Editor

[Serwce State '] [Shutdcwn System '] As of 9:57 AM

» Network Configuration

} Device and Location
. Conlﬁguratl'on |:| Session Manager ‘Type ;:Z:s Alarms :I.:]L:r:y Service State Iirl‘)trilfrnring :acltli‘g:iunt Registrations’ EZSTicatiun
Application
O [l sme3 Core 0/0/0 up fccept New g3 5 3/3 v
Select : All, None
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Step 3 - Clicking on the 0/2 entry in the Entity Monitoring column for Session Manager sm63,
results in the following display.

All Entity Links for Session Manager: sm63

Sumrary View
Filter: Enable
. - Conn. )
SIP Entity Name SIP Entity Resolved IP Port Proto. Deny status Reason Code Link Status
O ANS 192.168.67.170 5061 TLS FALSE up 200 Ok up
) A-SBCE 192.168.70.120 5060 TCP FALSE LR 405 Method Mot Lp

Allawed

Note - The A-SBCE Entity Reason Code column indicates that Session Manager has received a
SIP 405 Method Not Allowed response to the SIP OPTIONS it has sent to the Avaya SBCE. The
Avaya SBCE sends the Session Manager generated OPTIONS on to the AT&T Border Element.
It is the AT&T Border Element that is generating the 405, which the Avaya SBCE sends back to
Session Manager. This AT&T response is normal in the reference configuration test environment,
and is sufficient for SIP Link Monitoring to consider the link up.

8.4. Avaya Session Border Controller for Enterprise

8.4.1. System Status

Various system conditions monitored by the Avaya SBCE may be displayed as follows.

Step 1 — Log into the Avaya SBCE as shown in Section 7.2. Across the top of the display are
options to display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents
are listed in the lower right of the screen.

Settings

Help  Log Qut

Alarms  Incidents  Statistcs  Logs  Diagnostics  Users

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard

Administration
Backup/Restare
Systern Managerment
> Global Parameters
» Clohal Profiles

> SIP Cluster

> Domain Policies

> TLS Management

> Device Specific Settings

Information

020802 PM EDT

System Time
“ersion £.2.1.Q18

Build Date tdon Jul 14 14:53:03 UTC 2014

Alarms (past 24 hours)

Mone found

Installed Devices

Refresh EME

SBCE

Incidents (past 24 hours)

SBCE: Max forwards Exceeded
SBCE: Max forwards Exceeded

8.4.2. Protocol Traces
The Avaya SBCE can take internal traces of specified interfaces.

Step 1 - Navigate to UC-Sec Control Centre - Troubleshooting - Trace Settings
Step 2 - Select the Packet Capture tab and select the following:
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e Select the desired Interface from the drop down menu. Selecting Any will result in a trace
showing activity on both the Al (inside) and B1 (outside) interfaces.

e Specify the Maximum Number of Packets to Capture (e.g., 5000). Note that the number
specified should be a best guess based on the duration of the test.

e Specify a Capture Filename.

e Click Start Capture to begin the trace.

» Domain Policies Trace: SBCE
> TLS Management
# Device Specific Seffings CailTrace || Packet Capuure | [Capturss]
Metwork Management sBCE
Media Interface Packet Capture Configuration
Signaling Interface Status Ready
Signaling Forking Interface
End Point Flows
Local Address
All »
Session Flows IF[:Port] I:I
S e
TS Fen . IPen
SNMP
Syslog Management
Advanced Options m Number of Packets to Capture 5000
4 Troubleshooting
Debugging ol oo MY [TESTpeap
Trace
&
DoS Learning ot Capture

The capture process will initialize and then display the following status window. Note that the
Status will change to In Progress when the trace begins, and the screen will begin to refresh.

Trace: SBCE

Devices Call Trace || Packet Capture H Captures ‘
A packet capture is currently in progress. This page will automatically refresh until the capture completes.

Packet Capture Configuration

Status In Progress

Interface

N -
Remate Address l:l
= ~Port. IF. IF-Fort

Protocol

Maximurn Number of Packets to Capture l:l

Capture Filename ‘
ing the name of an existing capture will overwrite it

Stop Caplure

Step 3 — Run the test. At the conclusion of the test, select the Stop Capture button shown above.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date and
time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file and use Wireshark to open the trace.

Trace: SBCE
Call Trace | | Packet Capture | Captures
SBCE |LastModiﬁed V||Descending V|[ Sort ” Reset ]
File Name File Size (bytes) Last Modified
TEST_20140319084529 pcap 446 464 March 19, 2014 8:46:23 AMEDT  Delete
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9. Conclusion

As illustrated in these Application Notes, Avaya Notification Solution 2.0, Avaya Aura® Session
Manager 6.3, and the Avaya Session Border Controller for Enterprise 6.2.1 can be configured to
interoperate successfully with the AT&T IP Flexible Reach - Enhanced Features service, within the
limitations described in Section 2.2.

The reference configuration shown in these Application Notes is representative of a basic enterprise
customer configuration and is intended to provide configuration guidance to supplement other
Avaya product documentation. It is based upon formal interoperability compliance testing as part
of the Avaya DevConnect Service Provider program.
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11. Addendum 1 - Redundancy to Multiple AT&T Border

Elements

The AT&T IPFR-EF service may provide multiple network Border Elements for redundancy
purposes. The Avaya SBCE can be provisioned to support this redundant configuration. Given two
AT&T Border Elements 10.10.10.10 and 10.10.10.11 (see the note in Section 3.1) the Avaya
SBCE is provisioned as follows to include the secondary trunk connection to 10.10.10.11 (the
primary AT&T trunk connection to 10.10.10.10 is defined in Section 7.3.6).

11.1. Configure the Secondary Location in Server Configuration

1. Select Global Profiles & Server Configuration from the menu on the left (not shown).
2. Select Add Profile

a) Name: ATT_Secondary_SC.

b) On the General tab , select Server Type: Trunk Server

c) IP Address: 10.10.10.11 (sample address for a secondary location).

d) Supported Transports: Check UDP and UDP Port: 5060.

e) Select Finish (not shown). The completed General tab is shown below.

Server Configuration: ATT_Secondary_SC

Add Rename H Clane H Delete ]

Server Profiles General | | Authentication | | Heartbeat | | Advanced
HIn_Se Server Type Trunk Server
| SM_Trunk_SC | 1P Addresses / FQDNs 10,10.10.11
ATT_Secondary_SC Supported Transports UDP
UDP Port 5060

3. On the Authentication tab:
a) Select Next (not shown)
4. On the Heartbeat tab:
a) Check Enable Heartbeat.
b) Method: OPTIONS.
c) Frequency: As desired (e.g., 60 seconds).
d) From URI and To URI : secondary@customera.com.
e) Select Next (not shown).
5. On the Advanced Tab:
a) Click Finish (not shown). The completed Heartbeat tab is shown below.

General ‘ ‘ Authentication || Heartbeat || Advanced |
Enable Heartbeat
Method OPTIONS
Frequency 60 seconds
From URI secondary@customera.com
To URI secondary@customera.com
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o

Select the Server Configuration created in Section 7.3.6 (e.g., ATT_ SC).
Select the Heartbeat Tab and select Edit.
8. Repeat Steps 6 — 7, using the information shown below, and then click Finish (not shown).

~

General H Authentication H Heartheat || Advanced ‘

Enable Heartheat
Method OPTIONS
Frequency 60 seconds
From URI primary@customera.com

To URI primary@customera.com

11.2. Add Secondary IP Address to Routing

Select Global Profiles from the menu on the left-hand side.
Select Routing.
Select the routing profile created in Section 7.3.4 (e.g., To_ATT _RP).
Click the pencil icon at the end of the line to edit (not shown).
a) Enter the IP Address of the secondary location in the Next Hop Server 2 (e.g.,
10.10.10.11).
5. Click Finish (not shown).

N =

Routing Profiles: To_ ATT_RP

Add [ Rename ” Clone ” Delete ]
Routing Profiles Click here to add a description.
default
; ; Routing Profile
{ To_ATT_RP
] | Add
To_SM_RP

Priority URI Group Next Hop Server 1 Next Hop Server 2

* 10.10.10.10 10.10.10.11 View Edit

11.3. Configure End Point Flows — Server Flow - ATT_Secondary

1. Select Device Specific Settings from the menu on the left-hand side.
2. Select Endpoint Flows.
3. Select the Server Flows Tab.
4. Select Add Flow:
a) Name: ATT_Secondary.
b) Server Configuration: ATT_Secondary _SC.
¢) URI Group: *.
d) Transport: *.
e) Remote Subnet: *.
f) Received Interface: Inside_Trunk_SI (Section 7.5.4).
g) Signaling Interface: Outside_Trunk_ Sl (Section 7.5.4).
h) Media Interface: Outside_trunk_MI (Section 7.5.3).
i) End Point Policy Group: ATT_default-low_PG (Section 7.4.5).
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J) Routing Profile: To_SM _RP (Section 7.3.3).
k) Topology Hiding Profile: ATT_TH (Section 7.3.8).
I) File Transfer Profile: None.

5. Click Finish (not shown).

View Flow: ATT_Secondary X

r Profile

Signaling Interface

r Criteria

Flow Mame ATT Secondary QOutside_Trunk_5Sl

Server Configuration ATT Secondary SC Media Interface Outside Trunk_MI

URI Group * End Point Policy Group  ATT_default-low_PG
Transport * Routing Profile To_SM_RP

Remote Subnet * Topology Hiding Profile  ATT TH

Received Interface Inside_Trunk_SlI File Transfer Profile MNone

Dashboard End Point Flows: SBCE
Administration
Backup/Restore
Subscriber Flows | | Server Flows
System Management
> Global Parameters SBCE Click here to add a row description.
» Global Profiles
Server Configuration: ATT_Primary_SC
> SIP Cluster :
i i P Fowhame  UR Recebed  gou e Sy Routing Profle
> Domain Policies riority ow Name Group Inkerface ignaling Interface Gmcy outing Profile
roup
> TLS Management
4 Device Specific Settings ATT_Primary  * Inside_Trunk_SI  Outside_Trunk_SI ﬁnﬂw:dpesfauh To_SM_RP WView Clone Edit |
Network Management I -
Server Configuration: ATT_S dary_SC
edia Interface End Point
Signaling Interface Priority Flow Name GLchT.]p ﬁi;:;j Signaling Interface Znhcy Routing Profile
rou|
Signaling Forking 2
End Peint Flows ATT_Secondary * Inside_Trunk_S|  Outside_Trunk_SI ?Uﬁw_gerauh To_SM_RP View Clone Edit
Session Flows
Relay Services Server Configuration: SM_Trunk_SC
v
SNMP
. URI Signal End Point
Syslog Management Priority Flow Name Group REceived Interface InutJ:r?a:E Pohncy Gnrlzup Routing Profile
Advanced Options
Avaya_default [
1 SM_Trunk Outside_Trunk_SI  Inside_Trunk_SI P To_ATT_RP View
> Troubleshooting - - - = Hdow PG - -

When completed, the Avaya SBCE will issue OPTIONS messages to the primary (10.10.10.10) and
secondary (10.10.10.11) Border Elements.
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