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Abstract

These Application Notes describe the steps used to configure the Avaya Aura™
Communication Manager 5.2, Avaya Aura™ Session Manager 1.1, and Acme Packet Net-Net
Session Director integration with Verizon Business IP Contact Center (IPCC) Services suite.
The Verizon Business IPCC Services suite is comprised of the VoIP Inbound, IP Contact
Center, and IP-IVR SIP trunk service offers.

The Verizon Business IPCC Services suite referenced within these Application Notes is
designed for business customers with an Avaya SIP trunk solution. This service suite provides
toll free inbound calling via standards-based SIP trunks as well as SIP Network Call
Redirection (NCR).

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted in the Avaya
Interoperability Test Lab, utilizing a Verizon Business Private IP (PIP) circuit connection to
the production Verizon Business IPCC Services lab.
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1. Introduction

These Application Notes describe the steps used to configure the Avaya SIP trunk solution with
the Verizon Business IPCC Services suite via a Verizon Business Private IP (PIP) circuit
connection. The Avaya SIP trunk architecture consists of Avaya Aura™ Communication Manager
(version 5.2), Avaya Aura™ Session Manager (version 1.1), and Avaya Aura™ System Manager
(version 1.0). Various Avaya H.323, digital, and analog stations are also included.

An Acme Packet 3800 Net-Net Session Director is used as edge device between the Avaya CPE
and the Verizon Business. The Acme Packet SBC provides Network Address Translation (NAT)
functionality to convert the private Avaya CPE IP addressing to public addressing, as well as
performing SIP header manipulation.

Avaya Aura™ Session Manager performs as the SIP trunking “hub” where all inbound and
outbound SIP call routing (and other call processing) decisions is made. Avaya Aura™ ™
Communication Manager SIP trunks and Acme Packet “session-agents” are provisioned to
terminate at Avaya Aura™ Session Manager.

The Verizon Business IPCC Services suite described in these Application Notes is designed for
business customers using Avaya Aura™ Communication Manager and Avaya Aura™ Session
Manager. The service provides inbound toll free service via standards-based SIP trunks. Verizon
Business IPCC Services suite is a portfolio of I[P Contact Center (IPCC) interaction services that
includes VoIP Inbound and IP Interactive Voice Response (IP IVR). These feature sets add the
capability to support SIP terminations over Internet Dedicated Access (IDA) or Private IP (PIP) to
the existing Verizon Business IPCC Services suite. PIP was used for the reference configuration
described in these Application Notes. VoIP Inbound is the base service offering, that offers core
call routing and termination features. IPIVR is an enhanced service offering that is built on top of
VolIP Inbound, and includes features such as menu-routing, custom transfer, and additional media
capabilities. Although both VoIP Inbound and IPIVR are inbound services, they do support
outbound calls for specific call scenarios (e.g. transfers).

For more information on Verizon Business IPCC Services suite interoperability with the Avaya
SIP trunking, see Section 9.2.

1.1. Reference Configuration

Figure 1 illustrates the reference configuration used for the DevConnect compliance testing. The
testing was performed using the Verizon Business Retail VolP Interoperability Test Plan [9]. The
reference configuration is comprised of the Avaya CPE location connected via a T1 Internet
connection to the Verizon Business IPCC service node. The Avaya CPE location simulates a
customer site and uses private [P addressing. At the edge of the Avaya CPE location, an Acme
Packet SBC provides NAT functionality that converts the private IP addressing to public
addressing that is passed to Verizon Business as well as performing SIP header manipulation.
Further network security is provided by the Verizon Business Private IP (PIP) service. The PIP
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service defines a secure MPLS connection between the Avaya CPE T1 connection and the Verizon
[PCC service node.

The following components were used in the reference configuration and are discussed in detail in
subsequent Sections.

e Acme Packet 3800 SBC.
o Private/Public Network Address translation (NAT)
o SIP header manipulation (see Section 1.1.1).
e Avaya Aura™ Communication Manager.
o SIP trunks for Inbound Voice traffic.
* Inbound Signaling Group defined with <blank> Far-end Domain field.
=  Voice components assigned to IP-Network-Region 2
= [P-Network-Region 2 specifies Avaya CPE FQDN and IP-Codec 2
= [P-Codec 2 specifies G.729A and G.711Mu

o SIP trunk for Outbound Voice traffic.
= Qutbound Signaling Group defined with Far-end Domain field specifying

the Avaya CPE FQDN (See Section 3.1.5).

= Voice components assigned to [P-Network-Region 2
= [P-Network-Region 2 specifies Avaya CPE FQDN and IP-Codec 2
= [P-Codec 2 specifies G.729A and G.711Mu

o Disable the use of History Info Headers

o Disable the use of Diversion Headers (default).

e Avaya Aura™ Session Manager.

o Route all Inbound and Outbound SIP calls based on request URI header information

o Provided digit conversion functionality (converting Verizon 10 digit numbers to 5
digit Avaya Aura™ Communication Manager extensions and vice-versa) for
inbound and outbound calls (see Section 4.3.2)

o For outbound calls (transfers), convert the local Avaya CPE FQDN sent by Avaya
Aura™ Communication Manager in the request URI to the Verizon Business IPCC
Services node IP address (see Section 1.1.1).

e Avaya S8720 Media Servers with an Avaya G650 Media Gateway. The S8720s served
as the host processor for Avaya Aura™ Communication Manager.

e Avaya 4600 Series IP telephones using the H.323 software bundle.

e Avaya 9600 Series IP telephones using the H.323 software bundle.

e Avaya 6408 Digital phones

1.1.1 SIP Domains

In the reference configuration the Avaya CPE had a local Fully Qualified Domain name (FQDN)
of, adevc.avaya.globalipcom.com (simulating a customer with an existing FQDN). However
Verizon Business IPCC Services assigned a service FQDN of locl.interoplab3.21sip.com to the
Avaya CPE for call routing purposes.

The Verizon Business [IPCC Services node used the IP address of 63.79.179.178 instead of an
FQDN (they also require inbound packets sent by the Avaya CPE to be sent to port 5112 using
UDP transport protocol).
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To keep the customer site (Avaya CPE) from having to change its’ local FQDN, and to satisfy the
Verizon Business IPCC Services suite requirements, SIP headers had to be modified by the Avaya
CPE. The following SIP header manipulations are performed by the Avaya CPE.
e Outbound calls (transfers)
o Avaya Aura™ Communication Manager inserts the local FQDN of
adevc.avaya.globalipcom.com into the Request URI, From, To, and PAI headers
(see Section 3.1.5).
o Avaya Aura™ Session Manager modifies the Request URI from
adevc.avaya.globalipcom.com to 63.79.179.178 (see Section 4.3.2).
o Acme SBC modifies (see Section 5):
=  The From header of adevc.avaya.globalipcom.com to 1.1.1.2 (the outside IP
address of the Acme)
=  The To header from adevc.avaya.globalipcom.com to 63.79.179.178
= The PAI header of adevc.avaya.globalipcom.com to 1.1.1.2
= Sends the packet to Verizon using destination port 5112 via UDP
e Inbound calls
o Verizon Business IPCC Services node inserts the following:
= The assigned CPE FQDN of locl.interoplab3.21sip.com into the Request
URL
= The Verizon Business IPCC Services gateway IP address in the From
header.
= The Acme SBC outside IP address in the To header.
= Sends the packet to Avaya CPE using destination port 5060 via UDP
o Acme SBC modifies(see Section 5):
= The Request URI to the IP address 65.206.67.2 (Avaya Aura™ Session
Manager)
= The From header to 65.206.67.1 (Acme inside address).
= The To header to 65.206.67.2
= The PAI header to 65.206.67.1
= Changes the transport protocol to TCP
o Avaya Aura™ Session Manager modifies the Request URI from 65.206.67.2 to
adevc.avaya.globalipcom.com.

Note — The Fully Qualified Domain Names and IP addressing specified in these Application Notes
apply only to the reference configuration shown in Figure 1. Verizon Business customers will use
FQDNs and IP addressing as required.

1.1.2 Dialing Examples

The following are examples of outbound and inbound voice calls.

Given:
e Avaya Aura™ Communication Manager
o Station 30001
o Inbound SIP trunk 4
o Outbound SIP trunk 2
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Inbound

Outbound

PSTN dials Verizon Business [IPCC Services suite toll free number and the associated
Verizon Business IPCC Services suite component sends the call to the Acme Packet
SBC.

The Acme Packet provides SIP header manipulation and passes the call to Avaya
Aura™ Session Manager.

Avaya Aura™ Session Manager performs digit conversion, (changes the 10 digit toll
free number to the associated Avaya Aura™ Communication Manager extension
30001), performs SIP header manipulation, and sends the call to Avaya Aura™
Communication Manager Clan board to port 5060.

The call arrives on inbound voice trunk 4 and connects to station 30001 using either
G729A or G711Mu codecs.

Avaya Aura™ Communication Manager voice stations dial 9 and a 10 digit number.
o ARS sends the call to Route Pattern 2. Route Pattern 2 specifies Outbound trunk 2.
o The call will select trunk 2 and Avaya Aura™ Communication Manager Clan sends
the call to Avaya Aura™ Session Manager specifying:
= Port 5060
=  G729A or G711Mu codecs.
= The Avaya CPE FQDN adevc.avaya.globalipcom.com
o Public Unknown Numbering will convert extension 30001 to its’ associated toll free
number (to pass Verizon admission control).
Avaya Aura™ Session Manager performs SIP header manipulation and sends the call
to the Acme.
The Acme Packet performs SIP header manipulation and sends the call to the Verizon
Business IP Trunk network service node IP address 63.79.179.178, using port 5112 and
UDP.

1.1.3 History Info and Diversion Headers

The Verizon Business IPCC Services suite does not support SIP History Info Headers or Diversion
Headers. Therefore, in the reference configuration Avaya Aura™ Communication Manager was
provisioned not to send History Info Headers or Diversion Headers (see Section 3.1.5).

1.2. Known Limitations
The following limitations are noted for the reference configuration described in these Application

Notes:

Verizon Business recommends that Avaya Aura™ Session Manager be provisioned using the
“Source Based Routing” method described in the addendum section of this document (Section
8). This call routing method minimizes routing loops from occurring should the sequence of
Verizon network and CPE provisioning cause conflicting call routing.

Although Avaya Aura™ Communication Manager release 5.2 supports the possibility of using
SIP phones, SIP phones were not tested as part of the reference configuration used to validate
this solution. To use SIP phones with this solution, Avaya Aura™ SIP Enablement Services is
required to support the SIP registrar services for the SIP stations.
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e Avaya Aura™ Communication Manager sends SIP 180 RINGING messages with SDP.
Although this does not meet the Verizon Business Product Integration Requirements [8], no
impact to call processing was observed.

e Verizon Business IPCC Services suite does not support fax.

e Verizon Business IPCC Services suite does not support History Info or Diversion Headers.

e Verizon Business IP Trunking service does not support G.729B codec.

Note — These Application Notes describe the provisioning used for the reference configuration
shown in Figure 1. Other configurations may require modifications to the provisioning described

in this document.

2. Equipment and Software Validated

The following equipment and software were used in the reference configuration.

Equipment Firmware Software
Avaya S8720 Servers - -
Avaya Aura™ Communication Manager - R015x.02.0.947.3 with patch 02.0.947.3-9090
Avaya G650 Media Gateway
IPSI - TN2312BP HW3 FW45 )
CLAN — TN799DP HW13 FW32 )
MedPro — TN2302AP HW2 FW47 )

Avaya Aura™ Session Manager - 1.1 with SP1
Avaya Aura™ System Manager 1.0 with SP1
Avaya 4610 and 4620 SW IP Telephones - a10d01b2-9-1.bin (H.323)
Avaya 9620 and 9630 IP Telephones - 1.5 (H323)

Avaya 6408D+ Digital Phones - -

Avaya One-X Communicator - 1.0 (H.323)

Acme Packet 3800 Net-Net Session Director

SC6.1.0 patch 6 build 377

Table 1: Equipment and Software Used in the Reference Configuration

Note - The solution integration validated in these Application Notes should be considered valid for
deployment with Avaya Aura™ Communication Manager release 5.2.1 and Avaya Aura™ Session
Manager release 5.2. Avaya agrees to provide service and support for the integration of Avaya
Aura™ Communication Manager release 5.2.1 and Avaya Aura™ Session Manager release 5.2
with Verizon Business IPCC Services suite, in compliance with existing support agreements for
Avaya Communication Manager release 5.2 and Avaya Aura™ Session Manager 1.1, and in
conformance with the integration guidelines as specified in the body of this document.

2.1.1 Reference Configuration - Avaya Interoperability Test Lab

Figure 1 show the Avaya interoperability reference configuration located in the Solution
Interoperability Test Lab in Lincroft, New Jersey. All the Avaya CPE is located on the same
private IP subnet. The “inside” interfaces of the Acme Packet SBCs are also connected to this

private subnet. The “outside” interfaces of the Acme Packet SBCs are connected to a Juniper edge
router providing access to the Verizon Business IPCC Services network via a Verizon Business T1
circuit. This circuit is provisioned using the Verizon Business Private IP (PIP) service. The Acme
Packet SBCs receive traffic from the Verizon Business IPCC Services on port 5060 and send
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traffic to the Verizon Business IPCC Services on port 5112, using UDP protocol for network
transport (required by the Verizon Business IPCC Services suite).

Verizon Business IPCC Services provided toll free 10 digit numbers for use during the testing.
These numbers were mapped by Avaya Aura™ Session Manager to their associated Avaya Aura™
Communication Manager extensions.

PSTN Phone

loc1.interoplab3.21sip.com
(VzB provided FQDN)
Avaya Aura™ Session Manager/
Asset: .2

Avaya Aura™ System Manager: .13 Mngt: .20

50
65.206.67.1 124
i\ cme 1555 Toll Free Numbers

172.16.253.230 from Verizon

ey iy 866-828-8011 (IPIVR)
866-797-3994 (IPTF)
866-797-0228 (IPTF)

g""'-‘.

Avaya G850

Madia Gateway 1 EEvE

H.323 Phone
X30002

Request URI Inbound to CPE:

From VzB -
866xxxxxxx@loc1.interoplab3.21sip.com:5060

GW1-IPSI:

gmj'gﬁ" j; sﬁs)fmza Avaya S8720 ACM After Avaya Aura™ Session Manager conversion -
VAL: E:] fmﬂm: 3 8660000x@adeve.avaya.globalipcom.com: 5060
Srvrl: .4
Srvr2: .5
Request URI Outbound from CPE:
A
Digit:lag:one From Avaya Aura™ Communication Manager -
X30001 T32nxxxnxi@loct.interoplab3.21sip.com:5060
Leranl 65.206.67.x /24 @ P P
i After Avaya Aura™ Session Manager conversion -
adevc.avaya.globalipcom.com 7323000000 @63.79.179.178:5112
(local FQDN)

Figure 1: Avaya Interoperability Test Lab Reference Configuration

3. Configure Avaya Aura™ Communication Manager for SIP
Trunking

This Section describes the steps for configuring Avaya Aura™ Communication Manager with the
necessary signaling and media characteristics for the SIP trunk connection with the Verizon
Business IPCC Services suite offer.
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Note - The initial installation, configuration, and provisioning of the Avaya servers for Avaya
Aura™ Communication Manager, Avaya Media Gateways and their associated boards, as well as
Avaya telephones, are presumed to have been previously completed and are not discussed in these
Application Notes.

The Avaya CPE site utilized Avaya Aura™ Communication Manager running on Avaya S8720
servers. Collocated with these servers is an Avaya G650 Media Gateway containing a C-LAN
signaling processor card, a MedPro media processor card, and an IPSI controller card for
communicating to the Avaya S8720 servers. The Avaya CPE site also contained Avaya H.323, and
Avaya Digital endpoints.

Note — The Avaya Aura™ Communication Manager commands described in these Application
Notes were administered using the System Access Terminal (SAT). SSH was used connect to SAT
via the appropriate IP address, login and password.

3.1. Verify System Capacity and Features

The Avaya Aura™ Communication Manager license file controls the customer capabilities.
Contact an authorized Avaya representative for assistance if a required feature needs to be enabled.

1. On Page 2 of the display system-parameters customer-options form, verify that the
Maximum Administered SIP Trunks is sufficient for the combination of trunks to the
Verizon Business IPCC Services suite offer and any other SIP trunking applications. Be
aware that for each call from a non-SIP endpoint to the Verizon Business [IPCC Services
suite offer one SIP trunk is used for the duration of the call.

display system-parameters customer-options Page 2 of 10
OPTIONAL FEATURES
IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 800 4
Maximum Concurrently Registered IP Stations: 2400 3
Maximum Administered Remote Office Trunks: 800 0
Maximum Concurrently Registered Remote Office Stations: 2400 O
Maximum Concurrently Registered IP eCons: O 0
Max Concur Registered Unauthenticated H.323 Stations: 0 0
Maximum Video Capable H.323 Stations: O 0
Maximum Video Capable IP Softphones: 0 0
Maximum Administered SIP Trunks: 75 66
Maximum Administered Ad-hoc Video Conferencing Ports: 0 0
Maximum Number of DS1 Boards with Echo Cancellation: 80 0
Maximum TN2501 VAL Boards: 10 1
Maximum Media Gateway VAL Sources: 250 0
Maximum TN2602 Boards with 80 VoIP Channels: 128 0
Maximum TN2602 Boards with 320 VoIP Channels: 128 0

Figure 2: System-Parameters Customer-Options Form — Page 2

JRF; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 71
SPOC 2/4/2010 ©2010 Avaya Inc. All Rights Reserved. AvayaSM_VzBIPCC




2. On Page 3 of the System-Parameters Customer-Options form, verify that the ARS
feature is enabled.

display system-parameters customer-options Page 3 of 10
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01?2 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? n
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? y DCS (Basic)? vy
ASAI Link Core Capabilities? n DCS Call Coverage? y
ASAI Link Plus Capabilities? n DCS with Rerouting? vy
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP? n
ATMS? vy DS1 Echo Cancellation? y
Attendant Vectoring? y

Figure 3: System-Parameters Customer-Options Form — Page 3

3. On Page 4 of the System-Parameters Customer-Options form, verify that the IP
Trunks, and ISDN/SIP Network Call Redirection, and ISDN-PRI features are enabled.

display system-parameters customer-options Page 4 of 10
OPTIONAL FEATURES

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin' Login? y
Enhanced Conferencing? y ISDN Feature Plus? y
Enhanced EC500? vy ISDN/SIP Network Call Redirection? y
Enterprise Survivable Server? n ISDN-BRI Trunks? y
Enterprise Wide Licensing? n ISDN-PRI? vy
ESS Administration? n Local Survivable Processor? n
Extended Cvg/Fwd Admin? y Malicious Call Trace? y
External Device Alarm Admin? y Media Encryption Over IP? y
Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? y
Forced Entry of Account Codes? y Multifrequency Signaling? y
Global Call Classification? y Multimedia Call Handling (Basic)? y
Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? vy
Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? n
IP Trunks? y
IP Attendant Consoles? y

(NOTE: You must logoff & login to effect the permission changes.)

Figure 4: System-Parameters Customer-Options Form — Page 4

3.1.1 Dial Plan

In the reference configuration the Avaya CPE environment uses five digit local extensions, 300xx.
Trunk Access Codes (TAC) are 3 digits in length and begin with 6. The Feature Access Code
(FAC) to access ARS is one digit in length (9).
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The dial plan is modified with the change dialplan analysis command.
1. On Page 1 of the form:

e Local extensions:
1. In the Dialed String field enter 3
2. In the Total Length field enter 5
3. Inthe Call Type field enter ext

e TAC codes:
1. In the Dialed String field enter 1
2. In the Total Length field enter 3
3. Inthe Call Type field enter dac

e FAC code — ARS access:
1. In the Dialed String field enter 9
2. In the Total Length field enter 1
3. In the Call Type field enter fac

change dialplan analysis

DIAL PLAN ANALYSIS TABLE

Page 1 of 12

Location: all Percent Full: 0
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
3 4 ext
1 3 dac
9 1 fac

Figure 5: Change Dialplan Analysis Form — Page 1

3.1.2 Node Names

In the IP Node Names form, verify (or assign) the node names to be used in this configuration
using the change node-names ip command.

e ASM and 65.206.67.2 are the Name and IP Address of Avaya Aura'" Session Manager.
e  GWI-CLANI and 65.206.67.7 are the Name and IP Address of the C-LAN signaling
processor in the G650 Media Gateway.
e  GWI-MEDPROI1 and 65.206.67.8 are the Name and IP Address of the Media Processor in
the G650 Media Gateway.
e Gateway001 and 65.206.67.1 are the Name and IP Address of the default gateway.
e All other values are default.

display node-names ip

IP NODE NAMES

Page 1 of 2

Name IP Address
ASM 65.206.67.2
GW1-CLAN1 65.206.67.7
GW1-MEDPRO1 65.206.67.8
Gateway001 65.206.67.1
default 0.0.0.0
procr 0.0.0.0
Figure 6: IP Node Names Form
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3.1.3 IP-Network-Regions

Three network regions were defined in the reference configuration. Avaya Aura™ Communication
Manager components are assigned to ip-network-region 1. Voice trunks are assigned to ip-

network-region 2.

Avaya Component

IP_Network-Region

C-LAN 1
MedPro 1
Voice SIP Trunks 2 & 4 2

Table 2 —IP Network Regions

The SIP trunk ip-network-regions are defined in the SIP Signaling Group form Far-end Region

parameter (see Section 3.1.5).

Network region assignments for ip-interfaces may be verified with the list ip-interface all

command.

list ip-interface all
IP INTERFACES

ON Type Slot Code/Sfx Node Name/

IP-Address

y C-LAN 01A02 TN799 D GW1-CLAN1
65.206.67.7

y MEDPRO 01A03 TN2602 GW1-MEDPRO1
65.206.67.8

Mask

/24

/24

Gateway001

Gateway001

Net

Rgn VLAN
1 n

1 n

Figure 7: IP-Interface IP-Network-Region Assignments

The network-region for an ip-interface may be modified with the change ip-interface x command
where x is the board location (the C-LAN interface is shown in the example below).

change ip-interface 01a02

Network Region: 1

Node Name: GW1-CLAN1
Subnet Mask: /24
Gateway Node Name: Gateway0O01

Ethernet Link: 1

IP INTERFACES

Gatekeeper

IPV4 PARAMETERS

Network uses 1's for Broadcast Addresses? Y

Page 1 of 3

Type: C-LAN
Slot: 01A02 Target socket load and Warning level: 400
Code/Suffix: TN799 D Receive Buffer TCP Window Size: 8320
Enable Interface? y Allow H.323 Endpoints? y
VLAN: n Allow H.248 Gateways? y

Priority: 5

Figure 8: IP-Interface IP-Network-Region Assignment.

The IP-Network-Region form specifies the parameters used by the Avaya Aura'™
Communication Manager components and how components defined to different regions interact
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with each other. The following ip-network-region assignments were used in the reference
configuration. Other combinations are possible. In addition, specific codecs are used to
communicate between these regions. See Section 3.1.4 for the Codec form configurations.

Inter Region Communication IP-Codec used
Region 1 to Region 1 Codec 1
Region 1 to Region 2 Codec 2
Region 2 to Region 2 Codec 2

Table 3: Inter Region Codec Assignments

Note — Avaya IP telephones inherit the ip-network-region of the C-LAN (or procr for an Avaya
S8300 based system) they register to. So if an IP phone registers to a C-LAN, that phone will
become part of region 1. If an IP phone needs to be defined to a different region regardless of
registration, this may be performed with the ip-network-map command. |2]

3.1.3.1 IP-Network-Region 1

Ip-network-region 1 is defined for Avaya Aura™ Communication Manager components. The
network regions are modified with the change ip-network-region x command, where X is the
network region number (Figure 9).

1. On Page 1 of the IP Network Region form:

o Configure the Authoritative Domain field to match the Avaya CPE location. In the
reference configuration, the FQDN is adevc.avaya.globalipcom.com. (see Section
1.1.1)

e By default, Intra-Region and Inter-Region IP-IP Direct Audio (media shuffling) is
set to yes to allow audio traffic to be sent directly between SIP endpoints to reduce
the use of media resources.

o Set the Codec Set to 1 for the corresponding calls within the IP Network Region.

o All other values are default.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: adevc.avaya.globalipcom.com
Name :
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? vy
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1lp Priority:
Video 802.1lp Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20

U1 o

Figure 9: IP Network Region 1 — Page 1
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2. On Page 3 of the IP Network Region form:

e Define the Codec Set used for inter-region communications. Codec Set 2 is entered
for communications with region 2.

o Set the direct WAN field to y, indicating that devices in each region can directly
communicate with each other.

e Set the WAN-BW-Limits fields to NoLimit indicating that the Inter Network
Region Connections are not constrained by bandwidth limits.

e Set the IGAR (Inter-Gateway-Alternate-Routing) field to n because this field is not
used in these Application Notes.

change ip-network-region 1 Page 3 of 19
Source Region: 1 Inter Network Region Connection Management I M
G A @
dst codec direct WAN-BW-1limits Video Intervening Dyn A G a
rgn set WAN Units Total Norm Prio Shr Regions CAC R L S
1 1 all
2 2 y NoLimit n

Figure 10: IP Network Region 1 — Page 3

3.1.3.2 IP-Network-Region 2
Ip-network-region 2 is defined for voice SIP trunks. Provisioning is the same as for ip-network-
region 1 except:
1. On Page 1 of the IP Network Region form:
o Set the Codec Set to IP Codec Set 2 to be used for the corresponding calls within

the IP Network Region.
change ip-network-region 2 Page 1 of 19
IP NETWORK REGION
Region: 2
Location: 1 Authoritative Domain: adevc.avaya.globalipcom.com
Name: Site 2
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 2 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

a1 o

Figure 11: IP Network Region 2 — Page 1
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2. On Page 3 of the IP Network Region form:
e Define the Codec Set used for inter-region communications. Codec Set 2 is
entered for communications with region 1.

change ip-network-region 2 Page 3 of 19
Source Region: 2 Inter Network Region Connection Management I M
G A e
dst codec direct WAN-BW-1limits Video Intervening Dyn A G a
rgn set WAN Units Total Norm Prio Shr Regions CAC R L S
1 2 y NoLimit n
2 2 all

Figure 12: IP Network Region 2 — Page 3

3.1.4 IP Codec Sets

Two codec sets are defined in the reference configuration. One for local intra customer location
calls (ip-network-region 1), and voice calls (ip-network-region 2). Table 4 shows the codecs
defined to each of these codec sets.

IP-Codec Form | IP-Network-Region Codecs Defined
Codec Form 1 1 G.711MU / G.729A
Codec Form 2 2 G.729A /G.711MU

Table 4: Codec Form Codec Assignments

3.1.4.1 Intra Customer Location — IP-Codec-Set 1

G.711MU is typically used within the same location and is often specified first. G.729A is also
specified as an option. Other codecs could be specified as well depending on local requirements.
This codec set is associated with ip-network-region 1.

The IP-Codec-Set form is modified with the change ip-codec x command, where x is the codec
form number.

1. On Page 1 of the form:
e Configure the Audio Codec field 1 to G.711MU.
e Configure the Audio Codec field 1 to G.729A.

change ip-codec-set 1 Page 1 of 2
IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729A n 2 20

Figure 13: IP Codec Set 1

2. On Page 2 of the form:
e Configure the Fax field to off.
e Configure the Fax Redundancy field to 0.
e Let all other fields default.
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change ip-codec-set 1 Page 2 of 2
IP Codec Set
Allow Direct-IP Multimedia? n

Mode Redundancy
Fax off 0
Modem off 0
TDD/TTY off 3
Clear-channel n 0

Figure 14: IP Codec Set 1 — Page 2

3.1.4.2 Outbound Calls — IP-Codec-Set 2

G.729A was picked as the first option as it uses less bandwidth. G.711Mu was used as the second
choice. This codec set is associated with ip-network-region 2.

1. On Page 1 of the form:
e Configure the Audio Codec ficld 1 to G.729A.
o Configure the Audio Codec field 2 to G.711MU.

display ip-codec-set 2 Page 1 of 2
IP Codec Set
Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.729A n 2 20
2: G.711MU n 2 20

Figure 15: Outbound Call IP Codec Set 2

2. On Page 2 of the form set the values shown in Figure 14 for codec set 1.

3.1.5 SIP Trunk Groups

SIP trunks are defined for off network voice calls to the Verizon Business IPCC Service suite.
Table 5 lists the SIP trunks used in the reference configuration. A SIP trunk is created in Avaya
Aura™ Communication Manager by provisioning a SIP Trunk Group as well as a SIP Signaling
Group.

NOTE: For Verizon Business customers utilizing either Verizon's IP Contact Center or IP-IVR
service offers, at least one Elite Agent license is required to support the ability to utilize the
Network Call Redirection capabilities of those services with Avaya Aura(TM) Communication
Manager. This license is required to enable the System-Parameters Customer-Options

form which contains the "ISDN/SIP Network Call Redirection" feature that must be turned ON
to support Network Call Redirection. Additional details on how to configure Network Call
Redirection in Avaya Aura(TM) Communication Manager can be found within the supporting text
and figures contained within this section.
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Avaya Aura ™ Avaya Aura
Com);nunication Avaya Aura * Communication Com}rlnunication
SIP Trunk Functi i i
rumi Function Manager SIP Signaling Manager SIP Slgnallng Group Manager IP Network
Far-End Domain o
Group/Trunk Group Region
Inbound Trunk 4 <blank> 2
Outbound Trunk 2 Avaya CPE FQDN 2
adevc.avaya.globaipcom.com

Table 5: Avaya SIP Trunk Configuration

Note — In the SIP trunk configurations below (and in the Avaya Aura'" Session Manager SIP
Entity configuration, Section 4.3.4), TCP was selected as the transport protocol for the Avaya CPE
in the reference configuration. TCP was used to facilitate trace analysis during network
verification. The use of TLS protocol is recommended by Avaya in customer deployments.

3.1.5.1 Configure Public Inbound SIP Trunk

1. Using the add signaling-group 4 command, configure the inbound voice Signaling Group
as follows:

Set the Group Type field to sip.

Set the Transport Method field to tep. Note that this specifies the transport method
used between Avaya Aura' " Communication Manager and Avaya Aura' ™ Session
Manager, not the transport method used to the Verizon network.

Specify the C-LAN used for SIP signaling (node name GW1-CLAN1) and the Avaya
Aura™ Session Manager (node name ASM) as the two ends of the signaling group in
the Near-end Node Name and Far-end Node Name fields, respectively. These field
values are taken from the IP Node Names form shown in Section 3.1.2.

Specity 5060 in the Near-End and Far-end Listen Port fields.

Enter the value 2 into the Far-end Network Region field. This value is for the IP
Network Region defined in Section 3.1.3.

Leave the Far-end Domain field blank. This permits inbound calls from any foreign
domain.

The Direct IP-IP Audio Connections field should be set to y to allow RTP voice paths
to be established directly between IP telephones and the Verizon Business [IPCC
Services suite offer.

The DTMF over IP field should remain set to the default value of rtp-payload. This
value enables Avaya Aura'" Communication Manager to send DTMF tones using RFC
2833.

The default values for the other fields may be used.
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add signaling-group 4 Page 1 of 1
SIGNALING GROUP
Group Number: 4 Group Type: sip
Transport Method: tcp
IMS Enabled? n
Near-end Node Name: GW1-CLAN1 Far-end Node Name: ASM
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 2
Far-end Domain:

Bypass If IP Threshold Exceeded? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Direct IP-IP Early Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6

Figure 16: Public Inbound SIP Trunk - Signaling Group 4

2. Using the add trunk-group 4 command, add the inbound voice Trunk Group as follows:
a. On Page 1 of the Trunk Group form:
e Set the Group Type field to sip.
e Choose a descriptive Group Name.
e Specify an available trunk access code (TAC) such as 104.
e Set the Service Type field to public-ntwrk.
o Enter 4 as the Signaling Group number.
e Specify the Number of Members used by this SIP trunk group (e.g. 5).

add trunk-group 4 Page 1 of 21
TRUNK GROUP

Group Number: 4 Group Type: sip CDR Reports: y

Group Name: Inbound blank COR: 1 TN: 1 TAC: 104
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: O

Service Type: public-ntwrk Auth Code? n

Signaling Group: 4
Number of Members: 10

Figure 17: Public Inbound Trunk Group 4 — Page 1

b. On Page 3 of the Trunk Group form:
e Set the Numbering Format field to public. This field specifies the format
of the calling party number sent to the far-end.

add trunk-group 4 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y
Numbering Format: public
UUI Treatment: service-provider
Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Figure 18: Public Inbound Trunk Group 4 — Page 3
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c. On Page 4 of the Trunk Group form:

o Set the Telephone Event Payload Type to 101 to match the configuration on
the Verizon Business IPCC Services suite offer.

o Set Network Call Redirection to Y. While this parameter is usually set to
support Avaya Network Call redirection features such as REFER, it also enables
SIP signaling to be sent when an Avaya station presses Hold (Media
Attribute=SendOnly).

e Set Support Request History? to N.

o Let all other values default.

add trunk-group 10 Page 4 of 21
PROTOCOL VARIATIONS
Mark Users as Phone? n
Prepend '+' to Calling Number?
Send Transferring Party Information?
Network Call Redirection?
Send Diversion Header?
Support Request History?
Telephone Event Payload Type: 101

S BB

o]

Figure 19: Public Inbound Trunk Group 4 — Page 4

3.1.5.2 Configure Public Outbound Voice SIP Trunk

Note — As described in Section 1, the Verizon Business IPCC Services suite supports only
inbound calling. However outbound calling is supported for specific call scenarios (e.g. transfers),
therefore an outbound SIP trunk is required. The outbound SIP trunk is configured in the same
fashion as the inbound SIP Trunk except that the voice Signaling Group Far-End Domain specifies
the Avaya CPE FQDN instead of being blank.

1. Using the add signaling-group 2 command, configure the inbound voice Signaling Group
as follows:

o Set the Far-end Domain field to adevc.avaya.globalipcom.com.

2. Using the add trunk-group 2 command, add the inbound voice Trunk Group as follows:
1. On Page 1 of the Trunk Group form:
e Specify an available trunk access code (TAC) such as 102.
o Enter 2 as the Signaling Group number.

All other values should match those shown in Section 3.1.5.1.

3.1.6 Public Unknown Numbering

In the reference configuration, the extensions on Avaya Aura™ Communication Manager use a 5
digit dialing plan using extensions 3xxxx. The Public-Unknown-Numbering form allows Avaya
Aura™ Communication Manager to use these extensions as the calling party number for outbound
calls. Otherwise Anonymous is displayed as the calling number. However the Verizon Business
IPCC Services suite uses the calling party number fields as admission control. Therefore the Avaya
Aura™ Communication Manager extension must be converted to its associated Verizon Business
IPCC Services suite toll free number. Each extension string is defined for the outbound trunk
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group that the extensions may use. SIP trunk 2 is used for outbound calls n the reference
configuration. The following extension mapping was used in the reference configuration.

Extension | Toll Free Number
30001 866-797-8011
30002 866-797-3994
30003 866-797-5598

3.1.6.1 Public Unknown Numbering

Use the change public-unknown-numbering x command, where x is the leading digit of the dial
plan extensions (e.g. 3).

Set the Ext Len field to 5.

Set the Ext Code field to an extension (e.g. 30001).

Set the Trk Grp(s) field to 2.

Set the CPN Prefix field to the extensions’ corresponding toll free number (e.g.

866-797-8011)

5. Set the Total CPN Len field to 10. This is the total number of digits in the toll free
number.

6. Repeat steps 1 through 5 for extensions 30002 (866-797-3994) and 30003 (866-

797-5598).

b s

All provisioned public-unknown-numbering entries can be displayed by entering the command
display public-unknown-numbering 0 as show in Figure 23.

display public-unknown-numbering O Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len
Total Administered: 3

5 30001 2 8667978011 10 Maximum Entries: 9999
5 30002 2 8667973994 10
5 30003 2 8667975598 10

Figure 20: Public-unknown-numbering Form
3.1.7 Call Routing
3.1.7.1 Outbound Calls

Note — As described in Section 1, the Verizon Business IPCC Services suite only supports
outbound dialing for specific call scenarios (e.g. transfers).

The following Sections describe Avaya Aura™ Communication Manager provisioning required
for outbound dialing. Avaya Aura™ Communication Manager uses ARS to direct outbound calls
to Avaya Aura™ Session Manager.
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3.1.7.1.1 ARS

The Automatic Route Selection feature is used to route calls via the SIP trunks to the Avaya
Aura™ Session Manager, which in turn completes the calls to the Verizon Business IPCC Service
suite. In the reference configuration ARS is triggered by dialing a 9 (feature access code or FAC)
and then dialing the called number. ARS matches on the called number and sends the call to a
specified route pattern.

1. Verify that the appropriate extensions are defined in the Public-Unknown-Numbering
form (see Section 3.1.6).
2. Use the change dialplan analysis command to add 9 as a feature access code (fac).
o Set Dialed String to 9.
e Set Total Length to 1.
o Set Call Type to fac.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
9 1 fac

Figure 21: Dialplan Analysis Form

3. Use the change feature-access-codes command to specify 9 as the access code for external
dialing.
o Set Auto Route Selection (ARS) — Access Code 1: t0 9.

change feature-access-codes Page 1 of 8
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code:

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:

Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:

Call Park Access Code:

Call Pickup Access Code:

CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:

Change COR Access Code:

Change Coverage Access Code:

Figure 22: Feature-Access-Codes Form — Page 1

4. Use the change ars analysis command to configure the route pattern selection rule based
upon the number dialed following the ARS access digit “9”. In the reference configuration,
outbound calls are placed to PSTN:
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o 732XXXXXXX (voice destination beginning with 732)

To specify the 732 calls, enter the command change ars analysis 732 and enter the
following values:

o Set the Dialed String field to 732

o Set the Total Min field to 10

e Set the Total Max field to 10

e Set the Route Pattern field to 2 (will direct to outbound trunk)

o Set the Type field to hnpa

Note — ARS will route based on the most complete match. For example 732555xxxx would
match before 732xxxxxxX.

display ars analysis 7 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
732 10 10 2 hnpa n

Figure 23: ARS Analysis Form

3.1.71.2 Route Patterns

Outbound voice calls use route-pattern 2.

Note - Route patterns may also be used to add or delete digits prior to sending them out the
specified trunk(s). This feature was not used in the reference configuration.

1. Use the change route-pattern command to define the outbound SIP trunk groups included
in the route pattern that ARS selects.
¢ Outbound trunk
. Set the first Grp No field to 2.
e Let all other parameters default.

change route-pattern 2 Page 1 of 3
Pattern Number: 16 Pattern Name: Outbound
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 2 0 n user
2:

Figure 24: Route Pattern 2 — Outbound Calls

3.1.7.2 Incoming Calls

SIP trunk 4 is used for inbound calls. In the reference configuration the Avaya Aura™ Session
Manager is used to convert inbound Verizon toll free numbers to Avaya Aura™ Communication
Manager extensions (see Section 4.3.2). Therefore no incoming digit manipulation was required
on Avaya Aura™ Communication Manager.
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Note - Incoming called numbers may be changed to match a provisioned extension if necessary,
with the Avaya Aura™ Communication Manager change inc-call-handling-trmt trunk-group x

command, where x is the receiving trunk.

3.1.8 Avaya Aura™ Communication Manager Stations
In the reference configuration 5 digit voice and fax stations were provisioned with the extension

format 300xx.

3.1.8.1 Voice Stations

Figure 28 shows an example of a voice extension (Avaya H.323 IP phone). Note that the COR
value is I (default). Since the phone is an IP device, a virtual port S00000 is automatically
assigned by the system. By default three call appearances are defined on page 4 of the form.

On page 1 of the form:

o Set the Type field to match the station type (e.g. 9620)
e Set the Name field to some value (e.g. Avaya H.323)

display station 30002

Extension: 30002
Type: 9620
Port: S00000
Name: Avaya H.323

STATION OPTIONS

Loss Group: 19

Speakerphone: 2-way
Display Language: english
Survivable GK Node Name:
Survivable COR: internal

Survivable Trunk Dest? y

Page 1 of 6

STATION
Lock Messages? n BCC: O
Security Code: TN: 1
Coverage Path 1: COR: 1
Coverage Path 2: COS: 1

Hunt-to Station:

Time of Day Lock Table:
Personalized Ringing Pattern: 1
Message Lamp Ext: 30002
Mute Button Enabled? y
Button Modules: 0

Media Complex Ext:
IP SoftPhone? n
Customizable Labels? y

Figure 25: Avaya H.323 IP Phone — Page 1

On page 4 of the form:

o Call appearances (call-appr) will appear automatically based on the station type.
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display station 30002 Page 4 of 6
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: 0
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 58
2: call-appr 6:
3: 7:
4: 8:
voice-mail Number:
Figure 26: Avaya H.323 IP Phone — Page 4
3.1.9 Save Avaya Aura™ Communication Manager Provisioning
Enter the save translation command to make the changes permanent.
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4. Avaya Aura™ Session Manager Provisioning

This section provides the procedures for configuring Avaya Aura™ Session Manager as
provisioned in the reference configuration. Avaya Aura™ Session Manager is comprised of two
functional components: the Avaya Aura™ Session Manager server and the Avaya Aura™ System
Manager management server. All SIP call provisioning for Avaya Aura™ Session Manager is
performed via the Avaya Aura™ System Manager web interface and are then downloaded into
Avaya Aura™ Session Manager.

Note — The following sections assume that Avaya Aura™ Session Manager and Avaya Aura™
System Manager have been installed and that network connectivity exists between the two
platforms. For more information on provisioning Avaya Aura™ Session Manager see [3].

4.1. Network Interfaces

Avaya Aura™ Session Manager is comprised of two main components, the server itself and the
SM-100 card. Figure 27 shows the backplane of Avaya Aura™ Session Manager.

Session Manager SIP
SM-100 Card VolP Network Connection

| R
P o
s L L) L]

0 g 2 [ > -

Session Manager /

Managment Connection
Figure 27 — Avaya Aura™ Session Manager Network Connections

The Avaya Aura™ Session Manager SM-100 card has four network interface ports. The first port
is the Avaya Aura™ Session Manager connection to the SIP VoIP network. This interface is used
for all inbound and outbound SIP signaling and must have network connectivity to all provisioned
SIP Entities (see Section 4.3.4).

The Avaya Aura™ Session Manager server has two network interface ports labeled “GB1” and
“GB2”. The “GB1” port is used for management/provisioning of Avaya Aura™ Session Manager.
This port must have network connectivity to Avaya Aura™ System Manager.

Note —In the reference configuration the SM-100 interface and the Avaya Aura™ Session
Manager server interface were both connected to the same IP network. If desired, the Avaya
Aura™ System Manager/Avaya Aura™ Session Manager management connection may use a
different network than the SM-100 connection.
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4.2. Logging Into Avaya Aura™ System Manager

The following provisioning is performed via Avaya Aura™ System Manager to enable SIP
trunking:

o Network Routing Policy
o SIP Domains - Define FQDNs that may send calls to Avaya Aura™ Session
Manager.
o Locations — Logical/physical areas that may be occupied by SIP Entities
o SIP Entities — Typically devices corresponding to the SIP telephony systems
including Avaya Aura™ Session Manager itself, however they may includes other
devices such as SBCs.
o Entity Links — Connection information which define the SIP trunk parameters used
by Avaya Aura™ Session Manager when routing calls to/from other SIP Entities.
o Dial Patterns — Matching digit patterns which govern to which SIP Entity a call is
routed.
o Routing Policies - Policies that determine which control call routing between the
SIP Entities based on applicable Dial Patterns.
o Time Ranges — Specified windows during which SIP call processing is permitted
for a particular Routing Policies.
e Avaya Aura™ Session Manager — Information corresponding to the Avaya Aura™
Session Manager Server to be managed by Avaya Aura™ System Manager.

Configuration is accomplished by accessing the browser-based GUI of Avaya Aura™ System
Manager, using the URL http://<ip-address>/IMSM, where “<ip-address>" is the IP address of
Avaya Aura™ System Manager. Log in with the appropriate credentials.

Ed:  Ede e Fawrter Lok Heb

- LU =] [=] 5 ) mmrch ? Fawneites £35] - gy W] - L LR s %

il o
AVAVA Avaya Aura System Manager 1.0

Figure 28: Avaya Aura™ System Manager GUI Log On Screen

4.3. Network Routing Policy

After logging in, the menu shown in Figure 29 is displayed. Expand the Network Routing Policy
Link on the left side as shown.
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Home [ Metwork Routing Policy

F Asset Management
b Lser Management

b Manitoring

SlF Domains
Adaptations
Locations
SIP Entibies
Enkity Links
Time Ranges
Routing Policies
Dial Pattems
Regular Expressions
Parsanal Sertings
b Security
b Applications

b Settings

b Session Manager

Figure 29: Network Routing Policy Menu

4.3.1 SIP Domains

As described in Section 1.1.1 the Avaya CPE already has a local Fully Qualified Domain name
(FQDN) of, adevc.avaya.globalipcom.com (simulating a customer with an existing FQDN) and
The Verizon Business IPCC Services node used the IP address of 63.79.179.178 instead of an
FQDN.

Therefore only the Avaya CPE FQDN needed to be provisioned in Avaya Aura™ Session
Manager.

Select SIP Domains from the menu.

Select New.

Enter the SIP Domain FQDN in the Name field.

Enter a description in the Notes field if desired.

When completed, the SIP Domain window will look like Figure 30.
Click on the Commit button.

S

Note — On most of the following forms, to edit or delete an entry, click the box next to the item to
select it, to make the Edit and Delete buttons available.
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+ Auset Management SIP Domains

 User Managerment

» Monitoring | Mow J [ Maore Achaons = } I Comimdt |

* Metwork Routing Policy

19 Domalns 2 [bems | Refresh Filter: Enal

= alE-&'ZiD ns

1 Name Hotes
Locations

SIP Entibes

: adeve. avava.asbhabpeomosam ACI S M Aome arvironmeont

Entity Links
Time Ranges
Rauting Policies

Dl Fattarms

Figure 30: SIP Domain Menu

4.3.2 Adaptations

Avaya Aura™ Session Manager provides for specialized code modules to process specific call
processing requirements of various vendors and/or services. These pre-defined modules are called
adaptations. One of these pre-defined adaptations is used in the reference configuration:
DigitConversionAdapter (see Section 4.3.2.1). This adaptation may be specifically added, or if
any other adaptation is provisioned, the DigitConversionAdapter functionality is automatically
added.

In the reference configuration, the DigitConversionAdapter adaptation is used twice. It is used to
perform digit conversion for Avaya Aura™ Communication Manager between its local extensions
and associated Verizon toll free numbers (see Section 4.3.2.1). It is also used as a mechanism to
convert the Avaya CPE FQDN to the Verizon Business IPCC Services node IP address in the
outbound Request URI headers (see Section 4.3.2.2). In this second case no digit conversion is
performed.

4.3.2.1 DigitConversionAdapter - Avaya Aura™ Communication Manager / Avaya Aura™
Session Manager

This adaptation allows Avaya Aura™ Session Manager to convert inbound and/or outbound digits

in SIP Request-URI, History-Info header, P-Asserted-Identity header, and Notify messages, based

on the SIP Entities to which this adaptation is defined. This functionality is similar to the Avaya

Aura™ Communication Manager public-unknown-numbering and incoming-call-handling-

treatment capabilities.

Avaya Aura™ Session Manager will perform digit conversion based on whether the digits are
being received by (incoming) or sent from (outgoing) Avaya Aura™ Session Manager with
another SIP Entity. For example, on a call from Avaya Aura™ Communication Manager to
Verizon, the call leg from Avaya Aura™ Communication Manager to Avaya Aura™ Session
Manager is incoming, while the call leg from Avaya Aura™ Session Manager to the Acme Packet
is outgoing.

In the reference configuration the DigitConversionAdapter is used convert Avaya Aura™
Communication Manager extensions to their associated toll free numbers, and is applied to the
Avaya Aura™ Communication Manager Clan SIP Entity (see Section 4.3.4). This means the
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specified digit conversions will take place during Avaya Aura™ Communication Manager and
Avaya Aura™ Session Manager call processing.

Extension | Toll Free Number
30001 866-797-8011
30002 866-797-3994
30003 866-797-5598

Select Adaptations from the menu.

Select New.

Enter a descriptive name (e.g. Digit Conversion)

Specify DigitConversionAdapter in the Adaptation Module field.

Leave the Egress URI Parameters field blank (this is for adding additional parameters
such as user=phone).

6. Enter a description in the Notes field if desired.

Nk W=

4.3.2.1.1 Outbound - Avaya Aura™ Communication Manager to Avaya Aura™ Session Manager

In this example Avaya Aura™ Communication Manager extension 30001 will be converted to
Verizon toll free number 866-828-8011 for calls going from Avaya Aura™ Communication
Manager to Avaya Aura™ Session Manager.

7. Click the Add button and enter:

Matching Pattern — The digit string to match = 30001

Min — The minimum number of digits = 5

Max — The maximum number of digits = 5

Delete Digits — The number of digits to delete > 5

Insert Digits — The digit to be inserted = 866-828-8011

Address to Modify - origination/destination/both — Associated headers to be
monitored for matching digits. 2 Both

Notes - Enter a description in the Notes field if desired.

Repeat a thru g for each incoming digit conversion.

me Ao o

P

4.3.2.1.2 Inbound - Avaya Aura™ Session Manager to Avaya Aura™ Communication Manager

In the outgoing example Verizon toll free number 866-828-8011 will be converted to Avaya
Aura™ Communication Manager extension 30001 for calls going from Avaya Aura™ Session
Manager to Avaya Aura™ Communication Manager.

8. Click the Add button and enter:

Matching Pattern — The digit string to match 2> 866-828-8011

Min — The minimum number of digits = 10

Max — The maximum number of digits > 10

Delete Digits — The number of digits to delete = 10

Insert Digits — The digit to be inserted > 30001

Address to Modify - origination/destination/both — Associated headers to be
monitored for matching digits. = Both

g. Notes - Enter a description in the Notes field if desired.

oo o
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h. Repeat a thru g for each outgoing digit conversion.

9. Repeat steps 7 and 8 for extensions 30002 and 30003.

10. When completed, the Adaptation Details window for DigitConversionAdapter will look
like Figure 31.

11. Click on the Commit button.

b Assiet Management Adaptation Details Commit || Cancel
¥ User Manage mant
» Monitoring Genaral
™ Wetwerk Routing Folicy Nama Adaptation Mo dule Egrecc LRI Parameters  Nobes
S1E i i< Cagat_Corversion DagrtCaonversmnddapter Pal
il aptativns
Locations |"u__5' Conversion tor Inconying Calls to SM
S1P Enbities
[add] | Remove |
Enbity Links 7
Tirme Banges 5 ke Ssfresh Filter: =n alyle
Routing Pobcies - Delete Address ta
e []  ristching Patbern .« Min Hakx iy Insert Digits iy Hotes
izl Patberns
- 30001 s E ‘= B66T9TE011 |beth = e
Regular Expressians
s ™ O 30002 = 5 BRATIT3I0594 pun . PE20HIZI
Persanal ":L'Ltlnub
PR —— ] 30003 -] 5 Be6TITHES9E both w510 H323

A
W

¢ Applications

F GEtings
F Seizien Manoger

Shartouts Digit Conversion Tor Outgoing Calls from S8
Crarge Passny (aad] [ewove |
bz o A aplalio n Delails T2ids
8 lems | Eafrech Filter: Exable
balnfor Comamill ] Condig s ali o
TR - Dl Adideeis ta
L] ratching Pattern . rin Max Digits Insert Digits ity MOkte £
O BE6T9TE011 1n = (10 =10 30001 both w  Digital phoma
O BoETIT73994 i 10 10 30002 both w P20 MIZD
O B66T9T75598 10 10 10 30003 both v 4510 H323

~
w

* Input Required Commit || Cancel

Figure 31: DigitConversionAdapter Adaptation

4.3.2.2 DigitConversionAdapter - Avaya Aura™ Session Manager / Acme SBC

As described in Section 1.1.1, Avaya Aura™ Communication Manager will put its local FQDN
adevc.avaya.globalipcom.com in Request URIs of outbound calls; however the Verizon Business
IPCC Services suite requires that the IP address of their service node be in the Request URI
(63.79.179.178). This function may be performed by Avaya Aura™ Session Manager. Since this
operation is only required for outbound calls, this operation should be applied as Avaya Aura™
Session Manager sends calls out to the Acme SBC. Therefore an adaptation must be defined for
the Acme SIP Entity (see Section 4.3.4) that will perform this SIP header modification. In the
reference configuration the DigitConversion Adaptation was used (although no digit conversion
was performed here) using the following format:
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DigitConversionAdapter 63.79.179.178

Select Adaptations from the menu.

Select New.

Enter a descriptive name (e.g. VzB_IPCC_Lab)

Specify DigitConversionAdapter 63.79.179.178 in the Adaptation Module field (note
the space between the two parameters).

5. Leave the Egress URI Parameters field blank (this is for adding additional parameters
such as user=phone).

Enter a description in the Notes field if desired.

7. Click on the Commit button.

=

N

Adaptation Details [_comamir || cancel |
|
Egrose LIRD
Pl mdaptation PModul e Parn el Motes
vzB IPCC Lab DigitConvrersionfdapter &3 _79_179_17#
b
Digir Convarsion for Incoaming Calls ro SM
add | [ mRemove
o tems =Hofresh Filter: Fnabia
Fatching Fattern Plin HMan relcte Digits Ins e rt Drigits Address to modify HoteF
Digit Conversion for Qutooinag Calls from S
| nde | | Resmsve |
A ltems PFefresh Filker: Enabiz
Hateching Pattern Mn LT Delete Digrte Insert vigets sddress to modify Hote s
* I'nput Peguirsed | Commt || Cancal |

Figure 32: DigitConversionAdapter Adaptation with FQDN Replacement

Note - The DigitConversionAdapter was chosen for the FQDN replacement function, however the
FQDN replacement function may be specified with any adaptation.

When completed the Adaptations page will look like Figure 33.

1. Click on the Commit button.

Adaptations
M e [ More Actions = ] [ Commit ]
Refresh Filter: Enable
| Name Adaptation Module Eg:gf:eli-:l::s Notes
[ Digit Conversion DigitConversionAdapter
[ wzB IPCC Lahb DigitConversionAdapter 63.79.179.178
Figure 33: Completed Adaptations page
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4.3.3 Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside, by
specifying the IP addressing for the locations as well as for purposes of bandwidth management if
required. In the reference configuration only the Avaya CPE location was defined. This was done
because from the Avaya Aura™ Session Manager perspective, there was only one IP subnet. The
Acme Packet SBC was the only device that was connected to an “outside” IP segment.

To add a location, select Locations in the left Network Routing Policy menu and click on the
New button on the right. The screen shown in Figure 34 will open.

Enter a descriptive location name in the Name field (e.g. adevc).

Enter a description in the Notes field if desired.

Under the Location Pattern heading, click on Add.

Enter IP address information for the location (e.g. 65.206.67.%)

Enter a description in the Notes field if desired.

Repeat steps 3 thru 5 if the location has multiple IP segments.

Modify the remaining values on the form if necessary, otherwise use all the default
values.

Click on the Commit button.

9. Repeat all the steps for each new location.

NouvhkwLd =

o

Location Details
¢ Asset Management Location Details Cancal
¥ User Management
+ Maonltaring General
* Metwork Routing Policy Hame Maotes
SR Damains + Tadewe B7Z0/ASMA e
Adaptations
Locations Managed Bandwsldth: b(l:-i.t.;'sec -
8 = * Average Bandwidth per Call: Khitfzee
Enitity Links ' Time to Live (secs ):
Time Ranges
Routing Palicies Location Pattern
cil patiems
e e E 1 lbem  FPefrest Filter: Eralble
Personal Settings :
b SEEOFLY 1 IP Address Pattern Motes
v Applications [ &5,206.67,* Private IP environmsnt
b Settings : ) )
Sedect: All, Nona [ 0 of 1 Seiected )
+ Session Manager
Shortcuts * Imput Required Cancel
Figure 34: Locations Menu
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4.3.4 SIP Entities

A SIP Entity must be added for Avaya Aura™ Session Manager and for each network component
that has a SIP trunk provisioned to Avaya Aura™ Session Manager. In the reference configuration
the SIP Entities are provisioned for:

e Avaya Aura™ Communication Manager (C-LAN) voice SIP trunk

e The Acme Packet SBC

e Avaya Aura™ Session Manager itself.

To add a SIP Entity, select SIP Entities on the left Network Routing Policy menu and click on
the New button on the right. The screen shown in Figure 35 is displayed.

1. General Section
a. Enter a descriptive location name in the Name field.
b. Enter the IP address for the SIP Entity (e.g. 65.206.67.7 for the C-LAN).
c. From the Type drop down menu select a type that best matches the SIP Entity (e.g.
CM).
d. Enter a description in the Notes field if desired.
e. From the Adaptations drop down menu, select the adaption required for this Entity
(see Section X).
i. For the voice C-LAN Entity, the DigitConversion adaptation is selected.
This function is applied to the C-LAN Entities to convert Avaya extensions
to Verizon toll free numbers and vice versa depending on whether the call is
inbound from Avaya Aura™ Communication Manager to Avaya Aura™
Session Manager or outbound from Avaya Aura™ Session Manager to
Avaya Aura™ Communication Manager.
ii. For the Acme Packet Entity, the VzB_IPCC_Lab adaptation was selected.
This function is applied to the Acme Packet Entities to convert the outbound
call (Avaya Aura™ Session Manager to Acme) request URI FQDN, from
the Avaya CPE FQDN used by Avaya Aura™ Communication Manager to
the Verizon service node IP address.
f. From the Locations drop down menu select adeve.
g. Select the appropriate time zone.
h. Accept the other default values.
2. Sip Link Monitoring section
a. Accept the default values.
3. Click on Commit.
4. Repeat these steps for each SIP Entity
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Figure 35: C-LAN SIP Entity Details

SIP Entity Details [[Commir [ Canest |
General

Mamo FODN or IP Address Type Hotes

Acmel + 65.206.67.1 SBC v

£ L)
Entity Links »
Adaptation: VZB_IE’CC_LEID s
Location: adeve v *
Timé Zone: -;r'ner.'é‘i,'fl-.lc;w_mrk vl

Override Port & Transport with DNS SRv:  []

SIP Timer B/F (In seconds): L
Credential name:

Call Detail Recording: both

SIP Link Monitoring

S1P Link Monitoring: Lk Monitonng Enabled v
Proactive Monitoring Interval (in seconds): * 500

Reactive Monitoring Interval {in seconds)  * 120

Number of Retries: i

¥ Input Required
Figure 36: Acmel SIP Entity Details
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Note — When defining a SIP Entity for Avaya Aura™ Session Manager itself and the “SM” option
is selected from the Type drop down menu, and addition section called Ports will appear. In this
section add the transport protocol, port and FQDN used by Avaya Aura™ Session Manager. In the
reference configuration the values used were 5060, TCP and the Avaya CPE FQDN.

The following SIP Entity values were specified in the reference configuration:

Name IP Address | Type Adaptation Location | Port | Protocol Domain

Acmel 65.206.67.1 | SBC | VzB IPCC Lab adevc - - Avaya CPE

ASM1 65.206.67.2 SM - adevc 5060 TCP Avaya CPE
CLAN-Voice | 65.206.67.7 CM | DigitConversion adevc - - Avaya CPE

Table 6: SIP Entity Provisioning

Figure 37 show the completed SIP Entities form.

Hofme [ rlatwork Routing Palicy £ S1P Entiting

b Asset Mapagement SIP Entities

kb User Management )
b Monitering | Hiwe Mare Actions * [ camanit

* Metwork Routing Policy

EIR Domaing rafrash Filtee: Enabile
fadaptatons e
Locations [ Hame Linke  FOQDN ar 1P Address Type Hotes
SIP Entities Aol L] 5,708,671 SR Outbawnd
- e : - Session
Entity Links £] Aol E &5, 206,672 Fanager
Tima Rangos L] 38720 Clsn) wosos * £5.206.67.7 CH inbaund volos

Roubing Polices
Cual Psttorng

Regular Expressions

Personal Settngs

Figure 37: Completed SIP Entities Form

Note — As described in this section, both the “DigitConversion” and “VzB [PCC Lab”
adaptations are defined in SIP Entities.

The “DigitConversion” adaptation is provisioned on the Avaya Aura™ Communication Manager
Clan SIP Entity (S8720 Clanl_voice). This means that the digit conversion from Verizon toll free
numbers to Avaya Aura™ Communication Manager extensions is performed after the dial pattern
match for inbound calls to Avaya Aura™ Communication Manager, and before the dial pattern
match for outbound calls to Verizon/PSTN.

The “VzB_IPCC_Lab” adaptation is provisioned on the Acme SIP Entity (Acmel). This means
that the Request URI manipulation from the Avaya CPE FQDN to the Verizon service node IP
address is performed after the dial pattern match for outbound calls to Verizon/PSTN.
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4.3.5 Entity Links

Note — In the Entity Link configurations below (and in the Avaya Aura™ Communication
Manager SIP trunk configuration, Section 3.1.5), TCP was selected as the transport protocol for
the Avaya CPE in the reference configuration. TCP was used to facilitate trace analysis during
network verification. The use of TLS protocol is recommended by Avaya in customer
deployments.

Entity Links defined the connections between the SIP Entities and Avaya Aura™ Session
Manager. In the reference configuration Entity Links are defined between Avaya Aura™ Session
Manager and:

e The Acme Packet (Acmel)
e The Avaya Aura™ Communication Manager C-LAN for voice calls
(S8720 Clanl voice)

To add an Entity Link, select Entity Links on the left Network Routing Policy menu and click on
the New button on the right. The screen shown in Figure 38 is displayed.

1. Enter a descriptive location name in the Name field.
In the SIP Entity 1 drop down menu select the Avaya Aura™ Session Manager SIP
Entity created in Section 4.3.4 (e.g. ASM1).

3. In the Port field enter 5060.
4. In the SIP Entity 2 drop down menu select the Acmel SIP Entity created in Section
4.34.
5. In the Port field enter 5060.
6. Check the Trusted box.
7. In the Protocol drop down menu select TCP.
8. Enter a description in the Notes field if desired (not shown).
9. Click on the Commit button.
Asset Management Eii tit"r Links m @
User Managament
Monitoring
Metwork Routing Policy
SIP Domains 1 Item  Refresh Filbar: Enabla
f::a:::::ns Name ?!P Entity  pg SIF Entity 2 Part Trusted  Protoco
1P Entities [aemel [asmi] - 5050 - [Acmel v s5060 = [Tor

Entity Links b *

Time Ranges

Routing Palicies
Dial Patterns * Tnput Required [comemit_}[cancsl |

Figure 38: Entity Link — Primary Acme Packet

When completed, the Entity Links form will look like Figure 39.
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Figure 39: Completed Entity Links Form

4.3.6 Time Ranges

The Time Ranges form allows admission control criteria to be specified for Routing Policies
(Section 4.3.7). In the reference configuration no restrictions were used.

To add a Time Range, select Time Ranges on the left Network Routing Policy menu and click on
the New button on the right. The screen shown in Figure 40 is displayed.

Enter a descriptive location name in the Name field (e.g. Anytime).
Check each day of the week.

In the Start Time field enter 00:00.

In the End Time field enter 23:59.

Enter a description in the Notes field if desired.

Click the Commit button.
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b Aisset Management Time Ranges
b User Management
wehlonstoring lew ot iF  More Actions ] [-v.t-nr;amit 7

= MeEtwork Routing Policy

SIF Domaing 1item Rafrash Filker: Enasle
Adaptations T T
[T MNams Mo  Tu We Th Fr  Sa Su Start Time End Time Hotes
Locakions 1 |
O i oo0; 23 —
SIP Entities O éndime B B H #H @ H # 00:00 3:50

Entity Links Selack; All, Mone { O of 1 Selected )

] Figure 40: Time Ranges
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4.3.7 Routing Policies

Routing Policies associate destination SIP Entities (Section 4.3.4) with Time of Day admission
control parameters (Section 4.3.6) and Dial Patterns (Section 4.3.8). In the reference configuration
Routing Policies are defined for:

e Inbound voice calls (to Avaya Aura™ Communication Manager)

e Outbound calls to Acmel (outbound calls to Verizon)

Note — In the reference configuration the Regular Expressions parameters was not used.

Name SIP Entity Time Of | Dial Pattern(s) Notes
Destination Day
Inbound S8720 Clanl Voice | Anytime | 866797 - 10 digits | Any call to 866797xxxx will

be sent to Avaya Aura™
Communication Manager
stations (after digit
conversion), and use port
5060.

Outbound Acmel Anytime | 732 -10 digits All matching dial patterns will
route to Acmel to be sent to

Verizon/PSTN.

Table 7: Routing Policy Provisioning

To add a Routing Policy, select Routing Policies on the left Network Routing Policy menu and
click on the New button on the right. The window shown in Figure 41 will open.

b Asset Management Routing Policy Details Commit_| [ Canesl

b User Management

b Muonitoring Gonera

* Metwaork Routing Policy e Disabled ok

SIP Damains s (5]

Adaptations

EERCNLETE SIP Entity as Destination

SIP Enttias o

[Seluct |
Enbty Links
& Rlarme FODMN or 1P Address Type Hatms

Kouting Policies

» _— Time of Day

Ragular Exprassions add | [ Remove | | Winw GapssOvarlaps

Parsanal Satings
b Security D items  Refrash Filtar: =nahble
+ Applications Ranking  Mame  Mon  Tue  Wed  Thu  Fri Sat  Sun  StartTime | End Time  Maotes
k- Seltings
bpSeEslun Manay e Dial Patterns
Shortcuts add Remows
Charge Passwerd

3 O [ems  Refresh Filter: Enable
Help for Rouling Pelicy Detais fields
Hi Pattern Pim Max Emergency Call SIP Donkadn Originating Locatian Hotes
Haln for Tima H'-'\ﬂ25 ist
Help for Patlern List Fegular Expressions
Halp for Regusar Exprassions List i BT
Haln for r:ﬁr—'\.’\"ﬂillf: rnr:i-’_&l rahian
Hangan O ltems  Refresh Filter: Enable
Pattern Rank Order Dy Motes
* Input Roquired
. . . .
Figure 41: Routing Policy Details
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General section

a. Enter a descriptive location name in the Name field (e.g. Inbound).

b. Enter a description in the Notes field if desired.

SIP Entity as Destination section

a. Click the Select button.

b. Select the SIP Entity that will be the destination for this call (e.g.
S8720 Clanl_voice)

c. Click the Select button and return to the Routing Policy Details form.

Time of Day section

a. Click the Add button and select the Time Range for this Routing Policy.

b. Click on Select and return to the Routing Policy Details form.

Note — Multiple time ranges may be selected and a Ranking value applied (0 is the
highest).

Dial Pattern section

a. Click the Add button and select the Dial Pattern(s) for this Routing Policy (dial
patterns are discussed in the next section).

b. Click on Select and return to the Routing Policy Details form. The form will look
like Figure 42.

» Assel Management Routing Policy Details [Lcommit_|[_cancel |

b Lifer Management

» Maonitaring

General

¥ Metweork Routing Policy Hame Disabled HNotes

S1P Domnains —_

Inbound =
Adaprations
ttohdctubli SIP Entity as Destination
SIP Entitias
[seieet |
Entity Links
Time Ranges Narme FOON or 1P Address Type Hotes
2outing Policies 58720 Clanl wvoice 65 200 6 ¥ cr irbound
Cral Pattems
Regular Expressons fong-oF Uy
Personal S=wngs [2d¢] [memove ] [ view oepsfoverteps |
b Security
» Applications Aifeoem.| Rofradh Filtor: Enablo
» Settings ™ Start Enad
- Ranking | . Hame ° - Mon  Tue Wed Thu Fri Sat Sun Time Time Notes
b Seision Manager f—
0D 1 Angtinee 00:00n 23:59
Shaortcuts Seled: &1, Mone § 0 of 1 Selected )
e
hal Patterns
add] [ Remowe |
1 Itemn  Refresh Fittee: Enzble
— Emergency Originating
o Pattern *in Max ol S1P D omain e rotes
b ™ 10 10 adeve avayps. globalpoom comm  adews inbound
Select: 41, None (D of 1 Selected )
Regular [ xpressions
Add | [ memove |
0 ftems  Fofrash Filter: Enaslo
Patterns Ronk Order Geny MNotes
* Input Reguired | commit || cancel |

Figure 42: Inbound Routing Policy Details - Completed
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5. Click the Commit button.

6. Repeat steps 1 thru 5 for the outbound Routing Policy (e.g. 732xxxxxxx). When
completed the form will look like Figure 43.

» Assel Management Routing Policies

¢ User Management

» Manitoring % More Actions = | | Commut

* Metweork Routing Policy
SIP Domains 4 [bems | Relrech Filwr: Erabie
adaptations

3 Hame Bisabled Bestination HNotes

Locatbons
e S ’ nkoun _Cland_voice o stations
SIF Entities | Ik d (| £8T20_Cland To CM stan
Entity Links 0 Qutbound O AL To Mcave LOerizon

Tirne Ranges Salect: All, None { D of 4 Selected )

routing Palicies

Dial Pattems

Figure 43: Routing Policies- Completed

7. Click the Commit button.

4.3.8 Dial Patterns

Dial Patterns define digit strings to be matched for inbound and outbound calls. In addition, the
FQDN in the request URI is also examined.

Note — The Dial Pattern digit string with the most complete match will be selected. For example if
the 10 digit string 732 is defined first in the list, and the 10 digit string 732555 is defined last, an
outbound call to 7325551212 will match on the 732555 entry.

The following Dial Patterns were provisioned in the reference configuration.

» Asset Management Dial Patterns

b User Managemani
b MoRitoring ; Mz [ more astons = | [ comme |

¥ Metwiork Routing Policy

SP Damans Filtar: Erable

Adapkatons

[ Pattern Mim MHax Emergency Call SIF Domain Nntes
Locatans
e1P Erstios 0 732 10 10 a adere.avayagiad sl poorm.oom Cutbound POTS
Entity Lioks Il =68 11} i a aduve.avny a.glob oipesrm.esm Inbeund from PETY to CM
Time Ranges

Routng Pobcias
[sial Patterms
ReQular Expressions
Personal Sattngs

b Security

b Appllcations

b Setting=

b Session Menager

Figure 44: Completed Dial Pattern Form
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To add a Dial Pattern, select Dial Patterns on the left Network Routing Policy menu and click on
the New button on the right. The screen shown in Figure 45 is displayed. In this example a
Request URI to a 10 digit number beginning with 732, and sent by is defined (this would be an
outbound call from Avaya Aura™ Communication Manager to Avaya Aura™ Session Manager,
destined for Verizon).

1. General section

Enter a unique pattern in the Pattern field (e.g. 732).

In the Min column enter the minimum number of digits (e.g. 10).

In the Max column enter the maximum number of digits (e.g. 10).

In the SIP Domain field drop down menu select the FQDN that will be contained in
the Request URI received by Avaya Aura™ Session Manager from Avaya Aura™
Communication Manager (see Sections 3.1.3 & 3.1.5).

e. Enter a description in the Notes field if desired.

e oe

5 ¢ Bl Pgtteen Dt all

Dial Pattern Details | comma || conce |
b Ll Managema it
» wapmincdng
= M trrark Rouiiog P oficy
- - Pt ] L] “f!._n.-'" 21" pomein bt
SIP Pozrn g
T b 732 ] w O stma 09 bk lahainme sam o hERaLRS_be_Dews
.....
Locaaeny
Il
SIP ErCnac . Ry -
FrOrTLres || | Bamaws |
Tomim Pargas 2 IwEE  Peloest FIter: Eul
Foubrg Foloes
& LEE L]
[TyT—— o i gemating Dy garisin g Bautirg Folicy Bawt ing FmliET B o iy Padp
’ — LaE BheER & pinis LE£ 5 bbb ab Pl y Sams Eotmablial D& sl if s LR
Por il LAl Saiech: Al b ) of ¥ Solered
o Begurity
b gl s Lieme
| Lpmape
¥ SEEibeE MANN0Er da
i wTa [ -
O meme  Falvodl Fiter: B
v
- Wb giensti g Lod ot isn Notes
t A
! gt By wiead Comwrd || Comoel |

Figure 45: Dial Pattern Details - General

2. Originating Locations and Routing Policies Section
a. Click on the Add button and the window in Figure 46 will open.
b. Click on the boxes for the appropriate Originating Locations (see Section 4.3.3),
and Routing Policies (see Section 4.3.7) that pertain to this Dial Pattern.
1. Location adevc
ii. Routing Policy Oubound1 (Acmel).
c. Click on the Select button and return to the Dial Pattern window.
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» Asset Management Originating Location and Routing Policy

Select || Cancel |
» User Management Llst . L—
» Monitoring
= Metwork Routing Policy
51F Domains
Adaptations Originating Location
Locations F : 2
2Imams  Refresh Fitter: Ensble
SIP Entbies
Enkity Links [ Name Nates
Time Ranges | AL~ any Locations
Rowting Policias [E]  edevs EPEO A S Aome
Criald P atterns
- Selecz: all, rone ( 0 of 2 Selexed )
Regular Expressions
Parsonal Settings
b Sacurity
» Applications Routing Policies
b Sertings
H P
» Session Manager Pty Enaiae
[] Hame Disabled Destination Hotes
Shortcuts
D Inbound_Woice S8720_Clenl_vooca To CM stabons
Chamige Passednd
%] Dythaundl Aerng To Barvs LVeRIan

Figure 46: Dial Pattern Details — Originating Locations and Routing Policies

In the reference configuration a request URI of 7325551212@adevc.avaya.globalipcom.com
would match and be sent to Acmel.

3. Click the Commit button
4. Repeat steps 1 thru 3 for the inbound Dial Patterns (e.g. 866797xxxx toll free numbers).
The completed Dial Pattern screen will look like Figure 44 above.

4.4. Avaya Aura™ Session Manager

To complete the Avaya Aura™ Session Manager configuration, add an Avaya Aura™ Session
Manager instance. To add an Avaya Aura™ Session Manager, select Session Manager on the left
Network Routing Policy menu and click on the New button. The screen shown in Figure 47 is
displayed.

1. General section

a. Enter a name in the SIP Entity Name field (e.g. ASM1).

b. Enter an optional description in the Description field.

c. Inthe Management Access Point Host Name/IP field enter the IP address of the
management interface of the Avaya Aura™ Session Manager server. (e.g.
65.206.67.20).

2. Security Module section
a. Enter the Network Mask (e.g. 255.255.255.0)
b. Enter the Default Gateway (e.g. 65.206.67.1)
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c. Inthe Speed & Duplex drop down menu verify Auto is selected (default).
3. Use all other default parameters.

Shniopia s Add Session Manager =T ==

b User Managomont

» Manitoring Gonoral | Security Moduls | Moreonng | COR
Expand 20 | Collanzg a4

» Motwenrk Routing Policy

» Security Gonoral =
» Applications
* 51P Entity Name [ ASM ~ |
Description | Session hanager 1

" Management Access Poin
ek Aarme 1 155206 .67 20

Seowray Madule Stabus

Daks Fephcabon Status

Local Host Nams Resoluton Secwity Module. W
Maintenands Tests

S1P Firewall Corfiguration

SIP Entity 1P Addriess
* Metveork Mask [255.255.255.0

#1¢ Mclnih;nng R TR S LR LIT X

e b e + Dofault Gatoway [65.206 76 .1

Tracm Vi * call Contral PHR |40

e e & G Ay o]

Managed Bandwidth Uzags * Spood & Duplex [Avte =)
e e e e e

SHantd Pagswirg
e fer Zesaian Manager
Bfrniniglraben Moanitoring =

Help for Page Fiids
Enable Manitoring (=]
* Prosetive eyele time (soez) (900

" Reactive oycle time (secs) |[120

= mumber of Retries [1

COR =

Enable COR ]
Ugser COE_Usen
3T N R

Confirm Passveord |

* Required Cancel | | Save
Figure 47: Add Session Manager

4. Click the Save button and the completed form shown in Figure 48 will be displayed.
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fAsset Management

User Management

Monitoring

MNetwork Routing Policy
Security
Applications

Ings

s5100 Manager
Administration

Systemn State Administration
Sacurity Modula Status
Data Replication Status

Local Host Mame Resolution

View Session Manager

General | Security Module | Manitaring | coR

Expand &l | Collapse 2l
General =

SIP Entity Mame

Description Session Manager L
Management Access Point Host

Mame fIP

Security Module =

ASML

53.206.67,20

Maintenance Tests S1P Entity IP Address 65.2056.67.2
SIF Firewall Configuration Metwaork Mask 255.255.255.0
SIP Moritaring Default Gateway 65206671
Tracer Corfiguration Call Control PHB 46

Trace Viewer Q05 Priority &

Call Routing Test Speed & Duplex Auto

Managed Bandwidth Usage

YLAMN 1D

[ Raturn

Shortcuts
Change Passwor Momtoring =
Help for Sesslan Managsr
Adrministration Enable Monitoring [
Proactive cycle time (secs) 200
Reactive cycle time (secs) 120

Mumber of Retries |1

Help for Paga Fields

CDR. =

Enable COR [J
User CDR_Lsar
Passviard

Return i

Figure 48: Completed Session Manager Form

Note — The SIP Entity IP address (under the Security Module heading) is automatically populated
with the IP address defined for this SIP Entity (ASM1) in Section 4.3.4.
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5. Acme Packet 3800 Net-Net Session Director

In the reference configuration an Acme Packet 3800 Net-Net Session Director is used as the edge
device between the Avaya CPE and the Verizon Business. The Acme Packet SBC provides
Network Address Translation (NAT) functionality to convert the private Avaya CPE IP addressing
to public addressing, as well as performing SIP header manipulation.

5.1. Acme Packet Service State

The Acme SBC requests and provides service states by sending out and responding to SIP
OPTIONS messages. The Acme sends the OPTIONS message with the hop count (SIP Max-

Forwards) set to zero.

e Acme/Avaya Aura™ Session Manager
o Acme Packet sends OPTIONS - Avaya Aura™ Session Manager responds with
200 OK
o Avaya Aura™ Session Manager sends OPTIONS - Acme Packet responds with
200 OK
e Acme/Verizon
o Acme Packet sends OPTIONS - Verizon responds with 483 Too Many Hops'
o Verizon sends OPTIONS = Acme Packet responds with 200 OK

5.2. Acme Packet Network Interfaces
Figure 49 shows the Acme Packet network interface connections used in the reference

configuration. The physical and network interface provisioning for the “OUTSIDE” (to Verizon)
and “INSIDE” (to Avaya CPE) interfaces is described in Sections 5.3.3 and 5.3.4.

Port 0/Slot 0 - CUTSIDE
Port 0/Slot 1 - INSIDE

/ Console serial port (under panel cover)
Slot 1

Y
A

loft]z]s] [of1f2]3] L] ©

Acme Front Panel
Y, Wancom0 — Management connection

mOl B ra O

Acme Rear Panel

Figure 49: Acme Packet Network Interfaces

! In the reference configuration Acme sends the OPTIONS message with the hop count (SIP Max-Forwards) set to
zero (unlimited). The Verizon Business IPCC Services node responds to this parameter with 483 Too Many Hops.
This is an expected response and the Acme treats this response as a positive acknowledgement.
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5.3. Acme Packet Provisioning

Note — Only the Acme Packet provisioning required for the reference configuration is described in
these Application Notes. For more information on Acme Packet configuration see [11 & 12].

The Acme Packet SBC was configured using the Acme Packet CLI via a serial console port
connection. An IP remote connection to a management port is also supported. The following are
the generic steps for configuring various elements.

1.

A e A

Log in with the appropriate credentials.

Enable the Superuser mode by entering enable command and the appropriate password
(prompt will end with #).

In Superuser mode, type configure terminal and press <ENTER>. The prompt will
change to (configure)#.

Type the name of the element that will be configured (e.g., session-router).

Type the name of the sub-element, if any (e.g., session-agent).

Type the name of the parameter followed by its value (e.g., ip-address).

Type done.

Type exit to return to the previous menu.

Repeat steps 4-8 to configure all the elements. When finished, exit from the
configuration mode by typing exit until returned to the Superuser prompt.

10. Type save-configuration to save the configuration.
11. Type activate-configuration to activate the configuration.

Once the provisioning is complete, the configuration may be verified by entering the show
running-config command.

5.3.1 Acme Packet Management

Initial Acme Packet provisioning is performed via the console serial port (115200,
8/None/1/None). Network management is enabled by provisioning interface “Wancom0”. In the
reference configuration, the management IP address 172.16.253.230 is assigned.

From the configure prompt (steps 1 thru 3 in Section 5.3):

1.

Enter bootparam

Note - This command will prompt one line at a time showing the existing value. Enter
the new value next to the existing value. If there is no change to a value, hit the enter
key and the next line will be presented. Be careful not to modify any values other than
those listed below, or the Acme Packet may not recover after a reboot.

Console output will appear as follows:

acmesbc-pri(configure)# bootparam

"' = clear field; '-'= go to previous field; q = quit
boot device : wancom(
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2. Press Enter at the boot device : wancom0 line, and the next 4 lines until the following
is displayed:

| inet on ethernet (e)

3. Enter the IP address and mask (in hex) to be used for network management (e.g.
172.16.253.230:ffffff00) and press Enter 3 more times until the following is displayed:

| gateway inet (g)

4. Enter the management network gateway IP address (e.g. 172.16.253.4) and press Enter.
Continue to press Enter until returned to the “configure” prompt. After the last
bootparam line, the following message is displayed:

b

NOTE: These changed parameters will not go into effect until reboot. Also, be aware
that some boot parameters may also be changed through PHY and Network Interface
Configurations.

6. At the “configure” prompt enter exit
7. Reboot the Acme Packet by entering reboot at the Superuser “#” prompt.

5.3.2 Local Policies

Allows any SIP requests from the INSIDE realm to be routed to the SERV_PROVIDER Session
Agent Group in the OUTSIDE realm (and vice-versa).

5.3.2.1 INSIDE to OUTSIDE
From the configure prompt (steps 1 thru 3 in Section 5.3):

1. Create a local-policy for the INSIDE realm
Enter session-router > local-policy
Enter from-address > *

Enter to-address > *

Enter source-realm - INSIDE

Enter state > enabled

Enter policy-attributes

Enter next-hop - SAG:SERV_PROVIDER
Enter realm - OUTSIDE

Enter action - none

Enter start-time = 0000

Enter end-time > 2400

Enter days-of-week = U-S

. Enter app-protocol - SIP
Enter state - enabled
Enter exit
Enter done

VOB EITARTIER MO QA0 O
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5.3.2.2 OUTSIDE to INSIDE

1. Create a local-policy for the OUTSIDE realm. Procedures are the same as for the
INSIDE local-policy except:

P o o

Enter source-realm > OUTSIDE
Enter policy-attributes

Enter next-hop - SAG:ENTERPRISE
Enter realm - INSIDE

Enter action - replace-uri

5.3.3 Network Interfaces
This Section defines the network interfaces to the private (Avaya CPE) and public (Verizon) IP

networks.

5.3.3.1 Public Interface
1. Create a network-interface to the public (Internet/Verizon) side of the Acme.

@ o Ao o

Enter system = network-interface
Enter name - Public

Enter ip-address 2 1.1.1.2

Enter netmask - 255.255.255.0
Enter gateway - 1.1.1.1

Enter exit

Enter done

5.3.3.2 Private Interface

1. Create a network-interface to the private (Avaya CPE) side of the Acme. Procedures
are the same as for the public network-interface except:

o ae oW

Enter system > network-interface
Enter name - Private

Enter ip-address = 65.206.67.1
Enter netmask - 255.255.255.0
Enter gateway = 65.206.67.100
Enter exit

Enter done

5.3.4 Physical Interfaces
This Section defines the physical interfaces to the private (Avaya CPE) and public (Verizon)

networks.

5.3.4.1 Public Interface
1. Create a network-interface to the public (Internet/Verizon) side of the Acme.

Mmoo a0 os
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Enter system => phy-interface
Enter name - Public

Enter operation-type - media
Enter port = 0

Enter slot > 0

virtual-mac = 00:08:25:01:be:e8
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g.
h.
i
i

1. Virtual MAC addresses are assigned based on the MAC address assigned to
the Acme. This MAC address is found by entering the command > show
prom-info mainboard (e.g. 00 08 25 01 be e0). To define a virtual MAC
address, replace the last digit with 8 thru f.

Enter duplex-mode - full
Enter speed - 100

Enter exit

Enter done

5.3.4.2 Private Interface

1. Create a phy-interface to the private (Avaya CPE) side of the Acme. Procedures are the
same as for the public phy-interface except:

a. Enter system - phy-interface
b. Enter name - Private
c. Enter port > 0
d. Enterslot 2> 1
e. virtual-mac 2 00:08:25:01:be:ee
a. Enter exit
b. Enter done
5.3.5 Realms

Realms are used as a basis for determining egress and ingress associations between physical and
network interfaces as well as applying header manipulation such as NAT.

5.3.5.1 Outside Realm
1. Create a realm for the outside network.

CBBITATITER MO A0 O

Enter media-manager - realm-config
Enter identifier > OUTSIDE

Enter addr-prefix - 0.0.0.0

Enter network-interfaces > Public:0

Enter out-manipulationid 2> outManipOutside
Enter mm-in-realm - enabled

Enter mm-in-network - enabled

Enter mm-same-ip = enabled

Enter mm-in-system > enabled

Enter access-control-trust-level > medium
Enter invalid-signal-threshold - 1

Enter maximum-signal-threshold - 1

. Enter untrusted-signal-threshold - 1

Enter exit
Enter done

5.3.5.2 Inside Realm

1. Create a realm for the inside network. Procedures are the same as for the outside realm
except:

a.
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Enter media-manager > realm-config
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Enter identifier > INSIDE

Enter addr-prefix - 0.0.0.0

Enter network-interfaces > Private:0
Enter out-manipulationid > NAT _IP
Enter access-control-trust-level = high
Enter invalid-signal-threshold 2> 0
Enter maximum-signal-threshold - 0
Enter untrusted-signal-threshold - 0
Enter exit

Enter done

FTIrEE e a0 o

5.3.6 Steering-Pools

Steering pools define sets of ports that are used for steering media flows thru the Acme.

5.3.6.1 Outside Steering-Pool

1. Create a steering-pool for the outside network.
Enter media-manager - steering-pool
Enter ip-address - 1.1.1.2

Enter start-port > 49152

Enter end-port 2> 65535

Enter realm-id = OUTSIDE

Enter exit

Enter done

@ o Ao o

5.3.6.2 Inside Steering-Pool

1. Create a steering-pool for the inside network. Procedures are the same as for the outside
steering-pool except:

Enter media-manager = steering-pool

Enter ip-address = 65.206.67.1

Enter start-port - 49152

Enter end-port - 65535

Enter realm-id = INSIDE

Enter exit

Enter done

o ae oW

5.3.7 Session-Agents

A session-agent defines an internal “next hop” signaling entity for the SIP traffic. A realm is
associated with a session-agent to identify sessions coming from or going to the session-agent. A
session-agent id defined for the Verizon service node (outside) and the Avaya Aura™ Session
Manager (inside).

5.3.7.1 Outside Session-Agent

Note — As mentioned previously 63.79.179.178 is the IP address of the Verizon service node (no
FQDN) and port 5112 is the service node destination port.

1. Create a session-agent for the outside network.
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Enter session-router - session-agent

Enter hostname - 63.79.179.178

Enter ip-address = 63.79.179.178

Enter port > 5112

Enter state > enabled

Enter app-protocol > SIP

Enter transport-method - UDP

Enter realm-id > OUTSIDE

Enter description > To IPCC

Enter ping-method - Options;hops=0

Enter ping-interval = 60

Enter ping-send-mode - keep-alive
. Enter exit

Enter done

BETCATITER MO A0 TR

5.3.7.2 Inside Session-Agent

1. Create a session-agent for the inside network. Procedures are the same as for the

outside session-agent except:

Enter session-router > session-agent
Enter hostname = 65.206.67.2

Enter ip-address = 65.206.67.2

Enter port 2> 5060

Enter transport-method - staticTCP
Enter realm-id > INSIDE

Enter description - To Session Manager
Enter tcp-keepalive = enabled

Enter tcp-reconn-interval = 10

Enter exit

Enter done

TR @R me Ao o

5.3.8 Session Groups

Session-groups (SAG) define single or multiple destinations that are referenced in provisioning

session-agents.

5.3.8.1 Verizon Session-group

1. Create a session-group for the Verizon network.
Enter session-router - session-group
Enter groupname > SERV_PROVIDER
Enter state = enabled

Enter app-protocol > SIP

Enter strategy - hunt

Enter dest > 63.79.179.178

Enter exit

Enter done

50 th e a0 o

JRF; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 2/4/2010 ©2010 Avaya Inc. All Rights Reserved.

52 of 71
AvayaSM_VzBIPCC



5.3.8.2 Avaya CPE Session-group

1. Create a session-group for the Avaya CPE network. Procedures are the same as for the
Verizon session-group except:

a. Enter session-router - session-group
b. Enter groupname > ENTERPRISE
c. Enter dest 2 65.206.67.2

c. Enter exit

d. Enter done

5.3.9 SIP Configuration

This command sets the values for the Acme Packet SIP operating parameters. The home-realm
defines the SIP daemon location, and the egress-realm is the realm that will be used to send a
request if a realm is not specified elsewhere.

1. Enter session-router > sip-config
2. Enter state - enabled

3. Enter operation-mode - dialog
4. Enter home-realm-id > INSIDE
5. Enter egress-realm-id - INSIDE
6. Enter exit

7. Enter done

5.3.10 SIP Interfaces

The SIP interface defines the signaling interface (IP address and port) to which the Acme Packet
sends and receives SIP messages.

5.3.10.1 Outside SIP- interface

1. Create a sip-interface for the outside network.
a. Enter session-router > sip-interface
b. Enter state > enabled
c. Enter realm-id > OUTSIDE
d. Enter sip-port -
1. Enter address - 1.1.1.2
2. Enter port = 5060
3. Enter transport-protocol = UDP
e. Enter exit
f. Enter exit
g. Enter done

5.3.10.2 Inside SIP- interface

1. Create a sip-interface for the inside network. Procedures are the same as for the outside
sip-interface except:
a. Enter session-router -> sip-interface
b. Enter realm-id - INSIDE
c. Enter sip-port 2>
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1. Enter address = 65.206.67.1

2. Enter port 2> 5060

3. Enter transport-protocol = TCP
d. Enter exit
e. Enter exit
f. Enter done

5.3.11 SIP Manipulation

SIP- manipulation specifies rules for manipulating the contents of specified SIP headers. In the

reference configuration the following header manipulations are performed:

Nk W=

NAT IP addresses in the From header of SIP requests.
NAT IP addresses in the To header of SIP requests.

NAT IP addresses in the Remote-Party-ID header of SIP requests.

NAT IP addresses in the Alert-Info header of SIP requests. This is different from other

rules because it will NAT CID (caller ID) URIs in addition to SIP URIs.

Avaya CPE FQDN in Refer-To header

Enter session-router = sip-manipulation

Enter name - NAT _IP

Enter description = Topology hiding SIP headers

Enter session-router = sip-manipulation = header-rule
Proceed to the following sections

5.3.11.1 From Header

1.

Sk

7.
8.

Enter session-router = sip-manipulation = header-rule
Enter name - manipFrom
Enter action = manipulate
Enter comparison-type - case-sensitive
Enter msg-type = request
Enter element-rule >
a. Enter name > FROM

b. Enter type - uri-host
c. Enter action - replace
d. Enter match-val-type = ip
e. Enter comparison-type = uri-host
f. Enter new-value > SLOCAL_IP
Enter exit
Enter done

5.3.11.2 To Header

1. Enter session-router = sip-manipulation = header-rule
2. Enter name - manipTo
3. Enter action = manipulate
4. Enter comparison-type - case-sensitive
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5. Enter msg-type = request
6. Enter element-rule >
a. Enter name > TO
Enter type = uri-host
Enter action - replace
Enter match-val-type = ip
Enter comparison-type = case-sensitive
Enter new-value > SREMOTE _IP
7. Enter exit
8. Enter done

mo a0 o

5.3.11.3 Remote Party ID Header

1. Enter session-router = sip-manipulation = header-rule
Enter name - manipRpid
Enter header-name - Remote-Party-ID
Enter action 2> manipulate
Enter comparison-type - case-sensitive
Enter msg-type = request
Enter element-rule >
a. Enter name - RPID
Enter type = uri-host
Enter action = replace
Enter match-val-type = ip
Enter comparison-type = case-sensitive
Enter new-value > SLOCAL _IP
8. Enter exit
9. Enter done

Nowvbkwd

me o o

5.3.11.4 Alert-info Header

1. Enter session-router = sip-manipulation = header-rule
2. Enter name - storeAlertInfo

3. Enter header-name - Alert-Info

4. Enter action - store

5. Enter comparison-type = pattern-rule

6. Enter match-value 2 (.+@) ([0-9.]1) (.+)

7. Enter msg-type > request

8. Enter exit

9. Enter header-rule

10. Enter name - manipAlertInfo

11. Enter header-name - Alert-Info

12. Enter action > manipulate

13. Enter comparison-type = boolean

14. Enter match-value - $storeAlertInfo

15. Enter msg-type = request

16. Enter new-value - S$storeAlertInfo.$1+SREMOTE_IP+$storeAlertInfo.$3
17. Enter exit
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18.

Enter done

5.3.11.5 Refer Header

Enter session-router - sip-manipulation >
Enter name - outManipOutside

Enter description—> IPTF-Refer

Enter 2 header-rule

Enter name - Natlp

Enter header-name - To

Enter action - sip-manip

Enter comparison-type = case-sensitive
Enter msg-type - request

. Enter new-value = NAT_IP

. Enter exit

. Enter header-rule

. Enter name - manipReferTo

. Enter header-name - Refer-To

. Enter action > manipulate

. Enter comparison-type = case-sensitive
. Enter msg-type = request

. Enter methods > REFER

. Enter - element-rule

. Enter name - REFERTO

. Enter type = uri-host

. Enter action = replace

. Enter match-val-type - ip

. Enter comparison-type => case-sensitive
. Enter new-value = locl.interoplab3.21sip.com
. Enter exit

. Enter done

5.3.12 Other Acme Packet provisioning

5.3.121 Access-control
This is a static Access Control List that is used to limit SIP access to only known devices.

1. Enter session-router = access-control

2. Enter realm-id 2> OUTSIDE

3. Enter source-address 2 63.79.179.178:5112

4. Enter destination address = 0.0.0.0

5. Enter application-protocol > SIP

6. Enter transport-protocol > UDP

7. Enter access = permit

8. Enter exit

9. Enter done
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5.3.12.2 Media-Manager
Verify that the media-manager process is enabled.

1. Enter media-manager - media-manager

2. Enter select > show > Verify that the media-manager state is enabled. If not, enter:
3. Enter state > enabled

4. Enter exit

5. Enter done

5.3.12.3 System-config
In the system-config, specify a hostname and the default gateway of the management interface.

1. Enter system - system-config

2. Enter hostname - acmesbc

3. Enter default-gateway - 172.16.253.4
4. Enter exit

5. Enter done

6. Verizon Business IPCC Services suite Offer Configuration

Information regarding Verizon Business IPCC Services suite offer can be found at
http://www.verizonbusiness.com/us/products/voip/trunking/ or by contacting a Verizon Business
sales representative.

The reference configuration described in these Application Notes was located in the Avaya
Solutions and Interoperability Lab in Lincroft New Jersey, and was provided access to the Verizon
Business IPCC Services suite via a Verizon Private IP (PIP) T1 connection. Verizon Business
provided all of the necessary service provisioning.

6.1. Service access information

The following service access information (FQDN, IP addressing, ports, toll free numbers) was
provided by Verizon for the reference configuration.

CPE (Avaya) Verizon Network
locl.interoplab3.21sip.com 63.79.179.178
port 5060 Port 5112
Toll Free
Numbers

866-797-8011
866-797-3994
866-797-5598
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7. Verification Steps

This Section provides the verification steps that may be performed to verify basic operation of the
Avaya Aura™ SIP trunk solution with Verizon Business IPCC service.

7.1. Verify Avaya Aura™ Communication Manager 5.2

Verify the status of the SIP trunk group by using the “status trunk n” command, where “n” is the
trunk group numbers administered in Section 3.1.5. Verify that all trunks are in the “in-
service/idle” state as shown below.

status trunk 2
TRUNK GROUP STATUS
Member Port Service State Mtce Connected Ports
Busy

0002/001 TO00011 in-service/idle no
0002/002 T00012 in-service/idle no
0002/003 T00013 in-service/idle no
0002/004 T00014 in-service/idle no
0002/005 T00015 in-service/idle no
0002/006 T000l1l6 in-service/idle no
0002/007 TO0017 in-service/idle no
0002/008 T00018 in-service/idle no
0002/009 T00019 in-service/idle no
0002/010 T00020 in-service/idle no

Figure 50: Status Trunk

Verify the status of the SIP signaling groups by using the “status signaling-group n” command,
where “n” is the signaling group number administered in Section 3.1.5. Verify the signaling group
is “in-service” as indicated in the Group State field shown below.

status signaling-group 2
STATUS SIGNALING GROUP
Group ID: 2 Active NCA-TSC Count: 0
Group Type: sip Active CA-TSC Count: 0
Signaling Type: facility associated signaling
Group State: in-service

Figure 51: Status Signaling Group

Make a call between an Avaya Aura™ Communication Manager H.323 station and PSTN. Verify
the status of connected SIP trunk by using the “status trunk x/y”command, where “x” is the
number of the outbound SIP trunk group, and “y” is the active member number of a connected
trunk. Verify on Page 1 that the Service State is “in-service/active”. On Page 2, verify that the
IP addresses of the C-LAN and Avaya Aura™ Session Manager are shown in the Signaling
section. In addition, the Audio section shows the G.729 codec and the IP address of the Avaya
H.323 endpoint and the Acme Packet SBC. The Audio Connection Type displays “ip-direct”,
indicating direct media between the two endpoints.
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status trunk 2/2 Page 1 of 3
TRUNK STATUS
Trunk Group/Member: 0002/002 Service State: in-service/active
Port: T00012 Maintenance Busy? no
Signaling Group ID: 2
IGAR Connection? no
Connected Ports: S00001

Figure 52: Status Trunk — Active Call — Page 1

status trunk 2/2 Page 2 of 3
CALL CONTROL SIGNALING

Near-end Signaling Loc: 01A0217

Signaling IP Address Port
Near-end: 65.206.67.7 : 5060
Far-end: 65.206.67.2 : 5060
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.9317? no
Audio Connection Type: ip-direct Authentication Type: None
Near-end Audio Loc: Codec Type: G.729
Audio IP Address Port
Near-end: 65.206.67.12 : 2776
Far-end: 65.206.67.1 : 49428

Video Near:

Video Far:

Video Port:

Video Near-end Codec: Video Far-end Codec:

Figure 53: Status Trunk — Active Call — Page 2

7.2. Verify Avaya Aura™ Session Manager
Monitoring of Avaya Aura™ Session Manager 1s performed via Avaya Aura™ System Manager.

7.2.1 Verify SIP Entity Link Status

Expand the Session Manager menu and click SIP Monitoring. Verify that none of the links to the
defined SIP entities are down (as indicated by 0/2 in Figure 54), indicating that they are all
reachable for call routing.

+ Notwark Heuting Palicy SIP Entity Link Monitoring Status Summary
¥ Security .
" 'n';lpﬁn"nuni
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» El.Iu.Imﬁf' Cotity Link Status for All Soossion Monoager Instances
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Figure 54: SIP Entity Link Monitoring - Summary
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Selecting a monitored SIP Entity from the list will display its status (e.g. S8720 Clanl1_voice).

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager
inctanres tn a sinale ST antity

All Entity Links to SIP Entity: 58720=Clan 1=v0ice

[Refresh] [ Summary Yiew ]

1 Item Filter: Enahble
Session : -
_ SIP Entity Conn. Reason Link
Details RS Resolved IP Fost hEnios Status Code Status
Name
Show aAs5mM1 65.206.67.7 S0&0 TCP Up Z00 Ok Up

Figure 55: SIP Entity Link Connection Status

7.2.2 Verify System State

Expand the Session Manager menu and click System State Administration. Verify that the
Management State is Management Enabled and the Service State is Accept New Service.

b Asset Management Session Manager Instances
¥ User Management 2
l Refresh ] [ Management State ] [ Service State = ] l Shutdown System = |

¢ Monitoring
b Metsork Routing Policy Vv
b Security

B Sessi0n Mamagement Sarvice Last Service Active
b Applications Ll Manager state State State Change  Call Count  Yo75i00

In Management Accept Hew Mo last service 1.14.0.2292 -
b Settings O asmL Erabled Service state change D 05-26-200%

= Session Manager

Sassion Manager
Administration

System State
Administration

Security Module Status

Select: All, None [ O of 1 Selected )

Figure 56: System State

7.2.3 Call Routing Test

The Call Routing Test verifies that the call routing/dial pattern for a particular source and
destination is correctly provisioned. In this example a call from Avaya Aura™ Communication
Manager station 30001 to PSTN number 7328521642 is provisioned correctly.

Note - Since the DigitConversionAdapter is provisioned for the Avaya Aura™ Communication
Manager Clan SIP Entity (e.g. S8720 Clanl_voice), station 30001 will be converted to its Verizon
toll free number (8667978011) prior to the routing policies being applied, therefore the toll free
number associated with the extension must be specified as the calling number in the test.

Expand the Session Manager menu and click Call Routing Test. Populate the fields as follows:
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Settings

Called party URI — 7328521642@adevc.avaya.globalipcom.com —> This is the
request URI sent by Avaya Aura™ Communication Manager to Avaya Aura™ Session
Manager.

Calling Party URI - 8667978011@adevc.avaya.globalipcom.com - This is the
contents of the Avaya Aura™ Communication Manager From header.

Calling Party Address — 65.206.67.7 - This is the source IP address of the call
(Avaya Aura™ Communication Manager Clan).

Session Manager Listening Port — 5060 - This is the port provisioned for Session
Manager.

Day of the week — Since no time restrictions were defined for the reference
configuration (see Section 4.3.6) any day value may be selected.

Time — Since no time restrictions were defined for the reference configuration (see
Section 4.3.6) any time value may be selected.

Transport Protocol — Select the transport protocol used (e.g., TCP).

Called Session Manager Instance — Select the Session Manager used for the call. In
the reference configuration only one Session Manager is defined (ASM1).

sttt Call Routing Test

Sasson Mamager

i ey This page afows you to test SIP routing algorithms an Session Manager instances, Enter information about a
; i S0 TAATE b leaen b ik vl b eraibedd hacerd A mereemnk sdeminicteatinm
Systam State Adminsstration
Security Module Staous SIF INY] TE Parameters
Diats Repbeabon Status
Called Party LRI Calling Party Address
Local Host Name Resolution 7328521642 Badeve avara.globalkpcom.com| 65.208.67.7
Maintendneg Tests Calling Party URI Seision Manager Listen Port
SIP Firewall Configuration 8667378011 @adeve svara globelpcom. com| S060
SIP Monitoring Day Of Week Time (UTC) Transpert Protacol
S ) Mondas el | 19:55 cr >
racer Configuration —tt
Trace Viewer Called Session Manager Instance T ooy
A5M1 ~
Call Routing Tegl
Managed Bandwidth Usage

Figure 57: Call Routing Test

Then click on the Execute Test button. Avaya Aura™ System Manager will check the routing
algorithms and report on the success or failure of the provisioning.

The results

of the test are then displayed. At the top of the list, the heading Routing Decisions

shows the final result. In the example, the call will be sent to Acmel. The next heading Routing
Decision Process shows all the routing algorithm calculations.
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Routing Decisions

Raoute < sip:7328521642@peelban000l.avayalincroft.globalipocom.com = to SIP Entity Acrnes (05.206.67.21).
Terminating Location is adevc,

Routing Decision Process

MRP Sip Entities: Originating SIP Entity is S8720_Clanl_vaice.
MRP Adaptations; DigitConversionAdapter applied.
MRP Adaptations; P-Asserted-Identity set to sip:8067978011@adeve.avaya.globalipcorm.com

Originating Location is adeve, Using digits = 7328521642 = and host = adevec.avaya.globalipocom.carm = for routing.

MRF Dial Patterns: Found a Dial Pattern match for pattern < 732852 = Min/Max length 10410 and dormain <
adevc.avaya.globalipcom.com =,

MRP Routing Policies; Ranked destination NRP Zip Entities; Acmez,

MRP Routing Policies; Removing disabled routes,

MRP Routing Policies; Ranked destination NRP Zip Entities; Acmez,

Adapting and proxying for SIP Entity Acmez.

MRP Entity Links: Found direct link to destination. Link uses TCP to port 5060,

MRP Adaptations: YerizonAdapter pcelban0001.avavyalincroft.globalipcom.cormn applied.

MRP Adaptations: Request-URL set to sip: 73285216d2@peelban000l. avayalincroft.globalipcorm.com

Route « sip:7328521642@pcelban000l . avayalincroft.globalipcom.com = to SIP Entity Acme2 (65.206.67.21).
Terminating Lacation is adeve,

Figure 58: Call Routing Test - Results

7.3. Verification Call Scenarios

Verification scenarios for the configuration described in these Application Notes included:
e Inbound and outbound voice calls between PSTN and Avaya SIP trunking CPE via the
Verizon Business IPCC Services suite.
e (all redirection via Refer or Refer with Replaces SIP signaling.
e Direct [P-to-IP Media (also known as “Shuffling”’) when applicable.
e DTMF Tone Support.

7.4. Conclusion

As illustrated in these Application Notes, Avaya Aura™ Session Manager, Avaya Aura™
Communication Manager, and the Acme Packet Net-Net Session Director can be configured

to interoperate successfully with Verizon Business's IP Contact Center services suite inclusive of
VoIP Inbound, IP Contact Center, IP-IVR SIP trunk services. This solution provides users of
Avaya Aura™ Communication Manager the ability to support inbound toll free calls over

a Verizon Business VoIP Inbound SIP trunk service connection. In addition, these application
notes further demonstrate that the Avaya Aura™ Communication Manager's implementation of
SIP Network Call Redirection (SIP-NCR), can work in compliment with Verizon's Business's IP
Contact Center and IP-IVR services implementation of SIP-NCR to support call redirection over
SIP trunks. This capability includes support of outbound calls for the specific call redirection
scenarios documented in this application note.
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Please note that the sample configurations shown in these application notes are representative of a
basic enterprise customer configuration and as such are intended to provide configuration guidance
to supplement other Avaya product documentation. Finally, the test results indicated in these
application notes are based upon formal interoperability compliance testing that was conducted as
part of the Avaya DevConnect Service Provider program. As part of this program, compliance
testing of this solution was conducted with the full support and collaboration with Verizon’s CPE
Systems Interoperability Test Lab.
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8. Addendum - Alternate method for defining Avaya Aura™
Session Manager Locations for Call Routing

In Section 4.3.3 the provisioning of Avaya Aura™ Session Manager Locations is discussed.
Locations are used by Avaya Aura™ Session Manager as part of the call routing algorithm to
determine the source of a call. These Locations, plus other criteria such as digit strings and
Routing Policies, are used to determine the destination for the call. In Section 4.3.3 the entire CPE
private IP subnet was defined as a “general” Location from which Avaya Aura™ Session Manager
would receive SIP calls. In this section the method of using a general Location is compared with
an alternate method called “Source Based Routing”. While either method is acceptable, variations
in calling requirements may determine the best method to use.

8.1. General Location

As shown in Figure 1, Avaya Aura™ Session Manager would receive outbound calls from Avaya
Aura™ Communication Manager and receive inbound calls from either Acmel or Acme2. In the
reference configuration, Avaya Aura™ Communication Manager, Avaya Aura™ Session
Manager, Acmel, and Acme?2 are all part of the 65.206.67.x subnet. In addition, specific dial
patterns (digits) were identified as being either for “inbound” (e.g. 866xxxxxxx) or “outbound”
(e.g. 800xxxxxxx) dialing. Since the dialing patterns were clearly defined, only a single general
Location was provisioned (called adevc in the reference configuration) that specified to Avaya
Aura™ Session Manager that all calls it received would come from 65.206.67.x. Therefore only
scrutiny of the called digits would be needed for Avaya Aura™ Session Manager to determine
whether to send the call inbound to Avaya Aura™ Communication Manager (the call came from
one of the Acmes), or to send the call outbound to one of the Acmes (the call came from Avaya
Aura™ Communication Manager).

This method works well as long as the dialing patterns are clearly defined as being either inbound
or outbound. However there may be cases where overlapping dial patterns may be used for
inbound and outbound calls. In these cases Avaya Aura™ Session Manager needs clearer criteria
for how to route the calls. This can be accomplished by using Source Based Routing and individual
Locations.

8.2. Source Based Routing

As the name implies, with Sourced Based Routing Avaya Aura™ Session Manager uses Locations
(sources) to determine how to route a call. In this example calls for 866xxxxxxx are normally sent
inbound from Verizon to the CPE (Avaya Aura™ Communication Manager). However the
customer wants to be able to transfer calls back out to the Verizon network also using numbers that
fall into the 866xxxxxxx pattern. In the configuration described in Section 8.1, this would result in
a routing loop since Avaya Aura™ Session Manager had been provisioned that if a call for
866xxxxxxx comes from any device in the subnet 65.206.67.x (Location adevc), send the call to
Avaya Aura™ Communication Manager. The solution is to use Source Based Routing.

In the reference configuration the Avaya Aura™ Communication Manager Clan board has the IP
address 65.207.67.7, Acmel has the IP address 65.206.67.1 and Acme?2 has the IP address
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65.206.67.21. Using the procedures described in Section 4.3.3, an individual Location is defined
for each. Then when the dial pattern is defined for 866xxxxxxx (see Section 4.3.8), these three
Locations are also defined in the following manner:

Digit String Originating Routing Policy
Location

8OOXXXXXXX Clan Outbound

8OOXXXXXXX Acmel Inbound
Table 8

o [f 866xxxxxxX 1s sent by Location “Clan”, route the call outbound using the Routing Policy

Outbound (Acmel).

o [If 866xxxxxxx is sent by Location “Acmel”, route the call inbound using the Routing

Policy Inbound (the Clan).

| Note - The Routing Policies described in Section 4.3.7 are used in this example. ‘

8.2.1 New Locations

Three Locations need to be added: Clan (65.206.67.7), Acmel (65.206.67.1), and Acme?2
(65.206.67.21). To add a Location, select Locations in the left Network Routing Policy menu and

click on the New button on the right.

S S

values.

Enter “Clan” in the Name field.

Enter a description in the Notes field if desired.
Under the Location Pattern heading, click on Add.
Enter IP address 65.206.67.7

Enter a description in the Notes field if desired.
Modify the remaining values on the form if necessary; otherwise use all the default

7. Click on the Commit button. The completed form will look like Figure 59.
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Figure 59: Adding Location “Clan”

8. Repeat steps 3 thru 7 to add Location Acmel.

The completed Location form will look like Figure 60.

Location

Moare Actions ~ ]

2 Items Refresh
- Name
|:| Clan
|:| Acmel

Figure 60: Completed Location Form

Once the three new Locations are defined, the dial pattern 866xxxxxxx must be provisioned.

8.2.2 Dial Pattern 866xxxxxxx

The Dial pattern 866xxxxxxx must now be associated with the source Locations defined in Section
8.2.1. Select Dial Patterns on the left Network Routing Policy menu and click on the New button
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on the right. The screen shown in Figure 61 is displayed. In this example a Request URI to a 10
digit number beginning with 866xxxxxxx, and sent by adevc.avaya.globalipcom.com (the Avaya
CPE FQDN, see Section 1.2), are defined.

1.
a.

oaoc o

General section

Enter 866xxxxxx in the Pattern field.

In the Min column enter 10.

In the Max column enter 10.

In the SIP Domain field drop down menu select the Avaya CPE FQDN.
Enter a description in the Notes field if desired.

® drnel Mgmgprared
b Ll MARD QEIMENT
# Mgmilinrieg

= P vvarik, s e F ol

pr—
i gl

Dial Pattern Details | tomemi |
d Fare un e ERMOILY civ pomain st s
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it | Bamave

— )

o Ieme  Pafoest Fiowr: Eralis
- [T Bt ger slling Bauting Pali ki B forig P p Foubmg Fabiy
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Figure 61: Dial Pattern Details - General

2. Originating Locations and Routing Policies Section

a.

b.
C.

JRF; Reviewed:
SPOC 2/4/2010

Click on the Add button and the window in Figure 62 will open. All the
provisioned Locations and Routing Policies will be listed.

Click on the box for the Originating Location Clan (see Section 8.2.1).

Select Routing Policies Oubound1 (Acmel) and Outbound2 (Acme?2) (see Table
8 and Section 4.3.7).
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Originating Location

4 Items  Refresh Filtar: Enable
Il Name Motes
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Figure 62: Dial Pattern Details — Originating Locations and Routing Policies

d. Click on the Select button and repeat steps a thru ¢ specifying Acmel as the
Originating Location and Routing Policy Inbound.

5. Click the Commit button
6. The completed Dial Pattern screen will look like Figure 63.

b Asset Managemeant Dial Pattern Detalils commit || Cancel
k User Management
» Monitoring General
* Metwork Routing Policy Pattern | #in i Em.a,ﬁm, %10 Domaln
SIP Domains
Adaptations gl L — L "o Ll adevcavayaglobalipcomeonrn 00 | b
Locations £ 2
shialeltits Originating Locations and Routing Policies
Entity Links
Time Ranges
Routing Policies 3 Items | Refrash Fitter: Enzble
st ) QOriainating  Orginating | Routing ROUNNG  goutngpolicy  Routing
gular Expressions EEEE Hotes raEEY Disabled Destination Faolicy Motes
GERSOLTLSETA Clan futhoundi ym—
F Security fuomeal Inbound S6720_Clanil_voice

r Applications

¢ Settings

* Session Manager

Figure 63: Completed Dial Pattern Form

The Source Based Routing for dial string 866xxxxxxx is completed.
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8.3. Routing Conflicts

Routing conflicts may occur if specific Locations (Source Based Routing) and general Locations
are used together and their IP addressing overlaps. As described in Section 8.1, the general
Location adevc was defined with the IP subnet 65.206.67.x. The Source Based Routing Locations
described in Section 8.2 (Clan, Acmel, and Acme?2) are part of that subnet. The Avaya Aura™
Session Manager routing algorithm will always match on a Location with a specific IP address
(e.g. 65.206.67.1) over a Location with a “wild card” address (65.206.67.x). Therefore if a call
comes from an IP address that matches a Location with a specific address, and that Location does
not have an associated Dial Pattern defined, the call will be denied even though a general Location
may have a matching Dial Pattern.

For example:

e Given:
o Location Acmel (65.206.67.1) is provisioned
o Location adevce (65.206.67.x) is provisioned.
o Dial Pattern 5551212 is associated with Location adevc

e Acme 1(65.206.67.1) sends a call to Avaya Aura™ Session Manager for 5551212

e Avaya Aura™ Session Manager matches Dial Pattern 5551212 but it is associated with
Location adevce (65.206.67.x), not Location Acmel (65.206.67.1).

e Avaya Aura™ Session Manager will deny the call.

Therefore care must be taken that IP address overlap does not occur if both general Locations and
specific Locations are provisioned.
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9. Support

9.1. Avaya

For technical support on the Avaya VolP products described in these Application Notes visit
http://www.support.avaya.com

9.2. Verizon

For technical support on Verizon Business IPCC Services suite offer, visit their online support at
http://www.verizonbusiness.com/us/customer/

10. References

10.1. Avaya

The following Avaya product documentation is available at http://support.avaya.com.

[1]1 SIP Support in Avaya Aura™ Communication Manager Running on Avaya S8xxx Servers,
Doc ID 555-245-206, May, 2009.

[2] Administering Avaya Aura™ Communication Manager, Doc 1D 03-300509, May 2009.

[3] [Installing and Administering Avaya Aura™ Session Manager, 03-603324, Issue 1.1,
Release 1.1, June 2009

[4] [Installing and Administering Avaya Aura™ Session Manager, Doc ID 03-603324.

[5] Maintaining and Troubleshooting Avaya Aura™ Session Manager, Doc ID 03-603325.

[6] Feature Description and Implementation for Avaya Communication Manager, 555-245-205,
Issue 6, January 2008

[7]1 Application Notes for Avaya Aura™ Communication Manager 5.2, Avaya Aura™ Session
Manager 1.1,and Acme Packet 3800 Net-Net Session Director integration with Verizon
Business IP Trunk SIP trunk service offer — Issue 1.0

10.2. Verizon Business

The following documents may be obtained by contacting your Verizon Business Account
Representative.
[8] Verizon Business Retail VolP Network Interface Specification (for non-registering devices)
Document, Version:3.3, 2009-05-1
[9]1 Retail VoIP Interoperability Test Plan version 1.9.1, Date:2009-01-05
[10] Additional information regarding Verizon Business IPCC Services suite offer can be found
at http://www.verizonbusiness.com/us/products/voip/trunking/

10.3. Acme Packet

The following Acme Packet product documentation is available at:
https://support.acmepacket.com/

[11] Net-Net® 4000, ACLI Reference Guide, Release Version S-C6.1.0
[12] Net-Net® 4000 ACLI, Configuration Guide, Release Version S-C6.1.0
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are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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