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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between the service provider AT &T Mobility in Puerto Rico and an Avaya
SIP-enabled enterprise solution. The Avaya solution consists of Avaya Aura® Communication
Manager Evolution Server 6.0.1, Avaya Session Border Controller for Enterprise and various
Avaya endpoints. The solution does not include the Avaya Aura® Session Manager and
consequently SIP endpoints are not supported.

The AT&T Mobility in Puerto Rico provides PSTN access via a SIP trunk between the
enterprise and the AT&T network as an alternative to legacy analog or digital trunks. This
approach generally results in lower cost for the enterprise.

AT&T Mobility in Puerto Rico is a member of the Avaya DevConnect Service Provider
Program. Information in these Application Notes has been obtained through DevConnect
compliance testing and additional technical discussions. Testing was conducted via the
DevConnect Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between the AT&T Mobility in Puerto Rico SIP Trunk Service and an Avaya SIP-
enabled enterprise solution. The Avaya solution consists of Avaya Aura® Communication
Manager Evolution Server, Avaya Session Border Controller for Enterprise (Avaya SBCE) and
various Avaya endpoints. The solution does not include the Avaya Aura® Session Manager and
consequently SIP endpoints are not supported.

The AT&T Mobility in Puerto Rico SIP Trunk Service referenced within these Application
Notes is designed for enterprise business customers. Customers using this service with the Avaya
SIP-enabled enterprise solution are able to place and receive PSTN calls via a broadband WAN

connection and the SIP protocol. This converged network solution is an alternative to traditional
PSTN trunks such as analog and/or ISDN-PRI.

During the next pages and for brevity in these Application Notes, the service provider’s name
“AT&T Mobility in Puerto Rico” will be abbreviated and referred as “AT&T Mobility” or just
“AT&T”.

2. General Test Approach and Test Results

A simulated enterprise site containing all the equipment for the Avaya SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to the AT&T Mobility SIP Trunk service by means of a broadband connection to the
public Internet.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

e Incoming PSTN calls to various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All inbound calls from the PSTN were routed to the
enterprise across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, digital, and
analog telephones at the enterprise. All outbound calls to the PSTN were routed from the
enterprise across the SIP trunk to the service provider.

¢ Inbound and outbound PSTN calls to/from Avaya one-X® Communicator soft phones
using H.323 protocol, in both Road Warrior and Telecommuter modes.
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e Various call types, including: local, long distance, international, outbound toll-free,
emergency (911) and local directory assistance (411, 611).
e Codecs G729A and G.711MU and proper codec negotiation.

e DTMF tone transmissions passed as out-of-band RTP events as per RFC 2833.
e (Caller ID presentation and Caller ID restriction.

e Voicemail navigation for inbound and outbound calls.

e User features such as hold and resume, transfer, and conference.

e Off-net call forwarding and mobility (extension to cellular).

e Routing inbound PSTN calls to call center agent queues.

e Network Call Redirection, using the SIP REFER and the 302 Redirection methods for the
transfer of inbound call back to PSTN.

e Inbound and outbound fax calls to the PSTN.

Items not supported or not tested included the following:
e Operator services such as dialing 0 or 0 + 10 digits are not supported in this offer by
AT&T Mobility in Puerto Rico.
e Inbound toll-free calls are supported but were not tested as part of the compliance test

2.2. Test Results

Interoperability testing of the AT&T Mobility SIP Trunk Service with the Avaya Aura® SIP-
enabled enterprise solution was completed with successful results for all test cases with the
exception of the observations and limitations described below:

e T.38 Fax: Even though incoming T.38 fax calls to the enterprise worked successfully,
outbound T.38 fax calls to PSTN numbers other than subscribers of the AT&T Broadsoft
switch failed to complete. Thus, T.38 Fax should not be used with this solution.

e Network Call Redirection using REFER with redirected party Busy: In the testing
environment, when an inbound call was made to the enterprise, to a vector redirecting the
call to another PSTN endpoint that was busy, the caller will hear a busy tone, but AT&T
will not return a “486 Busy Here”, preventing any additional processing of the call by
Communication Manager and the routing of the call to a secondary endpoint.

e SIP User to User Information: When a Communication Manager vector is programmed
to send “User-to-User Information” (UUI) to a remote party, the information is generated
and included in the REFER header sent to AT&T, but the UUI is not passed to the
destination SIP endpoint.

2.3. Support

For technical support on the AT&T Mobility SIP Trunk Services offer, call the AT&T Mobility
Network Operations Center at 787-717-9900.
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3. Reference Configuration

Figure 1 illustrates the configuration used for the Compliance Testing, showing the Avaya SIP-
enabled enterprise solution connected to the AT&T Mobility SIP Trunk Service through a public,
high speed Internet connection.
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Figure 1: Avaya SIP Enterprise Solution connecting to AT&T Mobility SIP Trunk Service

For security purposes, private addresses are shown in these Application Notes for the Avaya
SBCE and the ITSP network interfaces, instead of the real public IP addresses used during the
tests. Also PSTN routable phone numbers used in the compliance test have been changed to non-
routable ones.
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The Avaya components used to create the simulated customer site included:
e Avaya Aura® Communication Manager and Communication Manager Messaging,
running on the Avaya Common Server HP Proliant DL360.
e Avaya Session Border Controller for Enterprise Server, on a Dell R210 V2 server.
e Avaya G450 Media Gateway

e Avaya 96x0 and 96x1 Series IP Telephones (H.323)
e Avaya one-X® Communicator soft phones (H.323)
e Avaya digital and analog telephones

The Avaya SBCE constitutes the single point of connection between the public network and the
Local Area Network in the enterprise. In addition to providing comprehensive security to all SIP
and RTP traffic entering the private network, the Avaya SBCE enables the interoperability with
dissimilar SIP trunk service providers, by allowing the manipulation and adjustment of the
elements in the packets flowing through its interfaces.

For inbound calls, the calls flow from the service provider to the external firewall, to the Avaya
SBCE. After the Avaya SBCE performs the necessary security checks and interworking
manipulation, the call is sent to Communication Manager, where incoming call treatment, such
as incoming digit translations and class of service restrictions may be performed.

Outbound calls to the PSTN were processed by Communication Manager for outbound feature
treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selects the proper SIP trunk, the call is routed to the Avaya SBCE for
additional interworking treatment before egress to the AT&T network.

The transport protocol between the Avaya SBCE and AT&T Mobility across the public IP
network is UDP. The transport protocol between the Avaya SBCE and the Avaya Aura®
Communication Manager server across the enterprise IP network is TCP.

Since Puerto Rico is a country member of the North American Numbering Plan (NANP), the
user dialed 10 digits for local calls, and 11 (1 + 10) or 10 digits for other calls between the
NANP.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component \ Version

Avaya

Avaya Aura® Communication Manager on a 6.0.1 SP7

HP® Proliant DL360 G7 Server. (R016x.00.1.510.1)

Avaya Aura® Communication Manager vem-016-00.1.510.1 service pack 3

Messaging

Avaya SBCE on a Dell R210 V2 server. 4.0.5.Q02

Avaya G450 Media Gateway 31.20.1

Avaya 96x0 Series IP Telephones (H.323) Avaya one-X Deskphone Edition 3.1
SP4

Avaya 96x1 Series IP Telephones (H.323) Avaya one-X Deskphone Edition
6.2

Avaya one-X Communicator (H.323) 6.1.2.06-SP2-33739

Avaya 2420 Digital Telephone n/a

Avaya 6210 Analog Telephone n/a

AT&T Puerto Rico SIP Trunking

Acme-Packet Net-Net 4250 SBC Firmware SC6.1.0 MR-9 GA (Build

938)
BroadWorks Soft Switch R17
Nortel CS2K PSTN Gateway CVM11

5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager for the AT&T
Mobility SIP Trunk Service. A SIP trunk is established between Communication Manager and
the Avaya SBCE for use by signaling traffic to and from AT&T. It is assumed the general
installation of Communication Manager, Messaging, Avaya G450 Media Gateway and endpoints
has been previously completed and is not discussed here.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity
in presentation. Note that the IP addresses and phone numbers shown throughout these
Application Notes have been edited so that the actual IP addresses of the network elements and
public PSTN numbers are not revealed.
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5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows that 24000 licenses are available and 270 are in use. The
license file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity.

parameters customer-options

OPTIOHNAL FEATURES

IF PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12888 18

Maximum Concurrently Registered IP Stations: 18888

Haximum Administered Remote Office Trunks: 128008

Maximum Concurrently Registered Remote Office Stations: 18868
Maximum Concurrently Registered IP eCons: 414
Max Concur Registered Unauthenticated H.323 Stations: 1688

Maximum Uideo Capable Stations: 18888

Maximum Video Capable IP Softphones: 18888

Maximum Administered SIP Trunks: 24888

Haximum Administered Ad-hoc VUideo Conferencing Ports: 248008
Maximum Humber of D51 Boards with Echo Cancellation: 522
Haximum TH2581 UAL Boards: 128
Maximum Media Gateway UAL Sources: 258
Maximum TH2682 Boards with 88 UoIP Channels: 128
Maximum TH2682 Boards with 328 UoIP Channels: 128
Maximum Humber of Expanded Heet-me Conference Ports: 188

EEE—LEEEE‘NEEEEEM
=

(HOTE: You must logoff & loain to effect the permission changes.)
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5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint. If
for security reasons, incoming calls should not be allowed to transfer back to the PSTN then
leave the field set to none.

parameters features

FEATURE-RELATED SYSTEWM PARAMETERS

Self Station Display Enabled?

Trunk—-to-Trunk Transfer:

Automatic Callback with Called Party Queuing?

Automatic Callback - Ho Answer Timeout Interwal {rings}:
Call Park Timeout Interval {minutes):

OFf-Premises Tone Detect Timeout Interval (seconds):
AAR/ARS Dial Tone Required?

-k a2 | |3
el
-

'I-=|M
=

Music {or Silence) on Transferred Trunk Calls? no
DID/Tie/ISDH/SIP Intercept Treatment: attd
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
Automatic Circuit Assurance {ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists?

Aiuto Abbreviated/Delayed Transition Interval {(rings):
Protocol for Caller ID fAnalog Terminals:

Display Calling Mumber for Room to Room Caller ID Calls?

|I'\:l 1=

ellcore

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of anonymous for both.

change system-parameters features Page 2 of 19
FEATURE-RELATED SYSTEH PARAMETERS

CPHAAHIFICLID PARAMETERS
CPHAANIFICLID Replacement for Restricted Calls: anonymous
CPH/ANIFICLID Replacement for Unavailable Calls: anonymous

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display?
Extension only label for Team button on 96xx H.323 terminals?

1= 1=

INTERHATIONAL CALL ROUTIHG PARAMETERS
Local Country Code:
International Access Code:
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5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously
defined for the IP addresses of the Communication Manager (procr) and the inside interface of
the Avaya SBCE (ASBCE_A1). These node names will be needed for defining the service
provider signaling group in Section 5.6.

change node—-names 1p Page 1 of 2

IPF HODE HAMES
Hame IPF Address
ASBCE_Ai 192 . 168.18.72
Acme _s@ pil 192 .168.108.53
asm 192 _168.18.32
default g.0.8.8
msgserver 192 168 ._168.12
proct 192.168.18.12
procrb 35
5.4. Codecs.

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test, ip-codec-set 4 was used for this
purpose. The AT&T SIP Trunk Service supports codecs G.729A and G.711MU, in this order of
preference. Enter G.729A4 and G.711IMU in the Audio Codec column of the table. Default
values can be used for all other fields.

change ip-codec-set 4 Page 1 of 2

IP Codec Set

Codec 5et: &4

Audio Silence Frames Packet
Codec Suppression Per Pkt Size{ms)
1: G.729A n 2 28
2: G.711HU n 2 28

3:

Since T.38 fax testing was unsuccessful for outbound calls, it is recommended to disable T.38 Fax by
setting the Fax Mode field to off on Page 2.

change ip-codec-set 4 Page 2 of 2
IP Codec S5et

Allow Direct-IP Multimedia?® n

Mode Redundancy
FAX off a
Hodem off a
TDD/TTY us 2
Clear—-channel n a
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test,

IP Network Region 4 was chosen for the service provider trunk. Use the change ip-network-
region 4 command to configure region 4 with the following parameters:

e Leave the Authoritative Domain field blank. For the compliance test, [P addresses
instead of domain names were used in the host portion of SIP URIs of packets flowing
between Communication Manager and the Avaya SBCE. Since AT&T required the use
of domain names in packets arriving to their network, the required header manipulation to
comply with this requirement is performed by the Avaya SBCE, and it is shown in
Section 6.3.4 later in this document.

e Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Avaya Media Gateway. Set both
Intra-region and Inter-region IP-IP Direct Audio to yes. This is the default setting.
Shuffling could be further restricted at the trunk level on the Signaling Group form if
necessary.

e Set the Codec Set field to the IP codec set defined in Section 5.4.
e Default values can be used for all other fields.

change ip-network-region &4

IP HETWORK REGIOH

Region: &4
Location: 1 fAuthoritative Domain:
Hame: CH-Sipera
MEDIA PARAHETERS Intra-reqion IP-IP Direct Audio: yes
Codec Set: 4 Inter-reqion IP-IP Direct Audio: yes
UDP Port Hin: 2848 IP Audio Hairpinning? n

UDP Port HMax: 3329
DIFFSERU/TOS PARAMETERS
Call Control PHB Ualue: 46
Audio PHB Value: 46
Uideo PHB Value:
882 _1P/0 PARAMETERS:
Call Control 882 _1p Priority: 6
Audio 882.1p Priority: 6
UVideo 882.1p Priority: 5 AUDIOD RESOURCE RESERVATIOH PARAMETERS
H.323 IP EHDPDIHNTS RSUP Enabled? n
H.323 Link Bounce Recovery? u
Idle Traffic Interval (sec): 28
Keep—filive Interval (sec): 5
Keep-Alive Count: 5

[=o (= (=]

On Page 4, define the IP codec set to be used for traffic between region 4 and region 1 (the rest
of the enterprise). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Default values may be used for all other fields. The example
below shows the settings used for the compliance test. It indicates that codec set 4 will be used
for calls between region 4 (the service provider region) and region 1 (the rest of the enterprise).
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change ip-network-reqgion 4

Source Region: &4 Inter Hetwork Region Connection Hanagement I H
G A t

dst codec direct  WAN-BW-limits Uideo Intervening Dyn A G C

rgn set WAN Units Total Horm Prio Shr Regions CAC R L e

1 L u Holimit n___ t

2 - _

3 - _

4 4 all

5.6. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and the Avaya SBCE for use by the service provider trunk. This signaling group is
used for inbound and outbound calls between the service provider and the enterprise.

SIGHALIHG GROUP

Group Humber: 4 Group Type: sip
IMS Enabled? n Transport Method: Ecp
0-5IP? n SIP Enabled L3P? n
IP Uideo? n Enforce 5IPS URI for SRTP? u

Peer Detection Enabled? i} Peer Server: Others

Hear-end Hode Hame: procr Far-end Hode Hame: ASEBCE A1l
Hear-end Listen Port: 5860 Far-end Listen Port: S868

Far-end Domain:

Far-end Hetwork Region: A4
Far-end Secondary Hode Hame:

Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n
DTHF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer{min): 3 IP fAudio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct HMedia? n

H.323 Station Outgoing Direct Hedia? n Alternate Route Timer{sec): &

For the compliance test, signaling group 4 was used for this purpose and was configured using
the following parameters:

Set the Group Type field to sip.

Set the IMS Enabled field to n.

Set the Transport Method to zcp.

Set the Peer Detection Enabled field to y.

Set the Near-end Node Name to procr. This node name maps to the IP address of the
Communication Manager as defined in Section 5.3.

Set the Far-end Node Name to ASBCE_A1. This node name maps to the IP address of
the inside interface of the Avaya SBCE, as defined in Section 5.3.

Set the Near-end Listen Port and Far-end Listen Port set to 5060.
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e Setthe Far-end Network Region to the I[P network region defined for the service
provider in Section 5.5.

e Leave the Far-end Domain field blank.

e Sectthe DTMF over IP field to regp-payload. This value enables Communication
Manager to send DTMF transmissions using RFC 2833.

e Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the
SIP trunk allowing Communication Manager to redirect media traffic directly between
the SIP trunk and the enterprise endpoint. Note that media shuffling can also be enabled
or restricted on each IP network regions forms.

e Default values may be used for all other fields.

5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 4 was configured using the parameters
highlighted below.

e Set the Group Type field to sip.

e Enter a descriptive name for the Group Name.

e Enter an available trunk access code (T AC) that is consistent with the existing dial plan
in the TAC field.

e Set the Service Type field to public-ntwrk.

e Set the Signaling Group to the signaling group shown in the previous step.

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

e Default values were used for all other fields.

TRUNK GROUP

Group Humber: 4 Group Type: sip CDR Reports: y
Group Hame: CH-Sipera COR: 1 TH: 1 TAC: 684
Direction: two-way Dutgoing Display? n

Dial Access? n Hight Service:

Queue Length: 8

Service Type: public-ntwrk fiuth Code? n

Member fAssignment Method: auto
Signaling Group: 4
Humber of HMembers: 6
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On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITEs must be sent
to keep the active session alive. For the compliance test, the default value of 600 seconds was
used

On Page 3, set the Numbering Format field to public. Set the Replace Restricted Numbers
and Replace Unavailable Numbers fields to y. This will allow the CPN displayed on local
endpoints to be replaced with the value set in Section 5.2, if the inbound call enabled CPN block.
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On Page 4, set the Network Call Redirection field to y. This enables the use of the SIP REFER
method for calls transferred back to the PSTN. Set the Send Diversion Header field to y. This
is needed to support call forwarding of inbound calls back to the PSTN and some Extension to
Cellular (EC500) call scenarios. Set the Support Request History field to n.

Set the Telephone Event Payload Type to 101, and Convert 180 to 183 for Early Media to y,
the values preferred by AT&T. Default values were used for all other fields.

change trunk-group 4 Page 4 of 21
PROTOCOL VARIATIOHS

Mark Users as Phone?

Frepend * to Calling Humber?

Send Transferring Party Information?
Hetwork Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

+

= [S= = 3= =

=
s

Convert 188 to 183 for Early Hedia?
Always Use re-INUITE for Display Updates?
Identity for Calling Party Display:
Enable 0(-SIP?

-Asserted-Identity

===

5.8. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since public
numbering was selected to define the format of this number (Section 5.7), use the change
public-unknown-numbering command to create an entry for each extension which has a DID
assigned. DID numbers are provided by the SIP service provider. Each DID number is assigned
in this table to one enterprise internal extension or Vector Directory Numbers (VDNs), and they
are used to authenticate the caller with the Service Provider. In the sample configuration, 5 DID
numbers were assigned for testing. These 5 numbers were mapped to 5 extensions, 3001 to 3005.
These 10-digit numbers were used in the outbound calling party information on the service
provider trunk when calls were originated from these 5 extensions.

change public-unknown-numbering 1
HUMBERING - PUBLIC/UHKHOWH FORHMAT

Total
Ext Ext Trk CPH CPH
Len Code Grp(s) Prefix Len

Total Administered: 7

y 2 o Maximum Entries: 9999
4 3 4
4 38 4 871111234 14 Hote: If an entry applies to
4  Jaag2 L FB71111235 18 a SIP connection to Avaya
4 3863 L FBF1111236 18 Aura{tm) Session Hanager,
4 3884 L FB71111237 18 the resulting number must
4  3aes L FBF1111238 18 be a complete E.164 number .
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In a real customer environment, DID numbers are usually comprised of the local extension plus a
prefix. If this is true, then a single public unknown numbering entry can be applied for all
extensions. In the example below, all stations with a 4-digit extension length, beginning with 3,
will send the calling party number as the CPN Prefix plus the extension number.

change public-unknown-numbering 1

HUMEERIHG - PUBLIC/UHKHOWH FORMAT
Total
Ext Ext Trk CPH CPH
Len Code Grp{s) Prefix Len
4 3 ! 87111 18

5.9. Inbound Routing

DID numbers received from AT&T can be mapped to an extension using the incoming call
handling treatment of the receiving trunk group. Use the change inc-call-handling-trmt
command to create an entry for each DID.

change inc-call-handling-trmt trunk-groug
INCOMING CALL HANDLIHG TREATHMEHNT

Service/S Humber Humber Del Insert
Feature Len Digits

public—ntuwrk 18 7871111234 18 3aai

public-ntuwrk 18 7871111235 18 3882

public-ntuwrk 18 7871111236 18 39883

public-ntuwrk 18 7871111237 18 3684

public—ntuwrk 18 7871111238 18 3885

public-ntuwrk

In a real customer environment, where the DID number is usually comprised of the local
extension plus a prefix, a single entry can be applied for all extensions, like in the example
below.

change inc-call-handling-trmt trunk-group &4
INCOMING CALL HAHNDLING TREATHEHNT

Service/ Humber Humber Del Insert
Feature Len Digits
public—ntwrk 18 787111

6

public-ntwrk
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an “outside line”.
This common configuration is illustrated below with little elaboration. Use the change dialplan
analysis command to define a dialed string beginning with 9 of length 1, as a feature access code
(fac).

Use the change feature-access-codes command to configure 9 as the Auto Route Selection
(ARS) — Access Code 1.
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 1.1 for the complete list of call types tested. All dialed strings are
mapped to route pattern 4 which contains the SIP trunk group to the service provider.

change ars analysis 8 Page 2 of 2
ARS DIGIT AMALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Hode AHNI
String Min Hax Pattern Type Hum Reqd
a1 18 18 L intl . n
7B7y 18 18 L hnpa . n
1365 11 11 L fnpa . n
1786 11 11 L fnpa . n
1888 11 11 L fnpa . n
411 3 3 L sucl . n
611 3 3 L cucl . n
n

The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 4 for the compliance test.

e Pattern Name: Enter a descriptive name.

e Grp No: Enter the outbound trunk group for the SIP service provider. For the compliance
test, trunk group 4 was used.

e FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level.

e Pfx Mrk: 1 The prefix mark (Pfx Mrk) of one will prefix any FNPA 10-digit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10 digits

are sent to the service provider for the long distance North American Numbering Plan
(NANP) numbers. All HNPA 10 digit numbers are left unchanged.

e Default values were used for all other fields.

change route-pattern 4
Pattern Humber: 4 Pattern Hame: CH-Sipera

SCCAH? n Secure SIP? n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DC3S IXC
Ho Mrk Lmt List Del Digits OsIG
Dgts Intuw
4y 8 1 . . n user
S n user
S n user
: . . n user
5: _ _ __ _ __ . . n user
S n user
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6. Configure Avaya Session Border Controller for Enterprise
This section describes the required configuration of the Avaya SBCE to connect to the AT&T
Mobility SIP Trunk service. This configuration is done in two stages. The first part or initial
configuration is done via the Provisioning Script, which requires a serial connection between a
terminal device and the Console port of the Avaya SBCE.

Once the Avaya SBCE is provisioned and ready to be used on the IP network, the remainder of
the configuration is accomplished using the server’s web interface.

It is assumed in these Application Notes that the Avaya SBCE is being provisioned for the first
time, and it contains no previous configuration.

6.1. Provisioning Script
Use the following procedure to establish the initial serial connection to the Avaya SBCE:

e Connect a DB9 serial communications cable from a PC or terminal device to the Console
port in the back of the server.

e Configure the communications parameters of the terminal program in the PC, like
HyperTerminal or Putty, to the following settings: Baud rate: 19200, Data Bits: 8,
Stop Bits: 1, Parity: None

e Apply power to the chassis.

Once power has been applied to the Avaya SBCE, a series of scripts run automatically preparing
the server to be configured. The provisioning process is ready to be completed when the prompt
Press ENTER to continue... is displayed. Press the ENTER key.

The Top Level Provisioning Screen is displayed. Use the arrows to select UC-Sec
Configuration and press ENTER.

| Choose Section |

Choose Section

UC-Sec Configuration
UC-5ec Operations

Select Done Abort
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The Provisioning screen is displayed (not shown). Select Installation Type. Press Select.

In our test scenario, both the SBC (UC-Sec) and the Element Management System (EMS) reside
in the same server. Select EMS+UC-Sec for a single box installation. Click OK.

| Installation Tupe |

UC-Sec
EMS+UC-Sec

OK

Choose between UC-5ec Onlv or Single
Box installation

On the next screen, the EMS+UC-Sec Provisioning screen, select EMS+UC- SEC Appliance

Configuration. Press Select.

| Choose Section
Choose Section

Installation Type
EMS+UC-Sec Appliance Configuration
Management Interface Setup

Custom Routes
Self-Si1gned Certificate

Select

Back
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Enter the required information into the appropriate fields. Click OK.

— UC-Sec+EMS Appliance Configuration ——

Configure Single Box Appliance

EMS Appliance Hame EMS
Domain Suffix (Optional)
List of DHS Servers 192.168.10.100

NTP Server IP Address (ipwé4) 127.127.1.0

OK

Back at the EMS+UC-Sec Provisioning screen shown in the previous page, select Management
Interface Setup and press Select. Select the M1 Management Device, and enter the IP address,
Netmask and Gateway to be used to manage the SBC on the network. Click OK.

| Management Interface Setup |

Management Device E*; n%

Management IP Address (ipvé) 192.168.10. 78

Management Metwork Mask 295.255.255.0

Management Gateway IP Address (ipvé) 192.168.10.254
0K

Press Back at the EMS+UC-Sec Provisioning screen. This will bring up the Top Level
Provisioning screen. Select Done.

At this point the initial configuration is complete and the Avaya SBCE is ready to be

administered via the browser through the Management Interface.
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6.2. Install Device

Logon to the SBC web interface pointing a browser to the previously configured management
interface address. For the Compliance Test, this was https://192.168.10.70. Click the UC-Sec
Control Center box. Login using the proper credentials. Once in the UC-Sec Control Center
home page, on the left hand side navigation panel select System Management. Select the
Installed tab.

UC Sec Control Center —@W

ol in as Admin. Current server time is 4:18:42 PM GMT Systems

O Alarms | =) Logs m Users m Logout | (@ Help
| ViC-Sec Contral Center System Management

(@) Welcame

< Administration

[ia‘]Backuerestnre Installed | | Updates

B8 System Management
- 5 Global Parameters SerialNumber | Version |___states | | [ | | |||

S5_192_168_10_70 IPCE31020132 405002 @ Registered m B HFa X

After the Avaya SBCE has been initially installed and connected to the network, it will show the
status of Registered. In addition, the Install Device icon, marked with a green arrow on the
screen capture, is displayed only for the devices which have not yet been configured.

Click the Install Device icon. On the Installation Wizard that follows, fill the required
information as shown in the screen below. Click Finish when done.

Installation WWizard

Phones i3

: Internet » : Inlranet'lEIFIL[
SIP 9. ..
@ Proxy @

Device Settings HS Configuration

Appliance Mame |,lf3xvaya_SElCE Frimary Ex 202201 1921
Higgh Availability (HA) = Secondaty | | Optional, Bx 202201 1521
Secure Channel Type & Maone DMz © Core

MNetwork Settings

At least one address is required. Netmask and subnet must be common across the same interface.

IF Fuhlic IP MHetmask Gateway Interface  DME Client
Address#1  [192.168.10.72 | [19z168.10.72 |  |255.255.2550 | 19216810254 | Al 7] @
Address#2  [17216.1.15 | [17216.1.15 |  |255.255.2550 | 172161254 | |B1 =] o
Address #3 | | ] | [255.255.285.0 | ] | a1 =] o
Address #4 | | | [z55.255.255.0 | | | |a1 =] o
Address #5 | | | [z55.255.255.0 | | | a1 =] o
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The last screen in the Wizard is a basic reminder of topics that need to be visited in order to
complete the configuration. Close this window.

Installation Wizard

Installation is how complete, please configure the following items in order to get your UC-S%ec up and running. Clicking on any of the links
below will take you to the corresponding configuration page for that item.

= Server Configuration
= Media Interface

= Signaling Interface
* SIP Cluster

* End Point Flows

6.3. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
that affect all the devices under the EMS control.

6.3.1. Server Interworking
Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk service providers.

On the left navigation pane, select Global Profiles 2> Server Interworking. Several profiles
have been already pre-defined and they populate the list under Interworking Profiles. If a
different profile is needed, an existing default profile can be “cloned” and modified, or a new
Interworking Profile can be created.

ﬂ Alarms | [ Wcidets | [Jf Stetistics | Logs & (Bonostics B Users 3] Logout g Help
o3 LC-Sec Condrol Cangar Ciobal Profies = Ssrver Infsrsoridng o=2100
S wekame oa o o proee]
} adminesiralion _
BackupiRestors iterworking Profiies | s not reco ded 1 @t the defaults. Try choning or adding a new profile instead.
8l System Managsment cs 08 General | | Timers || URI Mangutation | | Heasler Manipulation | | Advanced |
) Global Paramsters Pt
4 [ Clobal Profles -
ocs et Serve 4
B comain Dos -
& Firigerrint clsto.ecm Hild Suppist RFCI264
I 1§ senver Interworking cups 180 Handling Mone
43 Phang Intaraorkng Sipera-Halo 161 Handling Mong
A
4§ Media Forking OCS. FromEnd. Senver 162 Handiing Mone
% Routing B ’
b EEWTCDHHQUF-E'.ICIF anchng Moane
= Diadar Lisedl Bi

For the compliance test, a new profile was created. Click Add Profile. Add a profile name and
click Next.

Interworking Profile

Frofile Mame |.ﬂwa':.fa |
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In the General screen, leave the T.38 Support box unchecked, since T.38 fax is not to be used in
this configuration. Leave other settings with their default values. Click Next to continue.

Hold Support

180 Handling
181 Handling
182 Handling
183 Handling

Jw Handling

T.38 Support
IR Scheme

Fefer Handling

Diversion Header Support

Delayed SDF Handling

Wia Header Format

Interworking Profile

=
o
=
m

RS NS RO

Mone & SDP

o)

Mane  SDP
Mane  SDP

G ]

Mone & SDP

ORI R R R

RFC3261
RFC2543

T e

RFC25843 - c=0.0.0.0
RFC3264 - a=sendonly

" Mo SDP
" Mo SDP
" Mo SDP
" Mo SDP

SIP  TEL  ANY

EI

Click Next on the Privacy and Timers tabs and Finish on the Advanced tab (not shown) to save

and exit

6.3.2. Routing Profiles
Routing profiles define a specific set of routing criteria to be used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their
intended destination. Two Routing Profiles were created in the test configuration, one for

inbound calls, with Communication Manager as the destination, and the second one for outbound
calls, which are routed to the AT&T SIP trunk.
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To create the inbound route, from the Global Profiles menu on the left-hand side:
e Seclect the Routing tab.
e Select Add Profile.
e Enter Profile Name: Route to CM. Click Next.

Routing Profile

Profile Mame |Ruutetu CM |

On the next screen, complete the following:

e Next Hop Server 1: 192.168.10.12. This is the IP address of the procr interface in
Communication Manager.
Check Routing Priority Based on Next Hop Server

Outgoing Transport: TCP. This protocol must match the value used on the
Communication Manager signaling group form in Section 5.6

e Click Finish

Routing Profile %

Each URI group may only be used once per Routing Profile.

Next Hop Routing
LRI Group I* vI

Mext Hop Server 1 192.168.10.12 | 1P, IP:Port, Domain, or Domain:Port

Mext Hop Senver 2 | | IF, IP:Port, Domain, or Domain:Port

¥ Routing Priority based on Mext Hop Server
[T Use MextHop for In Dialog Messages
™ lgnore Route Header for Messages Outside Dialog

T NAPTR [T SRV
Outgoing Transport i~ TLS o TCP i UDP
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Similarly, for the outbound route:
e Select Add Profile.

e Enter Profile Name: Route to SP

e C(Click Next.
Next Hop Server 1: 10.1.1.25 (service provider SIP Proxy IP address)

e Check Routing Priority Based on Next Hop Server
e Outgoing Transport: UDP

LIR| Group

[T NAPTR

Mext Hop Serer 1

Mext Hop Server 2

Cutgoing Transport

Routing Profile

- o

110.1.1.25

 TLS

¥ Routing Priority based on Mext Hop Server
[T Use Mext Hop for In Dialog Messages
[ lgnore Route Header for Messages Outside Dialog

=

Each URI group may onhby be used once per Routing Profile.

Hext Hop Routing

& TCP

| IP, IP:Port, Domain, or Domain: Port

| IP, IP:Part, Damain, or Domain: Port

* UDP

e C(Click Finish

B Domain Dos

& Fingerprint

% Server Interworking
45 Phone Interworking
&% Media Forking

072 Routing

| ¥ Server Confiquration

O Alarms Incidents ﬂﬂ Statistics = =] Logs
=) UC-Sec Control Center Glo 2ot
@) velcome
Add Profile
< Administration -
[L]] BackupiRestore Routing Profiles
ﬂSystem hManagement default
> | Global Parameters Route to CM
4
|2 Global Profiles e —

5, Diagnostics

m Users

Routing Profile |

Rename Profile | Clone Profile | Delete Profile

Click here to add a description.

ﬂ Logout | (@ Help

Next | lgnore

Hext Hop | Next Hop Outgoing

Priority Server 1 Server 2 Hup MAPTR | SRV | Hop in | Route Transport
Priority Dialog | Header

2 | N S

10.1.1.248

Add Routlng Rule
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6.3.3. Server Configuration
Server Profiles should be created for the Avaya SBCE two peers, Communication Manager (Call
Server) and the SIP Proxy at the service provider’s network (Trunk Server).

To add the profile for the Call Server, from the Global Profiles menu, select Server
Configuration. Click Add Profile and enter the profile name: Com. Manager.

On the Add Server Configuration Profile, General Tab:

Select Server Type: Call Server

IP Address: 192.168.10.12 (IP Address of the procr interface in Communication
Manager)

Supported Transports: Check TCP. The protocol and port defined here must match the
values used on the Communication Manager signaling group form in Section 5.6

TCP Port: 5060.

Click Next

Add Server Configuration Profile - General

Server Type Call Server j

1921681012 N

IP Addresses F Supported FQDOMNs
Comma seperated list

W TCP
Supported Transpaorts [T uDp
[~ TLS
TGP Port S080
LIDF Fort
TLS Port

Click Next on the Authentication tab
Click Next on the Heartbeat tab
On the Advanced tab, select Avaya from the Interworking Profile drop down menu.

Click Finish.

To add the profile for the Trunk Server, from the Server Configuration screen, click Add
Profile and enter the profile name. The name Service Provider was used.
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On the Add Server Configuration Profile, General Tab:

e Select Server Type: Trunk Server

o P Address: 10.1.1.25 (service provider’s SIP Proxy IP address)
e Supported Transports: Check UDP.

e UDP Port:5060

e Click Next

Add Server Configuration Profile - General

Server Type Trunk Serser j

101.1.25 —

IP Addresses f Supported FQDMs
Comma seperated list

[ TCP
Supparted Transports W LUDFP

I
TCP Port | |
UDP Port \s060 |
TLS Port | |

e Click Next on the Authentication tab.
e Click Next on the Heartbeat tab
e On the Advanced tab, select Avaya from the Interworking Profile drop down menu.

Leave other fields with their default values.
e C(Click Finish.

=, Diagnostics

ﬂj Logout | (@ Help

@ Alarms Incidents ﬂﬁ Statistics

=] Logs

) UC-Sec Contral Center

ek erarer e e oo
Add Profile Rename Profile | Clone Profile | Delete Profile
“iAdministration -
[&BackupIRestgre General | | Authentication | | Heartheat | | Advanced |
@System hManagement Com. Manager
- (23 Olabal Paramelers EE———— . Gewea |
4 |7 Glohal Profiles Server Type Trunk Server
& pomain Dos IP Addresses /FODMNs 10.1.1.25
i) Fingerprint _ Suppaorted Transports UDP
83 Server Interwarking
45 Phone Interworking UDF Part 5080
&% Media Forking m
22 Routing
i Server Configuration
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6.3.4. Topology Hiding

Topology Hiding is a security feature which allows the manipulation of several parameters of the
SIP packets, preventing private enterprise network information from being propagated to the
untrusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains
expected by Communication Manager and the SIP trunk service provider, allowing the call to be
accepted in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

For the test configuration, default values of the Topology Hiding Profile were used in the
enterprise direction. Since modifying a default profile is generally not recommended, the default
was duplicated, or “cloned”. That way if modifications are needed in the future, the default
profile will not be affected by those changes.

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

“ Mlarmg  [5] Incidents | [Jfy Statistics 7| Loge o Diagnosties (B Users 2] Logout & Hedp
Lo UIC-Sec Confrol Centar Global Profikes = Topalegy Hiding: defaul
) Waltoma
ol Add Profile
.+ Bdministration - m
|| BackupiResions Topology Hiding q ; - 3 o :
B Gystem Managernent Prafiles m
) Global Parameters ibedault
¢ O o L R R L e | ciea | Replacedcton | Owrwitevae |
E o 088 S0P IPfCiomain A1t
i& Fingarprint :
By Server Intarworking To IFiDomain Al —
% Phane Intersorking Via IPIDomain Auto
3 el Foring Record-Roue IFDomain At —
ﬁ :Dmmgc fourati Frarn IPIDomain Aulo
& Server Configuration X )
H IP
4 Subscriber Profilas RequestLine iDomain Auto
ln Togalagy Hiding
| Sighaling Manipulation m

e Select default from the Topology Hiding Profiles list.
e C(lick Clone Profile.

e Enter the Profile Name: Com. Manager.

e Click Finish.
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To add the Topology Hiding Profile in the SIP trunk direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e Seclect default from the Topology Hiding Profiles list.

e C(Click Clone Profile.

e Enter the Profile Name: Service Provider. Click Finish.

e C(lick Edit on the Topology Hiding tab.
e For the To, From and Request-Line headers, select Overwrite in the Replace Action

column.

e Inthe Overwrite Value column, enter aslab.centixvoip.net, the AT&T SIP domain used
for the compliance test.

Edit Topology Hiding Profile

|sDoP | |IP,-“D|:|ma|n = Ao = |
|T|:| | |IP,-‘D|:|main d |Overwrite v| |aslsh certivvoinnet
[ via >| |[IPiDomain x| [Auto =l

I Fecord-Route

| IP/Domain

IAutD

I From

=| |IPiDomain

ﬂ I Crverwrite

j |aslab.cen’[ixv0ip.net

IRequest—Line

=| |IPiDomain

j I Cheratite

S A S S S

|
|
|
=l | |
|
|

j |aslah.u:er|tixw:uip.net

e C(Click Finish

@ Alarms Incidents

[If statistics

=] Logs

[5) UC-Sec Contral Center
@Welcome
< Administration
[L]| BackupiRestare
ﬂ Systern Management
> |2 Global Parameters
4 [7) Glohal Profiles
B pomain Dos
i Fingerprint

&% Media Farking
2 Routing

alm Topology Hiding

82 Server Interworking
€5 Phone Interwarking

i Server Configuration
L5 Subscriber Profiles

Signaling Manipulation

Global Profiles

cisco_th_profile

Com. Manager

5, Diagnostics

= Topology Hiding: Service Provider

Add Profile

Topology Hiding
Profiles

default

Topology Hiding |

[& users

Click here to add a description.

gj Logout (@ Help

Rename Profile | Clone Profile | Delete Profile

To

Yia
Record-Route
From
Request-Line

IFiComain
IFiDiomain
IFiDiamain
IFiDiamain
IFiDiamain
IFiDiamain

Auto
e rrite aslab.centixvaip.net
Auto
Auto
e rnitite aslah.centioiip.net
g rnirite aslab.centioiip.net
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6.4. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

6.4.1. Network Management
The network information should have been previously completed in Section 6.2. To verify the
network configuration, from the Device Specific Menu on the left hand side, select Network

Management. Select the Network Configuration tab.

@ Marms Incidents | [[} Statistics == Logs |, Diagnostics [f Users g] Logout | (@ Help
) Uiz-Sec Control Center = |
&) Welcome
~ Administration
L] BackupiRestore Network Configuration | | Interface Configuration
B4 systemn Management Devices
> | Global Parameters Avaya_SBCE Modifications or deletions of an IP address or its associated data require an application
» |y Global Profiles restart hefore taking effect. Application restarts can be issued from System Management.
> | SIP Cluster
> [y Damain Palicies Al Metrmask A2 Metmask B1 Metmask B2 Metmask
4 (5 Device Specific Settings |265.295.255.0 | | | [2s5.255.2550 | | |
@ Network Managerment Changes will not take effect until the interface is updated.
[H Media Interface
L2t Signaling Interface
it [132188.10.72 i | [192.168.10.254 [|a1 =] *
[17216115 || | [17215.1 254 [[B1 = *
5 Two Factor

In the event that changes need to be made to the network configuration information, they could

be entered here.

On the Interface Configuration tab, click the Toggle State control for interfaces Al and B1 to
change the status to Enabled. It should be noted that the default state for all interfaces is
Disabled, so it is very important to perform this step, or the SBC will not be able to

communicate on any of its interfaces.

UC-Sec Devices Network Configuration | | Interface Configuration |
Avaya SBCE

A1 Enabled
AZ Disabled
B1 Enahbled
B2 Disabled
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6.4.2. Signaling Interface

Signaling Interfaces need to be created for both the private and public Avaya SBCE network

interfaces.

To create the Signaling Interface toward Communication Manager, from the Device Specific

menu on the left hand side, select Si

e Name: Private_sig
e [P Address: 192.168.10.72 (inside IP address of the Avaya SBCE)
e TCP Port: 5060. The Avaya SBCE will listen for SIP requests on the port specified here.
The protocol and port defined in this screen must match the values used on the
Communication Manager signaling group form in Section 5.6
e Click Finish
Add Signaling Interface =
Onhy Cluster TLS is available hecause no TLS Server Profiles exist. There is no
restriction on non-TLS profiles.

Mlarme |Private_sig |

IP Address |1E|2.1EB.1D.?2 vl

TCP Part |SDBD |

Leawe blank to dizable

IUDP Port | |

Leawe blank to dizable

TLS Port | |

Leawe blank to dizable

Cluster TLS r

Only for use with Cisco SIP Clusters

Enable Stun

Requires a UDP Port |-

gnaling Interface, then Add Signaling Interface:

Similarly, to add the Signaling Interface toward the AT&T SIP Trunk:

e C(Click Finish

Click Add Signaling Interface:
Name: Public_sig
IP Address: 172.16.1.15 (Outside IP Address of the Avaya SBCE)
UDP Port: 5060

@ Alarms Incidents

[Ify statistics

=] Logs

) UC-Sec Cantrol Center
&) welcome
< ¢ Administration
(L] packupiRestare
B8 system Management
> |2 Global Parameters
> | 2) Glohal Profiles
> |2 BIP Cluster
> |3 Domain Policies
4 |7 Device Specific Settings
B Metwark Management
H Media Interface
' Bignaling Interface

UC-Sec Devices

Avaya_SBCE

Diagnostics

ﬂ] Logout (@ Help

[& users

Signaling Interface

Add Signaling Interface

TCP upP LS
“ Sinaing e 155 Frofile II

Frivate_sig 1921681072 a060 Maone

Fublic_sig 172.16.1.15 a060 Mone
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6.4.3. Media Interface

Media Interfaces were created to specify the port range in which the Avaya SBCE will accept
media streams on each interface. Packets leaving the interfaces of the Avaya SBCE will
advertise one of the ports in this range as the listening port in which it will accept media from the
Call or Trunk Server. The Private interface was made to match the range specified in the IP-
Network-Region in Communication Manager of 2048 to 3349, and the Public interface to match
the range specified by AT&T for the compliance test of 50000 to 54999.

From the Device Specific Settings menu on the left-hand side, select Media Interface
e Seclect Add Media Interface
e Name: Private_med
o P Address: 192.168.10.72 (Inside [P Address of the Avaya SBCE)
e Port Range: 2048-3329
e Click Finish
o Seclect Add Media Interface
e Name: Public_med
e IP Address: 172.16.1.15 (Outside IP Address of the SBC, toward AT&T)

e Port Range: 50000-54999
e Click Finish.

@ Alarms Incidents |]£| Statistics | =] Logs &) Diagnostics L ﬁ] Logout | (@ Help
) WC-Sec Control Center eV Settings = Media Interfac C
S Welcome
s Administration
(L] BackupiRestore Media Interface
@System Management Avaya SBCE
> |20 Global Parameters I
» | ) Glohal Profiles
> |) BIP Cluster
» |) Domain Policies
[EE Netwark Management Private_rmed 1921681072 2048- 3320
El wedia Intertace Public_med 172.16.1.15 50000 - 54998 & ><_
Lt Signaling Interface

6.4.4. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules, profiles, etc. previously configured, to be
applied to the packets traveling in each direction.

To create the call flow toward the AT&T SIP trunk, from the Device Specific menu, select End
Point Flows, then select the Server Flows tab. Click Add Flow.

e Name: SIP Trunk Flow
e Server Configuration: Service Provider.

e URI Group: *

e Transport: *

¢ Remote Subnet: *

e Received Interface: Private_sig
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e Signaling Interface: Public_sig

e Media Interface: Public_med
e End Point Policy: default-low

¢ Routing Profile: Route to CM (Note that this is the reverse route of the flow).
e Topology Hiding Profile: Service Provider

e File Transfer Profile: None
e C(Click Finish.

Add Flow

Flow Mame

Server Configuration
LIRI Group

Transport

Femote Subnet
Feceived Interface
Signaling Interface
hedia Interface

End Foint Palicy Group
Fouting Profile
Topalagy Hiding Frofile

File Transfer Praofile

|SIP Trunk Flow

ISewice F’rnviderj

IF"rivate_aig 'I
IF"uinc:_Sig 'I

| Fublic_med |

| default-low j

| Foute to Ch j

|Servi|:e Prnviderj

INDne vI
Finish|

ril
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To create the call flow toward Communication Manager, click Add Flow.
Name: CM Flow

Server Configuration: Com. Manager

URI Group: *
Transport: *

Remote Subnet: *

Received Interface: Public_sig

Signaling Interface: Private_sig
Media Interface: Private_med

End Point Policy Group: default-low
Routing Profile: Route to SP (Note that this is the reverse route of the flow)
Topology Hiding Profile: Com. Manager
File Transfer Profile: None

Click Finish

Flowe Marme

Server Confiquration
IR Group

Transpart

Femaote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

M Flow |

|C|:|m. tanager j

IPuinc:_sig 'I
IF"rivate_sig vI

I Private_med j

| default-low j

|Fi|:|ute to 5F j

|C|:|m. tdanager j

INDne 'I
Finish
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The two Server Flows created in the sample configuration are summarized on the screen below:

fic Settings = End Point Floy

UC-Sec Devices Subscriber Flows | | Server Flows

Avaya_SBCE

Click here to add a row description.

Server Configuration: Com. Manager

End -
. o - . - | Topology File
Priority ':Iow Transport Sellnotte :it:c:fw(l ?'?':_?_Img IT?‘fqla F? c:!m Rpomf':]g Hiding | Transfer
ame ubnet | Interface | Interface nterface olicy | Profile | oo | profile
Group

default Route  Com. None 2 X

Fuhblic_sig Private_sig Private_med Jow  togP Manager

Flova

Server Configuration: Service Provider

End .
. S - . .| Topology | File
LT Transport| e | ntortace | iterface | ntortace | Policy | Profii | HAng | Transfer
c¥ Profile | Profile
Group
L

SIP
Trunk * Frivate_sio Public_sig Public_med
Flony

default Route  Service 5
slowe to CMW Provider NEne X

7. AT&T Mobility SIP Trunk Service Configuration

Information about how to establish the SIP Trunk Service with AT&T Mobility in Puerto Rico
can be obtained by contacting an AT&T Mobility sales representative.

AT&T Mobility is responsible for the configuration of the AT&T Mobility SIP Trunk service in
their network. To establish service, the customer will need to provide AT&T with the IP address
used to reach the SBC at the enterprise. AT&T will provide the customer with the necessary
information to configure the SIP connection from the enterprise site to the AT&T network,
including:

e [P address of the AT&T SIP proxy.

e AT&T SIP domain.

e CPE SIP domain.

e Supported codecs.

e DID numbers

e Port numbers used for signaling and media.

This information is used to complete the configuration of Communication Manager and the
Avaya SBCE discussed in the previous sections.
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8. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

Verification Steps:

1. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

2. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

3. Verify that the user on the PSTN can end an active call by hanging up.

4. Verify that an endpoint at the enterprise site can end an active call by hanging up.

Troubleshooting:
1. Communication Manager:

e list trace station <extension number>
Traces calls to and from a specific station.

e list trace tac <trunk access code number>
Trace calls over a specific trunk group.

e status signaling-group <signaling group number>
Displays signaling group service state.

e status trunk <trunk group number>
Displays trunk group service state.

e status station <extension number>
Displays signaling and media information for an active call on a specific station.

2. Avaya SBCE:
There are several links and menus located on the taskbar in the UC-Sec Control Center
that can provide useful diagnostic or troubleshooting information:
e Alarms. Provides information about the health of the SBC.
e Incidents. Provides detailed reports of anomalies, errors, policies violations, etc.
e Diagnostics. This screen provides a variety of tools to aid in troubleshooting the
SBC network connectivity and its operation.

Other useful tools can also be found on the Troubleshooting Menu, on the left hand side
of the UC-Sec Control Center page.
e Packet Capture. Allows to capture the packets in any of the SBC interfaces, and
save them as pcap files. From the menu on the left hand side, click
Troubleshooting - Trace Settings = Packet Capture tab.
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9. Conclusion

AT&T Mobility in Puerto Rico SIP Trunk Service passed compliance testing. Interoperability
testing of the sample configuration was completed with successful results for all test cases with
the exception of the observations/limitations described in Section 2.2.

These Application Notes describe the configuration necessary to connect the above service to an
Avaya SIP telephony solution consisting of Avaya Aura® Communication Manager 6.0.1 and
Avaya Session Border Controller for Enterprise.

The AT&T Mobility SIP Trunk Service is a SIP-based Voice over IP solution for customers
ranging from small businesses to large enterprises. AT&T Mobility SIP Trunk Service provides a
flexible, cost-saving alternative to traditional hardwired telephony trunks.
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