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Abstract

These Application Notes cover the configuration of site-to-site VPN tunnels between Avaya IP
Office and WatchGuard Firebox X and SOHO products. Client VPN tunnels to IP Office are
also covered. Information in these Application Notes has been obtained through compliance
testing and additional technical discussions. Testing was conducted via the
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes cover the configuration of site-to-site VPN (Virtual Private Network)
tunnels between Avaya IP Office and WatchGuard Firebox X and SOHO products. Client VPN
tunnels to IP Office are also covered.

Configuration 1 in Figure 1 will be used to refer to the site-to-site VPN tunnels established
between the Avaya Small Office Edition and the Firebox X or SOHO products. Configuration 2
in Figure 1 will be used to refer to the client VPN tunnels established between the Avaya Small
Office Edition and the Mobile User VPN (MUVPN) client running on the Phone Manager Pro
PC.

The Firebox X2500 is an integrated security appliance for small and medium enterprises that
combines firewall, VPN, application proxies (HTTP, SMTP, FTP, etc.), web content filtering,
anti-virus, anti-spam, and secure remote management.

The SOHO 6tc Wireless is an integrated security appliance for the small office/home
office/teleworker that combines firewall, VPN, web content filtering, anti-virus, and secure
remote management.

The WatchGuard Firebox X2500 and SOHO 6tc Wireless were tested separately. The same IP
addresses were assigned to the external and trusted interfaces of both devices.

For configuration of the data network infrastructure shown in Figure 1; refer to the appropriate
documentation listed in Section 9.

Configuration 2: VPN tunnel between Client and Small Office Edition

Configuration 1: Site-to-Site VPN tunnel between
Small Office Edition and WatchGuard
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Figure 1 — Network Configuration Diagram
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In order to establish an IPSec (IP Security) VPN tunnel, two phases have to be negotiated
successfully. Phase 1 or IKE (Internet Key Exchange) is used for authentication and Phase 2 or
(IPSec) is used for encryption. The following tunnel configurations will be used in these
Application Notes:

Tunnel IKE Exchange | Encryption Password Diffie-Hellman | Encryption
Type Type Method Authentication Group Protocol
Site-to-site ID Prot 3DES SHA 2 ESP
Client Aggressive 3DES SHA 2 ESP

Table 1 — IPSec Tunnel Configurations

2. Equipment and Software Validated

The following products and software were used for the configuration in Figure 1:

Product Software/Version
Avaya IP Office Small Office Edition 2.1 (15)
Avaya P333R Stackable Switch 4.0.9
Avaya 4612 IP Telephone 1.8.2
Avaya Phone Manager Pro 2.1.7
Extreme Summit 48si 6.2.2 (Build 68)
WatchGuard Firebox X2500 7.21.B1596
WatchGuard SOHO 6tc Wireless 6.3 Build 19
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3. Configuration 1 (Site-to-Site VPN Tunnel between IP Office
and WatchGuard)

3.1. Configure Avaya IP Office

Step | Description

1. | Navigate to Start - Programs > IP Office - Manager. Log in with the appropriate
credentials. In the Manager window, double-click License under the Configuration Tree
panel. Ensure that the licenses shown below are listed as Valid under the Status column.

Iﬂ Manager [255.255.255.255] (C:'Program Files'...\Manager',) 00EDO70149D5.cfg - |EI|£|
File Edit “ew Tools Window Help

=1

=101
- BOOTF (1] Statug I Licenze I Inztances | E upires |

Operator [3] [ valid IP End-pairts Unlimited Mever
- System DOE 007014305 [ walid IPSec Tunneling Unlimited Never

Line [E] . D Walid Phone M anager Pro Unlimited Mever
Control Unit [3)

Extenzion [14]
User [16]

Hurt Group 1]
Shortcode [B0)
Service [0]

o Ras (1]
Incoming Call Route [25)

2 Wit Port (0]
Diirectony (0]
Time Profile [0
Firevaall Profile [1]
IP Route [2]
Least Cost Route (0]
License [3]
P End-points
- IPSec Turneling
- Phore Manager Pro
B Account Code [0
< ‘wireless 802.11b (1]
a User Restriction [0]
155 Logical LAN (0]
-l Turnel (0)
- E-D Auto Attendant [0]
[ E311 Systern[1]
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Step | Description

2. | Click on the Tunnel item under the Configuration Tree panel. Right-click over the tunnel
view and select New to create an IPSec tunnel. Enter the values shown below to assign a name
for the tunnel, the local and remote subnets for the tunnel, and the external IP address of the
WatchGuard device in the Gateway field.

{¥iManager [255.255.255.255] {C:Program Files',..., Manager') D0EO070149D5.cfg -0l =l

File Edit View Tools ‘Window Help

B

¥ Configuration Tree -0l x|

BOOTP (1] Tunhel Name I Local Account Name | Remate Account Na... | Local IP address |

Operatar [3) @ watchguard 4040420

@ System DDEDO7014905

. -Iax
S Contrel Urit (3] Ll =10l
Extension [14] Main | IKE Policies | IPSex Palicies |

=g User [15]
[+ %j; Hunt Group (1]
- #£) Shorteode [59) Mame Iwatchguard
— Service [0)
[ yf RAS (1] - T

Local Conf I

|:]‘%I Incoming Call Route (2] fea-ariguEtn

D) WAN Port (1) IP Address |4D_4D_42_|J
8 Directory (0]
Time: Prafile (0] |255 255.255.0
9 Firewall Profile (1) I Mask -
- [P Route (2] I o cadniasiana
z Least Cost Route () Eeliznay i

[4 License (3)

B Acocount Code (0) r—Femate Configuratior
A Wireless 802,110 [1)

£ User Restiction (1) IP Address |1D.1D.42.D

@ Logical LaM [0)

Ry Tunnel 1) IP Mask |255.255.255_n

o Auto Attendant (0]

3B EGTT System(1] Gateway |20.20.42.2

QK | Cancel |
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Step | Description

3. | Click the IKE Policies tab. Enter the values shown below for Phase 1 from Table 1 for a site-

to-site tunnel:

e Shared secret — The password used for authentication and must match on the device at
the other end of the tunnel.

e Confirm Password — Re-enter the shared secret again.
Exchange Type — ID Prot is equivalent to Main Mode on the WatchGuard SOHO (see
step 2 of Section 3.3) and will hide the ID’s of the communicating devices.
Encryption — The encryption method used by the tunnel.
Authentication — The password authentication used by the tunnel.
DH Group - Diffie Hellmann Group.
Life Type — Sets whether the Life value is measured in seconds or kilobytes.
Life — The duration before Phase 1 re-authentication is required.

In'.'.l Manager [255.255.255.255] {C:\\Program Files'...\Manager',} D0E0O070149D5.cfg - |EI|5|
Eile Edit Wew Tools Window Help
]
=
i
BOOTR (1) Tunitel Mame | Laocal Account Marme | Remate Account Ma... | Local IP address |
Operatar (3] 8 watchguard 4040420
@ System OOEOO7OT 4305
o el 1o
[4 = Control Uit (3]
-[H Estension (14) Main  IKE Poliies | IPSec Policies |
£ ;g; Izer [16)
[4 i—J; Hunt Group (1)
Shared Secrat [
o Shortcode (59) ared Seoret. |
e () SEvicee [0 Cort I
[] Hhs [‘I] ORirm - fssssnsnans
P d
‘%‘ Incomming Call B aute (2] Sl
= WA Port [0] Exchange Type IID Frat j
8 Diirectony (0]
Time Profile [0) Encryption
3DES CBC hd
B Firewall Profile (1) I J
-5 1P Route [2] -
Authenticat -
g Least Cost Route (0] HHnEiEAtan ISHA J
D License [3)
B Account Code (0] OH Group IGroup 2 j
[4 = Wireless 802110 (1)
a ger Restriction [0) Lite Type ISeconds j
@ Logical LaN (0]
iy Turinel (1] Life |—884DD
Ta Auto Atterdant [0]
[4 == ES171 Spstem(1]
A
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Step | Description

4. | Click the IPSec Policies tab. Enter the values shown below for Phase 2 from Table 1 for a
site-to-site tunnel:

Protocol — The encryption protocol used by the tunnel.

Encryption — The encryption method used by the tunnel.

Authentication — The password authentication used by the tunnel.

Life Type — Sets whether the Life value is measured in seconds or kilobytes.
Life — The duration before Phase 2 re-authentication is required.

Iu'.'i Manager [255.255.255.255] {C:\, Program Files'...'\, Manager' ) DDEOD70149D5.ckg — IEllil
File Edit ‘iew Tools ‘Window Help

=P

iTi Configuration Tree =10l x|
---------- BOOTR (1) Tunnel Mame I Local Account Mame | Remate Account Ma... | Local [P address |
Operator [3) 8 watchguard 40.40.42.0
- System OOEOO707143D5
Line (5] e 1
R Coe e -loix

Extension [15]
9 User [17]
Hunt Group (1]

I Sharteode [59)
------------ Service (]

Main | IKE Policies IPSec Policies |

fer I B rm B s B B
=l <G d il Rk R

Ras 1) PES I
Incoming Call Route [2]
- = WAN Fort (0] Fratocal -
: Directory [0] I ESF J
2 Time Profile (0] -
B Firewall Profile (1] Encryplion | 3DES =
g IP Route [2] o
g Least Cost Fioute ) Authentication | HiaC SHA =l
D Licenze (3]
o [#] Aceount Code (0] DH Graup Iﬁmup 1 =l
. Wirless B02.11h (1)
- a Usger Restriction (0] Life Type ISeconds ﬂ

{55 Logical LAN (0]

- fRY Tunnel 1] ;
Lifi
Za Auto Attendant (D) = ISEDD

[ ‘= E9171 System(1)

Ok I Cancel Help

Click OK.
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3.2. Configure WatchGuard Firebox X

Step | Description

1. | Log into the Firebox X by navigating to Start > Programs - WatchGuard -> Firebox

System Manager.

.. Firebox System Manager - 10.10.42.1 [Connected]

=101 x|

-0 @8 %W

eportl Authentication Listl Blocked Sites I

Frork Panel | Traffic Monitorl Bandwidth Meterl

Status ;

‘5 Firebox Status

E}% Branch Office ¥PH Tunnels
E}@: smalloffice 30.30.42.2 - IPSEC

. Tunnel expires i 23 hours, 40 min
SHAT-HMAL Authentication
3DES-CBC Encryption

m Remote YPH Tunnels

-:b SEMT: 137728 bytes (2098 packets)
Lg= RECY: 292728 bytes (4303 packets)

I Routing Policies: 10.10.42.0/24 -»40.40.42.0/24

Select Tools = Policy Manager or click on the &l taskbar icon.

r;1 C:Program Files' WatchGuard', 10.10.42.1.cfg - Policy Manager = | Ellll
File Edit Setup Mebwork Wiew Help
|[2vsn g+x %285 AHO [ mE |
e i)
[ L:d =
»o e = o (N4 »o o
O 13 o [Eiraas] 0 0 0
Ay FTP H323 Cutgaing Ping watchizuard
For Help, press F1 Firebox %2500 UM S

tunnel with manual security.

Click on Network = Branch Office VPN = Manual IPSec... to add a new branch office
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Step | Description
3. | Click Gateways and then click Add to add a remote gateway.
x|
IPSec Routing Policies: 0k I
Local Addreszes | Hemote Addrezses | Dizpozition | T unnel | D:
Cancel |
G ateways... |
Tunnels... |
Logging... |
Licensze... |
Help |
1] | i
towe Up | bowe Down add... | Edit... | Hemove |
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Step | Description

4. | Click More to display the Phase 1 Settings. Enter the values shown below to match the IP
Office tunnel configuration for Phase 1. Click OK.

Remote Gateway El

M arme: Iﬁmalluffice QE.
E.en Meqgatiation Type: | 1=akmp [dynanic) j Cancel
Remate [0 Type: IP &ddress j Help

Gateway IP address; [20.30 .42 .2

[z atewvay [dentitier:

f* Shared Key |zecret]23

.................................

= Firebox Certificate Fee Less I

— Phase 1 Settings:
Local 1D Type: IF Addreszs j

[ozal | dentifier:

Authentication: | SHAT-HMAD j — Megatiation Timeouts
Encypton: | DESCAC =] 0 == Kilobytes
Ditfie-Hellman Group: I 4 j 24 ::ll hours
[~ Enable Perfect Forward Secrecy
[~ Enable Aggressive Mode
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 41
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Step | Description
5. | Click Tunnels... and then click Add to add a new tunnel.
Configure Gateways x|
“ou have enough branch office IPSec gateway icenses for 993 more 0K
IPSec gateways.
Cancel
Mame I Type I IF &ddress I _
I srnallcffice isakmp 30.30.42.2 Liense. .
Help
Tunels...| god.. | Edt. | Bemove |
6. | Select a remote gateway to associate with this tunnel in the Select Gateway dialog window
and click OK. Enter a name for the tunnel in the Name field and click the Phase 2 Settings
tab.
x
[dentity I Phase 2 Setings I
Fateway used by thiz tunnel: zmalloffice
k. I Cancel Help
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 41

SPOC 12/30/2004 ©2004 Avaya Inc. All Rights Reserved.

IPO-watchguard.doc




Step

Description

Enter the Phase 2 values shown below to match the IP Office tunnel configuration for Phase 2.

Configure Tunnel

Identity Phase 2 Settings |

X|

— Security Aszociation Propozal [S4P)

Authentication: I SHAT-HMALC j
Encryption: I ADES-CBC j

W Force key expiration:

BTy IEI _I? kilobytes

every |1 =5 hours

Tope: I ESP [Encapsulated Security Payload) j

k. Cancel

Help

Click OK to return to the Configure Tunnels window.

Configure Tunnels

G ateway | M ame | Type

zmalloffice zmalloffice

Add.. | Edt. | Bemove |

Cancel

Pl

Help

Click OK to return to the IPSec Configuration window.
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Step | Description
9. | Click Add to add a routing policy. Click More to display the port and protocol fields. Enter
the values shown below to specify the local and remote subnets of the tunnel to match the IP
Office tunnel configuration and select the tunnel name in the drop-down list to be associated
with this routing policy. Click OK.
x|
Local |Metwork = |[10.10.42.0 /24 OF.
Bemate | Metwork j 40 .40 42 .0 /24 Cancel
Dizpozition; | $ecuUre |
Tunnel: | zmalloffice |
Dzt Part: |0 Fratocal: I“ '-'I Stz Port: IEI
10. | If desired, click Logging... to enable IPSec logging for debugging by checking the options
shown below. Click OK.
IPSec Logging X
Logaing optionz far IPSec include 0k, I
configuration output, exlra |K.E debugaing,
and IKE packet tracing. Cancel |
W' {Enable configuration dump after IKE interpretation,
W Enable extra IKE debugging.
r Enable IKE packet tracing [Mote: Thiz option can be uzed
by " atchzuard Support to help debug problems. )
[ Enable certificate validation debugging.
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 13 0f 41
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Step | Description

11. | Add a service to allow any access between the network behind Small Office Edition and the
trusted network of the Firebox X. In the Policy Manager, select Edit > Add Service, expand
the Packet Filters and select the Any service and click Add.

Services E
Semvices

- Packet Filkers = Mew...

" Edit...

Bemowe

ol

g Clarent-gateway
..... E::g Cl-Seebe

----- & DHCP-Client
----- B DHCP-Server
..... i® DNg
..... T T L = j
— Detailz
Fark | Frotocaol | Client Port |
A

The “Any" Service should only be uzed if you heed to -
allaws ALL traffic bebween any bwo specific, trusted [P or
nebwork. addrezses. Configuring the &MY zervice openz a
"hole" through the Firebox, allowing all traffic to flow ;I

Help Add... Cloze
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Step | Description
12. | In the Add Service window, enter a name (e.g., smalloffice) that identifies what this service is
being used for and click OK.
Add Service
Mame: Ismallu:uffin:e 0K
Comments: ﬂ
Service added on September 29, 2004 ;I
=
13. | In the Incoming tab, select Enabled and Allowed from the drop-down list. Click Add under
the From frame.
smalloffice Properties x|
Incaming | I:Iutgcuingl F'rnpertiesl
Incoming smallaffice connections are...
Add... | Bemove |
To:
-ﬁ Hone
Add... | Remowve |
Logging... |
™| futo-block sites that attempt to connect via emalloffice
] I Cancel Help
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 41
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Step | Description
14. | Click Add Other in order to specify the network behind Small Office Edition.
Add Address x|
Members: k.
{ firebios Eeraa]
optiohal
trusted Help
eth3
ethd
eth5
3 ipEEC_LSErs
2 pptp_users
Add Show Users T &dd QOther...
Selected Members and Addresses:

15. | Select Network IP Address from the drop-down list in the Choose Type field and enter the
network behind IP Office in the Value field. Click OK twice to return to the smalloffice
properties window. Click Add under the To frame.

Add Member |
Choose Type| Metwork IP Address | 0K
Walge: |40 .40 42 .0 £24 Canhcel
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 41
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Step | Description

16. | Select trusted and click Add to specify the trusted network behind the Firebox X. Click OK
to return to the smalloffice properties window.

Add Address |

Members: 1]

b e.:-cternal Cere]
W firebow

y ophional
af trusted
d eth3
4 ethd
i eths
IPEEC_LIEEIS

Help

Show Uzers T Add Other. .

Selected Members and Addrezzes:

.ﬁ truzted
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Step | Description

17. | Click the Outgoing tab and repeat steps 13-16 to enable and allow outgoing connections from
the trusted network to the network behind Small Office Edition.

smalloffice Properties |

Incoming | Dutgningl F'n:upertiesl

Incoming smalloffice connections are...

Enabled and Allowedid
Eram:
40.40.42.0/24

Add... | Eemwel

-
o

fruzted

ddd. .. | Flemnvel

Logging... |

[T Guteblock sites that attempt to connect via smallafiice

ak. Cancel Help
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Step | Description
18. Click OK and Close on the Services window to return to the Policy Manager window.
smalloffice Properties |
lhcoming  Jutgoing | F'ru::pertiesl
Outgoing gmalloffice connections are. ..
A |
From:
trugted
Add... | Remowve |
To
40.40.42 0424
Add... | Remove |
Logging...
QFk. Cancel Help
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 41
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3.3. Configure the WatchGuard SOHO

Step | Description
1. | Open the SOHO 6 Configuration screen by specifying the IP address of private interface of the
SOHO 6tc Wireless in a browser window. Click the Manual VPN option on the left pane and
click Add to create a VPN tunnel to the IP Office.
23 WatchGuard Configuration Settings - Microsoft Internet Explorer =3 x|
File Edt View Favorites Tools  Help ‘
dpak - = - D ot | Qzearch  GelFavorites Media (4 | - S - =
addvess [&] hitpsi110.10.42, Livprman.him x| @eo |Linl6 B
System Status = -
fietidork Manual VPN
Gateway
smalloffice
Add | Edit | Remowe
. = |
&1 pne [ @memet
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 41
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Step | Description
2. | Enter the values shown below to match the IP Office tunnel configuration for Phase 1 and the
shared key.
3 watchGuard Configuration Settings - Microsoft Internet Explorer == x|
File Edt View Favorites Tools Help ‘
GBak - = - (D 7at | Qhsearch  [BlFavorkes  Mediz oF | - S
Address IEhttp:”m.m.‘azuzfggway.htm?gway:smaunfﬁca | @ |Links 2
WatchGuardsv )
SOHO 6 Configuration Li ty |Heln | Support | AboutUs | Cont
System Status YEN = Manual VPN
HELHIR Edit Gateway
Name s
Shared Key W
Phase 1 Settings
Mode [MainMode =]
Remote IP Address |3I] n4z2
Local ID [20.20.42.2 Tye [IPAddress 7]
Remote ID [30.30.42.2 Tyne [IP Address x| L
Authentication Algarithrm lm
Encryptian Algarithrm IWI
Negoliali iration i
eqotiation exp:{rjﬂlg;;g ID—
Megotiation expiration in hours |24
Diffie-Helman Group |2 =
¥ Generate IKE Keep Alive Messages
\WebBlocker . Phase 2 Settings
VPN Authentication Algorithm ISHA‘I-HMAC 'I =
|2 pore ’_’_’_ 0 Internet
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 21 of 41
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Step | Description

3. | Enter the values shown below to match the Phase 2 1P Office tunnel configuration. Enter the
subnet of the Phone Manager PC in the Local Network field and the subnet of the IP telephone
and IP Office in the Remote Network field and click on Add to specify the local and remote
networks for the tunnel.

2 WatchGuard Configuration Settings - Microsoft Internet Explorer ] 5

File Edit %ew Favorites Tools Help ‘

= Back ~ = - @ at | QSearch [l Favarites @Media @l %v =) E @

Address http:fi10, 10,42, 1 cFgaway htm?gway=smalloffice j G0 |Links &
Authentication Algorithm | SHAT-HMAC « ;I

Encryption Algarithm | 3DES-CBC 'l
Megatiation expiration in l—
kilobytes 0
Hegatiation expiration in hours (24

Diffie-Helman Group (2 =

¥ Generate IKE Keep Alive Messages

Phase 2 Settings

Authentication Algarithm ISHA1—HMAC 'l
Encryption Algarithm |3DES—CBC 'I

[ Enable Perfact Forward Secrecy

Key expiration in kilobytes ID
Key expiration in hours |1

Local Network Remote Network
10.10.42.0/24 40.40.42.0424

Retowve |

Local Metwark ID_D.D.D;‘U
Rermote Network ID_D.D.D!D Add

.y
‘@ Dane ’7’7,7 # Internst v

[4]
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4. Configuration 2 (VPN tunnel between client and IP Office)

4.1. Configuring Avaya IP Office

Step | Description
1. | The following screen applies when the Firebox X is used in configuration 2. Click on the
Tunnel item under the Configuration Tree view. Right-click over the tunnel window Enter
the values shown below for the local and remote networks and the remote tunnel endpoint
address of the Phone Manager PC in the Gateway field.
{TiManager [255.255.255.255] {C:\Program Files'...\Manager',) 00EDD70149D5.cfg 101 =l
File Edit Wew Tools Window Help
]
=
e
2 BOOTP (] Tunnel Mame | Local Account Hame | Remate Account Ma... | Local IP address |
& Dperator (3] '8 watchguard 40.40.42.0
B System 00E0070143D5
o Lo R = 1
[+ =L Contral Unit [3] . = .
& E stensian [14] Main | IKE PD|ICIBSI IPSec PD|ICIESI
E3 User [16)
[ 558 Hunt Group (1] N
E: Shertcods (59) e |watchguard
Service (0]
RAS [1] i~ Local Configuratior
Inzaming Call Route [2]
WAN Part 0] P &ddress |4D.4D.42.D
Directary (0]
------------ Time Profils (0] IP Mask |255.255.255.0
&% Firewall Prafils [1]
+]--FF 1P Route [2) Gateway I s anafiasea
Least Cozt Route (0]
[ License (3) —Remote Configuration
B Account Code [0
B B Wieless B0211b (1) IPAddiess  [10.10.42.201
------------ a Uger Restriction (0]
------------ IS Logical LAN (0) IP Mask [255. 255 255 255
- Ry Turmel [1]
g—n Auto Attendant [0] Gateway |-| 01042201
[ MR EG11 System(1]
)4 Cancel
A
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Step | Description

Note: The following screen applies when the SOHO is used in configuration 2. The external
IP address of the SOHO (e.g., 20.20.42.2) must be specified as the remote tunnel endpoint

address in the Gateway field because NAT (Network Address Translation) cannot be turned off
on the SOHO.

{¥iManager [255.255.255.255] {C:\Program Files'...\Manager',} DDEDD70149D5.cfg 10| x|
File Edit Miew Tools MWindow Help

=1

o
BOOTF (1] Tunnel Mame I Local Account Name I Remote Account Na... I Local IF address |

Operator (3] W8 uatchguard 4040420
@ System D0EOO7O14305

Lre 1ol
(-S4 Contral Unit [3) :
Extension [14] Main |IKE Palicies | IPSec Policies |
£ User [16]
[ %j; Hunt Group [1) N
- 2] Shortcade (53] e |watchguard
g Service (0]
- RaS (1] Lacal Configuration
[#]- % Ineoming Call Routs (2]

AN Port (0] IP Address |40.4n.42.0

Diirecton (0]

Time: Profils [0) IP Mask [255 255 2550

ol Firewall Profile [1]
5P IP Floute (2] Galeway [[ctocatmentaner
Least Cost Route (]

Licenss (3] . .
J% ecount Code (0] —Remote Configuration
S Wireless 802110 (1] |—
a User Restriction [0] IP Address 10.10.42.201
[ Logical Lan (0 P I—
£\ Tunrel (1] 255,255,255, 255

g Auto Attendant [0)

Gateway I—
o EG11 Spstem(1) 20.20.42.2

QK | Cancel |
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Step | Description

3. | Click the IKE Policies tab. Enter the values shown below for Phase 1 from Table 1 for a
client tunnel:
e Shared secret — The password used for authentication and must match on the device at
the other end of the tunnel.
e Confirm Password — Re-enter the shared secret again
Exchange Type — Aggressive provides faster security setup but does not hide the ID’s
of the communicating devices
Encryption — The encryption method used by the tunnel.
Authentication — The password authentication used by the tunnel.
DH Group - Diffie Hellmann Group
Life Type — Sets whether the Life value is measured in seconds or kilobytes.
Life — The duration before re-authentication is required.

{TiManager [255.255.255.255] {C:\Program Files'...\Manager',) 00EDD70149D5.cfg 101 =l
File Edit Wew Tools Window Help

=l

i{ri Configuration Tree =13 x|

----- BOOTR (1] Tunrel Hame | Lacal Accaunt Name | Remate Account Ma.. | Local IP address |

Operator 3] B watchguard 4040420
@ Systern D0EOO701430D5

B e i

[ Contral Unit (3] - . —

[ Extension [14] tain  IKE Policies | IPSec F'olu::lesl

E2 9 User [16]

= £83 Hunt Group [1] Shared Secret I xxxxxxxxx

[+ Shortcode [59]
Service (0] Canfirmn I xxxxxxxxx
RAS [1] Pazsword

4 Inzaming Call Route [2] Erelh T -

............ ‘\WN Port 0] EELSNCE RS I.-’-‘«ggresswe j
Directony (0] .
Time Profils (0] Encryption [apEs cec =]
Firewall Profile [1] -
IF Rroute [2] Authentication ISHA j
Least Cozt Route (0]
License [3] DH Group Group 2 -

P
............. B Account Code (0] I J
[+ S Wireless 802110 1) L Tie ISBCDndS j

a Uzer Restriction (0]
[ Logical LaN (0] ;
A Tunnel [1] Hitz [s400

g Auto Attendant (0]
[ MR EG11 System(1]

Ok | Cancel
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Step | Description

4. | Click the IPSec Policies tab. Enter the values shown below for Phase 2 from Table 1 for a
client tunnel:

Protocol — The encryption protocol used by the tunnel.

Encryption — The encryption method used by the tunnel.

Authentication — The password authentication used by the tunnel.

Life Type — Sets whether the Life value is measured in seconds or kilobytes.
Life — The duration before re-authentication is required

zﬂ Manager [255.255.255.255] {C:\Program Files',...',Manager', ) 00ED070149D5.cfg - ID'EI
File Edit Wiew Tools ‘Window Help

=

=T
BOOTP (1) Tunnel Mame I Local Account Mame I Remate Account Na... | Local IP address |

Operator (3] 8 watchguard 40.40.42.0

- System O0EOO7014905
-] Line (5] ~ .
Control Unit (3) =lolx|
H Estenzion [15)
Uszer [17)

% Hunt Group (1)

- #F) Shartcode (53]
(B8 SErvice (0]

Main | IKE Policies IPSec Policies |

e RAS (1] PFS r
-5 Incoming Call Foute (2]
. 2 Wi Port [0 Protocol ESP -
- Diirectory (0] I J
- Time Profile (0] .
E i -
B Firewall Prafile (1] repan | 3DES =
[ IP Route (2] o
ol B Least Cost Route [0) Authentication | HpaC SHA =l
[ License (3
B Aceount Code (0] H Group IGroup‘I j
= wireless 802116 (1]
- a User Restriction (0 Life Type S 1 =
I Logical LEN (1) |seconds =

Ry Tunnel (1) )
o Auto Attendant (0] Life |3EUU

% E911 Systern(1]

ak I Cancel Help

Click OK.
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4.2. Configure MUVPN Client

Step | Description

1. | Open the Security Policy Editor by navigating to Start > Programs -> Mobile User VPN >
Security Policy Editor. Right-click My Connections and select Add = Connection.
Specify the name of the new connection (e.g., smalloffice) and enter the values shown below,
matching the IP Office tunnel configuration by specifying the remote subnet and IP address of
the Small Office Edition as the remote tunnel endpoint address.

B Security Policy Editor - Mobile User ¥PN o ] |

File Edit Options Help

3% (3] +4] MBI

Metwork Security Palicy

EI:I ty Connections — Connectian Security

2B~ F sl Cc + Secure [ Only Connect b anually
. Other Connections w0 Niarseans %
{~ Block

— Remote Party |dentity and Addressing

D Tope |IF' Subnet j
Subnet: |4u.4n.42.n

b ask: |255.255.255.n

Fratocal |m| *|  Par |4 =

¥ Connect using ISecure Gateway Tunnel j
ID Type |IP Address =
|3n.3n.42.2

Click here tao find out about program add-ons.
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Step | Description

2. | Expand the new connection by clicking on the “+” next to the connection name and click My
Identity. Select None in the Select Certificate drop-down list. Click Pre-Shared Key and
Enter Key to supply the same password specified in the IP Office tunnel configuration. Select
Preferred in the Virtual Adapter drop-down list and leave the other fields as default.

P Security Policy Editor - Mobile User ¥PN o [m] ||

File Edit ©Options Help

2wl x(a] 24| I S|

Metwark Security Policy

=1 My Connections — My I dentity
E@ %nalfhe Select Cartficate Pre-Shared Key |
e Ay [dentity
: g Security Palicy IN':'”E j
o Other Connections ID Type Part
[IP &ddhess =l fi =i
I.-i'-.n_l,l
Wirtual Adapter I Preferred j

Internal Metwark IP Address ID-D-U.U

— Internet Interface

M ame I,-'l'-.ny j
IP Asdd [y
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Step | Description

3. | Click Security Policy and select Aggressive Mode for Select Phase 1 Negotiation Mode and

leave the other fields as defaults.

'-" Security Policy Editor - Mobile User ¥PN
File Edit ©Options Help

=101 %]

e x =] [+

Metwark, Security Policy

= My Connections

El@ smallaffice
w3 My Identity
Elg, Security Policy
=& Authentication [Phase 1)
- [2) Proposal 1
Elﬁ k.ey Exchange [Phase 2]
[ Proposal 1
----- Other Connections

A S

Select Phase 1 Megotiation Mode
" Main Mode

— Security Palicy

* Aggressive Mode
= Use Manual Keys

[~ Enable Perfect Fonward Secrecy [FFS]

FFS Key Group |Diffie-Hellman Group 1 7 |

¥ Enable Replay Detection
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Step | Description
4. | Expand Security Policy and Authentication (Phasel). Click Proposal 1 and enter the values
shown below to match the IP Office tunnel configuration for Phase 1.
P security Policy Editor - Mobile User ¥PN o ]
File Edit Options Help
2in] g 14 S
Metwork Securnity Policy
=1 My Conrnections
E@ smalloffice . — Authentication Method and Algorithrs
-3 My ldentity
El@. Security Palicy Authentication Method
=& Authentication (Phase 1) Pre-Shared Ky j
El% k.ey Exchange [Phase 2] —Encmption and Data [ntegrity Algarithns
D Propozal 1
..... Other Connections Encrypt Alg IT,":,|E DES vI
Hash Alg ISH;’-‘H VI
Seconds
SAlfe  |Seconds x| [86400
Key Group IDiffie-HeIIman Group 2 j
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Step | Description

File Edit ©Options Help

'-" Security Policy Editor - Mobile User ¥PN

5. | Expand Key Exchange (Phase2). Click Proposal 1 and enter the values shown below to
match the IP Office tunnel configuration for Phase 2.

e x =] [+

Metwark, Security Policy

EID by Connections
=By smalloffice

EE_'::_I, Security Palicy
=& Authentication [Phase 1)
- [2) Proposal 1
E% K.ey Exchange [Phasze 2)
PP Froposal 1
----- % Other Connechions

A S

—IPSec Protocolz

=101 %]

Seconds k.Bytes
Salife  |Seconds  =|[3600 |

Compression |Nu:|ne =l

¥ Encapsulation Protocal [ESF)

Encrypt Alg ITripIe DES vI
Hazh Alg I SHA- - I

E ncapzulation I Tunnel - I

[ Authentication Protocal [4H]

HashAlg |SH¢«-1 vI
Eﬂcapsulatiunl Tunnel - I

6. | Click File > Save or the floppy disk icon B on the tool bar to save the configuration.

SH; Reviewed:
SPOC 12/30/2004

Solution & Interoperability Test Lab Application Notes 31o0f41
©2004 Avaya Inc. All Rights Reserved.

IPO-watchguard.doc




5. Interoperability Compliance Testing

The features of the WatchGuard Firebox and SOHO products were tested to determine if VPN
tunnels could be established with IP Office.

5.1. General Test Approach

The following scenarios were tested using the network configuration diagram shown in
Figure 1:

Ability to establish a site-to-site VPN tunnel (Configuration 1) between the WatchGuard
products (Firebox X2500 or SOHO 6tc Wireless) and the Small Office Edition

Ability to establish a VPN tunnel (Configuration 2) between the Phone Manager Pro
client and the Small Office Edition using the MUVPN client provided by WatchGuard

Two-way tunnel creation

Support for two IPSec (IP Security) tunnel types, as defined in Table 1, for the site-to-
site and client VPN tunnels

Voice calls were placed manually and subjective quality noted for both G.711 and G.729
codecs. Direct Media Path was enabled for the Small Office Edition

RAS (Registration Admission Status) over the VPN tunnel

5.2. Test Results

Testing was successful. Site-to-site and client VPN tunnels could be established between IP
Office and the WatchGuard Firebox X and SOHO products.
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6. Verification Steps

Step

Description

1.

Using the IP Office SysMonitor log, verify that Phase 1 and Phase 2 negotiations completed.
The negotiation messages will only appear if the trace option IPSec Events is checked under
the VPN tab for the SysMonitor log filter. Following is an example of the Phase 1 and Phase 2
negotiation messages.

297545mS IPSecEvent: transport_add: adding ffe8e6c0

297546mS IPSecEvent: transport_reference: transport ffe8e6c0 now has 1 references
297546mS IPSecEvent: Received request to negotiate ID_PROT Mode Phase 1 security for
policy watchguard

297548mS IPSecEvent: transport_reference: transport ffe8e6cO now has 2 references
297550mS IPSecEvent: transport_reference: transport ffe8e6c0 now has 3 references
297572mS IPSecEvent: transport_reference: transport ffe8e6c0 now has 4 references
297573mS IPSecEvent: transport_release: transport ffe8e6c0 had 4 references

297573mS IPSecEvent: transport_release: transport ffe8e6cO0 had 3 references

297573mS IPSecEvent: transport_reference: transport ffe8e6c0 now has 3 references
300022mS IPSecEvent: transport_reference: transport ffe8e6c0 now has 4 references
300022mS IPSecEvent: transport_release: transport ffe8e6c0 had 4 references

300024mS IPSecEvent: transport_release: transport ffe8e6cO0 had 3 references

300025mS IPSecEvent: transport_reference: transport ffe8e6c0 now has 3 references
300028mS IPSecEvent: Phase 1 negotiations completed: src: 30.30.42.2 dst: 20.20.42.2
300028mS IPSecEvent: exchange_free: calling: timer_remove_event(exchange->death)
300029mS IPSecEvent: transport_release: transport ffe8e6cO0 had 3 references

300029mS IPSecEvent: transport_release: transport ffe8e6cO0 had 2 references

300040mS IPSecEvent: transport_reference: transport ffe8e6c0 now has 2 references
300042mS IPSecEvent: Received request to start Phase 2 security negotiations, src:
30.30.42.2 dst: 20.20.42.2

300042mS IPSecEvent: transport_reference: transport ffe8e6cO now has 3 references
300044mS I1PSecEvent: transport_reference: transport ffe8e6c0 now has 4 references
300068mS IPSecEvent: transport_reference: transport ffe8e6cO0 now has 5 references
300068mS IPSecEvent: transport_release: transport ffe8e6c0 had 5 references

300073mS IPSecEvent: transport_release: transport ffe8e6cO0 had 4 references

300074mS IPSecEvent: IPSec: Chosen IPSec Auth Algo = 7

300074mS IPSecEvent: IPSec Object=ffdeeaeO created for SA=ffdeflOc destination=20.20.42.2
300075mS IPSecEvent: IPSec: Chosen IPSec Auth Algo = 7

300075mS IPSecEvent: IPSec Object=ffdee6f0 created for SA=ffdedb90 destination=30.30.42.2
300076mS IPSecEvent: Completed Phase 2 negotiations between src: 30.30.42.2 dst:
20.20.42.2

300076mS IPSecEvent: exchange_free: calling: timer_remove_event(exchange->death)
300076mS IPSecEvent: transport_release: transport ffe8e6cO0 had 3 references
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Step

Description

From the Firebox System Manager window, expand the tunnel name listed under the Branch
Office VPN Tunnels item to view statistics for the site-to-site tunnel between the Firebox X
and Small Office Edition.

.= Firebox System Manager - 10.10.42.1 [Connected] - |EI|5|
- 0 Gl @ S5 W
Frant Panel | Traffic MDnitDlI B andwidth Meterl 5

Status =+ ‘ 1D'1 L. =

. ‘:; Firebiowx Status

Extenal Er ﬁ Branch Office WPN Tunnels

C1¥2 smalloffice 30.30.42.2 - IPSEC

= SEMT: 137728 bytes (2098 packets)
~¢=  RECW: 292728 bytes [4303 packets)

............... Tunnel expires in; 23 howrs, 40 min
SHAT-HMAL Authentication
3DES-CBC Encryption

--------------- Fouting Policies: 10.10.42.0/24 ->40.40.42.0/24
Optional Bfﬁ Femate YPH Tunnels

Traffic

Load

Dretail
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Step

Description

Click on the Traffic Monitor tab to view Phase 1 negotiation messages.

g~ 10

Frant Panel  Traffic Monitor ] Eandwidth Meter | Service Watch ] Status Report | Authentication List | Blocked Sites

EE

09/17/04 0 nel i lirit

80 [Fing)

WDORID 154_WEWDORID

0180 (Ping)

WENDORID

=101 x|

SH; Reviewed:
SPOC 12/30/2004

Solution & Interoperability Test Lab Application Notes
©2004 Avaya Inc. All Rights Reserved.

350f41

IPO-watchguard.doc




Step | Description
4. | From the Firebox System Manager, select Tools = Log Viewer or click on the & taskbar icon
to view the Phase 1 negotiation message history.
C:Program Fil atchGuard'log: 10.42.1-2004-09-15-14-14-33.wgl - Log¥iewer =gl x|
File Edit Miew Help
|zEs =ane o]
Date [ Tine | Disp. 1/F Proto. Source Destination 5. Port D. Port Details ]
09-17-04 09:08:42 kernel ipsec: Acguiring keys for channel &5
091704 09:08:42 allow ethl icmp 10.10.42. 201 40.40.42.201 a il (Ping)
09-17-04 09:08:42 iked[138] Acquiring kev for channel-policy S5-0
09-17-04 09:08:42 iked[138] Kev acguire proxyraddr = 40.40.42.0
09-17-04 09:08:42 iked[138] Kev acguire proxyladdr = 10.10.42.0
09-17-04 09:08:42 iked[138] ip=sec_acquire_keys laddr = 20.20.42.2, raddr = 30.30.42.2
091704 09:08:42  iked[138] TO 30.30.42.2 HM-HDR ISA_SA ISA_VENDORID ISA VENDORID ISA_VENDORID ISA_VENDORID
091704 09:08:42 iked[138] FROM 30.30.42.2 MH-HDR ISA_SA
09-17-04 09:08:42 iked[138] TO 30.30.42 .2 MM-HDR ISA_KE ISh_HOHCE
09-17-04 09:08:43 allow ethl icmp 10.10.42. 201 40.40.42.201 a 1] (Ping)
09-17-04 09:08:43 iked[138] FROM 30.30.42.2 HHM-HDR IS4_KE ISA_HOKCE
09,1704 09:08:43  iked[138] TO 30.30.42.2 HMM-HDR* ISA ID ISA_HASH
09,1704 09:08:45 iked[138] FROM 30.30.42.2 MM-HDR* IS5A ID ISA HASH ISA_NOTIFY
09,1704 09:08:45 iked[138] Received INITIAL CONTACT message, mess _id=0=z00000000
09-17-04 09:08:45 iked[138] Pha=se 1 conpleted as initiator
09-17-04 09:08:45 iked[138] Getting IPSEC preferences as Initiator propnumn=1, mode={Tunnel), laddr=20.20.42.2, raddr=
09-17-04 09:08:45 iked[138] Getting IPSEC preferences as Initiator propnum=2, mode=({Tunnel)., laddr=20.20 42.2, raddr=
09,1704 09:08:45  iked[138] TO 30.30.42.2 QM-HDR* -34219461 IS4 HASH ISA Si ISA_NONCE ISi_ID ISa ID
09,1704 09:08:45 iked[138] FROM 30.30.42.2 QM-HDRE* -34219461 IS4 HASH ISA Si ISA_NONCE ISi_ID ISa ID
09-17-04 09:08:45 iked[138] Load outbound ESP S&, Algs=ESP_3DES-AUTH_ALG_HMAC SHAl Life=86400sec-0KB SPI=FS3B003D
09-17-04 09:08:45 iked[138] Load inbound ESP SA&, Algs=ESP_3DES-AUTH_ALG_HMAC SHAl Life=86400sec-0KB SPI=02049169
09-17-04 09:08:45 iked[138] Tunnel created for 10.10.42 . 0-24 <—> 40.40.42 0-24
0917704 09:08:45 iked[138] Committing Sk= for channel=5 estsblished with QM nessage_id=34219461
09-17-04 09:08:45 kernel ipsec: make bundle for channesl 5, 1 in SA's. 1 out Sa's
09-17-04 09:08:45 iked[138] TO 30.30.42.2 QM-HDR* -34219461 ISA_HASH
09-17-04 09:08:45 allow ethl icmp 10.10.42. 201 40.40.42.201 a 1] (Ping)
09-17-04 09:08:46 allow ethl icmp 10.10.42. 201 40.40.42.201 a 1] (Ping)
09-17-04 09:18:29 firewalld[121] Putting file wg.cfg (from 10.10.42.201)
09-17-04 09:18:29 firewalld[1l21] File synchronization completed
09-17-04 09:18:29 firewalld[121] Property not restartable: debug syslog. facilitvy log localn
09,1704 09:18:38 firewalld[121] Rebooted by 10.10.42.201
09-17-04 09:18:41 fwcheck[130] fwcheck: reboot reguest received, rebooting. ..
09-17-04 09:18:41 fycheck[130] Shutting down =th0
09-17-04 09:18:41 fwcheck[130] Shutting down ethl
09,1704 09:13:32 installd[63] Watchguard Installer Daemon 7.21 B1596 (C) 1996-2004 WGTI =
09-17-04 09:19:32 in=stalld[63] Performing loopback detect -
q | o
For Help, press F . . . . [Takal Lines: 1%
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Step | Description

5. | Open the SOHO 6 Configuration screen by specifying the IP address of the private interface of
the SOHO 6tc Wireless in a browser window. Click the VPN Statistics option on the left pane

to view statistics for the site-to-site tunnel between the SOHO 6tc Wireless and Small Office
Edition.

4} watchGuard Configuration Settings - Microsoft Internet Explorer =

File Edt “iew Favaorites Tools Help |

R R | ﬁ| @ search  [FFavorites @fMedia ¢4 | - S

Address IEhttp:li,i30‘30.42.l,ivpnstat.htm j et |L\r|k5 i

g
WatchGuardg='»
SOHO 6 Configuration U

System Status
Network M .
- Statistics

-

curity | Help | Support | About Us | Contact Us

‘il IpSec Statistics

BEUNDLE (0} (Tunnel) refcnt = 2
20.20.42.2{7efb0401) (ESP): (Marture) refcnt(l)SRC:10.10.42. 201 PROXY:10.10.42.201
AUTH: 5HAL-HMAC Authentication
CRY¥PT: 3DEZ-CEBC Encryption
Create Time: 0000000000000Z5b  First Use: 0000000000000274
Bytes: 00000000002401al Packets: 00008ecd
Soft Timeouts: Bytes: 0007c28£5 Use Time: 000014943
Hard Timeouts: Bytes: O0007E£££f Use Time: 0000LS53E£3
BUNDLE (0) (Tunnel) refcnt = 1
10.10.42.201 (heel7037) (ESP): (Mature) refcnt(l)SRC:20.20.42.2 PROXY:20.20.42.2
AUTH: SHAL-HMAC Authentication
CRY¥PT: 3DES-CEC Encryption
Create Time: 0000000000000Z5b First Use: 0000000000000Z74
Eytes: 000000000065b378 Packets: 000lalfs
soft Timeouts: Bytes: 0007aeld? Use Time: 0000L38£3
Hard Timeouts: Bytes: OD007E£££f Use Time: 0000LS3E3

|@ http:fi30,30,42, 1 fvpnsyr . htm ’7 ’7 ’7 |‘ Internet
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Step | Description

6. | Navigate to Start 2 Programs - Mobile User VPN = Connection Monitor to view
statistics for the client VPN tunnel to Small Office Edition.

P Connection Monitor - Mobile User ¥PN

Global Statistics

=10

MorrSecured Packets |54

Dropped Packets

Secured Packets |2'328
Feset |
ID Secured Data [KBytes] |157

LClose |
[etails |

Connection Name

| Local Address |

Local Subnet | Remate Addressl Remate Maodifier | G Address

| Protocol | Local F'ortl Fem Park |

& My Connectionzhemalloffice

10.10.42.201

255,255,265, 255 40.40.42.0 255,266, 285.0 30.30.42.2 ALL ALL ALL

Navigate to Start - Programs -> Mobile User VPN - Log Viewer to view Phase 1 and
Phase 2 negotiation messages for the client VPN tunnel to Small Office Edition.

B Log Viewer - Mobile User ¥PN

Clear I

Freeze | Save Logl

Frint |

Cloze I

=100 x]

Kl

23
-2
23
T2
23
T-23
23
23
-2
23
T2
23
T-23
23
T2
23
T-23
23
23
-2
23
T2
23
T-23
23

13:52:48.296 My Connectionssmalloffice -
13:52:48.296 My Connectionshamallaffice -

13:62:48.296

13:59:22 546 My Connectionzsmalloffice -
135322 A6 My Connections smalloffice -
13:55:22 hdf My Connectionshsmalloffice -

SEMDINGy > > 1SAKMP DAK (M HASH)
Loading IPSec S& (Message D = BFEET3AB OUTBOUND 5P = BE2434D 8 INBOUND SPI = 34123408)

Deleting IPSec 54 [OUTBOUND SPI = B62434D8 INBOUND 5P = 34123408)
SENDING>»>> [SAKMP DAK INFO *[HASH, DEL)
Deleting IKE 54 (IP ADDR=30.30.42.2]

13:5%22546 My COOKIE 053248 ef d59a 42 ek
1259222546 HI5COOKIEbBSE30bb21632d

13:59:22 546 My Connectionshamallaffice -

14:00:01.437

14:00:01.437 My Connectionssmalloffice -
14:00:01.453 My Connections smalloffice -
14:00:03.584 by Connectionshsmalloffice -
14:00:04.000 by Connectionztsmalloffice -
14:00:04.000 by Connectionstsmalloffice -

SEMDING»»»> 15ARMP OAK INFO #[HASH. DEL)

Initiating IKE Phase 1 [IP ADDA=30.30.42.2)

SENDING>»»>> [SAKMP DAK AG [SA, KE, NON, 1D, VID 52)

RECEMED <<+ 154KMP OAK AG [Sa, KE. MON, 1D, HASH)

SEMDING>>>» ISARMP DAK AG *[HASH, NOTIFSTATUS_INITIAL_COMTALCT)
Established IKE 54

14:00:04.000 My COOKIE 33 af d1 4811 a1 13 a6

14:00:04.000 HIS COOKIE d0 3 e0 83
14:00:04.000 by Connectionz smalloffice

oo 41 4182
- Initiating IKE Phase 2 with Client 1Dz [message id; BCALSTER]

14:00:04.000 Initiator = 1P ADDAR=1010.42.201, prot = 0 port =0
14:00:04.000 Responder = I[P SUBNET /MASK=40.4042.0/255. 255 285.0, prot = 0 part = 0

14:00:04.000 by Connectionsssmalloffice
14:00:04.04E by Connectionz smalloffice
14:00:04.04E by Connections\smalloffice
14:00:04.046 by Connectionsssmalloffice
14:00:04.046

- SENDING>»»> ISAKMP DAK QM *[HASH, SA, NON, 1D 2x]

- RECEIVED<<< ISAKMP OAK QM SHASH, 54, NON, ID 2x)

- SENDING»»> ISAKMP DAK QM *HASH)

- Loading IPSec 5A [Message |D = BCAASTEE OUTBOUND SPI = 433EF843 INBOLUMND 5PI = 126B6245)

| 3

|
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7. Support

For technical support on WatchGuard, visit http://www.watchguard.com/support.

8. Conclusion

The configuration of site-to-site VPN tunnels between the Avaya IP Office and WatchGuard
Firebox X and SOHO products as well as client VPN tunnels to IP Office has been successfully
compliance tested.
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