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Abstract

These Application Notes describe the configuration of an AudioCodes Mediant 3000 Media
Gateway 3.0 with Transport Layer Security (TLS) and Secure Real-time Transport Protocol
(SRTP) to secure SIP signaling and media against unauthorized recording or interception. The
AudioCodes Mediant 3000 Media Gateway 3.0 is a feature-rich VoIP gateway that offers a
broad range of PSTN interfaces and functions, allowing conversion of legacy TDM networks
to decentralized IP networks. VoIP security is implemented by using TLS to authenticate
hosts, securing the signaling channel. SRTP encrypts the media between endpoints.

Information in these Application Notes has been obtained through Solution Integration
compliance testing and additional technical discussions. Testing was conducted at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required to implement Transport Layer
Security (TLS) for SIP signaling and Secure Real-time Transport Protocol (SRTP) for media
security in an AudioCodes Mediant 3000 Media Gateway 3.0 as part of an Avaya Aura®
network solution. TLS adds functionality by enabling clients and servers to exchange verifiable
identity certificates (Mutual Authentication) prior to engaging in encrypted communications.
This offers the following security advantages:

e TLS prevents identity theft, where an interloper gains access by impersonating a trusted
SIP endpoint in the network.

e TLS implements signaling encryption to overcome eavesdropping (packet sniffing) and
man-in-the-middle attacks (intruder interrupting the dialog or modifying the signaling
data) by negotiating a dynamically generated symmetric key and using ciphers to encrypt
TLS handshakes.

TLS identity certificates can be self-signed or signed by a Certificate Authority, the latter is an
entity that issues digital certificates which confirm the ownership of a public key by the named
subject of the certificate.

The exchange of encrypted data relies on the use of a public/private key pair by each server and
client. Encryption parameters and ciphers are offered during the initial TLS handshake. TLS
operates on top of TCP, meaning UDP cannot be secured using TLS. To ensure ongoing
security, the connection may be renegotiated periodically.

SRTP is a variation of the standard RTP protocol with enhancements to provide message
authentication and encryption, adding a layer of security to RTP. SRTP requires endpoints to
agree on a cryptographic algorithm and to exchange keys prior to commencing transmission.
Once secured, transmission is protected from replay attacks and alteration by unapproved
sources. SRTP is independent of TLS; both are often used when Voice over Internet Protocol
(VoIP) transmissions must be secured over an unknown network.

SRTP uses the AES cipher to encrypt and decrypt messages and the HMAC-SHA1 algorithm to
authenticate the message and protect its’ integrity.

The AudioCodes Mediant 3000 Media Gateway 3.0’s primary function is to convert SIP
messaging into ISDN protocol and vice versa. The AudioCodes Mediant 3000 Media Gateway
3.0 supports several E1 and T1 signaling protocol variants for PSTN access with a capacity of
2000 voice channels.

GOR; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 40
SPOC 12/29/2013 ©2013 Avaya Inc. All Rights Reserved. acM3K_TLS_SRTP



2. Interoperability Testing

The primary utilization of the AudioCodes Mediant 3000 Media Gateway 3.0 (M3K) is to
convert ISDN trunks to SIP trunks, interfacing with a SIP Contact Center or SIP
Communications System via Avaya Aura® Session Manager. Using an M3K simplifies system
configuration and design; less local resources are needed for TDM to IP conversion.

These Application Notes focus primarily on securing M3K SIP telephony communications with
TLS and SRTP in an Avaya Aura® network environment. Securing M3K administration
functions (e.g., web management) are also presented where it is desirable to further enhance
security.

Intended users of these Applications Notes should be familiar with Avaya installation procedures
and necessary operating procedures. It is desirable to carry out procedures during a maintenance
window as many configuration changes require restarting equipment and may result in a
temporary loss of service. Configuration changes services that are service affecting will be
highlighted in the text.

2.1. Test Description and Coverage

Test cases included bi-directional calls between PSTN users and Avaya IP Deskphones
registered as SIP users to Session Manager, using SRTP for media, as well as traditional
telephony operations and features such as extension dialing, displays, hold/resume, transfer,
conferencing, and call forwarding.

In addition, failover testing was performed to verify calls between PSTN users and SIP users
registered to both Session Managers were successful when there were network connectivity
issues or when the primary Session Manager was unavailable.

2.2. Test Results and Observations
All test cases were successful.

It was observed that if the AudioCodes Create CSR button is unintentionally clicked, a new
AudioCodes Private Key is immediately generated which will replace the current Private Key.
This will automatically activate when AudioCodes is restarted and causes TLS handshakes to fail
for all connections.

If the Create CSR key is clicked in error, the process must be followed through to the end (i.e.,
the CSR must be signed and imported into AudioCodes) to get TLS working again.
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3. Reference Configuration

Figure 1 shows an AudioCodes Mediant 3000 used in conjunction with an Avaya Aura®
Communication Manager/Avaya Aura® Session Manager installation. Session Manager is a SIP
proxy; SIP trunks link Communication Manager to Session Manager and also link Session
Manager to M3K. Incoming PSTN calls (via an ISDN trunk) terminate on M3K and are
converted to VoIP protocol, then sent over a SIP trunk to Session Manager. Session Manager
routes the calls to Communication Manager where they terminate at the intended endpoints.

Outgoing PSTN calls are made via the SIP trunk between Communication Manager and Session
Manager. Session Manager then routes calls to M3K and onwards to the PSTN. The M3K acts as
a PSTN gateway, converting SIP calls to TDM, a function normally performed by an Avaya
Media Gateway.

SIP signaling paths are always via Session Manager, media may be direct from M3K to the
endpoint (if shuffling is on), else via the Avaya Media Gateway (if shuffling is off).

SIP signaling is built on top of TCP protocol, which is secured using TLS. Media (either from
M3K to the Media Gateway or direct from M3K to endpoints) is secured using SRTP.

= Avava Aural System Manager

|

Ancdiocodes Mediant 3000

m Avaya Aura® Secssion manager

Avaya Aura® Communication Manager

[50M )
Trunk Avava Aural® Media Gateway
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Figure 1: AudioCodes Mediant 3000 Reference Configuration.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager
Avaya S8800 Media Server

Release 6.2, FP2
Version 6.3.2.4.1339

Avaya Aura® Session Manager
Avaya S8800 Media Server

Release 6.2, FP2
Build 6.3.2.0.632023

Avaya Aura® Communication
Manager Evolution Server
» Avaya G430 Media Gateway

Release 6.2, FP2
Version: R016.x.03.0.124.0-20553

Avaya 9600 Series IP Deskphones (with
Avaya one-X® SIP firmware)

Release 2.6.10.1
Version 2-6-10-132005

Avaya 96x1 Series IP Deskphone (with
Avaya one-X® SIP firmware)

Release 6.2.2.25
Build: 96x1_IPT-SIP-R6_2 2-060613

AudioCodes Mediant 3000 Media
Gateway 3.0

R3.0 Firmware
Version 6.60A.026.001
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5. Configure Avaya Aura® Communication Manager for TLS

and SRTP

Prior to configuring AudioCodes Mediant 3000 for TLS/SRTP operation, it is desirable to have

previously configured Session Manager and Communication Manager. For detailed

administration and configuration instructions for TLS operation with Communication Manager

and Session Manager see the additional Reference [5] in Section 11.

The following is an abbreviated administration guide, listing the tasks necessary to enable

TLS/SRTP on Communication Manager:

Configure IP Codec Set.
Configure IP Network Region.

Configure SIP Signaling Group.

Verify Media Encryption is Supported.

Verify Initial INVITE with SDP for Secure Calls is enabled.

5.1. Verify Media Encryption is Supported

Logon to Communication Manager and on Page 4 of system-parameters customer-options
command; verify the Media Encryption Over IP? feature is set to

[

Yy .

display system—parameters customer-options

Page 4 of

OPTIONAL FEATURES

Emergency Access to Attendant?
Enable 'dadmin' Login?

Enhanced Conferencing?

Enhanced EC5007?

Enterprise Survivable Server?
Enterprise Wide Licensing?

ESS Administration?

Extended Cvg/Fwd Admin?
External Device Alarm Admin?
Five Port Networks Max Per MCC?
Flexible Billing?

Forced Entry of Account Codes?
Global Call Classification?
Hospitality (Basic)?
Hospitality (G3V3 Enhancements)?
IP Trunks?

MKKKNKBBKKKB  BKKKK

IP Attendant Consoles? y

IP Stations?

ISDN Feature Plus?

ISDN/SIP Network Call Redirection?
ISDN-BRI Trunks?

ISDN-PRI?

Local Survivable Processor?

Malicious Call Trace?

Media Encryption Over IP?

Mode Code for Centralized Voice Mail?

Multifrequency Signaling?
Multimedia Call Handling (Basic)?
Multimedia Call Handling (Enhanced)?
Multimedia IP SIP Trunking?

(NOTE: You must logoff & login to effect the permission changes.)

11

y
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5.2. Configure IP Codec Set

Use the display ip-codec-set n command where n is the number used to identify the intended
codec set. Ensure the necessary audio codecs are listed; use the change ip-codec-set n command
to alter these if required. In the Media Encryption section, ensure that Media Encryption
protocol 1-srtp-aescm128-hmac80 is configured.

display ip—-codec-set 3

Page 1 of 2

IP Codec Set

Codec Set: 3

Audio Silence
Codec Suppression
G.711MU n
G.729 n
G.711A n

O Ul WDN

Media Encryption
1: l1-srtp—aescml28-hmac80

N

Frames Packet
Per Pkt Size(ms)
2 20
2 20
2 20

5.3. Configure IP Network Region

Use the display ip-network-region n command where n is the network region in use.
Confirm the Codec Set number is the same as the ip-codec-set configured in Section 5.2.

display ip—network-region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: 1 Authoritative Domain: silstack.com
Name: calls to PSTN Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 3 Inter-region IP-IP Direct Audio: yes

UDP Port Min: 2048
UDP Port Max: 8001
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 0
Audio PHB Value: 0
Video PHB Value: 0
802.1P/Q PARAMETERS

Call Control 802.l1p Priority:
Audio 802.1p Priority:
Video 802.1p Priority:

H.323 IP ENDPOINTS
H.323 Link Bounce Recovery?
Idle Traffic Interval (sec):
Keep-Alive Interval (sec):
Keep-Alive Count:

IP Audio Hairpinning? n

0
0
0 AUDIO RESOURCE RESERVATION PARAMETERS
RSVP Enabled? n
Yy
20
5
5
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9

On Page 3 of the ip-network-region settings, ensure Allow SIP URI Conversion is set to “n”.
This settings prevents unsecure media being selected if an endpoints cannot negotiate SRTP
successfully.

display ip-network-region 1 Page 3 of 20
IP NETWORK REGION

INTER-GATEWAY ALTERNATE ROUTING / DIAL PLAN TRANSPARENCY
Incoming LDN Extension:

Conversion To Full Public Number - Delete: Insert:
Maximum Number of Trunks to Use for IGAR:

Dial Plan Transparency in Survivable Mode? n

BACKUP SERVERS (IN PRIORITY ORDER) H.323 SECURITY PROFILES
1 1 challenge
2 2
3 3
4 4
5
6 Allow SIP URI Conversion? n

TCP SIGNALING LINK ESTABLISHMENT FOR AVAYA H.323 ENDPOINTS
Near End Establishes TCP Signaling Socket? y
Near End TCP Port Min: 61440
Near End TCP Port Max: 61444

5.4. Verify Initial INVITE with SDP for Secure Calls is enabled
On Page 19 of system-parameters features command, verify the Initial INVITE with SDP for

[}

secure calls feature is set to “y”.

display system-parameters features Page 19 of 20
FEATURE-RELATED SYSTEM PARAMETERS
IP PARAMETERS
Direct IP-IP Audio Connections?
IP Audio Hairpinning?
Synchronization over IP?
Initial INVITE with SDP for secure calls?
SIP Endpoint Managed Transfer?

DB BK

Expand ISDN Numbers to International for 1XCES? n
CALL PICKUP
Maximum Number of Digits for Directed Group Call Pickup: 4
Call Pickup on Intercom Calls? y Call Pickup Alerting? y
Temporary Bridged Appearance on Call Pickup? y Directed Call Pickup? n
Extended Group Call Pickup: none
Enhanced Call Pickup Alerting? n

Display Information With Bridged Call? y
Keep Bridged Information on Multiline Displays During Calls? y
PIN Checking for Private Calls? n
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5.5. Configure SIP Signaling Group

Use the display signaling-group n command, where n is the intended signaling group number to
be used for TLS/SRTP. On Page 1, ensure the following values are used:

¢ Transport Method: tls
e Enforce SIPS URI for SRTP? y
e Near-end Listen Port: 5061
e Far-end Listen Port: 5061
e Far-end Network Region: 1 (verified in Section 5.3)
display signaling-group 2 Page 1 of 2

SIGNALING GROUP

Group Number: 2 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? y Priority Video? y Enforce SIPS URI for SRTP? y

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n

Near-end Node Name: procr Far-end Node Name: ASMI1
Near-end Listen Port: 5061 Far—-end Listen Port: 5061
Far-end Network Region: 1

Far—-end Domain:

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? vy

Session Establishment Timer (min): 3 IP Audio Hairpinning? y
Enable Layer 3 Test? y Initial IP-IP Direct Media? y

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6

If multiple Session Managers are in use, ensure each SIP Signaling Group should be
appropriately configured.
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6. Configure Third Party TLS Certificates on Avaya Aura®
Communication Manager

Avaya products are supplied with built in TLS certificates which are signed by the Avaya
product groups. These may be replaced if required by customer generated or third party
certificates. A full description of procedures and protocols associated with the certification
process are outside the scope of these Application Notes, see additional Reference [5] in Section
11 for more information.

This section focuses on how to replace the default Avaya certificates with new TLS certificates
signed by a third party root Certification Authority (CA) server.

6.1. Import a Third Party Root Certificate Authority Certificate

A Third Party root CA certificate is used to verify individual TLS identity certificates. This
certificate must be installed on Communication Manager and will be used to verify the identity
of endpoints which seek to communicate with Communication Manager.

Obtain a copy of the third party root CA certificate (in .pem format) on a USB pen drive, attach
this to Communication Manager, mount the pen drive and use the Linux shell to copy the
certificate file to the /var/home/ftp/pub location.

Alternatively, from the root CA server use a Secure File Transfer Protocol (SFTP) client, such as
Filezila or WinSCP, to connect to the Communication Manager IP address. Copy the third-party
Root CA certificate from the CA server to the location /var/home/ftp/pub on Communication
Manager. See the following screenshot, copy file rootCA_cert.pem (highlighted) to
/var/home/ftp/pub.

File Edit View Transfer Server Bookmarks Help New version available!
ST @ ——
I-FoePleswRad® DQPN

Host: |CAserver Username: |craft | Password: |eesses | Port: E]

Status: Directary listing successful ~
Skatus: Retrieving directary listing, ..

Command:  cd "pub”

Response:  New directory is: "fvarhomeftp/pub”

Command:  |s

Skatus: Listing directory fvar/home/ftp/pub
Skatus: Directary listing successful R
Local site! ‘certificates + | Remote site: | Tvarfhomejftpipub v
=i (B} Deskton -~ (%) acpsnmp ~
'_] My Documents : (%) avava
S i Avata-CCL 105 craft
H. S5 e
{2) Agent One » Communicator ver 5.2 i) COR
#HD) certs %) et
) COMPAG 5 pub
{71 Dermot temp &t 117 inads o
Filename  # Filesize  Filetype | Filename Filesize  Filatype Last modified  © Permissior
@c\iant_ﬁartpl? 2,694  Persona
B2 M cert.cer 2,046 Security
1,286 Securiby
sarvar,cert.cer 2,046 Security
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Using a web browser (Microsoft Internet Explorer or Firefox supported) logon to
Communication Manager using the system username and password (not shown).

From the top menu bar select Administration—->Server (Maintenance) (not shown).

On the side menu select Security 2> Trusted Certificates.
A new page opens showing the installed trusted certificates. Click the Add button (highlighted).

AVAYA

Administration / Server (Maintenance)

#| Trusted Certificates

Adrninistration

Status Summary
Process Status

Interchange Servers
Busy-CutfRelease Server
Shutdown Server Trusted Repositories
Server Date/Time

This page provides management of the trusted security certificates present on this server,

Software Version A = Authentication, Authorization and Accounting Services (e.g. LDAP)
Server Configuration < = Cormmunication Manager
Server Role W= wWeb Sarver
Metwork Configuration R, = Ramots Laaging
Cuplication Parameters
Static Rout
Di:pllcal,l Zuo:f?guration Select File Issued To Issued By Expiration Date Trusted B
O apr-ca. ot Avaya Product Root CA Avava Produck Root CA Sum Aug 14 2033 C W R
Fre Update/Upgrade Step () sip_product_roat.cart SIP Product Certificate Authority  SIP Product Certificate Authority Tue Aug 17 2027 W R

Manage Updates

[PSI Firmware Upgrades
IPSI Yersion
Download IPSI Firmware
Download Status

Activate IPSI Upgrade [ Display | |[ Add || [ Remove | [ copy | [ Help |

Activation Status

A new page opens. Type the root CA certificate name (rootCA_cert.pem) and click the Open
button (highlighted).

AVAYA

Admlnlstratmn { Server [(Maintenance)
TTdLETOOLE

Adrninistration

Metstat #  Trusted Certificates - Add

bR Thiz page allows for the addition of a trusted certificate to this server,
Process Status -

Interchange Servers E:n:tc.ﬂ-. certh.pem | PEM file containing certificate

Busy-OutfReleaze Server

Shutdown Server - [ Cancel ] [ Help ]

Server Date/Time
Software Mersion
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A new page opens showing some root CA certificate information to confirm it is the required
certificate. Type the root CA certificate name in the text box (rootCA_cert.pem) and select each
service under Add to these trusted repositories that will use this certificate to verify incoming
connections. Click the Add button when ready.

AVAY.

ff Adrministration

Administration f Server (Maintenance)
TTALETUULYE

Metstat #| Trusted Certificates

Status Surnrary
Process Status

This page provides rnanagernent of the trusted security certificates present on this server.

Interchange Servers Add this certificate
Busy-Dut/Release Server
Shutdown Server Issued To Issued By Eupiration Date
Server Date/Time rootCA rootCA Tue May 15 2018
Software Version
Server Confiquration |rootCAfcert.pem | Store the certificate in this file in each repository selected below
Server Role
Metwork Configuration Add to these trusted repositories
Cuplication Parametars
Static Routes Authentication, Authorization and Accounting Services (e.g, LDAP)
Dizplay Configuration
. = Comrmunication Manager
Pre Update/Upgrade Step Web Server
Manage Updates Remote Logging
IPSI Firmware Upgrades

IPSI Yersion
Download IPSI Firmware [ Add ] [ tancel ] [ Help ]

The Trusted Certificates page re-opens, showing the newly added root CA certificate.

AVAY.

ff Adrninistration

Administration / Server (Maintenance)

T #| Trusted Certificates
Process Status
Interchange Servers
Busy-CutfRelease Server
Shutdown Server Trusted Repositories
Server Date/Time

This page provides management of the trusted security certificates present on this server,

Software Version A = Authentication, Authorization and Accounting Services (e.g. LDAP)
Configuration < = Cormmunication Manager
Server Role W= Weh Sarver
Metwork Configuration B Rarhsta Lsaging
Cuplication Parameters
Static Rout
Di:pllcal,l Zuo:f?guration Select File Issued To Issued By Expiration Date Trusted By
O apr-ca.crt Avaya Product Root CA Avaya Product Root CA Sun Aug 14 2023 C W R
Fre Update/Upgrade Step () sip_product_root.ert SIP Product Certificate Authaority  SIP Produck Certificate Authority  Tue Aug 17 2027 W R

Manage Updates

[PSI Firmware Upgrades
IPSI Yersion
Download IPSI Firmware
Download Status

Activate IPST Upgrade [Display | [Remave | [copy ] [(Help ]

Activation Status

| O rootCA_cert.crt rootCA_cert rootCA_cert TueMay 15 2018 A CWR
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6.2. Generate a Certificate Signhing Request and Private Key for Avaya
Aura® Communication Manager

If the default Avaya root CA certificate for Communication Manager is changed, the default
Communication Manager identity certificate must also be changed. This requires access to an
enterprise or equivalent root CA certificate server which will validate the new Communication
Manager identity certificate. To replace the default Communication Manager identity certificate,
the following steps are required:

¢ (Generate a certificate signing request (CSR) on Communication Manager
¢ Submit the certificate signing request to the root CA server.
¢ Import the signed identity certificate to Communication Manager

Generate a CSR using the by logging on to Communication Manager (see Section 6.1), navigate
to Security—> Certificate Signing Request. Click on the New Request button (not shown), a
CSR form opens. Enter appropriate information for your organization in the Field Values text
boxes. Ensure the Communication Manager server Fully Qualified Domain Name (FQDN) is
entered for Common Name. The RSA Key Size (bits) should be 2048. Confirm the This is a
CA certificate (see help) radio button has No checked.

When ready, click on the Generate Request button. The CSR test is printed on a new screen
(not shown). Copy all the text from ————— BEGIN CERTIFICATE REQUEST-————
up to and including ————- END CERTIFICATE REQUEST-———-—

This text will be submitted to the root CA server for signing. The text can be pasted into a text
editor and saved (if required).

AVAYA

Adrinistration

ation / Server (Maintenance)

Y | Certificate Signing Request - Form
Current &larms
Agent Status
SHMP Agents Thiz page provides generation of a certificate signing request based on information for a certificate specified in this form.
SHMP T
: kS Certificate Field Field Yalue
Filters —
SMMEP Test Country Marne (2 letter code) us |
State or Province Narme (full name) _Colorado
System Logs Locality Marne (&g, city] |Denuver
Ping - m
Traceroute Organization Mame (e.g. company] ﬁf‘_??a
Metstat Organization Unit (2.9, section/departrment) |sIL
Status Summary Caornrmon Marme (2.9, host name) :cm.avaya.com
Process Status RSA Kay Size (bits) O 1024 @ zo4s
Interchange Servers
Busy-Out/Release Sarver This is a CA certificate (see help) @ s Ovves
Shutdown Server
o v )| ) ()
Software Wersion
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6.3. Sign the Certificate Signing Request on Certificate Authority

The CSR from Section 6.2 must be sent to the root CA server for signing. The CSR text will be
pasted into the root CA server. In this example a Microsoft Windows 2008 Server Enterprise CA
is used.

Using Internet Explorer, browse to the Microsoft Active Directory Certificate Services on the
CA server.

http://<IPaddressOf CAserver>/certsrv/
where <IPaddressOfCAserver> is the IP address or FQDN of the Microsoft Windows 2008 CA.

Click on Request a certificate.

/= Microsoft Active Directory Certificate Services - Windows Internet Explorer

— =

@ =) ¥ |£] httpi1192.168.1.34/certsrv/

File  Edit View Favorites Tools  Help

. Favories (& Microsoft Active Directory Certificate Services

Microsoft Active Directory Certificate Semvices

Welcome

Use this Web site to request a cerificate for your Web browser, e-ma
encrypt messages, and, depending upon the type of certificate you re

You can also use this Web site to download a certificate authority (C£
For more information about Active Directory Certificate Services, see

Select a task:

| Request a certificate |
View the status of a pending certificate request

Download a CA ceificate. cerdificate chain. ar CRL

A new page displays (not shown). Click on the advanced certificate request link.

A new page opens (not shown), click on Submit a certificate request by using a base-64-
encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.
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A new page displays. Paste the CSR into the Saved Request area. Ensure a Certificate
Template is selected that matches network requirements; contact your systems administrator if
required. When ready, click on the Submit button.

{= Microsoft Active Directory Certificate Services - Windows Internet Explorer

@.‘::’. - |§, http: /{135,564, 186, 142 certsrvfcertrgzt. asp

File Edit Yiew Favorites Tools  Help

i Favorites (& Microsoft fctive Direckory Certificate Services

Microsoft Active Directory Certificate Senices — TRIGGERCA1

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CM(
Reguest box.

Saved Request:

CERTIFICATE REQUEST----- b
CAQRwaTELMR KGR AMCVVMxETAP
certificate request | DQYDVQQHEWZEZWS 2 ZXIxD AMBgNVEAGTBUF2YX1h —

(CMC or BgNVEAMTDZ Nt L.oNphENO YWNr Loivb TCCAS TwDQY.T

PKCS #10 or AQoCggEBALLICcBYTPLv]oR, SENmERxS5uC2dpHtD

FPKCS #7) J+eHWnZt771TLNz20xDj 1¥JBbi tv1BwikxYkovFl M
£ | >

Certificate Template:

WebSerer-Enterprise |

Additional Attributes:

Attributes: |

Submit =

The Certificate Issued page opens. Ensure the Base 64 Encoded radio button is checked.
Click the Download certificate link, a file selector opens allowing the file to be saved.
Save the file with a .pem extension and a descriptive name, e.g., cmsigned.pem. Copy the
certificate to Communication Manager using SFTP into the /var/home/ftp/pub directory.

Microsoft Active Directory Certificate Services — ENTERPR

Certificate Issued

The certificate you requested was issued to you.

¢ DER encoded or|  Base 64 encoded |

-.W_ Download certiﬂcate|
=1 Download cerfificate chain
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6.4. Install the Third-Party Signed Identity Certificate into Avaya
Aura® Communication Manager

On the Communication Manager web interface, browse to Security—>Server/Application
Certificates.

The Server/Application Certificates page opens (not shown), click the Add button (not shown).
The Server/Application Certificates — Add page opens. Type the name of the recently signed

certificate (cmsigned.pem) into the PKCS#12 File containing certificate text box (no password
required). Click the Open button.

AVAYA

Help Log Off Adrninistration

Administration / Server (Maintenance)

# | Server/Application Certificates - Add

Status Surmnmmary
Process Status

Interchange Servers Thiz page allows for the addition of a serverfapplication certificate to this sarver.
Busy-COutfReleaze Server - -
Shutdawn Server |crmzigned, permn | PECS#12 File containing certificate

Server Dratef/Time

: password
Software Version -

Server Configuration

[ Open ] [ Cancel ] [ Help ]

Server Role

The certificate is loaded and summary information is shown. Select the checkboxes for each
certificate repository. Click the Add button.

Server/Application Certificates - Add

This page allows for the addition of a server/application certificate to this server.

Add this certificate

Issued To Issued By Expiration Date
cm.avaya.com rootCA Thu Oct 28 2015

Add to these certificate repositories

Suthenticatien, Sutherization and Accounting Services (2.0 LDAR]
Communication Manager
Web Server

Remate Logging

Add Cancel I Help |
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The new identity certificate is installed.

AVAYA

Help Log Off Administration

Administration f Server (Maintenance)

e 4| Server/Application Certificates
Process Status
Interchange Servers
Busy-Cut/Realeaze Server
Shutdawn Server Certificate Repositories
Sarver DatefTime

Thizs page providesz managerment of the serverfapplication certificates present on thiz server,

Software Version A = Authentication, Authorization and Accounting Services (e.g. LDAP)
Server Confiquration Z = Communication Manager

Server Role W= web Server

Metwork Configuration R = Remote Logging

Cuplication Parameters

Static Routes : e

T e Select File Issued To Issued By Expiration Date Installed In
Server Upgrades () cmsigned.crt cm.avaya.com rootCA Thu Oct 28 2015 ACWR

Pre Update/Upgrade Step rootCA rootCA Tue May 15 2018

Manage Updates
IFSI Firmware Upgrades
IPSI Yersion [ Display ] [ Add ] [ Remove ] [ Copy ] [ Help ]

Download IPSI Firmware

6.5. Restart Avaya Aura® Communication Manager
Before the new root CA certificate can be activated, Communication Manager must be restarted.

Logon to Communication Manager using a SSH client using the craft account and issue the SAT
command. Issue the save trans command. Logout from the SAT application.

Using the web browser, select Server->Shutdown Server from the side menu. Select Delayed
Shutdown, check the box beside Restart Server after Shutdown, check Shutdown even if this
is the active server (or Shutdown even if this is the standby server and it is not busied out).
Click the Shutdown button. Communication Manager will now restart.

The newly added root CA certificate is automatically copied to the inactive Communication
Manager server if the installation is a High Availability (HA) Installation.

AVAYA

Administration

Adminiztration / Server (Maintenance)

Agent Status #| Shutdown Server
SHMP Agents
IE'T:MD LR The Shutdown Server SMI page provides options to shutdown the server
ilters
SHMP Test
Waming:
Restarts = Shutting down this server will also stop the SMI server you are currently cornmunicating with, so you will be unable to access these SMI pages until the system starts again,
System Logs = Requesting 'Immediste Shutdown' of this server ignores the state of health of any duplicate server and affects how the duplicate server takes over from the main server,
Fing
T S ot This Sarver is currently: active
Metstat
@® Delayed Shutdown - Waitfor all processes to terminate normally
Status Summary Q Immediate Shutdown - Shutdown now, do NOT wait for processes to terminate normally
Process Status
Interchange Servers Restart server sfter shutdown
Busy-CutiReleaze Server
_‘“d“’" St Shirnmmnsst D s e e s s b s e s e s et b
Server Date/Time

Server Configuration
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7. Configure Avaya Aura® Session Manager for TLS
operation with AudioCodes Mediant 3000

Avaya Aura® Session Manager is a SIP based proxy that provides routing services for
Communication Manager and other (third party) SIP based equipment. M3K connects directly to
Session Manager, which manages all SIP traffic to and from the PSTN. Session Manager
monitors the link to M3K to detect outages.

It is assumed Session Manager TLS configuration has already been performed for M3K; the
following procedures will show how to change Session Manager default TLS certificates for
third party certificates. For detailed information on how to setup TLS links on Session Manager,
see additional Reference [5] in Section 11.

7.1. Modify AudioCodes Entity Links to enable TLS

Using a web browser (Microsoft Internet Explorer supported), logon to Avaya Aura® System
Manager (not shown). Under the Elements list, click on the Routing link (not shown).

Click on Entity Links in the side menu. A page of configured Entity Links opens. Locate the
M3K entry (highlighted) and click the checkbox beside it. Click the Edit button (highlighted).

Note: if the installation contains more than one Session Manager, there may be more than one
Entity Link for M3K as shown below.

AVAyA Avaya Aura® System Manager 6.3

Domains
Entity Links

Locations

Adaptations Edit] [Delete] [Duplicate] [Mere Actions -

SIP Entities

25 Items  Refresh

Time Ranges ]  Name SIP Entity 1 Protocol | Port | SIP Entity 2 Port

Routing Policies O] ASM1 AACC 5081 TLS AsM1 s 5061 AAGC 5061

Dial Patterns [] ASM1 ASM2 S081 TLS ASM1 TL= S061 ASMZ 5061

Regular Expressions | ASM1 Audiocodes M2K 5061 TLS ASM1 TLE 5061 Audiocodes M3K S061
| ASM1 Aura Messaging 5061 TLS ASM1 TLS 061 Aura Messaging 5061

BHCIE [0 4SM1 CM-ManagedIP 5061 TLS A5M1 TLS 5061 CM-ManagedIP 5061
[0 AsSM1 CM MoShuff 50658 TLS ASML TLS 5065 CM_MoShuff 5065
[] ASM1 CM-S8300 5060 TCR ASML TCP 5060 CM-S3300 S060
[] ASM1 CS1kK-Ha& 5060 TCP ASM1 TCP 5060 CS1K-HA 5060
[0 ASM1 Mx Server EO061 TLS ASML TLS 5061 MH_Server 5061
[] ASM1 Voice Portal 5061 TLS ASML TLS 5061 Moice Portal 5061
[0 ASM2 aACC EO61 TLS asMz TLS 5061 AACC 5061
|D ASME Audiocodes M3K 5061 TLS asMz TLS 5061 Audiccodes M3K 5061
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A new page opens. Select TLS from the Protocol drop down list. Ensure both Port settings are
5061. Confirm Connection Policy is set to trusted. Click the Commit button when ready.

Repeat this step for the other M3K entity link (if required).

AVAYA Avaya Aura® System Manager 6.3

Routing ‘
Domains
i Entity Links Cancel
Locations
Adaptations
SIP Entities
11Item  Refrash
Time Ranges - e | st Entity 1 Protocol | Port | ste Entity 2 Port E“g:ﬁcct;'m
Routing Policies O * sWi_sudiocodes M * [ASHL ¥ Tis %] o6t | | * [budiocodes MoK ] | * Foe1 | [trusted

Dial Patterns
Select : &ll, None
Regular Expressions

Defaults

Commit||Cancel

7.2. Install a Third Party root Certificate in Avaya Aura® System
Manager

Prior to installing new trusted root certificates in Session Manager, the new certificates must be
installed in System Manager. This step is required to preserve trust between System Manager
and Session Manager.

Using a web browser (Microsoft Internet Explorer supported), navigate to the System Manager
web console by entering:

https://<SMGRFQDN>, where <SMGRFQDN> is the IP address or Fully Qualified domain
name of System Manager. Enter the admin username and password.

Under the Services list, click Inventory (not shown).
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The Inventory page opens. Click Manage Elements from the left navigation pane and select the
checkbox beside System Manager. Click on the More Actions drop-down menu and select
Configure Trusted Certificates.

AVAYA

Inventory

Manage Elements |

Collected Inventory

Manage Serviceability

Agents

Element Inventory

Management

Synchronization

Avaya Aura® System Manager 6.3

Manage Elements

Elements

o5 Items | Refresh | Show |ALL |

"Il Home / Services / Inventory / Manage Elements

More Actions -

Configure Trusted Certificates

] | Name

| 192.168.2.11

B 192.168.2.20
Fl Software Deployment

| Systemn Manager

Select : All, Mone

Configure Identity Certificates

Click Add (Not Shown). On Add Trusted Certificate page, select All for the Select Store Type
to add trusted certificate drop-down menu. Select the radio button beside Import from file.
Click Choose File to locate the third-party CA root certificate file (rootCA_cert.pem) on the
local PC and select Retrieve Certificate and then Commit (not shown). Click Done (not

shown).

AVAYA

Avaya Aura® System Manager 6.3

Inventory 'l Home / Services / Inventory / Manage Elements

Manage Elements

Add Trusted Certificate

Collected Inventory

Manage Serviceability

Agents

Element Inventory

Select Store Type to add trusted certificate |.AII

Management

@ Import from file

Synchronization

O Impaort as PEM certificate

O Impaort fram esisting certificates
O Import using TLS

* Please select a file | Choose File | rootCA cer.nem

You must click the Retrieve certificate button and review the certificate details before you can continug. |Retrieve Certificate
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7.3. Install a Third Party root Certificate in Avaya Aura® Session
Manager
The third-party root CA certificate must be added to the Session Manager trusted certificate

store. This certificate will be used to confirm other SIP endpoints identity by validating the
signature of TLS identity certificates presented during TLS handshake negotiations.

On the System Manager web console, under Services, click Inventory (not shown).

Click Manage Elements from the left navigation pane and select the checkbox beside the
Session Manager element (ASM1 in the screenshot). Click the More Actions drop down list and
select Configure Trusted Certificates.

AVAyA Avaya Aura® System Manager 6.3

Inventory "Il Home / Services / Inventory / Manage Elements

Manage Elements |

Collected Inventory Manage Eleme“ts

Manage Serviceability

Agents

Elements
Element Inventory
[view| [Mew| [Delete] Get current Status) ([More Actions =

Management

Configure Trusted Certificates
Caonfigure Identity Certificates

Synchronization 95 Items  Refresh | Show |ALL +

ke

Name e
Import
192.168.2.11 . T

192.165.2.20

192.168.2.24

Cl
Cl
[ 1szass.z.21
|l
Ll

192.168.2.25

[ S TR S TS
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On the trusted certificates page, click Add (not shown). On the Add Trusted Certificate page,
select All for the Select Store Type to add trusted certificate drop-down menu.

Select Import from File then click the Choose File button, a standard file selector opens.
Navigate to the third-party CA root certificate file location (rootCA_cert.pem — see Section
6.1), click the Open button on the file selector. The web page refreshes and shows the selected
file name. Click the Retrieve Certificate button and then Commit (not shown).

Click Done (not shown).

AVAyA Avaya Aura® System Manager 6.3

Inventory Ml Home / Services / Inventory / Manage Elements

Manage Elements

Add Trusted Certificate

Collected Inventory
Manage Serviceability

Agents

Element Inventory Select Store Type to add trusted certificate | All b

Management ’
@ Import fram file

Synchronization O Import as PEM certificate
O Impaort fram esisting certificates
O Import using TLS

* Please select a file Choose File ||rootCA_cert.pem

You must click the Retrieve certificate button and review the certificate details before you can continu I Retrieve Certificate

Access Session Manager CLI via SSH as craft and change to the root user. Execute the following
command to restart the Session Manager services;

#restart all
Repeat Section 7.3 if there are more than one Session Managers in the configuration.

Access System Manager CLI via SSH, log in as craft and then switch user to root. Execute the
following command;

#sh $SPIRIT_HOME/scripts/configureSpiritSecurity.sh

f $SPIRIT HOME/sScripts/configureipiritiecurity.sh
nt Lppli ion 1.0-1.0...

T Lgent Lpplic on 1.0-1.0.
arting EIT Agent ALpplication 1.0-1.0...
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7.4. Create a Certificate Signing Request on Avaya Aura® Session
Manager

Generating a Certificate Signing request for Session Manager is not possible using the System
Manager web interface. Instead, the task must be done using the Session Manager command line
interface. Logon to Session Manager using a SSH (putty or similar) using the craft account and
change to the root account. The procedure will use openSSL to generate a CSR. However, the
default openSSL profile must first be edited to change some important settings.

Create a new openSSL configuration file or edit the default file located in
/etc/pki/tls/openssl.cnf on Session Manager. Important edits are highlighted in bold with
comments;

# Extension copying option: use with caution.

copy_extensions = copy

[ req ]

default_bits = 2048 # Smaller values are insecure
default_md = shal

default_keyfile = private.key # This is the private key file
distinguished name = req_distinguished_name

attributes = req_attributes

req extensions = v3_req # Needed for some extensions

[ req distinguished_name ]

countryName = Country Name (2 letter code)

countryName default = US # Only used if no input from user
countryName_min = 2

countryName_max = 2

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_ default = Colorado # Only used if no input from user
localityName = Locality Name (e.g., city)

localityName default = Denver # Only used if no input from user
0.organizationName = Organization Name (e.g., company)
0.organizationName_ default = Avaya # Only used if no input from user
[ v3_req ]

# Extensions to add to a certificate request

basicConstraints = CA:FALSE # This is not a Certificate Authority cert
keyUsage = nonRepudiation, digitalSignature, keyEncipherment,
dataEncipherment, keyAgreement

extendedKeyUsage=serverAuth, clientAuth

subjectAltName= @Qalt_names

[alt_names]
DNS.1 = asml.avaya.com # This is the Session Manager FQDN
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Save the file as openssl.cnf.

On the Session Manager command line, type openssl (press the Enter key).
This puts the terminal into openssl mode, the shell prompt will change to OpenSSL>.

Enter the following command to generate the Session Manager CSR;

req —out asml.csr —new —newkey rsa:2048 —nodes —keyout asm1.key —config
/etc/pki/tls/openssl.cnf

This command requests input to populate certificate parameters such as:
country code, organization, Organization Unit, etc. Ensure the relevant information is available
before generating the CSR.

In this example, the Common Name (CN) = asml.silstack.com, which is the FQDN of the
Session Manager. The administrator will be prompted to enter a challenge password for the
private key; this should be noted for future use.

This example uses a 2048 bit private key length, smaller values are insecure.
The resulting CSR file is saved as asml.csr.
Verify the CSR file contains the correct information by entering the following:

req —text —noout —verify —in asml.csr

Examine the output in the terminal window, confirm the values are as expected.
To exit the OpenSSL> mode, type exit.

At the shell prompt, type cat asml.csr (press Enter). The CSR contents are printed in the
terminal window, similar to the example below.

MIIDNDCCAhwCAQAwWazELMAkKkGA1UEBhMCSUUXETAPBgNVBAgTCENvVvbmShY2hOMQ8w
DQYDVQQOHEWZHYWx3YXkxDjAMBgNVBAOTBUF2YX1hMOwwCgYDVQQLEWNTSUWxXGJAY
BgNVBAMTEWF zbTEuc21sc3RhY2suY29tMIIBI jANBgkghkiGO9wOBAQEFAAOCAQSA
MIIBCgKCAQEAV/iM1lor94I5vDonMcL60TUgT7z9hiL2Nya9KjNjbynOXE1l jhfEsqg
N69Gr6JGvtsF4r4p/1H4j1AZINITNRUCCNMXAYBx9UAL9Imoj4EO93WC1InKexkn2B
LObxMTpRQwwc3CalEqcG4ogtvledfTxQI85hpHMuIlbYzJQfaNX7SkolsmRC+O9bW
ACsaXpHPhpmsc6ecmSPPKbFOjIWAVzbSwdPBgX9QjMPWak /rRd5s011ivMbQFd5nL
UZpc5IgI068=

Use the procedure in Section 6.3 to sign the Session Manager CSR. Save the file with a .pem
extension and a descriptive name, e.g., asml1signed.pem. Copy the certificate to Session
Manager using SFTP into the /home/craft directory.
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7.5. Package the Avaya Aura® Session Manager Private key and
Signed Certificate into a PKCS#12 certificate bundle

Session Manager can only import signed TLS identity certificates in PKCS#12 format. The
signed certificate is in .pem format, it must be combined with the Session Manager private key
into a PKCS#12 bundle. Ensure the private key file used in Section 7.4 (asm1.key) is copied to
the /home/craft folder. On a Session Manager terminal window (putty client or similar), issue
the following command to create a PKCS#12 bundle;

openssl pkes12 —export —out asm1.p12 —inkey asm1.key —in asm1signed.pem
When prompted, enter the challenge password from Section 7.4 to complete exporting this
PKCS#12 bundle. Using an SFTP client or USB key, copy file asm1.p12 to the local PC used to

administer System Manager.

Repeat the procedures in Section 7.4 and Section 7.5 for the subsequent Session Managers.
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7.6. Replace the Default Avaya Aura® Session Manager Identity
Certificate

Session Manager contains a default Identity certificate with a hardcoded Common Name (CN) of
sm100 used solely for SIP communication. Each Session Manager will need to be changed to use
a third-party signed identity certificate with its unique FQDN as the Common Name on the
certificate.

On the System Manager web console, navigate to Services=> Inventory > Manage Elements
(not shown). Select the check box beside the Session Manager element, which is ASM1 in the
sample configuration.

Select Configure Identity Certificates from More Actions menu as shown below.

AVAyA Avaya Aura® System Manager 6.3

Inventory ‘I Home / Services / Inventory / Manage Elements

Manage Elements |

Collected Inventory Manage Elements

Manage Serviceability

Agents

Elements
Element Inventory

view] [Edif] [Mew] [Delete] [Get Current Status| |[More Actions -]
Management ['EW] [ EW] [ Ele E] are ions

Configure Trusted Certificates
| Configure Identity Certificates

Synchronization 25 Items | Refresh | Show |ALL +

Mame

192.168.2.11

Import

19z.168.2.20
192.1688.2.21
192.168.2.24
192.16858.2.25

MOO0OOE

e | | ey

ASM1
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Select the radio button beside Security Module SIP. The details of the default Session Manager
Security certificate are shown. Note SM100 as the CN. Click on the Replace button.

AVAyA Avaya Aura® System Manager 6.3

Inventory il Home / Services / Inventory / Manage Elements

Manage Elements . .
Collociod Ivantory Identity Certificates
Manage Serviceability
Agents

Element Inventory Identity Certificates

Management [Replace] |[Export) [Renew)

Synchronization

5 Items | Refresh

| Service Name | Common Name . ¥alid To Expired
) SPIRIT spiritalias Sat Mar 28 12:26:58 GMT 2015 Mo
O Security Module HTTPS securitymodule_http Sat May 16 15:15:09 IST 2015 Mo
(O Management mgmt Sat Mar 28 12:26:49 GMT 2015 Mo
&) Security Module SIP securitymodule_sip Sat May 16 15:18:09 IST 2015 | Mo

In the new screen, click the Import third party certificate radio button. Click Choose File to
locate the PKCS#12 file created in Section 7.5 (i.e. asm1.p12), enter the key import password
and click Retrieve Certificate. Click on Commit and Done on the following screen (not
shown).

AVAYA Avaya Aura® System Manager 6.3 -

Inventory il Home / Services / Inventory / Manage Elements
Manage Elements . s
Replace Identity Certificate

Collected Inventory

Manage Serviceability

Agents
Element Inventory Certificate Details
Management Subject Details CM=asml.silstack.com, OU=SIL, O=Avaya, L=

Synchronizati
FUCTEIETON valid From  Thu May 16 15:08:00 15T 2013 valid To  SatMay 1¢

Key Size 2048
Issuer Name

Certificate Fingerprint  ddblb785f6%9e004a6e77dd2ff0a02326 11692

Subject Alternative Name drSMame=asml.silstack.com

 Replace this Certificate with Internal CA Signed Certificate
| & Import third party certificate |

* Please select a file (PKCS#12 format) | Choose File |ams1.p12

|Passw0rd Aok ok | |

You must click the Retrieve certificate button and review the certificate details before you can continue. ||Retrieve Certificate|

Certificate Details

Subject Details

valid From Valid To
Key Size
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PPM data exchange with Session Manager occurs over HTTPS, port 443. TLS certificate
exchange for PPM should also use the third-party certificates. See additional Reference [8] in
Section 11.

Navigate back to Manage Elements (not shown). Select the check box beside the Session
Manager element ASM1 (not shown). Select the radio button beside Security Module HTTPS
as shown below. The details of the default Session HTTPS Manager Security certificate are
made available (not shown here). Note SM100 is the CN. Click on the Replace button in order
to replace this default identity certificate.

AVAYA Avaya Aura® System Manager 6.3

Inventory il Home / Services / Inventory / Manage Elements

Manage Elements " -
Collottal Tvertoy Identity Certificates
Manage Serviceability
Agents

Element Inventory Identity Certificates

Management [Replace] [Export] [Renew]

Synchronization
5 Items | Refresh

Service Name Common Name Yalid To Expired

3 SPIRIT spiritalias Sat Mar 28 12:26:58 GMT 2015 Mo
(@ Security Module HTTPS securitymodule_http Sat May 16 15:18:09 IST 2015 Mo
O Managernent rogrint Sat Mar 28 12:26:49 GMT 2015 Mo

Security Module SIP securitymodule_sip Sat May 16 15:15:09 IST 2015 Mo
) webSphere websphere Sat Mar 28 12:26:51 GMT 2015 Mo
Select : Mone

In the new screen, click the Import third party certificate radio button. Click Choose File to
locate the PKCS#12 file created in Section 7.5 (i.e. asm1.p12), enter the key import password
and click Retrieve Certificate. Click on Commit and Done on the next screen (not shown).

Repeat the procedure in Section 7.6 for any other Session Manager.

Access Session Manager CLI via SSH as craft and change to the root user. Execute the following
command to restart the Session Manager services;

#restart all

Repeat the steps described in Section 7.6 for all Session Managers in the network.
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8. Configure AudioCodes Mediant 3000 Media Gateway 3.0 to
use Third Party Certificates

The following procedure assumes the basic configuration steps have been performed on the
AudioCodes Mediant 3000 Media Gateway. The procedure will highlight the changes required to
enable TLS and SRTP. Replacement of the default AudioCodes certificates with new third party
certificates will also be shown. The following steps are required:

® Change default AudioCodes HTTPS cipher and private key size in the ‘ini’settings
Enable TLS and select ports.
Enable secure media.
Generate a new AudioCodes TLS identity certificate
Sign the AudioCodes TLS identity certificate.
Import the signed certificate together with the root CA certificate.

8.1. Change the default AudioCodes HTTPS Cipher and Private Key
bit size
Logon to AudioCodes using a web browser (not shown - Internet Explorer, Firefox supported)

using the administration credentials. In the side menu, click on ini Parameters, a new page
opens.

¢ In the Parameter Name textbox, type HT TPSCipherString.
¢ In the Enter Value textbox, type ALL.

Click the Apply New Value button (highlighted) when ready.

The new values are applied to the AudioCodes, the Output Window shows the new value.

Farameter Name Enter Value:
HTTPSCIPHERSTRING |ALL
Output Window

|Parameter Nawe: HTTPSCIFPHERSTRING

|\Parameter New Value: L1l

|Parameter Description:Cipher string for HTTPS (in Open3sSL cipher list format) .

|
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Click on ini Parameters again to clear the page.

¢ In the Parameter Name textbox, type TLSPKEYSIZE.
¢ [n the Enter Value textbox, type 2048.

Click the Apply New Value button (highlighted) when ready.

The new values are applied to the AudioCodes, the Output Window shows the new value.

AR EREEENS
ITLEPKEYSIZE | 12048
Output Window

|Parameter MWame: TLSPEETSIZE
Parameter New Value: 2048
Parameter Description:Defines R34 key size (in bits) for newly-generated keys.

Click Back to Main from the side menu to navigate to AudioCodes main configuration screens.

Click Device Actions (top of page) and select Reset from the drop down list.

¥, . : Submit & Burn D evice Actions - i
£ 3 AudioCodes Mediant 3000 ﬁ ubimi @ | u

Laoad Configuration File

( e s g Save Configuration File
|€onf-iguraﬁan Mairtenance gt?)tiggnostics g i kit Reset

Software Upgrade Wizard

Scenarios Search

In the new page, click the Reset button (highlighted). AudioCodes will restart, please allow up to
two minutes before logging in.

Fa o . 4 Submit Burn Device Actions ¥ % Home Help B Log off
3 AudioCodes ¢ @ @ @ o

7 Status
|CB""9“"-5“E"! Maintenance 3 pisgnostios ( Maintenance Actions

Soenarios Search
w Reset Configuration —_—
5 latem Burn To FLASH es K2
L_lapplication Settings = =
?,_,,Syslm; St Graceful Gption Mo ¥
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8.2. Configure General Security Settings

On the main AudioCodes page, click the Full radio button, expand the VoIP side menu, and then
expand the Security menu. Click on General Security Settings (highlighted), a new page opens.

e For TLS Version, select TLS 1.0 only from the drop down list.
¢ Ensure Client Cipher String is ALL.
¢ TLS Mutual Authentication should be set to Enable.

Click the Submit button (not shown) at the bottom right side of the page to save the settings.
Note: settings with a small lightening symbol in a yellow circle require the AudioCodes is reset

before these are activated. This can be done now by selecting Reset from Device Options at the
top of the page or it can be done later in the configuration steps.

Fa = > Submit Burn = Home Help
¢S AudioCodes %~ @ I

: : p Status
|Cunflgurailur|| Maintenance | & Diagnostics ( General Security Settings

Seoenarios Search
» [PSec Setting
O gasic @ Full = = —
e % Enable IP Security | Dizable “
@5 yster 2 : Cebel =
IKE Certificate Ext Validate | Dizable |

L_lapplication Settings

_|svyslog Settings =
) w TLS Settings
L_IRegional Settings |

Clcertificates TLS ¥ersion ::TLé 1Donly .v__ |
:*'SManagemant Strict Certificate Extension Walidation Dlsable v
- % FIPS140 Mode [Disatle |

| Client Cipher String ALL | |

i Network
+ GSIP TLS Settings

L L-_?TDM & Tirming

Bl s ecurity TLS Client Re-Handshake Interval 'U
| Firewall Setting él TLS Mutual Authentication | Enshle Ll |
L General Security Settings Peer Host Name Verification Mode | Disakle |
L_IPSec Proposal Table et Cortfioa D ol 1
| v
L IPSec Association Table R ke B e 25 =
i psTH TLS Remote Subject Name
Hid zervices ¥ OCSP Settings
L L?Control Metwork Enable OCEP Server E_Disable V
PILASTP Definitians Primary Server IP pooo |
¥ Coders and Profiles 55
F G and IP to 1P Secondary Server IP jpooo
IR Media Server Port 2560
Default Response When Server Unreachable ;j?éjec:t 1=
GOR; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 40

SPOC 12/29/2013 ©2013 Avaya Inc. All Rights Reserved. acM3K_TLS_SRTP



8.3. Enable TLS and select ports
On Configuration tab, expand VoIP—-> SIP Definitions—> General Parameters.

& AudioCodes

| Configuration | Mairtenance gt[a)ti:zmﬂics

Mediant 3000

SCenarios Seanch

CiBasic @ Full

'.T-:L__}_System
| lApplication Settings
L iSyslng Settings
:.:ERegionaI Settings
ICertificates
';'L;Management
:?'JLogging
Test Call

Sivare
i etwork
B ToM & Timing
H‘-.-.‘jSecurity
HilpsTh
';'L?Media
Bilservices

=1l E Definition
|Jadvanced Parameters
L laccount Table
:_:fProxy & Reaistration
| IraDIUS Accounting Settings
'.{':_stg Policy & Manipulation

Yl Coders and Profiles
i Gw and IP to IP
HILA1P Media

Set SIP Transport Type to TLS.
Ensure TLS Local Port is 5061

To enable secure SIP sessions, Enable SIPS should be set to Enable.
SIP Destination Port should be 5061.

o/ Submit (@) Burn v .\.-'f".“) Home t.@, He
— — = wd
( SIP General Parameters

w SIP General

5 NAT IP Address ;_d_.o.po |
PRACK Made | Supparted =
Channel Select Mode | Cyelic Azcending v
Enable Early Media Enakble v:f
183 Message Behavior .F.'rngress v.i
Session-Expires Time I2400 1
Minimurn Session-Expires EQD |
Session Expires Method Re-INVITE v:f
Asserted Identity Mode Addlng F.‘Asser.t-edul.d-er&:riy_ v
Fax Signaling Method o Fax bl
Detect Fax on Answer Tone ._In:riiéié T .38 on Preamble v
SIP Transport Type LS v
SIP UDP Local Port |5060 I
SIP TCP Local Port 5060
SIP TLS Locsl Port 5081
Enable SIPS [Enatle v
Enable TCP Connection Reuse | Dizable v
TCP Timeout b
SIP Destination Port 5081
Use user=phone in SIP URL '_I.\I-o v
Use user=phone in From Header ._N.o. v

Scroll down the page and ensure Play Ringback Tone to Tel is set to Play Local Until Remote

Media Arrives and SDP Session Owner is set to AudiocodesGW.

*lidlservices
=

Control Metwaork
SILASIP Definitions
_IGeneral Parameters

|ladvanced Pararmeters
LlAccount Table
|IProxv & Reaistration

| Play Ringback Tone to Tel

| Play Local Urtil Remote Media & v |

Click on the Submit button (not shown) to save the settings.
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Enable GRUU Dlsable v_\
User-Agent Information [
|SDP Session Owner :Kud.iocod.ésdu'{l;.
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8.4. Enable Secure Media

On Configuration tab, expand VoIP->Media->Media Security (highlighted).

Media Security must be set to Enable.

To ensure all calls are protected, Media Security Behavior is set to Mandatory.
Authentication On Transmitted RTP Packets and Encryption On Transmitted RTP

Packets should both be set to Active.

Click on the radio button beside SRTP offered Suites to expand the list.

Click the checkbox beside the same cipher suite as chosen for Communication Manager media
encryption (see Section 5.2).

Click the Submit button (not shown).

£ S AudioCodes

|Cunfiguraiiun| Maintenance ggtigsgnos‘tics

Mediant 3000

Submit Burn
v ©

Device Actions -

.\é Home @/

H

( Media Security

Soenarios Search
— w General Media Security Settings
O B.asic & Full £ | % Media Security !_.F_nabl_t_e_ V
‘T‘if:.{System 2 % Aria Protocaol Support [ Disable v
|_|application Settings ; : : — -
[Osysiag settings Media Security Behavior ,_r.\f1.a.|jdatory |
__|Regional Settings Authentication On Transmitted RTP Packets E_Ac‘tive |
.__EhCer'tific:ates Encryption On Transmitted RTP Packets -ACTIVE _v
'fff.:_‘Management Encryption On Transmitted RTCP Packets | Inactive bl
Hd) againg e \
'*L?Test call % SRTP Tunneling Authentication for RTP | Disable ~|
E ;UDIP % SRTP Tunneling Authentication for RTCP | Dizable v
Hi S Network
HEHTOM & Timing ~ SRTP Setting
':.":L._‘SECLII’ItY Master Key Identifier (MKI) Size U
:?::"_:PSTN Symmetric MKI Negotiation | Dizahle |
Elimedia (e
= el B . ¥ SRTP offered Suites
il 2 R el GID) et Ui CIPHER SUITES AES CM 128 HMAC SHAL 80
L_IRTP/RTCP Settings
:.:_.EIPMedia Settings CIPHER SUITES AES CM 128 HMAC SHAL 32 I:‘
._EGeneraI Madia Settings CIPHER SUITES ARIA CM 128 HMAC SHAL 50 I:‘
LIosp Templates CIPHER SUITES ARIA CM 192 HMAC SHAL 80 O
| lampr Policy Management
edia Realm Configuration
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8.5. Generate a new AudioCodes TLS identity certificate

Navigate to Configuration—>System—> Certificates. Expand the Certificates section and fill in
the required information as in the example below.

Subject Name [CN] should be the AudioCodes fully qualified domain name.
When completed, click the Create CSR button.

Fa o . Submit ) Burn Device Actions w \ﬁ Home | Help
€ & AudioCodes Mecient 3000 ¥ < = 6,
Stat
|Cnnf|gura1|nn | Malintenance i Si:sgnuslics ( Pl
Scenarios Search
O Basic @ Full | Subject Marne [CH] m3k avaiya.com
""_-;'_System Organizational Unit [OU] {opdional) =L
Application Settings Company name [O] (optionat) lavaya
Syslog Settings = —
IRegional settings Locality or city name [L] fopffonal) Derver
_|Certificates State [ST] (optionad) [Colorada
Hlidm t
o ana.gemen Country code [C] (optional) s
¥ Logging
'*-‘JTest Call
Sl e Create CSR
After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your Certification Autho

The page refreshes and displays the CSR text. Copy all the text from ————— BEGIN
CERTIFICATE REQUEST--—-—-—- up to and including ———-—- END CERTIFICATE
REQUEST————-— and save this to a file.

Follow the procedure in Section 6.3 to sign the AudioCodes CSR. Save the file (in PEM format)
as m3k.pem.

e ) (]

Create CSR

After creating the CSR, copy the text below (including the BEGIM/END lines) and send it to your Certification Authority for signing.

MIICEDCCAZOCAQAWES EUME QCALUEAMHb TH: LuF2 X1 hLuNvh TEMMA o CAL URCKMD
U0 LMMQ4wDAYDYOIKEVhanF §7TEPHANGA LUEE xMERGVAnVyMREWDwYD VO I EwhD
bZxvenFlbzELMAL Al UEBRNCVVugyEiHAOGCS qB8 Ih 3D QEBAQUAA4 TBDwAw gy ER
20IBAQDCLTs4iuRKPVLZ ghU6 Ty TdZ e 0AnZXTRyql + X3 jhEtmE et 1 97 ehysta
GCat LK UeuFKymBSEz 1A gUNL: LNz Tk gx 4 LFnTdYELD ZAiWInok £322501
luySuLQ+BEeNDIALZ Yoz Y1t V1z 5oDAN064S Qul InInlUVE 1o B3NL LTha+ 3YVLUKL
1/hEo/ TEPADqgr sHOFSRRIN+p +01HQT q3 THUZM4he Mk dgCy £aeX1FPFo+dLAze OV
EnZdhFCUWIHLZ & sgwd2 dt LzMypROKE £ PXChYIQg £ IV B Lk FGUHaklug4 EU+ £Ph
U3ZLblzy SHWCrpé S Aaz 7 SHUDEYCOLAGMEAACYAD ANE gl gl GSwDBAQQFALOCAQEA
Hh3F+90s0iZACENNDg 78 Th TokadUsX 40Ty 2 auws Phi 0EESsHu L 1HXGETe dnT T/
q7yaSrggnE2XeI1T1TrBCEknacEdeF SobX2 JVLYEStHePogleadposdELdqeTOYS
£ChzyMbwNCYHL 121 dXaTvo /REmgZedbAsPeL?/ 5 7RRE 0polEShd fugj opPoeryy
wREWEVHR/ qIMIZ5h8 tE/ 51 i st r FRgHr 729 US 7UZh/ dnduAgEi /QTedB Ly YWIP4Z
ZFA)DAUdulhMxbElsVEhThPk Lk 6vVrCoRaHE310WFONNY3 fc9PleRzTp ThLNASL
Eg9Calle5aWBGr Rs1VIG1A==
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8.6. Import the Signed Certificate and root CA Certificate

The signed certificate obtained in Section 8.5 can now be imported into AudioCodes along with
the root CA certificate from Section 6.1. Using a web browser, navigate to
Configuration—> System—> Certificates.

In the Send Device Certificate file from your computer to the device area, click on the
Choose File button and navigate to where the AudioCodes signed certificate (m3k.pem) is
located, select the file. Click on the Send File to upload the new device certificate.

In the Send "'Trusted Root Certificate Store'' file from your computer to the device area,
click the Choose File button and navigate to where the root CA certificate (rootCA_cert.pem) is
located, select the file. Click on the Send File to upload the new rootCA certificate.

Note: Since the CSR was generated on M3K using the existing private key, uploading a private
key is not needed.

7% | . 2 T Burm Device Actions (7% Home Help = | og off
{3 AudioCodes Mediant 3000 f 9 & .‘@’ ) Log
|Configuration| Mairtenance ?S‘igznosﬁcs ( Gertificates
Scenarios Search
| Generate self-signed
O Basic_© Full
=il system
Application Settings P e A g —
Syslog Settings TLS Expiry Check Start {days) g0
iﬂgs TLS Expiry Check Period (days) i
_ICertificates
*JManagement Submit TLS Expiry Settings
#d Logaing
*‘JTast call w Upload certificate files from your computer
El yorp Private key pass-phrase {optonal) _Avaya123$

send Private Key file from your computer to the device,
The file must be in either PEM or PFX (PKCS#12) format.

Choose File | Mo file chosen Send File

Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.

Send Device Certificate file from your computer to the device,
The file must be in textual PEM format.

Choose File | Mo file chosen Send File

Send “"Trusted Root Certificate Store™ file from your computer to the device,
The file must be in textual PEM format.

Choose File | Nao file chosen Send File

Navigate back to the main AudioCodes page to reset the device. Follow the reset procedure
located at the end of Section 8.1 to reset M3K.
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9. Verification Steps

To verify the configuration steps have been successfully completed, perform the following
operational tests. It is assumed the AudioCodes Mediant 3000 R3 has been connected to PSTN
trunks and that Communication Manager has been setup with endpoints that have PSTN calling

capability.

9.1. Confirm AudioCodes Mediant 3000 successfully completing a

TLS Handshake

Using an Ethernet packet capture application (e.g., Wireshark or similar), monitor
communications between AudioCodes and Session Manager by either using an Ethernet hub to

insert a tap point or else using port mirroring on an Ethernet switch.

Activate packet capturing on Wireshark and then perform a reset on M3K using the procedure at
the end of Section 8.1. On restart, M3K will negotiate TLS, the procedure can be observed by

examining the packets sent between M3K and Session Manager.

1 Intel(R) 8256 7LM-3 Gigabit Network Connection (Microsoft's Packet Scheduler) : Wevice\NPF_{74BE0570-E40C-4D5C-A100-9CF557A17D4A} [Wireshark

File Edit Miew Go Capture Analyze  Statistics  Telephony Tools  Internals  Help
B a e EEXZE Qe T L |EE QQCQB XM
Filter: |ip.addr==135.64,187 .64 && ip.addr==135.64. 157,37 &f ssl *  Expression... Clear v Save
Mo, Time Saurce Drestination Protocol  Length  Info
6622 B6, 095554 Audiocodes Asm1 TLsVL 160 Client Hello
6624 86.096277 Asm1 Audiocodes TLSW1 1514 server Hello
6625 86,096361 Asmi Audiocodes TLswl 1039 certificate
5530 B6.375411 Audiocodes Asm1 TLswl 1514 certificate
6632 86.415665 Audiocodes Asm1 TLSwL 631 client Key Exchange
6634 56.425456 Asmi Audiocodes TLsvL
6636 86.460545 Audiocodes Asm1 TLswl 610 application Data
6640 86, 464437 ASM1 Auiltits TLsvl 122 client Hello
. Asm1 Audiocodes
6647 B6.702221 A diocodes Asm1 TLSWL 1514 Servgr.He110
5849 86, 706615 Aydiocodes Asm1 TLSWL 635 Cert1f1cate
6652 B6.726453 Asmi ACTEaREs TLswl 1438 certificate
6655 85.859526 Audiocodes Asm1 TLSWL
6556 86. 860345 Asm1 Audiocodes TLSWL 1514 application Data
6657 86. 8360368 Audiocodes Asm1 TLSW1 76 application Data
6667 86.932547 Asm1 Audiocodes TLSWL 215 application Data

113 change Cipher Spec, Encrypted Handshake Message

113 change Cipher Spec, Encrypted Handshake Message

Select a packet to view the contents. Confirm the payload is Encrypted Application Data.

] Frame 6636: 619 bytes on wire (4952 bits), 619 hbytes captured (4552 bits)

mEEE®

| Secure Sockets Layer
= TLSvl Record Layer: Application Data Protocol: sip
content Type: application Data (23)
varsion: TLS 1.0 (0x0301)

gth: 560
Encrvpted application Data: e9ddd9075a2e431e04¢257a4c28a8b371b75f7e00cf4albl. ..
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9.2. Place a Telephone Call from the PSTN to a Avaya Aura®
Communication Manager Station

Logon to Avaya Aura® Session Manager using a SSH client and the craft account. At the
command line, enter the following command:

traceSM —uni —dt (hit the enter key)

Using a PSTN phone, place a call to a Communication Manager station from a PSTN phone.
Observe the incoming call on the SIP trace. Confirm the call is using SIPS and the SDP contains
information on cryptographic options.

Answer the call, confirm there is two-way speech.

Logon to Avaya Aura® Communication Manager using the SAT interface (craft account) and
enter the following command:

status trunk x (where x is the SIP trunk between Communication Manager and Session
Manager). Page through the screens until the active trunk member is located. In the example
below, member 0002/032 is active.

status trunk 2 Page 3
TRUNK GROUP STATUS

Member Port Service State Mtce Connected Ports
Busy

0002/029 TO0035 in-service/idle no
0002/030 TO0036 in-service/idle no
0002/031 T0O0037 in-service/idle no
0002/032 T00038 in-service/active no T00050

Issue the command status trunk 0002/032 and scroll to Page 3. Observe the SRTP encryption
scheme is use, it should be as configured in Section 5.2.

status trunk 0002/032 Page 3 of 3
SRC PORT TO DEST PORT TALKPATH

src port: T00038

T00038:TX:192.168.187.37:35010/g711u/20ms/1l-srtp—aescml28-hmac80

TO0050:RX: 192.168.187.120:37118/g711u/20ms/1-srtp—aescml128-hmac80
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10. Conclusion

These Application Notes describe the configuration of AudioCodes Mediant 3000 Media
Gateway 3.0 to use TLS and SRTP when communicating with Avaya Aura® Session Manager
and Avaya Aura® Communication Manager. The use of TLS significantly increases the
signaling security and SRTP confirms the integrity of the voice channel. AudioCodes Mediant
3000 Media Gateway 3.0 provides bi-directional PSTN to SIP translation. One minor issue was
found with AudioCodes private key generation, see description in Section 2.2 for details.
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11. Additional References

Avaya Product documentation relevant to these Application Notes is available at
http://support.avaya.com.

[1] Administrating Avaya Aura® System Manager, Release 6.3, Issue 2, may 2013
[2] Administering Avaya Aura® Session Manager, Release 6.3 Issue 2, May 2013

[3] Avaya Aura® 6.2 Feature Pack 2 System Manager Release 6.3.2 Security Guide, Release
6.3.2, Issue 0.1, May, 2013

[4] Security Design in Avaya Aura® Session Manager, Release 6.3, October 2013

[5] Application Notes - Configuring Avaya Aura® System Manager 6.2 FP2 and Avaya Aura®
Session Manager 6.2 FP2 to use Third-Party Security Certificates for Transport Layer Security

[6] Application Notes - Configuring SIP Trunks in a High Availability network configuration
among Avaya Aura® Session Manager 6.2 FP2, AudioCodes Mediant 3000 Media Gateway 3.0
and Avaya Aura® Communication Manager 6.2 FP2

[7] Configuring Avaya Aura® Communication Manager 6.3 and Avaya Ultility Services 6.3
using Third-Party Certificates

[8] Configuring Avaya Aura®Messaging 6.2 Service Pack 2 for Transport Layer Security (TLS)
and Secure Real-Time Transport Protocol(SRTP) with Third-Party Certificates

[9] AudioCodes Mediant 3000 Interoperability Configuration Guides & Scenario Files on
http://www.audiocodes.com

[10] Microsoft Technet on http://technet.microsoft.com

[11] RFC 5246 - The Transport Layer Security (TLS) Protocol
- available from http://www.ietf.org/

[12] RFC 3711 - The Secure Real-time Transport Protocol (SRTP)
- available from http://www.ietf.org/
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