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Abstract

These Application Notes describes the procedures for configuring Sipera IPCS 310 with
Avaya SIP Enablement Services and Avaya Communication Manager.

Sipera IPCS 310 is a SIP security appliance that manages and protects the flow of SIP
signaling and related media across an untrusted network. The compliance testing focused on
telephony scenarios between remote SIP endpoints and the SIP infrastructure at a main site
across an untrusted network with both near-end and far-end network address translation (NAT)
traversal.

Information in these Application Notes has been obtained through DeveloperConnection
compliance testing and additional technical discussions. Testing was conducted via the
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describes the procedure for configuring Sipera IPCS 310 with Avaya SIP
Enablement Services (SES) and Avaya Communication Manager.

Sipera IPCS 310 is a SIP security appliance that manages and protects the flow of SIP signaling and
related media across an untrusted network. The compliance testing focused on telephony scenarios
between remote SIP endpoints and the SIP infrastructure at a main site across an untrusted network
with both near-end and far-end network address translation (NAT) traversal.

1.1. Configuration

Figure 1 illustrates the test configuration. The test configuration shows several remote users
connected by different means to an untrusted IP network to access the SIP infrastructure at a main
enterprise site. The main site has a Netscreen 50 firewall at the edge of the network restricting
unwanted traffic between the untrusted network and the enterprise, as well as performing NAT.
NAT is provided by mapping the internal host address to a static public WAN address for each
server that needs to be accessed externally. This includes IPCS and the TFTP server. Port address
translation is not being performed at the enterprise. IPCS connects to a separate port of the firewall
representing the demilitarized zone (DMZ) of the enterprise. The firewall will allow incoming SIP
and RTP traffic directed to IPCS and incoming TFTP traffic to the TFTP server. Outbound traffic
will be unrestricted.

The remote SIP endpoints will register and direct SIP and RTP traffic to the public IP address of
IPCS. IPCS in return will register and direct SIP and RTP traffic on behalf of these endpoints to
Avaya SES. IPCS uses its private LAN IP address to communicate with Avaya SES. In this manner,
IPCS can protect the main site infrastructure from any SIP-based attacks. The voice communication
across the untrusted network uses SIP over UDP and RTP for the media streams.

Located at the main site on the private LAN side of the firewall is an Avaya SES and an Avaya
S8300 Server running Avaya Communication Manager in an Avaya G700 Media Gateway.
Endpoints include two Avaya 4600 Series IP Telephones (with SIP firmware), an Avaya 6408D
Digital Telephone, and an Avaya 6210 Analog Telephone. An ISDN-PRI trunk connects the media
gateway to the PSTN. One PSTN number assigned to the ISDN-PRI trunk at the main site is
mapped to a telephone extension at the main site. The other is mapped to a telephone extension of
one of the remote users.

The Avaya 4600 Series IP Telephones (with SIP firmware) located at the main site are registered to
Avaya SES. All calls originating from Avaya Communication Manager at the main office and
destined for the remote users will be routed through the on-site Avaya SES, IPCS, data firewall and
across the untrusted IP network.
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The remote users are comprised of the following:

= An Avaya 4600 Series IP Telephone (with SIP firmware) connected directly to the untrusted
network.

= An Avaya 4600 Series IP Telephone (with SIP firmware) connected behind a Netscreen 5GT
firewall. This firewall is configured to perform both network address and port translation
(NAPT).

=  Two Avaya 4600 Series IP Telephones (with SIP firmware) connected behind a second
Netscreen 5GT firewall. This firewall is configured to perform both network address and
port translation.

The remote users register with Avaya SES through IPCS. These telephones use the public IP
address of IPCS at the main office as their configured server. IPCS will forward any registration
messages it receives from the remote endpoints to Avaya SES. All calls originating from the remote
users are routed across the untrusted IP network, the enterprise data firewall, IPCS and Avaya SES
to Avaya Communication Manager at the main site.

All SIP telephones, both local and remote, use the TFTP server at the main site to obtain their
configuration files. All non-SIP traffic (including these TFTP transfers) bypasses IPCS and flows
directly between the untrusted network to the private LAN of the enterprise if permitted by the
firewall.

For interoperability, direct IP to IP media (also known as media shuffling) must be disabled on the
SIP trunk in Avaya Communication Manager (see Section 3, Step 6). This will result in VVoIP
resources being used in the Avaya Media Gateway for the duration of each SIP call.
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2. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Equipment Software/Firmware
Avaya S8300 Server with Avaya G700 Media Avaya Communication Manager 4.0
Gateway Service Pack (R014x.00.0.730.5-13566)
Avaya IA 770 Intuity Audix
Avaya SIP Enablement Services (SES) 3.1.2
Avaya 4602SW IP Telephone SIP version 2.2.2

Avaya 4610SW IP Telephones
Avaya 4620SW IP Telephones
Avaya 6408D Digital Telephone -
Avaya 6210 Analog Telephone -
Analog Telephone -

Windows PCs (Management PC and TFTP Server) Windows XP Professional
Juniper Networks Netscreen 50 5.4.0r1.0

Juniper Networks Netscreen 5GTs 5.4.0r3a.0

Sipera IPCS 310 3.1 (Build 151)

3. Configure Avaya Communication Manager

This section describes the Avaya Communication Manager configuration to support SIP and is
typically comprised of two parts. The first part is the configuration of the SIP connection to Avaya
SES required of any Avaya SES installation. The second part describes the configuration of Off-
PBX stations (OPS) for each SIP endpoint. The configuration of the OPS stations is not directly
related to the interoperability of IPCS, so it is not included here. The procedure for configuring OPS
stations can be found in [4].

The following configuration of Avaya Communication Manager was performed using the System
Access Terminal (SAT). After the completion of the configuration in this section, perform a save
translation command to make the changes permanent.
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Step Description

1. | Use the display system-parameters customer-options command to verify that
sufficient SIP trunk capacity exists. On Page 2, verify that the number of SIP trunks
supported by the system is sufficient for the number of SIP trunks needed. Each SIP
call between two SIP endpoints (whether internal or external) requires two SIP trunks
for the duration of the call. Thus, a call from a SIP telephone to another SIP telephone
will use two SIP trunks. A call between a non-SIP telephone and a SIP telephone will
only use one trunk.

The license file installed on the system controls the maximum permitted. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya
sales representative to make the appropriate changes.
display system-parameters customer-options Page 2 of 10
OPTIONAL FEATURES
IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 100 32
Maximum Concurrently Registered IP Stations: 100 O
Maximum Administered Remote Office Trunks: O 0
Maximum Concurrently Registered Remote Office Stations: 0O 0
Maximum Concurrently Registered IP eCons: 0O 0
Max Concur Registered Unauthenticated H.323 Stations: O 0
Maximum Video Capable H.323 Stations: 0O 0
Maximum Video Capable IP Softphones: 0 0
Maximum Administered SIP Trunks: 100 44
Maximum Number of DS1 Boards with Echo Cancellation: 0O 0
Maximum TN2501 VAL Boards: O 0
Maximum Media Gateway VAL Sources: O 0
Maximum TN2602 Boards with 80 VolP Channels: 0 0
Maximum TN2602 Boards with 320 VolP Channels: 0O 0
Maximum Number of Expanded Meet-me Conference Ports: 0 0
(NOTE: You must logoff & login to effect the permission changes.)

2. In order to support SIP the following features must be enabled. Use the display
system-parameters customer-options command to verify that the following fields
have been set toy.

Page 4: Enhanced EC500? y
Page 4: ISDN-PRI?y
Page 4: IP trunks?y
If a required feature is not enabled, contact an authorized Avaya sales representative to
make the appropriate changes.
CTM; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 42
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Step

Description

Use the change node-names ip command to assign the node name and IP address for
Avaya SES. In this case, SES and 10.75.5.6 are being used, respectively. The node
name SES will be used throughout the other configuration forms of Avaya
Communication Manager. In this example, procr and 10.75.5.2 are the name and IP

address assigned to the Avaya S8300 Server.

Name
SES
default
myaud i x
procr

change node-names ip

IP NODE NAMES
IP Address
10.75.5.6
0.0.0.0
10.75.5.7
10.75.5.2

Page

1 of 2
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Step Description

4. | Use the change ip-network-region n command, where n is the number of the region
to be changed, to define the connectivity settings for all VVolP resources and IP
endpoints within the region. Select an IP network region that will contain the Avaya
SES server. The association between this IP network region and the Avaya SES server
will be done on the Signaling Group form as shown in Step 6. In the case of the
compliance test, the same IP network region that contains the Avaya S8300 Server and
Avaya IP Telephones was selected to contain the Avaya SES server. By default, the
Avaya S8300 Server and IP telephones are in IP network region 1.

On the IP Network Region form:

= The Authoritative Domain field is configured to match the domain name
configured on Avaya SES. In this configuration, the domain name is
business.com. This name will appear in the “From” header of SIP messages
originating from this IP region.

= Enter a descriptive name for the Name field.

= By default, IP-IP Direct Audio (shuffling) is enabled to allow audio traffic to
be sent directly between IP endpoints without using media resources in the
Avaya G700 Media Gateway. This is true for both intra-region and inter-region
IP-1P Direct Audio. Shuffling can be further restricted at the trunk level on the
Signaling Group form.

» The Codec Set is set to the number of the IP codec set to be used for calls
within this IP network region. If different IP network regions are used for the
Avaya S8300 Server and the Avaya SES server, then Page 3 of each IP
Network Region form must be used to specify the codec set for inter-region
communications.

» The default values can be used for all other fields.

change ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1

Location: Authoritative Domain: business.com
Name: default
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-I1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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Step Description

5. | Use the change ip-codec-set n command, where n is the codec set value specified in
Step 4, to enter the supported audio codecs. Multiple codecs can be listed in priority
order to allow the codec to be negotiated during call establishment. The list should
include the codecs the enterprise wishes to support within the normal trade-off of
bandwidth versus voice quality. The example below shows the values used in the
compliance test.

change ip-codec-set 1 Page 1of 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
2: G.729AB n 2 20
3:
CTM; Reviewed: Solution & Interoperability Test Lab Application Notes 90f 42
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Step Description

6. | Use the add signaling-group n command, where n is the number of an unused
signaling group, to create the SIP signaling group as follows:

= Set the Group Type field to sip.

= The Transport Method field will default to tls (Transport Layer Security).
TLS is the only link protocol that is supported for communication between
Avaya SES and Avaya Communication Manager.

= Specify the Avaya S8300 Server (node name procr) and the Avaya SES server
(node name SES) as the two ends of the signaling group in the Near-end Node
Name and the Far-end Node Name fields, respectively. These field values are
taken from the IP Node Names form shown in Step 3. For alternative
configurations that use a C-LAN board, the near (local) end of the SIP signaling
group will be the C-LAN board instead of the Avaya S8300 Server.

= Ensure that the TLS port value of 5061 is configured in the Near-end Listen
Port and the Far-end Listen Port fields.

= In the Far-end Network Region field, enter the IP network region value
assigned in the IP Network Region form in Step 4. This defines which IP
network region contains the Avaya SES server. If the Far-end Network
Region field is different from the near-end network region, the preferred codec
will be selected from the IP codec set assigned for the inter-region connectivity
for the pair of network regions.

= Enter the domain name of Avaya SES in the Far-end Domain field. In this
configuration, the domain name is business.com. This domain is specified in
the Uniform Resource Identifier (URI) of the SIP “To” header in the INVITE
message.

= The Direct IP-1P Audio Connections field is set to n. For interoperability,
this field (also know as media shuffling) must be disabled for the SIP trunk.

= The DTMF over IP field must be set to the default value of rtp-payload for a
SIP trunk. This value enables Avaya Communication Manager to send DTMF
transmissions using RFC 2833.

= The default values for the other fields may be used.

add signaling-group 1 Page 1 of 1
SIGNALING GROUP

Group Number: 1 Group Type: sip
Transport Method: tls

Near-end Node Name: procr Far-end Node Name: SES
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1
Far-end Domain: business.com

Bypass If IP Threshold Exceeded? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? n
IP Audio Hairpinning? n
Enable Layer 3 Test? n
Session Establishment Timer(min): 120
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Step Description

7. | Add a SIP trunk group by using the add trunk-group n command, where n is the
number of an unused trunk group. For the compliance test, trunk group number 1 was
chosen.

On Page 1, set the fields to the following values:

= Set the Group Type field to sip.

= Choose a descriptive Group Name.

= Specify an available trunk access code (TAC) that is consistent with the
existing dial plan.

= Set the Service Type field to tie.

= Specify the signaling group associated with this trunk group in the Signaling
Group field as previously specified in Step 6.

= Specify the Number of Members supported by this SIP trunk group. As
mentioned earlier, each SIP call between two SIP endpoints (whether internal
or external) requires two SIP trunks for the duration of the call. Thus, a call
from a SIP telephone to another SIP telephone will use two SIP trunks. A call
between a non-SIP telephone and a SIP telephone will only use one trunk.

= The default values may be retained for the other fields.

add trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y

Group Name: SES Trk Grp COR: 1 TN: 1 TAC: 101
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: O

Service Type: tie Auth Code? n

Signaling Group: 1
Number of Members: 24

8. | On Page 3:

= Verify the Numbering Format field is set to public. This field specifies the
format of the calling party number sent to the far-end.

= The default values may be retained for the other fields.

add trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: public
UUI Treatment: service-provider

Replace Unavailable Numbers? n

Show ANSWERED BY on Display? y
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Step

Description

Use the change public-unknown-numbering 0 command to define the full calling
party number to be sent to the far-end. Add an entry for the trunk group defined in
Step 7. In the example shown below, all calls originating from a 5-digit extension
beginning with 3 and routed across trunk group 1 will be sent as a 5 digit calling
number. This calling party number will be sent to the far-end in the SIP “From”
header.

change public-unknown-numbering 0 Page 1of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len
Total Administered: 4
1 5 Maximum Entries: 240

5
5 99 5

3
3

10.

Create a route pattern that will use the SIP trunk that connects to Avaya SES. This
route pattern will be used as a default route for SIP calls in Step 11. Some transfer
scenarios using alphanumeric handles (i.e., user names) instead of extensions require a
default route pattern. These call scenarios were not tested as part of the compliance
test, however, the creation of this default route pattern is included here for
completeness.

To create a route pattern, use the change route-pattern n command, where n is the
number of an unused route pattern. Enter a descriptive name for the Pattern Name
field. Set the Grp No field to the trunk group number created for the SIP trunk. Set
the Facility Restriction Level (FRL) field to a level that allows access to this trunk for
all users that require it. The value of 0 is the least restrictive level. The default values
may be retained for all other fields.

change route-pattern 1 Page 1of 3
Pattern Number: 3 Pattern Name: SIP

SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ 1IXC
No Mrk Lmt List Del Digits QSIG

Dgts Intw
1 0 n user
user
user
user
user
user

U WNP
5 33335

BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
1234W Request Dgts Format
Subaddress

rest none
rest none
rest none
rest none
rest none
rest none

o

OB WNPE
KKKKKKK
KKKKKK
KKKKKKK
KKKKKKK
KKKKKKK
3333353
33333535
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Step Description
11. | Use the change locations command to assign the default SIP route pattern to the
location. All IP endpoints, both local and remote, are part of a single logical location
in Avaya Communication Manager with the default name of Main and shown in the
example below. Enter the route pattern number from the previous step in the Proxy
Sel Rte Pat field. The default values may be retained for all other fields.
change locations Page 1of 4
LOCATIONS
ARS Prefix 1 Required For 10-Digit NANP Calls? y
Loc Name Timezone Rule NPA ARS Atd Disp Prefix Proxy Sel
No Offset FAC FAC Parm Rte Pat
1: Main + 00:00 O 1 1
2: :
3:
12. | Automatic Route Selection (ARS) is used to route calls to the PSTN. In the
compliance test, PSTN numbers that begin with 1732 were used for testing.
Use the change ars analysis n command to add an entry in the ARS Digit Analysis
Table for the dialed string beginning with n. In the example shown, PSTN numbers
that begin with 1732 and 11 digits long use route pattern 2. Route pattern 2 routes calls
to the ISDN-PRI trunk between the main site and the PSTN shown in Figure 1. The
configuration of the PRI trunk is beyond the scope of these Application Notes.
change ars analysis 1732 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 3
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
1732 11 11 2 fnpa n
174 11 11 deny fnpa n
175 11 11 deny fnpa n
176 11 11 deny fnpa n
177 11 11 deny fnpa n
13. | To map a PSTN number to a station at the main site or to a remote user, use the change
inc-call-handling-trmt trunk-group n command, where n is the trunk group number
connected to the PSTN from the Avaya G700 Media Gateway. The compliance test
used trunk group 2 to connect to the PSTN. This trunk group configuration is not
shown in these Application Notes. The example below shows two incoming 11-digit
numbers being deleted and replaced with the extension number of the desired station.
change inc-call-handling-trmt trunk-group 2 Page 1 of 3
INCOMING CALL HANDLING TREATMENT
Service/ Called Called Del Insert Per Call Night
Feature Len Number CPN/BN Serv
tie 11 17325551234 11 30104
tie 11 17325551235 11 30101
CTM; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 42
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4. Configure Avaya SES

This section covers the configuration of Avaya SES. Avaya SES is configured via an Internet
browser using the administration web interface. It is assumed that the Avaya SES software and the
license file have already been installed on the server. During the software installation, an installation
script is run from the Linux shell of the server to specify the IP network properties of the server
along with other parameters. In addition, it is assumed that the Setup screens of the administration
web interface have been used to initially configure Avaya SES. For additional information on these
installation tasks, refer to [5].

2

Each SIP endpoint used in the compliance test, requires that a user and media server extension be
created on Avaya SES. This configuration is not directly related to the interoperability of IPCS so it
is not included here. These procedures are covered in [5].

IPCS registers to Avaya SES on behalf of each of the remote users by serving as a proxy of the
registration request from the remote endpoint to Avaya SES. Thus, IPCS appears as a set of
endpoints to Avaya SES. As a result, no outbound proxy settings, address maps or trusted host
settings are required on Avaya SES to route calls to or to support the remote users.

Step Description

1. | Access the Avaya SES administration web interface by entering
http://<ip-addr>/admin as the URL in an Internet browser, where <ip-addr> is the IP
address of the Avaya SES server.

Log in with the appropriate credentials and then select the Launch Administration
Web Interface link from the main page as shown below.

AVAYA Integrated Management ©

Standard Management Solutions

Help Log Off

: Administration  The Administration web Interface  Launch Administration Web
allows you to administer this SES Interface
Server,
Maintenance The Maintenance Web Intetface Launch Maintenance Web

allows you to maintain, Interface

traubleshaoot, and configure this SES

SErVEr.

v

CTM; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 42

SPOC 6/28/2007 ©2007 Avaya Inc. All Rights Reserved. SiperaSipRemUsr



Step Description

2. | The Avaya SES administration home page will be displayed as shown below.

Integrated Management
SIP Server Management
Server: 10.75.5.6

|
H Top

Manage Users Add and delete Users,

Manage Conferencing add and delete Conference
Extensions.,

Manage Media Server pdd and delete Media Server
Extensions Extensions.

Manage Emergency 4dd and delete Emergency
Contacts

Contacts.
Manage Hosts Add and delete Hosts,
Manage Media Add and delete Media Servers,
Servers
Manage Adjunct Add and delete Adjunct Systems,
Systems
Manage Services Start and stop server processes on
this host,

3. | After making changes within Avaya SES, it is necessary to commit the database
changes using the Update link that appears when changes are pending. Perform this
step by clicking on the Update link found in the bottom of the blue navigation bar on
the left side of any of the Avaya SES administration pages as shown below. It is
recommended that this be done after making any changes.

Integrated Management
SIP Server Management
Server: 10.75.5.6

B
H Top

Manage Users Add and delete Users,

Manage Conferencing Add and delete Conference
Extensions.

Manage Media Server Add and delete Media Server
Extensions Extensions.

Manage Emergency Add and delete Emergency
Contacts

Contacts.
Manage Hosts Add and delete Hosts,
Manage Media Add and delete Media Servers,
Servers
Manage Adjunct Add and delete Adjunct Systems.
Systems
Manage Services Start and stop server processes an
this host.
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Step

Description

As part of the Avaya SES installation and initial configuration procedures, the
following parameters were defined. Although these procedures are out of the scope of
these Application Notes, the values used in the compliance test are shown below for
reference. After each parameter is a brief description of how to view the value from

the Avaya SES administration home page shown in the previous step.

e SIP Domain: business.com
(To view, navigate to Server Configuration—=>System Parameters)

e Host (SES IP address): 10.75.5.6
(To view, navigate to Host->List; Click Edit)

e Media Server (Avaya Communication Manager) Interface Name: CMeast

(To view, navigate to Media Server->List; Click Edit)
e SIP Trunk IP Address (Avaya S8300 Server IP address): 10.75.5.2
(To view, navigate to Media Server->»List; Click Edit)

5. Configure the Avaya SIP Telephones

The SIP telephones at the main office will use Avaya SES as the call server. The SIP telephones of
the remote users will use the mapped public IP address of IPCS as the call server.

The table below shows an example of the SIP telephone networking settings for both the main site

and remote.
Main Site Remote User w/o | Remote User w/
NAT NAT
IP Address 10.75.5.153 46.16.2.157 192.168.1.10
Subnet Mask | 255.255.255.0 255.255.255.0 255.255.255.0
Call Server 10.75.5.6 46.14.2.12 46.14.2.12
Router 10.75.5.1 46.16.2.1 192.168.1.1
File Server 10.75.10.52 46.14.2.52 46.14.2.52
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6. Configure Juniper Networks Netscreen 50
This section covers the configuration of the Netscreen 50 firewall.

Step Description

1. | The Netscreen 50 is configured via a web browser. To access the web interface, enter
http://<ip-addr> in the address field of the web browser, where <ip-addr> is the IP
address of the Netscreen 50.

Log in with the appropriate credentials. Click Login.

Passwnrd

ord
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Step Description
2. | The main page appears as shown below.
Home ns50
Up time: 1 day 19:09:17, System time: 2007-03-28 09:45:16 GMT Time Zone 00:00
manually v| [ Refresh ]
) Interface link status: More...
Device Information Name Zone Link
3ard_wa_re 4010(0) ethernetl Trust Up
Ersan ethernet2 DMz Up
Firmware 5.4.0r1.0 h
Yersion: (Firewall+¥PN) EEhetiets HALTEY Hp
Serial Number: 0019032003000254
Host Name: nss0
The most recent alarms: More...
System Status (Root) Date/Time Level Description
Administrator: netscreen Mo entry available.
Current Logins: 1 Details
The most recent events: More...
Resources Status Date/Time Level Description
2007-03-28 i Admin user "netscreen” logged
. 09:45: 14 in for Weh...
CPU:
jlaan’e Mend l 2007-03-26 i The physical state of interface
————— 18:10:25 ethernet...
Memory: _ | 12007-03-26 .. The physical state of interface
18:10: 16 ethernet...
Sessiuns:l | 2007-03-26 notif The physical state of interface
18:07:25 ethernet...
- 2007-03-26 .. The physical state of interface
Pol i
olicles: | | mosiss "N athemet.
Start from here...
3. | Application Layer Gateway (ALG)

The SIP ALG function must be disabled. From the left pane, navigate to
Configuration>Advanced>ALG->Configure. Uncheck the box next to SIP. The
other settings can remain unchanged. Click Apply.

Basic MGCP 323

Cunfigurat'ion' = Advanced > ALG >Basic nsSO:ﬂ|

=
(%]
L
L]
=

[] sIp

scop

H323
Microsaft RPC
Sun RPC
RTSP

sqL

E E E E E E B

MGCP

Application Layer Gateway

| apply |

[ Cancel ]
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Step

Description

4, Interfaces

Gl Juniper

MatScroan-50

Network > Interfaces (List)

List |20 leerpage

To configure the interfaces of the firewall, navigate to Network-> Interfaces in the left
pane of the window. As a result of the factory defaults, four interfaces named
ethernetl — ethernet4, that correspond to the four physical ports on the device, will
appear in the table in the right pane. Other logical interfaces may also be present.

For the compliance test, interfaces ethernetl — ethernet3 were used. The example
below shows the interface list after these interfaces were configured for testing. To
view the configuration of each interface, click Edit next to the interface of interest.

nsso  H

[ Mewr ]|Tunne| IF V|

List |ALL(E) ¥ Interfaces

| Name IP/Metmask | Zone Type Link PPPDE.j GConfigure
;' ethernetl | 10.75.1.254/24 Trust Layer3 wp | - | Edt |

| ethernetz | 172.16.71.1/24 | DMz | Layera Up = Edit |
sthernets 46.14.2.9/24 Untrust | Layer3 - Edit

| ethernet4 0.0.0.0/0 Mull Unused Down - | Edit

[ wlanl [ 192.168.1.250/24 . YWLAN .. Layer3 _ Diown . & I_@
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Step

Description

Interface — ethernetl (Private)
The interface, ethernetl, was configured as follows:

e Zone Name: Trust This is the private side of the firewall.
e Static IP: Select this radio button.
e IP Address / Netmask: Enter the IP address and netmask for the private side of
the firewall.
e Manageable: Check this box to allow the firewall to be managed from this
interface. The compliance test used this interface to manage the device.
e Manage IP: If the Manageable box is checked, enter the same address as used
in the IP Address field.
e Interface Mode: Select the Route button.
e Service Options: Check the box next to any service that will be available on
this interface.
Click OK.
Network = Interfaces > Edit nss0 @
Interface: ethernetl (IP/Netmask: 10.75.1.254/24) Back To Interface List
,,.,‘.v,l.'.!.Per@ Properties: Basic MIP DIP SecondaryIP IGMP Monitor 802.1X
NetScreen-50 Interface Name ethernetl 0010.db3f,c850 1

Toggle Menu

As member of group none V|
fone Name iTrust B

) Obtain IP using DHCP [ sutomatic update DHCP server parameters
0 Obtain IP using PPPoE Mone v |  Create new pppoe setting
@ static IP

IP Address / Netmask 10.75.1.254 | £ |24 \ Managezhle

Manage IP % 10.75.1.254 | 0010.db3F.ca50

Interface Mode (O WAT &)Route
Block Intra-Subnet Traffic [

Service Options

7 Wweb UI Telnet S5H
Management Services
i SHMP R
Other Services Ping [ path MTU{IPy4) [ Ident-reset
Maximum Transfer Unit ; :
(MTU) Admin MTU |0 Bytes {Operating MTU: 1500; Default MTU: 15007

DNS Proxy [

[ 1
Webauth 0.0.0.0
ELAULE e [JssL only

Traffic Bandwidth Egress Maximum Bandwidth [0 Kbps
Ingress Mazimum Bandwidth D Kbps
[ OK ] [ apply ] [Cancel]
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Step Description
6. | Interface —ethernet2 (DMZ)
The interface, ethernet2, was configured as follows:
e Zone Name: DMZ This is the zone which will contain IPCS.
e Static IP: Select this radio button.
e [P Address / Netmask: Enter the IP address and netmask for the DMZ of the
firewall.
e Manageable: Check this box to allow the firewall to be managed from this
interface. This was not required for the compliance test but was enabled.
e Manage IP: If the Manageable box is checked, enter the same address as used
in the IP Address field.
e Interface Mode: Select the Route button.
e Service Options: Check the box next to any service that will be available on
this interface.
Click OK.
Network = Interfaces > Edit nsso ﬂ|
Interface: ethernet2 (IP/Netmask: 172.16.71.1/24) Back To Interface List
® Properties: Basic MIP DIP Secondary IP IGMP Monitor B802.1X
iJuniper AERET .
MotScroen-50 Interface Name ethernet2 0010.db3f.cB55 1
As member of group none V|
Fone Mame |@
) Obtain IP using DHCP [ sutomatic update DHCP server parameters
0 Obtain IP using PPPoE Mone v |  Create new pppoe setting
@ static 1P
IP Address / Netmask | 172.16.71.1 | £ |24 \ Manageable
Manage IP * @ 0010.db3f. ca855
Interface Mode () NAT &) Route
Block Intra-Subnet Traffic [
Service Options
: [ web Ut [ Telnet [] ssH
Manag_ement Services 0] shve 0] seL
Other Services Ping [ path MTU{IPy4) [ Ident-reset
15 R Transfla(hl:ll_rlili; Admin MTU |0 Bytes {Operating MTU: 1500; Default MTU: 15007
oggle Menu
DNS Proxy [
Webauth AEd‘dresIE m [IssL only
Traffic Bandwidth Egress Maxirmurm Ba”dw'dthCI Kbps
Ingress Magimum Bandwidth |0 Kbps
[ oK ] [ Apply ] [ Cancel ]
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Step Description

7. | Interface — ethernet3 (Public)
The interface, ethernet3, was configured as follows:
e Zone Name: Untrust This is the public side of the firewall.
e Static IP: Select this radio button.
e IP Address / Netmask: Enter the IP address and netmask for the DMZ of the
firewall.
e Manageable: Check this box to allow the firewall to be managed from this
interface. This was not required for the compliance test but was enabled.
e Manage IP: If the Manageable box is checked, enter the same address as used
in the IP Address field.
e Interface Mode: Select the Route button.
e Service Options: Check the box next to any service that will be available on
this interface.

Network address translation is performed on this interface. However, instead of setting
the Interface Mode above to NAT, a static translation is defined using mapped IP
(MIP) addresses. Select the MIP link at the top of the page to define these mappings.

‘Network > Interfaces >Edit ~ nss0 @ |
Interface: ethernet3 (IP/Netmask: 46.14.2.2/24) Back To Interface List
IJI'II r@ Properties: Basic MIP DIP ¥IP IGMP Monitor 802.1X
2 umnmpe

|>

Interface Name ethernet3 0010.db3f. c856

MotScroan-50

As member of group | none V|

Zone Name | Untrust ¥

! Obtain IP using DHCP [ sutomatic update DHCP server paramaters
) Obtain IP using PPPoE | Mone v Create new pppoe setting
@) static IP
IP Address / Netmask 46.14.2.2 | B | Manageable

Manage IP * 456,14 .2.2 0010.db3f,.c858

Interface Mode OMAT & Routs
Block Intra-Subnet Traffic []

Service Options

) ‘Weh UI Telnet [ s5H
Management Services
[ sump [1 ssL
Other Services Ping [J path mTU(IPv4) [ Ident-reset
Maximum Transfer Unit - PE— :
(MTU) Admin MTU 0 |Bytes (Operating MTU: 1500; Default MTU: 1500)
Toggle Menu
DNS Proxy [

[ 2
webAuth \0.0.0.0
LA B | [JssL only

Traffic Bandwidth Egress Maximum Bandwidth ID Kbps
Ingress Mawimum Bandwidth |0 ‘ Kbps
oK I [ Apply ] [Cancel] i
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Step

Description

Mapped IP addresses (MIP)

Mapped IP addresses were used to map a public accessible IP address to a host IP
address on the private or DMZ side of the firewall. Each mapping was created by
selecting the New button. A new page is opened (not shown) where the address
mapping information can be entered and submitted.

The MIP list below shows the mapped IP addresses used for the compliance test. The
first entry maps a public IP address to the public side of IPCS which resides in the
DMZ. The second entry maps a public IP to the internal IP address of the TFTP server.
The Netmask value of 255.255.255.255 used in each entry indicates that a single IP
address, not a range of addresses, is being mapped with that particular entry. The
VRouter field refers to the virtual router used. Only one virtual router, trust-vr, was
used in the compliance test, so both entries were set to this value. More information on
the topic of virtual routers can be obtained from [7].

After creating the MIPs, click on the Basic link to return to the previous page. On the
Basic page, click OK.

Mew

Properties: Basic MIP DIP ¥IP IGMP Monitor 802.1X
Qi uniper

MNatScroon-50 Mapped IP Host IP Netmask YRouter Configure
46,14.2.12 172.16.71.12 255.255.255.255 trust-wr Inuse
46.14.2.52 10.75.10.52 255.255.255.255 trust-wr In use
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Step Description
9. Policies

Policies define the traffic that is allowed to flow through the firewall. To configure a
policy, navigate to Policies in the left pane. Each policy is created by selecting a From
zone and a To zone from the pull-downs at the top of the Policies page and clicking the
New button. A new page is opened (not shown) where the policy information can be
entered and submitted.
The list below shows the policies used for the compliance test. Steps 4 — 7 have
previously defined the following:

e Trust zone: Connects to the private enterprise LAN.

e DMZ zone: Connects to IPCS.

e Untrust zone: Connects to the public untrusted IP network.

The policies used in the compliance test are summarized as follows:

e Policy 3, 12, and 13: Traffic is unrestricted in the direction of Trust to Untrust,
DMZ to Trust and Trust to DMZ.

e Policy 6: TFTP traffic to the public MIP of the TFTP server is allowed from the
Untrust to Trust zone.

e Policy 7: ICMP traffic (for pings) is allowed from the Untrust to Trust zone.
This is not required for the compliance test but used for troubleshooting of the
configuration.

e Policy 15: SIP, RTP and ICMP traffic (for pings) to the public mapped IP
address of IPCS is allowed from the Untrust to DMZ zones. The ICMP traffic
Is not required for the compliance test.

e Policy 16: Any traffic from either IP address of IPCS is allowed from the DMZ
to Untrust zone.

Policies (From All zones To All zones) —n’s’sﬁi'_’ |
List!ZD * per page
u'lll!per From E@ To mr‘ Mew
NetScreen-50 From Trust To Untrust, total policy: 1 |
VID Source Destination Service | Action Options Configure Enable Move
3 Any Any ANY @ Edit |Clone Remove ~ D [
‘.Frnr.n Untrust To Trust, total policy: 2 )
ID Source | Destination Service Action Options Configure Enable Move
& Any |MIP(46.14.2.52) |TFTP | @ ‘ Edit | Clone ‘m [ 2 ‘”v b
7 | any Any ICMP-ANY @ Edit |Clone  Remove i by o |
‘.Frnr.n DMZ To Trust, total policy: 1 )
D Source | Destination Service Action Options Configure Enable Move
12 | any | any ANY @ Edit |Clone  Remove = T
Toggle Menu . L S S . S
From Trust To DMZ, total policy: 1
:ID Il Source Destination Service ._ Action | Options .Cunfig_ure l.EnahIe Ik Move
13 | Any | Any .ANV @ Edit |Clone | Remove ~ T -,
| From Untrust To DMZ, total palicy: 1 7
_ID. Source Destination Service :A[:tinn Options .Cunfigure .Enahle Move |
15 | any |MIP(46.14.2,12) L(:TASPANY @ Edit |Clone |Remove ~ G -y
SIP
‘From DMZ To Untrust, total policy: 1
-ID Source [“)est‘inatiun [ Service | A[:tinn. Options =.(:nnfig.ure Enahle. Move
18 1;212;11;?:2 | any ANY @ Edit |Clone Remave ~ T
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Step Description

10. | Services

The services used in the policies in Step 9 were standard services defined by the
firewall with the exception of the service called RTP. RTP does not use a set of well
known ports, so a custom service must be created by the user to define the ports and
transport protocol that define the service RTP. To create a custom service, navigate to
Objects—>Services> Custom from the left pane. Click on the New button. A new
page is opened (not shown) where the policy information can be entered and submitted.

The table below shows the custom service named RTP used for the compliance test. It
shows the source port as any valid UDP port and the destination port as any UDP port
between 10000 — 20000 or 56000 - 59200. These ports were chosen based on default
values used by IPCS for RTP traffic. The range of ports used can be further restricted
as long as the range of ports are compatible to the ports used by IPCS and the remote
endpoints. Even though the range of ports used by the compliance test was large, the
firewall policy only allows this traffic to a single host (IPCS).

Objects > Services > Custom  nss0 @
List |20 v per page
Mew
Sl Juniper
NetScroan-50 Name Transport Protocol and Parameters Timeout {min) | Configure .
UDP src port: 0-65535, dst port: 10000-20000 :
el | UDP src port: 0-65535, dst port: 56000-59200 L Edit Remove
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7. Configure Juniper Networks Netscreen 5GT

This section covers the configuration of the Netscreen 5GT firewall. The configuration was the
same for both Netscreen 5GT firewalls shown in Figure 1 with the exception of the IP addresses

used.

Step

Description

1. | The Netscreen 5GT is configured via a web browser. It is accessed in the same manner
as the Netscreen 50.

2. | Application Layer Gateway (ALG)

The SIP ALG function must be disabled. From the left pane, navigate to
Configuration->Advanced->ALG->Configure. Uncheck the box next to SIP. The
other settings can remain unchanged. Click Apply.

Configuration > Advanced > ALG >Basic

Basic MGCP H323 IP SCCP

nsSgtf)

Application Layer Gateway

1 sk

SCCP

H323
Microsoft RPC
Sun RPC

ETSP

i E EEEE B

[ Apply J [Cancel]

CTM; Reviewed:
SPOC 6/28/2007

Solution & Interoperability Test Lab Application Notes
©2007 Avaya Inc. All Rights Reserved.

26 of 42
SiperaSipRemUsr



Step Description
3. | Interfaces
To configure the interfaces of the firewall, navigate to Network-> Interfaces in the left
pane of the window. As a result of the factory defaults, several interfaces will
automatically appear in the table.
For the compliance test, interfaces trust and untrust were used. The trust interface
corresponds to the four Ethernet switch ports labeled 1 — 4 on the device. The untrust
interface corresponds to the physical port labeled untrusted on the device. The example
below shows the interface list after these interfaces were configured for testing. To
view the configuration of each interface, click Edit next to the interface of interest.
Netwark > Interfaces (List) nssgt @
List |20 ¥ |per page
| llniper' List [ALL) ¥ nterfaces [ new |[TumelF ]
- NETWORKS
Junipet-NS5GT | Name IP/MNetmask fone Type | Link.:. PPPoE Configure .
seial | 0.00./0 | Nul | Unused | Down | - | Edit |
i trust | 192.168.1.1/24 | Trust | Layer3 | Up | =t | Edit |
untrust 46.16.2,77/24 Untrust Layera Up - | Edit
I vlani 0.0.0.0/0 YLAN | Layera | Dowh | - Edit
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Step Description
4. | Interface — trust (Private)
The interface, trust, was configured as follows:
e Zone Name: Trust This is the private side of the firewall.
e Static IP: Select this radio button.
e IP Address / Netmask: Enter the IP address and netmask for the private side of
the firewall.
e Manageable: Check this box to allow the firewall to be managed from this
interface. The compliance test used this interface to manage the device.
e Manage IP: If the Manageable box is checked, enter the same address as used
in the IP Address field.
e Interface Mode: Select the NAT button.
e Service Options: Check the box next to any service that will be available on
this interface.
Click OK.
Network > Interfaces = Edit nssgt ﬂ|
Interface: trust (IP/Netmask: 192.168.1.1/24) Back To Interface List
n Per@ Properties: Basic MIP DIP Secondary IP IGMP B802.1X IRDP
NETWORKS
Juniper-NS5GT Interface Name trust 0010.dbb5, 7082
Zone Name | Trust e
() Obtain IP using DHCP [] tutomatic update DHCP server parameters
) Obtain IP using PPPoE | None v Create new pppoe setting
& Static IP
IP Address / Netmask 192.168.1.1 | 7 |24 | Manageable
r Manage Ip * D010.dbbs, 7082
|
25 Interface Mode G)NAT O Route
[+ Block Intra-Subnet Traffic []
Service Options
Mananement Services L3 /eb Ul Telnet SSH
: SHMP S5L
Other Services Ping [ path MTU(IPw4) [ Ident-reset
RRY Transm('l;,:ir::; Admin'MTUDBytes (Operating MTU: 1500; Default MTU: 1500)
Toggle Menu DNS Proxy []
webauth Sdre;: oooo | OssLonly
Traffic Bandwidth Egress Maximum Bandwidth I:I Kbps
Ingress Maximur Bandwidth I:I Kbps
Ok I [ Apply ] [ Cancel ]
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Step Description

5. | Interface — untrust (Public)
The interface, untrust, was configured as follows:
e Zone Name: Untrust This is the public side of the firewall.
e Static IP: Select this radio button.
e IP Address / Netmask: Enter the IP address and netmask for the DMZ of the
firewall.
e Manageable: Check this box to allow the firewall to be managed from this
interface. This was not required for the compliance test but was enabled.
e Manage IP: If the Manageable box is checked, enter the same address as used
in the IP Address field.
e Interface Mode: Select the Route button.
e Service Options: Check the box next to any service that will be available on
this interface.

Click OK.

Network > Interfaces > Edit nssgt @

Interface: untrust (IP/Netmask: 46.16.2.77/24) Back To Interface List

Interface Name untrust 0010.dbb5.7081

e

() Obtain IP using DHCP [ sutomatic update DHCP server parameters

) Obtain IP using PPPoE | Mone v Create new pppos setting

@ static IP
IP Address / Netmask 46.16,2.77 [z 24 \ Marageabls

Manage IP * 45.16.2.77 0010,dbbs, 7081

Interface Mode (O NAT () Route
Block Intra-Subnet Traffic []

1+]
;

o] ]
:

T+

Service Options

. web UL Talnet S5H
Management Services
[ sump [ ssL
Other Services [¢] Ping [] path MTU{IPv4y [ Ident-reset

Maximum Transfer Unit . :
Admin MTU D Bytes (Operating MTU: 1500; Default MTL: 1500

(MTU)
Toggle Menu DNS Proxy [
Webauth Edreslz st only
Traffic Bandwidth Egress Maximum Bandwidth l:l Kbps
Ingress Maximum Bandwidth I:I Kbps
oK ] [ Apply ] [ Cancel ]
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Step

Description

Policies

Policies define the traffic that is allowed to flow through the firewall. To configure a
policy, navigate to Policies in the left pane. Each policy is created by selecting a From
zone and a To zone from the pull-downs at the top of the Policies page and clicking the
New button. A new page is opened (not shown) where the policy information can be
entered and submitted.

The list below shows the policies used for the compliance test. Steps 3 —5 have
previously defined the following:

e Trust zone: Connects to the private enterprise LAN.

e Untrust zone: Connects to the public untrusted IP network.

The policies used in the compliance test are summarized as follows:
e Policy 1: Traffic is unrestricted in the direction of Trust to Untrust.

To _ﬂlzones V|

| From Trust Ta Untrust, total policy: 1

ID Source Destination Service Action Options Gonfigure Enable = Move

1 | Any Any ANY @ | Edit | Clone | Remove ~ ]
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8. Configure Sipera IPCS
This section covers the configuration of IPCS. It is assumed that the IPCS software has already been
installed. For additional information on these installation tasks, refer to [8].

Step Description

1. | IPCS is configured via the Mozilla Firefox web browser. IPCS does not support
Internet Explorer. To access the web interface, enter https://<ip-addr>/ipcs in the
address field of the web browser, where <ip-addr> is the IP address of IPCS.

Log in with the appropriate credentials. Click Sign In.

3 IPCS Web Control Center - Mozilla Firefox

File Edit ‘“iew Higtory Bookmarks ¥ahoo! Tools  Help

& - . @J ﬁ} | & hitpsiijisz.168.1.63ipcs) FE v| o (@]
u Customize Links |_| Free Hotmail |_| ‘Windows Marketplace IJ windows Media |_| windows

Y_’ - v.| |‘| | Search'Web = @ = £ mal ~ @ My ¥ahoo! ?;a NCAA Hoops @ Fantasy Sports é Games ¥ »
CDDgle - | VH’ [Gl search - g5 PageRank a8 ooy © S putolink Y] Autorll BY Scbscrbe - »

»
Signin
S H Login ID | |
© Sipera o —
LEARM = VERIFY - PROTECT

The IPCES ™ family of products fram Sipera Systems delivers comprehensive VolP
security by adapting the best practices of internet security and by using unigue,
sophisticated technigues such asValP protocol misuse & anamaly detection,
behavioral learning based anomaly detection and vaice spam detection to protect
WolP networks

Wigit the Sipera Systerms website to learn more.

MOTICE TO USERS: This systern is for authorized use only. Unauthorized use ofthis
system is strictly prohibited. Unauthorized ar improper use ofthis systern may
resultin civil andiar criminal penalties. Use ofthis system constitutes consentta
security maonitaring. All activity is 1ogged with 1ogin infa, host name and IP address.

v

192.168.1.63 & | vech CIEINENNN

Done
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Step Description

2. | The main page of the IPCS Control Center will appear.

@ Alarms Incidents

|5 IPCS Cortrol Center

Securing your realtime unified communications

& Logout @ Help @ About

<
b, Seiministration A comprehensive IP Communications Security IPCE) product, the Sipera IPCS offers a
@ nstallstion Vizard complete suite of security, enablement and compliance features for protecting and
) deplaving unified cammunications such as Vaice-overIP (alFy, instant messaging (),
" gant 10w Wizard multimedia, and collaboration applications.

1y -},\,G\Ubal Parameters e
Ifyou are not sure where to start, try the following

1) Domain Policies

- ) ! # |fyou have not configured an IPCS Device, use the Installation Wizard. 1twill guide
3 Devics Specific Seffings you through every step to getan IPCS Device up and running within minutes!
45 Protected Metwork :

= ® |Tyou have already Installed an IPCS Device, use one of the helpful wizards listed to
B3 TLS Management help you configure your IPGS Device.
E@ Mlogsng & Nesd Support? Call our toll free number at (865) B61-3113 ar e-mail
[#47) Behavior Learning support@sipera.com to get one-on-one support from our knowledaahle support

specialists,
Latest Rarms
Hone found. Mone found.

Mo notes posted

Sipera Website
Sipera VIPER Labs
Contact Support

Installation Wizard
Flow Wizard

IPCS Devices NetworkType | |

IPCSavaya DMZ Onily [
System Information
System Standalone

Serial Mumberis) IPC531000222

Fé\\ 5,\% =

e
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Step

Description

To view system information that was configured during installation, navigate to
IPCS Control Center->Device Specific Settings=>System Information. From the
list of IPCS Devices in the middle pane, select the only IPCS used in this configuration
named IPCSavaya. The system information is shown in the right pane. The General
Information tab shows the values of the following key parameters.

e System Type: Standalone

e Network Type: DMZ Only

e Placement: DMZ: Both Firewall & NAT

IPCS Control Center

-~ Installstion Yizard
- aa Pl Wizard
(4 Blobal Parameters
[H{ =) Damain Policies
EH = Device Specific Settings
@ System Information
BA] Source Flow
3§ Destination Flaw

=3 WolP Servers
g MAT Parameters
~{_ Do% Protection
~{=] Scrubber Rules
il Debugging
£{7) Protected Metwork
Hi) TLS Managemert
Hi ) M Logging

H1 ) Behavior Learning

FE= T = T = - |
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Step

Description

The Network Configuration tab shows the Internal Address, External Address, and
DNS Configuration information provided during installation and corresponds to
Figure 1. The compliance test did not use a DNS server, but an entry was required by
IPCS. An arbitrary IP address was used for the Primary DNS field, and the SIP
domain was used for the Default Suffix field. In addition, the Public IP Mapped To
IPCS value was provided during installation. Default values were used for all other

fields.
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Step Description
5. | Source flows
A source flow defines a collection of traffic based on its source parameters and maps it
to a destination flow ID. The destination flows are shown in Step 6 and ultimately will
define the policy and routing applied to the source traffic defined in the source flow.
To define a new source flow, navigate to IPCS Control Center->Device Specific
Settings—>Source Flow. Select the IPCS device name in the middle pane. Select the
Add New Flow button in the right pane. A new page is opened (not shown) where the
source flow information can be entered and submitted.
The list below shows the source flows used for the compliance test. The first entry
below shows any traffic coming from Source Subnet 10.75.5.0/24 (private LAN side)
was mapped to destination flow (Flow ID) server_client. The second entry shows any
traffic coming from Source Subnet 46.16.2.0/24 (public WAN side) was mapped to
destination flow (Flow ID) client_server.
lplff-— Ircontr_o_l (-:.L'.r::\frmrrt server time iz 12:15:34 PM EDT @ Slpey!zg
@ Alarms B Incidents [Ify Statistics & Logout @ Help & Avout
= PCS Corlrol Carter IPCS Cortrol Center = pecific Seftings = Source Flow : IPCSavaya -
? :f;:zdwun m .
glma‘mnnmzam IPCSavaya Click here to add a description.
i Source Flow
s, e P TR B T
T’@Sys‘temlnfarmaﬁon 107560124  * server_tlient .2 X 40
3y 2___! % 4E1R 204 * client_server 2 ¥ &
%--E][;ﬂ Destination Flaw G * * + - - default X @
| WalP Servers
s MAT Parameters
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Step

Description

Destination Flows

A destination flow defines a collection of traffic based on its destination parameters
and maps a Policy Group and Action to the flow. The criteria defined in the
destination flow is applied to the traffic coming from the source flow in Step 5 which
has already applied a set of criteria based on the source parameters.

To define a new destination flow, navigate to IPCS Control Center->Device Specific
Settings—=>Destination Flow. Select the IPCS device name in the middle pane. Select
the Add New Flow button in the right pane. A new page is opened (not shown) where
the source flow information can be entered and submitted.

The list below shows the destination flows used for the compliance test. The first
destination flow below (server_client) shows that the destination criteria will match
anything, since both the Called URI Group and Destination Subnet columns contain
a*. In addition, the server_client flow has an Action of Apply Policy and a Policy
Group of 4policy_set. Thus, the result of the server_client destination flow is to apply
the 4policy_set policy to all traffic from source flow 1 (Source Subnet 10.75.5.0/24).
Similarly, the client_server destination flow will result in applying the 3policy_set
policy to all traffic from source flow 2 (Source Subnet 46.16.2.0/24).
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Step

Description

Policy Group (4policy_set)
A policy group defines a set of rules that may be applied to different aspects of the
destination flow.

To define a new policy group, navigate to IPCS Control Center->Domain
Policies=>Policy Groups. Select the Add Group button in the middle pane. A new
page is opened in the right pane (not shown) where the policy group information can be
entered and submitted.

The example below shows the 4policy_set policy group assigned to the server_client
destination flow in the previous step. The default rule is assigned to each policy
category except for Media and Routing. The Media rule is assigned default-nat. For
details on the default rules, including default-nat, see [9]. The Routing rule, 3routing,
is defined in the next step.

" i in. Cu eis :
@ Alarms Incidents 7Y & Logout @ Help @ About

3 IPCS Control Center

A~
5 @ Wielcome Add Group Rename Policy Group l Add Policy Set i Delete Policy Groupiasl
A [ Gows |
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defautt

default-nat

oo PO WiZard
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HE Policy Set
- [3) Application Rules t [Palicy Set |
E Media Rules m Time of Day Signaling Application mm..

{5} Routing Rules [ ] defaut default default defaultnat  default Jouting 2 &

\—_; Security Rules

dpal

2! Signaling Fules

‘L) Time of Day Rules
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Step Description
8. | Routing Rule (3routing)
A routing rule defines how routing is performed on the destination flow.
To define a new routing rule, navigate to IPCS Control Center->Domain
Policies>Routing Rules. Select the Add Rule button in the middle pane. A new
page is opened in the right pane (not shown) where the routing rule information can be
entered and submitted.
The example below shows the 3routing rule assigned to the 4policy_set policy group in
the previous step and used by the server_client destination flow. This routing rule will
use UDP for the transport protocol in both the incoming and outgoing directions. A
server is not configured under the Next Hop Routing section. In this destination flow,
traffic is flowing from Avaya SES to the remote endpoints. IPCS knows how to reach
the endpoints from its internal database, built from monitoring the endpoint registration
messages. Thus, a next hop server does not need to be configured.
| Center
Wi i . Current server time is 12:22:07 PM EDT =
@ Alarms Incidents ] Logout @ Help B about
| IPCS Cortrol Certer
P —  Rename e | clone Rute § vetete uie |
- ak, Aimiristration
Lﬁ Installation Wizard Click here to add a description.
____“ :;4?2;\:;::::&33 Routing Configuration
S oonanaes
[22] Application Rules Use DMS Resolution for 5P Server
E Meclia Rules NAPTR SRY
i; Fouting Rules
[ securty ues
21 Signaling Rules Incoming Transport TLS TCP UDP
) Time of Day Rules Outgoing Transport TLES TCP UDP
rf Policy Groups ) . Reuse Existing Connection
g: URI Groups GonnectignOptions Initiate Connection
B2y Device Specific Settings
) Protectsd Metwork m
B4y TLS Management
9. | Policy Group (3policy_set)
Repeat Step 7 to create the 3policy_set policy group shown below.
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Step

Description

10.

Routing Rule (2routing)

Repeat Step 8 to create the 2routing routing rule shown below and used by the
client_server destination flow. In this rule, the next hop is specifically defined as the
IP address of Avaya SES (10.75.5.6). All other values are configured the same as Step

et time is 12:20:54 PM EDT
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] Logout @ Help 0 a
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9. Interoperability Compliance Testing

This section describes the compliance testing used to verify the interoperability of Sipera IPCS 310
with Avaya SIP Enablement Services and Avaya Communication Manager. This section covers the
general test approach and the test results.

9.1. General Test Approach

The general test approach was to make calls through IPCS using various codec settings and
exercising common PBX features. Calls were made between the remote users and the main office,
between the remote users and the PSTN, and between the remote users.

9.2. Test Results

IPCS passed compliance testing. The following features and functionality were verified. Any
observations related to these tests are listed at the end of this section.

= Successful registrations of endpoints at the main and branch offices.

= Calls between a remote user without NAT and both SIP and non-SIP endpoint at the main

site.

= Calls between a remote user with NAT and both SIP and non-SIP endpoint at the main site.

= Calls between a remote user with and without NAT and the PSTN.

= Calls between a remote user without NAT and a remote user with NAT.

= Calls between remote users behind the same NAT.

= Calls between remote users behind different NATS.

= G.711u and G.729AB codec support

= Proper recognition of DTMF transmissions by navigating voicemail menus.
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= Proper operation of voicemail with message waiting indicators (MWI1).

= PBX features including Hold, Transfer, Call Waiting, Call Forwarding and Conference.

= Extended telephony features using Avaya Communication Manager Feature Name
Extensions such as Conference On Answer, Call Park, Call Pickup, Automatic Redial and
Send All Calls. For more information on FNEs, please refer to [4].

= Proper system recovery after an IPCS restart and loss of IP connection.

The following observations were made during the compliance test:
= For interoperability, direct IP to IP media (also known as media shuffling) must be disabled
on the SIP trunk in Avaya Communication Manager (see Section 3, Step 6). This will result
in VoIP resources being used in the Avaya Media Gateway for the duration of each SIP call.

10. Verification Steps

The following steps may be used to verify the configuration:

e From the Avaya Communication Manager SAT, use the status signaling-group command to
verify that the SIP signaling group is in-service.

e From the Avaya Communication Manager SAT, use the status trunk-group command to
verify that the SIP trunk group is in-service.

e From the Avaya SES web administration interface, verify that all remote endpoints are
registered with Avaya SES using the private IP address of IPCS. To view, navigate to
Users—>Registered Users.

e Verify that calls can be placed between a remote user without NAT and SIP and non-SIP
endpoints at the main office.

e Verify that calls can be placed between a remote user with NAT and SIP and non-SIP
endpoints at the main office.

e Verify that calls can be placed between remote users with and without NAT.

11. Support

For technical support on IPCS, contact Sipera support at www.sipera.com/support.

12. Conclusion

Sipera IPCS passed compliance testing with the observations listed in Section 9.2. These
Application Notes describe the procedures required to configure Sipera IPCS to interoperate with
Avaya SIP Enablement Services and Avaya Communication Manager to support remote users with
NAT traversal as shown in Figure 1.
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[6] Avaya IA 770 INTUITY AUDIX Messaging Application, Doc # 11-300532, May 2005.

[7] Concepts and Examples ScreenOS Reference Guide, Release 5.4.0, Rev.B.

[8] IPCS210_310 Installation Guide (230-5210-31).

[9] IPCS Administration Guide (010-5310-31).

Product documentation for Avaya products may be found at http://support.avaya.com.

Product documentation for Netscreen products may be found at http://www.juniper.net.

Product documentation for IPCS can be obtained from Sipera. Contact Sipera using the contact link
at http://www.sipera.com.
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