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Abstract

These Application Notes describe the steps required to configure SIP trunks between Avaya
Aura® Session Border Controller 6.0, Avaya Aura® Communication Manager Evolution Server
6.0.1 and Avaya Aura® Session Manager 6.1.

The main function of Avaya Aura® Session Border controller is to protect private network from
outside intrusion by topology hiding. It does NAT translations for SIP and Media traffic for
inbound and outbound calls. It supports SIP traffic on UDP, TCP and TLS protocols.
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1. Introduction

Avaya Aura® Session Border Controller secures the IP border for the real time interactive
communications that flow from outside to internal network and is a standard element of Avaya’s
Communication Architecture. The main features are secure SIP voice, and SIP signaling
elements against security threats and overloads.

These Application Notes present a sample configuration for a network that connects Avaya
Aura® Communication Manager 6.0.1 and Avaya Aura® Session Manager 6.1 with Avaya
Aura® Session Border Controller using SIP trunks.

2. Reference Configuration

In the sample configuration, Avaya Aura® Communication Manager 6.0.1 runs on an Avaya
S8800 Server with Avaya G650 Media Gateway, Avaya Aura® Session Manager 6.1, Avaya
Aura® System Manager and Avaya Aura® Session Border Controller 6.0 all runs on an Avaya
S8800 Server platform. The sample configuration is shown in Figure 1.

The test configuration below shows Communication Manager Site and Data Center as part of
private enterprise network. Session Border Controller is located on the edge of private network
and controls SIP traffic to and from public network. For the sample configuration,
Communication Manager was connected via SIP trunk over the enterprise WAN to simulate a
SIP Service Provider.

The current configuration shows Communication Manager and Session Manager connected to
Session Border Controller via SIP trunk. On public side Session Border Controller has SIP trunk
configured to Communication Manager in simulated public network.
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Figure 1: Test configuration
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration:

Hardware Component Software/Firmware Version
Avaya Aura® Session Manager 6.1.1.0.611023
S8800 Media Server Avaya Aura® System Manager 6.1.0 (Build No.
- 6.1.0.0.7345-6.1.5.7)
$8800 Server Avaya Aura® Session Border Controller

Release 6.0.0.1.5 (GA build)

Avaya Aura® Communication Manager 6.0.1
S8800 Server with G450 Media Gateway | acting as an Evolution Server. Release:

R016x.00.1.510.1
Avaya 9600 Series IP Deskphone. SIP version 2.6.4 & H.323 version FW3.110b
SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 50f 53
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4. Configure Avaya Aura® Communication Manager
Evolution Server

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:
e Verify Communication Manager license
Configure IP node names
Verify IP interfaces
Configure Codec Set
Configure Network Region
Administer a SIP Trunk to Session Manager
Configure Route Pattern Configure Location and Public Unknown Numbering
View configured Dial Plan analysis
Administer AAR Analysis
Add station(s)
Save Translations

Throughout this section the administration of Communication Manager is performed using a
System Access Terminal (SAT). The following commands are entered on the system with the
appropriate administrative permissions. Some administration screens have been abbreviated for
clarity.

These instructions assume that the Communication Manager has been installed, configured,
licensed and provided with a functional dial plan. Refer to the appropriate documentation as
described in references for more details.
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4.1. Verify Communication Manager License

Use the display system-parameters customer-options command. Navigate to Page 2 and
verify that there is sufficient remaining capacity for SIP trunks by comparing the Maximum
Administered SIP Trunks field value with the corresponding value in the USED column. The
difference between the two values needs to be greater than or equal to the desired number of
simultaneous SIP trunk connections. Verify the highlighted value, as shown below.

display system-parameters customer-options
OPTIONAL FEATURES

IP PORT CAPACITIES

Maximum Administered H.323 Trunks:

Maximum Concurrently Registered IP Stations:

Maximum Administered Remote Office Trunks:

Maximum Concurrently Registered Remote Office Stations:
Maximum Concurrently Registered IP eCons:

Max Concur Registered Unauthenticated H.323 Stations:
Maximum Video Capable Stations:

Maximum Video Capable IP Softphones:

Maximum Administered SIP Trunks:

Maximum Administered Ad-hoc Video Conferencing Ports:
Maximum Number of DS1 Boards with Echo Cancellation:
Maximum TN2501 VAL Boards:

Maximum Media Gateway VAL Sources:

Maximum TN2602 Boards with 80 VolP Channels:

Maximum TN2602 Boards with 320 VolP Channels:

Maximum Number of Expanded Meet-me Conference Ports:

12000
18000
12000
18000
414
100
18000
18000
24000
24000
522
128
250
128
128
300

Page

USED
1129
14

2 of 11

If there is insufficient capacity of SIP Trunks or a required feature is not enabled, contact an
authorized Avaya sales representative to make the appropriate changes.

4.2. Configure IP Node Names

All SIP signaling with Session Manager is carried through an IP-interface. When configuring a
SIP Trunk in Communication Manager, use the IP-address of the Session Manager’s SIP Entity

interface.

Use the change node-names ip command to add the Name and IP Address for the Session
Manager. In the sample configuration, ASMC and 10.0.0.246 were used.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address

ASMA 10.0.0.247

ASMC 10.0.0.246

CLAN_1a04 10.0.0.219

Clan_1a09 10.0.2.38

Clan_3a04 10.0.2.126
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4.3. Configure IP Codec Sets

Use the command change ip-codec-set n command where n is the codec set used in the
configuration. Enter the following values:

e Audio Codec Set for G.711MU/ G.711A.
e Silence Suppression: Retain the default value n.
e Frames Per Pkt: Enter 2.

e Packet Size (ms): Enter 20.

Retain the default values for the remaining fields, and submit these changes.

change ip-codec-set 1 Page 1of 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20
2: G.711A n 2 20

4.4. Configure IP Network Region

Use the change ip-network-region n command, where n is the number of the network region
used and set the Intra-region IP-1P Direct Audio, and Inter-region IP-I1P Direct Audio fields
to yes. For the Codec Set enter the corresponding audio codec set configured in previous section.
Set the Authoritative Domain to the SIP domain. Retain the default values for the remaining
fields, and submit these changes.

Note: In the test configuration, network region 1 was used. When creating a new network
region or modifying another one, ensure to configure it with the correct parameters.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1

Location: 1 Authoritative Domain: silpunelab.com
Name: default
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 1 Inter-region IP-1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y

UDP Port Max: 65535
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
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4.5. Verify IP Interface

Use the change ip-interface procr command to verify procr interface on Communication
Manager to communicate with Session Manager.

change ip-interface procr Page 1of 2
IP INTERFACES
Type: PROCR
Target socket load: 19660
Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
1PV4 PARAMETERS
Node Name: procr IP Address:

Subnet Mask: /24

4.6. Add SIP Signaling Group

Use the add signaling-group n command, where n is an available signaling group number, for
one of the SIP trunks to Session Manager, and fill in the indicated fields. Default values can be
used for the remaining fields:

e Group Type: sip
e Transport Method: tcp
e Peer Detection Enabled?: y
e Peer Server: SM
e Near-end Node Name: procr
e Far-end Node Name: Session Manager node name from section 4.2.
e Near-end Listen Port: 5060
e Far-end Listen Port: 5060
e Far-end Network Region: 1
e Far-end Domain: silpunelab.com
e |MS Enabled?: n
add signaling-group 1 Page 1o0f 1
SIGNALING GROUP
Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n SIP Enabled LSP? n
IP Video? y Priority Video? y Enforce SIPS URI for SRTP? n
Peer Detection Enabled? y Peer Server: SM
Near-end Node Name: procr Far-end Node Name: ASMC
Near-end Listen Port: 5060 Far-end Listen Port: 5060

Far-end Network Region: 1
Far-end Secondary Node Name:
Far-end Domain: silpunelab.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-1P Direct Media? y

H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 9 of 53
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4.7. Configure a SIP Trunk Group

Add the corresponding trunk group controlled by this signaling group via the add trunk-group
n command, where n is an available trunk group number and fill in the indicated fields.

e Group Type: sip

e Group Name: A descriptive name

e TAC: An available trunk access code i.e., #01

e Service Type: tie

e Signaling Group: signaling group number added in section 4.6 i.e., 1

Number of Members:  The number of SIP trunks to be allocated to calls routed to
Session Manager (must be within the limits of the total trunks
available from licensed verified in section 4.1)

Note: the number of members determines how many simultaneous calls can be processed by

the trunk through Session Manager.

add trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y

Group Name: To ASMC COR: 1 TNz 1 TAC: #01
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: O

Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 50

Navigate to page 3 and change Numbering Format to public. Use default values for all other
fields. Submit these changes.

add trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: public
UUl Treatment: service-provider
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4.8. Configure Route Pattern
Configure a route pattern to correspond to the newly added SIP trunk group. Use change route
pattern n command, where n is an available route pattern. Enter the following values for the
specified fields, and retain the default values for the remaining fields. Submit these changes.

e Pattern Name: A descriptive name i.e., to asmc

e Grp No: The trunk group number from section 4.7.
e FLR: Enter a level that allows access to this trunk, with 0 being least
restrictive.
change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: to asmc
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ 1XC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 1 0 0 n user
2: 6 0 0 n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
1: yyyyynn rest none
2: yyyyyn n rest none
3: yyyyyn n rest none

4.9. View Configured Dial Plan

The system was configured with a 5-digit dialplan. As shown below, dialed strings that begin
with 62 with a total length of 4 are assigned to extension numbers. Dialed strings that begin with
61 with a total length of 5 will be routed to Session Border Controller using AAR tables.
Dialplan can be verified with the display dialplan analysis command. Note extensions used are
in the range 6200-6299 and set 61000-61999 to AAR.

display dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 4
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
4 4 ext
61 5 aar
62 4 ext
8 1 fac
9 1 fac
* 3 fac
# 3 dac
SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 53
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4.10. Configure Public Unknown Numbering

Use the change public-unknown-numbering 1 command, to define the calling party number to
be sent to Session Border Controller. Add an entry for the trunk group defined in section 4.7.

In the example shown below, all calls originating from a 4-digit extension beginning with “62”
and routed to trunk group 1 will result in a 5-digit calling number. The calling party number will
be in the SIP “From” header. Submit these changes.

For Communication Manager:

e Ext Len: Number of digits for extension. i.e., 4

o Trk Grp: Trunk group number. i.e., 1

e Ext Code: Enter range for CM extensions. i.e., 62
change public-unknown-numbering 1 Page 1 of 2

NUMBERING - PUBLIC/UNKNOWN FORMAT
Total

Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len

Total Administered: 2
5 62 1 5 Maximum Entries: 9999

4.11. Administer AAR Analysis

This section provides sample Automatic Alternate Routing (AAR) used for routing calls with
dialed digits 61xxx to SBC via SM. Note that other methods of routing may be used.

Use the change aar analysis 0 command and add an entry to specify how to route the calls.
Enter the following values for the specified fields and retain the default values for the remaining
fields. Submit these changes.

e Dialed String: Dialed prefix digits to match on, in this case 61
e Total Min: Minimum number of digits, in this case 5
e Total Max: Maximum number of digits, in this case 5
e Route Pattern: The route pattern number from section 4.8. i.e., 1
e Call Type: aar
change aar analysis 6 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
61 5 5 1 aar n
SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 53
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4.12. View Feature Access Code

To view the Feature-access-code configuration, execute display feature-access-codes command
note “8” is used as AAR the feature-access-code.

display feature-access-codes Page 1 of 11
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:
Announcement Access Code:
Answer Back Access Code: #35
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 8

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: *64 Deactivation: *36
Call Forwarding Activation Busy/DA: *91 All: *90 Deactivation: #90
Call Forwarding Enhanced Status: Act: Deactivation:

Call Park Access Code: #30
Call Pickup Access Code: *37
CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code: *77
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:

4.13. Save Translations

Configuration of Communication Manager is complete. Use the save translation command to
save these changes.

save translation
SAVE TRANSLATION

Command Completion Status Error Code Success
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5. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager, assuming it has been
installed and licensed as described in the references. The following steps describe configuration
of Session Manager for:
e Access Avaya Aura® Session Manager.
e Add SIP Domain.
e Add Location.
Administer Avaya Aura® Session Manager SIP Entity.
Administer Avaya Aura® Communication Manager Evolution Server SIP Entity.
Administer Avaya Aura® Session Border Controller Entity.
Administer SIP Entity Link.
Administer Time ranges.
Administer Route Policies.
Administer Dial Pattern.

Configuration is accomplished by accessing the browser-based GUI of System Manager, using
the URL http://<ip-address>/SMGR where <ip-address> is the IP address of System Manager.
Log in to the system with valid credentials. The menu shown below is displayed. Click on the
Routing link as shown in snapshot below. The sub-menus displayed in the left column below
will be used to configure all but the last of the above items

Log in to the system with valid credentials. The menu shown below is displayed. Select the
Routing link in the Elements section as shown.

/= Dashboard - Windows Internet Explorer 1= x|

@ - Ié https://10.0.0.245/SMGR ;l Ik Certificate Error || %4 || X ﬁ(ﬁ? -

i Favorites | o [l suggested sites = @] Web Shice Gallery -

(& Dashboard | | - - () f=h v Page~ Safety ~ Took - @@+
AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off

Administrators Application Management Backup and Restore

Manage Administrative Users Manage applications and Backup and restore System
Groups & Roles application certificates Manager database

Manage groups, roles and Communication Manager Configurations

assign roles to users Manage Communication Manage system wide
Subscribers Manager objects configurations

Manage users and shared Conferencing Events

resources associated with Conferencing Manage alarms,view and

C51000, including LDAR/file
import and export

Inventory harvest logs

Manage, discover, and Licenses
Synchronize and Import navigate to elements, View and configure licenses
Synchronize users with the update element software Replication
enterprise directory, import Messaging Track data replication =
users from file Manage Messaging System nodes, repair replication
UCM Roles objects nodes

Manage UCM Roles, assign Presence Scheduler
roles to users

Schedule, track, cancel,
User Management ti update and delete jobs
Manage users, shared user outing . =
. Metwork Routing Policy Security

resources and provision Manage Security Certificates

users Session Manager
Session Manager Element Templates
Mananer Manaae Templates for =l

[ [ [ [ [ [€tocalintranet | Frotected Mode: OFf Va - [®mw0% -
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The sub-menus displayed in the left column below will be used to configure call routing for
Session Manager.

/7 Introduction to Network Routing Policy - Windows Internet Explorer = =] x|
= -1 / [ +. |‘ o =
@t_j. L |g, https://10.0.0.245/SMGR,/ ;I s Certificate Error 3| | % | [*q Google pel

S Favorites | 523 [l suagested Sites ~ @] Web Slice Gallery -

{5 Introduction to Network Routing Policy | | % - B - |- e - page - Safety - Tools+ @~
A\/A\VA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
admin
Routing * Home
Routing [l Home /Elements / Routing- Introduction to Network Routing Policy
Domains . . N Help ?
- Introduction to Network Routing Policy
Locations
Adaptations Network Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.
SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure
Entity Links wyour network configuration is as follows: ||
Time Ranges Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).

Routing Policies

_ Step 2: Create "Locations”
Dial Patterns

Regular Expressions Step 3: Create "Adaptations"
Defaults . -
Step 4: Create "SIP Entities
- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"

- Create all "other SIP Entities" {Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)

- Assign the appropriate "Locations", "Adaptations" and "Outbound Proxies
Step 5: Create the "Entity Links"
- Between Session Managers

- Between Session Managers and "other SIP Entities"

[ [ [ [ [ | [€ Localintranet | Protected Mode: Off va v | ®mi00% -
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5.1. Specify SIP Domain

Add the SIP domain for which the communications infrastructure will be authoritative. Select
Domains on the left and clicking the New button on the right. The following screens will then be
shown. Fill in the following fields and click Commit.
The authoritative domain name (e.g., sbc.silpunelab.com)

e Name:
e Notes:

Descriptive text (optional).

AVAYA

Routing

Domains I

Avaya Aura® System Manager 6.1

D

Locations
Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Editl New Duplicate |

Delete | More Actions ~

Help | About | Change Password | Log off

Routing

il Home /Elements / Routing / Domains- Domain Management

7 Items = Refresh

-

admin

* Home

Filter: Enable

o | Name | Type | Default | Notes

| cmm.silpunelab.com =ip O Domain for CMM configuration
|l examplee.com sip O

T  pune.mango.com sip O

| pune.silpunelab.com sip O MM-ASM Integration

- silpunelab3.com sip O

T silpunelab4.com sip m]

| silpunelab.com sip O

Select : All, None

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

SSR; Reviewed:
SPOC 03/28/2011

Domain Management

=

,7 lili ,7 ,7 ’7 |9|'. Local intranet | Protected Mode: Off
Avaya Aura® System Manager 6.1

Help | About | Change Password | Log off

Routing * Home

[l Home /Elements / Routing / Domains- Domain Management
Commit Cancel |

Va v [®0% - g

admin

Help ?

1 Item Refresh

Filter: Enable

| Type

Default

’I' sbe.silpunelab.com| I

=sip -

* Input Required

Solution & Interoperability Test Lab Application Notes
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5.2. Add Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside, for
purposes of bandwidth management. Location is added to the configuration for Communication

Manager and Session Border Controller. To add a location, select Locations on the left and click
on the New button (not shown) on the right. The following screen will then be shown. Fill in the
following:

Under General:
e Name: A descriptive name for Session Border Controller.
¢ Notes: Descriptive text (optional).
e Managed Bandwidth: Use the default value.

Under Location Pattern:

e |P Address Pattern:  An IP-address pattern used to logically identify the location.
e Notes: Descriptive text (optional).

After entering the location details for Session Border Controller, click Commit button to save.

Entity Links [ Name: [sac | B

Time Ranges Notes:

Routing Policies

Dial Patterns -
Overall Managed Bandwidth

Regular Expressions

Defaults Managed Bandwidth Units: |Kbit.-’5ec 'I
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia =
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth

(Intra-Location): 1000] Kbit/Sec

Maximum Multimedia Bandwidth

(Inter-Location): 1000/ Kbit/Sec

Minimum Multimedia Bandwidth: 64| Kbit/Sec
* Default Audic Bandwidth: 80 |Kbit,-fsec VI

Location Pattern

Add Remove |

1 Item Refresh Filter: Enable
u IP Address Pattern Notes .
C |*[t0.0.0.122
Select : All, None
* Input Required Commit | Cancel
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Add Location for Communication Manager.

Under General:
e Name:
e Notes:

e Managed Bandwidth:

Under Location Pattern:
e IP Address Pattern:

A descriptive name for Communication Manager.
Descriptive text (optional).
Use the default value.

An IP-address pattern used to logically identify the
location.

e Notes: Descriptive text (optional).
Entity Links | * Name: 1BCM | =l
Time Ranges Notes:
Routing Policies
Biciiaticar Overall Managed Bandwidth
Regular Expressions
Defaults Managed Bandwidth Units: IKbit,-fsec 'I
Total Bandwidth: 1000000
Multimedia Bandwidth: 1000000
Audio Calls Can Take Multimedia I
Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth .
(Intra-Location): 1000] Kbit/Sec
Maximum Multimedia Bandwidth .
(Inter-Location): 1000] Kbit/Sec
Minimum Multimedia Bandwidth: 64| Kbit/Sec
* Default Audio Bandwidth: 80 IKbit,-’sec 'l
Location Pattern
Add Remove |
1 Item Refresh Filter: Enable
u 1P Address Pattern Notes L
r |*[10.0.2.33
Select : All, None
* Input Required Commit | Cancel
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Verify the Location for Session Manager. Note this configuration is done during installation of
Session Manager.

Entity Links I* Name: ASMC I ﬂ

Time Ranges MNotes: asmc

Routing Policies

Dial Patterns .
Overall Managed Bandwidth

Regular Expressions

Defaults Managed Bandwidth Units: IMbit,”sec 'I
Total Bandwidth: 100000
Multimedia Bandwidth: 4098

Audio Calls Can Take Multimedia ~
Bandwidth:

Per-Call Bandwidth Parameters

M i Multi di B d idth -
(Intra-Location): 0| Kbit/Sec
Maxi Multi dia Bandwidth .
(Inter-Location): 90| Kbit/Sec
Minimum Multimedia Bandwidth: &4 Kbit/Sec
* Default Audio Bandwidth: 80 |Kbit,’sec =

Location Pattern

Add Remove | 0

6 Items Refresh Filter: Enable

r IP Address Pattern Notes

| *[15.0.0.15 PO

| *[10.0.* stations

| *10.0.0.191 cmfs

| *[10.0.0.219 ibcrm

[l *|10.0.0.166 vpss

— I 10.0.0.246 -

I asmc =
|Dore b ! [ [ [ [ [ [ [&iocalintranet | Protected Mode: Off ‘a v [ m0% - g

5.3. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP-based telephony system
communicating with it using SIP trunks. In the sample configuration, the following SIP entities
were added:

e Communication Manager (IBCM), and

e Session Border Controller (SBC).

To add a SIP Entity, select SIP Entities on the left and click on the New button (not shown) on
the right. The following screen is displayed. Fill in the following:
Under General:

e Name: A descriptive name for Communication Manager.

e FQDN or IP Address: IP address of the signaling interface

e Type: CM for Communication Manager

e Location: Select one of the locations defined previously. i.e., IBCM
e Time Zone: Time zone for this location.

Defaults can be used for the remaining fields. Click Commit to save each SIP Entity definition.
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The following screen shows the addition of Communication Manager. The IP address used is
that of the “procr” as configured in section 4.5. Keep Adaptation as blank. Location is IBCM
for Communication Manager

AVAyA Avaya Aura® System Ma nager 6.1 Help | About | Change Password | Log off

admin

Routing * Home

Routing [l Home /fElements / Routing / SIP Entities- SIP Entity Details

Domains Help ?
Locations SIP Entity Details Commit | Cancel |
Adaptations General
SIP Entities * Name: |IBCM
Entity Links

* FQDN or IP Address: | 10.0.0.219

Time Ranges

Type: [ |

Dial Patterns Notes:

Routing Policies

Regular Expressions

Defaults Adaptation: | LI
Location: IIBCM - I
Time Zone: |Asia/Kolkata =l

Override Port & Transport with DNS -
SRV:

* SIP Timer B/F (in seconds): 4

Credential name:

Call Detail Recording: |none -

SIP Link Monitoring
SIP Link Monitoring: IUse Session Manager Configuration LI

Entity Links

Add | Remove | «l
Done [ [ [ | | [ Localintranet | Frotected Mode: Off Va v | ®100% -
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Note the screen shot below shows configuration of Session Manager. The IP address used is that
of the SIP Entity Interface configured on the Session Manager.

AVAYA

Routing 4
Domains

Locations
Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

Help | About | Change Password | Log off

Avaya Aura® System Manager 6.1

admin
Routing * Home
Home /fElements / Routing / SIP Entities- SIP Entity Details

Help ?

Commit | Cancel |

SIP Entity Details

General

* Name:l avaya-asmc

* FQDN or IP Address:l 10.0.0.246

Type: [Session Manager =]
Notes:
Location:l |ALL =] I

Outbound Proxy: I -

Time Zone: | AsiafKolkata

Credential name:

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration ;I

Entity Links
Add | Remove

24 Items | Refresh Filter: Enable

u | SIP Entity 1 | Protocel | Port SIP Entity 2 | Port | Trusted |

I~ [avaya-asmec =] [Tcr =] * [soe0 ABG =1 * [soe0 ~ -l

— | —— — >
|Dor|e ,_ ,_,_ ,_ ,_ ’_ |"|‘.. Local intranet | Protected Mode: Off ¥q - | H100% v g

For Session Manager,
e Port:
e Protocol:
e Default Domain

there is additional Port configuration as shown below.
Port number on which the system listens for SIP requests.
Transport protocol to be used to send SIP requests i.e., TCP
The domain used for the enterprise

=l
— | SIP Entity 1 | Protocol | Port SIP Entity 2 | Port | Trusted
— [avaya-asmc =1 [Ter = = [s060 [2BG =1 = [s060 ~=
- [avava-asmc =1 [Ter =1 = [soeo G850 TF Board =1 = [sos0 ~
- [avava-asmc =1 [Ter =1 = [soeo CMFS From CC =1 = [sos0 ~
— [avava-asme =] [Tos =1 = [so61 [cLan_130a cc-cm =] * [soe1 ~
- [avaya-asme =1 [Ter =1 = [so60 cocM =1 = [sos0 ~
Select : All, None < Previous | Page [ 1 of 5 Next =
Port
Add I Remove I
2 Items @ Refresh Filter: Enable
— Port - | Protocel | Default Demain Notes
— 5060 [Ter =1 [silpunelab.com =1
- Sos1 [Tos =1 [silpunelab.com =1
Select : All, None
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The following screen shows the addition of Session Border Controller.

e Name: A descriptive name for Session Border Controller.
e FQDN or IP Address: IP address of the signaling interface
e Type: SIP Trunk
e Location: Select one of the locations defined previously. i.e., SBC
e Time Zone: Time zone for this location.
AVAYA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
Routing *| Home
Routing il Home /Elements / Routing / SIP Entities- SIP Entity Details
E:;I:::s SIP Entity Details Commit | C:::Zl?l
Adaptations General
SIP Entities * Name:
Routing Policies Type: [SPTronk ]
Dial Patterns Notes:

Regular Expressions

Defaults Adaptation: | =l

Location: |ALL hd

Time Zone: |Asia/Kolkata x|

Override Port & Transport with DNS -
SRV:

* SIP Timer B/F (in seconds): |4

Credential name:

Call Detail Recording: Iegress -

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration ;I

Entity Links

Add | Remove |
|pone l_l_l_l_l_’_Kl Local intranet | Protected Mode: Off v [H10% -

5.4. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
To add an Entity Link, select Entity Links on the left and click on the New button (not shown)
on the right. Fill in the following fields in the new row that is displayed:

e Name: A descriptive name.
e SIP Entity 1: Select the Session Manager entity.
e Port: Port number to which the other system sends SIP requests
e SIP Entity 2: Select the name of the other system.
e Port: Port number on which the other system receives SIP
requests. These ports should match SIP signaling ports.
SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 53
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e Trusted:

e Protocol:

Check this box. Note: If this box is not checked, calls
from the associated SIP Entity will be denied.

Select the transport protocol among UDP/TCP/TLS
Check these are aligned with the definition on the other
end of the link. In the example, TCP is used.

Click Commit to save each Entity Link definition.

The following screen illustrates adding the Entity Link for Communication Manager.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links

Time Ranges

Routing Policies Mame | sipFntitwl | Protocol | Port  SIP Forifv2 __port | Trusp
Dial Patterns | avaya-asmc_IBCM_5| * [avaya-asme =] [TcP =] + [s080 = [18CM -1 + [sos0 l7|
Expr 4 | |

Avaya Aura® System Manager 6.1

il Home /Elements / Routing / Entity Links- Entity Links

Entity Links

Help | About | Change Password | Log off
admin

Routing Home

Help 7

Commit I Cancel I

1 Item | Refresh

Filter: Enable

Defaults

* Input Required

Commit I Cancel I

Below is illustrated adding the Entity Link for Session Border Controller.

|
AVAyA AVaya AU ra® System Ma nager 6_ 1 Help | About | Change Password | Log off
admin
Routing *| Home
Domains Help 2
Locations Entity Links ﬂlﬂl
Adaptations
SIP Entities
Entity Links
Time Ranges 1 Item Refresh Filter: Enable
Routing Policies Nﬂ | SIP Entity 1 | Protocol Port | SIP Entity 2 | Port | Trust
Dial Patterns ”’lavaya—asmcﬁASMCﬁE * |avaya-asme = * |5060 *[sBC =1 * |5060 2
Expr < | ¥
Defaults
* Input Regquired Commit | Cancel |
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5.5. Add Time Ranges

Before adding routing policies (see next section), time ranges must be defined during which the
policies will be active. In the sample configuration, one policy was defined that would allow
routing to occur at anytime. To add this time range, select Time Ranges on the center of the
Time Ranges page under the heading, click on the New button (not shown). Fill in the following:

e Name: A descriptive name (e.g., 24/7).

e Mo through Su Check the box under each of these headings
e Start Time Enter 00:00.

e End Time Enter 23:59

Click Commit to save this time range.

A\/A\\//.\ Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off
admin
Routing *| Home
Routing il Home /Elements / Routing / Time Ranges- Time Ranges
Domains Help 2
Locations Time Ranges Commit | Cancel |
Adaptations
SIP Entities
Entity Links
1 ftem  Refresh Fiter: Enable
Routing Policies Name Me Tu We Th Fr Sa Su ?art e Notes
ime Time
Dial Patterns
1 24/7 F F ¥ F ¥ ¥ ¥ =00 #[23:59 | [Time Range 24!?'
Regular Expr
4 | i
Defaults
* Input Required Commit | Cancel |

5.6. Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in section 5.3. Two routing policies must be added — first for Communication Manager
and second for Session Border Controller.

To add a routing policy, select Routing Policies on the left and click on the New button (not
shown) on the right. The following screen is displayed. Fill in the following:

Under General:
e Name: Enter a descriptive name for the Communication Manager policy.

Under SIP Entity as Destination:
¢ Click Select, and then select the appropriate SIP entity created for Communication Manager.

Under Time of Day:
¢ Click Add, and select the time range configured in the previous section.
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Defaults can be used for the remaining fields. Click Commit to save the Routing Policy
definition. The following screen shows the Routing Policy for Communication Manager.

admin

AVAyA Avaya AU ra® System Ma nager 6 1 Help | About | Change Password | Log off

Routing *| Home

Routing [l Home fElements / Routing / Routing Policies- Routing Policy Details
Domains Help ?
T Routing Policy Details Commit | Cancel |
Adaptations
SIP Entities General
Entity Links * Name: || To IBCM
Time Ranges Disabled: I
Routing Policies Notes: I
Dial Patterns
Regular Expressions i i i
SIP Entity as Destination
Defaults
Select |
Name | FQDN or IP Address Type Notes
| 1IBCM | 10.0.0.21% CM
Time of Day
Add Remove | View Gaps/Overlaps |
1Item Refresh Filter: Enable
I Ranking 1 . ‘ Name 2 . ‘ Mon | Tue ‘ Wed ‘ Thu Fri | Sat ‘ Sun | Start ‘ T'i""‘;e Notes
Time
o = = 2 = = = = 00:00 23:59  Range
24/7
Select : All, None
Dial Patterns =
|Dune ’_l_l_l_l_l_l"l'. Local intranet | Protected Mode: Off 3 - | H100% - A

Under General:
e Name: Enter a descriptive name for Session Border Controller policy.

Under SIP Entity as Destination:
¢ Click Select, and then select the appropriate SIP entity created for Session Border
Controller.

Under Time of Day:
¢ Click Add, and select the time range configured in the previous section.
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Defaults can be used for the remaining fields. Click Commit to save the Routing Policy
definition. Below is illustrated the Routing Policy for Session Border Controller, configured in
these sample application notes.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

Avaya Aura® System Ma nager 6.1 Help | About | Change Password | Log off

il Home /Elements / Routing / Routing Policies- Routing Policy Details
Routing Policy Details

General

* Namej To SBC

Disabled: [

Notes: route to SBC

SIP Entity as Destination

Select |

Routing

admin

* Home

Help ?

Commit | Cancel |

—Mame _________ FQDN or IP Address e

Notes

SBC 10.0.0.122 SIP Trunk

Time of Day

Add Remove I View Gaps/Overlaps |

1 Item  Refresh

Filter: Enable

< - Start End
r Ranking 1 . | Name 2 . | Mon | Tue | wed | Thu | Fri Sat ‘ Sun Ti | TH Notes
Time
r o 24/7 = = =2 = = = = 00:00 23:52  Rangs
247

Select : All, None

Dial Patterns

Done

SSR; Reviewed:
SPOC 03/28/2011
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5.7. Add Dial Patterns

Dial patterns must be defined that will direct calls to the appropriate SIP Entity. In the sample
configuration, 4-digit extensions beginning with 62 reside on Communication Manager and 5-
digit starting with 61 will be routed to Session Border Controller. To add a dial pattern, select
Dial Patterns on the left and click on the New button (not shown) on the right. Fill in the
following, as shown in the screen below, which corresponds to the dial pattern for routing calls
to Communication Manager:

Under General:

e Pattern: Dialed number or prefix.

e Min: Minimum length of dialed number.
o Max: Maximum length of dialed number.
¢ Notes: Comment on purpose of dial pattern.

Under Originating Locations and Routing Policies:

Click Add, and then select the appropriate location and routing policy from the list.
Default values can be used for the remaining fields. Click Commit to save this dial pattern.
The following screen shows the dial pattern definitions for Communication Manager.

AVAyA Avaya AU ra® System Ma nager 6 1 Help | About | Change Password | Log off

admin

Routing *| Home

Routing i Home /Elements / Routing / Dial Patterns- Dial Pattern Details
Domains Help ?
T TE Dial Pattern Details Commit | Cancel |
Adaptations
SIP Entities General
Entty Links ceattemfez ]
Routing Policies
Dial Patterns
. Emergency Call:
Regular Expressions gency r
Do SIP Domain: || -ALL- |v
Notes:
Originating Locations and Routing Policies
Add Remove | o
1Item Refresh Filter: Enable
Originating Routing Routing Routing Routing
r Originating Location Name 1 Location Policy Rank 2 Policy Policy Policy
Notes Name Disabled Destination Notes
||' ALL ALL To IBCM 0 - 1BCM |
a |+
Select : All, None
Denied Originating Locations
Add Remove |
. =
T — St e e S= e
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The following screen shows the dial pattern definitions for Session Border Controller.

Pattern:
e Min
e Max
e Notes

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

61
5
5

optional descriptive text.

Avaya Aura® System Manager 6.1

[l Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Dial Pattern Details

General

* Pattern:

* Minz

* Max:
Emergency Call:
SIP Domain:

Notes:

61

5

-ALL

o SBC

Originating Locations and Routing Policies

Add Remove |

1 Item Refresh

.
L¢]

Help | About | Change Password | Log off
admin

Routing Home

Help ?

Commit | Cancel |

Filter: Enable

[~ | Originating Location Name 1 Location :3:;?:9 Rank 2 Pﬂli;v Policrv Pulic’y
Notes Name Disabled Destination Notes
I AL ALL To SBC 0 - sBC ;°E:Jée to
b I
Select : All, None
Denied Originating Locations
Add Remove
fl = = T 3
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6. Configure Avaya Aura® Session Border Controller

This section provides the procedures for configuring Session Border Controller, assuming it has
been installed and licensed as described in the references. The following steps describe
configuration of Session Border Controller for:
e Access Avaya Aura® Session Border Controller
e Administer Ethernet Interfaces
o Administer Ethernet private interface on ethO
o Administer SIP TCP configuration on ethO
o Administer public interface on eth2
0 Administer SIP TCP configuration on eth2
e Administer Enterprise PBX server
o0 Administer SIP TCP configuration on PBX server
e Administer Enterprise TELCO server
o Administer SIP TCP configuration on TELCO server

6.1. Accessing Avaya Aura® Session Border Controller

To access the Session Border Controller configuration use the browser-based GUI using the
URL http://<ip-address> where <ip-address> is the IP-address of Session Border Controller
configured on ethO interface. Log in to the system with valid credentials.

/= Acme Packet Net-Net 05-E - Windows Internet Explorer =] =

@ 5 = [ https:/10.0.0.122/ ~ || %8 certificate Error | 42 || < |-‘] SIP 406 server no t acceptable 2

i Favorites | 5o [l sugcested sites = @] web slice Gallery ~

A& Acme Packet Met-Net O5-E | | i ~ B - [ o= - Page - safety - Tools ~ @~

Acme Packet Net-Net OS-E
To access the NNOS-E management interface, you must first log in. Please provide your user name and password.
Username: |
Password: |
Login

=
Done [ [ [ [ [ [ [€& Localintranet | Protected Mode: Off [Fa =" 1w00% -
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The Home page for Session Border Controller configuration is shown below.

- =
Sthra
(c) 2005-2010 Acme Get summary for [Bex 1 =] _Refresh | Help
Packet, Inc_ All rights
aEstd 0175-8833-83ce-b34c
[wwnw acmepacket com)]
M IPAddress LocalBox (10.0.0.122)
datanase
m time 16:31:32 Mon 2011-02-14
" 0%
active-calls 0
lolal-cache-e]llrfea 1]
totat-nontocal registrations 0
B
[Done [ [ [ [ [ [ [&& Localintranet | Protected Mode: Off [Fa = [Rwmow =
To access the configuration, click on Configuration tab. The web page shows two main nodes
cluster and vsp as shown in left frame. By default cluster has single box configured on it. To
view box configuration click on it.
Note: To update and save configuration for all the menus, click on set button after making
changes.
BN e/ nacket Configuration
allfra :
Status Summary Logout admin - e e e e s e e e
Configuration: all Configuration Loaded
| Configuration | Setup | View | The configuration has been successfully loaded.
= cluster
box:punesbc.silpunelab.com
vsp
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The box configuration is shown below has two Ethernet interfaces configured.

AlUl"A ez

E——— R ——— e e S —
Configuration: all Configure clusterlbox:punesbc.silpunelab.com Show advanced Help Index

[ Configuration | Setup | View | Set| |Reset| | Back| | Copy | Delete |

B clysrer

% box:punesbc.silpunelab.com | * number I—1 (from 1 to 16) B
admin Ignabled 'I (Resource is active)
hostname m (host name or n_n.n.n)
timezone enter [Asia/Kolkata | or select from [Alaska =1 (See Status tab System

timezones for complete list)

name [punesbe_silpunelabcom
description Im
contact I—
location I—
identifier Im o

interface interface _ladmin lmty larp  lspeedduplex!autoneg lin lulan
Edit Delete | interface eth0|enabled | 1500 |enabled | 1Gb full enabled |Edit|Configure
Edit Delete | interface eth2|enabled| 1500 [enabled (1Gb [ full enabled |Edit|Configure
Add interface
bootp-client Configure
ntp-client Configure =
|Dore |€&. Local intranet | Frotected Mode: Off vh - [®m00% -

Note: The hostname, timezone and the Ethernet interfaces are configured during installation of
the system.
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6.2. Configuring the Ethernet Interface

Session Border Controller sits on the edge of enterprise network. The main functionality is
similar to NAT and firewall is to protect private network from intrusion from public network. It
has two Ethernet interfaces one configured in private network and other in public network.
Session Border Controller performs the network address translation for SIP messages and media
translations going from private to public or vice-versa.

6.2.1. Configuring Private Ethernet Interface 0

The private Ethernet interface has an IP-address in the range of addresses in the private network.
Verify the IP-address and net-mask assigned to the interface.

'R 1
AW\VIAr ;u'm:'.é ;;.'rckvr| Conﬁguratlon
allfa
Status Summary Logout admin “Home™ REAUEICUEL Y ~Status™Call Togs™"Event Togs ™ Aetions™[=Services™Reys™ “Access T Tools ™)
Configuration: all Configure clusterlbox:punesbc.silpunelab.comlinterface eth0 Help Index o
‘ Configuration | Setup | View | SETl Reset | BECkl Delete |
B cluster
5 box " name eth0 'l (ethernet interface 0)
B interface ethl '
=P IUE admin enabled 'l (Resource is active)
55 ' !
snm
Webp mtu 1500 (fram 100 to 1,500, default=1500)
web-senvice
sip arp enabled 'l (Resource is active)
icmp
media-ports speed 1Gb =
routing
interface eth2 duplex full =] (Full duplex)
o (Full duplex)
E vsp autone vl r ; -
default-session-config ! enabled (Resource is active)
.
gilicies p ip admin [ip-address |geolocation [security-|address-|filter- |media- | metric|clas
session-config-pool domain [scope |intf ports tag
dial-plan
registration-plan Edit Delete |ip inside | enabled| static 0 disabled | enabled |1
enterprise 10.0.0.122/22 20000
carriers
dns 5000
settings enabled
Edit
Add ip
vlan Add vlan
Set| Reset | Back| -
4 | v
|Dor1e ’_’_’_’_’_’_Kl Local intranet | Protected Mode: Off 43 - | 0% - g

Click on ip inside node and configure ICMP protocol. Select ICMP link as shown in snapshot
below. Verify the IP-address for private interface is pingable from private network after
completing entire configuration for Session Border Controller.
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Make following changes to ICMP configuration.

e admin: enabled
e rate: 10
A Configuration
| “ /
A0 e
Statys Summery_ Logout admin T e S S W
Configuration: all Configure clusterlbox:punesbc.silpunelab.comiinterface ethOlip insidelicmp Help Index
‘ Configuration | Setup | View | Setl Reset | Backl Delete
E cluster
El box:punesbc.silpunelab.com admin esource e
B interface eth0 '
H ip inside Hlimit
o rate  [f10 | d(fiom 1 to 10,000)
snmp = per second(irom o )
web

web-senvice
in Setl Resetl Backl

“outing Help Index
interface eth2
cli
E van

6.2.2. Administer SIP TCP Configuration On EthO

To configure TCP SIP trunk for private interface, click on interface ethO from left frame and then
click on SIP link. Click on add TCP port.

AUlNA ez
ot e o e LR L — - - Sy ——
Configuration: all Configure clusteribox:punesbc.silpunelab.comiinterface ethOlip insidelsip _Help _Index -
‘ Configuration | Setup | View | Set Reset I BaCkI Delete I
= cluster
B box:punesbc_silpunelab.com admin Ignablgd vl (Resource is active)
= interface eth0 =
Hip |ns|ds nat-translation IdiSEb|EE| 'I (Resource is inactive)
i !
3,1?"’ nat-add-received- IdiSEb|EE| 'I (Resource is inactive)
from :
yeh senice
nat-add-X-Remote- Ignablgd -I (Resource is active)
rcmp Info :

media-ports

routing load-balance- Ifa'gg vl

interface eth2 head-end
cli
vsp udp-port | | udp-port |from-server | to-server | transpon| remote-port | cerlificale|
|m Delete|ud9—9nrt GUGU|m |ﬂ |UDF' |GCIGCI |ﬂ
Add udp-port
tcp-port | |tcp-porl |from-server|to-server|transport| remote-port|cerliﬁcate|
|Edit Detete | 1ep-port 5060 Edit S [Eait
Add tcp-port
tls-port tls-port from- to- transport | remote- | certificate g
server senver port
Edit Delete |tls-port 5061 | Edit Edit TS 0 vsphtlsi\certificate
aasbc p12
Add tls-port
cortificata T L =l
Done [ [ [ [ [ [ [fteclintranct | Protected Mode: OFf “a v [Ri0% -
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Make following changes to the configuration and click on set to save configuration.
e Port: 5060
e Transport: TCP

AN Configuration
Al g
powered
EE O S Ny N —
Configuration: all Configure clusteribox:punesbec.silpunelab.comiinterface ethQlip inside\sip\tcp-port 5060 Help
Index

Configuration Setup View
| | | ‘ Set Reset | Back | Copy | Delete |

= cluster

B box:punesbc._silpunelab.com

El * | |
mtéelr?:cii;gheﬂ port [s080 (at minimum 1,default=5060)

ssh

from-server

snmp I ﬂ
web

web-senice to-server | ﬂ

sip
icmp transport ITCF' 'l (Transnfission Contral Protocol)
media-ports

routing remote-port  [g (from 0 to 65,535)

interface eth2

cli 5
2 vsp certificate I j
default-session-config
gi\icies Set Reset | Back | Copy |
session-config-pool
dial-plan Help Index
registration-plan

6.2.3. Configuring Public Ethernet Interface 2

The public Ethernet interface eth2 has an IP-address in the range of addresses in the public
network. Verify the IP-address and net-mask assigned to the interface.

AVAYA Configuration
allfa
Status Summary  Logout admin O — - - S N ——
Configuration: all —| Configure cluster\lbox:punesbc.silpunelab.comiinterface eth2 Help Index o
‘ Configuration | Setup | View | Set Reset I Backl Delete I
= cluster
E box:punesbc._silpunelab.com * name Igth2 v! (ethernet intarface 2)
= interface eth0 -
Bip |ns|ds admin 'enabled 'i (Resource is active)
ss .
snm
Webp mtu 1500 (from 100 to 1.500.default=1500)
web-service
sip arp enabled 'l (Resource is active)
icmp
media-ports speed 1Gb = |
= i
o
= interface eth2 duplex full =] (Full duplex)
sip autone l—;l i ive)
femp 9 enabled (Resource is active)
= ;T;zﬁ::g;purls ip ip admin |ip-add geol i security- | add -| filter- media- [ metric | clas
route Default domain (scope intf ports tag
route external
route cm-outs Edit Delete ip outside [enabled | static 0 disabled | enabled |1
proxy tcp 80 y
proxy top 443 11.0.0.11/24 20000
= kernelfilter 5000
allow-rule allo enabled
deny-rule den
cli Edit
= vsp
default-session-config .
tls - Addip |
pUIlcl_es vlan Rl
session-config-pool e
dial-plan

registration-plan

anternrisa ~| [set| |Reset| |Back| -
4] | > 4] | »
[Done [T [ [ [&iocalintranet | Protected Mode: Off [Fa - [®wo% -
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Click on ip outside node and configure ICMP protocol as shown in snapshot below. Verify the
IP-address for public interface is pingable from public network. Note the public and private
network are configured in different subnets.

Make following changes to ICMP configuration.

admin:
rate:

PSS
alfra

Status Summar

ST
ac mc'_/.? packet

Logout admin

enabled
10

Configuration

B Configuration e e i Wi die ool il s Gl il e

Configuration: all

|Cnnﬁguratinn| Setup | View |

= cluster
E box:punesbc_silpunelab.com
= interface eth0
= ip inside

web-service
sip
icmp
media-ports
routing
B interface eth2
= ip outside

— | Configure clusteribox:punesbc.silpunelab.comlinterface eth2lip outsidelicmp Help _Index
Set Reset I Backl Delete |
adminl |enabled =| \Resnurcelis active)
Ellimit
t \
o = I |10 Iper second(from 1 to 10,000)
Sell Reset | Back |
Help Index

6.2.4. Administer SIP TCP Configuration On Eth2

To configure TCP SIP trunk for public interface, click on interface ethO from left frame and then
click on SIP link. Click on add TCP port.
Make following changes to the configuration and click on set to save configuration.

e Port: 5060
e Transport: TCP
AVAYA e P Configuration
(a L ] r(a - / Pe
Status Summarv  Logout admin R L S — e - T —
Configuration: all Configure cluster\box:punesbc.silpunelab.comlinterface eth2lip outside\sipitcp-port 5060 Help
Index
‘ Configuration | Setup | View |
Set Reset I Back Copy I Delete
= cluster
B box:punesbc_silpunelab.com
= mgrﬁcli:}jheu * port ||snsn |'*t minimum 1,default=5060)
Eﬁ':np from-server I LI
b
st,sewice to-server | =1
sip
icmp transport |ITCF' 'I (Transmission CEIﬂrU\ Protocol)
media-ports
t . . .
5 interface atha remote-port o (from O to 65.535)
i_‘ » ;I; I certificate | LI
T
;Eﬁﬁ:,fgpurls Set Reset I Backl Copy
proxy tcp 80
v tep 443
Kamelfiar Help Index
. cli
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6.2.5. Administer Kernel Filter

Kernel filtering is by default enabled on the outside network to restrict the traffic from the public
network entering Session Border Controller. This is similar to Linux kernel firewall iptables,
which allow or restrict traffic to and from Session Border Controller to public network. There are
two types of rules defined in filter Allow and Deny.

Allow rule allows specific type of traffic to enter Session Border Controller based on protocol
and port selection. And Deny rule restricts generically all other or specific type of traffic to enter
Session Border Controller based on protocol and port selection.

Select kernel-filter node under ip outside and make following changes to Allow rule.

e Protocol: This is to make sure all SIP TCP traffic is allowed.

e Port: The port configured on Eth2 interface for Telco sip Trunk.
e Source-address/mask:  Specify the public network range.

e -
ANEYA scme/packet| Configuration
allla

\ powered

Status Summary  Logout admin Configuration

Configuration: all = Configure clusteribox:punesbc silpunelab.comlinterface eth2\ip outside\kernel-filterallow-rule
allow-sip-tcp-from-peer-1 Help Index
| Configuration | Setup | WView |
Set Reset Back I Copy I Delete |
= cluster
E box:punesbc.silpunelab.com
= interface eth0 * name [alow-siptcp-from-paara |
B ip inside allow-sip-tcp-from-peer-1
ssh "
snmp admin Ienabled 'I (Resource is active)
web R .
web-senice destination-port | [5060 |_fn:|rl 0 to 65,535)
sip
icmp * source-address/mask |11_0_0_g_.-’24 m.n.nim
media-ports . o
t
O interface o source-port Jo (from 0 to 65,535)
= ip outside
sip protocol ||1Cp 'I (Transmission Culltrul Protocol)
icmp
media-ports
routing Set Reset Back I Copy I
proxy tcp 80
proxy tcp 443
= kemelfilter Help _Index
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Make following changes to Deny rule to restrict any other traffic from entering Session Border
Controller from public network.

(:' punesbesilpunelab.com (10.0.0.122) - Acme Packet Net-Net 05-E Configuration - Windows Internet Explorer - |ﬁ' |5|

@;} = I* https://10.0.0.122/config?type =system j @ Certificate Eror | +4 | X Iﬁ Google 2|~

57 Favorites ‘ o5 [l suggested sites ~ @] web Slice Gallery -

88| v| /& https:/[10.0.0.99/webconso. .. | A punesbe.sipunelab.com (... X | | T - - [ b - Page~ Safety~ Toos~ @@~
AVAYA Configuration
AUra e |

T g W W
Configuration: all = Configure cluster\box:punesbc.silpunelab.comlinterface eth2\ip outside\kernel-filter\deny-rule

deny-all-sip _Help Index

|Cnnﬁguratinn| Setup | View |

Set Reset | Back | Copy | Delete |
= cluster
B box:punesbc_silpunelab.com
interface eth0 * name .
B interface eth2 ||deny all-sip

= ip outside .
p sip admin IEHEb\Ed 'I (Resource is active)

icmp L I

media-ports destination-port Il5050 [frnmlﬂ to B5,535)
routing

proxy tcp 80 * source-address/mask ||U.U.U.UIU I'I1.IT.|1.I1.-"I1]

proxy tcp 443 i

=l kernelilter

allow-rule allo source-port fo (from 0 to 65.535)

deny-rule den
i protocol ||a|| j (All protocol types*

[SR%
default-session-config
tls Set Reset | Back | Copy |
policies
session-config-pool

dial-plan Help Index
registration-plan
enterprise
carriers

dns

settings -
| | >

| l_l_l_l_l_’_wl‘. Local intranet | Protected Mode: Off ¥3 - | H100% -~ g

7]
HEEEEEEEES
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6.3. Administer Enterprise PBX Server

PBX enterprise server configuration is required to create link to Session Manager. Go to vsp
node and click on Enterprise. Select sip-gateway PBX to update configuration.

Enter following details:
e Domain: Enter domain name as configured in Session Manager.

6:' punesbc.silpunelab.com (10.0.0.122) - Acme Packet Net-Het 05-E Configuration - Windows Internet Explorer

=181
L=

@?: L I* https:{/10.0.0.122/config?type =system ﬂ @ Certificate Error || 4 || X ﬁGc-c-gle

ﬁ Favorites | {;‘g ﬂ Suggested Sites ~ @ | Web Slice Gallery -

88| -| € https:/[10.0.0.95fwebconso. . | o punesbc.slpunelab.com (... X | |

fr v B - ) o= - page - Safety- Tooks+ @~ 7
AVAVIAF Configuration
a L i a powered
Status Summary _ Logout admin “Home™ JESLLIEUELY -Status™ - CallCogs™ "Event Logs™FActions™Services ™" Reys™FAccess™ - Tools™]
Configuration: all Configure vsplenterprise\servers\sip-gateway PBX Show advanced | Help Index m
| Configuration | Setup | View ‘ Set Reset | Backl Copyl Delete |
= clster . . Manage connections, Loginstant messages, Record media, Record files,
B vsp boxpunesbe.silpunelab.com Set up accounting, Change "from:" URI, Change "to:" URI
default-session-config
tis
policies * name
session-config-pool PBX
dial-plan )
registration-plan admin Ienabled ¥| (Resource is active)
= enterprise
Sserver domain | |5i|pune|ab.com |
sip-gateway PBX
carmiers failoverdetection  [ping 7] (Use OPTIONS to datect failures)
dns
. enes ]
Hserver-pool
Delete]
inbound-session-config-pool-entry | j Create
outbound-session-config-pool-entry | j Create
=]
Done [ [ [ [ [ | & Lol intranet | Protected Mode: Off Ch v | ®wom -
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6.3.1. Administer SIP TCP Configuration On PBX Server

To administer PBX configuration click on server pool and select server PBX1. Make the
following changes to the configuration. Click on set button after configuration to update it.

e Host: Set the value to Session Manager IP-address.
e Transport: TCP

e Port: 5060

6:' punesbec.silpunelab.com (10.0.0.122) - Acme Packet Net-Net 05-E Configuration - Windows Internet Explorer

_i&]x]
@?} - I* https://10.0.0. 122/config?type =system j @ Certificate Error | ++ | A Iﬁ SIP 406 server not acceptable Jelbs

7 Favorites ‘ 9 ﬂ Suggested Sites = € | Web Slice Gallery -

& punesbc. silpunelab.com (10.0.0.122) - Acme Packet ... | | ﬁ - = [ géa ~ Page - Safety - Tools ~ @v >

évfyr\l’a Configuration

powered

Status Summary  Logout admin

“Home" e EEEng "SR “Call Togs" ‘tvent Logs" ‘Actions' Services Keys' Access' Tools"|
Configuration: all = Configure vsplenterprise\servers\sip-gateway PBX\server-pooliserver PBX1
Show advanced Help Index

|»

|Conﬁgurati0n| Setup | View |

Bl cluster EI FEE | Back | Copy | Delete |

E box:punesbc _silpunelab.com
El interface eth0

ip inside

B interface eth2 * server-name IPB)ﬁ

ip outside

- cli admin Ienabled 'l (Resource is active)
vsp
default-session-config

tls " host | [10.0.0 246 [hclst name or n.n.n.n)

policies
session-config-pool transport _ |
dial-plan transport__ [TCP [ (Tidnsmission Control Protocol)

registration-plan

=l enterprise port | ISUSU (at Ininimum 1,default=5060)
B servers

El sip-gateway PBX
e eeemcons | I
vsplsession-config

= outbound-normalization  Add outhound-narmalization

Bl sip-gateway Telco
vsplsession-config
vsplsession-config
server-pool

inbound-normalization Add inbound-normalization

carriers -

hl LI_I ardmission-control [ieblod ol em e e icaiocn LI
[pere [ [ [ [ [ [ [6Localintranet | Protected Mode: off [“a ~[®w0m - 4
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6.4. Administer Enterprise TELCO Server

Telco server configuration is required to create link to service provider in public network. Go to

V'SP node and click on Enterprise. Select sip-gateway Telco to update configuration.
Enter following details:

e Domain: Enter domain name for service provider network.

6:' punesbec.silpunelab.com (10.0.0.122) - Acme Packet Net-Net 05-E Configuration - Windows Internet Explorer - IE Iil

@?} L= I'j" https://10.0.0. 122fconfig?type=system j @ Certificate Error | +4 | & Iﬁ SIP 406 server not acceptable polhs

7.7 Favorites ‘ s ﬂ Suggested Sites = @ | Web Slice Gallery -

& puneshc, sipunelab.com (10.0.0.122) - Acme Packet ... | | & - - [ s§a - Page - Safety - Tools - @' i

AVRYA Configuration
a L l ra powered

EEaTae- M Configuration e el bbbl i el s L i il
Configuration: all T| Configure vsplenterprise\serversisip-gateway Telco Show advanced | Help Index T
| Configuration | Setup | View | Setl Reset | Backl Copyl Delete |
El clluE‘StBr ) i Manage connections, Loginstant messages, Record media, Record files,
bg'f’;gzgg'i?ﬁgne'ab'c°m Set up accounting, Change "from-" URI, Change "to™" URI
ip inside
B interface eth2

ip outside

x
. name
cli ITeIco

Bl vsp i
default-session-config admin |9H3b|9d 'l (Resource is active)
tls
policies domain | Isbc_silpunelab.com |
session-config-pool
dial-plan fail _detecti — .
registration-plan atlover-detection |pmg l (Use OPTIONS to detect failures)
Bl enterprise
E semvers
B sip-gateway PBX [ servers: | Ll
vsp\session-confic EHserver-pool
vsp\session-confic [Delete]
E server-pool
X1
= Spgaeay e
rer-etnfic . .
vspisession-confic inbound-session-config-pool-entry I j Create
server-pool
carriers - outbound-session-config-pool-entry | j Create
1 [ x|
[pore [ [ [ | [ Localintranet | Protected Mode: OFF 3 [m0% -
SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 40 of 53

SPOC 03/28/2011 ©2011 Avaya Inc. All Rights Reserved. CM-SM-SBC



6.4.1. Administer SIP TCP Configuration On TELCO Server

To administer Telco configuration click on server pool and select server Telcol. Make the
following changes to the configuration. Click on the set button after configuration to update it.
e Host: Set the value to Server Provider IP-address.

e Transport: TCP

Port: 5060

/= punesbc_silpunelab.com (10.0.0.122) - Acme Packet Net-Net 0S-E Configuration - Windows Internet Explore

— 1= x]|
6‘\_—: = [ http=://10.0.0. 122/config?type=system =[5 certificate Error | 42 || x ﬁ SIP 406 server nof t acceptable £~
i Favorites | 9% [ suggested sites - @] web slice Gallery =
A punesbe.silpunelab.com (10.0.0.122) - Acme Packet ... I | - - ) d=n v Page~ Safety~ Tooks -~ @

AVAV‘AF Configuration
AU s
Status Summary  Logout admin Configuration
Configuration: all =] Configure vsplenterprise\servers\sip-gateway Telco\server-pool\server Telco1 I
Show advanced Help Index
| Configuration | Setup | View ‘
Set Reset Back Copy Delete

= clstor Eof| [hescf] [Geok| [Com]  [ooei]

= box:punesbc.silpunelab.com
= interface eth0
ip inside
= interface eth2
ip outside
cli

General:

ITE|CD1

* server-name

admin Ienabled 'I (Resource is active)
= vsp

o =
ﬁzfaull session-config host |11,U,U,4 | {host name or n.n.n.n)
policies transport
session-config-pool i
Sl plan 9-p transport TCP x| (Trghsmission Control Protocol)
registration-plan
=l enterprise port ISGGO (at dhinimum 1 default=5060)

=l servers

B sip-gateway PBX

vsplsession-config
vsplsession-config
= server-pool
server PBX1
= sip-gateway Telco
vsplsession-confic
vsplsession-confic

=l ge|reTpUD
T

Done

outbound-normalization  Add outbound-normalization

inbound-normalization Add inbound-normalization

Call Admission Control:

trol

MHicabind =

] ]_]_I_I__|G‘.'_an| intranet | Protected Mode: Gff

6.5. Save and Update Configuration

After completing configuration on the Session Border Controller, user is required to apply the

changes to the current running configuration. Click on Configuration drop down menu button in
left frame and select Update and Save configuration.

N K

a v | H100% -

{.: punesbc.silpunelab.com (10.0.0.122) - Acme Packet Net-Net 05-E Configuration - Windows Internet Explorer

—=>
@:‘/ w [# https://10.0.0. 122/config?type=system |08 certificate Error || 2| | % | [*h cooae 2=
7 Favorites | 733 [ suggested sites ~ @] web Slice Gallery ~
55| - | @ rttps:410.0.0.98webcansa... | - punesbe.sipunelab.com (... x | | %t - B - [ & - Page- Safety - Toos- @-
AU ez
Status Summary  Logout admin O S W W Sy

Configuration: all Configuration Loaded

The configuration has been successfully loaded.

Configuration

Reload

Fr
Validate |22date and save the current configuration. ]

Analyze configuration

Search configuration

Save as XML

Load from XML
3] —pran
registration-plan
enterprise
carrers
dns

settings
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7. Configure Service Provider

This section provides the information for configuring Service provider in public network. In a
customer deployment scenario, a user will configure a SIP trunk with parameters such as IP
address and port received from the service provider.

In this lab deployment scenario Avaya Aura® Communication Manager Evolution Server 6.0.1
has been configured in public network to terminate calls to public network. The configuration on
Communication Manager is similar to configuration described in section 4. Session Border
controller is configured as a peer for the SIP trunk with Communication Manager. Avaya
endpoints configured with this Communication Manager will act as public users to make and
receive calls from private network.
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8. Verification Steps

8.1. Verify Link Status On Communication Manager

To check status of the signaling link on Communication Manager, execute status signaling-group
command.

status signaling-group 1
STATUS SIGNALING GROUP

Group ID: 1
Group Type: sip

Group State: in-service

To check the status of trunk group on Communication Manager, execute status trunk command.

status trunk 1 Page 1
TRUNK GROUP STATUS
Member Port Service State Mtce Connected Ports
Busy

00017001 TOOOO1 in-service/idle no
00017002 TOO002 in-service/idle no
00017003 TOO003 in-service/idle no
00017004 TO0O004 in-service/idle no
00017005 TOO0O05 in-service/idle no
00017006 TOOOO6 in-service/idle no
00017007 TOOOO7 in-service/idle no
00017008 TOO008 in-service/idle no
00017009 TOO0O09 in-service/idle no
00017010 TOO0O10 in-service/idle no
00017011 TOOO11 in-service/idle no
00017012 TOO0012 in-service/idle no
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8.2. Verify Link Status on Session Manager

To verify the status on Session Manager go to the System Manager home page and click on
Session Manager link in Elements column.

/= Dashboard - Windows Internet Explorer —|=
@; =[] https:/10.0.0.245/5MGR/ =54 certificate Error | |42 || |-'] linux thtp £
¢ Favorites | 523 [0l sucgested Sites ~ 2] Web Siice Gallery =

& Dashboard | | i - - [ f= - Page~ Safety~ Tools » @

Previous Mext || # oOptions - |

X Find: [srtp

Administrators

Groups & Roles

Subscribers

users from file
UCM Roles

roles to users

users

Manage Administrative Users

Manage groups, roles and
assign roles to users

Manage users and shared
resources associated with
CS1000, including LDAPR/ file
import and export
Synchronize and Import
Synchronize users with the
enterprise directory, import

Manage UCM Roles, assign

User Management
Manage users, shared user
resources and provision

Application Management
Manage applications and
application certificates

Communication Manager
Manage Communication
Manager objects

Conferencing
Conferencing

Inventory
Manage, discowver, and
navigate to elements,
update element software

Messaging
Manage Messaging System
objects

Presence
Presence

Routing
Y

Session Manager
0 Mznager Fleghent

Manager

SIP AS 8.1
SIP AS 8.1

Backup and Restore
Backup and restore System
Manager database
Configurations
Manage system wide
configurations
Events
Manage alarms,view and
harvest logs
Licenses
Wiew and configure licenses
Replication
Track data replication
nodes, repair replication
nodes
Scheduler
Schedule, track, cancel,
update and delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for
Communication Manager and
Messaging System objects
HCM Services

Go to System Status and select SIP Entity Monitoring from the menu. This shows the entities
configured on Session Manager. Click on Session Border Controller entity to view its status.

/= SIP Entity Monitoring - Windows Internet Explorer

@T_: < [&] https://10.0.0.245/5MGR

¢ Favorites ‘ s [l suggested Sites ~ & Web Slice Gallery ~

(& SIP Entity Monitoring

_[= x|

|5 certificate Error || 5| < | PR nux o 2 |-

%i - B - 7 o= - Page - Safety - Took - @

>

> Find: Isrtp Previous Mext | & Options ~ |
Entity Link Status for All Session Manager Instances -]
Editor
MNetwork Configuration ml
Device and Location
3 Items  Refresh
Configuration
Application [ | Session Manager  Entity Links Entity Links e ot SIP Entities - Not
Name Down/Total Partially Down L L Monitored
Configuration
[ avaya-asma 2/2 o 0
- a/2a 1 o
SIP Entity Monitoring 0 avaya-asmc /
Managed Bandwidth r sandbox.sm - - -
Usage Select : All, Mone
Security Module
Status All Monitored SIP Entities b
Registration
<a Run Monitor I
Summary
L e S IEne 24 Ttems Refresh Show |15 = Filter: Enable
SIP Performance
System Performance = | S SRy LS 6
System Tools [ IBVE
' I1IPO S00
| IPObranch
- mx-bridge
r _ Mx6.0
I~ |_sBC Jid|
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Check the status for the link configured with avaya-asmc in Session Manager. The connection
status and link status is UP.

QC: SIP Entity Monitoring - Windows Internet Explorer

(&l
@: < [&] htts://10.0.0.245/5M5R/ =% certificate Error || 42 || X | PR inux o £~

i Favorites | 92 [ suggested Sites + @] web Siice Gallery

(& sIP Entity Monitoring | | P - - [ g=h ~ Page~ Safety~ Tools - @~
X Find: |5rq;. Previous Mext || . Options - |
ROUTIMmg HOME ;I
Session Manager il Home /Elements [ Session Manager / System Status / SIP Entity Monitoring- SIP Entity Monitoring
Dashboard Help ?
Session Manager SIP Entity, Entity Link Connection Status
Administration This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.
Communication Profile
Editor y The following errors have occurred:
. . | Unable to access SIP monitoring data from Session Manager, sandbox.sm - cannot connect to server.
Network Configuration "
Device and Location
Configuration All Entity Links to SIP Entity: SBC

Application Summary View |

Configuration

System Status 1 Item Refresh Filter: Enable
SIP Entity Monitoring ; | Session Manager SIP Entity | | Conn. Reason Link |
. dwidith TEEds | SR Resolved IP Port | Proto. | giope Cade Status
| Show awvaya-asmc 10.0.0.122 5060 TCP up 200 OK up |
Usage

Security Module

Similarly check the status for SIP link with Communication Manager. Go back to SIP Entity
Monitoring and click on IBCM link to view its status. Check the status for the link configured
with avaya-asmc Session Manager. As shown below, the connection status and link status is UP.

{f:'EIP Entity Monitoring - Windows Internet Explorer

== =]
@—\: = [& https://10.0.0.245/5MGR || certificate Error || 4 || < | [*W tinux tRp o |-

<7 Favorites | gt Kl suggested sites -~ @] Web Sice Gallery ~

{5 SIP Entity Monitoring | I P - - [ d=h v Page - Safety ~ Tools~ @~

X Find: Isrtp Previous MNext || # Options - |
Session Manager Il Home /Elements / Session Manager / System Status / SIP Entity Monitoring- SIP Entity Monitoring

Dashboard Help 2

Session Manager SIP Entity, Entity Link Connection Status

Administration This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

Communication Profile

Editor y . The following errors have occurred:

_ N |l Unable to access SIP monitoring data from Session Manager, sandbox.sm - cannot connect to server.

MNetwork Configuration k.

Device and Location

Configuration All Entity Links to SIP Entity: IBCM

Application Summary View I

Configuration

System Status 2 Items Refresh Filter: Enable
SIP Entity Monitoring Session _ _

o SIP Entity Conn. Link
Details  Manager Port Proto. Reason Code

Managed Bandwidth ‘ e ‘ Resolved IP ‘ Status Status ‘
Usage Show avaya-asma 10.0.0.219 S060 TCP DOWN 500 Server Internal Error: DOWN
Security Module | Show  avaya-asmc 10.0.0.219 s060 TCP Up 200 Ok Up I
Status |
Reagistration
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8.3. Verify Private and Public Link Status on Session Border
Controller
To verify the status on Session Border Controller go to the home page and click on Status tab.

Go to the SIP node in the left frame and click on sip-connections. The webpage shows statistics
for the connections. Check the status of connections to PBX and Telco server.

f punesbec.silpunelab.com (10.0.0.122) - Acme Packet Net-Net 05-E Status - Windows Internet Explorer - |ﬁ' |£|
@A L I* https://10.0.0. 122/status.jsp j '@' Certificate Error | 4 | & ﬁc:-:-gs P~
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88' v| /€ htips:/[10.0.0.99/webconso. .. | ¢ punesbe.sipunelab.com (... x | | i - B - [ t= - Page - Safety - Tooks~ @~ »
évf\ﬁl\ra a('!r?c'é’(}.’r('&c‘[ Status
Siatus Summary - Logout admin N —
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Media . . - - -
Memory sip-connections - SIP transport connection statistics
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Policy \f’|e'.-\,r:|BES|c j Search | secongs Refresh
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RADIUG T W N N T T T
Registration TCP 11.0.0.4:11214 11.0.0.11:5060 3 local 21 21 [¥] default
= SIP ) i 1CP 1100141220 1100115060 3 local 0 0 0 default
ECT!VE'ESﬁUC'EUU” TCP 11.0.0.20:41532 11.0.0.11:5060 3 local 0 0 0 default
:Ei:::ig;lisﬁfﬁna TCP__ 10.0.2.135:23317 11.0.0.11:5060 2 local 0 0 0 default
active-calls n TCP 10.0.0.246:5060 10.0.0.122:2941 1 local 755 755 1] PBX
active-session TCP 10.0.0.246:55824 10.0.0.122:5060 1 local 2 2 1] default
audit-trail TC TT U0 2506 TT.0.0 1T 4021 Tacal TIE TIG T IELEY
call-admission-cont TLS 10.0.0.246:17445 10.0.0.122:5061 1 local 443 432 1] default
cluster-session-stal Taken Feb 21, 2011 4:27:45 PyEL
load-balance
registration-admissi
sip-authentication F'agelﬂ > of 1 5howmgl25 > |items
sip-authorization-de
sip-b2b-status
sip-connections
sip-data-structures
sip-dialog-status
sip-domain
SIp—H"I\ﬂtE-fEBpDHSEE About NNOS-E (o) 2005-2010 Acme Pacdket, Inc. All rights reserved
sip-invite-responses
sip-local-endpoints
4 »
[Done [ [ [ [ [ [& Cocalintranet | Protected Mode: Off V3 - [®wo% -

8.4. Make a Basic TCP Call

Station 6201 is configured on Communication Manager in the private network and Station 61002
is station on the Communication Manager serving as a simulated Telco server in public network.
To make call to public network follow the steps below.

User dials 61002 from station 6201.

Call is routed to Session Border Controller by Session Manager.

Session Border Controller acts as proxy and routes the call to Telco Server.

The station registered to Telco Server rings and User answers the call.

Verify both party can talk to each other.

Called party terminates call. Verify the call logs on Session Border Controller.

Also make call from 61002 station to the private extension 6201. To verify public to
private calling.

NogakowdnpE
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8.5. Verify Call Logs On Session Border Controller

To view the call logs on Session Border Controller go to home page and click on Call logs tab
and view the first entry in the logs which displays latest session.

/= punesbc.silpunelab.com (10.0.0.122) - Acme Packet Net-liet 05-E Call Logs - Windows Internet Explorer — =] x|
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Select: Sessions cecongs Refresh

Sessions

.
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= H323 Messages

View All Sessions
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= Files
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Click on Sesson Diagram link, this shows the call flow for the session as shown above.
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« Devices =Timestamp> =Delta= <=Relative Time>
s SIP Messages
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= Files
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The following are different customer scenarios and call flows verified on the setup:

» Verify basic call flow from public station to private station on Communication Manager over
TCP protocols.

« Verify basic call flow from private station to public station using different codec supported by
Communication Manager.

* Verify call scenario were user performs call Hold/Un-Hold feature.

» Verify call scenario were user in private network performs Attended and Un-Attended transfers
from a one public user to another public station.

* Verify call scenario were user in private network conferences to other stations in public
network via Session Border Controller.

» Verify that Call forward feature enabled on Communication Manger on private extension
forwards call from public station.

» Verify that basic and call features can be tested using different Avaya Endpoints such as Avaya
one-X® Communicator, Avaya one-X® Agent and 9600 Series IP Deskphone.
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8.6. Troubleshooting Post Configuration Issues

After completing configuration for Session Border Controller the call failure may occur due
different reasons. Following are some of the common failure scenarios and how to troubleshoot.

Scenariol: Session Border Controller receives no response from Telco server. Telco server is
down.
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Troubleshooting steps:

1. Check the status of the SIP trunk from Telco server to Session Border Controller. Go

to Call Logs tab and select SIP Messages link.

2. See snapshot below. Enter 40 to see last SIP messages. And check if 200 OK is
received for OPTIONS message from Telco IP-address. If 200 OK is not received
TELCO server is down.

Check the Telco server is reachable and SIP enabled.

4. If the Telco Server is reachable, then check the IP-address and ports are correctly
configured on Telco server. The incorrect configuration of IP-address or port may be
the reason for Telco server not reachable from Session Border Controller.

5. Also check Kernel-filter configuration in section 6.2.5, and verify allow rule is set
correctly for transport and network, to accept SIP traffic from public network.

w
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Scenario2: Telco server rejects INVITE from Session Border Controller (Forbidden).
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Troubleshooting steps:

1. Check the status of the Telco server trunk to Session Border Controller. Go to Call Logs
tab and select SIP Messages link

2. Enter 40 to see last SIP messages. And check if 200 OK is received for OPTIONS
message from Telco IP-address.

3. Ifthe Telco Server is reachable, then check configuration on the Session Border
Controller for Telco server, Ethernet ETH2 have same transport type (in current
configuration TCP). If the Telco server is TLS or UDP i.e., Transport type is mismatch

then Telco server rejects call with 403 Forbidden. Update the configuration to correct
transport type.
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9. Conclusion

As illustrated in these Application Notes, Avaya Aura® Session Border Controller can be
successfully configured with Avaya Aura® Session Manager 6.0 and Avaya Aura®
Communication Manager. Avaya Aura® Session Border Controller allows enterprise network to
be connected to public network and provides protection from intrusion and external attacks. The
tests calls were made with SIP on TCP and media over RTP. However, for security reasons, it is
preferable that SIP with TLS and media over SRTP be used.

10. Additional References

Avaya references, available at http://support.avaya.com
This section references the product documentation relevant to these Application Notes.

Avaya Aura® Session Border Controller
1) Installing and configuring Avaya Aura® Session Border Controller.
2) Avaya Aura® Session Border Controller Release 6.0 Release Notes.
3) Avaya Aura(tm) Session Border Controller System Administration.
4) Avaya Aura(tm) Session Border Controller Objects and Properties Reference.
5) Avaya Aura(tm) Session Border Controller Session Services Guide.

Avaya Aura® Session Manager
6) Avaya Aura™ Session Manager Overview, Doc ID 03-603323.
7) Installing and Upgrading Avaya Aura™ Session Manager 6.0, Doc ID 03-603324.
8) Installing and Upgrading Avaya Aura™ System Manager 6.0.
9) Maintaining and Troubleshooting Avaya Aura™ Session Manager 6.0,
Doc ID 03-603325.

Avaya Aura® Communication Manager
10) Installing and Configuring Avaya Aura™ Communication Manager,
Doc ID 03-603558
11) Upgrading to Avaya Aura® Communication Manager Release 6.0.1,
Doc 1D 03-603560.
12) Administering Avaya Aura™ Communication Manager Doc 1D 03-300509

SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 52 of 53
SPOC 03/28/2011 ©2011 Avaya Inc. All Rights Reserved. CM-SM-SBC



©2011 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at interoplabnotes@list.avaya.com

SSR; Reviewed: Solution & Interoperability Test Lab Application Notes 53 of 53
SPOC 03/28/2011 ©2011 Avaya Inc. All Rights Reserved. CM-SM-SBC



