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Application Notes for Configuring Client VPN Tunnels from
Avaya Phone Manager Pro to the WatchGuard Firebox X
and SOHO Products — Issue 1.0

Abstract

These Application Notes cover the configuration of client VPN (Virtual Private Network)
tunnels from Avaya Phone Manager Pro to the WatchGuard Firebox X and SOHO products.
Avaya Phone Manager Pro clients use the WatchGuard Mobile User VPN (MUVPN) software
to establish the VPN tunnels. This configuration does not cover QoS (Quality of Service)
implementation to prioritize voice traffic. Information in these Application Notes has been
obtained through compliance testing and additional technical discussions. Testing was
conducted via the DeveloperConnection Program at the Avaya Solution and Interoperability
Test Lab.
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1. Introduction

These Application Notes cover the configuration of client VPN (Virtual Private Network)
tunnels from Avaya Phone Manager Pro to the WatchGuard Firebox X and SOHO products.
Avaya Phone Manager Pro clients use the WatchGuard Mobile User VPN (MUVPN) software to
establish the VPN tunnels. This configuration does not cover QoS (Quality of Service)
implementation to prioritize voice traffic.

The Firebox X2500 is an integrated security appliance for small and medium enterprises that
combines firewall, VPN, application proxies (HTTP, SMTP, FTP, etc.) web content filtering,
anti-virus, anti-spam, and secure remote management.

The SOHO 6tc Wireless is an integrated security appliance for the small office/home
office/teleworker that combines firewall, VPN, web content filtering, anti-virus, and secure
remote management.

In Figure 1, Client VPN tunnels will be established between the FireBox X or SOHO product
and the MUVPN client running on the Phone Manager Pro PC. The WatchGuard X2500 and
SOHO 6tc Wireless were tested separately. The same IP addresses were assigned to the external
and trusted interfaces of both devices.

For configuration of the network infrastructure shown in Figure 1, refer to the appropriate
documentation listed in Section 8.
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Figure 1 — Network Configuration Diagram
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In order to establish an IPSec (IP Security) VPN tunnel, two phases have to be negotiated
successfully. Phase 1 or IKE (Internet Key Exchange) is used for authentication and Phase 2 or
(IPSec) is used for encryption. The following tunnel configuration will be used in these

Application Notes:

Tunnel IKE Exchange | Encryption Password Diffie-Hellman | Encryption
Type Method Authentication Group Protocol
Client Aggressive 3DES SHA 2 ESP

Table 1 — IPSec Tunnel Configuration
2. Equipment and Software Validated
The following products and software were used for the configuration in Figure 1:
Equipment Version
Avaya IP Office Small Office Edition/IP Office Manager | 2.1 (15)
Avaya P333R Stackable Switch 4.0.9
Avaya 4612 IP Telephone 1.8.2
Avaya Phone Manager Pro 2.1.7
WatchGuard Firebox X2500/Firebox System Manager 7.21.B1596
WatchGuard SOHO 6tc Wireless 6.3 Build 19
Table 2 — Product and Software/Version
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3. Configuring Phone Manager Pro

Step

Description

1.

Click Start = Programs = IP Office > PhoneManager to start the PhoneManager Pro
application. Click Configure = PBX and specify the LANZ interface address for IP Office
(e.g., 30.30.42.2) in the PBX Address field. Select the name defined on the User form in IP
Office Manager (e.g., Extn60003) in the UserName field. Click the Login button and check
the Login/Logout checkbox. Select the extension (e.g., 60003) to be used by Phone Manager
in the Base Extension field.

Uzertatme

Pazzword

PBEX Address . 3030422

LogindLogout

Baze Extension GO003 E|
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4. Configuring VPN Tunnel between Client and WatchGuard

4.1. Configure the WatchGuard Firebox X

Step | Description
1. | Log into the Firebox X by navigating to Start 2 Programs = WatchGuard = Firebox
System Manager from the Firebox System Manager PC.
=
B0 @B %
Front Panel I Traffic Monitorl Banduwidth Metell Servicew'atchl Status Heporll Authentication Listl Blocked Sites
e [Z1#p  20.20.42.2 - Firsbiw X2500
[
@ Branch Office YPH Tunnels
[+ Remote VPN Tunnels
Select Tools = Policy Manager or click on the &l taskbar icon.
2. | Click on Network = Remote User... to add a new MUVPN client for Phone Manager Pro.
#9 C:\Program Files', WatchGuard',20.20.42.2.cfg - Policy Manager =1l
Fil= Edit Setup Metwork Wiew Help
|mwsn +x 2%
»0 *e
*0 *0
For Help, press F1 Fireboe 2500 [ o [ s
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 50f 28
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Step | Description

3. | Select Firebox Authenticated Users and click Add.
x|

Mabile User WFN | Mobile User Licensesl PETF I

|Jze the ‘Add’, 'Edit’, and 'Remove' buttons to configure the list of
groups and uzers for Mobile User WPN.

You have enouagh clent icenzes far 999 more users.

Entended Authentication Groups
- Firebos Suthenticated U sers

Edit...

_Ede. |
Bemaove |

Logaing... | Regenerate... | Advanced... |

(] | Cancel | Help

4. | Click Next to use the Mobile User VPN Wizard to configure the VPN tunnel for the MUVPN

client.
Mobile User ¥PN Wizard - Firebox Authenticated Lser x|
Welcome to the Mobile Uszer YPN Wizard
MOBILE USER
CONFIGURATION Thig wizard will guide you through the stepz required to add an
IPSec Mobile zer WPH between a remote uzer and your
Firebox. At a minimum, pou will need to know;
:; — - szer name
= - Pagzphraze to encrypt the MUWPMN end-uzer profile
- An unuzed [P address on your netwaork,
£ v 1 Additionally, you can configure all facets of pour mobile user's
@ @ configuration including IPSec tunnel authentication method,
enciyption levels, additional netwark rezources, and timeout
WatchGuard _ valles.
FI rEbox Click the "Mext" button to continue.
4 Back Cancel Help
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 28
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Step | Description

5. | Click Add New... to add a new mobile user VPN account.

Mobile User ¥PM Wizard

Uszer Hame and Paszphraze

MOBILE USER

CONFIGURATION

the Mobile Uzer YPH group.

Please zelect a uzer from the list to create a new kMobile Uzer
YWPM account or click Add Mew to add a new Firebox uzer o

v — Select Uszer Mame: I_ VI Add Mew... |

Enter a shared key for this uzer. Thiz key will be uzed to
neqatiate the encryption and/or authentication keys for the

IPSec tunnel.
£ b 1 Erter Shared Key: I

Confirm: I

Iiiiiiiiiilllllllllllllll r-' ¥ . t. e
8 5 zef iz connecting with a Pocke
Flrebox Click the "Mext" buttan to continue.

¢ Back I Mest » I Cancel | Help |

6. | Enter the User Name and Passphrase to be used by the MUVPN client as the shared key for

OK.

Setup New User

Phase 1 authentication. This user will be automatically added to the ipsec_users group. Click

By

Enter a uzer name and pazsphrase, and click

QK ta create a new user account,

OE.

Uszer Mame; |Phonetd anager

ELE e

Pazzphraze:

HEHENENNN

Canfirm;

The uzer name will be automatically added to the ipzec_uzers
group. The pazsphraze vou enter here will be uzed as the default

pazzphraze far the MUWYPH end-uzer prafile.

Cancel
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Step | Description

7. | Click Next to continue. The Enter Shared Key and Confirm fields have been populated with

the passphrase entered in the previous step.

Mobile User ¥PN Wizard

MOBILE USER
CONFIGURATION

v vy
S IS S

Firebox

Uszer Hame and Paszphrase

Pleaze select a uger fram the list to create a new kaobile Lser
WPM account ar click Add Mew to add a new Firebox uzer to
the bobile Uszer WM group.

Select Lzer Mame: IPhnneManager j Sdd Mew... |

Enter a shared key for thiz uzer. Thiz key will be used to
negotiate the encryption and/or authentication keys for the
IPSec tunnel.

Enter Shared Keyw: Ixxxxxxxxx

HREXHHHEK

Canfirm: I

[ User is connecting with a Pocket PC
Click the "Mext" buttan to continue.

B

¢ Back I Mest » I Cancel | Help

8. | Select the option to Use the passphrase of the end-user profile (the .wgx or .exp file) as the

pre-shared key. Click Next.

x
IPSec Tunnel Authentication Method
MOBILE USER
MUM Specify the authentization method pou want to uze to
neqotiate the encryption and/or authentication keys far the
IPSec tunnel.
2 5 iUse the passphraze of the end-uzer profile [the . wgx or
Lewp file] az the pre-shared key.
£ l |Jze a certificate [RSA Signature] that will be izsued by
= ,.z_.' 3 thiz Firebor's CA/DWER Server.
FI rEbe Click the "'Mest" button to continue.
¢ Back I Mest » I Cancel Help
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Step | Description

9. | Click Add to specify the network that the MUVPN client will be allowed to access.

x
Allowed Bezources and ¥Yirtual IP Address
MOBILE USER
CONFIGURATION Specify the network, resources to allow for this firebox
authenticated uzer.
— [ Use default gateway on remate netwark
W Allowed Resources:
P —
P
v v oy
Yirtual I[P address for mobile user; I R
iIrenox Click the "Mext™ button to continue.
< Back Hest > | Cancel | Help

10. | Select Network in the Allow access to drop down list and specify the network for the LAN2
interface of the Small Office Edition. Click OK.

Advanced Mobile User ¥PN Policy Configura x|

Specify the host ar network, and part/protocol/client QK I
port combination pou wizh to allow accesz wia Mobile
EZTRY S Cancel |

Bllow access to: INetwnrk j|3ﬂ-3ﬂ-42.ﬂ F24

Dzt Port: ID Frotocal: I" TI Srz Port: IEI

SH; Reviewed: Solution & Interoperability Test Lab Application Notes 9 0of 28
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Step

Description

11.

Enter a virtual IP address (e.g., 30.30.42.100) for the MUVPN client. Click Next.

MOBILE USER
CONFIGURATION

v vV
S>>

Allowed Reszources and ¥irtual IP Address

Specify the network, resources to allow far thiz firebos
authenticated uger,

[T lse default gateway an remote netwark
Allowed Besources:

Firebox

Access to 30.30.42.0/24 (0/0/0)

&dd...
Bemeve]

Bemove

Yirtual IP addrezs for mobile user: |3|:| 30,42 100

Click the "Mest" button bo continue.

B

¢ Back I Mest » I Cancel | Help

12.

Enter the values shown below for Phase 2 from Table 1. Phase 2 re-authentication is set to

occur every hour. Click Next.

e Authentication — The password authentication used by the tunnel.
e Encryption — The encryption method used by the tunnel.

Mobile User ¥PN Wizard

MOBILE USER
CONFIGURATION

Firebox

Tunnel Protection Configuration

Specify the twpe of encryption and/ar authentication for this
mobile uzer's connections.

Tvpe: IESF‘ [Encmphtion and/or Authentication) j
Authentication: ISH.-’-‘-J HMAL j
Enemyption: IEDES-EBE j

Keyexpires: & evemn IIZI _I? kilabtes or
* every |1 E hours

Click the "Mext' button to continue.

< Back I MHent I Cancel | Help
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Step | Description
13. | Click Finish to complete the mobile user VPN configuration and return to the “Remote User
Setup” window. This will result in the creation of a file with a .wgx extension which can be
used to update the security policy of the MUVPN client. The WatchGuard Policy Import
utility is covered in more detail in Section 4.3.
x
Finizh Mobile User ¥YPH Configuration
MOBILE USER
CONFIGURATION
Congratulations, youw have completed the canfiguration for this
mobile uzer. [F pou want to review any settings, use the ‘Back!'
— and 'Mext' buttonz. Click the 'Finizh' buttan to complete the
[ canfiguration.
v v W
P P
Flrebox Click the “'Finizh'' buttor to continue,
¢ Back Cancel Help
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 11 0f 28
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Step | Description

14. | If desired, click Logging... from the “Remote User Setup” window to enable IPSec logging
for debugging purposes.

x
tobile Lser VPN | tdobile Llser Licensesl FPTF I

lze the ‘Add', 'Edit', and 'Remove’ buttons to configure the lizt of
aroups and wzers for Mobile User YEM.

Y'ou have enough client icenses for 399 more users.

o E tended Authentication Groups
[=1- Firebax Authenticated Users
=1+ Phanetd anager
Yirtual P Address: 303042100
El Allowed Access
. 30.30.42.0/24
= IPSec zettings
K.ey Meqgatistion Type: sharedkey
- Ener; 3DES-CBC
o Auth: SHAT-HMAL
oo Ky Exp: 3600 sec

Edit...

i

Femove

Loaging... Flegenerate...l .-'-‘«dvanu:ed...l
(] I Cancel | Help |

15. | If logging was selected, check the options shown below to include the configuration output and
extra IKE debugging in the log and click OK to return to the “Remote User Setup” window.

IPSec Logging El

Logging options far IPSec include 0k I
configuration output, extra [K.E debugging,
and IKE packet tracing.

v Enable extra IKE debugging.

r Enable [KE packet tracing [Mote: Thiz option can be uzed
b W atchGuard Support to help debug problems. )

[~ Enable certificate validation debugging.

SH; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 28
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Step

Description

16.

Click Advanced... from the “Remote User Setup” window and select Preferred for the
Virtual Adapter Settings of the Secure VPN Client. Click OK to return to Remote User Setup.

Click OK to return to Policy Manager.

Advanced Export File Preferences |

[Jze the zettings below to specify how the MUWVPH Client 0k
interacts with the mobile uzer's computer. These zettings
[which affect only * wgx export fileg] will take place when Camcel

vou create or regenerate the expaort files.

[T Make the securty policy read-only in the MIYPH Client

Wirtual Adapter Settings of | pratanad =
the Secure YFM Client: el J

SH; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 28
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4.2. Configure the WatchGuard SOHO 6tc Wireless

Step | Description
1. | Open the SOHO 6 Configuration screen by specifying the IP address of the private interface of
the SOHO 6tc Wireless in a browser window. Click the MUVPN Clients option on the left
pane and click Add to add a MUVPN tunnel to the SOHO.
& WatchGuard Configuration Settings - Microsoft Internet Explorer = x|
File Edit Wiew Favorites Tools Help |i
HBack - = - @ 7 | @Search [l Favorites @Media @ | %- =]
addvess [&)] hetprifa0,30.42. 1vprisvr. him x| @ ‘Links &
Bl
Ullg
WatchGuardg= »
SOHOE6 Conﬁguration LiveSecurity | Help | Suppart | AboutUs | ContactUs
System Status VEMN
S MUVPN Clients
User Assigned IP
Fhonekanager 30.30.42.100
Add | Edit | Remowve
E
=] N
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 28
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Step | Description

2. | Enter the values shown below for Phase 2 from Table 1.

User Name — The name of the MUVPN client

Shared Key — The password used for authentication and must match on the device at
the other end of the tunnel.

Virtual IP Address — The virtual IP address assigned to the MUVPN client.
Authentication Algorithm — The password authentication used by the tunnel.
Encryption Algorithm — The encryption method used by the tunnel.

VPN Client Type — Mobile User (MUVPN client)

< WatchGuard Configuration Settings - Microsoft Internet Explorer EIETE

Fle Edit View Favorites Tools Help |

daBack + = - () ) ‘ Qhsearch (Gl Favorites  MMedia @l =

Address IE http:#30,30,42, 1/cFgmuvpn, htm?user=PhoneManager j 6o | Links

=
Watch!t&'dgr
SOHO B anﬁguration Liw ity | Help | Suppart | AboutUs | Contact Us

System Status YPM = MIUVER Clients
Hetwork Edit MUVPN Client

Usar Name W
Shared Key W
vitual IP Address [303042.100
Authentication Algarithm [ SHATHMAC 7]
Encryption Algorithm lm
VP Client Type [Mobile User =]
WIMS Server
DNS Server

[T Allfrafiic uses tunnel {0.0.0.0/0 IP Subnet)
MNOTE: DS and WINS sefiings are common io all MUVVPN users

Lng-_g-il;g -

WebBlocker Subm\tl Resetl Cancel |
VPN

E
|@ Done ’_’_’_‘O Internet
Click Submit.
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 28
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4.3. Configure the MUVPN Client

Note: The next two steps apply only if the PhoneManager MUVPN client was created using the
Firebox System Manager.

Step | Description

1. | Copy the PhoneManager.wgx file from the Firebox System Manager PC (e.g., c:\Program
Files\WatchGuard\Ruvpn\20.20.42.2\wgx\PhoneManager directory) to the MUVPN client and
double-click on it after installing the MUVPN software. Enter the same Shared Key that was
used in step 7 of Section 4.1. Click OK to import the security policy.

H ¥WatchGuard Policy Impork El

YWelocome to the watchGuard Policy Irmport ukiliby. 0k
Thiz will azsizt pou in configuring your kMobile Lzer
client.
Cancel
File Ta Import:  |20er'Phonetd anager wax Ernwse

Shared Kep [E——

2. | The following pop-up window appears after importing the security policy. Click OK to exit
the import utility.

WatchGuard Policy Import |

i Congratulations!
You have successfully configured your Mabile User client. *rou can begin
zafely communicating through vour tunnel immediatel.

SH; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 28
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Step

Description

Note: If the PhoneManager.wgx file was not used to import the security policy (e.g., in the
case where only the SOHO was configured), the configuration shown in the following steps
(3-8) must be performed. If the PhoneManager.wgx file was used to import the security policy
(e.g., in the case where the Firebox X was configured), the configuration shown in the
following steps (3-8) does not need to be performed.

Open the Security Policy Editor by navigating to Start = Programs = Mobile User VPN 2>
Security Policy Editor. Right-click My Connections and select Add -> Connection.
Specify the name of the new connection (e.g., 20.20.42.2-30.30.42.0) and enter the values
shown below, matching the Firebox X or SOHO tunnel configuration. The remote subnet is
that of the Small Office Edition’s LANZ interface. The IP address of the external interface of
the Firebox X or SOHO (e.g., 20.20.42.2) is specified as the remote tunnel endpoint address.

P Security Policy Editor - Mobile User ¥PN B ]

File Edit ©Cptions Help

alaox (@] 114 A S|

Netwu:urk Securnity Policy

El _I by Eu:unneu:tu:uns — Connection S ecurity

-l 3 -l Jl.42 0 ' Securs [ Orly Connect Marnually
e Other Eu:unneu:tu:uns o NEmsene %
{~ Block

— Remote Party |dentity and Addreszing

D Type IIF' Subret j
Subnet: |3n.3n.42.n

b azk; |255_255.255.EI

Protocal |4l ~| Par [ ]

¥ Connect using ISecure Gateway Tunnel j

ID Type |IF Address =l
|2n.2n.42.2

Click here to find out about program add-ons.

SH; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 28
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Step | Description

4. | Expand the new connection by clicking on the “+” next to the connection name and click My

Identity. Select None in the Select Certificate drop-down list. Click Pre-Shared Key and
Enter Key to supply the same password specified in the Firebox X or SOHO tunnel
configuration. Select E-mail Address for the ID Type and enter the Name of the MUVPN
client (e.g., PhoneManager) in the subsequent field. Select Preferred in the Virtual Adapter

drop-down list and leave the other fields as default.

'-" Security Policy Editor - Mobile User ¥PN

File Edit ©Options Help

e x =] [+

Metwark, Security Policy

E_:I by Connections

{ E@ 20.20.42.2-30.30.42.0
Wy |dentiby

: #-53 Security Policy

i Other Connections

A S

=101 %]

— ky ldentity
Select Certificate Pre-Shared key |
IN:::ne j
ID Type Port
|E-mail dddress =] fa =i
IF'hu:uneManager
Virbual Adapter I Prefemed j

Internal Metwork 1P Address ID-D-U.U

— Internet Interface

M ame I,-'l'-.n_l,l j
IP Addr [ény
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 28
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Step | Description

5. | Click Security Policy. Aggressive Mode was selected for the Select Phase 1 Negotiation

Mode and leave the other fields as defaults.

'-" Security Policy Editor - Mobile User ¥PN

=101 %]

File Edit ©Options Help

e x =] [+

Metwark, Security Policy

Elﬂ by Connections
El@ 202042 2-30.30.42.0
w3 My ldentity

EE_'::_I_ Securty Palicy

-] Authentication [Phase 1)
: % k.ey Exchange [Phase 2)
i Other Connections

A S

— Security Palicy

Select Phase 1 Megotiation Mode
" Main Mode

* Aggressive Mode
= Use Manual Keys

[~ Enable Perfect Fonward Secrecy [FFS]

FFS Key Group |DiffieHelman Group 1 ]
¥ Enable Replay Detection
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 28
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Step | Description
6. | Expand Security Policy and Authentication (Phasel). Click Proposal 1. The values shown
below are the defaults used for Phase 1 negotiation.
P Security Policy Editor - Mobile User ¥PN o [m] JEH |
File Edit Options Help
18] xIg) 414 S|
Metwark, Security Policy
|_'—_|D by Connections
E@ ED'ED'42'2-3P'3D'42'D —Authentication Method and Algorithms
o3 My ldentity
EE‘::!' Security Policy Authentication Method
=& Authentication [Phase 1) Pre-Shared Key j
D Propozal 1
% KE_-"' Exchange [Fhase 2] — Encryption and Data Integrity Algorithms
----- Other Connections
Encrypt Alg Im
Hash &lg I SHa-1 - |
Secondz
Shlife  [Unspeciied x| |
Key Group IDiffie-HeIIman Group 1 j
SH; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 28

SPOC 12/30/2004 ©2004 Avaya Inc. All Rights Reserved. watchgrd-client.doc




Step | Description

7. | Expand Key Exchange (Phase2). Click Proposal 1 and enter the values shown below to
match the Firebox X and the SOHO tunnel configuration for Phase 2.

P security Policy Editor - Mobile User ¥PN - 0] x|
File Edit Options Help

Blmlo[xa] 214] I S|

Metwork Securnity Policy

EV;I My Connections —IPSec Protocals
El@ 20.20.42.2-30.30.42.0 Seconds K.Bytes

@3 My Identity Salife  |Seconds  w|f300 |

Elg Security Policy ;
=] Authentication [Phase 1) s gt zseia IND”E =l
D Proposzal 1 ]
Eﬁ Key Exchange [Phase 2] ¥ Encapsulation Protocal [ESP)

L[] Encivpt &lg ITripIe DES vI

----- Other Connections Hazh Alg I SHAA ~ I
Encapsulation I Tunnel vI

[ Authentication Protocol [&H)

HashAlg |SHA-1 v[
Eﬂcapsulatiunl Tunnel - l

8. | Click File > Save or the floppy disk icon B on the tool bar to save the configuration.
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4.4. Interoperability Compliance Testing

The features of the Firebox X and SOHO products were tested to determine if VPN tunnels could
be established with the MUVPN client used by Phone Manager Pro.

4.5. General Test Approach

The following scenarios were tested using the network configuration diagrams shown in
Figure 1:

e Ability to establish a client VPN tunnel between the Firebox X or SOHO and the
MUVPN client used for Phone Manager Pro.

e RAS (Registration Admission Status) over the VPN tunnel.

e Voice calls were placed manually and subjective quality noted for both G.711 mu-law
and G.729 codecs. Direct Media Path was not supported in this configuration between

the Phone Manager Pro and the IP telephone because only one remote subnet can be
supported.

4.6. Test Results

Testing was successful. Client VPN tunnels could be established between the Firebox X or
SOHO with the MUVPN client used by Phone Manager Pro.

SH; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 28
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5. Verification Steps

Step | Description
1. | From the Firebox System Manager window, expand the tunnel name listed under the Remote
VPN Tunnels item to view statistics for the remote tunnel between the Firebox X and MUVPN
client.
.= Firebox System Manager - 20.20.42.2 [Connected] =181 x|
Bg- 10 | Gl
Frant Parel | Traffic Monitorl B andwidth Meterl eportl Authentication Listl Blocked Sites
Status .
"5 Firebox Status
Extemal : @ Branch Office YPM Tunnels
E}m Remote YPH Tunnels
E}/!}\: Phonetdanager000 10.10.42.201 - Mobile User
.=b  SENT: 448 bytes 7 packets]
4= RECY: 448 butes [7 packets]
.. Tunnel expirez in: 51 min
SHaT-HMAC Authertication
3DES-CBC Encryption
Optional b Fiouting Palicies: 30.30.42.0/24 -30.30.42.100
Traffic
=
Load
==
Detail
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Step | Description

2. | Click on the Traffic Monitor tab to view Phase 1 negotiation messages.

rebox System Manager - 20.20.42.2 [Connected] — ol x|
- 10 | Gl

Front Panel ~ Traffic Monitor | Bandwidth Meterl Service Watchl Status Report | Authentication List | Blocked Sites

N o

3. | From the Firebox System Manager, select Tools = Log Viewer or click on the E taskbar icon
to view the Phase 1 negotiation message history.

Program Files', WatchGuardilogs', 20.20.42.2-2004-07-18-23-17-35.wgl - Log¥iewer =4

Eile Edt VWiew Help
IEEEISE DI
Date [ Time | Disp. 1.F Proto. Source Destination 5. Port D. Port Details -

101104 19:40:04  iked[138] FROM 10.10.42.201 TR-HDR* —-E1193ES0 ISA HASH IS4 TRANSATTR

10-11-04 19:40:04 iked[138] Processing configuration acknowledge

101104 19:40:04  iked[138] Remnote s=t INTERWAL IP4_ADDRESS

101104 19:40:04  iked[138] Remote ==t INTERWAL IP4_NETHASK

101104 19:40:04  iked[138] Remote ==t INTERWAL IP4_DHS

101104 19:40:04  iked[138] Key acquire prozyraddr = 30 30.42.100

101104 19:40:04  iked[138] Key acquire prozyladdr = 30.30.42.0

10-11-/04 19:40:04  iked[138] ipsec_acquire_keys: laddr = 20.20.42.2, raddr = 10.10.42. 201

10-11-04 19:40:04 iked[138] Getting IPSEC preferences as Initiator propnum=1. mode=(Tunnel), laddr=20 20.42.2, raddr=1

10-11-04 19:40:04 iked[138] Getting IPSEC preferences as Initiator propnum=2. mode=(Tunnel), laddr=20 20.42.2, raddr=1

10-11-04 19:40:04  iked[138] TO 10.10.42.201 OMH-HDR* —-A14253EB ISA _HASH ISA_S& ISA_NONCE ISA_ID ISA_ID

101104 19:40:04  iked[138] FROM 10.10.42. 201 QM-HDR* —88218D920 ISi_HASH ISA_S& ISA_NONCE ISA_ID ISA_ID

10-11-04 19:40:04 iked[138] Getting IPSEC preferences as Responder propnum=1. mode={Tunnel). laddr=20.20.42. 2. raddr=1

101104 19:40:04  iked[138] TO 10.10.42.201 OM-HDR* —8818D920 ISA _HASH ISA_Si ISA_NONCE ISA_ID ISA_ID

101104 19:40:04  iked[138] FROM 10.10.42. 201 QM-HDR* —A41A4253BEB ISA HASH ISA S& ISA NONCE ISA ID ISA ID

101104 19:40:04  iked[138] Load outbound ESF SA, Algs=ESP _3DES-AUTH_ALG HMAC SHAL Life=3600secs0KE SPI=1771C8E5

101104 19:40:04  iked[138] Load inbound ESFP SA, Algs=ESP _3DES<AUTH_ALG HMAC SHAL Life=3600secs0KE SPI=04046F31

101104 19:40:04  iked[138] Tunnel created for 30.30.42 0024 <—> 30.30.42.100-32

10-11-04 19:40:04 iked[138] Committing Shs for channel=0 established with QM nessages id=A1AZS53EE

10-11-04 19:40:04 kernel ipsec: make bundle for channel 0, 1 in S&'s, 1 out Si's

101104 19:40:04  iked[138] TO 10.10.42.201 QH-HDR=* —A1A4253EE ISA HASH B
4] | |
Log File is loaded. |Tatal Lines: 19915 Ak entry 19850: 99% inko file, 4
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Step | Description

3 watchGuard Configuration Settings - Microsoft Internet Explorer

File Edt View Favorites Tools Help

4. | Open the SOHO 6 Configuration screen by specifying the IP address of the private interface of
the SOHO 6tc Wireless in a browser window. Click the VPN Statistics option on the left pane
to view statistics for the client VPN tunnel between the SOHO and MUVPN client.

=12l ]

GBak - = - (D 7at | Qhsearch  [BlFavorkes  Mediz oF | - S

Address [ ] https/J30.30.42,1 juprstat him

| @ao |unks >

WatchGuardsv
SOHO 6 Configuration LiveSecurity | Help | Support | AboutUs | Contact Ls

System Status
0 VP

Statistics

EUNDLE (0) (Tunnel) refcnt = 2
20.20.42.2(7efh0401) (ESP): (Mature) refcnt{l)5RC:10.10.42.201 PROXY:10.10.42.201
AUTH: SHAL-HMAC Authentication
CRYPT: 3DES-CBC Encryption
Create Time: 000000000000025b First Use: 0000000000000274
Bytes: 00000000002401a0 Packets: 0000Becd
s0ft Timeouts: Bytes: 0007cZ8E£5 Use Time: 000014943
Hard Timeouts: Bytes: 0007f££ff Use Time: 0000L53£3
EUNDLE (0) (Tunnel) refent = 1
10.10.42.201 (beel7037) (E5F): (Mature) refcnt(l)3RC:20.20.42.2 PROXY:20.20.42.2
AUTH: SHAL-HMAC Authentication
CRYPT: 3DES-CEC Encryption
Create Time: 0000000000000Z5b First Use: 0000000000000Z74
Eytes: 000000000069b378 Packets: 0001la0f9
Soft Timeouts: Eytes: 0007aeld? Use Time: 0000135£3
Hard Timeouts: Bytes: O00VELELEf Use Time: O0000LS3E3

P Statistics

|&] htepeiran, 30,42, jvpnsve. btm

|

=

[T mene

device.

T+ Connection Monitor - Mobile User ¥PN

Global Statistic:
Non-S ecured Packets |299 Secured Packets I8 Clase |
Dretailz |

Dropped Packets ID Secured Data [KBytes) I1

5. | On the Phone Manager Pro PC, navigate to Start = Programs - Mobile User VPN >
Connection Monitor to view statistics for the client VPN tunnel to the Firebox X or SOHO

=l0lx

Connection Mame | Local Address | Local Subnet | Remate Addressl Rermate kodifier | G Address | Frotocol | Local Part | Fem Port |
5 by Connection... 303042100  255.255.255.255 30.30.42.0 285.255.255.0 20.20.42.2 ALL ALL ALL
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6. | On the Phone Manager Pro PC, navigate to Start - Programs - Mobile User VPN - Log
Viewer to view Phase 1 and Phase 2 negotiation messages for the client VPN tunnel to Firebox
X or SOHO device.

I'T‘Log Yiewer - Mobile User YPN

§aveLog| Frint I Cloge |

10-11: 18:40:05.312 My Connectionsh20.20.42.2-30.30.42.0 - SENDING> > »> ISAKMP DAK AG [84, KE, NOM, 1D, VID 5x] ;l
1011 5,343 My Connections420.20.42.2-30.30 42.0 - RECEVED <<« IBAKMP DAK AG [S4, KE, NON, D, HASH, WID 2x, NAT-D 24

5.343 My Connectionsh20.20.42.2-30.30.42.0 - Peer is NAT-T draft-02 capable

5,343 My Connectionst20.20.42.2-30.30 42.0 - SENDING> > »» I1SAKMP DAK AG “(HASH, NOTIFY:STATUS_INITIAL_CONTACTMAT-D 2x)

5.343 My Connectionsh20.20.42.2-30.30.42.0 - Established IKE 54

5.343 MY COOKIE 9atfa ad 7b o7 1d af 1f

5,343 HIS COOKIE c342 2311 cfife 7 Be

5.343 My Connectionsh20.20.42.2-30.30.42.0 - Initiating IKE Phaze 2 with Client IDs [message id. BC0T1FBAT)

5.343 Initistor = [P ADDR=1010.42.201, prat = 0 port = 0

:05.343 Responder = |P SUBMET /MASK=30.30,42.0/255.255.255.0, prot = 0 port = 0

1 158:40:05.343 My Connections420.20.42.2-30.3042.0 - SENDING> > »> ISAKMP DAK QM "[HASH, 54, NON, 1D 24)

105,343 My Connectionst20.20.42.2-30.30 42.0 - RECEWED<<< ISAKMP DAK TRAMS *[HASH, ATTR]

:19:40:05.343 My Connectionsh20.20.42.2-30.30.42.0 - Received DMS Addiess = IPADDR=1.1.11

5.343 My Connectionsh20.20.42.2-30.30.42.0 - Received Private IP Address = IP ADDR=30.30.42.100

5.343 My Connectionsh20.20.42.2-30.30.42.0 - Abandoning IPSec 54 negotiation (message id: BCD1FBAT]

5.718 Virtual Interface constructed for local interface 30.20.42.100

5,734 Virtual Interface added: 30.30.42.100/255.0.0.0 on [SDN "S afeM et W4 miniport'".

5.734 My Connectionsh20.20.42.2-30.30.42.0 - Received Private DNS Address = IP ADDR=1.1.1.1

5,734 My Connectionst20.20.42.2-30.30 42.0 - SENDING>»» > 154KMP DAK TRANS “HASH, ATTR)

5. 750 My Connectionsh20.20.42.2-30.30.42.0 - Initiating IKE Phase 2 with Client 1D [message id: 88180920]

5.750 Initistor = P ADDR=30.30.42.100, prat = 0 port = 0

1DI-11: 15:40:05.750 Responder = P SUBMET MASK=30.3042.0/255.256.255.0, prot = 0 part = 0 | b
4 3

7. | Using the IP Office SysMonitor log, confirm Phone Manager Pro registration.

SysMonitor v4.1 {15) - [STOPPED] monitoring 40.40.42.1 {DOEOD70149D5) ]
Fle Edit ‘ew Fiters Status Help

Ba| Al§|T| x> @l ¥

42Z10Zwm% RasPx: w=IFace=LiNZ, 3rc=30.30.4Z.100:1599, D=t=30.30.42.2:1719 peb=0 ;I
RaszMezzage = gatekeeperRedquest

42104n5 PRN: Recw: GatekeeperRedquest
4z106ms RasTx: w=3rc=30.30.42.2:1719, Dat=30.30.42.100:1599 peh=0
RasMeszage = gatekeeperConfirm

4z128m% CMExtnRxP: w=0
CHShortCode
Line: type=Noline 0O Call: lid=0 id=-1 in=0
ShortCode GetiystemInfo (99) = []
EC: CMTC=3peech CMTM=Circuit CMTR=64 CM3T=Default CHMU1l=0ULaw
42125%m% CMExtnTxP: v=0
CMShortCode
Line: type=IPLine 250 Call: 1lid=0 id=-1 in=0
ShortCode GetfystemInfo (99) = [2.1 (15)] Calling[00E0070148D5] Type=Default (100)
Display [IF 401 NG]
Tag type=Text [1,0,0,0,0,1.] [0x3]1 Ox2c Ox30 Ox2c Ox30 OxZc 0x30 Ox2c Ox30 OxZc Ox31 0x00 ]
Timed: 11710404 Z0:03
42130wS PRN: TFTPSerwer::RRQ{from 30.30.42.100) nasystew/hunt list
42131m% RasPx: w=IFace=LANZ, Src=30.30.4Z.100:1599, Dat=30.30.42.2:1719 peb=0
RazMezzage = registrationRedquest

42133m5 PRN: Recw: RegistrationBequest reply addr leleZa6d
42135m% PRN: GE: Adding new endpoint O0E0070149D5_416ae?lazScal0fs
42135m5 CMExtnPRx: w=60003, pl=0
CHPhoneitatus
Line: type=Noline 0 Call: 1id=252 id=0 in=0
Cause=16, Normal call clearing
42136m5 CMExthCopyProcessMag: w=0
CMPhone3tarus
Line: type=Noline 0 Call: 1id=252 id=0 in=0
Cause=16, Normal call clearing
42136mS PRN: User Extnt0003, leleZat4 allowed, bchan 0.0, EI O0E0070149D5_416ae7laZbcallflh —
42136mS PRN: Using 1.0.1 (0OpenH323 +1.12.10)
42136m5 RasTe: w=Src=30.30.42.2:1719, Dst=30.30.42.100;1539 peb=0
RasMessage = registrationConfirm -
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6. Support

For technical support on WatchGuard, visit http://www.watchguard.com/support.

7. Conclusion

The configuration of client VPN tunnels between the WatchGuard Firebox X and SOHO
products and the MUVPN client used by Phone Manager Pro has been successfully compliance
tested.
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