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Application Notes for Grandsys Technology & Service
LOG8000 2.6.1with Avaya Aura® Communication

Manager 6.0.1 and Avaya Aura® Application Enablement
Services 6.11 - Issue 1.0

Abstract

These Appliation Notes describe the procedures for configuBrgandsys Technology ¢
Service LOG800®.6.1to monitor and record calls placed to and fréraya IP telephone
and agenton Avaya Aura® Communication Manager 6.0.1 using the Telephony S

Application Programming Interface (TSAPI) oAvaya Aura® Application Enablemer
Services 6.11..

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conducted via the nbeet
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a compliatested configuration comprised of Avaya Aura®
Communication Manager 6.0.1, Avaya Aura® Application Enablement Serviceg RES and
Grandsys Technology & Service LOG802®.1

Grandsys LOG800®& a call recording solutiofor the customers of the call center market.
Grandsys LOG8000 communicates with AES usingliélephony Services Application
Programming Interface (TA&°1) and uses E1 FXS lines as recording chanWélen a call starts
on an extensiorto be recordedhe recording channelill be added to the callsing the TSAPI
Single Step Conferendeature. Grandsys LOG8000 will theecordthe call and save the
recrding to the databasBetailed call information obtained usiiggAPI are also stored for
each call along with the recording.

2. General Test Approach and Test Results

The general approach was to place various types of calls to and from stations, agevitstan
Directory Numbers (VDNSs), monitor and record talsusing Grandsys LOG8000, and verify
the recordings. For feature testing, the types of calls included internal calls, inbound and
outbound trunk calls, transferred calls, and conferenced Eallserviceability testing, failures
such as disconnecting the LAN cable to the Grandsys LOG8000 Server arfseAEE§ and
rebootingthe Grandsys LOG8000 Server and Communication Mariageerwere applied.

2.1. Interoperability Compliance Testing

The intepperability compliance test included feature and serviceability testing. The feature
testing evaluated the ability of Grandsys LOG8000 to monitor and record calls placed to and
from stations and agents. The serviceability testing introduced failure szet@see if

Grandsys LOG8000 can resume recording after failure recovery.

2.2. Test Results
All test cases were executed and passed.

2.3. Support
For technical support on Grandsys LOG8000, contact Grandsys at:

91 Phone: 886-2-87682715
 Email: service@grandsys.com
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3. Reference Configuration

Figure lillustrates a sample configuration consisting of an Avay808&erverunning Avaya
Aura® Communication Managean Avaya G650 Media Gateway, an Avaiaa® Application
Enablement Seices Server, Avaya IP Telephones, a desktop PC running Avay4 sgent
anda Windows 2003Server runningsrandsys LOG80Q0r heGrandsys LOG8008erver
connects t&€ommunication Manager usirigfl FXS linedor voice recording. Th&randsys
LOG8000Serveralsomonitors the agent extensmasing the TSAPI Service to retrieve call
related informationThe TSAPI Services provided by the AES Server.

In the compliance testingOG8000monitoredor controlledthe devices shown below.

Device Type Extension
Recording Stations 10901 to 10905
Agent Statios 10001to 10004

Avayva SEROD Server running
Avaya Aura® Communication Manager

m
......................
.....................

ISDN-BRRI

Grandsys LOGEO00
Server

K Grandsys LOGE00)

@ Client

‘ 1L 110,024 ‘

Side E1

Avaya GOS0 Media Gateway
CLAN: .21
MEDPRO: 31 and 32

..................

-k b Aok Jdb

Avaya 4548GT-PWR

Ethernet Routing Switch 1)::'!:::;:::&
70 Ext 10003
Avava one-X Avaya 9600 Serics
Agent .IF‘ Telephones
Avaya Aura® Application Enablement
Services
Figure 1: Grandsys LOG8000 Test Configuration
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration

provided:

Equipment

Version

Avaya S8800 Server

Avaya Aura® Communication Manage

6.0.1

Service Pack 500.1.510.119303

Avaya G650 Media Gateway

-TN2312BP IP Server Interface HWO7, FWO054
- TN799DP CLAN Interface HWO01, FW040
- TN2602AP IP Media Processor HWO02, FW059
- TN2302AP IP Media Processor HW20, FW121
- TN2214CPDigital Line HWO08, FW015
- TN2464CPDS1 Interface HWO02, FW024
Avaya S8800 Server Avaya Aura®Application Enablement
Services
6.1.1 Patch 1

Avaya 9600 Series IP Telephones
-9630
- 9640

3.1 SP2 (H.323)
3.1 SP2 (H.323)

Avaya 1616 IP Telephone 1.300B (H.323)
Avaya oneX Agent 2.5 Patch 2 (H.323)
Avaya 4548GTPWR Ethernet Routing Switck V5.4.0.008
Grandsys LOG8000 2.6.1
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5. Configure Avaya Aura® Communication Manager

This section provides the procedure ¢onfiguringthe FXS recordingstations on

Communication Manageequired to interface to the telephony board installed on the Grandsys
LOGB8000 ServerAll the configuration changes in Communication Manager are performed
through the System Access Termif8AT) interface. The initial configuration tfie VDNS,
Vectors, Hunt Groups and Agent IDs required for call center function, as wibk &S and
Computer Telephony Integration (CTI) links to interface to Application Enablement Services is
assumed todin place and will not be discussed here.

5.1. Recording Stations

The recording stations in this configuration are E1 FXS stations configui281dDtype of
stations.

Step | Description

1. | Enter theadd dsl n command, whera is the board location, to cogfire the DS1
board used to connect to Grandsys LOG8000. Enter a desciiaive, setBit Rate to
2.048,Line Coding to hdb3, Signaling Modeto CAS, Interconnect to pbx, Interface
Compandingto alaw, Idle Codeto 11111111andCRC to n. The remaining fieldsan
be left at the default value.

add dsl1 1a08 Page 1of 1
DS1 CIRCUIT PACK
Location: 01A08 Name: LOG8000Q
Bit Rate: 2.048 Line Coding: hdb3
Signaling Mode: CAS
Interconnect: Country Protocol: 1
Interface Companding: alaw CRC?
Idle Code: 11111111
Slip Detection? n Near - end CSU Type: other
Echo Cancellation? n
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2. | Enter theadd station ncommand, whera is an extension valid under the provisiong
dial plan. On Page 1, séype to DS1FD, Port to the first port of the DS1 board
configured inStep1 and enter a descriptinéame. Repeat this as necessary to
configure additional FXS stationSor the compliance test, stations from 10901 to
10905 were created for the purpose of recordiiinge remaining fields can be left at
their defaults.

add stati  on 10901 Page 1lof 4
STATION
Extension: 10 901 Lock Messages? n BCC: 0
Type: DSlFﬂ) Security Code: TN: 1
Port:  (01A0801 Coverage Path 1: COR: 1
Name: LOGS8000 #1 Coverage Path 2: COSs: 1
Hunt - to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:
Loss Group: 4
Off Premises Station? y
R Balance Network? n

Survivable COR: internal
Survivable Trunk Dest? Y
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedure for configuring Avaya Aura® Application Enablement
ServicesThe initial configuration of the Switch Connection and TSAPI link to interface to
Communication Manager is assumed to belac@and will not be discussed hefée
procedure falinto the following areas:

= =4 =4 -4 A

Verify Avaya Application Enablement Services License
Administer CTI User

Administer Devices and Device Group

Administer CTI user permission

Obtain TSAPI Link

6.1. Verify Applica tion Enablement Services License

Step

Description

1.

Launch a web browser and enkgtp://<ip -addr>, where<ip-addr> is the IP address of
the AES Serverto access the AES Management Console. Log in using an administrg
login and passwor¢hot shown), and the Welcome To OAM screen will be displayed.

Welcome: User devconnect

1 H H Last login: Mon Dec 19 14:46:38 2011 from 10.1.10.152
AVAyA Apphcatlon Enablement Ser‘”ces HostName/IP: aes6x.sglab.com/10.1.10.70
Management Console Server Offer Type: SWONLY
SW Version: rg-1-1-30-0

Home Home | Help | Logout

» AE Services

Communication Manager Welcome to OAM
Interface
} Licensing . . 4 . d 3
The AE Services Operations, Administration, and Management (OAM) Web provides you with
» Maintenance tools for managing the AE Server. OAM spans the following administrative domains:
» Metworking s AFE Services - Use AE Services to manage all AE Services that you are licensed to use
on the AE Server.
» Security + Communication Manager Interface - Use Communication Manager Interface to

manage switch connection and dialplan.

Licensing - Use Licensing to manage the license server.

Maintenance - Use Maintenance to manage the routine maintenance tasks.
Networking - Use Networking to manage the network interfaces and ports.
Security - Use Security to manage Linux user accounts, certificate, host

» Utilities authentication and authorization, configure Linux-PAM (Pluggable Authentication
Modules for Linux) and so on.

Status - Use Status to obtain server status infomations.

» Status

» User Management

» Help

Uszer Management - Use User Management to manage AE Services users and AE
Services user-related resources.

= LUtilities - Use Utilities to carry out basic connectivity tests.

# Help - Use Help to obtain a few tips for using the OAM Help system

Depending on your business requirements, these administrative domains can be served by
one administrator for both domains, or a separate administrator for each domain.
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Step | Description

2. | SelectAE Servicesfrom the left menuFrom the AE Services page, verify that
Application Enablement Services has proper license for the feature illustrated in the
Application Notes i ensuring thé.icense Modefor TSAPI Serviceis NORMAL
MODE, as shown below. If the TSAPI Service is not licensed, then contact the Avay
sales team or business partner to purchase a license to install onto the WebLM Ser

Welcome: User devconnect

H H H Last login: Mon Dec 19 16:40:48 2011 from 10.1.10.152
AVA AApphcatlon Enab'ement Ser‘"ces HostName/IP: aes6x.sglab.com/10.1.10.70
Management Console Server Offer Type: SWONLY
SW Version: rg-1-1-30-0

AE Services Home | Help | Logout

CVLAN AE Services
DLG
DMCC
IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not require a restart.
SMS h h i by d i
[service __________|status _Istate |
|ASAI Link Manager |N.-"A |Running |N.-"A | NSA
» ;:r‘l’t':r';‘a"':écat'o" Manages [cvLan service [oniine  |[Running  |[NORMAL MODE [ wa
. [DLG Service [oFFLINE  [[Running  [[n/a [ na
[oMCC serviee [onune  |[Rumning  |[NORMAL MODE [ n/a
Maintenance
k [TsAPI Service [onune  |[Running  |[NORMAL MODE [ n/a
» Networking |Tran5por‘t Layer Service |N:’A |R|.|nnir|g |N.-"A | NfA

» Security

For status on actual services, please use Status and Control
» Status

s ; : -
» User Management For more detail, please mouse over the Cause, you'll see the tooltip, or go to help page.

o License Information
Utilities
X “ou are licensed to run Application Enablement (CTl} release 6.x

} Help

JC; Reviewed: Solution & Interoperability Test Lab Application Note 8 of 28
SPOC 2/16/2012 ©2012Avaya Inc. All Rights Reserved. LOGB00BAES6CM6



6.2. Administer CTI User

Click User ManagementA User Admin A Add Userin the left paneSpecify a value for

User Id, Common Name Surname, User PasswordandConfirm Password SetCT Userto

Yes Usethe values foldser Id andUser Passwordto configure Grandsys LOG8000 8ection

7.2 Step4 to access th&@ SAPI Service on thAES server. Scroll down to the bottom of the page
and clickApply (not shown)

Welcome: User devconnect
H H Last login: Mon Dec 19 16:40:48 2011
ovo a Apphcatmn from 10.1.10.152
Enablement Services fostiame/ir: i
aestx.sglab.com/10.1.10.70

Management Console Server Offer Type: SWONLY
SW Version: r6-1-1-30-0

User Management | User Admin | Add User Home | Help | Logout

» AE Services

, Communication Manager Add User
Interface
b Licensing Fields marked with * can not be emphr:
. * User Id logg000
} Maintenance g
. * Common Name LOG8000
b Networking
* Surname Grandsys
b Security
* User Passward TIIIII
» Status * Confirm Password  ssesssss
¥ User Management Admim: Note
Service Admin Avaya Role None -
User Admin Business Category
= Add User Car License
= Change User Password CM Home
= List All Users s B
= Modify Default Users -
CT User fes

= Search Users
T Department Number
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6.3. Administer Devices and Device Group

Step | Description
1. | To administer the devices to be monitored and used by LOG8000, Setrcity A
Security DatabaseA Devicesfrom the left menu. Enter a device from the table in
Section 3 e.g. 10901and clickAdd Device
. . Wel : User dev t
Appllcatlon Enablement Laitclccng;i?w: Tu?arDeEc CQCDHTE.:E;U:B 2011 from
£ 10.1.10.152
AVAyA Services HostName/IP: aes6x.sglab.com/10.1.10.70
Server Offer Type: SWONLY
Management Console SW Version: r6-1-1-30-0
Security | Security Database | Devices Home | Help | Logout
» AE Services
b ;Iommunication Manager Devices
nterface
p Licensing
» Maintenance Upload devices from file | [ Browse_ | [Upload]
buMicbmorkion [10901 |[ 2dd Device |
* Security
DeviceID __| Device Type ___|Location
Account Management
Tk ‘ * 10001 Any ‘PHDNE ‘
Certificate Management ‘ C 10002 Any ‘PHONE ‘
Enterprise Directory ‘ ) 10003 Any ‘PHDNE ‘
Host AA
o ‘ © 13001 Any ‘ACD ‘
PaM
Security Database ‘ O 13002 ey ‘ACD ‘
= Control ‘ O 14001 Any ‘VDN ‘
CTI Users
= Devices ‘ C 14002 i ‘VDN ‘
= Device Groups [ Edit Device ][ Delete Device
Tliml
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Step | Description

2. | In the Add Device screen, select the following values and élpgdy Changes Click
Apply (not shown) to confim.

1 Device Type: Select the appropriate type, eRHONE in this case.
1 Tlink Group:  SelectAny.

Welcome: User devconnect

Application Enablement Last login: Tue Dec 20 14:40:23 2011 from
. 10.1.10.152
A\/AyA Services

HostMame/IP: aes6x.sglab.com/10.1.10.70
Server Offer Type: SWONLY
SW Version: rg-1-1-30-0

Security | Security Database | Devices Home | Help | Logout

Management Console

» AE Services
" ;:rﬁr:rr;:::cation Manager Add Device
» Licensing Device ID 10901 |
» Maintenance Location | |
» Networking Device Type
~ Security Tlink Group
Account Management Apply Changes ] [ Cancel Changes
Aviedit

3. | RepeatStep 1 and 2o add all the devices from the tableSaction 3
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Step | Description
4. | To administer a Device Group, sel&scurity A Security DatabaseA Device Groups
from the left menu. Enter the name of the device greup LOG8000and clickAdd

Device Group

Welcome: User devconnect

Application Enablement Last login: Tue Dec 20 14:40:23 2011 from

Z\VA A ; 10.1.10.152
Ser\ﬂces HostName/IP: aes6x.sglab.com/10.1.10.70

M tC I Server Offer Type: SWONLY
anagemen onsole SW Version: rg-1-1-30-0

Security | Security Database | Device Groups Home | Help | Logout

» AE Services

» Communication Manager Device Groups
Interface
p Licensin =
- [LoGsooo |[ 2dd Device Group |
» Maintenance
» Networking
‘ ® aco1 ‘N

¥ Security

[ Edit Device Group ] [ Delete Device Group ]

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

CTI Users

= Devices

= Device Groups
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Step | Description
5.| Inthe Add Deviceésroupscreen, select all the devices from the tabl&antion 3
uncheckException Group and clickApply Changes Click Apply (not shown) to
confirm.
= = wel ¢ User dew t
Application Enablement Last lagin: Tue Dec 20 14:40:23 2011 from
pp
d 10.1.10.152
AVAyA Services HostName/IP: aes6x.sglab.com/10.1.10.70
Management Console Server C‘:fFer Type: SWONLY
SW Version: r6-1-1-30-0
Security | Security Database | Device Groups Home | Help | Logout
» AE Services
) Communication Manager Add Device Group
Interface
} Licensing Device Group |LDGBDDD
» Maintenance Exception Group [
» Networking Devices
¥ Security s
B - : 10002
ccount Managemen
B . 10003
s 10004
Certificate Management s
Enterprise Directory 10902
Host AA 10903
PAM 10904
Security Database ¥l 10905
= Control ] 13001
CTI Users 1 1zo02
= Devices O 14001
= Device Groups W i
= Tlinks
. Thok Grotns [ Apply Changes ][ Select all ][ Deselect All ][ Cancel Changes
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6.4. Administer CTI User Permission

Step | Description
1. | SelectSecurity A Security DatabaseA CTI Users A List All Users from the left
menu.Select thdJser ID created irSection6.2 and clickEdit.
- - Welcome: User devconnect
Appllcatlon Enablement Last login: Tue Dec 20 14:40:23 2011 from
- 10.1.10.152
AVAyA Services HostName/IP: aes6x.sglab.com/10.1.10.70
Server Offer Type: SWONLY
Management Console SW Wersion: r6-1-1-30-0
Security | Security Database | CTI Users | List All Users Home | Help | Logout
b AE Services
Communication Manager CTI Users
Interface
" Licensing userid  |Common Name | |Device ID_|
» Maintenance ‘ | I
& dersornedt deveonnect ‘NDNE |NDNE
b Metworking 5 = =
—— % logaooo LOGS3000 NONE . MOME
Account Management
Audit
Certificate Management
Enterprise Directory
Host A4
PAM
Security Database
= Control
@ CTI Users
= List All Users
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Step | Description
2. | Inthe Edt CTI User screen, select the following values:
1 Call Origination/Termination
and Device Status Select the device group fro8ection 63.
1 Device Monitoring: Select the device group fro8ection 63.
7 Calls On A Device Monitoring: Select the device grpurom Section 63.
1 Call Monitoring: Checked.
ConsultReference 1] for guidance on configuring the call/device privileges as well a
devices and device groups. Clidlpply Changes
: y s 'r'-.'elcc:m_e: Uszer devconnect B
AVAyA Application Enablement Services = o o= 020 1402 20s o 1022052
Management Console Server QFFer Type: SWONLY
SW Version: r6-1-1-30-0
» AE Services
, Communication Manager Edit CTI User
Interface
} Licensing User Profile: User ID log8000
T Common Name LOGE000
Worktop Name W
jilictaarionn Unrestricted Access O
¥ Security
Account Management Call and Device Control: Call OngnakonTermmctianand [y rEEeo0 I
Audit
Certificate Management Call and Device Monitoring:  Device Monitoring _I__EGEEE ~
TR i Calls On A Device Monitoring | LOG8000
Call Monitoring
Host AA
PAM Routing Control: Allow Routing on Listed Devices
Security Database [ Apply Changes ][ Cancel Changes ]
= Crontral
In the next page, clickpply to confirm the changes (not shown).
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6.5. Obtain TSAPI Link

Navigate to the Tlinks screen by select®ecurity A Security DatabaseA Tlinks from the
CTI OAM Home menu. Note the value of thignk Name, as this will be needed to configure
the Grandsys LOG8000 Server$ection7.2 Step 4 In this configuration, the unencrypted
Tlink AVAY A#SITE 1#CSTA#AESGX is being used.
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