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Avaya Solution & Interoperability Test Lab

Configuring Extreme Networks Summit
WM200/WM2000 WLAN Switch to support Avaya
Wireless IP Telephones — Issue 1.0

Abstract

These Application Notes describe the steps for configuring the Extreme Networks
Summit WM200/WM2000 WLAN Switch to support an Avaya Wireless IP Telephone
solution consisting of Avaya 3616, 3631, 3641 and 3645 Wireless IP Telephones.
Information in these Application Notes has been obtained through DeveloperConnection
compliance testing and additional technical discussions. Testing was conducted via the
DeveloperConnection Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a solution for configuring the Extreme Networks
Summit WM200/WM2000 WLAN Switch to support an Avaya wireless mobility
solution consisting of Avaya 3616, 3631, 3641 and 3645 Wireless IP Telephones.

The Extreme Networks wireless solution is a centrally managed wireless solution that
consists of a WM200 or WM2000 controller, and an Altitude 350 Access Point (AP). All
wireless configuration such enabling a, b, or g radio, channel selection, and wireless
client management is performed from the WM200/WM2000.

The Extreme Networks wireless solution supports the concept of “WM Access Domain”
(WM-AD), which is defined by a unique SSID. There are two bridged modes and one
routed mode that a WM-AD can be configured as. In the case of “Routed” and “Bridged
travel Locally at SWM” mode, a virtual tunnel is established between the
WM200/WM2000 and each Altitude 350 AP. An Altitude 350 AP sends any network
traffic it receives from any wireless client associated to it through the virtual tunnel to the
WM200/WM2000. After the tunneled network traffic reaches the WM200/WM2000, the
traffic is then routed by the WM200/WM2000 out again to its original intended
destination. In order to maintain Quality of Service, DiffServ Code Point (DSCP)
information from the original packet is re-written into the envelope Layer-3 header, and
is preserved after the traffic exits the virtual tunnel.

The sample configuration defined two WM-AD, voice and data. Both the “voice” and
“data” WM-AD are defined to use the “Routed” mode option. The “voice” WM-AD is
defined with SSID of “acm” with IP network 192.168.100.1/24 and the “data” WM-AD
is defined with SSID of “data” with IP network 192.168.99.1/24. Both WM-AD are
applied to all three Altitude 350 APs and are enabled to use WiFi Protected Access — Pre-
Shared Key (WPA-PSK) as their encryption mechanism. A single static route was
defined in the WM200/WM2000 to send all traffic to the core IP network for routing.

The compliance test verified that the following features were supported by the Extreme
Networks Wireless LAN Solutions with Avaya wireless mobility solutions:

IEEE 802.11 a, b and g radio support

Dynamic IP Addressing using DHCP relay

Layer-2 and Layer-3 Seamless Roaming

Wired Equivalent Privacy (WEP) and WPA-PSK Encryption
802.1x Security

SpectraLink Voice Protocol (SVP) support

Wireless Multimedia (WMM) support

DSCP preservation of wireless client’s data
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2. Configuration

Figure 1 illustrates the configuration used in these Application Notes. All wireless

clients shown are associated with SSID “acm”. The sample config

uration uses the

WM200 WLAN Switch. The configuration described in these Application Notes also

applies to the WM2000 WLAN Switch.
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Figure 1: Sample Network Configuration
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3. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration:

DEVICE DESCRIPTION VERSION TESTED
Avaya S8300 Server with G350 Media Gateway Avaya Communication Manager R4.0
(R014.0.730.5)
Avaya 4621SW IP Telephone R2.8
Avaya 4610SW IP Telephone R 2.8
Avaya 3616 Wireless IP Telephone 96.048
Avaya 3631 Wireless IP Telephone 1.3.0
Avaya 3641/3645 Wireless IP Telephone 117.013
Extreme Networks WM200 WLAN Switch V4 R1.3.14
Extreme Networks Altitude 350-2 Access Point N/A
Extreme Networks BlackDiamond 12k ExtremeXOS 11.4.3.4
Extreme Networks Summit X450-48p ExtremeXOS 11.6.1.9
Microsoft Windows running 2003 Server Enterprise Edition
Active Directory Users and Computers 5.2.3790.1830
Internet Authentication Service 5.2.3790.1830
DHCP Server 5.2.3790.1830

4. Configure Extreme Networks WM200

This section describes the configuration for Extreme Networks Summit WM200 WLAN
Switch used in the sample as shown in Figure 1. The installation and configuration of
any other Ethernet switches and router is beyond the scope of these Application Notes.
Please refer to [5], [6], and [7] in Section 11 for additional information on how to install,
configure, and administer the Extreme Networks Summit WM200 WLAN Switch.
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1. The WM200 configuration is performed using a web browser interface. Log in to
the WM200 by entering the URL https://<IP address of WM200>:5825 into a
web browser. Enter appropriate credentials to gain access to the WM200. The IP
address 172.16.254.79 shown in the sample configuration is the IP address of the
WM200 Management port.

Address | &) https:f[172.16.254.79:5625

V‘Gn

Extreme Networks Summit™ WM-Serles Console

Extreme Networks - Summit WH-Series WLAN Switch Software

Please Login to access pages of Summit WHM-Series WLAN Switch Software.
If you do not have the legin information, please contact your administrator,

User Name: username
Password:

2. The esa0 interface is used for all network traffic between the WMZ200 and the
Altitude 350 APs. This includes the tunnel traffic between the WM200 and the
Altitude 350 APs, as well as traffic to and from the WM200 before entering and
after exiting the tunnel. This is the interface used for the connection shown in
Figure 1. The screen capture below shows the settings used for this esa0
interface.

AL; Reviewed:

SPOC 8/17/2007

-2 Summit WM-Series WLAN Switch Software - Summit™ Switch Configuration - Microsoft Internet Explorer

) sack -

fle Edt Vew Favorites Tooks Help [

O RE G Puodorms @3- % 8- Lor3

Address ‘@https:#l?z.16‘254‘79:ESZEtSyqumthysMgmt‘php?sa:adeEl7Dhah35831fbﬁﬁzlf2a53&th?

v Beo ks »

Home Logs & Traces

System Maintenance
Routing Protocols

1P Addresses

Port Exception

Check Point
Summit™ Spy
Mobility Manager
SNMP

Network Time

Utilities
Web Settings

Extreme Networks Summit™ WM Series Console )

Reports Altitude™ APs  WM-AD Configuration  Summit™ Spy

Management Port Settings
Hostname: Wi
Domain:

1P Address:
Subnet mask:

Management Gateway:
extremnenetworks.com
172.16.254.79
255.255.255.0

Primary DNS:
Secondary DNS:

Interfaces

esall U 172281221 00:04:96:34:50:5E 255255.255.0 HostPort 1500
esal U 10.0.1.1 00:04:96:34:50:5F 255,255.255.0 HostPort 1500 []
esaz U 10.0.2.1  00:04:96:34:50:60 255.255.255.0 HostPort 1500 []
esad U 10.0.3.1  00:04:96:34:50:61 255.255.255.0 HostPort 1500 [
1P address: [17z.28.12.21 Function: | Host Fort ~|
Subnet mask: [255.255.255.0 pw: 1500 |
viaN D O Togged -10:[ | @ Untegged

Internal ¥LAN ID: |1 | Multicast Support: | Disabled v

[ WM | Summit WM200 | 0 days, 23:02 ] 1) e e 0

] Done

2 %d Locsl intranst
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3. The WM200 is configured with one static route to send all traffic to the default

gateway address of 172.28.12.1.

Ele Edt View Favorites Tooks Help

(P eark -

O - HRAG psearch 7 Favortes ) D:%v ; @ - e 3

2 Summit Whi-Series WLAN Switch Software - Summit™ Switch Configuration - Microsoft Internet Explorer

iddress | ] https:[1172.16.254.79;

ysMgt, h

Extreme Networks Summit™ WM-Series Console

| » view Forwarding Table

Altitude™ APs WM-AD Configuration  Summit™ Spy

v B ks ?

Static Routes

Route # Destination Address Subnet Mask

Management Users
Software
Maintenance
utilities

Web Settings

Gateway o0/p
Check Point 1 0.0.0.0 0.0.0.0 172.26.12.1
Summit™ Spy
Mobility Manager
SNMP
Network Time

Destination Address: |0.0.0.0

Subnet Mask: [0.0.0.0

Gateway: 17228121

Owverride dynamic routes

[oser |

[ WM | Summit WM200 | 0 days, 23:07 ]

&

2 % Localintranet

4. Three Altitude 350 APs named AP-1, AP-2, and AP-3 are used in the sample
network. These APs self registered with the WMZ200 using the Services Location
Protocol (SLP) option 78 of the DHCP Server. Newly registered APs use their

serial number as their name. Although not necessary, a network administrator can
elect to modify the Name for better identification and referencing.

‘3 Summit WM-Sarias WLAM Switch Seftwara - Altitude™ APs - Micresoft Intarnat Explorar

=15
le Lot Wew Favortes  lock Ll 3
Ow - O EEG Smodowen @ 3-5 8- 3
aress ] Mkpsiff172.16,254.79: SB25 /AT AP CIg. ol pumplypr sl = D6t ol R

Extreme Networks Summit™ Wii-Serles Console

Home  Logs & Traces

Heports  Summit™ Switch

ap-1
ap-2
CURE]

wnri\mppmml a02.1

e

Puort:
acmi Hardware Yersion;
data

Applicatinn Yersion: (V4 k1314
Status: Approved

WHM-AD Configuration  Summit'™ Spy

11hfg I B02.11a I Static Configuration

+ [1000006340081011

0 || p00008 0081011

arne Albtude 350-2 Detachasble Antenna

About  LUGOUT

[Copr to Cefsults | [(Reset ta Cefaults |

Add altitude™ ae | [

WaP prapertics updated successfully
[ WH | Summit Wr2o0 | 0 days, 23:15 ]
8] Dorrs

L T
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5. All three Altitude 350 APs are set to use “adaptive (multi-rate)” for the 5 different
“No of Retries” types. This allows the APs to automatically adjust to allow
different retry counts based on changing wireless environments. Due to the
physical constraint of the test lab, channel selection was manually set based on
site survey results to minimize cross channel interference. The Max Tx Power
Level was also lowered to 8 dbm to decrease the coverage area and minimize
interference. A site survey is recommended prior to any wireless network
deployment to determine optimal configuration settings. Below are two screen
captures showing the settings used in the sample network for both 802.11 b/g and
802.11 a.

2 Summit WM-Series WLAN Switch Software - Altitude™ APs - Microsoft Internet Explorer |._HE\S|

file Edt Yiew Favorites Took Help ax
~ A —~ n S T

@ Back ~ () E @ (o) | JO search G pFavaries ) (- iz B - o 3

Address |@ https: /172,16, 254,79 ,5625/APCFg f&PCFg. php?po=pitype=allisrc=0&bp=100000634D051 1 538sa=afd08 1 70beb3eB31Fhe6 2 1F2at V| Qo Links

Extreme Networks Summit™ WM-Series Consale .

Home Logs & Traces Reports  Summit™ Switch WHM-AD Configuration Summit™ Spy About  LOGOUT
+172.16.254.79 (F] |AP-1 I WAP Properties ‘ 802.11b/g ” 802.11a H Static Configuration \
WAP Default AR-Z [ ] 3
Settings 4p-3 DTIM Period Beacon Period 100 =
WAP Multi-edit
Client Management RTS/CTS Threshold (2346 Frag. Threshold |2346
Access Approval Enable Radios =02 196 [#] =02 1190 [#]

WAP Maintenance Radio Settings| Channel * 11: 2462 MHz v
WAP Registration Max Tx Power Level sdBm v
acm
acmz Rx Diversity Best v
data Tx Diversity Best v
Min Basic Rate * 1 Mbps v
Max Basic Rate * 11 Mbps v
Max Operational Rate * 54 Mbps v
Mo of Retries for Background BK | adaptive (multi-rate)  »
Ma of Retries for Best Effort BE adaptive (multi-rate) v
Ma of Retries for Yideo WI adaptive (multi-rate) v
Ma of Retries for Yoice YO adaptive {multi-rate) v
Ma of Retries for Turbo Voice TVO| adaptive {multi-rate) v
Preamble Auto e
Settings
Protection Rate 11 Mbps v
Protection Type RTS CTS v ~
[(copy to Defaults | [ Reset to Defaults | [(Add altitude™ 4P [ save |

[ WM | Summit WM200 | 0 days, 23:52 ]

& Done S 9 Local intranet
e
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2 Summit WM-Series WLAN Switch Software - Altitude™ APs - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eﬁa:k - -J @ @ :h pSBar:h \:}\?Favur\tss @ B- E; - |_J o .‘5

Address \@ https: {172, 16,254, 79:5825/ ARCFa/APCFg. php?po=pist ype=allisrc=08bp=100000634D081 1 538s 5=afd051 70beb3s83 1 h6621F2a v| Go

"

Links

Home Logs & Traces Reports Summit™ Switch

Extreme Networks Summit™ WM-Series Cansole

WM-AD Configuration Summit’™ Spy

About  LOGOUT

+ 172.16.254.79 (P} [AP-1 WAP Properties H 802.11bfg ” 80Z.11a H Static Configuration
WAP Default AP-2Z -
Settings AP-3 Base Settings BSS Info 00:04:96:2B:05:40 acm 2
WAP Multi-edit
Client Management
:\:;:srja?:ti:.u:::e DTIM Period 1 Beacon Period 100
WAP Registration RTS/CTS Threshold Frag. Thrashold
:::2 Enable Radio *_zn> 112 [
data Radio Settings| Channel * 52: 5260 MHz v

Max Tx Power Level adem ~

Rx Diversity Best v

T Diversity Best v

Min Basic Rate * 6 Mbps “

Max Basic Rate * 24 Mbps h

Max Operational Rate * 54 Mbps v

Mo of Retries for Backaground BK | adaptive {multi-rate)  «

Mo of Retries for Best Effart BE adaptive (multi-rate)

Mo of Retries for Video WI adaptive (multi-rate)

Mo of Retries for Yoics V0 adaptive {multi-rate) v

Mo of Retries for Turbo Vaice TWO| adaptive {multi-rate)  w B

* Enable/disable a radio or switching to/fram auto channel select will cause the
WAP to reboot o

[ Copy to Defaults ] [ Reset to Defaults ] [ Add Altitude™ ap ] [

Save

[ WM | Summit WMZ200 | 0 days, 23:52 ]

& Done

5 %4 Local intranet

6. Two WM Access Domains, voice and data, were used in the sample network.
Both voice and data WM-AD are configured as “Routed” with DHCP Relay
option enabled. The voice WM-AD is configured with IP network
192.168.100.1/24 and the data WM-AD is configured with IP network
192.168.99.1/24 (not shown).

3 Summit WM-Series WLAN Switch Software - WM-AD Configuration - Microsoft Internet Explorer

Ele Edit Yew Faverites Tools  Help

Qe - © B @ (h psEam \;"\?Favnrit&s F2) B' Dﬁ @ - e 5

Address &) hitps:j172.16.254.

fajntwkcfg.ph d08170bebs 1657 Links »

v| @ e

© Global Settings

Extreme Networks Summit™ WM Series Console

Home Logs & Traces Reports Summit™ Switch  Altitude™ APs

Summit™ Spy About  LOGOUT

voice

WM Access Domains
dats

Topology H RF

‘| Auth & Acct H RAD Policy H Filtering H Multicast H Privacy ‘| Qos Policy

voice

|

Add subnet

WM-AD Mode: Fouted Network Assignment:

DHCP Option: | Use DHCF Relay v Assignment by: | 510

Gateway: |192.165,100.1
Mask: |255.255.255.0

DHCP Servers: [172.28.10,12 |

O allow mamt traffic
[ use 3rd Party 4P

Timeout:

Delete subnet

e tpre[s | minutes
taost) [30___ | minutes
Session: [0 | minutes

Neut Hop Routing:

e
OSPF Route Cost: (50000

* rauting table/default cost used if not specified

[ Disable OSPF Advertisement

Save Cancel

[ %M | Summit WM200 | 1 days, 0:04 ] 2N aNa

&

& & Local intranet
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7. The voice WM-AD is configured to use SSID “acm” and is applied to all APs for
both “b/g” and “a” radios. The data WM-AD is configured to use SSID ‘data”
and is also applied to all APs for both “b/g” and “a” radios (not shown).

2 Summit WM-Serias WLAN Switch Softwara - WM-AD Configuration - Microsoft Internat Cxplorar
Ble  Edl Yew Faeordes Took  Helo

= 7| D s 3. B =

Q- QW [@ @ Pswor foromnes @ 35 B-LJor 3

aidress [ @] oA FaireEr hes ” — B s *
[Extrama Natworke Summit™ Wh-Sarias Consola Sorcme 4
Home  Lngs Aeports  Sammit™ Switch  Altitude™ APs ut  LOGO

[Tuputogy | rF [ Auth & Ace

I!!ID: aum ] | Altitude™ APs:

. S S Local intranet

8. By default, all newly created WM-AD has a filtering rule that blocks all network

traffic. Make sure to check the “Allow” check box to enable the WM-AD to pass
network traffic.

2 Summit WM-Series WLAN Switch Software - Wiki-AD Configuration - Microsoft Internet Explorer
Fle Edt View Favortes Tools Help

@Batk ) @ @ :h piearth *Favnntes (%] Bv ; - \_J o B

EEX

L3

Address @] https://172.15.254. 79,5825 MiwkCFgjncFitor php?sa=afd051 70beb3a831Fb66212a530 1697 v B ok
Extreme Networks Summit™ WW-Series Console

About

Home Logs & Traces Reports Summit™™ Switch Alitude™ APs

Summit™ Spy LOGOUT

¢ Global Settings voice
W e pomaine Topotagy || RF | Auth & acct | RaD paticy | Filtering | Matticast | Frivacy || Qa8 raiicy
data
[eeice] Filter 1D: | Default =
Rule In  Out Allow IP : Port Protocol
[} w MR

Only Allow/Deny can be modified for the default filter rulz. Rules with Allow unchecked are denied *

1P/subnet:port: [ 5%.% | Up Down
Protocol Belets
Sapnsus
Delete subnet
[ WM | Summit WM200 | 1 days, 0:30 ] 2N 3 N4
] Done B & Local inkranet
&l
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9. Multicast is enabled for the voice WM-AD to specifically allow for the

Spectralink SVP group. This option is needed to allow for the Push-to-Talk
features in the Avaya 3645 Wireless IP Telephone to work.

2l Summit WM-Series WLAN Switch Software - Wi-AD Configuration - Microsoft Internet Explorer

&=)ES]
Fle Edt View Favorites Tools Help i
- 3 7 ( . . C B o .
Qe - O [¥] [B] @ Oseaen Sprovons &) (2 L Jor 3
Ackivess | (€] Hetpsiff172.16.254, 7915825 ek FajncMulicast, php?ss=afd08170bebGe631 6621 235321537 B> ERL
Extreme Networks Summit™ WM-Series Console . .,m
ne Logs & Traces Reports Summit™ Switch _Altitude™ APs About  LOGOUT
¢ Global Settings voice
WM Access Domains || | Topology H RF || Auth & Acct ‘l RAD Policy H Filteringll Multicast ‘l Privacy H QoS Palicy
data
Enable Multicast Support
1P Group Wireless Replication
224.0.1.116 Spectralink SVP
Deny all sutomatically added as last rule *
""""""""""""" : Up Down
O 17 Group I
7dd subnat @ Defined groups: | Spectralink SVP (224.0.1.118) v a )
Beeeiie
Delete subnet
[ WM | Summit WM200 | 1 days, 0:31 ] 56 0
&] Done S 83 Local intranet

10. Both the voice and data WM-AD use WPA-PSK for encryption. The same pre-
shared key must be entered into the Avaya Wireless IP Telephones in order for
the wireless client to successfully associate with an AP.

AL; Reviewed:
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2 Summit WM-Series WLAN Switch Softwara - WM-AD Configuration - Microseft Internet Cxplarer
Fle  Ed  Pew Favokes ook Hep

Q- © - ¥ B @ Psewts Srrois @ -5 @ - O3

At | ] bekps:f1172. 16254

Fo0aL Tobeb a0 20 FbbGz2 1FZa5 e ILGT ~* EJoe ks ®

[Extreme Networks Summit™ WM-Serles Console

Home  Logs I Traces  Reports  Summit™ Switch  Altitude™ APs

< Global Settings voice

" H use sssociated WAP(s] to 1
WM Access Domaing Topology [ #F [ auth & acet | rao roliey [ Filtering | -mln...nl Pmmql Qo5 Palicy

O Nane

) Static Keys (WLF)

= WA - PSK

[F wWea w1
pars: | Aute -

WPA w2
Encryplon: | Aute ~

—
[k
voice
Add subnet
[ mensme subnet
[ save ][ cancel |

[ W | Summit WHz00 | § days, 0:33 1

&

2 N Local rranst
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11. For the voice WM-AD, the Legacy, WMM, and Turbo Voice options are
selected under the Wireless QoS setting. Since the data WM-AD is designed for
best effort data traffic, its QoS policy (not shown) is left as the default.

‘3 Summit WM-Series WLAN Switch Software - WM-AD Configuration - Microsaft Internet Explorer

e gt ow Fgorkes ook belp L
. ,\ 3 _\.\_ Fe I8 A - -
Qe - @ W [ @ Psewar Slrrone @ -5 @ o3
address | gE) Mkps:f172,16.254, ‘o a5 - ET

Extreme Networks Summit™ Wh-Serles Console -

Home Logs & Traces Reparts  Summit™ Switch  Altitude™ aPs 1 01
¢ Global Settings voice * Any changes b QoS ¢ ill cause alfected WAP(s) o reb
WH Access Domains Tupulagy | RE__ | Auth & acet || Rap paticy | Filtering [ muiticast | privacy [ qos policy
Wiretess Qus

4] Legacy
Wrr
Service Class
[]802.11e

Branee (2] |

Turbo Yolce Background (D) v

Best [ffort (1) w

Silver (3} -

) ald (4) -
5 Platinum (5] | ™

ssetto Defa
e 5% QoS
[] Enable U-apsn
voien O use Global admission Contral far Waice (VO]
. wttin
udd subivet
Hename subnet
e — ) (o)
Delete subnet
[ Wi | Summit wezon | @ days,
] vone

S Ndioce ntraent

12. Make sure to save the configuration upon completion. This will cause the Access
Points to reset.
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5. Configure DHCP Server

Four DHCP Server scopes are defined on the DHCP server in the sample network. Two
scopes are designed for allocating IP addresses to the Altitude 350 AP and two additional
scopes are designed for wireless clients. The table below shows the options used in these
four DHCP scopes.

Scope
name DHCP options

WiFi-1 003 - Router = 172.28.12.1

078 - SLP =172.28.12.21

WiFi-2 003 - Router = 172.28.13.1

078 - SLP =172.28.12.21

Voice 003 - Router =192.168.100.1

151 - AVPP = 172.28.40.30

176 - Avaya = MCIPADD=172.28.40.5, MCPORT=1719,

TFTPSRVR=172.28.10.12

Data 003 - Router = 192.168.99.1

e DHCP option 078 is used by the Altitude 350 AP to locate the WM200.

e DHCP option 151 is used by Avaya 3616, 3641, and 3645 Wireless IP Telephones to
locate the Avaya Voice Priority Processor (AVPP).

e DHCP option 176 is used by Avaya 3616, 3631, 3641, and 3645 Wireless IP
Telephones to register with Avaya Communication Manager and TFTP Server for
configuration information.

6. Configure Stations in Avaya Communication Manager

The table and screen capture shown below illustrate the station types defined associated
with the different models of the Avaya 36xx Wireless IP Telephone. Each Avaya 36xx

Wireless IP Telephone type must be defined with the appropriate station type in Avaya

Communication Manager in order to work properly. Use the “add station <station #>”
command to create a new station extension. Refer to [1] and [2] in Section 11 for other
additional information related to the Avaya Communication Manager.

Avaya Wireless IP
Telephone model Station type
Avaya 3616 4606
Avaya 3631 4620
Avaya 3641 and 3645 4612
AL; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 17
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display station 40032 Page 1 of 5

STATION
Extension: 40032 Lock Messages? n BCC: O
Type: 4612 Security Code: 123456 TN: 1
Port: S00007 Coverage Path 1: COR: 1
Name: Model-3641 Coverage Path 2: CoSs: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 40032
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n

7. Interoperability Compliance Testing

The interoperability compliance testing focused on assessing the ability of the Extreme
Networks WM200 wireless solution to support an Avaya wireless IP mobility solution
consisting of Avaya 3616, 3631, 3641, and 3645 Wireless IP Telephones registered with
Avaya Communication Manager.

7.1. General Test Approach

Individual 802.11 radio support was verified by individually enabling the wireless client
that supports that radio type and confirms that the wireless client is working
appropriately. WMM and DSCP preservation support was verified by examining packets
captured in both wireless and wired sniffers.

The following was verified on the WM200 with Avaya Wireless IP Telephones for this
solution as depicted in Figure 1:

IEEE 802.11 a, b and g radio support
Dynamic IP Addressing using DHCP relay
Layer-2 and Layer-3 Seamless Roaming
WEP and WPA-PSK Encryption

802.1x Security

SpectraLink Voice Protocol (SVP) support
Wireless Multimedia (WMM) support
DSCP preservation of wireless client’s data

7.2. Test Results

The Extreme Networks Summit WM200 WLAN Switches achieved the above objectives
and completed compliance testing. Avaya 36xx Wireless IP Telephone successfully
established and maintained VolIP calls while roaming throughout the area covered by
Extreme Networks Altitude 350 APs.
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8. Verification Steps

The following screen capture shows the different options available under “Reports” in

the main menu bar of the WM200 management console.

2 Summit WM-Series WLAN Swilch Software - Reports & Displays - Microsoft Internet Explorer,

Eile:

Edit Wew Favortes Tools Help

@Back - -J @ @ \:h pSearch \;r\\?Favor\tes @ f:év :\; E A I_J 0" -:’3

Address |@ hittps: /{172, 16,254.79:5825/Reports{Displays php?sa=c910d79d37bba27f5 a1 a0ebe 7070675

vl Go  Links >

Home Logs & Traces

Extreme Networks Summit™ WM-Series Consale

Summit’™ Switch  Altitude™ APs  WM-AD Configuration  Summit™ Spy

About LOGOUT

‘ Displays: List of Displays

s Reports: Forwarding Table | OSPF Neighbor | DSPF Linkstate | WAP Inventory ‘

Active Altitude™ APs

Active Clients by Altitude™ AP

Active Clients by WM-AD

Port & WM-AD Filter Statistics

WM-AD Interface Statistics

Summit™ Switch Port Statistics

Altitude™ AP Availability

Dynamic Authorization Statistics

Wired Ethernet Statistics by Altitude™ AP

Wireless Statistics by Altitude™ AP

[ W™ | Summit WM200 | 1 days, 3:47 ]

&

2 & Local intranet

Select “Altitude™ AP Availability” from the main reports menu to verify whether the
APs are available. All available APs are shown in green.

=} Altitude™ AP Availability - 172.16.254.79 - Microsoft Internet Explorer

[Local]
AP-1

1000006340081153
00:04:96:268:05: 54
uptime:
172.28.12.55

z2d, 211801

Diata as of Aug 09, 2007 08:35:39 am

Altitude™ AP Availability - 172.16.254.79

10000063400581005
00:04:96:2B:02: 20
uptime: 2 d, 21:18:03
172.258.13.50

[Local]

AP-3
100000&6340051011
00:04:96:2B:02: Ch
uptime: 2 d, 21:18:03
172.258.12.52

E)B)
® o refresh O Refresh svery sECs

Refresh ] [

Close

X]
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Select “Active Altitude™ APs” from the main reports menu to verify the channel

selection and transmission power level of each AP. This screen will also show whether
the 802.11 radio is turn on or off.

<) Active Altitude™ APs - Microsoft Internet Explorer |._||E|rg|
Active Altitude™ APs - 172.16.254.79 @ No refresh O Refresh every
Altitude™ . o Tunnel |Packets|Packets| Bytes Bytes . 802.11bfg |802.11a
AP SRR P 0P | (el Homs Duration | Sent Rec'd Sent Rec'd | UPHMe Chf{Tx Ch/Tx
2763 d 2d
ap-1 1000006340081153(172.28.12.55 0fLocal 4:59:3i 141223 158279 |16433261|15411151 21:18:0{ 6/8dBm| 52/8dBm
ap-2 1000006340051005|172.28.13.50 0|Local 2763 d, 137292 146149|15599062( 9975933 2 d, 1/adBm| S6/8dBm
e 415926 £1:18:03
&P-3 1000006340051011|172.28.12.52 0|Local 2763 d, 140365 158046 16492264 | 15567653 2, 6/adBm| 60/8dBm
5:02:03 21:18:03
Summary 3 active WAPs (1]
* Auto channel selected by AP
Data as of Aug 09, 2007 08:38:24 am Refresh ] [ Export ] [ Close

Select “Active Clients by Altitude™ APs” from the main reports menu to verify whether
a wireless client has successfully associated with an AP. The wireless client’s IP address,
and MAC address, protocol used (whether 802.11b/g/a), associated SSID and the
authentication and encryption used is also listed. This window also allows the

administrator to either blacklist or disassociate a wireless client from the wireless
network.

2l Active Clients by Altitude™ AP - 172.16.254.79 - Microsoft Internet Explorer,

EEX
Active Clients by Altitude™ AP - 172.16.254.79 O Ho refrash @ Refrash avery seos

users  AP-1 {00000634D087453

aP-1 1
AP-2 0 waP | Cclient IP Client MAC  |Protocol BSS MAC ssip| AUth-/ | pjjge, | Time |, .| Packets | Packets | Bytes | Bytes
AP-3 0 Pru. Conn. Sent Rec'd | Sent  Rec'd

192,168 .100.60/00:19:58: 80:0A:47| 802.11a |00:04:96:2B:05:40| acm Default|0:04:13 |n/a 46 187 S402 20045
weh poi, 0=t b

Traffic Summary

1 46 187 5402 20045
Active Users: 1 search Client by [User name || | (Search
Data as of Aug 09, 2007 09:06:18 am Selocted dients: [_Add to Blacklist | [ Disassociate

9. Support

For technical support on the Extreme Networks product, contact Extreme Networks at
(800) 998-2408, or refer to http://www.extremenetworks.com.

10. Conclusion

These Application Notes describe the administration steps required to configure the
Extreme Networks Summit WM200/2000 WLAN Switch to support an Avaya wireless
mobility solution as depicted in Figure 1.
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