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Abstract

These Application Notes describe the configuration steps required for Empirix OneSight
Health Monitor to interoperate with Avaya Aura™ Communication Manager 5.2.1. Empirix
OneSight Health Monitor is a monitoring and management solution that can monitor and
report on a variety of e-business components. In the compliance testing, Empirix OneSight
Health Monitor used the SNMP interface from Avaya Aura™ Communication Manager to
provide system health monitoring.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Empirix OneSight Health
Monitor to interoperate with Avaya Aura™ Communication Manager 5.2.1. Empirix OneSight
Health Monitor is a monitoring and management solution that can monitor and report on a
variety of e-business components.

In the compliance testing, Empirix OneSight Health Monitor used the SNMP interface from
Avaya Aura™ Communication Manager to provide system health monitoring data, such as
number of alarms and busy hour call statistics.

The integration used SNMP version 2c.

1.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the proper reporting of SNMP data by Empirix
OneSight Health Monitor, including busy hour call, system occupancy, and number of alarms.

The serviceability testing focused on verifying the ability of Empirix OneSight Health Monitor
to recover from adverse conditions, such as disconnecting/reconnecting the Ethernet cable to
Empirix OneSight Health Monitor, and restarting the SNMP agent on Avaya Aura' ™
Communication Manager.

1.2. Support
Technical support on Empirix OneSight Health Monitor can be obtained through the following:

e Phone: (866)367-4749
e Email: support@empirix.com
e Web: http://esupport.empirix.com
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2. Reference Configuration

The configuration used for the compliance testing is shown below.
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3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya Aura™ Communication Manager on
Avaya S8500 Server

5.2.1 (R015x.02.1.016.4-18433)

Avaya G650 Media Gateway
e TN799DP C-LAN Circuit Pack

HWO01 FW038

Avaya 9600 Series IP Telephones (H.323)

3.1

Empirix OneSight on

Windows 2003 Server with Service Pack 2
e Database Server
e Avaya S8xx0 Server SNMP MIB

7.3 SR1 Build Number 2135

Microsoft SQL Server 2005
5.2.1.0
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4. Configure Avaya Aura™ Communication Manager

This section provides the procedures for configuring Avaya Aura™ Communication Manager.
The procedures include the following areas:

e Launch maintenance web interface
e Administer firewall

e Administer SNMP agent

e Restart SNMP agent

4.1. Launch Maintenance Web Interface

Access the Communication Manager web interface by using the URL “http://ip-address” in an
Internet browser window, where “ip-address” is the [P address of Communication Manager. Log
in using the appropriate credentials.

AVAyA Communication Manager {CM)

System Management Interface (SMI)

Help Exit

Logon

Logon ID:

Password:
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In the subsequent screen, select Administration > Server (Maintenance) from the top menu.

AVAyA Communication Manager {CM)
System Management Interface (SMI)
Help Log Off Installation Administration Upgrade
This Server: [.1] Sg§500C
= il
W Legal MNotice
Communication Manager
System Management Interface
© 2001-2009 Avaya Inc. All Rights Reserved.
Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws
respeckting proprietary rights,
Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense
Lnder the applicable law.
Third-party Components
Certain software programs or portions thereof included in the Product may contain software
distributed under third party agreements ("Third Party Components"), which may contain terms
that expand or limit rights to use certain portions of the Product ("Third Party Terms").
Information identifying Third Party Components and the Third Party Terms that apply to them
are available on Avaya's web site at: http:/fsupport. avaya.com/ThirdPartyLicense/
Trademarks
&yvayais a trademark of Avaya Inc,
Multivantage is a trademark of Avaya Inc.
Al non-gvaya trademarks are the property of their respective owners, :
@ -2009 Avaya Inc. all Rights Reserved.
The Server Administration screen is displayed.
AVA A Communication Manager {CM)
System Management Interface (SMI)

Help Log Off Installation Administration Upgrade

This Server: [1] S8500C

sl |

Current Alarms B Server Administration

Agent Status

SNMP Agents =

SNMP Traps welcome to the "Server Administration Interface”. This interface allows you to maintain,
Filters troubleshoot, and configure the server,

SMMP Test =

R0 R BaLES Please use the menu to the left for navigation.

Restarts

System Logs
Temperature f¥oltage
Ping

Traceroute
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4.2. Administer Firewall

Select Security > Firewall from the left pane. The Firewall screen is displayed. Check the
Input to Server and Output from Server fields for snmp and snmptrap, as shown below.

Communication Manager {CM)
System Management Interface (SMI)

Help Log Off Installation Administration Upgrade
Administration / Server (Maintenance) This Server: [1] 58500C
Server Configuration ~l m ~

Display Configuration
Restore Defaults
Eject CD/D¥D
Server Upgrades
Make Upgrade Permanent
Boot Partition
Manage Updates
BIOS Upgrade
IPSI Firmware Upgrades
IPSI ¥ersion
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status
Data Backup/Restore
Backup Now
Backup History
Schedule Backup
Backup Logs
¥YiewfRestore Data
Restore History
Format CompactFlash
Security
Administrator Accounts
Login Account Policy
Login Reports
Modem
Server Access
Syslog Server
License File
Authentication File
Tripwire
Tripwire Commands
Install Root Certificate
S5H Keys
Web Access Mask
Media Gateways
Configuration
Miscellaneous
File Synchronization
IP Phones
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- Firewall ==

The Firewall web page lets you enable network services on the corporate
LAM interface to the Avaya server, Unselected services are automatically
disabled.

WARMNING: Some networl services are required for proper
operation of or access to the server.For additional details, click
Help.

Please wait...

Output
from Service Port/Protocol
Server

Input to
Server

ftp 21/tcp =
ssh 22/cp
telnet 23/t
¥l damain 53/udp
Fl il boaotps 67/udp
F] il bootpe 68/udp
il tftp 69/udp
http 80/tcp
ntp 123/udp
snrmp 161/udp
i snmptrap 162/udp
T https 44 3/tcp .
Solution & Interoperability Test Lab Application Notes 6 of 15

©2010 Avaya Inc. All Rights Reserved. OneSight-CM5



4.3. Administer SNMP Agent
Select Alarms > SNMP Agents from the left pane, to display the SNMP Agents screen.

Select the radio button for Following IP addresses, and enter the IP address of Empirix
OneSight Health Monitor in an available IP address line, as shown below.

Check Enable SNMP Version 2c, and enter a desired string in the corresponding Community

Name (read-only) field.

Help Log Off

Administration f Server (M
Alarms
Current Alarms
Agent Status
1
SMMP Traps
Filters
SMNMP Test
Diagnostics
Restarts
System Logs
Temperature f¥oltage
Ping
Traceroute
Metstat
Modem Test
Network Time Sync
Server
Status Summary
Process Status
Shutdown Server
Server DatefTime
Software ¥ersion
Server Configuration
Display Configuration
Restore Defaults
Eject CD/D¥D
Server Upgrades
Make Upgrade Permanent
Boot Partition
Manage Updates
BIOS Upgrade
IPSI Firmware Upgrades
IPSI Yersion
Download IPSI Firmware
Download Status
Activate IPSI Upgrade
Activation Status
Data Backup/Restore
Backup Mow
Backup History
Schedule Backup
Backup Logs
Yiew fRestore Data
Restore History
Format CompactFlash
Security
Administrator Accounts
Login Account Policy
Login Reports
Modem
Server Access
Syslog Server
License File
Authentication File
Firewall
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Communication Manager {CM}
System Management Interface [SMI)

Installation Administration Upgrade

enance) This Server: [1] S8500C

. e
w’ SNMP Agents

The SHNMP Agents Web page allows modification of SNMP properties, SNMP
allows the active server to monitor the SHMP port for incoming reguests and
comrands (gets and sets),

Mote: Prior to raking any configuration changes the Master Agent should be
put in a Down state, The Master Agent Status is shown below for your
convenience, Once the configuration has been completed, then the Master
Agent should be placed in an Up state. Changes to both the configuration on
the SMMP Agents andfor SMMP Traps pages should be completed before
Starting the Master Agent, Please use the Agent Status page to Start or Stop
the Master Agent.

View G3-AVATA-MIB Dats
Master Agent status: Up

IP Addresses for SNMP Access

) Mo Access

() Any IP address

(%) Following IP addresses:
IP addressl : @

IP address2 :

IP address3 : | |

IP addressd :

IP addresss
SHMP Users f Communities

[] Enable SNMF ¥Yersion 1

Cormmunity Mame (read-only) : | |

Comrmmunity Mame (read-write) | |

Enable SNMP ¥Yersion Zc

Cormmunity Mame (read-only) : ILpuinc |

Community Mame (read-write) | |
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4.4. Restart SNMP Agent
Select Alarms > Agent Status from the left pane, to display the Agent Status screen.

Check the Master Agent status. If the status is “Down”, then select Start Agent. If the status
is “Up” (not shown), then select Stop Agent, followed by Start Agent in the subsequent screen
to restart the SNMP agent.

AVAVA Communication Manager {CM)

System Management Interface (SMI)

Help Log Off Installation Administration Upgrade

Administration f Server {(Maintenance) This Server: [1] S8500C

Aarme T VR el S it Rk :
Current Alarms 5 = Agent Status

Agent Status

SMMP Agents

SNMP Traps The Agent Status Web page shows the current state of the Master Agent and
Filters all the Sub Agents. It also allows for the ability to Start or Stop the Master
SMMP Test Agent,
Diagnostics
Restarts
System Logs Master fgent status: Down
Temperature f¥oltage
Ping
Traceroute Sub Agent Status
Metstat =,
Modem Test
Network Time Sync FF Agent: up
Se;:ir . MyWSub&gent: Up
Status Summary :
Process Status Laag fgent) 2k
Shutdown Server MIBZAgent: up

Server Date fTime
Software ¥ersion
Server [:onﬁgu_ratmn_ Sub Agents are NOT connected to the Master Agent.
Display Configuration
Restore Defaults
Eject CD/D¥D
Server Upgrades M

Make Upgrade Permanent
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5. Configure Empirix OneSight Health Monitor

This section provides the procedures for configuring Empirix OneSight Health Monitor. The

procedures include the following areas:

e [aunch web interface
¢ Administer monitor group
e Administer monitor

5.1. Launch Web Interface

Access the OneSight web interface by using the URL “http://ip-address:8080” in an Internet
browser window, where “ip-address” is the IP address of the OneSight server. Log in using the

appropriate credentials.

EMPIrIX OneSight

By combining customer Quality of Experience performance data with
infrastructure-level performance data {e.q., T1 spans, IVR ports and
servers, CTI servers, databases), OneSight for Contact Centers
gives you a single perspective of your voice infrastructure,

The easiest, most comprehensive way to manage your Web
applications and infrastructure, OneSight combines the effective
measurement of the customer experience with measurement of the
performance and availability of supporting applications and
infrastructure,

OneSight Login

Flease enter a valid user name and
password to access the systemn,

User Name: |

Password: |

Version: 7.3 SRI Build hiumber: 2135

Explorer 6.0
If pou have just installed, please

type admin for user name and password.

In the subsequent screen, select I want to set up a monitor group now.

OneSight

Home Status~ Alerts Reports Configure

Welcome to OneSight

group.

« [ wantto set up a monitor group now.

LS you set up a oo oo, you will;

to CPUs, to URLs, to web servers,

and databases involved in processing your customers' orders,

Ernpiriz OneSight is not currently configured to monitor any monitor groups, Once you add a monitor group, the
OnesSight Status page will beagin providing information about the health of the components in that monitor

e Identify the web components you want to monitor, Those components can be anything from databases,

« Organize the web site components you've identified into monitor groups that make sense to you. For
example, you might want to create a monitor aroup that includes all the machines, devices, web pages,

« Define action plans that can be triggered if the status of one of your monitored components changes.
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5.2. Administer Monitor Group
The Monitor Groups screen is displayed. Click Add to create a new monitor group.

o Help Logout
OneSiant
H Monitor Groups .
#*; add) @ Modify X Remove " Che ¥ Uncheck &
e Name User Group/ Description

click Add New.

Help

The Monitor Group Editor screen is displayed next. Enter desired Name and Description, and

Logout

OneSiaht”

— Monitor Grouns
Monitor Group Editor

Marme |AF'C Systems

DescriptiDnIA\raya fonitor Group

r Status Chart [ Health r Alert Dependencies r Attributes
L %

Type

r SmartLinks f Down Time \\

< 1 add Mew ) B8 add Existing 3 ©
.
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5.3. Administer Monitor

The Add Monitor screen is displayed. Select Profiles > Avaya: Communication Manager
statistics from the left pane.

OneSic

H Monitor Grouns

Help Logout

o3

Profiles

[ Alteon 184 Switch
[ Alteon 2424 Switch
[ apache for Linus
@ Apache for Solaris
-[A apache for Windows
[ apache Webserver
[ APC single metric

@ APC Symmetra

@ ATG Dynamo
[ Avaya: Communications Mar
--[A waya: Proactive Contact (s
@ Avaya: Proactive Contact (s
@ Avaya: Proactive Contact po
@ Avaya: Proactive Contact Sy
@ BEA WeblLogic Server 5.1

statistics for Avaya Multimedia PEX

Data Sources:
SHMP

Metrics:

Monitor Groun Editor
Add Monitor
Monitor Types: Profile: Avaya: Communications Manager statistics
B Dedicated Monitors 2 -
f @ ~ | Description:

Name:

Avaya CM: Busy Hour Calls for Current Day
Awaya CM: Call Processing Occupancy
Avaya CM: Calls in Most Recent Hour
Avaya CM: Idle Occupancy

Ayaya CM: Major Alarms

Ayaya CM: Minor Alarms

Avaya CM OS5 Occupancy

Avaya CM: System Ococupancy

Avaya CM: \Warnings

The Monitor Creation Wizard screen is displayed. For Name, enter the IP address of

Communication Manager. Retain the default values in the remaining fields.

H Monitar

MName:

Help Logout

[rouns

vMonitor Groun Editor

Monitor Creation Wizard

& Mew System

Avaya: Communications Manager statistics

10.32.32.10

Location:i <Default Location>

w|

1 Time

" Existing System

Systemss

IP Address

Discovered

( MNext )( )( Cancel )( Help )

1y access infor
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The Monitor Editor screen is displayed next. Click System Editor.

OneSiaht

H Manitor Grouns

Help Logout

vionitor Groun Fditor
Monitor Editor

Maonitar Name:iAvaya: Communications Manager statistics (10.32.32.10)

15ers

=5 all

Praofile: | 3y

f Aftributes \r Access Contral

Applied To System: |10 52 22 20

Metricss

System Componentss

Avaya CM
VAvaya CM:
[Avaya CM:
Awaya CM:
Avaya CM:
Avaya CM:
Avaya CM:
Avaya CM:
Avaya CM

SASALNNRAS

Busy Hour Calls for Current Day
Call Processing Occupancy
Calls in Most Recent Hour

Idle Occupancy

Major &larms

Minor Alarms

OS5 Ococupancy

System Ococupancy

\Warnings

I can

ation

Profile Editar...

Systemn Editor...

( Cancel )( Test )( Help j

The System Editor screen is displayed. Select the SNMP tab. For Community, enter the
community string from Section 4.3. For Version, select “Snmp Version2¢” from the drop-
down list. Retain the default values in the remaining fields.

OneSiaht

H Monitor Grouns

Help Logout

Monitor Groun Editor

SPOC 11/5/2010

vonitor Editor

System Editor

Display Mame:[10.32.32.10

¥iadd ¥ Remove ¥R iata Source  £A Remave Data Source @ Discover Compaonents

= System
_____ o (system \[IENEERN (st Trap \[ virtual agent \[ 3Mx \[ windows nT \[ Attributes
- Database | Access Contral
----- Lag File Community: |puh|ic
E_I|Sk5 . Timeout seconds: |15
----- ile System
:sInterface Timeout retries: |1
----- Load Balancer Port: 161
- Port Warsion: | Snmp_Wersion2c hd
----- Process
- Service
..... W
- WMProcess
----- Web Server
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6. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Empirix OneSight
Health Monitor automatically performed snmpget commands to obtain relevant SNMP data from
Avaya Aura™ Communication Manager on a regular configurable interval. The reported data
were compared to the data on Avaya Aura™ Communication Manager using the “list
measurements” and “display alarms” commands from the System Access Terminal (SAT)
interface.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet cable to Empirix OneSight Health Monitor, and by restarting the SNMP agent on Avaya
Aura™ Communication Manager.

All test cases were executed and passed.

7. Verification Steps

From the OneSight web interface, select Status > General from the top menu to display the
monitors. Expand on Avaya: Communications Manager statistics, and verify that the reported
values match to the values from the Avaya Aura™ Communication Manager SAT interface.

OneSight’

Home Status~ Alerts Reports Configure 1

@ APC Systems

Avaya Monitar Group

( Sample All Selected ] ( Show Report ]

Shows IA” 'i name contains I Apply

Monitor Last Measured
¥ || ® Awaya: Communications Manager statistics (10.32.32.10) 2 (_Enable B (_Modify )
Metric Yalue Last Measured Sample Every
® |Avaya CM: Busy Hour Calls for Current Day for 10.32.32.10 8 ®|12:24:10 PM EDT 1 hr
® |Avaya CM: Call Processing Occupancy for 10.22.22.10 1] #|12:34:26 PM EDT S min
® |Avaya CM: Calls in Most Recent Hour for 10.32.32.10 8 @) 12:34:34 PM EDT 1 hr
® | fvaya CM: Idle Occupancy for 10.32.32.10 96 @ 12:31:16 PM EDT 5 min
® Avaya CM: Major Alarms for 10,32.32.10 2 @ 12:34:23 PM EDOT 5 min
® Avaya CM: Minaor &larms for 10.32.32.10 5 @) 12:32:46 PM EOT 5 min
® | Avaya CM: OS5 Occupancy for 10.22.32.10 o @) 12:29:37 PM EOT 5 min
® |Avaya CM; System Occupancy for 10,32.32.10 1 ®|12:32:33 FM EDT 5 min
® |Aavaya CM: Warnings for 10,32.32.10 41 | 12:32:21 FM EDT 5 min
® & a®cC - [ C]
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8. Conclusion

These Application Notes describe the configuration steps required Empirix OneSight Health
Monitor to successfully interoperate with Avaya Aura’" Communication Manager 5.2.1. All
feature and serviceability test cases were completed.

9. Additional References
This section references the product documentation relevant to these Application Notes.

1. Administrator Guide for Avaya Aura™ Communication Manager, Document 03-300509,
Issue 5.0, Release 5.2, May 2009, available at http://support.avaya.com.

2. Empirix OneSight Administrator Guide, Version 7.3, available upon request from Empirix
technical support.

3. Empirix OneSight Operator Guide, Version 7.3, available upon request from Empirix
technical support.
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©2010 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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