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Abstract

These Application Notes describe the configuration steps required for Fonolo In-Call Rescue
application to interoperate with Avaya IP Office Server Edition using SIP trunks. In-Call
Rescue provides functionality to replace hold-time with a call-back.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Fonolo In-Call Rescue
(ICR) to interoperate with Avaya IP Office Server Edition (IP Office) using SIP trunks. ICR
provides functionality to replace hold-time with a call-back and during this compliance tesing
was hosted on the cloud by Fonolo. The solution communicates via SIP/RTP. The ICR
functionality was compliance tested utilizing SIP trunks to IP Office. The configuration allowed
IP Office to use SIP trunking for calls to and from the ICR application. The ICR is a contact
center solution where instead of a caller staying in the queue when agents are all busy, can
request to get a call back when an agent becomes available.

When a caller encounters a scenario where no agents are available in a call center environment
and IP Office is part of that environment, the caller is presented with options by the call center to
either continue waiting in the queue or receive a call back from the call center. If the caller chose
the latter, then the call center directs the caller to ICR via IP Office SIP trunks where ICR then
provides a message to the caller to leave a call back number, so that ICR can call back the caller
when an agent becomes available. Once ICR receives the confirmed call back number from the
caller, ICR uses SIP trunk with IP Office to call back into the call center) and wait in the queue
until an agent becomes available. When an agent becomes available, ICR informs the agent that
there is a call waiting and if the agent would like to get connected to the caller. If the agent
accepts to connect to the caller, ICR then calls the caller via SIP trunks to IP Office and connects
the caller with the available agent. When ICR makes an outbound call to the caller and agent via
IP Office, it makes two SIP INVITE requests. One to the available agent and one to the caller
and then mixes the audio within the ICR server.

The IP Office Server Edition configuration consisted of two IP Office systems, a primary Linux
server and an expansion IP500V2 that were connected via Small Community Network (SCN)
trunks.

The SIP trunks connection from ICR can be with either the primary Linux server or the
expansion IP500V2 IP Office system. The configuration shown in these Application Notes used
the primary Linux server IP Office system for SIP trunks connectivity.

For security purposes public and Lab IP addresses have been altered in this document.

2. General Test Approach and Test Results

The interoperability compliance testing focused on verifying inbound and outbound calls flows
between IP Office and ICR. The feature test cases were performed manually. Calls were placed
manually from users on the PSTN to a call center Control Directory Number (CDN). During
compliance testing Avaya Contact Center Select (Contact Center Select) was used to eumulate a
call center. Assumption was made during compliance testing in the Contact Center Select script
to direct callers to ICR when no agents are available. When caller connected with ICR, ICR read
the call back number of the caller or asked caller to input a new call back number. ICR
recognized the Dual Tone Multi Frequency (DTMF) input provided by the caller confirming the
call back number. For compliance testing purposes, agents were made available after the above
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call between caller and ICR is completed. ICR then called into the call center CDN and
connected with an available agent. ICR provided a recording informing the agent of a call in
waiting and if the agent wants to get connected to the PSTN caller. Agent accepted the call by
using DTMF input. ICR then made the second outbound call to the PSTN caller via IP Office
and if the PSTN caller answered the call he/she then get connected with the agent. During
compliance testing agents were present on both primary and expansion IP Office systems.

The serviceability test cases were performed manually by disconnecting and reconnecting the
SIP trunk connection to ICR.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
Fonolo utilized enabled capabilities of TLS and SRTP.

This test was conducted in a lab environment simulating a basic customer enterprise network
environment. The testing focused on the standards-based interface between the Avaya solution
and the third party solution. The results of testing are therefore considered to be applicable to
either a premise-based deployment or to a hosted or cloud deployment where some elements of
the third party solution may reside beyond the boundaries of the enterprise network, or at a
different physical location from the Avaya components.

Readers should be aware that network behaviors (e.g. jitter, packet loss, delay, speed, etc.) can
vary significantly from one location to another, and may affect the reliability or performance of
the overall solution. Different network elements (e.g. session border controllers, soft switches,
firewalls, NAT appliances, etc.) can also affect how the solution performs.

If a customer is considering implementation of this solution in a cloud environment, the
customer should evaluate and discuss the network characteristics with their cloud service
provider and network organizations, and evaluate if the solution is viable to be deployed in the
cloud.
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The network characteristics required to support this solution are outside the scope of these
Application Notes. Readers should consult the appropriate Avaya and third party documentation
for the product network requirements. Avaya makes no guarantee that this solution will work in
all potential deployment configurations.

2.1. Interoperability Compliance Testing

The ICR application is hosted in a cloud environment by Fonolo. SIP trunks were used to
connect the ICR application with IP Office. The following features and functionality were
covered during compliance testing:

e Establishment of SIP trunks connectivity between ICR and IP Office including session
refresh.

e Testing of G.711MU codec.

e Incoming calls to a CDN of Contact Center Select via IP Office can be redirected to the
ICR application via the SIP trunks based on Contact Center Select scripting. Outgoing
calls from ICR to the CDN via IP Office when callers decide on Call back. During this
compliance testing Contact Center Select was used to simulate a call center environment
and is not the scope of these Application Notes.

e The ICR application can make outbound call to the caller via IP Office who had selected
the call back option and merge the call between the caller and and available agents (on
both primary and expansion) . The outbound call is made via IP Office using SIP
INVITE.

e DTMF transmission to ensure that options selected by the caller and agent is accepted
correctly by ICR.

Serviceability testing focused on verifying the ability of ICR to recover from adverse conditions,
such as the SIP trunks going down and reboot of IP Office.

2.2. Test Results
All test cases were executed and passed with the following exceptions/observations:

e ICR only supports G.711 codec variants.
e ICR only supports RFC2833 for DTMF transmission.

2.3. Support

Technical support on Fonolo ICR can be obtained through the following:
e Phone: 1-855-366-2500 (Toll-free)
e Web: https://fonolo.com/contact/
e Email: support@fonolo.com
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3. Reference Configuration

A simulated enterprise site consisting of IP Office, Contact Center Select and Avaya telephones
were used during compliance testing. As shown in Figure 1, SIP trunks were used to connect
ICR with IP Office directly. IP Office is connected to an emulated PSTN using T1/PRI. A CDN
and skillset is configured on Contact Center Select with a few agents belonging to the configured
skillset. The configuration allowed the enterprise site to use SIP trunking for calls to and from
ICR and IP Office.

During compliance testing inbound calls to Fonolo were sent to two of Fonolo’s specific servers
and outbound calls from Fonolo came from four of Fonolo’s other servers. This architecture was
implemented by Fonolo due to some PBX vendors cannot support inbound and outbound calls on
the same SIP trunk. Due to this design intent of Fonolo, inbound and outbound calls to and from
Fonolo were handled by different servers. All these servers were hosted on the cloud by Fonolo.

A CDN of 33000 was configured on Contact Center Select and agents from IP Office on both
primary and expansion were logged into the pertinent skillset.

SIP SIP

Avaya Contact
Center Select

sIP
S |

Fonolo In Call Rescue
application hosted on
the cloud
xx.xx.xx.161to
XX XX.XX.166

Avaya IP Office ServerEdition 1
10.10.97.41 (Primary) !

Emulated PSTN

Avaya 96x1 Series IP (H323)
Deskphone

PRI Trunk Avaya 96x1 SeriesIP (H323)

Avaya IP Office IP500V2 Deskphone
10.10.97 .44 (Expansion)

—

Figure 1: Avaya IP Office Network with Fonolo In-Call Rescue
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya IP Office Linux (Primary)

10.1.0.0.0 build 237

Avaya IP Office IP500 V2 (Expansion)

10.1.0.0.0 build 237

Avaya Contact Center Select installed on 7.0.1.1
VMware
Avaya Telephones:
e 9650 IP (H323) Deskphone 3.270B
e 1140 IP (SIP) Deskphone 04.04.23.00
e 9641 IP (H323) Deskphone 6.6401
Fonolo In-Call Rescue 3.0

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone
IP Office IP500 V2 and also when deployed with IP Office Server Edition in all

configurations.
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5. Configure Avaya IP Office

Configuration and verification operations on the IP Office illustrated in this section were all
performed using Avaya IP Office Manager. The information provided in this section describes
the configuration done on the Primary (Linux server) system. It is implied a working system is
already in place with the necessary licensing. For all other provisioning information such as
initial installation and configuration, please refer to the product documentation in Section 10.
The configuration operations described in this section can be summarized as follows:

e Configure System Locale

e Configure System

e Create SIP Lines

e Configure Incoming Call Route
e Create Short Code (Route Calls)
e Save Configuration

From a PC running the IP Office Manager application, select Start - Programs - IP Office >
Manager to launch the Manager application. Select the proper IP Office system. In this case the
primary server and log in using the appropriate credentials. The Avaya IP Office Manager for
Server Edition screen is displayed as shown below.

L Awvaya IP Office Manager for Server Edition DevCon IPO Sev1 [10.1.0.0.0 build 237] — O >
File Edit View Tools Help
2E-H 3 A v EI

Solution

Configuration ‘ i= Server Edition

@-& BOOTP (7) Summary Open... 2

Operator (3) Senver E
B ..... 5 SO|UtIon _ Edltlon conﬁ Llratlon
w-§  User(45) Primary

L ]
E- 5§ Group(8) .J- System Status
[-@% Short Code(57) = Hardware Installed —
..... 2 Directory(0) Control Unit: IPO-Linux-PC E Voicemail Administration
L7 Time Profile(0) Secondary Server: NONE -
[-m Account Code(1) Expansion Systems: 1 T 44 @ Resiliency Administration
-5 User Rights(13) System |dentification: 858b6d69e18abf9f4755e57c276072a15ad0aa’
i#)-i55 Location(2) Serial Number: ac162db2b1b8 A On-boarding
#4527 DewCon IPO Sevl )
-5 DevCon IPOS Exp B System Setlings Y@ b omce Web M
IP Address: 41 & e
Sub-Met Mask: 265 255255 240 @ Help
System Locale: United States (US English)
System Location: 2: Belleville Primary o S
Device 10- 1 p 8 et All Nodes to Select
Mumber of Extensions on System: 24 8¢ Set All Nodes License Source w
< 3
Address Primary Link Users Configured Extensions Configured
Saolution 45 62
& Primary Server DevCon IPO Sevl M 26 24
% Expansion System DevCon IPOS Exp 744 Bothway 19 38
Ready Fi_
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5.1. Configure System Locale

The Locale is usually the country where the IP Office is installed. By selecting the correct
country a number of system defaults for that country will be used by the IP Office. To configure
the Locale, select DevCon IPO Sevl - System ->DevCon IPO Sev1from the IP Office
Configuration Tree. During compliance testing the System was called DevCon IPO Sev1 for the
Primary Server and DevConlPOS Exp for the Expansion IP500V2. In the right hand pane select
the System tab, and from the Locale dropdown menu select the appropriate country (i.e. United
States (US English)) as shown in the screen below. Click the OK button to save.

File Edit View Tools Help

AEE A v

DevCon IPO Sevl + System

+ DevCon IPO Sevl

i Avaya IP Office Manager for Server Edition DevCon IPO Sev1 [10.1.0.0.0 build 237]

Configuration | £

DevCon IPO Sev1

[ v

=-& BOOTP (7) ~
-{# Operator (3)

<7 Solution

#-§  User(43)

-5 Group(g)

“ Tirne Profile(0)
+ ® Account Code(1)
31§ User Rights(13)
+ Location(2)

= DevCon IPO Sevl

Systern  LANT  LAM2  DNS

MName

Contact Information

Voicemail Telephony Directory Services  Systern Events

DevCon IPO Sevl

This System is under Integrated Management contrel

Server Edition Solution

SMTP

Locale

SMDR VolP VolP Security Cont| 4

United States (US English) ~

Location | 2: Belleville Primary ~
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5.2. Configure System

From the configuration tree in the left pane, select DevCon IPO Sevl - System = DevCon
IPO Sev1 to display the screen in the right pane, where DevCon IPO Sevl is the name of the IP

Office system.

Select the LANL1 tab, IP Office can support SIP on the LAN1 and/or LANZ interfaces, however
during compliance testing the LAN1 interface was used. From the LAN Settings sub-tab, note
the IP Address configured, which is 10.10.97.41. This IP address is required during ICR

configuration.

+-¢7 Operator (3)
;"""‘_:.- Solution

+-§  User(45)

-5 Group(d)

+-@% Short Code(57)
- Directony(0)
£ Time Profile(0)
+- Account Code(1)
+-§3 User Rights(13)
+ﬁ Location(2)
-7 DevCon IPO Sevl

w5z DevCon IPO Sevi

LAN Settings  VolP

Network Topology

IP Address 10 10 a7
IP Mask 255 255 235
MNumber Of DHCP IP Addresses |3 =

DHCP Mode

() Server () Client (@) Disabled

41

240

Advanced

i Avaya IP Office Manager for Server Edition DevCon PO Sevl [10.1.0.0.0 build 237] — O >
File Edit View Tools Help
AEE A v
DevCon PO Sevl - Systemn - DevCon IPO Sevl -
Configuration T DevCon IPO Sev1* = v o< =
+a BOOTP (7) Systern  LAMT  LANZ  DNS  Voicemail Telephony Directory Services System Events SMTE ¢ |
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Select the VolP sub-tab. Ensure that SIP Trunks Enable and SIP Registrar Enable boxes are

checked, as shown below.

G-iaf Group(8)

(-8 Short Code(57)
----- s Directory(0)

----- £ Time Profile(0)
H-il Account Code(1)
H-fy User Rights(13)
H-i Location(2)
=530 DevCon IPQ Sevi
-5 Systern (1)

H.323 Gatekeeper Enable

[] Auto-create Extension Auto-create User

H.323 Signaling over TLS Disabled w

SIP Trunks Enable

SIP Registrar Enable

E HAvaya IP Office Manager for Server Edition DevCon PO Sev [10.1.0.0.0 build 237] — O x
File Edit View Tools Help
i 'J. 3 ;j ._ES d
DevCon PO Sevl * System * DevCon IPO Sevl -
Configuration ‘ = DevCon IPO Sevi e v | < | >
‘! gOOTtP ('7(-]3:] System LANT  [AN2Z  DNS Voicemnail Telephony Directory Services  System Events  SMTIH 4 | v
# Operator
=559 Solution LAM Settings VoIP MNetwork Tepology
B User(45) "

[] H.323 Remote Exte

%7 DevCon IPO Sevl [ Auto-create Extension/User [
17 Line ()
-2 Contrel Unit (11) 5IP Domain Name |bvwdw-com
[+-4f Extension (24)
- User(27) SIP Registrar FODN [bvwdev.com
-1 Group (5)
8% Short Code (19) uDP UDP Port |5060 =
----- D service (0)
E:I"-e Incoming Call Route (10) Layer 4 Protocol TCP TCP Port | 3060 =
E?--:: Eciiie(% 0 Tis TLS Port 5061 -
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5.3. Create SIP Lines

During compliance testing two SIP lines were created since ICR used different servers for
inbound and outbound calls. One line was for outgoing calls from IP Office to ICR, which is an
inbound call for ICR and the other line was for incoming calls to IP Office from ICR, which is an
outbound call for ICR.

5.3.1. Configure Outgoing SIP Line

To create the SIP line from the IP Office for outgoing calls to ICR, navigate to System - Line
and right click on Line followed by New =>SIP Line as shown in the screen below. In this
example, line 13 was created to connect to ICR. In terms of ICR, this is an inbound call coming
to ICR from IP Office.

EI’“ DeviCon IR N I ——
-5 Systen | =0 r [P Office Line
=T m X Cu Cirle X H.323 Line
..... "._ | s .
..... wy, 2 |52 Copy Chrl+ P DFCT Line
..... "._ . 3 Paste Ctrl+V SIP Line
""" 10/ 5 Delete Ctrl+Del SM Line
..... "._ 11 )
..... wy, 12|+ Validate 5IP DECT Line
""" w13 Mew from Template
..... "._ 14

B Contr Export asTer:anate
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Screen below shows the configuration of the SIP Line in the subsequent SIP Line window; enter

the following in the SIP Line tab.

e Line Number: Line number 13 was configured.

e ITSP Domain Name: Configure domain name of ICR or leave this field blank.
e Description:

Retain default values for all remaining fields.

Provide a description for the SIP Line. This field is optional.

t HAwaya P Office Manager for Server Edition DevCon IPO Sevl [10.1.0.0.0 build 237]

File Edit View Tools

Help

AEE A

DeviCon PO Sevl - Line = e
Configuration 7 SIP Line -Line 13 k- X v <]
& soote(7) # | SIP Line Transport SIP URI VoIP  SIP Credentials SIP Advanced Engineering
i Operator (3) ~
[E-%27 Solution Line Mumber 13 = In Service
-§  User(43)
0538 Group(8) TSP Domain Name | | Check00S
H-8% Short Code(57)
@ Directory(0) Local Domain Name | ‘
) Time Profile(0) Session Timers
-8 Account Code(1) URI Type sIP
0§ User Rights(13) ! Refresh Method Auto
3-8 Location(2) Location Cloud
=-%%¢ DevCon IPO Sevl Timer (sec) On Demand
2 System (1)
-1 Line (8)
"y, Prefix | ‘
., 2
3 National Prefix o \
:: ::10 International Prefix |DD ‘
:. 12 Country Code | ‘ Redirect and Transfer
» 13 . .
., 14 Name Priority Syster Defautt Incoming Supervised REFER Auto
[H-<= Control Unit (1 . .
[ Extension (24) Description |0utgoing to Fonelo ‘ Outgoing Supervised REFER A
[ a User (27) Send 302 Moved Temporarily
(-8 Group (5) -
Outy Blind REFER
(18 Short Code (19 Htgeing Bin v
D Service (0) < >
[ @ Inceming Call
o BB R Dy T oK Cancel Help
< >
Ready rT
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In the Transport tab enter IP address of ICR in the ITSP Proxy Address field. During
compliance testing xx.xx.xx.161w1,xx.xx.xx.162w1 was configured. ICR requested the use of two
servers for outgoing calls.

In the ITSP Proxy Address field, a list of up to four IP addresses, with each address separated
by a comma or space can be configured as per IP Office design. The addresses can include an
indication of the relative call weighting of each address compared to the others. This is done by
adding a wN suffix to the address where N is the weighting value.

For example during compliance testing for IP addresses xx.xx.xx.161w1, xx.xx.xx.162w1, the
weighting values assignl times the weight of calls to both addresses. The default weight if not
specified is 1. A weight of 0 can be used to disable an address.

Under Network Configuration, in the Layer 4 Protocol field, select TLS from the drop down
menu.

Retain default values for remaining fields. For compliance testing TLS protocol was tested.

I HAwvaya IP Office Manager for Server Edition DevCon IPO Sevl [10.1.0.0.0 build 237] — O =

File Edit View Tools Help

JEE A v

DevCon IPO Sevl - Line - 13 -
Configuration ‘ 7 8IP Line - Line 13* ek - v | < | >
+a BOOTP (7) * | SIP Line Transport SIP URI VolP  SIP Credentials SIP Advanced Engineering
+-4% Operator (3)
== Solution ITSP Proxy Address |IO<JO<-JO<-'|5'|W1,30<->O<JO<-152W1 |
+-§  User (45)
+1ﬂ Group(8) ] .
5% Short Code(53) Metwork Configuration
: Directory(0) Layer 4 Protocol TLS w Send Port 3061 =
I Time Profile(0)
+- 8 Account Code(1) Use Metwork Topology Info | Mone ~ Listen Port | 3061 =
=-§3 User Rights(13)
#-i% Location(2) Explicit DNS Server(s) 0 0 0 o || o 0 0 0

-3 DevCon IPO Sevl
] - Calls Route via Registrar

Separate Registrar ||
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In the SIP URI tab click on the Add button. In the subsequent window, enter the following:

e Local URI: Select Auto.
e Contact: Select Auto.
e Display Name: Select Auto.
[ ]

Incoming Group:  Select an available group number. During compliance testing 13
was selected.

e Outgoing Group:  Select an available group number. During compliance testing 13
was selected.

e Max Sessions: During compliance testing 10 were configured.

Retain default values for all other remaining fields and click the OK button.

t Avaya IP Office Manager for Server Edition DevCon IPO Sev1 [10.1.0.0.0 build 237] — O >
File Edit View Tools Help

25-dIEEE A v

DevCon IPO Sevl - Line |13 <
Configuration | = SIP Line - Line 13 g - X v | <>
=- K BOOTP (7) SIP Line Transport SIP URI WolP  SIP Credentials SIP Advanced Engineering
(e Operator (3)
=% Salution URl  Groups Local Rl Contact Display Mame ldentity Header Originator Mumber Send Cal Add... ~
E-§  User(45)
-5 Group(g) Remove
[+-@% Short Code(57)
----- @m Directory(0) Edit
7 Time Profile(0)
[+ Account Code(1)
E-fq User Rights(13)
[ Location(2)
=530 DevCon IPO Sevl
=9 System (1)
: Mew URI 0K
Local URI [uto v]
Cancel
Contact |Aut0 " |
!
Display Mame |Aut0 v|
. Identity
"y,
., 14 Identity [None v]
(-2 Control Unit (11)
-8 Extension (24) Header P Asserted ID s
@ User (27) ) o
D'"ﬁ Group (5) Ferwarding And Twinning
(- @% Short Code (19) QOriginator
..... @ Service (0) Mumber
E]---@ Incoming Call Route
-l 1P Route (1) Send Caller ID None o
----- % License (68)
" ARS (3)
[ Location (2)
E]---m Autherization Code o
% DevCon IPOS Exp Diversion Header |N0ne w
Registration 0: <None> ~
Incoming Group 13 e
Outgeing Group 13 ~
Mazx Sessions 10 =
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In the VoIP tab ensure that for DTMF Support, RFC2833/RFC4733 is selected from the drop
down menu. Select Enforced from the drop down menu for Media Security. Check all boxes for
Encryptions and Authentication fields and under Crypto Suites check the box for

SRTP_AES_CM_12

8 _SHA1_80.

Retain default values for all remaining fields. During compliance testing only the G.711 ULAW
codec was tested as shown in the screen below.

t HAvaya IP Office Manager for Server Edition DevCon IPO Sevl [10.1.0.0.0 build 237] - O =
File Edit View Tools Help
dEEE A v
DevCon IPO Sevl - Line |13 v
Configuration i SIP Line - Line 13* g -8 X wl|<]|>

R BOOTP(7)

SIP Line Transpert SIP URI VelP

SIP Credentials SIP Advanced Engineering
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[-{# Operator (3)
B9 Solution [ Local Hold Music ~
(- User (45) .
e % Group(8) [ Re-invite Supported
(-8 Short Code(38) Codec Selection System Default e Codec Lockdown
-8 Directory(0)
~£ Time Profile(0) Allow Direct Media Path
i G.722 64K G.711 ALAW 64K
E ; ﬁ;z?:gﬁ;?;ﬂ) 6.729(a) 8K CS-ACELP o G711 ULAW 64K Force direct media with phones
[-E8& Location(2) [] PRACK/100rel Supported
=27 DevCon IPO Sevl
SRt System (1)
: -0 DevCon IPO Sevl R
=4 Line (8)
1
-y, 3
vy 3
-y, 10 >
s 11
: E Fax Transport Support | Mone
N 14 DTMF Support RFC2833/RFCAT33
H-<2 Control Unit (11)
o Extension (24) Media Security Enforced ~
P-§  User (27)
3@ Group (5) Advanced Media Security Options [ same &s System
1@ Short Code (18)
- Service (0)
]@ Incoming Call Route (; R
--Jll 1P Route (1) Encryptions RTP
% License (68) RTCP
H- g ARS (3) =
=1 Location (2) Authentication RTP
H- 8 Authorization Code (1
%% DeviCon IPOS Exp RTCP
Replay Protection
SRTP Window Size [64
Crypto Suites
SRTP_AES_CM_128_SHA1_80
[] SRTP_AES_CM_128_SHA1 32 o
€ >
oK Cancel Help
< >
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Default values were used for the remaining fields in the SIP Credentials, SIP Advanced and
Engineering tabs. Screen below shows an example of the SIP Advanced tab with the default
values. Click on the OK button to complete the configuration of the new SIP Line.

File Edit View Tools

DevCon IPO Sevl - Line

Help

25-dAEE A v

f Avaya IP Office Manager for Server Edition DevCon IPO Sev1 [10.1.0.0.0 build 237]
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5.3.2. Configure Incoming SIP Line

To create the SIP line from the IP Office for incoming calls from ICR, navigate to System =
Line and right click on Line followed by New > SIP Line as shown in the screen below. In this
example, line 14 was created to connect to ICR. In terms of ICR, this is an outbound that ICR
makes to IP Office.

Li—_l---*-_w DevCon 1B N I : :
-5 Systen 1] = 4 IP Office Line
E"Hm ¥ o Cirl+ X H.223 Line
..... -, 1 | _
..... w, 2 |52 Copy Ctrl+C P DEFT Line
..... "y, 3 Paste Crl+V SIP Line
""" M 1015 Delete Ctrl-+Del SM Line
..... " . ‘I‘I )
..... Wy, 12|+ \Validate 5IP DECT Line
""" . 13 Mew from Template
..... " . 1_4

G- Contr Export asTEi'nplate
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Screen below shows the configuration of the SIP Line in the subsequent SIP Line window; enter
the following in the SIP Line tab.

e Line Number: Line number 14 was configured.
e ITSP Domain Name: Configure domain name of ICR or leave this field blank.
e Description: Provide a description for the SIP Line. This field is optional.

Retain default values for all remaining fields.

Lol HAvaya IP Office Manager for Server Edition DevCon PO Sev1 [10.1.0.0.0 build 237] — [m} X

File Edit View Tools Help
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In the Transport tab enter IP address of ICR in the ITSP Proxy Address field. During
compliance testing XX.xx.XX.163,XX.XX.XX.164,XX.XX.XX.165,xx.xx.xX.166 was configured. ICR
requested the use of four servers for incoming calls. In this field, a list of up to four IP addresses,
with each address separated by a comma or space can be configured as per IP Office design.
Under Network Configuration, in the Layer 4 Protocol field, select TLS from the drop down
menu.

Retain default values for remaining fields. For compliance testing TLS protocol was tested.

I HAvaya IP Office Manager for Server Edition DevCeon IPO Sev1 [10.1.0.0.0 build 237] - O X

File Edit View Tools Help

= ol [a] =%

DevCon IPO Sevl - Line ~ 14 -
Configuration T SIP Line - Line 14* =ik A AERE
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In the SIP URI tab click on the Add button. In the subsequent window, enter the following and

retain default values for all other remaining fields and click the OK button.

e Local URI:

e Contact:

e Display Name:

e Incoming Group:

e Outgoing Group:

Select Auto.
Select Auto.
Select Auto.

Select an available group number. During compliance testing 14

was selected.

Select an available group number. During compliance testing 14

was selected.

e Maximum Sessions: During compliance testing 10 were configured.

t Awvaya IP Office Manager for Server Edition DevCon PO Sevi [10.1.0.0.0 build 237]

- O X
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In the VoIP tab ensure that for DTMF Support, RFC2833/RFC4733 is selected from the drop
down menu. Select Enforced from the drop down menu for Media Security. Check all boxes for
Encryptions and Authentication fields and under Crypto Suites check the box for

SRTP_AES_CM_128_SHAL_80.

Retain default values for all remaining fields. During compliance testing only the G.711 ULAW

codec was tested as shown in the screen below.

L Awvaya |P Office Manager for Server Edition DevCon IPO Sevl [10.1.0.0.0 build 237] — O *
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Default values were used for the remaining fields in the SIP Credentials, SIP Advanced and
Engineering tabs. Screen below shows an example of the SIP Advanced tab with the default
values. Click on the OK button to complete the configuration of the new SIP Line.
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5.4. Configure Incoming Call Route

To configure an incoming call route for routing of incoming calls from ICR, navigate to DevCon
IPO Sevl - Incoming Call Route and right click on Incoming Call Route followed by New
(not shown). In the subsequent window, enter the following in the Standard tab. This route is
used by ICR to make an outbound call to IP Office.

e Bearer Capability: Select Any Voice from the drop down menu.
e Line Group ID: Select 14, the incoming SIP Line as configured in Section 5.3.2.

Retain default values for all remaining values.

t Avaya IP Office Manager for Server Edition DevCon IPO Sevl [10.1.0.0.0 build 237] —
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In the Destinations tab, under the Destination column enter <.”. Retain default values for all

remaining fields and click the OK (not shown) button.

f Avaya P Office Manager for Server Edition DevCon IPO Sevl [10.1.0.0.0 build 237]
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5.5. Create Short Code (Route Calls)

A Short Code needs to be configured on the IP Office to route calls to ICR. Navigate to DevCon
IPO Sevl - Short Codes, and then right click and select New as shown in the screen below.

E Avaya |P Office Manager for Server Edition DevCon IPO Sevl [10.1.0.0.0 build 237]
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In the subsequent window, enter the following:

e Code: Enter the number range that will be routed to ICR (during
compliance testing, all 78xxx numbers were sent to ICR, therefore
78N; was entered).

e Feature: Select Dial from the drop down menu.
e Telephone Number: Enter «.”.
e Group Line ID: Enter 13, the outgoing SIP Line configured in Section 5.3.1.

Retain default values for all remaining fields and click the OK (not shown) button.

I HAvaya P Office Manager for Server Edition DevCon PO Sevl [10.1.0.0.0 build 237]
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5.6. Save Configuration

Once all the configurations are complete, the changes need to be saved on the IP Office system.
Click the Save icon as shown in the screen below to save the changes. A subsequent window will
appear (not shown) asking the user to proceed with the changes made to the IP Office system/s
or not. Click on the OK button to confirm.

E Avaya IP Office Manager for Server Edition DevCon IPO Sev1 [10.1.0.0.0 build 237]
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6. Configure Avaya Contact Center Select

The administration of the routing and basic connectivity between IP Office and Contact Center
Select or the setting up of Skillset, CDN, Scripts, Agents for a contact center type environment
are not the focus of these Application Notes; however, some details are provided only for
informational purposes and completeness.

This section provides a sample script that was used during the compliance testing. When a call is
directed to this script, caller is connected to ICR if there are no agents available in the Skillset.

From Contact Center Select Launchpad, navigate to Scripting = Orchestration Designer 2>
Launch Orchestration Designer (not shown) to open the Orchestration Designer window as
shown below. A basic script is configured in the example below. When a call reaches the CDN
33000 that was configured during compliance testing and if agents are not available, then the call
is routed to 78001 which is the short code that was configured in Section 5.5 to reach ICR.

] Orchestration Designer = || =] -
File Edit View ContactCenter Window Help
o) [
Contact Center &2 = 8 ||%£ Fonolo 2 =8
= Applications [Full Control] ~ 1/* Fonolo */
a’d Collect_Digits 2if CDN = 33000 then
b_J_ Customer_Service 3 give music 511
a’d EM_Email_Primary 4 wait 15
£ Fonolo 5 if (IDLE AGENT COUNT S5killl > 0) then
bﬁ- FX_Fax_Primary E g walt 3 o .
a.J. IM_InstantMsg_Primary ’ guene to skillset Skilll

B2 Master_Script slse

a’d Media_Server_Selection :c;:?fca;; Te001
Ha MultimediaFlow . end i:n *
'*_J. MNetwork_Script T
%14 OB_Outbound_Primary h
* Local &2 = . = = = o
+) Synchronization &2 | [2. Problems B ]
@ devaces Mo Synchronization Exists
MName State User Date Modified
< m >
RS; Reviewed: Solution & Interoperability Test Lab Application Notes 28 of 40

SPOC 11/15/2017 ©2017 Avaya Inc. All Rights Reserved. ICRCloud_IPO10



7. Configure Fonolo In-Call Rescue

This section provides a “snapshot” of ICR configuration used during compliance testing. ICR is
typically configured for customers by Fonolo. The screen shots and partial configuration shown
below, supplied by Fonolo, are provided only for reference. These represent only an example of
the configuration GUI of ICR, available through the Fonolo Customer Portal at
https://portal.fonolo.com/. Other configurations are possible. Contact Fonolo for details on how
to configure ICR. The configuration operations described in this section can be summarized as
follows:

e Adda New SIP Trunk Group
e Adding the Agent Call-Back Endpoint
e Adding a New Call-Back Profile

7.1. Add a New SIP Trunk Group

Navigate to Telco = SIP Trunks and click the Add New SIP Trunk Group button (not
shown) at the top of the page. Define a new label to identify this SIP trunk group. During
compliance testing IP Office 10.1 was used as the label. Then select Save Changes (not shown).

Under the Members tab in this new SIP trunk group, click the Add New Member button (not
shown), and the Add New SIP Trunk dialog will appear as shown below.

Under Add New SIP Trunk:

e SIP URL: The IP address of the IP Office formatted as a fully qualified URL, defining
the protocol and SIP port.

e DTMF Mode: The mode to use for sending DTMF tones. Default is RFC 2833.

e ldentity Header: Whether to include an identity header (either Remote-Party-1D or P-
Asserted-Identity). Default is none.

e Codec Support: The list of audio codecs to use. Default is p-law.

e Priority: A numeric value that can be used to determine failover or load balance groups
when more than one SIP trunk group member is defined. Members with lower priority
values are used first; members with a equal priority values are load balanced

e Keepalive: This instructs the Fonolo platform to perform regular keep-alive using SIP
OPTIONS requests, based on the number of seconds defined. Default is disabled.

e Session Timers: If Fonolo should enable SIP Session Timers (RFC 4028). Default is
disabled.

e NAT Support: If the SIP trunk group member specified is located behind a NAT
(Network Address Translation) device. Fonolo can compensate for the un-reachable RTP
data specified in the SDP body of the INVITE request, using symmetric RTP.
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https://portal.fonolo.com/

Add the IP address of IP Office, formatted as a fully qualified URL, defining the protocol and
SIP port, then click the Save Trunk button. During compliance testing, the protocol TLS and
port 5061 is used for the SIP service with IP Office, and the default values for the remaining SIP
trunk group member settings.

Im.' Add New SIP Trunk al ®

& SIP Trunks > IP O1 SIP URL: tls://10.10.97.41:5061 Back to SIP Trunk Groups
SETTINGS MEMBER SIP URLs should use IP addresses or hostnames, and include a protocol (udp, tep, or tls), and
a port value. For example: udp://10.10.10.10:5060
TRUNK GROUP MEMBE DTMF Mode: RFC 2833 (Recommer“ded] v dd Ne embe
Fonolo will select a SIP Trur Identity Header: | None '
Codec Support:  ® p-law a-law
Priority: 10
Keepalive: ¥| Enable a keepalive timer on this host. (SIP OPTIONS)
Session Timers: Enable SIP Session Timers (RFC 4028) on this host.
NAT Support: This host is behind 3 NAT device.
Save Trunk Cancel
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During compliance testing, the short code to dial outbound (to PSTN) from IP Office was “ON”.
Therefore, all outbound calls to customer call-back phone numbers via the IP Office needed to be
prefixed with a "9". Under the CALL ROUTING tab in this new SIP trunk group, enter the digit
"9" in the Default Prefix input field (shown below), and then click Save Changes.

m MANAGE  TELCO STATS ADMIN & @

& SIP Trunks > IP Office 10.1 e
CALL
SETTINGS MEMBERS ROUTING ACLS
CALL ROUTING
Default Country: (+1) United States, Canada, & Island N¢ ¥ | Default focal country code.
Defaylt Format- lnfernational Format (w/ country code! ¥ | Default dialing format for numbers in this country.
Default Prefix: 9| Pefault prefix to add to all numbers dialed in this country.
INTERNATIONAL DIALING
International Format: International Format (w/ country code. ¥ | Dialing format for international numbers.
International Prefix: 011 | Dialing code for international numbers. (e,
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7.2. Adding the Agent Call-Back Endpoint

Navigate to Manage > Targets and click the Add New Target button (not shown). Define a
new label to identify this new Target. During compliance testing Customer Service Agents was
used as the label. Select the Extension option (shown below), and enter the CDN to reach the
pertinent skillset via IP Office.

During compliance testing, CDN 33000 was pre-configured on Contact Center Select which was
accessible via IP Office. Then click on the Add New Target button to save this Target.

m MANAGE TELCO STATS ADMIN - | =

o Targets > Add New Target m

SETTINGS
Target Label: Customer Service Agents Only visible through this interface.
Phone Number: Dial as a complete phone number, including the country code.
Extension: ® 33000 Dial as a direct extension (VDN/CDN) numeric digits only.

When connecting via Direct SIP or using Fonolo appliances, failed calls transfers can be redirected back to the sending host. By default, failed
calls will be redirected back to the Direct Extension value. You may also specify an alternate extension to redirect the call back to.

Alternate Extension: Alternate extension to use for returning failed calls.

From the TELCO SETTINGS section of the newly added Target, select the SIP trunk to use for
this Target, from the Direct SIP drop down menu shown below. Select the IP Office 10.1 SIP
trunk, added in Section 7.1, and then click the Save Changes button.

@m MANAGE TELCO STATS ADMIN - |l =

i Targets > Customer Service Agents

TELCO ADVANCED CALL-BACK
SETTINGS SETTINGS HOURS SCHEDULES LIMITS

TELCO SETTINGS

This controls how Fonolo will call in to your phone system.

Direct SIP: ® | |P Office 10.1 ¥ | Use this SIP Trunk.
Dial Timeout: 60 | How long to wait for the Target to answer before returning "Target Call Timeout”. 10 to 120 secs.
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7.3. Adding a New Call-Back Profile

Navigate to Manage > Call-Back Profiles and click on the Add New Profile button, and
configure the new profile:

e Profile Label: A label to identify this new profile.

e Geo Whitelist: A geographic whitelist to use for this new profile.

e Channel: Select In-Call Rescue.

e Language: Select the appropriate language for this skill set queue.

e Customer CID Number:  The Caller-ID number the customer will see.

e Customer CID Name: The Caller-ID name the customer will see.
e Agent CID Number: The Caller-ID number the agent will see.
e Agent CID Name: The Caller-1D name the agent will see.

Click the Add New Call-Back Profile button to add this new profile.

mﬂg MANAGE TELCO STATS ADMIN - @
t. Call-Back Profiles > Add New Call-Back Profile
SETTINGS
Profile Label: ICR Profile Only visible through this interface.
Geo. Whitelist: Default Whitelist ¥ | This is the geographic white list to use with this call-back profile.
Channel: In-Call Rescue ¥ | This is the channel type: In-Call Rescue, Web, or Mobile.
Language: English ¥ | The language used for this channel.
CALLER ID SETTINGS
You can adjust the caller ID name and number, seen by both your clients and agents.
Client CID Number: 18005551234
Client CID Name: Acme Company
Agent CID Number: {{Sclient_number}}
Agent CID Name: Fonolo
The Agent CID values support replaceable MACROs:
¢ The {{Sclient_number}} MACRO will be replaced with the clients call-back number.
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From the CALL OPTIONS section of the new Call-Back Profile, select the Target added in
Section 7.2 (from the drop-down menu highlighted below), and click the Add Option link to
add the CDN value to the section on the right, as shown below, then click the Save Changes

button.

This associates the Target CDN with this new Call-Back Profile. Multiple call options can be
associated with a single Call-Back Profile, one for each skill call-backs are being offered on.

m MANAGE  TELCO STATS ADMIN & &

. Call-Back Profiles > ICR Profile

CALL TELCO SCHEDULED PRE-CALL
SETTINGS OPTIONS SETTINGS FEATURES CALL-BACKS QUESTIONS

CALL OPTIONS

Add Call-Back options to your Call-Back Profile with the Add Option buttons below.

Customer Service Agents - 33000 v

’ Customer Service Agents
@ Customer Service Agents © £

#33000

#33000 A~ Edit @ Delete
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From the TELCO SETTINGS section of the new Call-Back Profile, select the IP Office 10.1
SIP trunk group created in Section 7.1 as the Direct SIP value under both the CLIENT CALL-
BACK METHOD, and the IN-CALL RESCUE CALL TRANSFERS section, as shown
below, then click the Save Changes button.

m MANAGE  TELCO STATS ADMIN al &

L. Call-Back Profiles > ICR Profile

CALL TELCO FEATURES SCHEDULED PRE-CALL

SETTINGS
OPTIONS SETTINGS CALL-BACKS QUESTIONS

CLIENT CALL-BACK METHOD D Save Changes

This controls how Fonolo will call your clients back.

Direct PSTN: No PSTN Groups defined. Please contact Fonelo Support.
Direct SIP: ® | |P Office 10.1 v | Using this 5IP Trunk Group.
Dial Timeout: 90 | How long to wait for the Client to answer before returning "Client Call Timeout”. 10 to 120 secs.

IN-CALL RESCUE CALL TRANSFERS

This controls how calls will be transferred from your system to Fonolo.

Direct PSTN: You will transfer calls to Fonolo assigned DIDs over the PSTN.

Direct SIP: ® [P Office 10.1 ¥ | Calls will be transfarred to Fonolo from this SIP Trunk Group
Failed Transfers: ¥ Redirect calls (SIP REFER) back to the sender host in the event of a failure.

Dialing Area: (+1) United States, Canada, & Island N¢ ¥ | Call-back numbers are limited to this country code.

Navigate to Manage = Call-Back Profiles and click on the In-Call Rescue link on the newly
created Call-Back Profile (not shown). The ICR Settings dialog will appear (shown below),
and include the inbound extensions to use for each pertinent Contact Center Select CDN. These
are the extensions to transfer calls to, on the ICR system, when a call opts-in for a call-back.
During compliance testing, the extension 78001 is configured on the Fonolo system.

Im.‘ ICR Settings a &

For each call option, transfer calls to the given extension:
. Call-Back Profil¢
Customer Service Agents 78001
This is a list of your Call-Baj
A Ex port Call Options
ICR Profile (#24 = call Options archive
Channel: In-Call Rescuy r— GlTpins () AEinE
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8. Verification Steps

This section provides the tests that can be performed to verify proper configuration of IP Office,
and ICR.

From the Avaya IP Office System Status window for the Primary server, verify that the Trunks
configured are in service. Screen below shows the SIP Line trunks 13 and 14 have In Service
under the Line Service State field.

+J Avaya IP Office System Status - DevCon IPO Sevl ( = O >

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

Status  Utlization Summary Alarms

SIP Trunk Summary
Line Service State: In Service
Peer Domain Mame: sip: i L1162
: . Resolved Address: i L1682
Line: 10
Line: 14 Line Mumber: 13
Line: 12 Mumber of Administered Channels: 10
2 Mumber of Channels in Use: i
L Administered Compression: G711 A, GT11Mu
: Enable Faststart: off
Silence Suppression: Off
Media Stream: SRTP
Layer 4 Protocol: TLS
SIP Trunk Channel Licenses: 128 . -
(=]
SIP Trunk Channel Licenses in Use: 0
SIP Device Features:
1 Idle (O
2 Idle (0...
3 Idle (0...
4 Idle (O
< >
Trace Trace All Fause Fing Call Details
Graceful Shutdown Force Out of Service Print...
Save As...
3 online
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) Avaya IP Office System Status - DevCon IPO Sev (1

AVAYA

Help Snapshot LogOff Exit About

.} - IP Office Linux PC 10.1.0.0.0 bu... — O

IP Office System Status

Status  Utlization Summary Alarms

SIP Trunk Summary

Line Service State:
Peer Domain Mame:
Resolved Address:

Line Murnber:

Mumber of Administered Channels:

Mumber of Channels in Use:

Administered Compression:

In Service
sipyffe T T Tt

14

a0

a

G711 A, GF11Mu

Enable Faststart:

Silence Suppression:

Media Stream:

Layer 4 Protocal:

SIP Trunk Channel Licenses:

SIP Trunk Channel Licenses in Use:

SIP Device Features:

Ch... U.. Call Cu... Time Re... C... Co... Ca... O

Ref in...
Ide .|12...
Ide .[12...

Trace Trace All Pausze Ping Call Details Graceful Shutdown

Force Out of Service Print... Save As...

Online

The following tests were also performed to verify proper configuration of ICR with IP Office.

PSTN caller is able to select the call back option and get redirected to ICR via IP Office.
PSTN caller is able to hear the ICR menu and make the required choices.

ICR is able to recognize the choices made by the PSTN user.

ICR is able to call the CDN and wait for an available agent.

ICR is able to call out to the PSTN caller and connect them to an available agent.
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8.1. Verify Fonolo In-Call Rescue

In the Fonolo customer portal, verify the link status of the SIP trunk group to IP Office, by
navigating to Telco = SIP Trunks. Each SIP trunk group member will have a response time
value, indicating the network latency (in milliseconds) between the Fonolo network, and 1P
Office. A positive Response Time value indicates a positive link status.

mﬂa MANAGE TELCO STATS ADMIN & @

& SIP Trunks > IP Office 10.1

CALL
SETTINGS MEMBERS ROUTING ACLS

TRUNK GROUP MEMBERS

Fonolo will select a SIP Trunk from this group for each Call-Back placed.

tls://10.10.97.41:5061
DTMF Mede: RFC 2853, Using NAT: Nd Response Time: 31ms, P

@ Delete

Additional information is available through the Stats = Graphs section of the Fonolo customer
portal (not shown).

9. Conclusion

These Application Notes describe the configuration steps required for Fonolo In-Call Rescue to
successfully interoperate with Avaya IP Office Server Edition. All feature and serviceability test
cases were completed and passed with the exceptions/observations if any noted in Section 2.2.
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10. Additional References

This section references the Avaya documentation relevant to these Application Notes. The
following Avaya product documentation is available at http://support.avaya.com.

1. Deploying IP Office ™ Platform Server Edition Solution, Release 10.1, June 2017.
2. Administering Avaya IP Office™ Platform with Manager, Release 10.1, June 2017.
3. Deploying Avaya IP Office™ Platform IP500 V2, 15-601042 Issue 32f - (20 July 2017).

Fonolo provides their documentation upon delivery of their products/services.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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