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Abstract 
 

  

These Application Notes describe the configuration steps required for the Calabrio Monitoring 

and Recording Services solution to interoperate with Avaya Aura
® 

Communication Manager 

and Avaya Aura
® 

Application Enablement Services.  

 

Calabrio Monitoring and Recording Services (MARS) uses the Avaya Aura
® 

Application 

Enablement Services TSAPI and Device, Media and Call Control (DMCC) services to capture 

real-time CTI data and RTP streams from Avaya Aura
® 

Communication Manager to produce 

recordings of phone activity for agents and knowledge workers.    
 

Information in these Application Notes has been obtained through DevConnect compliance 

testing and additional technical discussions. Testing was conducted via the DevConnect 

Program at the Avaya Solution and Interoperability Test Lab. 
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1. Introduction  
Calabrio Monitoring and Recording Services (MARS) is a contact center and knowledge worker 

oriented recording solution. Using the Avaya Aura
®
 Application Enablement Services System 

Management Services (SMS), Device, Media and Call Control (DMCC) Multiple Registrations 

or Single Step Conference capabilities, and JTAPI, the recorder is able to register with Avaya 

Aura
®
 Communication Manager as an IP softphone and use various methods to capture audio 

from targeted agentôs phone, with JTAPI providing call tagging data.   

 

Before MARS can start recording, it registers with Application Enablement Services, performs 

an SMS service query to obtain a list of all of the Agents and Stations configured in 

Communication Manager. The administrator then associates this data with devices to be recorded 

by the application. The application uses a static assignment of Call Center agents, and 

Knowledge Workers, to the station to which they work. Dynamic assignment is not supported for 

any of the communication platforms supported by MARS.  

 

When the services are started, the MARS server registers with Communication Manager as a 

Dependent registration using the DMCC service on stations that are administered with Softphone 

enabled in Communication Manager and administered to be recorded in MARS. Once DMCC 

registration is successfully completed, Communication Manager will send audio for all calls that 

originate or terminate on the registered stations to both the phone, and the recorder.  

 

For stations that do not have Softphone enabled, including all station types such as SIP, IP, 

Digital or analog, MARS uses dedicated, virtual stations in Communication Manager to add to 

calls using the Single Step Conference TSAPI method. 

 

To ensure call records stored in the database are as rich as possible, the application uses the 

TSAPI/JTAPI capabilities of Application Enablement Services to monitor the station activity. 

This occurs following successful DMCC registrations. If DMCC registration fails, the JTAPI 

associations are not requested by the application.
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2. General Test Approach and Test Results  
The compliance test focused on the ability for calls to be recorded. Calls were manually placed 

from the public switched telephone network (PSTN) directly to and from recorded devices, and 

to ACD queues. 

2.1. Interoperability Compliance Testing  

The compliance test validated the ability of MARS to successfully record calls routed to and 

from Analog, Digital, IP and SIP endpoints including Call Center agents. Additional tests 

included the ability to record calls to and from phones with bridged appearances of other phones, 

and to record calls to phones with Extension to Cellular features enabled.  

 

Additionally, testing confirmed the ability for MARS to recover from common outages such as 

network outages and server reboots. 

2.2. Test Results  

The objectives described in Section 2.1 were verified, a few observations are outlined below.  

 

¶ For endpoints recorded using the Multiple Registration method, calls handled by cell 

phone via EC500 could not be recorded when answered on the cell phone. This is a 

limitation of this recording method and is not supported by Avaya. Endpoints requiring 

this capability must be configured for the Single Step Conferencing method. Using this 

alternate approach, calls were successfully recorded on the cell phone mapped to the desk 

phone. 

¶ For some transfer and conferencing tests, though all call legs were recorded, information 

for originating calling party (calling party number) was not preserved. 

¶ When the MARS server loses network connectivity for over 200 seconds, the CTI link is 

not re-established. However, restarting the CTI service on the MARS server restores the 

communication. 

2.3. Support  

Technical support on Calabrio MARS can be obtained through the following: 

 

¶ Phone:   +1 (763) 592-4680 or +1 (800) 303-1248 

¶ Web:  http://calabrio.com/about-calabrio/services/  

¶ Email: calabriosupport@calabrio.com  

http://calabrio.com/about-calabrio/services/
mailto:calabriosupport@calabrio.com
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3. Reference Configurati on  
Figure 1 illustrates the compliance test configuration consisting of: 

¶ Avaya Aura
®
 Communication Manager R6.0.1 

¶ Avaya Aura
® 

Application Enablement Services R6.1.1 

¶ Various IP, SIP and Digital endpoints 

¶ IP Agent and Avaya one-X
®
 Agent softphones 

¶ Calabrio MARS server 

 

Calls routed to and from Communication Manager used PRI trunks to connect to the PSTN. 

Calls to SIP endpoints used Avaya Aura
®
 Session Manager (not shown in the diagram). The 

Session Manager configuration was in place to support SIP endpoints and did not require any 

configuration to accommodate this solution. Therefore, details of this part of the configuration 

will not be covered in these Application Notes.  

 

 
Figure 1 ï Calabrio MARS Compliance Test Configuration 
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4. Equ ipment and Software Validated  
The following equipment and version were used in the reference configuration described above: 

 

Equipment Version 

Avaya Aura
®
 Communication Manager 

running on S8300 Server 

R6.0.1  SP 00.1.510.1-19528 

Avaya Aura
®
 Application Enablement 

Services running on Dell R610 Server  

R6.1.1  

Avaya Phones: 

¶ 9600 Series IP Phones 

¶ 96x1 Series IP Phones 

¶ Avaya oneX
®
 Agent 

¶ Avaya IP Agent 

 

H.323 ver 3.11/SIP ver 2.6.4 

H.323 ver 3.11/SIP ver 2.6.4 

R2.5 

R7.0 

Calabrio MARS running on Windows 

2008 Server, MS SQL 2008 

R8.8.1.57 
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5. Configure Avaya Aura
®
 Communication Manager  

All the configuration changes in this section for Communication Manager are performed through 

the System Access Terminal (SAT) interface.  For more details on configuring Communication 

Manager, refer to the Avaya product documentation, Reference [1]. 

 

5.1. Configure Communication Manager Details  

This section provides the procedures for configuring Communication Manager. The procedures 

fall into the following areas:  

¶ Verify Feature and License for the integration  

¶ Administer Communication Manager System Features 

¶ Administer Ethernet Interface for Application Enablement Services  

¶ Administer Computer Telephony Integration (CTI) Link 

¶ Add SMS User Account 

¶ Verify Agent Extensions 

 

The detailed administration of call center entities, such as VDN, Skill, Split, Logical Agents and 

Station Extensions are assumed to be in place and are not covered in these Application Notes.  
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Step Description 

1.  Verify Feature and License for the integration 

Enter the display system-parameters customer-options command and ensure that 

Computer Telephony Adjunct Links is set to y. Applications that use Application 

Enablement Services TSAPI must have Computer Telephony Adjunct Links enabled 

on Communication Manager. This Communication Manager feature entitlement is 

provided with each TSAPI license. TSAPI entitlements must be activated in both the 

Communication Manager and Application Enablement Services licenses. If this option is 

not set to y, contact the Avaya sales team or business partner for a proper license file.   
display system - parameters customer - options                       Page   3 of  11  

                                OPTIONAL FEATURES 

 

    Abbreviated Dialing Enhanced List? y           Audible Message Waiting? y  

        Access Security Gateway (ASG)? n               Authorization Codes? y  

        Analog Trunk Incoming Call ID? y                        CAS Branch? n  

 A/D Grp/Sys List Dialing Start at 01? y                          CAS Main? n  

Answer Supe rvision by Call Classifier? y                 Change COR by FAC? n  

                                  ARS? y  Computer Telephony Adjunct Links? y  

                 ARS/AAR Partitioning? y   Cvg Of Calls Redirected Off - net? y  

          ARS/AAR Dialing without  FAC? n                       DCS (Basic)? y  

          ASAI Link Core Capabilities? n                 DCS Call Coverage? y  

          ASAI Link Plus Capabilities? n                DCS with Rerouting? y  

       Async. Transfer Mode (ATM) PNC? n  

  Async. Trans fer Mode (ATM) Trunking? n    Digital Loss Plan Modification? y  

              ATM WAN Spare Processor? n                           DS1 MSP? y  

                                 ATMS? y             DS1 Echo Cancellation? y  

                  Attendant Vectorin g? y  

 

Each recording port or virtual extension the recorder will use to Service Observe agent 

phones will require an IP_API_A  license if not licensed on Application Enablement 

Services. 
display system - parameters customer - options                      Page   9 of  10  

                     MAXIMUM IP REGISTRATIONS BY PRODUCT ID  

 

Product ID  Rel. Limit          Used  

IP_API_A       : 100            0  
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Step Description 

2.  Administer Communication Manager System Features 

Enter the change system-parameters features command and ensure that Create 

Universal Call ID (UCID)  is enabled system wide on page 5 and define a relevant 

UCID Network Node ID (1 was used in the test) and that Send UCID to ASAI is set to 

y on page 13. MARS relies on UCID to track complex calls (Transfers and 

Conferences).  
 

change system - parameters features                                Page   5 of  19  

                        FEATURE- RELATED SYSTEM PARAMETERS 

 

SYSTEM PRINTER PARAMETERS 

  Endpoint:               Lines Per Page: 60  

 

SYSTEM- WIDE PARAMETERS 

                                     Switch Name:  

            Emergency Extension Forwarding (min): 10  

          Enable Inter - Gateway Alternate Routing? n  

Enable Dial Plan Transparency in Survivable Mode? n  

                              COR to Use for DPT: sta tion  

 

MALICIOUS CALL TRACE PARAMETERS 

               Apply MCT Warning Tone? n   MCT Voice Recorder Trunk Group:  

      Delay Sending RELease (seconds): 0  

SEND ALL CALLS OPTIONS  

     Send All Calls Applies to: station    Auto Inspect on Send All Calls? n  

              Preserve previous AUX Work button states after deactivation? n  

UNIVERSAL CALL ID  

     Create Universal Call ID (UCID)? y     UCID Network Node ID: 1  

 

change system - parameters features                                Page  13 of  19  

                        FEATURE- RELATED SYSTEM PARAMETERS 

 CALL CENTER MISCELLANEOUS 

           Callr - info Display Timer (sec): 10  

                         Clear Callr - info: next - call  

        Allow Ringer - off with Auto - Answer? n  

 

    Reporting for PC Non - Predictive Calls ? n  

 

 

          Interruptible Aux Notification Timer (sec): 3  

 

 

  ASAI  

            Copy ASAI UUI During Conference/Transfer? n  

        Call Classification After Answer Supervision? n  

                                   Send UCID to ASAI? y  

          For ASA I Send DTMF Tone to Call Originator? y  
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Step Description 

3.  Administer Ethernet Interface for Application Enablement Services  
Enter the change node-names ip command. The Application Enablement Services and 

procr node-names need to be defined here.  
change node - names ip                                             Page   1 of   2  

                                  IP NODE NAMES 

    Name              IP Address  

aesserver2          10.64.10.21  

default             0.0.0.0  

procr               10.64.10.67  

procr6              ::  

 

On most servers, the Processor Ethernet Interface will already be administered in the ip-

interface list. The display ip-interface procr command will display the parameters of 

the Processor Ethernet Interface. 
display ip - interface proc r                                      Page   1 of   2  

                                  IP INTERFACES  

 

                  Type: PROCR  

                                                       Target socket load: 4800  

 

      Enable Interface? y                           Allow H.323 End points? y  

                                                     Allow H.248 Gateways? y  

        Network Region: 1                             Gatekeeper Priority: 5  

 

                                 IPV4 PARAMETERS 

             Node Name: procr                     IP Address: 10.64.10.67  

 

           Subnet Mask: /24  

 
display ip - interface procr                                      Page   2 of   2  

                                  IP INTERFACES  

 

                 Speed: 100Mbps  

                Duplex: Full  

 

                                 IPV6 PARAMETERS 

             Node Name: procr6  

            IP Address: ::  

 

           Subnet Mask: /64  

      Enable Interface? n  
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Step Description 

 Administer Ethernet Interface for Application Enablement Services (Continued) 

Add an entry for Application Enablement Services as described below:  

¶ Enter the change ip-services command.   

¶ In the Service Type field, type AESVCS.  

¶ In the Enabled field, type y. 

¶ In the Local Node field, type the Node name procr  for the Processor Ethernet 

Interface.  

¶ In the Local Port field, use the default of 8765.  

¶ Note that in installations using CLAN connectivity, each CLAN interface would 

require similar configuration. 
change ip - services                                               Page   1 of   4  

 

                                   IP SERVICES  

 Service     Enabled     Local        Local       Remote      Remote  

  Type                   Node         Port        Node        Port  

AESVCS        y      procr            8765  

 

On Page 4 of the IP Services form, enter the following values:  

¶ In the AE Services Server field, type the name obtained from the Application 

Enablement Services server.  

¶ In the Password field, type the same password to be administered on the 

Application Enablement Services server in Section 6.1, Step 1.  

¶ In the Enabled field, type y. 
change ip - services                                               Page   4 of   4  

                            AE Services Administration  

 

   Server ID    AE Services       Password          Enabled    Status  

                   Server  

      1:      aesserver2        *                     y         

 

Note that the name and password entered for the AE Services Server and Password 

fields must match the name and password on the Application Enablement Services 

server.  

4.  Administer Computer Telephony Integration (CTI) Link  

Enter the add cti-link <link number>  command, where <link number>  is an available 

CTI link number. 

¶ In the Extension field, type <station extension>, where <station extension> is 

a valid station extension. 

¶ In the Type field, type ADJ-IP. 

¶ In the Name field, type a descriptive name. 
 

add cti - link 1                                                   Page   1 of   3  

                                    CTI LINK  

 CTI Link: 1  

Extension: 6201  

     Type: ADJ - IP  

                                                                        COR: 1  

     Name: AES- 10.64.10.21  
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Step Description 

5.  Add SMS User Account 

MARS uses the Application Enablement Services SMS interface to query for 

administered Stations and Agents for use in administering the application.  

 

A privileged user was used in this test; however, a local administrator would want to 

restrict the user account. This involves creating a user profile at the SAT, and then 

creating and assigning that user to the profile in the web admin pages. To illustrate, the 

add user profile 31 command was used to create the profile used in the test as shown 

below. The Call Center B and Stations M categories were set to y. 
 
add user - profile 31                                            Page   1 of  41  

                                USER PROFILE 31  

 

User Profile Name: Calabrio SMS  

 

       This Profile is Disabled? n               Shell Access? y  

Facility Test Call Notification? n   Acknowledgement Required? n  

     Grant Un - owned Permissions? n           Extended Pr ofile? n  

 

             Name           Cat Enbl           Name                Cat Enbl  

                    Adjuncts A   n            Routing and Dial Plan J   n 

                 Call Center B   y                          Security K   n  

                    Features C   n                          Servers L   n  

                    Hardware D   n                         Stations M   y  

                 Hospitality E   n                System Parameters N   n  

                          IP F   n                     T ranslations O   n  

                 Maintenance G   n                         Trunking P   n  

Measurements and Performance H   n                            Usage Q   n  

               Remote Access I   n                      User Access R   n  

 

Read only access to Agents and Stations is required. Enter r - permissions for the B and 

M  Categories on the Set Permissions for Category: entry on the change user-profile 

xx form. This requires two separate transactions, so repeat for each category. 
change user - profile 3 1                                          Page   3 of  41  

                                  USER PROFILE 31  

 Set Permissions For Category: M  To: r -        Set All Permissions To:  

' - '=no access 'r'=list,display,status 'w'=add,change,remove+r 'm'=maintenanc e 

                  Name          Cat  Perm  

                     aesvcs link A    --  

                   aesvcs - server A    --  

                           agent B    r -  

                   agent - loginID B    r -  

                          alarms H    --  

                   alias station M    r -  

         alphanumeric - dial - table J    --  

                   alternate - frl C    --  

                         amw all G    --  

                        amw asai G    --  

                       amw audix G    --  

                         amw pms G    --  

           analog - testcall board G    --  
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Step Description 

 Add SMS User Account (Continued) 

Create a user account on the Communication Manager System Management Interface 

web page by navigating to the Administer Accounts page and selecting the radio button 

Add Login. For the Compliance Test, an account with SAT Access Only was used. 

Click Submit to continue the process. 

 
The account used for testing was previously created. The Change Login screen below 

shows the entries used when the account was created. The account was assigned to 

Profile 31 defined in Step 5 above, and a Password was created. 
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Step Description 

6.  Verify Agent Extensions  

All stations that will be recorded must have IP Softphone enabled, and the application 

needs to know the security code in order to successfully register. For stations that are 

unable to support Softphone, or which the administrator prefers to record using Single 

Step Conference, leave the IP Softphone setting disabled. Use the display station n 

command to verify information, or change station n to make changes if necessary.  
display  station 6 001                                             Page   1 of   5  

                                     STATION 

 

Extension: 6 001                           Lock Messages? n               BCC: 0  

     Type: 9630                          Security Code: 123456            TN: 1  

     Port: S00008                      Coverage Path 1:                 COR: 1  

     Name: Agent X                      Coverage Path 2:                 COS: 1  

                                       Hunt - to Station:  

STATION OPTIONS 

                                           Time of Day Lock Table:  

              Loss Group: 19         Personalized Ringing Pattern: 1  

                                                 Message Lamp Ext: 6410  

            Speakerphone: 2 - way               Mute Button Enabled? y  

        Display Language: english  

 Survivable GK Node Name:  

          Survivable COR: internal              Media Complex Ext:  

   Survivable Trunk Dest? y                          IP Soft Phone? y  

 

                                               IP Video Softphone? n  

                              Short/Prefixed Registration Allowed: default  
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6. Configure Avaya Aura
®
 Application Enablement Services  

Configuration of Avaya Aura
®
 Application Enablement Services required a user account be 

configured for MARS. Additional information is provided to illustrate how the connectivity with 

Avaya Aura
®
 Communication Manager was previously configured. 

 

6.1. Configure Application Enablement Services Details  

Al l administration is performed by web browser. Initially, users land on the Welcome to OAM 

page shown below. Note that all navigation is performed by clicking links in the Navigation 

Panel on the left side of the screen, context panels will then appear on the right side of the 

screen. 

 

The procedures fall into the following areas:  

¶ Configure Communication Manager Switch Connections 

¶ Add TSAPI Links 

¶ Configure Calabrio User 

¶ Enable Unrestricted Access 

¶ Note the TLink Information 

¶ Confirm TSAPI and DMCC Licenses 
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Step Description 

1.  Configure Communication Manager Switch Connections 

To add links to the Communication Manager, navigate to the Communication 

Manager Interface Ą Switch Connections page and enter a name for the new switch 

connection and click the Add Connection button. This was previously configured as 

TR18300 for this test environment: 

 
 

Use the Edit Connection button shown above to configure the connection. Enter the 

Switch Password and check the Processor Ethernet box if using the procr  interface, 

as shown below. This must match the password configured in Section 5.1, Step 3 above.   

 
 

Use the Edit PE/CLAN IPs  button (shown in this sections first screen shot above) to 

configure the procr  or CLAN  IP Address(es) for TSAPI message traffic. 

 
 

Use the Edit H.323 Gatekeeper button (shown in this sectionôs first screen shot above) 

to configure the procr  or CLAN  IP Address(es) for DMCC registrations. 
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Step Description 

2.  Add TSAPI Links  

Navigate to the AE Services ĄTSAPI Ą TSAPI Links page to add the TSAPI CTI 

Link. Click Add Link  (not shown). 
 

Select a Switch Connection using the drop down menu.  Select the Switch CTI Link 

Number using the drop down menu.  The Switch CTI L ink  Number must match the 

number configured in the cti-link  form in Section 5.1, Step 4.   
 

If the application will use Encrypted Links, select Encrypted in the Security selection 

box.  

 

Click Apply Changes.   
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Step Description 

3.  Configure Calabrio user 

In the Navigation Panel, select User Management Ą User Admin Ą Add User. The 

Add User panel will display as shown below, enter an appropriate User Id, Common 

Name, Surname, User Password, and Confirm Password. Select Yes from the CT 

User dropdown list. 

 

Click Apply  at the bottom of the pages to save the entries. 
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Step Description 

4.  Enable Unrestricted Access 

If the Security Database (SDB) is enabled on Application Enablement Services, set the 

calabrio user account to Unrestricted Access to enable any device (station, ACD 

extension, DMCC port) to be used implicitly. This step avoids the need to duplicate 

administration. 

 

Navigate to Security Ą Security Database Ą CTI Users Ą List All Users and select 

the calabrio user and click Edit .  

 

On the Edit CTI User  panel, check the Unrestricted Access box and click the Apply 

Changes button.  

 

Click Apply  when asked to confirm the change on the Apply Changes to CTI User 

Properties dialog. 

 

Note, this step requires entry on multiple panels. Each panel was superimposed below to 

consolidate the task. 
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Step Description 

5.  Note the TLink Information  

Navigate to AE Services Ą TSAPI Ą TSAPI Links and note the TLinks Configured . 

This information will be used in Section 7.1, Step 2. 
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Step Description 

6.  Confirm TSAPI and DMCC Licenses 

Calabrio MARS uses a DMCC (VALUE_AES_DMCC_DMC ) license for each 

recording port. Additionally, a TSAPI Basic (VALUE_AES_TSAPI_USERS) license is 

used for each agent station, and each skill group being monitored. If DMCC_DMC is 

licensed on Application Enablement Services, then an IP_API_A is generally not 

required on Communication Manager R5 and later. Please consult product offer 

documentation for more details. If the licensed quantities are not sufficient for the 

implementation, contact the Avaya sales team or business partner for a proper license 

file.   

 


