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Avaya Solution & Interoperability Test Lab

Application Notes for configuring NICE EngagePlatform to
interoperate with Avaya Proactive Outreach Manager
Avaya Aura® Communication Manager, Avaya Aura®
Application Enablement Servicesising DMCC Mult i-
Registration to record calls- Issuel.0

Abstract

These Application Notes describe the configuration stepshioNICE EngagePlatform to
interoperate withthe Avaya solution consisting of alwaya Proactive Outreach Manag
R3.0, anAvaya Aura® Communication Manager F), an Avaya Aura® Session Manag
R7.0, an Avaya Aura® Contact Center R7ahd Avaya Aura® Application Enableme
Services R.0 using MultiRegistration

Readers should pay attention $ection 2, in particular the scope of tegtias outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own |
are adequately covered by this scope and results

Information in these Application Notes has been obtained through DevConnect com
tesing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration stephédICE EngagdPlatformR6.5 to

interoperate withthe Avaya solution consisting of @&vaya Proactive Outreach Manag®3.0,

anAvaya Aura® Communication Managei7R, an Avaya Aura® Session Managef.® and

Avaya Aura® Contact Center R7abd Avaya Aura® Application Enablement Servigg0.

NI CE Engage Pl atf or m u s kutplRegematiofieatur viatmen Manag
Application Enablement Services (AES) Device, Media, and Call Control (DMCC) interface and
theWeb Services Interface on Avaya Proactive Outreach Managaptire the audio and call

details foroutbound calls initiated from outbound campaign#\eaya Proactive Outreach

Manager

Avaya Proactive Outreach Managesis used to create a preview gmdgressive outbound

campaignsWith a previewcampaign the ContaGenter agent is popped with the next call and

thus the agent is in control of when the call is to be niHgis.can be ideal for more complex

sales where a bit of research is required between calls to increase the chances ofAsuccess
progressive campaigemoves the option of when the teall is made from the ageri@n
completing the previ ouusp oc atlol  A(@or rneoavdi ynog) ftrhoem s
automatically dials the next number on the list. This removes the wait time between calls and

can improe productivity significantly. This is ideal where the calls are very similar in nature and
agents benefit from having the system tee up the next call for them.

DMCC works by allowing software vendors to create soft phones, in memory on a recording
server,and use them to monitor and record other phones. This is purely a software solution and
does not require telephony boards or any wiring beydgdical network infrastructure he

DMCC API associated with the AES server monitors the digital and VolPgries. The

application uses the ABervices DMCC service to register itself as a recording device at the
target extension. When the target extension joins a call, the appliaatmmatically receives

t h e saggredatéd RTP media stream via the réngrdevice and records the call

The NICE EngagePlatformis fully integrated into a LAN (Local Area Network), and includes
easyto-use Web based applications (i.e. Nice Application) that worksthMicrosoft NET

framework and used to retrieve teleplke conversations from a comprehensive {targ calls

databaseThis application registers an extension witlaya Aura®Communication Manager

and waits for that extension to be dial&tle NICE EngagePlatformcontains tools for audio

retrieval, centraied system security authorization, system control, and system status monitoring.
Also included is a call parameters database (Njmaication Server) that tightly integrates via

CTl link PABXs and ACDOGs incl udi nganaggnentonal a
search tools, a wide variety of RecordimgDemand capabilities, and comprehensive {@rgn

call database for immeate retrieval.
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2. General Test Approach and Test Results

The interoperability compliance testing evaluated the abilith@NICE Engagédlatformto

carry out call recordingf outbound dialling campaigns initiated by Avaeoactive Outreach
Managemusing DMCCMulti-Registrationwith AES and Communication Manager to record the
calls A preview and a progressive campaign weretegeanProactive Outreach Managand
Contact Center agents were given Bieactive Outreach Managskillset in order to allow the
outbound calls be made from the agents desktop using Avaya Aura® Agent Desktop (AAAD).
These outbound calls were then relam and played back in order to verify tNM€CE Engage
Platform could be used to record outbound calls fRyoactive Outreach Managesing AAAD.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined tet plan focuses on exercising APIs amdtandardsased interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testirg is not intended to substituid! productperformance or feature tesgiperformed by
DevConnect membersor is it to be construed as an endorsement by Avaya of the suitability or
completeness@d@ Dev Co nn e cdlutiome mber 6s

2.1. Interoperability Compliance Testing

The interoperability compliance test included both featuretionality and serviceability
testing. The feature functionality testing focused on placing and recording calls in different call
scenariosvith good quality audio recordings and accurate call recditos tests included:
1 Outbound callsin a Preview Campagn i Testcall recordingor outboundcallsin a
preview campaign created on POM made to both QSIG anBSTRendpoints
1 Hold/Transferred/Conference callsi Testcall recordingof outboundcallsin a preview
campaign on hold, transferred and conferenced
9 Outbound calls in a Progressive Campaign Testcall recordingfor outboundcallsin a
progressive campaign created on POM made to both QSIG and SIP PSTN endpoints
1 Hold/Transferred/Conference calls- Testcall recordingof outboundcallsin a
progressie campaign on hold, transferred and conferenced.
1 Serviceability testing - The behavior oNICE EngagéPlatformunder different
simulatedfailure conditions

2.2. Test Results

Most functionality and serviceability test cases were completed succes$tudiyollowing
observatiorwasnoted.
1. Call on Hold. The Agent can always be heard, there is no hold on the recording from the
agent side only from the PSTN siddis is as per NICE design.

2.3. Support

Technical support can be obtained fdCE Engage Platfornfrom the website
http://www.nice.com/engage/services/support
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3. Reference Configuration

The configuration irFigure 1 wasused to compliance tesiCE Engage Platfornwith the

Avaya solution using DMC®ulti-Registratiorto record calls. The NICE Application Server is
setup for DMCC MultiRegistration mode and connects to the AB®% Avaya solution consists

of Contact Center agents making outbound calls from campaigns run from Proactive Outreach
Manager.

Avaya Aura® System Avaya Aura® Session Avaya Aura® Communication
Manager R7.0 Manager R7.0 Manager R7.0

a0 ah 20

Avaya Aura® Application Avaya Proactive Avaya Aura® Contact
Avaya SIP Phone Enablement Services R7.0 | Outreach Manager R3.0 Center R7.0
POM Events :
e————— ===

I

!

Avaya Aura® Agent |

Desktop DMCC Multi I

Avaya Aura® Contact Center Registration |
Agents using Avaya Aura® I
Agent Desktop to make I
outbound calls from Avaya |
Proactive Outreach Manager

NICE

} Application
Avaya H.323 Phone v Server
NICE Advanced
Interactions
Recorder
Avaya Aura® Agent
Desktop PSTN Caller

Figure 1: Connection ofNICE Engage Platform R65 with Avaya Proactive Outreach Manager
R3.0, Avaya Aura® Contact Center R7.0Avaya Aura® Communication Manager R7.0,
Avaya Aura® Session Manager R.0and Avaya Aura® Application Enablement Services R.0
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® System Manager running on a
virtual server

System Manager 7.0.1.1
Build No.- 7.0.0.016266
Software Update Revision No:
7.0.1.1.065378

Service Pack 1

Avaya Aura® Session Manager running on a
virtual server

Session Manager R7.0 SP1
Build No.7 7.0.1.1.701114

Avaya Aura® Communication Manager
running on a virtual server

R7.0
R017x.00.0.44D
00.0.441.023169

Avaya Proactive Outreach Manager

Avaya Aura® Application Enablement Servic| R7.0
running on Virtual Server Build No7T 7.0.1.0.3.150
R3.0

POM 03.00.03.03.008

Avaya Aura® Contact Center R7.0
Avaya Aura® Agent Desktop R7.0
Avaya G4%® Gateway 37.19.0/1

Avaya Media Server running on a virtual sery

Media Server System R7.7.0.8
Media Server R7.7.0.200

Avaya 9608H323Deskphone

96x1 H323 Release 6.6.028

Avaya 9641 SIP Deskphone

96x1 SIP Release 7.0.0.39

NICE Engage Platform
- Application Server

- Advanced Interactions Recorder

R6.5
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5. Configure Avaya Aura® Communication Manager

The information provided in this section describes the configuratiQoofmunication Manager
relevant tathis solution. For all other provisioning informatisach as initial installation and
configuration, please refer to the product documentati@eation12.

The configuration illustrated in this sectiasmsperformed usingcommunication Manager
System Administration Terminal (SAT).

5.1. Verify System Features

Use thedisplay systemparameters customeroptions command to verify that Communication
Manager has permissions for features illustrated in these Application NotBPag@rB ensure
thatComputer Telephony Adjunct Links? is set toy as shown below.

displ ay system - parameters customer - options Page 3 of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC ?n
ARS?y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off -net?y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Lin k Core Capabilities? n DCS Call Coverage? y
ASAI Link Plus Capabilities? n DCS with Rerouting? y

Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n  Digital Loss Plan Modification? y

ATM WAN Spare Processor? n DS1 MSP?y
ATMS?y DS1 Echo Cancellation? y
Attendant Vectoring? y

5.2. Note procr IP Address for Avaya Aura® Application Enablement
Services Connectivity

Display the procr IRddresdy using the commandisplay nhodenames ipand noting the IP
address for thprocr and AES ées70Ovmpg).

display node - names ip Page lof 2
IP NODE NAMES

Name IP Address
SM100 10.10.40.34
aes70 vmpg 10.10.40. 26
default 0.0.0.0
9450 10.10.40.15
procr 10.10.40. 13
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5.3. Configure Transport Link for Avaya Aura® Application
Enablement Services Connectivity

To administer the transport link to AES use ¢thange ipservicescommand. OrPage ladd an
entry with the following values:

1 Service Type:Shouldbe set ttAESVCS.

1 Enabled: Set toy.

1 Local Node: Setto the nale name assigned for the procSection 52

1 Local Port: Retain the default value 8765

change ip - services Page 1 of 4
IP SERVICES
Service Enabled Local Local Remote = Remote
Type Node Port Node Port

AESVCS y procr 8765

Go toPage 4of theip-servicesform and enter the following values:
1 AE ServicesServer: Name obtained from the AES server, in this ce&0vmpg.
1 Password:Enter a password to be administered on the AES server
1 Enabled: Set toy.

Note: The password entered fBasswordfield must match the password on the AES server in

Section 6.2 The AE Services Serveishould matchite administered name for the AE&ver;

this is created as part of the AES installation, and can be obtained from the AES server by typing

unamei n at the Linux command prompt.

change ip - services Page 4 of 4
AE Services Administration

Server ID AE Services Password Enabled Status
Server
1: aes 70vmpg ko y idle
2:
3:

5.4. Configure CTI Link for TSAPI Service

Add a CTI link using thadd cti-link n command. Enter an available extension number in the
Extensionfield. EnterADJ-IP in the Type field, and a descriptive name in tNamefield.
Default values may be used in the remaining fields.

add cti - link 1 Page 1of 3
CTI LINK
CTI Link: 1
Extensio n: 2002
Type: ADJ - IP
COR: 1

Name aes70vmpg
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5.5. Configure H323 Stations for Multi-Registration

All endpoints that are to be monitored by NICE will need to have IP Softphotte$elP

Softplone musbe enabled in order for MulRegistration to work. Typehange station x

where x is the extension number of the station to be monitored also note this extension number
for configuration required iection 8.1 Note theSecurity Codeand ensure thaP SoftPhone

is set toy.

change station x Page 1lof 6
STATION
Extension: x Lock Messages? n BCC: 0
Type: 96 08 Security Code: 1234 TN: 1
Port: S00101 Coverage Path 1: COR: 1
Name: Extension Coverage Path 2: COS:1

Hunt - to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 1591
Speakerphone: 2 - way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default
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5.6. Configure SIP Stations for Multi-Registration

Any SIP extension that is to be recorded requsmae configuration changes to allow call
recording using multiple registration. ChangéS$IP phones on Communication Manager must
be carried out from System Manag&ccess the System Manager using a Web Browser by
enteringhttp://<FQDN >/SMGR, where<FQDN> is the fully qualified domain name of
System Manager drttp://<IP Adddress >/SMGR Log in using appropriate credentials.

Note: The following shows changés a SIP extension and assumes that the SIP extension has
been programmed cectly and is fully functioning.

g’;it“\@ hitps://smgr70vmpg/netork-login/ £ - © Cerificste error & H @ system Manager | | {2

File Edit View Favortes Tools Help

7 A\ AACCHA SIP £ smgi7Ovmpg A\ AACCE4 AML ] AROA A\ AES63vmpg £ Avaya-Nortel PEP Library £ SMGR63VMPG

Aura” System Manager 7.0

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID: admin

If IP address access is your only option, then note that authentication will
fail in the following cases:

* First time login with "admin” account
* Expired/Reset passwords Cancel

Use the "Change Password” hyperlink on this page to change the password
manually, and then login.

Password: |sssssesss -

Also note that single sign-on between servers in the same security domain
is not supported when accessing via IP address. 0 Supported Browsers: Internet Explorer 9.x, 10.x or 11.x or Firefox 36.0,
37.0 and 38.0.

This system is restricted selely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
maodification of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable
domestic and foreign laws.

The use of this system may be monitored and recorded for administrative
and security reasons. Anyone accessing this system expressly consents to
such monitoring and recording, and is advised that if it reveals possible
evidence of criminal activity, the evidence of such activity may be provided
to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of infarmation assets.

From the home page click &rser Managementhighlighted below.

Aura  System Manager 7.0

Home | UserMansgement X

Prrvre e 0 sorve

Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Tmport and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Platform Events
User Provisioning Rule 1P Office Geographic Redundancy

Media Sarver Inventory
Meeting Exchange Licenses
Messaging Replication
Presence Reports
Routing Scheduler
Session Manager Security
Work Assignment Shutdown

Solution Deployment Manager
Templates
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Click onManager Usersin the left window. Select the station to be edited and clickaih

Home

User Management
¥ User Management [
Manage Users
Shared
Addresses
System
Presence ACLs

Communication
Profile
Password Policy

Home J Users [ User Management [ Manage Users

Search

User Management

Users

| (@] view| I Editl | @MNew| | {3Duplicate| | @ Delete |

|More Actions = |

15 Items = Show All[v]

O |Last Name |FTr5i Name |Di5|:la',|I MName |Lngin MName SIP Handle
I IZ 7100 SIPExt I?lUG, SIPExt 7100@devconnect. local 7100

0 7101 SIPExt 7101, SIPExt 7101@devconnact.local 7101

[0 7zo0 Ascom i62 7200, Ascom 62 7200@devconnact. local 7200

[0 7zo1 Ascom 62 7201, Ascom i62 7201@devconnect. local 7201

[0 7zoz2 Ascom 62 7202, Ascom i62 7202@devconnect. local 7202

[0 7zo3 Ascom 62 7203, Ascom i62 7203 @devconnact. local 7203

Click on theCommunication Profile tab. Ensure that &€ Communication Profile Passwordis
known and if not click on edit to change it.

Home | User Management

~ User Management [fsis

Idk

Profile

[ Users | User Management | Mansge Users

User Profile Edit: 7100@devconnect.local

Communication Profile -

I(_Io mmunication Profile Password: sssssssssssssssssss

Edit

Help 7|

S & G

| @ New| |EHDone | | @ Cancel

Password Policy

Trame

®
Select : None

Primary

* Name: Primary

Default :

Communication Address #

Select : All, None

DMew|
O [Type Handle Domain
[0 avayasie 7100 deveonnect.local
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From the same page scroll downaM Endpoint Profile click on Endpoint Editor to make

further changes.

M CM Endpoint Profile =

* System
* Profile Type

Use Existing Endpoints

* Extension
Template

Set Type

Security Code
Port

Woice Mail Number

Preferred Handle

Calculate Route Pattern

Sip Trunk

Enhanced Callr-Info display for 1-line phones

cm70vmpg B
Endpoint [~]
U
07100
SE5415IPCC DEFAULT CM 7 0 B
96415IPCC
Q500003
(None) | |
U
dar

Delete Endpoint on Unassign of Endpoint from User or on ]

Delete User

i

Override Endpoint Mame and Localized Name

Allow H.323 and SIP Endpoint Dual Registration
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In theGeneral Optionstab ensure thatype of 3PCC Enabledis set toAvaya as is shown

below.

Edit Endpoint

System

Template

cm70vmpg
9641SIPCC_DEFAULT_CM_7_0| v
500003

7100, SIPExt

Lock Message

Multibyte Language

*Required

Site Data (5]  Abbreviated Call Dialing ()
* |Class of Restriction (COR) il x|
Emergency Location Ext 7100
Tenant Number 1
*  SIP Trunk Q aar
Coverage Path 1
O

[Save As Template]

Extension 7100
Set Type 96415IPCC .
Security Code
Enhanced Call Fwd (E) ~ Button (B)  Profile () Group ip (M)
*  Class Of Service (COS) 1
*  Message Lamp Ext. 7100
I Type of 3PCC Enabled Avaya v | I
Coverage Path 2
Localized Display Name 7100, SIPExt
Ec::t:rlsllleachahllrtv for Station Domain ysmv]

Click on theFeature Optionstab and ensure th#® Softphoneis ticked as shown. Click on
Dong, at the bottom of the screen, once this is set.

General Options (6) * Site Data (5) | Abbreviated Call Dialing (4)

Active Station Ringing
MWI Served User Type

Per Station CPN - Send Calling
Number

IP Phone Group ID

Remote Soft Phone Emergency
Calls

LWC Reception
AUDIX Name

Short/Prefixed Registration
Allowed

Voice Mail Number
Features

O Always Use

IP Audio Hairpinning

Bridged Call Alerting

Data Restriction

Survivable Trunk Dest

O
O
O
=]
O
]
O
=]

Coverage Message Retrieval

Restrict Last Appearance

[v]
sip-adjunct[~ |

None [v]

single

zs-on-local[ v |
spe [v]

default v |

Bridged Idle Line Preference

Bridged Appearance Origination Restriction

Enhanced Call Fud (E)

Button

Auto Answer
Coverage After Forwarding

Display Language
Hunt-to Station

Loss Group
Survivable COR
Time of Day Lock Table

Music Source

O Idle Appearance Preference

™' 1p SoftPhone

&4 LWC Activation

U CDR Privacy

Direct IP-IP Audio Connections

=i

&) H.320 Conversion
| IP Video Softphone
O

Per Button Ring Control

(B)  Profile
none[ v |
system| v |
english [~
19

internal [+ ]
Nene [~ ]

(]

Group Membership (M)

*Required
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Click onCommit to save the changes.

Home | User Management ¥

, Home { Users / User Mansgement / Manage Users

(-]
Hel
User Profile Edit: 7100@devconnect.local

Shared
Addeessss ey |G| Herieshe  Coacs

System . . .
Communication Profile «
Presence ACLs

J— Communication Profile Password: |sssssssssssassassass Ecic
Profile [Dmew] [Epore| [@cancel
Password Policy mmg
®  primary
Select : None

* Name: |Primary
Default :

Communication Address *
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures fall into the following areas:

Verify Licensing

Create Switch Connection

Administer TSAPI link

Identify Tlinks

Enable TSAPand CMCC Ports

Create CTI User

Associate Devices with CTI User

E B |

6.1. Verify Licensing

To access the AES Management Console, énties://<ip-addr> as the URL in an Internet
browser, whereip-addr>is the IP address of AES. At the login screen displayed, log intkngth
appropriate credentials and then selectibgin button.

= [® g

G | A http=//1010.406 55 lginadtm O~ © Cerificate ertor ©| A AES Management Console

File Edit View Favorites Tools Help

95 A\ AACCE4 SIP 2 smgr7Ovmpg A\ AACC64 AML ] AAOA A AES63vmpg | Avaya-Nortel PEP Library £ SMGR63VMPG

AVAYA Application Enablement Services

Management Console

Please login here:

Username cust

S —

. _____________________________________________________________________________________________|

Copyright A@ 2009-2015 Avaya Inc. All Rights Reserved.
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TheApplication Enablement Services Management Console appears displayigltdmne to
OAM screen (not showngelectAE Servicesand verify that the TSAPI Service is licensed by
ensuringhatTSAPI Serviceis in the list ofServicesand that thé.icense Modeis showing

NORMAL MODE . If not, contact an Avaya support representative to acquire the proper license
for your solution.

W
Las 0:07:45 2015 from 10.10.40.222
- - - N attempts: 1
AVAYA Application Enablement Services H Oumpn
Management Console zf VI?I;?\NLiAFPLI.ANCE70P‘7¢P1\\ARE
Se Tue Nov 24 16:15:51 GMT 2015
HA Status: Not Configured

Home | Help | Logout

AE Services

IMPORTANT: AE Services must be restarted for administrative changes to fully take effect.
Changes to the Security Database do not raquire a restart.

Servee e B BT e R

ASAI Link Manager B R

unning NiA /A
CVLAN Service OFFLINE Running niA /A
Communication Manager =
Interface DLG Service OFFLINE Running NiA /A
High Availability DMCC Service ONLINE Running NORMAL MODE /A
— TSAPI Service ONLINE Running NORMAL MODE /A
} Licensing
Transport Layer Service NiA Running NiA /A
Jaliaintenance AE Services HA Not Configured [ niA /A
» Networking

- ‘2as2 use Status and Control
} Security

the Cause, you'l see the tacitip, or goto help page
} Status
rmation

» User Management 2d to run Application Ensblement (CTI) relesse 7.x

» Utilities

» Help

6.2. Create Switch Connection

From the AES Management Consoleigate toCommunication Manager Interface A
Switch Connectionsto set up a switch connectioBnter a name for the Switch Connection to
be added and click thedd Connection button.

AVAYA Application Enablement Services

L
N
H Ovmpg
Management Console gj VIRI;:&NL_AFPLIANCE_CL_V’Mu.ﬂ.RE
S
H

Tue Nov 24 16:16:56 GMT 2015

Communication Manager Interface | Switch Connections

Home | Help | Logout

» AE Services

- Communication Manager Switch Connections
Interface

Switch Connections [em7ovmed x| | Add Cx ] I
Processor Ethernet Msq Period Number of Active Connections

Dial Plan
High Availability

» Licensing

Edit Connection || Edit PE/CLAN 1ps | [ Edit H.322 Gatekesper || Delats Connection || Survivability Hierarchy |
} Maintenance

} Networking

} Security

) Status

} User Management
) Utilities

» Help
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In the resulting screen enter tBeitch Password the Switch Passwonthust be the same as that
entered into Communication Manager AE Services Administration screen \dhahege ip
servicescommand, described Bection 5.3 Default values may be accepted for the remaining
fields. Click Apply to save changes.

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Connection Details - cm70vimpg
Interface
Switch Connections Switch Password |"-""""u. |
Dial Plan Confirm Switch Password |------------.. 7|
High Availability Msg Period [20 | Minutes (1 - 72)
Licensing Pravide AE Services certificate to switch []
ol Securs H322 Connection [l
[ ———— Processor Ethernet kA
Security

Status
User Management
Utilities

Help

From theSwitch Connectionsscreen, select the radio button for the recently added switch
connection and select ti@lit PE/CLAN IPs button (not shown, see screen at the bottom of the
previous page In the resulting screen, enter the IP address of the procrwa gh8ection 5.2

that will be used for the AES connection and selecAtid/Edit Name or IP button.

AVAyA Application Enablement Services

Management Console

Communication Manager Interface | Switch Connections

» AE Services

~ Communication Manager Edit Processor Ethernet IP - cm70vmpg
Interface
Switch Connections 10.10.40.12 I Add/Edit Name or 1P I
Dial Plan Name or IP Address
High Availability 10.10.40.12

» Licensing Back
» Maintenance

» Networking

» Security

» Status

» User Management

» Utilities

» Help
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6.3. Administer TSAPI link

From the Application Enablement Services Management Console, AEI&#rvicesA TSAPI
A TSAPI Links. SelectAdd Link buttonasshown in the screen below.

AVAyA Application Enablement Services
Management Console
CvLAN TSAPI Links
o | secrcommection | sewchcriimes |
2Lz I #cd uok [ =it ok | [ Delete Link

SMS
TSAPI

| » TSAPI Links
= TSAPI Properties
TWS

Communication Manager

' Interface

On theAdd TSAPI Links screen (or th&dit TSAPI Links screen to edit a previously
configured TSAPI Link as shown below), enter the following values:
1 Link: Use the drogdown list to select an unused link number.

1 Switch Connection: Choose the switch connectiom70vmpg which has already been
configured inSection 6.2rom the dropdown list.

1 Switch CTI Link Number: Corresponding CTI link number configuredSection 5.4
which is1.

1 ASAI Link Version: This can be left at theefbult value ob.

9 Security: This can be left at the default valuebaith.

Once completed, seleapply Changes

AVAYA Application Enablement Services

Management Console

AE Services | TSAPI | TSAPI Links

CVLAN Edit TSAPI Links

DLG Link 1

DMCC Switch Connection

SMS Switch CTI Link Numher

TSAPI ASAT Link Version

= TSAPI Links Security

= TSAPI Properties I Apply Changes || Cancel Changes || Advanced Settings

TWS
Communication Manager

' Interface
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Another screen appears for confirmation of the changes made. Gluge

AVAYA Application Enablement Services

Management Console

AE Services | TSAPIL | TSAPI Links

CVLAN Apply Changes to Link

DLG ‘Warning! Are you sure you wank to apply the changes?
— These changes can only take effect when the TSAPI server restarts.

L+ Please use the Maintenance -> Service Controller page to restart the TSAPI server.

SMS

TSAPI

= TSAPI Links
= TSAPI Properties
TWS

Communication Manager

k Interface

When the TSAPI Link is completed, it should resemble tiheen below.

=TEsmeT USer cust
Last login: Tue Nov 17 10:07:45 2015 from 10.10.40.222
Number of prior failed login attempts: 1

Ovmpg
: VIRTUAL_APPLIANCE_ON_VMWARE
0.13-0
Server Date and Time: Tue Nov 24 16:26:08 GMT 2015
HA Status: Not Configurad

AE Services | TSAPI | TSAPI Links Home | Help | Logout|

CVLAN TSAPI Links

AVAYA Application Enablement Services

Management Console

DLG
DMCC @1
EYS
TSAPL

| = TSAPI Links |
= TSAPI Properties
™S

Communication Manager
Interface

cm70vmpg 1

Add Link |[ Edit Link || Dalete Link

»

High Availability

b Licensing
» Maintenance

» Networking

» Security

» Status

} User Management
b Utilities

» Help
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The TSAPI Service must be restarted to effect the changes made in this section. From the
Management Console menu, navigat®lwntenanceA Service Controller. On the Service
Controllerscreen, tick th& SAPI Serviceand selecRestart Sevice.

AVAYA Application Enablement Services

Management Console

Maintenance | Service Controller

» AE Services

b Communication Manager Service Controller
Interface
High Availability | Service ____[Controller Status
. Runni
} Licensing [ asa1 Link Manager unning
. [] pmce service Running
~ Maintenance
. O cviLan service Running
Date Time/NTP Server )
[ bLG servics Running

Security Database ,
D Transport Layer Service Running

I Service Controller I TSAPI Sarvice Running

Server Data

For status on actusl services, please use Status and Control
Networking

Security | Start I Stop I Restart Service I Restart AE Server Restart Linux Restart Web Server

Status
User Management

Utilities

Help
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6.4. Enable TSAPI and DMCC Ports

To ensure that TSAPI ports are enabled, navigawetaorking A Ports. Ensure that the
TSAPI ports are set tGnabled as shown below. Ensure that DBICC Server Ports are also
Enabled and take note of thdnencrypted Port 4721which will be used later iGection9.1.

AVAyA Application Enablement Services

Management Console

Metworking | Ports

} AE Services

» Communication Manager Ports
Interface
High Awvailability CWLAN Ports Enabled Disabled
} Licensing Unencrypted TCP Port 9999 ® O
» Maintenance Encrypted TCP Port 5338 | ® O
~ Metworking
. DLG Port TCP Port 5678
AE Service IP (Local IF)
Network Configure TSAPI Ports Enabled Disabled
| Ports I TSAPI Servics Fort 450 ® O
TCP Settings Local TLINK Ports
. TCP Part Min 1024
b Security TCP Part Max 10339
} Status Unencrypted TLINK Ports
T —— TCP Port Min [1050 |
S TCP Port Max [1085 |
» Utilities
Encrypted TLINK Ports
buticin TCP Port Min [1088 |
TCP Part Max [1081 |
DMCC Server Ports Enabled Disabled
Unencrypted Port [4721 | ® O
Encrypted Dort [4722 | ® O
TR/87 Part [4722 | @ O
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6.5. Create CTI User

A User ID and password needs to be configured foNiiiE Engage Platforrto communicate
with the Application Enablement Services server. Navigate tdslee Managementd User
Admin screen then choose tAeld User option.

AVAYA

» AE Services

Communication Manager
Interface

} Licensing
} Maintenance

» MNetworking

» Security

» Status

¥ User Management

Service Admin

User Admin

s Add User

= Change User Password
= List all Users

= Modify Default Users

= Search Users

» Utilities
» Help

Application Enablement Services
Management Console

User Management | User Admin

User Admin

User Admin provides you with the fallowing aptions for managing AE Services users:

mTTEETRr Password
* List All Users
» Modify Default User
* Search Users
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In theAdd User screen shown beWv, enter the following values:
1 User Id - This will be used by thBlICE Engage Platformetupin Section9.1.
1 Common NameandSurname- Descriptive names need to be entered.
1 UserPasswordandConfirm Password- This will be used witiNICE Engage Platform
setupin Section9.1.

1 CT User- SelectYesfrom the dropdown menu.

AVAYA Application Enablement Services

Management Console

User Management | User Admin | Add User

¢ AE Services

b Communication Manager Add User
Interface
High .ﬁvailahility Fields marked with * can not be empty.
* User Id NICE
Licensin
L * Common Mame |NICE |
Maintenance
* Surname |NICE |
Networking * User Password |--------- |
b * Confirm Password |--------- |
Status Admin Note | |
- User Management Avaya Role [None |
Service Admin Business Category | |
User Admin Car License | |
I » Add User I CM Homea | |
= Change User Password Css Home | |
= List All Users T User
= Modify Default Users Depariment Namber | |
= Search Users
Display Name | |
» LHilities
Employee Mumber | |
» Help
Employee Type | |
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Scroll down and click o\pply Changes

User Admin

= Add User

= Change User Password
= List All Users

= Modify Default Users

= Search Users

» Utilities
» Help

CT User

Department Mumber l:l
Display eme [ |
Employee Number ||
Enterprise Handle [ |
Given Name l:l
Homephone [
Home postal Address| |
Labeled URI ]
QOrganization l:l
Preferred Language
Room Number l:l
Telephone Number [ ]

I Apply Changes I Cancel Changes ‘
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6.6. Associate Devices with CTI User

Navigate toSecurity A Security Database”A CTI Users A List All Users. Select the CTI
user added isection 65 and click onEdit.

AVAYA

» AE Services

Communication Manager
Interface

High Availability
» Licensing

» Maintenance

» Networking

~ Security
Account Management
Audit
Certificate Management
Enterprise Directory
Host AA
PAM
Security Database

= Control
@ CTI Users

List All Users

= Search Users

Application Enablement Services
Management Console

Database | CTI Uscrs

Last login: Thu Nov 27 13:38:43 2014 from 10.10.60.50
Number of prior failed login attempts: 0

HostName/IP: AES63VMPG/10.10.40.30

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 6.3.3.1.10-0

Server Date and Time: Mon Dec 01 16:05:02 GMT 2014
HA Status: Mot Configured

Home | Help | Logout

CTl Users

[ e | Commontome | Worktop Nome
asc NONE NONE
cube NONE NONE
emc NONE NONE
jacada NONE NONE
nice NONE NONE

O presence presence NOME NONE

Edit I List All

In the main window ensure thidnrestricted Accesss ticked. Once this is done click é&pply

Changes

AVAYA

» AE Services

Communication Manager
Interface

High Availability

» Licensing

} Maintenance
» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control

@ CTI Users
= _List All Users

Application Enablement Services
Management Console

| Security Database | CTI Users |

Last login: Thu Nov 27 13:38:43 2014 from 10.10.60.50
Number of prior failed login attempts: 0

HostName/IP: AES63VMPG/10.10.40.30

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 6.3.3.1.10-0

Server Date and Time: Mon Dec 01 16:05:37 GMT 2014
HA Status: Not Configured

Home | Help | Logout

Edit CTI User
User Profile: User ID nice
Common Name nice
Worktop Name NONE Vv
IUnresm:ted Access |
Call and Device Control: Call Origination/Termination and Device Status None
Call and Device Monitoring: Device Monitoring Nene
Calls On A Device Monitoring None
call Monitoring
Routing Contral: Allow Routing on Listed Devices None

| Appiy Changes || cancel changes

PG; Reviewed:
SPOC 2/8/2017

Solution & Interoperability Test Lab Application Note
©2017Avaya Inc. All Rights Reserved.

240f 89
NICE65_POM3MR



7. Configure Avaya Experience Portal and Avaya Proactive
Outreach Manager

Avaya Proactive Outreach Manager is installed on top of an existing Avaya Experience Portal
installation. It is assumed that both Experience Portal and Proactive Outreach Manager (POM)
are fully installed and configured. Thiscgen will go through the changes that are necessary to
connect to the POM to Contact Center and to configure both Experience Portal and POM in
order to interoperate correctly with NICE.

Open a web browser and navigatdtips://<IPAddressofEP>/VoicePortl/ as shown below,
enter the appropriate credentials and click on Logon.

A b#775://10.10.40.135

User Name: epadmin

Password:

Change Password
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7.1. Configure Proactive Outreach Manager
SelectPOM Home from the bottom of the left window.

SelectGlobal Configurations as shown below.
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