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Abstract

These Application Notes describe the configuration procedures required for NetCordia
NetMRI to interoperate with Avaya Communication Manager. NetMRI is a network analysis
appliance that can quickly and independently determine network health issues and suggest
corrective action.

Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the DeveloperConnection Program
at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration procedures required for the NetCordia
NetMRI 1.5p4 to interoperate with Avaya Communication Manager 3.1.2. The purpose of the
testing was to verify that NetMRI recorded each phone call and the performance metrics
recorded match those from the endpoints. In addition, it was verified that NetMRI could
discover and properly identify the devices in the lab, and could determine which phones were
registered to which call server.

NetMRI is a network analysis appliance that can quickly and independently determine network
health issues and suggest corrective action. NetMRI analyzes router/switch configurations in
single or mixed vendor networks to optimize the network and VolP performance as well.

Figure 1 illustrates the network configuration used to verify the NetCordia solution. The figure
shows two separate communication systems, each running Avaya Communication Manager on
separate Avaya Media Servers. Site A is comprised of the NetCordia NetMRI, a pair of Avaya
S8700 Media Servers and an Avaya G650 Media Gateway, which has connections to the
following: Avaya 4600 Series IP Telephones and an Avaya 6400 Series Digital Telephone. Site
B is comprised of an Avaya S8300 Media Server with an Avaya G350 Media Gateway, which
has connections to Avaya 4600 Series IP Telephones and an Avaya 6400 Series Digital
Telephone. Site C is comprised of an Avaya S8300 Media Server with an Avaya G250 Media
Gateway, which has connections to an Avaya 4600 Series IP Telephone and an Analog
Telephone. Site C is setup as Local Survivable Processor (LSP) to Site A. An IP trunk connects
the two Avaya Communication Manager systems.
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Figure 1. Test configuration of NetMRI with Avaya Communication Manager
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya S8700 Media Server

Communication Manager 3.1.2
(RO13x.01.2.632.1)

Avaya G650 Media Gateway

TN2312BP IP Server Interface
TN799DP C-LAN Interface

TN2302AP IP Media Processor
TN2602AP IP Media Processor

HW11 FWO030
HW20 FWO017
HWO01 FW108
HWO02 FwWO007

Avaya S8300 Media Server with Avaya G350 Media
Gateway

Communication Manager 3.1.2
(R013x.01.2.632.1)

Avaya S8300 Media Server with Avaya G250 Media
Gateway (LSP Mode)

Communication Manager 3.1.2
(R013x.01.2.632.1)

Avaya 4600 Series IP Telephones

4620 2.6

4621 2.6

4625 2.5
Avaya 6400 Series Digital Telephones -
Analog Telephones -
Avaya C363T-PWR Converged Stackable Switch 4.5.14
Extreme Summit 48 4.1.21
NetCordia NetMRI 1.5p4

OS —RedHat Linux 9
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3. Configuring Avaya Communication Manager

This section provides the procedures for configuring Avaya Communication Manager. Since
NetMRI utilizes RTCP packets to calculate and report the quality of the call stream, RTCP
monitor server parameters must be administered in Avaya Communication Manager. The
following screen describes the setting of the RTCP monitor server. All the configuration
changes in Avaya Communication Manager are performed through the System Access Terminal
(SAT). Log into the SAT and use the change system-parameters ip-options command to
configure the RTCP monitor server parameters. Provide the following information:

e Default Server IP Address - IP address of the NetMRI server

e Default Server Port — 5005 [This port number must match with the NetMRI Traffic
Agent RTCP Listening Port. The default value for the Default Server Port field is 5005.]

e Default RTCP Report Period(secs) — 5 [The report period indicates how often Avaya
Communication Manager endpoints forward RTCP packets to the RTCP monitor server,
which is the NetMRI server. The default value for the Default RTCP Report Period(secs)
field is 5.]

Default values may be used in the remaining fields.

change system-parameters ip-options Page 1 of 2
IP-OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS
Roundtrip Propagation Delay (ms) High: 800 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20
Number of Pings Per Measurement Interval: 10

RTCP MONITOR SERVER
Default Server IP Address: 192.45 .80 .55
Default Server Port: 5005
Default RTCP Report Period(secs): 5

AUTOMATIC TRACE ROUTE ON
Link Failure? y

H.248 MEDIA GATEWAY H.323 1P ENDPOINT
Link Loss Delay Timer (min): 5 Link Loss Delay Timer (min): 5
Primary Search Time (sec): 75
Periodic Registration Timer (min): 20

For NetMRI to create an IP Telephony table, SNMP needs to be enabled on the Avaya S8700
and S8300 Media Servers. NetMRI utilize a network discovery tool and SNMP to find VVoIP
endpoints in the network. Once SNMP is enabled, NetMRI utilizes SNMP to extract information
from Avaya Communication Manager. Enabling SNMP for the Avaya S8700 and S8300 Media
Servers can be configured through the server’s web interface. To access the web interface,
launch a web browser and connect to the media server by entering https://<media server IP
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address>. Supply the login and password for an account with super-user privileges. For an
S8700 Media Server pair, the SNMP trap destinations need to be configured on each media
server. Select Launch Maintenance Web Interface from the screen.
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In the Alarms section, click on the SNMP Agents link to display the “SNMP Agent” page.
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In the “SNMP Agents” page, select Any IP Address under the “IP Addresses for SNMP
Access” section. This implies that any device can perform SNMP request to the Avaya media
servers. For security purposes, an administrator may restrict the access by specifying IP
address(s) under the “Following IP addresses” field for the SNMP access. Enable SNMP version
2¢ by clicking the check box. Set the “Community Name (read-only)” field to public on SNMP
version 2c. The community name configured in the Avaya media server has to match with
NetMRI.

Click the Submit button at the bottom of the page to submit the form.
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The firewall in the Avaya Media Server must allow SNMP on UDP port 161. Click on the
Firewall option in the Security section of the menu to display the Firewall page. Click on the
Input to Server and Output from Server checkboxes for the snmp 161/udp field and click the
Submit button.
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4. Configuring the NetMRI

The steps in this section describe the configuration of NetMRI to receive RTCP packets from the

VolP endpoints, and record performance metrics. For additional information on configuring the

NetCordia NetMRI, refer to [3].

The configuration for NetMRI consists of the following components:
Network Discovery - NetMRI discovers all endpoints in the network.

e SNMPwalk - Once all endpoints are discovered, NetMRI performs an SNMPwalk on the

Avaya Media Server, using the MIB OID to identify the VoIP endpoints that are
registered to the gateway.
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e Monitoring — NetMRI receives RTCP packets from the VolIP endpoints and provides
VolIP call quality data. The port for receiving RTCP packets from VolIP endpoints is
fixed at 5005.

4.1. NetMRI Network Discovery

To configure NetMRI network discovery, launch a web browser and connect to NetMRI by
entering http://<NetMRI Lifecycle Manager IP address>. Supply Username and Password, and
click the OK button to access the NetMRI Issues page.
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The following “NetMRI Issues” page shows the table and chart that indicate the overall health of
the network, based on the number of issues generated each day in each component area. To
perform the discovery function, select Settings from the top menu.

':EHEI:HF'.I Issues - Microsolt Internet Explorer O - :l!l = ﬂlil
Dle Edt  Yew Favorkes Teals  Help

wpack - = - @ [0 4| Qoewdh [iFovortes Prieda I D- D H - 15D

Address ] http: ({192, 456055 netmrifrasults Issuss indes.tdf =] @60 [unks
- L : Logait
™ NCLIVIT Avayalab Network
Reports Issues Ill::ulh Tools Help
[Expanci]  [Collapse] -
i ieiuse Network Scorecard -l
i 2006/10/16
E] 1ssue List The following table and charl indicate the averall health of the neteark,
e bazed an the number of issuss generated each day in each componsant
SURIY area, Individual issues have been assigned Comectness o Stability
Issue Search penalties depending on the speciic nature of the issue. Indimdual B_ 9
@ Descriptions Componen? scores range from 0-10 based on the penalties accumulatzd
in that area, The Correctness and Stability values are then nommalized 1o
T Anatysla determing the overall Metwork Scorecard.
Task Status T S — r -
| Metwork Scoracard Hetwork Scorecard History |
@ Task Schedule = ! : :
B0 00 16 vo 2006 -16-16
@ R eisicn ll:arr.u'mnfnt Comrect  |Stable i to
i Configurations | 110 | 110
[ Notitications bevies | ss|Emss| | 75
@ Totification List inerfaces |96 174 =
Settings Ficuting | J10 | 10
Securly |1 | 110 2.51
Subnets l 0| J10 0
WLAME [ 110 |[ 110 2l-Sep  2i-Sep St 2=t
volP s [ Ja.4 [mComeciness mtanility|
IAireless | 110l 110 .
) l_ I_ l_@ Lozal inkramat p
CRK; Reviewed Solution & Interoperability Test Lab Application Notes 9 of 25

SPOC 11/29/2006 ©2006 Avaya Inc. All Rights Reserved. NetMRI-CM-AN.doc




Select the CIDR Blocks link in the left pane of the window to add networks to be included for
performing discovery.
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The format for adding the CIDR block is as follows:
e Provide the IP address and subnet mask of the network in the “CIDR Blocks” field.
e Click the Include button.

Once the “Include” button is clicked, the discovery process begins on that network.
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4.2. NetMRI VoIP Discovery

The following screen displays the VVoice group membership, which is the result of the discovery
and SNMPwalk. The Voice group is a pre-defined system group that includes any devices used
in a VoIP network. Device Groups categorize devices into user-definable groups. To view this
page, navigate to the Results = Network - Device Groups page. Select Voice from the
Groups table. The Voice Group Members table appears in the right pane of the window, as
shown below.

This page contained VoIP devices along with some color codes. Any device that has been
included in a NetMRI Issue is highlighted in red. The issue raised for these devices is the
NetMRI VolP Call Performance Threshold Exceeded issue. The analysis task that generates this
issue was run at the end of the testing period.

Additional details about the device may be obtained by clicking on the IP address of any device
listed in the Voice Group Members table. In this example, the IP address (192.45.81.11), which
is the Avaya S8300 Media Server, is selected.
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The Device Viewer page, which is the result of clicking on the IP address of this device from the
Voice Group Members table previously discussed, is displayed. The Device Viewer page
displays the discovery information about a device at the top of the page. This includes the device
type, vendor, model, and O/S version information. The next two screens show various pages for
this device as related to the collection of VVolP data.

By selecting the Phones link under the Call Server section, the Device Viewer page displays the
VolIP Phone Table. The VoIP Phones Table provides a list of registered phones.
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The following screen is another example of providing all registered phones in terms of extension
number. This can be accomplished by clicking the Extensions link under the Call Server section.
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4.3. NetMRI VolIP Calls Monitoring

NetMRI can monitor VVoIP calls through several different ways, using the VolP Calls section in
the left pane of the window. To access the following sample page, navigate to the Results 2>
Network -> Device Groups page, select Voice from the Groups table in the left pane of the
window, and select the IP address for the Avaya S8300 Media Server (192.45.81.11). This
process will open the following window. The VolIP Calls section in the left pane of the window
lists types of monitoring.

The Call History page displays calls made between two endpoints and the statistics for each on
the selected date and time period. The first table shows calls between two endpoints grouped
into one row. The number of calls, errors, average length, average latency, average jitter, and
average packet loss of all calls is displayed. The second table displays the above information
broken into hourly segments. If NetMRI cannot determine the IP address of one of the endpoints
involved, the endpoint phone number will be displayed in its place. The link labeled “Path” in
the chart launches the NetMRI path diagnostic chart. This chart shows the layer 2 and 3 path
between the two selected endpoints highlighting any issues that NetMRI has discovered for any
devices in the path that may affect the quality of a phone call between those two endpoints.
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The Call Statistics page, shown below, groups all calls into various charts for display.
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The following screen displays the Performance page, which shows the average latency, jitter, and
packet loss for calls made. It also indicates how many of those calls exceeded the error
thresholds defined for each metric. Distribution charts for all calls within the thresholds are also

displayed.
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The next screen shows the “Perf History” page, which displays similar data as the Performance
page. Instead of showing distribution charts, as in the Performance page, it displays latency,
jitter, and packet loss charts over the selected date and time period. It may be possible to isolate
network-wide problems to a specific time period using these charts.

CRK; Reviewed
SPOC 11/29/2006

Solution & Interoperability Test Lab Application Notes
©2006 Avaya Inc. All Rights Reserved.

. http:#£192.45.80.55 - sBI00-1/192.45.81.11 - Mozilla (9 [=1:3]
L
Davies @ IEI s8300-1 Mewic  Porod  °
@ Isnues 192 458111 Percemt | [aily "-"l
(] ovn servios Type: Call Server (39%) Device ID: 13
L Weidor : Avaya Up Time: 7d 04h 02m ids
Settings Kledel: s2300 SHMP Status : Enabled
@ Status 05 Versiom: 3114 Last Upadate: 2006-10-03 106:56:36
Feiformance .
) Dally Call Peiformance Summany For 200610703
Neighlors .
Lacstbon =af Latenzy Jerer Pkt Loss Averape| Averape |  Average
Calle | Failures Failut s Failui é& Latendy At Packet
Isartony 10 ms) | =¥ ms} {=5%) ims} {m=a} Losa
7 2 1 2 i o 1 oo
Call Serven e (14.3%) {#6%) v i | P
Fhones M 133 i 2FE
Gatewiys my
" Performanes Histaiy
Exte nsiohe L0
@ Setlings
75
Status E
= | wLatency [ailures
R L {flion cditeet Failures
@ Call Histary % |mFict Luss Failures | T
Pyl
g Call Sttistics I
@ Call Erpars il =09 T T
@ Parformanes —_—
E Part History Latency Histary
[ I fases L
= &
ES
= d0
o
¥
(1]
a 3 c — d d g
000 0400 0500 BEOR 10004 L1280 LEBD 1600 1500 IO0 22:00 W
W D 2 G2 | jovasciphfamReietl) I L 1

18 of 25
NetMRI-CM-AN.doc



At the end of the testing, the NetMRI VoIP analysis task was executed. NetMRI automatically
runs all analysis tasks once per day. To access the NetMRI Issues page, launch a web browser
and connect to NetMRI by entering http://<NetMRI Lifecycle Manager IP address>. Supply a
Username and Password, and click the OK button to access the NetMRI Issues page.

Click the Issue List link in the left pane of the window to view all issues. For the certification
test, this specific task was executed at the end of the testing to show that the NetMRI Issue
named VolIP Call Performance Threshold Exceeded issue was raised. This issue details all the
endpoints that participated in a phone call with excessive latency, jitter, or packet loss during the
analysis period. Click the issue, VolP Call Performance Threshold Exceeded.

M Fomges - Momile Firedox
Bl Plt G o Rebivedd Teds b

@ - 1 o A YT e T i g — v @ o i1 |

U0 shpiaads 10 Jova [0 Tpbess ] BiySL P Lenige Vembrems PC ud N ] Lo faxp
R heliet Login i e Fec s caranser e rendfrned B mr2H Dvasers [}

Lok

r
|@ Net M R Im NetMRI Issues Avayalab Network -

Prperis Jisops Hesolts Sollngs Tuols Hulp

Exepanl] Al
{f I:iluulpd g All Issues Feoies Hodt o ounler B
E [

3 [15 By v || Ao = A w | Soveiliy “
ﬂl EECEEdril Zﬂﬂ Ea 1 D-I:|3 |
gl leaue Lin T Tl ciopes weaw pamcrsied 0n Ber Sy of AN
g] I35 1E Sty Ay Thongpy  Fams Exepr g
ﬂ-llmuz Sediel Sy & 5 = = = s
Iﬁ-l [TERENI x' zm.-n-u| ol Coll Perfoomamce Thoeshsl Excesded 7] gq
{ IR # 5 T

" Byl
@ Task SErne

| Tack Sihoille

ﬂ Sapipaaalids

Y Ibtiicaions

IE] Nelidlwatlen Elsk
(] seving

3 Fiolt [eoad L) rdrak O} rrdSevoe | vgtight ([ ik cee
s oot toarded skl | il

CRK; Reviewed Solution & Interoperability Test Lab Application Notes 19 of 25
SPOC 11/29/2006 ©2006 Avaya Inc. All Rights Reserved. NetMRI-CM-AN.doc



The next screen shows the detailed information on the VVolP Call Performance Threshold
Exceeded issue.
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The following screen displays the “VolP Call Failures” page, which shows all VVoIP calls made
across the entire network. This page can be accessed through navigating to the Results - VolP
Calls = Call Failures link. The Call Failures page displays any phone call made between two
endpoints that resulted in some quality of service metric that exceeded the defined thresholds.
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The “VolP Caller Usage” page, shown below, displays similar information as the Call History
page. This table displays, for each endpoint, the number of calls made and received, total calls,
and the number of minutes of each.
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5. Interoperability Compliance Testing

The interoperability compliance testing included feature and serviceability testing. The feature
testing evaluated the ability of NetMRI to provide quality of calls placed to and from stations.
The serviceability testing introduced failure scenarios to see if NetMRI can resume monitoring
and recording after failure recovery.

5.1. General Test Approach

The general approach was to place various types of calls to and from stations, collect VVolP call
quality data from NetMRI, and compare collected values with Avaya IP telephone’s Network
Audio Quality values. For feature testing, the types of calls included internal calls, inbound
trunk calls, outbound trunk calls, transferred calls, and conferenced calls. During the compliance
test, a network impairment tool was utilized to simulate network delay and packet drop. For
serviceability testing, failures such as cable pulls and resets were applied. Verification of each
call was made by performing queries into the NetMRI data, and looking at the results recorded in
NetMRI internal logs. At the end of the testing, a NetMRI analysis task was run to verify that
NetMRI would report on phone calls, which exceeded one of the predefined quality of service
metrics.
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5.2. Test Results

NetMRI successfully provided VolIP call quality data on various types of calls discussed in
Section 5.1. For serviceability testing, NetMRI was able to resume collecting VolIP call quality
data after restoration of connectivity to the CLAN, and after resets of the NetMRI and Avaya
S8700 Media Server.

6. Verification Steps
The following steps were used to verify the configuration.

e Use the ping command to verify connectivity from the NetMRI to all devices.
e Verify that calls can be successfully completed between the IP and Digital telephones.
e Compare VolIP quality data from the following sources:

o0 Network impairment tool settings

0 The Avaya IP telephone’s Network Audio Quality data

0 NetMRI

7. Support

Technical support for the NetMRI can be obtained by contacting NetCordia Support via the
support link at http://www.netcordia.com/support/contact.shtml or by calling the support
telephone number of 410-266-6161.

8. Conclusion

These Application Notes illustrate the procedures for configuring the NetMRI to monitor and
provide VoIP call quality statistics on the various types of calls placed to and from stations. In
the configuration described in these Application Notes, NetMRI employs Network Discovery
and SNMPwalk to discover the Avaya IP telephony network. During compliance testing,
NetMRI successfully monitored call streams and provided VolP call quality data.

9. References

This section references the Avaya and NetCordia documentation that are relevant to these
Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com.

[1] Administration for Network Connectivity for Avaya Communication Manager, Issue 10, June
2005, Document Number 555-233-504.

[2] Administrator Guide for Avaya Communication Manager, Issue 1, June 2005, Document
Number 03-300509
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NetCordia provided the following documentation. For additional product and company
information, visit http://www.netcordia.com.

[3] NetMRI Users Guide: Release 1.5p4
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