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Application Notes for Avaya Aura® Communication
Manager 5.2.1, Avaya Aura® Session Manager 6.2, and
Avaya Session Border Controller for Enterprise with Verizon
Business IP Trunk SIP Trunk Service — Issue 1.0

Abstract

These Application Notes illustrate a sample configuration using Avaya Aura® Session
Manager Release 6.2 and Avaya Aura® Communication Manager Release 5.2.1 with the
Verizon Business Private IP (PIP) IP Trunk service.

The Verizon Business IP Trunk service offer referenced within these Application Notes is
designed for business customers with an Avaya SIP trunk solution. The service provides local
and/or long distance PSTN calling via standards-based SIP trunks directly, without the need
for additional TDM enterprise gateways or TDM cards and the associated maintenance costs.

The configuration and software versions described in these Application Notes have not
yet been independently certified by Verizon labs. These Application Notes can be used to
facilitate customer engagements via the Verizon field trial process, pending Verizon labs
independent certification.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect

Program at the Avaya Solution and Interoperability Test Lab., utilizing a VVerizon Business
Private IP (PIP) circuit connection to the production Verizon Business IP Trunking service.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Aura® Session Manager
Release 6.2 and Avaya Aura® Communication Manager Release 5.2.1 with the Verizon Business
Private IP (PIP) IP Trunk service. The Verizon Business IP Trunk service provides local and/or
long-distance calls (with PSTN endpoints) via standards-based SIP trunks.

The configuration and software versions described in these Application Notes have not yet
been independently certified by Verizon labs. These Application Notes can be used to
facilitate customer engagements via the Verizon field trial process, pending Verizon labs
independent certification.

1.1. Interoperability Compliance Testing

Compliance testing scenarios for the configuration described in these Application Notes included
the following:
¢ Inbound and outbound voice calls between telephones controlled by Avaya Aura®
Communication Manager and the PSTN can be made using G.711MU or G.729A codecs.
e Direct IP-to-IP Media (also known as “Shuffling””) when applicable.
e DTMF using RFC 2833
o Outbound call to PSTN application requiring post-answer DTMF (e.g., an IVR or
voice mail system)
o Inbound call from PSTN to Avaya CPE application requiring post-answer DTMF
(e.g., Avaya Modular Messaging, Avaya vector digit collection steps)
e Additional PSTN numbering plans (e.g., International, operator assist, 411, 711)
Hold / Retrieve with music on hold
e Call transfer using two approaches
o REFER approach (Communication Manager Network Call Redirection flag on
trunk group form set to “y”)
o INVITE approach (Communication Manager Network Call Redirection flag on
trunk group form set to “n”)
Conference calls
e SIP Diversion Header for call redirection
o Call Forwarding

o EC500
1.2. Support
1.2.1 Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com

1.2.2 Verizon

For technical support on Verizon Business IP Trunk service offer, visit online support at
http://www.verizonbusiness.com/us/customer/
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1.3. Known Limitations

The following limitations are noted for the sample configuration described in these Application
Notes:

Avaya Aura® Communication Manager 5.2.1 does not support the use of SIP phones and the
H.323 IP phones simultaneously in the sample configuration; therefore, the configuration of
SIP phones is not covered by these Application Notes.

Emergency 911/E911 Services Limitations and Restrictions- Although Verizon provides
911/E911 calling capabilities, 911 capabilities were not tested, therefore it is the Customer’s
responsibility to ensure proper operation with its equipment/software vendor.

If calls requiring in-band DTMF (rather than RFC 2833 signaling) will be required, the
“DTMF over IP” parameter on the Avaya Aura® Communication Manager SIP signaling
group carrying such calls can be set to “in-band” rather than “rtp-payload”. If the
Communication Manager SIP signaling group is set to “rtp-payload”, and a call is established
using RFC 2833, Communication Manager will not subsequently switch to using “in-band”
procedures to signal DTMF. Avaya is considering an enhancement for a future release of
Communication Manager that would allow a call initially established with RFC 2833 to switch
to using in-band DTMF based on subsequent SIP SDP exchanges.

Verizon Business IP Trunking service does not support G.729B codec.

Verizon has recently begun to offer T.38 as a fax option for SIP trunks. This native T.38
implementation from Verizon has some restrictions for robust interoperability with Avaya
products. There are both short-term and longer-term solution choices available.

Short-Term:

Use an approved SIP gateway to provide full T.38, and optionally, support Verizon’s
specialized G.711 offer for fax transport. One example is AudioCodes’ MP-114 SIP gateway
running version 6.20A.035.001 or higher with Communication Manager 5.2.1 SP-12, 6.0.1 SP-
6 or higher. Other short-term options include using Verizon’s TDM services or special TDM
routing between locations.

Longer-Term:
By mid-2013, Avaya should have software options to fully interoperate with both Verizon fax

offers of T.38 and their specialized G.711 service. More information is available in GRIP-
4852. With GRIP-4852 functionality, there is no need to have a front-end SIP gateway.

Note — These Application Notes describe the provisioning used for the sample configuration
shown in Figure 1. Other configurations may require modifications to the provisioning described
in this document.

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 5 of 92
SPOC 11/8/2012 ©2012 Avaya Inc. All Rights Reserved. CM521SM62SBCeVz




2. Reference Configuration

Figure 1 illustrates the sample configuration used for the testing. The Avaya CPE location
simulates a customer site. The PIP service defines a secure MPLS connection between the Avaya

CPE T1 connection and the Verizon service node.

The Avaya SBCE receive traffic from the Verizon Business IP Trunk service on port 5060 and
send traffic to the Verizon Business IP trunk service on port 5071, using UDP protocol for network
transport (required by the Verizon Business IP Trunk service). The Verizon Business IP Trunk
service provided Direct Inward Dial (DID) 10 digit numbers. These DID numbers were mapped by
Avaya Aura® Session Manager or Avaya Aura® Communication Manager to Avaya telephone

extensions.
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Figure 1: Avaya Interoperability Test Lab Configuration
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The Verizon Business IP Trunk service used FQDN pcelban0001.avayalincroft.globalipcom.com.
The Avaya CPE environment was known to Verizon Business IP Trunk service as FQDN
adevc.avaya.globalipcom.com. Access to the Verizon Business IP Trunk service was added to a
configuration that already used domain “avayalab.com” at the enterprise. As such, Session
Manager or the SBCE are used to adapt the “avayalab.com” domain to the domain known to
Verizon. These Application Notes indicate a configuration that would not be required in cases
where the CPE domain in Communication Manager and Session Manager match the CPE domain
known to the Verizon Business IP Trunk service.

Note — The Fully Qualified Domain Names and IP addressing specified in these Application Notes
apply only to the reference configuration shown in Figure 1. Verizon Business customers will use
their own FQDNs and IP addressing as required.

In summary, the following components were used in the reference configuration.

e Verizon Business IP Trunk network Fully Qualified Domain Name (FQDN)
o pcelban0001.avayalincroft.globalipcom.com

e Avaya CPE Fully Qualified Domain Name (FQDN) known to Verizon
o adevc.avaya.globalipcom.com

e Session Border Controllers for Enterprise

e Avaya Aura® Communication Manager Release 5.2.1, SP 13

e Avaya Aura® Session Manager Release 6.2

e Avaya 96X1 Series IP telephones using the H.323 software bundle

e Avaya 9600 Series IP telephones using the H.323 software bundle

e Avaya Digital Phones

e Avaya Analog Phones

2.1. History Info and Diversion Headers

The Verizon Business IP Trunk service does not support SIP History Info Headers. Instead, the
Verizon Business IP Trunk service requires that SIP Diversion Header be sent for redirected calls.
The Avaya Aura® Communication Manager SIP trunk group form provides options for specifying
whether History Info Headers or Diversion Headers are sent.

If Avaya Aura® Communication Manager sends the History Info Header, Avaya Aura® Session
Manager can convert the History Info header into the Diversion Header. This is performed by
specifying the “Verizon Adapter” adaptation in Avaya Aura® Session Manager.

Communication Manager call forwarding or Extension to Cellular (EC500) features may be used
for the call scenarios involving Diversion Header.
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3. Equipment and Software Validated

The following equipment and software were used in the sample configuration.

Equipment: Software:

Avaya Aura® Communication Manager Release 5.2.1 load 016.4 SP 13
Avaya Aura® System Manager 6.2

Avaya Aura® Session Manager 6.2

G450 Gateway 3.1.20.1

Avaya Session Border Controller for Enterprise 4.0.5Q09

Avaya 9600-Series Telephones (H.323)

96xx-IPT-H323-R3_1_3-112211

Avaya 96X1- Series Telephones (H323)

96x1-IPT-H323-R6_0 5-091911

Avaya 2400-Series and 6400-Series Digital Telephones

N/A

Okidata Analog Fax

N/A

Avaya One-X Communicator (H.323)

6.1.3.08_SP3-Patch2-35791

Table 1: Equipment and Software Used in the Sample Configuration
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4. Configure Avaya Aura® Communication Manager Release 5.2.1

This section describes the procedure for configuring Avaya Aura® Communication Manager for
SIP Trunk service. A SIP trunk is established between Communication Manager and Avaya
Aura® Session Manager for use by signaling traffic to and from Verizon.

Note - The initial installation, configuration, and licensing of the Avaya servers and media
gateways for Communication Manager are assumed to have been previously completed and are not
discussed in these Application Notes.

4.1. Verify Licensed Features

The Communication Manager License file controls customer capabilities. Contact an authorized
Avaya representative for assistance if a required feature needs to be enabled.

On Page 2 of the display system-parameters customer-options form, verify that the Maximum
Administered SIP Trunks are sufficient for the combination of trunks to the Verizon Business IP
Trunk service offer and any other SIP applications. Each call from a non-SIP endpoint to the
Verizon Business IP Trunk service uses one SIP trunk for the duration of the call.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 8000 O
Maximum Concurrently Registered IP Stations: 18000 2
Maximum Administered Remote Office Trunks: 0 0
Maximum Concurrently Registered Remote Office Stations: 0 0
Maximum Concurrently Registered IP eCons: 128 0
Max Concur Registered Unauthenticated H.323 Stations: 18000 O
Maximum Video Capable Stations: 18000 O
Maximum Video Capable IP Softphones: 18000 O

Maximum Administered SIP Trunks: 5000 283

Maximum Administered Ad-hoc Video Conferencing Ports: 8000 O
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 10 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VoIP Channels: 128 0
Maximum TN2602 Boards with 320 VoIP Channels: 128 0
Maximum Number of Expanded Meet-me Conference Ports: 300 0

(NOTE: You must logoff & login to effect the permission changes.)
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On Page 3 of the display system-parameters customer-options form, verify that ARS is enabled.

display system-parameters customer-options

OPTIONAL FEATURES

Page 3 of 11

Abbreviated Dialing Enhanced List? y Audible Message Waiting? vy
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01?2 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? vy Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? y DCS Call Coverage? vy
ASAI Link Plus Capabilities? y DCS with Rerouting? y
Async. Transfer Mode (ATM) PNC? y
Async. Transfer Mode (ATM) Trunking? y Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP? y
ATMS? y DS1 Echo Cancellation? vy
Attendant Vectoring? y
PM; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 92
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On Page 4 of the display system-parameters customer-options form, verify that the Enhanced
EC500, IP Trunks, IP Stations, and ISDN-PRI features are enabled. If the use of SIP REFER
messaging or send-only SDP attributes will be required verify that the ISDN/SIP Network Call

Redirection feature is enabled.

display system-parameters customer-options

Page 4 of

OPTIONAL FEATURES

Emergency Access to Attendant?
Enable 'dadmin' Login?

Enhanced Conferencing?
Enhanced EC500?

Enterprise Survivable Server?
Enterprise Wide Licensing?

ESS Administration?

Extended Cvg/Fwd Admin?
External Device Alarm Admin?
Five Port Networks Max Per MCC?
Flexible Billing?

Forced Entry of Account Codes?
Global Call Classification?
Hospitality (Basic)?
(G3V3 Enhancements) ?
IP Trunks?

Hospitality

K BK BB BBBKDBBBBKKKK

IP Attendant Consoles?

s

IP Stations?

ISDN Feature Plus?

ISDN/SIP Network Call Redirection?
ISDN-BRI Trunks?

ISDN-PRI?

Local Survivable Processor?

Malicious Call Trace?

Media Encryption Over IP?

Mode Code for Centralized Voice Mail?

Multifrequency Signaling?

Multimedia Call Handling (Basic)?
Multimedia Call Handling (Enhanced)?
Multimedia IP SIP Trunking?

11

<

BRKK BKKNKK

KKK K

On Page 5 of the display system-parameters customer-options form, verify that the Private
Networking and Processor Ethernet features are enabled.

OPTIONAL

Multinational Locations?
Multiple Level Precedence & Preemption?
Multiple Locations?

Personal Station Access (PSA)?
PNC Duplication?

Port Network Support?

Posted Messages?

Private Networking?
Processor and System MSP?
Processor Ethernet?

Remote Office?
Restrict Call Forward Off Net?
Secondary Data Module?

display system-parameters customer-options

Page 5 of 11
FEATURES
n Station and Trunk MSP? y
n Station as Virtual Extension? y
Yy
System Management Data Transfer? n
y Tenant Partitioning? y
n Terminal Trans. Init. (TTI)? y
Y Time of Day Routing? y
% TN2501 VAL Maximum Capacity? y
Uniform Dialing Plan? y
v Usage Allocation Enhancements? y
y
vy Wideband Switching? n
Wireless? n
n
y
y

4.2. Processor Ethernet Configuration on Common Server
The add ip-interface procr or change ip-interface procr command can be used to configure the

Processor Ethernet (PE) parameters. The following screen shows the parameters used in the reference

configuration.

PM; Reviewed:
SPOC 11/8/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

11 of 92
CM521SM62SBCeVz




e Verify that Enable Interface?, Allow H.323 Endpoints?, and Allow H248 Gateways? Fields
aresettoY.

e Assign a network region (e.g. 1).
e Use default values for the remaining parameters.

change ip-interface pro Page 1 of 1
IP INTERFACES

Type: PROCR
Target socket load: 1700

Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5
4.3. Dial Plan

In the reference configuration the Avaya CPE environment uses five digit local extensions, such as
12xxx . Trunk Access Codes (TAC) are 4 digits in length and begin with *. The Feature Access
Code (FAC) to access ARS is the single digit 9. The Feature Access Code (FAC) to access AAR
is the single digit 8. The dial plan illustrated here is not intended to be prescriptive; any valid dial
plan may be used.

The dial plan is modified with the change dialplan analysis command as shown below.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 0

Dialed Total Call Dialed Total Call Dialed Total Call

String Length Type String Length Type String Length Type
5 ext

ext

ext

ext

ext

ext

fac

fac

dac

fac

H * ©O 00 J o Ul DN
I > O I S S G |
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4.4. Node Names

Node names are mappings of names to IP addresses that can be used in various screens. The
following change node-names ip output shows relevant node-names in the sample configuration.
As shown in bold, the node name for Session Manager is “SM” with IP address 10.80.140.160.
The node name and IP address for the Processor Ethernet “procr” is 10.80.140.180.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
MM 205.3.3.55
SM 10.80.140.160
default 0.0.0.0
procr 10.80.140.180

4.5. Network Regions for Gateway, Telephones

Network regions provide a means to logically group resources. In the shared Communication
Manager configuration used for the testing, the Avaya G450 Media Gateway is in region 1.

Non-IP telephones (e.g., analog, digital) derive network region and location configuration from the
Avaya gateway to which the device is connected. The following display command shows that
media gateway 3 is an Avaya G450 Media Gateway configured for network region 1. It can also
be observed that the Controller IP Address is the Avaya Processor Ethernet (10.80.140.180), and
that the gateway IP address is 10.64.90.112. These fields are not configured in this screen, but
rather simply display the current information for the gateway.

change media-gateway 3 Page 1 of 1
MEDIA GATEWAY
Number: 3 Registered? vy
Type: g450 FW Version/HW Vintage: 31 .22 .0 /1
Name: G450-1 MGP IP Address: 10 .64 .90 .112
Serial No: 11N510735839 Controller IP Address: 10 .80 .140.180
Encrypt Link? y MAC Address: b4:b0:17:90:82:50
Network Region: 1 Location: 1 Enable CF? n
Site Data:

Recovery Rule: 1

Slot Module Type Name DSP Type FW/HW version
V1: MP80 69 6

V2: MP80 69 6

V3: MP80 69 6

Vv4: MP80 69 6

V5:

V6:

V7: MM712 DCP MM

Vv8: MM711 ANA MM Max Survivable IP Ext: 8
V9: gateway-announcements ANN VMM

The bottom of the screen shows the gateway has a MM712 media module supporting Avaya digital
phones in slot v7, a MM711 supporting analog devices in slot v8, and the capability to provide
announcements and music on hold via “gateway-announcements” in logical slot v9.
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IP telephones can be assigned a network region based on an IP address mapping. The network
region can also associate the IP telephone to a location for location-based routing decisions. The
following screen illustrates a subset of the IP network map configuration used to verify these
Application Notes. If the IP address of a registering IP Telephone does not appear in the ip-
network-map, the phone is assigned the network region of the “gatekeeper” (e.g., CLAN or PE) to
which it registers. When the IP address of a registering IP telephone is in the ip-network-map, the
phone is assigned the network region assigned by the form shown below. For example, the IP
address 10.80.150.101 would be mapped to network region 2, based on the bold configuration
below. In production environments, different sites will typically be on different networks, and
ranges of IP addresses assigned by the DHCP scope serving the site can be entered as one entry in
the network map, to assign all telephones in a range to a specific network region.

change ip-network-map Page 1l of 63
IP ADDRESS MAPPING

Subnet Network Emergency
IP Address Bits Region VLAN Location Ext
FROM: 10.80.150.100 / 2 n
TO: 10.80.150.199
FROM: / n
TO:

The following screen shows IP Network Region 2 configuration. In the shared test environment,
network region 2 is used to allow unique behaviors for the Verizon test environment. In this
example, codec set 1 will be used for calls within region 2. The shared test environment uses the
domain “avayalab.com” (i.e., for network region 2 including the region of the Processor Ethernet
“procr”).

change ip-network-region 2 Page 1 of 19
IP NETWORK REGION
Region: 2
Location: 1 Authoritative Domain: avayalab.com
Name: IP Phones
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1lp Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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4.6. |IP Codec Sets

The following screen shows the configuration for codec set 1, the codec set configured to be used
for calls within region 1 and for calls within region 2. In general, an IP codec set is a list of
allowable codecs in priority order. Using the example configuration shown below, all calls to and
from the PSTN via the SIP trunks would use G.711MU, since G.711MU is preferred by both
Verizon and the Avaya ip-codec-set. Any calls using this same codec set that are between devices
capable of the G.722-64K codec (e.g., Avaya 9600-Series IP Telephone) can use G.722. Note that
if G.711MU is omitted from the list of allowed codecs in ip-codec-set 1, calls from Verizon that
are answered by Avaya Modular Messaging will use G450 VolIP resources to convert from G.729a
(facing Verizon) to G.711MU (facing Modular Messaging). If G.711MU is included in ip-codec-
set 1, then calls from Verizon that are answered by Modular Messaging will not use G450 VolP
resources, but rather be “ip-direct” using G.711MU from Modular Messaging to the inside of the
SBCE. Include G.711MU in the ip-codec-set if fax will be used.

change ip-codec-set 1 Page 1 of 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.722-64K 2 20
2: G.711MU n 2 20
3: G.729 n 2 20
4:

On Page 2 of the form:
e Configure the Fax Mode field to “t.38-standard”, T.38 is newly supported by Verizon
and was tested successfully in this test configuration.
e Configure the Fax Redundancy field to “0”.

change ip-codec-set 1 Page 2 of 2
IP Codec Set

Allow Direct-IP Multimedia? n

Mode Redundancy
FAX t.38-standard 0
Modem off 0
TDD/TTY us 3
Clear-channel n 0

4.7. SIP Signaling Groups

This section illustrates the configuration of the SIP Signaling Groups. Each signaling group has a
Group Type of “sip”, a Near-end Node Name of “procr”, and a Far-end Node Name of “SM”.
In the example screens, the Transport Method for all signaling groups is “tcp”. In production,
TLS transport between Communication Manager and Session Manager can be used. The Enable

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 92
SPOC 11/8/2012 ©2012 Avaya Inc. All Rights Reserved. CM521SM62SBCeVz



Layer 3 Test field is enabled on each of the signaling groups to allow Communication Manager to
maintain the signaling group using the SIP OPTIONS method. Fields that are not referenced in the
text below can be left at default values, including DTMF over IP set to “rtp-payload”, which
corresponds to RFC 2833.

The following screen shows signaling group 1. Signaling group 1 will be used for processing
PSTN calls to / from Verizon via Session Manager. The Far-end Network Region is configured
to region 10. Port 5060 has been configured as both the Near-end Listen Port and Far-end
Listen Port. Session Manager will be configured to direct calls arriving from the PSTN with
Verizon DID numbers to a route policy that uses a SIP entity link to Communication Manager
specifying port 5060. The use of different ports is one means to allow Communication Manager to
distinguish different types of calls arriving from the same Session Manager. Other parameters may
be left at default values.

change signaling-group 1 Page 1 of 1
SIGNALING GROUP

Group Number: 1 Group Type: sip
Transport Method: tcp
IMS Enabled? n
IP Video? n

Near-end Node Name: procr Far-end Node Name: SM
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 10
Far-end Domain: avayalab.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Direct IP-IP Early Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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4.8. SIP Trunk Groups

This section illustrates the configuration of the SIP Trunk Group corresponding to the SIP
signaling group from the previous section.

The following shows Page 1 for trunk group 1, which will be used for incoming and outgoing
PSTN calls from Verizon. The Number of Members field defines how many simultaneous calls
are permitted for the trunk group. The Service Type field should be set to “public-ntwrk™ for the
trunks that will handle calls with Verizon. The Direction has been configured to “two-way” to
allow incoming and outgoing calls in the sample configuration.

change trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y
Group Name: SIP Trunk to SP COR: 1 TN: 1 TAC: *101
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: 0

Service Type: public-ntwrk Auth Code? n

Signaling Group: 1
Number of Members: 10

The following shows Page 2 for trunk group 1; all parameters shown are default values.

change trunk-group 1 Page 2 of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600

Disconnect Supervision - In? y Out? y
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The following shows Page 3 for trunk group 1. All parameters except those in bold are default
values. The Numbering Format will use “private” numbering, meaning that the private
numbering table would be consulted for any mappings of Communication Manager extensions to
alternate numbers to be sent to Session Manager. Optionally, replacement text strings can be
configured using the “system-parameters features” screen, such that incoming “private”
(anonymous) or “restricted” calls can display an Avaya-configured text string on called party
telephones.

change trunk-group 1 Page 3 of 21
TRUNK FEATURES

ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Show ANSWERED BY on Display? y

The following shows Page 4 for trunk group 1. The PROTOCOL VARIATIONS page is one
reason why it can be advantageous to configure incoming calls from Verizon to arrive on specific
signaling groups and trunk groups.  Although not strictly necessary, the Telephone Event
Payload Type has been set to 101 to match Verizon configuration. Setting the Network Call
Redirection flag to “y” enables advanced services associated with the use of the REFER message,
while also implicitly enabling Communication Manager to signal “send-only” media conditions for
calls placed on hold at the enterprise site. If neither REFER signaling nor “send-only” media
signaling is required, this field may be left at the default “n” value. In the testing associated with
these Application Notes, transfer testing using REFER was successfully completed with the
Network Call Redirection flag set to “y”, and transfer testing using INVITE was successfully
completed with the Network Call Redirection flag set to “n”.
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For redirected calls, Verizon supports the Diversion header, but not the History-Info header.
Communication Manager can send the Diversion header by marking Send Diversion Header to
“y”. Alternatively, Communication can send the History-Info header by setting Support Request
History to “y”, and Session Manager can adapt the History-Info header to the Diversion header
using the “VerizonAdapter”. In the testing associated with these Application Notes, call
redirection testing with Communication Manager sending Diversion Header was completed
successfully. Communication Manager configuration was then changed, and call redirection
testing with Communication Manager sending History-Info and Session Manager adapting to
Diversion Header was completed successfully.

change trunk-group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n

Prepend '+' to Calling Number? n

Send Transferring Party Information? n
Network Call Redirection? y

Send Diversion Header? y

Support Request History? n
Telephone Event Payload Type: 1
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4.9. Route Pattern Directing Outbound Calls to Verizon

Route pattern 1 will be used for calls destined for the PSTN via the Verizon IP Trunk service.
Digit manipulation can be performed on the called number, if needed, using the No. Del Dgts and
Inserted Digits parameters. Digit manipulation can also be performed by Session Manager.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: To SIP SP
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 1 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4 W Request Dgts Format
Subaddress
l: yyyyyn n rest none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: yyyyyn n rest none
5: yyyyyn n rest none
6: yyyyyn n rest none

4.10. Route Pattern for Internal Calls via Session Manager

Route pattern 3 contains trunk group 3, the “private” tie trunk group to Session Manager. The
Numbering Format: levO-pvt means all calls using this route pattern will use the private numbering

table.
change route-pattern 3 Page 1 of 3
Pattern Number: 3 Pattern Name: Route to SM
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 3 0 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4 W Request Dgts Format
Subaddress
l: yyyyyn n rest levO-pvt none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: yyyyyn n rest none
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4.11. Private Numbering

The change private-unknown-numbering command may be used to define the format of numbers
sent to Verizon in SIP headers such as the “From” and “PAI” headers. In general, the mappings of
internal extensions to Verizon DID numbers may be done in Session Manager (via Digit
Conversion in adaptations) or in Communication Manager (via public-unknown-numbering, and
incoming call handling treatment for the inbound trunk group).

In the bolded row shown in the example abridged output below, a specific Communication
Manager extension (12201) is mapped to a DID number that is known to Verizon for this SIP
Trunk connection (7329450231), when the call uses trunk group 1. Alternatively, Communication
Manager can send the five digit extension to Session Manager, and Session Manager can adapt the
number to the Verizon DID. Both methods were tested successfully.

change private-numbering 0 Page 1lof 2
NUMBERING - PRIVATE FORMAT

Ext Ext Trk Private Total

Len Code Grp(s) Prefix Len

512 5 Total Administered: 3

5 122 99 5 Maximum Entries: 540
5 12201 1 7329450231 10

5 12203 1 7329450232 10

5 12204 1 7329450233 10
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4.12. ARS Routing for Outbound Calls

Although not illustrated in these Application Notes, location-based routing may be configured so
that users at different locations that dial the same telephone number can have calls choose different
route-patterns. In these Application Notes, the ARS “all locations” table directs ARS calls to
specific SIP Trunks to Session Manager.

Use the change ars analysis command to configure the routing of dialed digits following the first
digit 9. The example below shows a subnet of the dialed strings tested as part of the testing. All
dialed strings are mapped to route pattern 1 which contains SIP trunk to Session Manager.

change ars analysis 303 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
303 10 10 1 hnpa n
311 3 3 1 svel n
411 3 3 1 svel n
501 10 10 1 hnpa n
511 3 3 1 svcl n
611 3 3 1 svel n
711 3 3 1 svel n
720 10 10 1 hnpa n
732 10 10 1 hnpa n

4.13. Incoming Call Handling Treatment for Incoming Calls

In general, the “incoming call handling treatment” for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. Since Avaya Aura® Session Manager is present,
Session Manager can also be used to perform digit conversion, and digit manipulation and the
Communication Manager incoming call handling table may not be necessary. If the DID number
sent by Verizon is unchanged by Session Manager, then the DID number can be mapped to an
extension using the incoming call handling treatment of the receiving trunk group. As an example,
the following screen illustrates a conversion of DID number 7329450231-34 to extension 12200-
12204 respectively.

change inc-call-handling-trmt trunk-group 1 Page 1 of 30
INCOMING CALL HANDLING TREATMENT

Service/ Number Number Del Insert

Feature Len Digits

public-ntwrk 11 17329450233 all 12204

public-ntwrk 10 7329450231 all 12201

public-ntwrk 10 7329450232 all 12203

public-ntwrk 10 7329450233 all 12204

public-ntwrk 10 7329450234 all 12200

public-ntwrk
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4.14. EC500 Configuration for Diversion Header Testing

When EC500 is enabled for a Communication Manager station, a call to that station will generate a
new outbound call from Avaya Aura® Communication Manager to the configured EC500
destination, typically a mobile phone. The following screen shows an example EC500
configuration for the user with station extension 12203. Use the command change off-pbx-
telephone station mapping x where x is the Communication Manager station (e.g. 12203).

o Station Extension — This field will automatically populate.

o Application — Enter “EC500”.

o Dial Prefix — Enter a prefix (e.g., 1) if required by the routing configuration.

e Phone Number — Enter the phone that will also be called (e.g., 3035380023).

e Trunk Selection — Enter “ars”. This means ARS will be used to determine how

Communication Manager will route to the Phone Number destination.
e Config Set — Enter “1”.
o Other parameters can retain default values.

change off-pbx-telephone station-mapping 12203 Page 1 of 3
STATIONS WITH OFF-PBX TELEPHONE INTEGRATION
Station Application Dial CC Phone Number Trunk Config Dual
Extension Prefix Selection Set Mode
12203 EC500 = 3035380023 ars 1

4.15. Saving Communication Manager Configuration Changes
The command save translation all can be used to save the configuration.
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5. Configure Avaya Aura® Session Manager Release 6.2

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between System Manager and Session Manager.

Session Manager is managed via System Manager. Using a web browser, access “https://<ip-addr
of System Manager>/SMGR”. In the Log On screen, enter appropriate User ID and Password
and press the Log On button as shown in the example System Manager 6.2 Log On screen below.

€ {_} 10.80.140.158 | https:/{10,80,140.156/network-login/ & v |4 2|4

AVAYA Avaya Aura ® System Manager 6.2

Home / Log On

Log On

Recommended access to Systermn Manager is via FQDM.

Go to central login for Single Sian-On

If IP address access is your only option, then note that User 1D: |

authentication will fail in the following cases:
Password:

® First time login with “admin” account
® Expired/Reset passwords

Use the "Change Password" hyperlink on this page to
change the password manually, and then login.
Also note that single sign-on between servers in the same £hange Password

security domain is not supported when accessing via IP
address,

This system is restricked solely to autharized users for
legitimate business purposes only. The actual or attempted
unauthorized access, use, or modification of this system is
strictly prohibited.

Unauthorized users are subject to company disciplinary
procedures and ar criminal and civil penalties under state,
federal, or other applicable domestic and foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasons. Anyone accessing this
system expressly consents to such monitoring and
recording, and is advised that if it reveals possible
evidence of criminal activity, the evidence of such activity
may be provided to law enforcement officials.

Al users must comply with all corporate instructions
regarding the protection of information assets.
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Once logged in, a Home Screen is displayed. An abridged Home Screen is shown below.

Users

Administrators
Manage Administrative Users

Directory Synchronization
Synchronize users with the
enterprise directory

Groups & Roles
Manage groups, roles and assign
rales to users

User Management
Manage users, shared user
resources and provision users

Elements

B5800 Branch Gateway
Manage BS800 Branch Gateway 6.2
elements

Communication Manager
Manage Communication Manager 5.2
and higher elements

Conferencing
Manage Conferencing Multimedia
Server objects

Inventory
Manage, discover, and navigate to
elements, update element software

Meeting Exchange
Manage Meeting Exchange and
Avaya Aura Conferencing 6.0
elements

Messaqging
Manage Avaya Aura Messaging,
Cammunication Manager Messaging,
and Modular Messaging

Presence
Presence
Routing
Network Routing Policy
Session Manager
Session Manager Element Manager

SIP AS 8.1
SIP AS 8.1

Services

Backup and Restore
Backup and restore System Manager
databasze

Bulk Import and Export
Manage Bulk Import and Export of
Users, User Global Settings, Roles,
Elements and others

Configurations
Manage system wide configurations

Events
Manage alarms,view and harvest
logs

Licenses
View and configure licenses

Replication
Track data replication nodes, repair
replication nodes

Scheduler
Schedule, track, cancel, update and
delete jobs

Security
Manage Security Certificates

Templates
IManage Templates for
Communication Manager, Messaging
System and B58B00 Branch Gateway
elements

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

PM; Reviewed:
SPOC 11/8/2012

Solution & Interoperability Test Lab Application Notes
©2012 Avaya Inc. All Rights Reserved.

Under the heading “Elements” in the center, select Routing. The screen shown below shows the
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The right side of the screen, illustrated below, outlines a series of steps. The sub-sections that
follow are in the same order as the steps outlined under Introduction to Network Routing Policy
in the abridged screen shown below.

Introduction to Network Routing Policy

Metwork Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.

]

The recommended order to use the routing applications (that means the overall routing workflow) to configure your netwaork
configuration is as follows:

Step 1: Create "Domains' of type SIP {other routing applications are referring domains of type SIP).
Step 2: Create "Locations"
Step 3: Create "adaptations"
Step 4 Create "SIP Entities”
- 5IP Entities that are used as "Cutbound Proxies" e.g. a certain "Gateway" ar "SIP Trunk"
- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
- Assigh the appropriate "Locations", "Adaptations" and "Outbound Proxies"
Step 5 Create the "Entity Links"
- Between Session Managers
- Between Session Managers and "other SIP Entities"
Step 6: Create "Time Ranges"
= Align with the tariff information received from the Service Providers
Step 7: Create "Routing Policies"
- Assign the appropriate "Routing Destination" and "Time Of Day"
{Time Of Day = assign the appropriate "Time Range" and define the "Ranking")
Step 8: Create "Dial Patterns"
- Assign the appropriate "Locations" and "Routing Policies" to the "Dial Patterns"
Step 9: Create "Regular Expressions”

- Aszign the appropriate "Routing Paolicies" to the "Regular Expressions”

Scroll down to review additional information as shown below. In these Application Notes, all
steps are illustrated with the exception of Step 9, since “Regular Expressions” were not used.

Each "Routing Policy" defines the "Routing Destination" {which is a "SIP Entity") as well as the "Time of Day" and its associated
"Ranking".

IMPORTANT: the appropriate dial patterns are defined and assigned afterwards with the help of the routing application "Dial patterns".
That's why this overall routing workflow can be interpreted as

"Dial Pattern driven approach to define Routing Policies"
That means {with regard to steps listed above):
Step 7: "Routing Polices" are defined

Step 8: "Dial Patterns" are defined and assigned to "Routing Policies" and "Locations" {one step)

Step 9 "Regular Expressions" are defined and assigned to "Routing Policies" {one step)
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5.1. Domains

To view or change SIP domains, select Routing = Domains. Click on the checkbox next to the
name of the SIP domain and Edit to edit an existing domain, or the New button to add a domain.
Click the Commit button after changes are completed.

The following screen shows a list of configured SIP domains. The Session Manager used in the
verification of these Application Notes was shared among other Avaya interoperability test efforts.
The domain “avayalab.com” was used for communication with Avaya SIP Telephones and other
Avaya systems and applications. The domain “avayalab.com” is not known to the Verizon
production service.

Home / Elements / Routing / Domains

Domain Management

3 Items  Refresh

] Name Type Default MNotes

O adevc. avaya.globalipcom. com sip O CPE domain knawn to Yerizon
[0 avayalab.com sip O

O pcelband0nl. avayalincroft.globalipcom.com sip O Werizan IPT Metwork Domain

The domain “adevc.avaya.globalipcom.com” is the domain known to Verizon as the enterprise SIP
domain. In the sample configuration, Verizon included this domain as the host portion of the
Request-URI for inbound DID calls.

1 Itemn Refresh

Name Type Default MNotes
* |adevc.avaya.globalipcom.com sip O CPE domain known to Verizon
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The domain “pcelban0001.avayalincroft.globalipcom.com” is associated with the Verizon network
in the sample configuration. For example, for calls from the enterprise site to Verizon, this domain
can appear in the Request-URI in the INVITE message sent to Verizon. The following screen
shows the relevant configuration.

11Item Refresh Filter: Enable
Name Type Default Notes
* |pcelban0001.avayalincroft.globalipcom.com sip j r erizon IPT Network Domain

5.2. Locations

To view or change locations, select Routing = Locations. The following screen shows an
abridged list of configured locations. Click on the checkbox corresponding to the name of a
location and Edit to edit an existing location, or the New button to add a location. Click the
Commit button after changes are completed. Assigning unique locations can allow Session
Manager to perform location-based routing, bandwidth management, and call admission control.

Home [ Elements / Routing / Locations

Help ?
Location
New

5 Items Refresh Filter: Enable

|:| Name Notes

[ Avaya-SBCE-1 Avaya SBCE-1

[ Avaya-SBCE-2 Avaya-SBCE-2

[  Avaya-SBCE-3 Avaya SBCE-3

[ cms21 CM 5.2.1

[[] Location 140 Subnet 140
Select : All, Mone
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The following image shows the top portion of the screen for the location details for the location
named “Avaya-SBCE 3”, corresponding to the Avaya SBC for Enterprise relevant to these
Application Notes. Later, the location with name “Avaya-SBCE-3” will be assigned to the
corresponding SIP Entity.

Locations
Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

5.3. Adaptations

Location Details

General
* Name:

MNotes:

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia
Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth
(Intra-Location):

Maximum Multimedia Bandwidth
(Inter-Location):

* Minimum Multimedia Bandwidth:

* Default Audio Bandwidth:

Alarm Threshold

Overall Alarm Threshold:

hold

Multimedia Alarm Thr

* Latency before Overall Alarm
Trigger:

* Latency before Multimedia Alarm
Trigger:

Location Pattern

|E| |Remove|

1

Avaya-SBCE-3

Avaya SBCE-3

Kbit/sec [+]

1000/ Kbit/Sec

1000 Kbit/Sec
64| Kbit/Sec
80 |Kbit/sec [+]

80 [+] o0
80 [+] o0

S| Minutes

S| Minutes

Commit| Cancel -

m

To view or change adaptations, select Routing = Adaptations. Click on the checkbox
corresponding to the name of an adaptation and Edit to edit an existing adaptation, or the New
button to add an adaptation. Click the Commit button after changes are completed.
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The following screen shows a portion of the list of adaptations that were available in the sample

configuration, not all of which are applicable to these Application Notes.

Home / Elements / Routing / Adaptations

Help ?
Adaptations
9 Items Refresh Filter: Enable
] Name Module name II;:gra ul:rls MNotes
[ cm-ES-VZ DigitConwversicnAdapter
Verizon
Ce_vi DigitConversicnAdapter cdstd=avayalab.com IPCC to
[ CM-ES-VZ-IPCC fromto=true CM
Numbers
VerizonAdapter
- - - osrcd=adevc.avaya.globalipcom.com Verizon
[l History Diversion IPT odstd=pcelban0001.avayalincroft.globalipcom.com adaptation
fromto=true
[[] IPCC Verizon Interop Lab VerizonAdapter
converting
[ MM to 4digits DigitConversionAdapter fromto=true Stod
digits WM
3 ~ DigitConversionAdapter
[l SBC-VzB-TIPCC osrcd=adevc.avaya.globalipccom.com
[ To vz VerizonAdapter odstd=172.30.209.21 fromto=true
[ WVerizon Test VerizonAdapter
VerizonAdapter
. osrcd=adwvec.avaya.globalipcom.com
[l Verizon Unscreened ANI odstd=pcelban0001.avayalincroft.globalipcpm.com
fromto=true
Select : All, None
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The following screen shows the adaptation details. The adapter named “Verizon Test” will later
be assigned to the SIP Entity for the Avaya SBCE-3, specifying that all communication from the
Session Manager to the Avaya SBCE- 3 will use this adapter. This adaptation uses the “Verizon
Adapter” and specifies three parameters that are used to adapt the FQDN to the domains expected
by the Verizon network in the sample configuration. Again, this may not be required in all
networks, but is used here to adapt the avayalab.com domain that is used in the shared test
environment among other Avaya interoperability test efforts.

Home / Elements / Routing / Adaptations

Help ?
Adaptation Details
General
* Adaptation name: |Verizon_Test
Module name: |VerizonAdapter [=]
Module parameter: |psrcd=adevc.avaya.globalipcom.cg
Egress URI Parameters:
Notes:
Digit Conversion for Incoming Calls to SM
0 Items Refresh Filter: Enable
Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes
Digit Conversion for Outgoing Calls from SM
2 Items Refresh Filter: Enable
I~ Matching Pattern Min Max E:s;l:xt gieglie‘;e Insert Digits nr\nd:;lrlivess 4o Adaptation Data Motes

1 - .-

The “Module parameter:” line contains the following line:

osrcd=adevc.avaya.globalipcom.com odstd=pcelban0001.avayalincroft.globalipcom.com
fromto=true

® overrideDestinationDomain : “OSrcd=adevc.avaya.globalipcom.com”. This
configuration enables the source domain to be overwritten with
“adevc.avaya.globalipcom.com”. For example, for outbound PSTN calls from the Avaya
CPE to Verizon, the PAI header will contain “adevc.avaya.globalipcom.com” as expected
by Verizon.

® overrideDestinationDomain : “odstd=pcelban0001.avayalincroft.globalipcom.com”
This configuration enables the destination domain to be overwritten with
“pcelban0001.avayalincroft.globalipcom.com”. For example, for outbound PSTN calls
from the Avaya CPE to Verizon, the Request-URI header will contain
“pcelban0001.avayalincroft.globalipcom.com” as expected by Verizon.
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e rromto: The parameter “fromto=true” enables Session to modify From and To headers
of the message. If omitted or set to any other value, From and To headers will not be
modified.

The “History Diversion IPT” Module Parameter statement above is overriding avayalab.com with
the FQDNSs know by Verizon towards the Avaya SBCE. It is also necessary to override the
FQDNSs known to Verizon back to avayalab.com towards the Communication Manager. This
could be done on the next Adaptation “CM-ES-VZ” with the same parameters odstd and osrcd or
here in the “History Diversion IPT” adapter with the statements:

e ingressOverrideDestinationDomain: “iodstd=avayalab.com”

e ingressOverrideDestinationDomain: “iosrcd=avayalab.com”

5.4. SIP Entities

To view or change SIP entities, select Routing = SIP Entities. Click the checkbox
corresponding to the name of an entity and Edit to edit an existing entity, or the New button to add
an entity. Click the Commit button after changes are completed. The following screen shows a
portion of the list of configured SIP entities. In this screen, the SIP Entities named “Avaya-SBCE
37, “ASM-62”, and “CM521_tgl” & “CM521 tg3” are relevant to these Application Notes.

Home / Elements / Routing / SIP Entities

Help 2
SIP Entities
10 Items Refresh Filter: Enable
] Name FQDN or IP Address Type Notes
Session
[ Asm-s&2 10.80.140.160 Manager
[ Avaya-SBCE-1 10.80.140.141 Other gugezraz-ssc-l Qutside
[ Avaya-SBCE-2 10.80.140.200 Other flilelraz-SBC-E Outside
_ _ Sipera-SBC-3 outside
[[1  Avaya-SBCE-3 10.64.91.150 SIP Trunk 1.1.1.2 using adaptation
[0 cms521 tg1 10.80.140.180 cM
D CM521 tg3 10.80.140.180 CcM SIF Phones
D CM6G.2 10.80.140.146 CM
- P _ CM-ES procr I,
[l CM-Evolution-procr-5062 10.80.140.146 M different port
_ S _ CM-ES procr IR,
[ CM-Evolution procr-5063 10.80.140.146 M different port
. Modular
[ ModularMessaging 205.3.3.56 Messaging

Select : All, None

The following screen shows the upper portion of the SIP Entity Details corresponding to “ASM-
62”. The FQDN or IP Address field for “ASM-62" is the Session Manager Security Module IP
Address (10.80.140.160), which is used for SIP signaling with other networked SIP entities. The
Type for this SIP entity is “Session Manager”. Select an appropriate location for the Session
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Manager from the Location drop-down menu. In the shared test environment, the Session
Manager used location “Location 140”. The default SIP Link Monitoring parameters may be
used. Unless changed elsewhere, links from other SIP entities to this instance of Session Manager
will use the default SIP Link Monitoring timers, configurable at the Session Manager level. If
desired, these timers may be customized for each entity.

=

SIP Entity Details Commitl Cancel |

General
* Name: ASM-62
* FQDN or IP Address: (10.80.140.160
Type: |Session Manager j

Notes:

Location: |Location_140 j
Qutbound Proxy: j
Time Zone: |America/Denver j

Credential name:

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration j

Scrolling down, the following screen shows the middle portion of the SIP Entity Details, a listing
of the Entity Links previously configured for “ASM-62". The links relevant to these Application
Notes are described in the subsequent section.

Entity Links

M Remove

9 Items Refresh Filter: Enable
SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Policy
ASM-62 = TLS [] *|5061 CM521_tg3 [+] =*|s081 Trusted  [w]
ASM-62 [= | TCP [=] *|5060 ModularMessaging [+] *|s060 Trusted  [w]
ASM-62 [= | TCP [=] *|5060 CM521_tgl [+] *|s060 Trusted  [w]
ASM-62 [= | TCP [=] *|5060 CME.2 [+] *|s060 Trusted  [w]
ASM-62 [= | TCP [=] *|5062 CM-Evolution-procr-5062[+|  *[5062 Trusted  [w]

Select : All, None < Previous Page| 1 |of2 Next >
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Scrolling down, the following screen shows the lower portion of the SIP Entity Details,

illustrating the configured ports for “ASM-62”. In the sample configuration, TCP port 5060 was
already in place for the shared test environment, using Default Domain “avayalab.com”. Click

the Add button to configure a new port.

Port

Remove

3 Items | Refresh

[1 | port
[0 |sos0
[0 |soez
[0 |sosez

Select : All, None

Remove

0 Items | Refresh

TCP Failover port:
TLS Failover port:

5060
L5061

Protocol
TCP W
TCP W
TCP v

Default Domain

avayalab.com

adewc.avaya.globalipecom.com

adevc.avaya.globalipcom.com

SIP Responses to an OPTIOMNS Request

<

Notes

Werizan IPT testing
Verizon IPCC testing

Filter: Enable

Filter: Enable
Mark
Response Code & Reason Phrase Entity
Up/Down
* Input Required
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The following screen shows the upper portion of the SIP Entity Details corresponding to “Avaya-
SBCE 3”. The FQDN or IP Address field is configured with the Avaya SBC inside IP Address
(10.64.91.150). “SIP Trunk” is selected from the Type drop-down menu for SBC SIP Entities.
This SBCE has been assigned to Location “Avaya-SBCE3”, and the “Verizon_Test” adapter is
applied. Other parameters (not shown) retain default values.

Help ?
SIP Entity Details Commit| |Cancel
General
* Name: Avaya-SBCE-3
* FQDN or IP Address: 10.64.91.150
Type: |SIP Trunk
Notes: |Sipera-SBC-3 outside 1.1.1.2 using
Adaptation: Verizon_Test B
Location: Avava—SBCE—BE
Time Zone: |America/Denver [+]
Override Port & Transport with DNS
SRV:
* SIP Timer B/F (in seconds): 4
Credential name:
Call Detail Recording: | egress E|
SIP Link Monitoring
SIP Link Menitoring: |Link Monitoring Enabled E|
* Proactive Monitoring Interval (in 900
seconds):
* Reactive Monitoring Interval (in 120
seconds):
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The following screen shows a portion of the SIP Entity Details corresponding to a
Communication Manager SIP Entity named “CM521 tgl” This is the SIP Entity that was added
in the shared environment, after adding the Verizon IP Trunk configurations. The FQDN or IP
Address field contains the IP Address of the “processor Ethernet” (10.80.140.180). In systems
with Avaya G450 Media Gateways containing C-LAN cards, C-LAN cards may also be used as
SIP entities, instead of, or in addition to, the “processor Ethernet”. “CM” is selected from the
Type drop-down menu.

Home / Elements / Routing / SIP Entities
Help ?
SIP Entity Details
General
* Name: |[CM521_tgl

* FQDN or IP Address: |10.80.140.180

Type: |CM
Notes:
Adaptation: [=]
Location: |CM521 [=]
Time Zone: America/Denver E|

Override Port & Transport with DNS T
SRV:

* SIP Timer B/F (in seconds): 4
Credential name:

Call Detail Recording: none E|

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration El

5.5. Entity Links

To view or change Entity Links, select Routing = Entity Links. Click on the checkbox
corresponding to the name of a link and Edit to edit an existing link, or the New button to add a
link. Click the Commit button after changes are completed.

Note — In the Entity Link configurations below (and in the Communication Manager SIP trunk
configuration), TCP was selected as the transport protocol for the Avaya CPE in the sample
configuration. TCP was used to facilitate trace analysis during network verification. TLS may be
used between Communication Manager and Session Manager in customer deployments.

The following screen shows a list of configured links. In the screen below, the links named
“Sipera-SBCE-3" and “ASM-CM521_tg1” are most relevant to these Application Notes. Each
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link uses the entity named “ASM-62" as SIP Entity 1, and the appropriate entity, such as

“CM521 tgl” for SIP Entity 2. Note that there are multiple SIP Entity Links, using different TCP
ports, linking the same “ASM-62" with the Processor Ethernet of Communication Manager. For
example, for one link, named “ASM_to CM?”, both entities use TCP and port 5060. For the entity
link used by Verizon IP Trunk named “CM-ES-VZ-5062", both entities use TCP and port 5062.

Entity Links
=)
@ Ttems Rafresh Filter: Enabl
1| Name SIP Entity 1 Protocol | Port Part Connection Policy Notes
[ ASM-62 CMS521 tg3 5061 TLS ASM-52 TS S061] 5051 Trusted
O ASM-62 Modularl 5060 TCE ASM-62 TCR 5060 5060] Trustes
[ ASM-CM521 tq1 AEM-52 =] 5060 5060] Trusted
[ ASM to CM AEM-52 =] 5060] 5060 Trusted
0 cMm-Es-vz-5062 AEM-52 =] 5063 5062 Trust
[ cMm-Es-vz-5063 AEM-52 =] 5063 5063 Trust VZIFCC
[0 sipera-sBC-1 AEM-52 =] 5060] B Trust SBC-Outsids-2272
[0 Sipera-5BC-2 ASM-52 TCF By ey Trust: SBC-Outisdz-111
[ sipera-sBC-2 AEM-52 =] 5060 ) Trust BC outsids 111

5.6. Time Ranges

To view or change Time Ranges, select Routing = Time Ranges. The Routing Policies shown
subsequently will use the “24/7” range since time-based routing was not the focus of these
Application Notes. Click the Commit button after changes are completed.

Home / Elements / Routing / Time Ranges

Time Ranges
2 Itemns | Refresh Filte
| Name Mo Tu We Th Fr Sa Su Start Time End Time Notes
O 2447 00:00 23159 Time Range 24/7
[0 anytime 00:00 23159 24/7
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5.7. Routing Policies

To view or change routing policies, select Routing - Policies. Click on the checkbox
corresponding to the name of a policy and Edit to edit an existing policy, or New to add a policy.
Click the Commit button after changes are completed.

The following screen shows the Routing Policy Details for the policy named “ASM to CM521”
associated with incoming calls from Verizon IP Trunk to Communication Manager. Observe the
SIP Entity as Destination is the entity named “CM521_tg1l” which uses the Communication
Manager processor Ethernet IP Address (10.80.140.180).

e

Routing Policy Details Commit||Cancel

General
* Name: ASM to CM521
Disabled:
* Retries: |0

MNotes: |inbound VZ to CM521

SIP Entity as Destination

Select
Name FQDN or IP Address Type Notes
CM521_tgl 10.80.140.180 CM

The following screen shows the Routing Policy Details for the policy named “Avaya-SBCE-3-to-
Verizon” associated with outgoing calls from Communication Manager to the PSTN via Verizon
through the Avaya SBCE. Observe the SIP Entity as Destination is the entity named “Avaya-
SBCE-3”.

Routing Policy Details Commit||Cancel

General
* Name: |Avaya-SBCE-3-to Verizon
Disabled:
* Retries: |0

Notes: |outbound to verizon via Sipera-3

SIP Entity as Destination

Select
Name FQDN or IP Address Type Notes
Avaya-SBCE-3 10.64.91.150 SIP Trunk Sipera-5BC-3 outside 1.1.1.2 using adaptation
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5.8. Dial Patterns

To view or change dial patterns, select Routing - Dial Patterns. Click on the checkbox
corresponding to the name of a pattern and Edit to edit an existing pattern, or New to add a
pattern. Click the Commit button after changes are completed.

5.8.1 Inbound Call Dial Pattern

The following screen illustrates an example dial pattern used to verify inbound PSTN calls to the
enterprise. When a user on the PSTN dials a number assigned to the Verizon IP Trunk service,
such as 732-945-0233, Verizon delivers the number to the enterprise, and the Avaya SBCE sends
the call to Session Manager. The pattern below matches on 732-945-023. Dial patterns can
alternatively match on ranges of numbers (e.g., a DID block). Under Originating Locations and
Routing Policies, the routing policy named “ASM to CM521 is selected, which sends the call to
Communication Manager using port 5062 as described previously. In the configuration, calls to
this number from Originating Location Name “Avaya-SBCE-3”, are routed to Communication
Manager.

Home / Elements / Routing / Dial Patterns

Help ?
Dial Pattern Details
General
* Pattern: 732945023
* Min: |10
* Max: |10
Emergency Call: []
Emergency Priority:
Emergency Type:
SIP Domain: |-ALL- [=]
Notes:
Originating Locations and Routing Policies
1 Item Refresh Filter: Enable
T e —— A ErrTrTE T Routing —_— “;')‘ﬁi"g Routing Policy Routing
ginating Location Rame Location Notes Policy Name n Disa;::i;d Destination Policy Notes
[  Avaya-SBCE-3 Avaya SBCE-3 ASM to CM521 0 CM521_tgl "C"Iagqu VZto
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5.8.2 Outbound Call Dial Pattern

The following screen illustrates an example dial pattern used to verify outbound calls from the
enterprise to the PSTN. When a Communication Manager user dials a PSTN number such as 9-1-
XXX-XXX-XXXX, Communication Manager sends the call to Session Manager. Session
Manager will match the dial pattern shown below and send the call to the Avaya SBCE-3 via the
Routing Policy Name “Avaya-SBCE-3-to-Verizon”.

GENEral

* Pattern: |1
* Min: |11
* Max: |11

Emergency Call:

Emergency Priority:

Emergency Type:

SIP Domain: |-ALL- [+]

Notes:

Originating Locations and Routing Policies

I@ Remove

2 Items Refresh Filter: Enable
Originating Location Name 1 Originating Routing Rank 2 R:C:Ei"g Routing Policy Routing Policy
9 9 Location Notes Pelicy Name Disahclved Destination Notes
outbound to
CMs21 CcM5.2.1 T’E‘Va'.SBCEG 0 Avaya-SBCE-3 verizon via Sipera
-to Verizon 3
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6. Avaya Session Border Controller for Enterprise

In the sample configuration, an Avaya Session Border Controller for Enterprise is used as the edge
device between the Avaya CPE and Verizon Business.

These Application Notes assume that the installation of the SBCE and the assignment of a
management IP Address have already been completed.

Note — The following Sections describe the provisioning of the Primary SBCE. The configuration
of the Secondary SBCE is identical unless otherwise noted (e.g. IP addressing).

6.1. Access the Management Interface

In the sample configuration, the management IP is 10.64.90.150. Access the web management
interface by entering https://<ip-address> where <ip-address> is the management IP address
assigned during installation. Select UC-Sec Control Center.

« C [ huers//10.64.90.150 w A

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer
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A log in screen is presented. Enter an appropriate Login 1D and Password.

Sign in

Login ID | |

Password | |

LEARN - VERIFY — PROTECT

The UC-3ec ™ family of products from Sipera Systems delivers comprehensive
WolP security by adapting the best practices of internet security and by using unique,
sophisticated techniques such as VolP protocol misuse & anomaly detection,
behavioral learning based anomaly detection and woice spam detection to protect
VolP networks.

Visitthe Sipera Systems website to learn more.

NOTICE TO USERS:; This system is for authorized use only. Unauthorized use of this
system is sirictly prohibited. Unauthorized or improper use of this system may
result in civil and/or criminal penalties. Use ofthis system constitutes consentto
security monitoring. All activity is logged with login info, host name and IP address.

Once logged in, a UC-Sec Control Center screen will be presented. The following image
illustrates the menu items available on the left-side of the UC-Sec Control Center screen.

Iy Uiz-Sec Contral Centar
@Welcume
o Administration
[‘5‘] Backup/Festare
@ Systemn Management
» |2 Global Pararmetars
) Global Profiles
> | SIP Cluster
> | Domain Policies
» |2 Device Specific Settings
|2 Troubleshooting
> |2 TLS Management
> |20 I Logging
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6.2. Global Profiles — Server Interworking
Select Global Profiles = Server Interworking from the left-side menu as shown below.

) UC-Sec Control Center
@Welcume
.+ Administration
[‘5'] Backup/Restore
@ System Management
» |0 Global Parameters
4 |7 Global Profiles
EDDmain Cos
& Fingerprint
882 Server Interworking

6.2.1 Server Interworking - Avaya

Click the Add Profile button (not shown) to add a new profile or select an existing interworking
profile. If adding a profile, a screen such as the following is displayed. Enter an appropriate
Profile Name such as “Avaya” shown below. Click Next.

Profile Marne |Avaya| |
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The following screens illustrate the “General” parameters used in the sample configuration for the
Interworking Profile named “Avaya”. Most parameters retain default values. In the sample
configuration, T.38 support was checked (optional), and Hold Support was set for None.

. Geen
* Mone
Hold Support " RFC2543-c=0.0.0.0
{© RFC3264 - a=sendonly
180 Handling & Mone ¢ SDP (" MNo3DP
181 Handling & Mone ¢ SDP (" MNo3DP
182 Handling & Mone ¢ SDP ¢ MoSDP
183 Handling * Mone ¢ SDP  MoSDP
Refer Handling r
Jx Handling r
Diversion Header Support r
Delayed SDP Handling r
T.38 Support 3
LRI Scheme = SIP ¢ TEL 0 ANY
Vfia Header Format :: Egg;‘:i;
 cack [l Next
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Click Next (not shown) to advance to configure Privacy and DTMF General parameters, which
can retain default values. The following screen shows the complete General tab used in the
sample configuration for interworking profile named “Avaya.”

Rename Profile | Clone Profile | Delete Profile

Chick here to add a description.

General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced |

Hold Suppart RFC3264

180 Handling Maone

181 Handling Mane

182 Handling Mane

183 Handling Mione

Refer Handling (]

i Handling Mo
Diversion Header Support Mo

Delayed S0P Handling Mo

T.238 Support fas

URI Scheme SIP

“ia Header Format RFC3261

Privacy Enabled [a]
User Marme
F-Asserted-ldentity &[]
F-Freferrad-ldentity (]

Frivacy Header

DTMF Support Mione
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The following screen illustrates the Advanced Settings configuration. The “Topology Hiding:
Change Call-ID” defaults to Yes, but was changed in the test configuration to allow for easier
correlation of data. This setting in this field is at the discretion of the user. Both settings were
tested. All other parameters shown are default values. Note that the default configuration will
result in Record-Route headers in SIP messages.

General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced
Record Routes BOTH
Topology Hiding: Change Call-ID Yes
Call-Info MAT Mo
Change Max Forwards Yes
Include End Paint IP for Context Lookup Mo
OCS Extensions Mo
AAEYA Extensions Mo
MORTEL Extensions Mo
SLIC Extensions Mo
Diversion Manipulation Mo
Metaswitch Extensions Mo
Reset on Talk Spurt M
Reset SRTP Context on Session Refresh Mo
Has Remote SBC Yes
Foute Response on Via Port Mo
Cizsco Extensions Mo

Edit

6.2.2 Server Interworking — Verizon IP Trunk

Click the Add Profile button (not shown) to add a new profile or select an existing interworking
profile. If adding a profile, a screen such as the following is displayed. Enter an appropriate
Profile Name such as “Verizon” shown below. Click Next.

Interworking Profile

Profile Mame |‘-.-"erizun |

The following screens illustrate the “General” parameters used in the sample configuration for the
Interworking Profile named “Verizon”. Most parameters retain default values. In the sample
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configuration, T.38 support was set to “Yes”, Hold Support was set for RFC3264, all other fields
retained default values.

General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced |
. (Genea |
Hold Support RFC3264
180 Handling Maone
181 Handling Maone
182 Handling Mone
183 Handling Mone
Refer Handling Mo
FocHandling Mo
Diversion Header Support [
Delayed SDP Handling [
T.38 Suppaort Yes
URI Scheme SIP
Yia Header Format RFC3261
Privacy Enabled Mo
User Name
P-Asserted-ldentity Mo
P-Preferred-ldentity Mo
Privacy Header
DTMF Support Mone
s §
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The following screen illustrates the Advanced Settings configuration. All parameters shown are
default values. Note that the default configuration will result in Record-Route headers in SIP
messages.

General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced
Record Routes BOTH
Topology Hiding: Change Call-ID Yes
Call-Info MAT Yes
Change Max Forwards Yes
Include End Point IP for Context Lookup Mo
OCS Extensions Mo
AEYA Extensions Mo
MNORTEL Extensions Mo
SLIC Extensions Mo
Diversion Manipulation Mo
Metaswitch Extensions Mo
Reset on Talk Spurt Mo
Reset SRTF Context on Session Refresh Mo
Has Remaote SBC Yes
Route Response onVia Port Mo
Cisco Extensions Mo

Ex

6.3. Global Profiles — Routing
Select Global Profiles = Server Configuration from the left-side menu as shown below.

I UC-Sec Contral Centar
@Welcnme
o Administration
E]Elackumﬁesture
@System Management
= |20 Global Parameters
4 |7 Glokbal Profiles
E Daormain Dos
& Fingerprint
% Server Interwarking
@] Phone Intermarking
ﬁ Media Forking

ﬁ Routing
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6.3.1 Routing Configuration for Session Manager

Click the Add Profile button (not shown) to add a new profile, or select an existing routing profile
to edit. If adding a profile, a screen such as the following is displayed. Enter a Profile Name such

as “To_Avaya_SM®6.2” shown below. Click Next.

Routing Profile

Profile Name |Tn Avaya M5 2| |

Hext

For the Next Hop Routing, enter the IP Address of the Session Manager SIP signaling interface as
Next Hop Server 1, as shown below. Check Next Hop Priority. Choose TCP for Outgoing

Transport.

Routing Profile |

Add Rautlng Rule

Next Next lgnore Outnom
URI Group Hext Hop Server 1 Next Hop Server 2 Hop NAPTR| SRV | Hopin | Route Trangs El
riority Dialog | Header -
i r - -

10.80.140.160

6.3.2 Routing Configuration for Verizon IP Trunk

Click the Add Profile button (not shown) to add a new profile, or select an existing routing profile
to edit. If adding a profile, a screen such as the following is displayed. Enter a Profile Name such
as “To_Verizon” shown below. Click Next.

Routing Profile X
Frofile Mame |T|:r_‘-.-’erizun| |
HNext
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For the Next Hop Routing, enter the IP Address of the Verizon SIP signaling interface as Next
Hop Server 1, as shown below. Check Next Hop Priority. Choose UDP for Outgoing
Transport.

Routing Profile |

Add Routlng Rule

Hext Next lgnore T
Next Hop Server 1 Next Hop Server 2 Hop |MAPTR| SRV| Hopin | Route Tm"gspo‘r't

Priority Dialog | Header

" [l [ -

172.30.209.21:5071

6.3.3 Topology Hiding for Session Manager

The Topology Hiding profile manages how various source, destination and routing information in
SIP and SDP message headers are substituted or changed to maintain the integrity of the network.
It hides the topology of the enterprise network from external networks.

Click the Add Profile button (not shown) to add a new profile, or select an existing topology
hiding profile to edit. If adding a profile, a screen such as the following is displayed. Enter a
Profile Name such as “Avaya” shown below. Click Next.

Topology Hiding Profile

Profile Marne | avayal |

Hext

In the resultant screen, click the Add Header button in the upper right multiple times to reveal
additional headers.

|Request—Line V| |IP,.“D|:|main V| |£1\u1|:| V|

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 50 of 92
SPOC 11/8/2012 ©2012 Avaya Inc. All Rights Reserved. CM521SM62SBCeVz



If it is desired to ensure that the domain received by Session Manager from the SBCE is the
expected enterprise domain, select “Overwrite” as the Replace Action for the To, From, and
Request-Line headers. Enter the enterprise domain in the Overwrite Value column as shown
below. In the example below, the domain received by Session Manager is changed by the SBCE
to “avayalab.com”. Click Finish.

Edit Topology Hiding Profile

T e | crom | Roplacoactor Ovorwro vaws ||

[To =| |PDomain x| |Overwrite =] |avayalab.com | %
| via =| [IPDomain x| |Auto =l %
| From =l |[PDomain x| |Overwrite ~| |avayalab.com | %
|Request—Line j |IP,"Dc:main j |Overwrite J |a'.ra'_.falah.cum | bt
[sDP =] [Pmomain =] [Auto =l | X
|F{ecord—Fi0ute | |IF’}'Dc:umain = |Autc: = | %

After configuration is completed, the Topology Hiding for profile “Avaya” will appear as follows.

Topology Hiding |
I S N N ST TN
IP/Comain Cwverwrite avayalab.com
Via IPiDomain Auto —
From IPiDomain Chverwrite avayalab.com
Reguest-Line IP/Domain Overwrite avayalab.com
SDP IPiDomain Auto —
Record-Route IPiDomain Auto —

6.3.4 Topology Hiding for Verizon IP Trunk

Click the Add Profile button (not shown) to add a new profile, or select an existing topology
hiding profile to edit. If adding a profile, a screen such as the following is displayed. Enter a
Profile Name such as “Verizon” shown below. Click Next.

Topolegy Hiding Profile
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Again, in the resultant screen, click the Add Header button in the upper right multiple times to
reveal additional headers. The default “Auto” behaviors are sufficient. Click Finish.

Edit Topology Hiding Profile [

Add Header

e eaer | oo | wopacohcior | overwniovame |
e 31 [Pooman =] [Auo = I
[Via =] [iPDomain =] [Auo AP %
|Fr0m = |IF"}'D0main = |Auto =] _ x
|Fiequest—Line = |IP}'Dumain = |Auto =] _ »
|Rec0rd—R0ute = |IP}'Dumain = |Auto =] _ x

After configuration is completed, the Topology Hiding for profile “Verizon” will appear as
follows.

Topology Hiding |
[ dealer | Ciea | RepiacoAcion Overwrit vaue
To IPIDomain Auto —
Wia IPIDomain Auto —
From IP/Domain Auto —
Request-Line IPIDomain Auto -
Record-Route IPIDomain Auto -
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6.3.5 Signaling Manipulation

This feature adds the ability to add, change and delete any of the headers and other information in
a SIP message. The feature will add the ability to configure such manipulation at each flow level in
a highly flexible manner using a proprietary scripting language.

Click the Add Script button (not shown) to add a new script, or select an existing script to edit. If
adding a script, a screen such as the following is displayed. Enter a title in the upper left and then
enter the text to manipulate headers and click Save.

¥)) uUntitled - SigMa Editor - Mozilla Firefox

Sigha Editor
— Options
Title

=18l

"} 10.80.140.140 | https://10.80. 140.140/ucsec/list

Save

N
LT P Ry T e N - AT BT S PR

[Fa
J o,

m -

[
o

fa R3 R R ORI R3S Ra B3R R
(IS e I N M T TS U VI S
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In 6.2, there are two proprietary headers (P-Location and Endpoint View) and one standard header
(Alert-Info) that contain internal information and that are not applicable to a service provider that
need to be stripped. These headers were stripped with a Sigma script and applied in the server
configuration section. The script “Example 5 VZ” is shown here. This script will be applied in
the next section, ‘Server Configuration’.

— Options

Title |Example_5 WVZ

1 within session "ALL"

2 i

3 act on message where $DIRECTION="CQUIBOUND" and $ENTRY_POINT="P0OST_ROUTING"™
4 {

S // Topology Hiding of P-Location header for subsequent re-INVITEs

&

-

8

a

remove (3HERDERS ["Endpoinc-View"] [1]1)
remove (tHEADERS["LAlert-Info"] [1]):

10 remove (3HEADERS ["User-&Agent"] [1]):

11 remove [3HEADERS["Server™] [1]):

1z remove (3HERDERS["P-Location™] [1]):

18 within session "ALL"

19 {

20 act on message where $DIRECTION="QUIBOUND" and 3ENTRY_ POINT="P0OST_ROUTING"
{

[y

// Topology Hiding of P-Location header for responses

remove (SHERDERS ["Endpoint-—View™] [1])
remove (3HERDERS["Alert-Info™] [1])»
remove (3HERDERS["P-Location™] [1]):

k3 R B3 BRI K3 RS B3 B3R
Powom= o e W R

6.4. Global Profiles — Server Configuration

Select Global Profiles = Server Configuration from the left-side menu as shown below.
b Uiz-Sec Control Center
@Welcnme
i Administration
L;:,'_| Backup/Festore
ﬁ Systerm Management
+ ) Global Parameters
4 ) slokhal Profiles
Comain Dos
i Fingerprint
&3 Server Interwarking
%]F'hnne Interworking
f}*,hnedia Forking
E"ERnuting
G Server Configuration
&b Subscriber Profiles
"IUTDDElng'g.I' Hiding
Signaling Manipulation
20 URI Groups
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6.4.1 Server Configuration for Session Manager

Click the Add Profile button (not shown) to add a new profile, or select an existing profile to edit.
If adding a profile, a screen such as the following is displayed. Enter an appropriate Profile Name
such as “Avaya SM62 CM521” shown below. Click Next.

Add Server Configuration Profile

Profile Name | Avaya_sme CM521

The following screens illustrate the Server Configuration with Profile name “Avaya SM”. In the
“General” parameters, select “Call Server” from the Server Type drop-down menu. In the IP
Addresses / Supported FQDNS area, the IP Address of the Session Manager SIP signaling
interface in the sample configuration is entered. This IP Address is 10.80.140.160. In the
Supported Transports area, TCP is selected, and the TCP Port is set to 5060. This configuration
corresponds with the Session Manager entity link configuration for the entity link to the SBC. If
adding a new profile, click Next. If editing an existing profile, click Finish.

Server Type |Cal| Server V|

10.30.140.160

IP Addresses f Supported FQDMs
Comma zeperated list

TCP
Supported Transports ] uopP

O 1Ls
TCP Port 5060 |
UDP Port | |
TLS Port | |

Once configuration is completed, the General tab for “Avaya SM62 CM521” will appear as
shown below.

Rename Profile | Clone Profile | Delete Profile

General | | Authentication | | Heartbeat | | Advanced |
Server Type Call Server
IF Addresses fFQDMNs 10.80.140.160
Supported Transports TCR
TCP Port 5060
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If adding the profile, click Next to accept default parameters for the Authentication tab, and
advance to the Heartbeat area. If editing an existing profile, select the Heartbeat tab and click
edit.

The SBC can be configured to source “heartbeats” in the form of SIP OPTIONS. If SBC-sourced
OPTIONS messages are desired, check the Enable Heartbeat box. Select “OPTIONS” from the
Method drop-down menu. Select the desired frequency that the SBC will source OPTIONS to this
server. The From URI and To URI may be filled in to configure easily identifiable URIs to
appear in SIP OPTIONS sourced by the SBC toward Session Manager. If adding a new profile,
click Next. If editing an existing profile, click Finish.

Edit Server Configuration Profile - Heartbeat [

Enable Heartbeat

Method OPTIONS ||

Frequency |EIJ | seconds

From URI |ping@10.64.91.150 |

To URI |ping@10.80.140.160 |
TCP Probe

TCP Probe Frequency 10 | seconds

Finish|

If SBC sourced OPTIONS are configured, the Heartbeat tab for “Avaya SM62 CM521” will
appear as shown below.

Rename Profile [§ Clone Profile | Delete Profile

General || Authentication | ‘ Heartbeat || Advanced ‘
Heartbeat
Enable Heartbeat
Method OPTIONS
Frequency 60 seconds
From URI ping@10.64.91.150
To URI ping@10.80.140 160
TCF Probe
TCP Probe Frequency 10 seconds
Edit
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If adding a profile, click Next to continue to the “Advanced” settings. If editing an existing
profile, select the Advanced tab and Edit. In the resultant screen, select the Interworking Profile
“Avaya” created previously. Click Finish.

Edit Server Configuration Profile - Advanced

Enable DoS Protection r

Enable Grooming

Interworking Profile

Signaling Manipulation Script

TCF Connection Type # SUBID ¢ PORTID & MAPPING

Once configuration is completed, the Advanced tab for “Avaya SM62 CM521” will appear as
shown below.

General | | Authentication | | Heartbeat | [ Advanced |

Enable DoS Protection r
Enable Grooming r
Interworking Profile Avaya
Signaling Manipulation Script Maone
TCP Connection Type SUBID

6.4.2 Server Configuration for Verizon IP Trunk

Click the Add Profile button (not shown) to add a new profile, or select an existing profile to edit.
If adding a profile, a screen such as the following is displayed. Enter an appropriate Profile Name
such as “Verizon SIP Trunk” shown below. Click Next.

Add Server Configuration Profile

Frofile Mame |‘-.-ferizun SIP Trunk |

The following screens illustrate the Server Configuration with Profile name “Verizon SIP Trunk”.
In the “General” parameters, select “Trunk Server” from the Server Type drop-down menu. In
the IP Addresses / Supported FQDNSs area, the VVerizon-provided Verizon IP Trunk IP Address is
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entered. This IP Address is 172.30.209.21. In the Supported Transports area, UDP is selected,
and the UDP Port is set to 5071.

Add Server Configuration Profile - General

Server Type Trunk Server j

172.30.208.21

IP Addresses [ Supported FQDMs
Comma seperated list

™ T1CP
Supported Transports M upp

™ 1S
TCP Port | |
UDP Port | 5071 |
TLS Port | |

If adding the profile, click Next to accept default parameters for the Authentication tab, and
advance to the Heartbeat area. If editing an existing profile, select the Heartbeat tab and click
edit.

The SBC can be configured to source “heartbeats” in the form of SIP OPTIONS towards Verizon.
This configuration is optional. Independent of whether the SBC is configured to source SIP
OPTIONS towards Verizon, Verizon will receive OPTIONS from the enterprise site as a result of
the SIP Entity Monitoring configured for Session Manager. When Session Manager sends SIP
OPTIONS to the inside private IP Address of the SBC, the SBC will send SIP OPTIONS to
Verizon. When Verizon responds, the SBC will pass the response to Session Manager.
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If SBC-sourced OPTIONS are desired, select “OPTIONS” from the Method drop-down menu.
Select the desired frequency that the SBC will source OPTIONS. The From URI and To URI
may be filled in to configure easily identifiable URIs to appear in SIP OPTIONS sourced by the
SBC. If adding a new profile, click Next. If editing an existing profile, click Finish.

Edit Server Configuration Profile - Heartbeat

Enable Heartbeat
Methad OPTIONS |~
Frequency |ﬁ|} | seconds
From URI |ping@1.1.1.2 |
To URI ping@172.30.200.21] |
TCP Probe [l
TCP Probe Frequency | | seconds
Finish|

If the optional SBC sourced OPTIONS configuration is completed, the Heartbeat tab for “Verizon
SIP Trunk” will appear as shown below.

Rename Profile fj Clone Profile | Delete Profile

General | ‘ Authentication | | Heartbeat ‘ | Advanced |
Heartbeat
Enable Heartbeat
Method OPTIONS
Freguency 60 seconds
From LRI ping@1.1.1.2
To URI ping{@172.30.209.21
TCP Probe [
it
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If adding a profile, click Next to continuing to the “Advanced” settings. If editing an existing
profile, select the Advanced tab and Edit. In the resultant screen, select the Interworking Profile
“Verizon” created previously, and Signaling Manipulation Script will be the script shown in the
previous section titled “Example_5VZ”. Other SBC features, such as DoS Protection and
Grooming, can be configured according to customer preference. Click Finish.

Edit Server Configuration Profile - Advanced

Enable DoS Protection o)

Enable Grooming [l

Interwarking Profile Verizon |E|

Signaling Manipulation Script Example_5 VZ |Z|

LIDP Connection Type @ SUBID ) PORTID ) MAPPING

Once configuration is completed, the Advanced tab for “Verizon SIP Trunk” will appear as shown
below.

Rename Profile i Clone Profile |§ Delete Profile

General | | Authentication | | Heartbeat | | Advanced |
Enable DoS Protection [l
Enable Grooming [
Interworking Profile Werizon
Signaling Manipulation Script Example_5VZ
UDP Connection Type SUBID
Edit
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6.5. Domain Policies — Application Rule
Select Domain Policies = Application Rules from the left-side menu as shown below.

|y UC-Sec Control Center
&) Welcome
<7 Administration
|| Backup/Restore
B system Management
» ) Global Parameters
» |20 Global Profiles
» |0 SIP Cluster
4 |7 Domain Policies
[ZZ Application Rules
gl Border Rules
H Media Rules
|} Security Rules
i Signaling Rules
L= Time of Day Rules

= End Point Policy Groups

ez

In the sample configuration, a single application rule was created by cloning the default rule called
“default”. Select the default rule and click the Clone Rule button.

Domain Policies = Application Rules: default

|FilterByr Device...
Application Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

default Application Rule

Enter a name in the Clone Name field, such as “Verizon App Rule” as shown below. Click
Finish.

Clone Rule [®
Rule Mame default
Clone Mame | erizon_App_Rulg
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Select the newly created rule and click the Edit button (not shown). In the resulting screen,
change the default Maximum Concurrent Sessions to 2000, the Maximum Session per
Endpoint to 2000. Click Finish.

Application Rule
Application Type nm Maximum Concurrent Sessions Maximum Sessions Per Endpoint
Voice I [ 2000 2000
Video COf
M rr
CDR Support Mone
IM Logging Mo
RTCP Keep-Alive Mo

6.6. Domain Policy — Media Rules

In the sample configuration, a single media rule was created by cloning the default rule called
“default-low-med”. Select the default-low-med rule and click the Clone Rule button.

amain Policies = Medis Rules: defaut-low-medd

| Filter By Device... V| m
Media Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

default-low-med | Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | | Media QoS | | Turing Test |

Enter a name in the Clone Name field, such as “default-low-med-QoS” as shown below. Click
Finish.

Clone Rule

Fule Hame default-lowve-rmed

Clone Mame |Iefaurt-lcuw-med-@|:-8
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Select the newly created rule, select the Media QoS tab, and click the Edit button (not shown). In
the resulting screen, check the Media QoS Marking Enabled checkbox. Select DSCP and select
“EF” for expedited forwarding as shown below. Click Finish.

RTCP Enabled

Enabled
{3 Tas

Audio Tog

YWideo ToS
(®) DECP
Audio

Yideno

Audio Precedence

Yideo Precedence

Media oS

Media QoS Reporting

Media oS Marking

e 7
& 7

When configuration is complete, the “default-low-med-QoS” media rule Media QoS tab appears
as follows.

Domain fa
Add Rule
Media Rules

default-low-med

default-low-med-enc
default-high

Click here to add a description.

Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | [ Media 0os | [ Turing Test |

Media QoS Reporting

default-high-enc RTCP Enabled O
avaya-low-med-enc
defauft Jow-med-CoS
test Enabled
QoS Type DSCP

Audio DSCP EF

Video DSCP EF
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6.7. Domain Policies — Signhaling Rules
Select Domain Policies - Signaling Rules from the left-side menu as shown below.

I UC-Sec Control Center
@Welcume
< Administration
[‘,5‘] BackupiRestare
@ Systemn Management
» | Global Parameters
> | Global Profiles
» |20 BIP Cluster
4 | Damain Policies
=5 Application Rules
Eanrderﬁules
Hi Media Rules
Qaecuriw Fules
M Bignaling Rules

Click the Add Rule button to add a new signaling rule. In the Rule Name field, enter an
appropriate name, such as “Block Hdr Remark”.

Rule Mame

| Block_Hdr_Remark |

In the subsequent screen (not shown), click Next to accept defaults. In the Signaling QoS screen,
select DSCP and select the desired Value for Signaling QoS from the drop-down menu. In the
sample configuration, “AF32” was selected for “Assured Forwarding 32.” Click Finish (not

shown).
Enabled
() Tas
Precedence | |_|
Tos |
& DBCP
Value |AF32 v | |
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After this configuration, the new “Block Hdr Remark” will appear as follows.

Cromain Polic gnaling Rules: Block_Hdr_Remark
|Fi|terEly Device... V| mm

Click here to add a description.

default General || Requests || Responses | | Request Headers || Response Headers || ignaling QoS |

No-Content-Type-Checks

signal-QoS Signaling QoS

Block_Hdr_Remark QoS Type DSCP

DsScp AF32

6.8. Domain Policies — End Point Policy Groups
Select Domain Policies = End Point Policy Groups from the left-side menu as shown below.

I WiZ-Bec Control Center
@Welcnme
¢ Administration
[‘5‘] Backup/Restare
@ Systerm Management
|2 Global Parameters
> | Global Profiles
> | SIP Cluster
4 ) Damain Policies
23 Application Rules
@Enrder Rules
H Media Rules
E;}Securitg.r Rules
S 8ignaling Rules
L Time of Day Rules

_ ' End Point Policy Groups
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Select the Add Group button.

Cromain Pol End Paint P

| Filter By Device...
Policy Groups It is not recommended to edit the defaults. Try adding a new group instead.

Enter a name in the Group Name field, such as “default-low-remark” as shown below. Click
Next.

Paolicy Group

Group Mame |defaulrt-lcuw-remark |

Hext

In the sample configuration, defaults were selected for all fields, with the exception of the
Application Rule which was set to “Verizon_ App Rule”, Media Rule which was set to “default-
low-med-QoS”, and the Signaling Rule, which was set to “Block_Hdr Remark” as shown below.
The selected non-default media rule and signaling rule chosen were created in previous sections.
Click Finish.

Edit Policy Set

Application Rule Verizan_App_Rule El
Border Rule default |E|

Media Rule default-low-med-QoS [~ |
Security Rule default-low |E|

Signaling Rule Block Hdr Remark |E|
Time of Day Rule default |E|
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Once configuration is completed, the “default-low-remark” policy group will appear as follows.

Policy Group

Verizon_App_Rule default defaulblow- - ciitlow  Block_Hdr Remark default o
med-QosS

6.9. Device Specific Settings - Network Management

Select Device Specific Setting = Network Management from the left-side menu as shown
below.

=) Uc-Sec Control Center

@Welcume

. Administration

['é'] Backup/Restore

ﬂ Systerm Management

| Glohal Parameters

2 Global Profiles

) SIP Cluster

|2 Domain Palicies

|2 Device Specific Settings
@Netwnrk fanagement

b v v v 7

Under UC-Sec Devices, select the device being managed, which was named “ASBCE-3” in the

sample configuration (not shown). The Network Configuration tab is shown below. Observe the

IP Address, Netmask, Gateway, and Interface information previously assigned.

Network Configuration ‘ | Interface Configuration |

Modifications or deletions of an IP address or its associated data require an application restart before taking

effect. Application restarts can be issued from System Management.

Al Metmask A2 Metmask B1 Metmask B2 Metmask

Add P Save Changes | Clear Changes

10.64.91.150 | | [108491.1 S I
1112 N 11 | B1 [¢] X
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Select the Interface Configuration tab. The Administrative Status can be toggled between
“Enabled” and “Disabled” in this screen. The following screen was captured after the interfaces
had already been enabled. To enable the interface if it is disabled, click the Toggle State button.

Network Configuration | | Interface Configuration |

Toggle

Al Enabled
. Toggle

A2 Disabled
Toggle

B1 Enabled

- Togale
B2 Disabled State

6.10. Device Specific Settings — Media Interface
Select Device Specific Setting = Media Interface from the left-side menu as shown below.

|2 UC-Sec Contral Center

@Welcume

. Administration

[‘,5‘] Backup/FRestore

m Systerm Management

=) Global Parameters

) Global Profiles

) BIP Cluster

) Domain Paolicies

) Device Specific Settings
@Netwurk Management
E_Media Interface

b T 7 T T

Under UC-Sec Devices, select the device being managed, which was named “ASBCE-3” in the
sample configuration (not shown). Select Add Media Interface.

Media Interface |

Maodifying or deleting an existing media interface will require an application restart before taking effect. Application restarts

can be issued from System Management.

Add Media Interface
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Enter an appropriate Name for the media interface for the Avaya CPE and select the inside private
IP Address from the IP Address drop-down menu. In the sample configuration,

“Avaya_Int Media” is chosen as the name, and the “inside” IP Address of the SBCE is
“10.64.91.150”. For the Port Range, default values are shown. Click Finish.

Edit Media Interface

Mame | Avaya_int_Medid |
IP Address 10.64.91 150 =]
Port Range |3s000 |- [40000 |

Once again, select Add Media Interface. Enter an appropriate Name for the media interface for
the public “outside” of the SBC, and select the outside public I[P Address from the IP Address
drop-down menu. In the sample configuration, “Ext Media to Verizon” is chosen as the name,
and the “outside” public IP Address of the SBC is “1.1.1.2”. For the Port Range, default values
are shown. Verizon IP Trunk does not require that the RTP ports be chosen within a specific
range. Click Finish.

Edit Media Interface

Mame | Ext_M adia_tu_‘v’erizun| |
IP Address 1112 [~]
Port Range 35000 |- [40000 |

The resultant Media Interface configuration used in the sample configuration is shown below.

Media Interface

Modifying or deleting an existing media interface will require an application restart before taking effect.

Application restarts can be issued from System Management.

Add Media Interface
[ tame | NP N

Avaya_lnt_Media 10.64.91.150 35000 - 40000
Ext_Media_to_Verizon 1112 35000 - 40000 > X.
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6.11. Device Specific Settings — Signaling Interface
Select Device Specific Setting - Signaling Interface from the left-side menu as shown below.

L UC-Sec Control Center
@Welcnme
i Administration
[‘,5‘] Backup/FRestore
@ Systerm Management
» |2 Global Parameters
» |2 Global Profiles
|20 SIP Cluster
» |2 Dornain Paolicies
4 |7 Device Specific Settings
@Netwnrl-: mManagement
Hhﬂedia Interface
_4' Signaling Interface

Under UC-Sec Devices, select the device being managed, which was named “ASBCE-3” in the
sample configuration (not shown). Select Add Signaling Interface.

In the Add Signaling Interface screen, enter an appropriate Name (e.g., “Sig_Inside to Avaya) for
the “inside” private interface, and choose the private inside IP Address (e.g., 10.64.91.150) from
the IP Address drop-down menu. Choose TCP Port “5060” since TCP and port 5060 is used
between Session Manager and the ASBC in the sample configuration. Click Finish.

Edit Signaling Interface [

Only Cluster TLS is available because no TLS Server Profiles exist. There is no
restriction on non-TLS profiles.
Mame |Eig_lnsid e_to_Awvaya |
IP Address 10.64.91.150 [ = |
TCP Port -
Leave blank to disable =060 |
LIDF Port | |
Leave blank to disable
TLE Port | |
Leave blank to disable
Cluster TLS r
Only for use with Cisco SIP Clusters
Enable Stun r
Requires a UDP Port
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Once again, select Add Signaling Interface. In the Add Signaling Interface screen, enter an
appropriate Name (e.g., “Sig_Outside to Verizon” for the “outside” public interface, and choose
the public IP Address (e.g., 1.1.1.2) from the IP Address drop-down menu. Choose UDP Port
“5060”. In the sample configuration, Verizon will send SIP signaling using UDP to the CPE IP
Address 1.1.1.2 and to UDP Port 5060. Click Finish.

Edit Signaling Interface %

Only Cluster TLS is available because no TLS Server Profiles exist. There is no
restriction on non-TLS profiles.

Mame | Sig_Outside_to_Verizo n| |

IP Address 1112 |~

TCP Paort | |

Leave blank to disable

UDP Port

Leave blank to disable

TLS Port | |

Leave blank to disable

Cluster TLS

Cnly for use with Cisco SIP Clusters

|5060 |

Enable Stun [

Requires a UDP Port

The following screen shows the signaling interfaces defined for the sample configuration.

Signaling Interface
S S e [ = = W
Sig_Inside_to_Avaya 10.64.91.150 5060 Mone
Sig_Outside_to_Werizon 1112 - 5060 - Mone P X
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6.12. Device Specific Settings — End Point Flows
Select Device Specific Setting - End Point Flows from the left-side menu as shown below.

L Uiz-Sec Caontral Center
@Welcume
¢ Administration
H Backup/Restore
@ Systerm Management
+ | Global Parameters
|2 Global Profiles
+ D SIP Cluster
» ) Domain Palicies
4 7)) Device Specific Settings
Netwnrk Management
Hhﬂedia Interface
J4t Bignaling Interface
‘f’? Signaling Forking

5 End Point Flows

Under UC-Sec Devices, select the device being managed, which was named “ASBCE-3” in the
sample configuration (not shown). Select the Server Flows tab. Select Add Flow.

/5 Sipera-outside-1112

Subscriber Flows | | Server Flows

Add Flow
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The following screen shows the flow named “Avaya SM” being added to the sample
configuration. This flow uses the interfaces, policies, and profiles defined in previous sections.
Click Finish.

Edit Flow: Avaya_SM

Flow Mame |A~.ra1_.ra_5|'.'|| |
Server Configuration Avaya_SM6.2 CM521 |Z|

LRI Group * |E|

Transpart * |E|

* |

Femote Subnet

Received Interface Sig_Cutside_to_Verizan |E|
Signaling Interface Sig_Inside_to Awvaya |E|
Media Interface Avaya_Int_Media |E|
End Point Policy Group default—luw—remarkE
Routing Profile To_Verizon |E|
Topology Hiding Profile Avaya |E|

File Transfer Profile Mone |E|

Once again, select the Server Flows tab. Select Add Flow.
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The following screen shows the flow named “SIP_Trunk” being added to the sample
configuration. This flow uses the interfaces, policies, and profiles defined in previous sections.
Click Finish.

Edit Flow: SIP_Trunk %
Flow Mame |5|F'_Trun|:1 |
Server Configuration Verizon SIP TRUMK |Z|
URI Group * |E|
Transport * |Z|
Remate Subnet * |
Received Interface Sig_Inside_to Awvaya |Z|
Signaling Interface Sig_Outside_to_Verizon |E|
Media Interface Ext Media_to Verizon |E|
End Point Policy Group default—lnw—remarkE
Routing Profile To_Avaya SM6.2 |E|
Topology Hiding Profile Verizan |Z|
File Transfer Profile Maone |E|

=
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The following screen summarizes the Server Flows configured in the sample configuration.

suscriber Flows | [ Server Flows |
Add Flow
Click here to add a row description.
Server Configuration: Avaya_SM6.2 CM521
End .
_ _ Topology File
Priority | Flow Name Transport Nt Received Interface Signaling Interface | Media Interface P0|_nt HELELT Hiding | Transfer
Subnet Policy Profile
Profile | Profile
Group
default-
Avaya_SM * Sig_Outside_to_Verizon Sig_Inside_to_Avaya Avaya_Int_Media low- To_Verizon Avaya Mone 2O¥ odr
remark
Server Configuration: Verizon SIP TRUNK
End .
- . Topology File
Priority Transport BT Received Interface Signaling Interface Media Interface P0|_nt HETEIT Hiding | Transfer
Subnet Policy | Profile
Profile | Profile
Group
default- To_Avaya
- SIP_Trunk * * Sig_Inside_to_Avaya Sig_Outside_to_Verizon Ext_Media_to_Verizon low- Sr~ﬁ§2 Werizon  Mone ]
remark ’

7. Verizon Business IP Trunk Services Suite Configuration

Information regarding Verizon Business IP Trunk Services suite offer can be found at
http://www.verizonbusiness.com/Products/communications/ip-telephony/ or by contacting a
Verizon Business sales representative.

The reference configuration described in these Application Notes was located in the Avaya
Solution and Interoperability Test Lab. Access to the Verizon Business IP Trunk Services suite
was via a Verizon Private IP (PIP) T1 connection. Verizon Business provided all of the necessary
service provisioning.

7.1. Service Access Information

The following service access information (FQDN, IP addressing, ports, IP toll free numbers) was
provided by Verizon for the sample configuration.

CPE (Avaya) Verizon Network
adevc.avaya.globalipcom.com 172.30.209.21
UDP port 5060 UDP Port 5071

IP DID Numbers
732-945-0231
732-945-0232
732-945-0233
732-945-0234
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8. Verification Steps

This section provides example verifications of the Avaya configuration with Verizon Business
Private IP (PIP) IP Trunk service.

8.1. lllustration of OPTIONS Handling

This section illustrates SIP OPTIONS monitoring of the SIP trunk from Avaya CPE to Verizon the
CPE and from the CPE to Verizon through the Avaya Session Border Controller for Enterprise.

The following screens from a filtered Wireshark trace illustrate OPTIONS sent by Verizon to the
Avaya CPE. Verizon IP Trunk service uses OPTIONS to determine whether the CPE is available
to receive inbound calls. Therefore, proper OPTIONS response is necessary. In the trace shown
below, taken from the outside public side of the SBCE, frame 96 is highlighted and expanded to
show OPTIONS sent from Verizon IPC Trunk (172.30.209.21) to the SBCE (1.1.1.2). Observe the
use of UDP for transport, from source port 5071 (Verizon) to destination port 5060 (Avaya).
Verizon sends the Avaya domain “1.1.1.2” in the Request-Line. Note that Max-Forward is 70.

T2l TC 11 ¥2 080112.pcap [Wireshark 1.6.5 (S¥N Rev 40429 from /trunk-1.6)]

File Edt Wew Go Capture Analyzs Stabistics Telephony Took Intermals Help

BuUdeE PEXEE(AesaTL|0E QQ Gl BB x%|H

Fier: [sp | Expression... dear oy
I, | Time: | Source: | Destination |Protocal |Length |infa =

38 16.574037 172.30.205.55 1.1.1.2 SIP 415 Request: OPTIONS sip:adewvc.avaya.globalipcom.com:S060
38 17.075208 172.30.205.55 1.1.1.2 SIP 415 Request: OPTIONS sip:adewvec.avaya.globalipcom. com:5060

42 18.077077 172.30.205.55 1.1.1.2 SIP 415 Request: OPTIONS sip:adewvc.avaya.globalipcom.com:S060

47 20.078853 172.30.205.55 1.1.1.2 SIP 415 Request: OPTIONS sip:adewve.avaya.globalipcom.com:5060 —
61 24.080964 172.30.205.55 1.1.1.2 SIP 415 Request: OPTIONS sip:adewc.avaya.globalipcom.com:5060
B8 46. 798790 1.1.1.2 172.30.209.21 SIP 465 Fequest: OPTIONS sip:l.1.1.2
89 46.862463 172.30.209.21 1.1.1.2 SIP 518 Status: 200 OK
98 54.746589 172.30.209.21 1.1.1. SIP 396 Reguest: OPTIONS sip:1.1.1.2:5060
97 54.751638 1.1.1.2 172.30.209.21 SIP 526 Status: 200 OK

101 57.437826 172.30.208.21 1.1.1.2 SIP/SDP 8§91 Request: INVITE sip:7329450232@1.1.1.2:5060, with session description

102 57.438725 1.1.1.2 172.30.209.21 SIP 403 Status: 100 Trying

103 57.491871 1.1.1.2 172.30.209.21 SIR/SDP 1146 Status: 180 Ringing, with session description

387 60.098544 1.1.1.2 172.30.209.21 SIP/SDP 1178 Status: 200 OK, with session description

378 60.196406 172.30.209.21 1.1.1.2 SIP 602 Request: ACK s1p:7329450234@1.1.1.2:5060; transport=udp

625 62.888198 1.1.1.2 172.30.208.21 SIP/SDP 1327 Request: INVITE sip:3J036157106@172.30.209.21:5071, in-dialog, with session description

6831 63.012154 172.30.209.21 1.1.1.2 SIP/SDP 1003 Status: 200 OK, with session description

632 63.018980 1.1.1.2 172.30.209.21 SIP 714 Request: ACK s1p:3036157106@172.30.209.21:5071

1072 100.538354 172.30.209.21 1.1.1.2 SIP 5§37 Reguest: BYE sip:7329450234@1.1.1.2:5060

1073 100.545869 1.1.1.2 172.30.209.21 SIP 560 Status: 200 OK

108z 106.808757 1.1.1.2 172.30.208.21 SIP 465 Request: OPTIONS sip:l.1.1.2

1083 106.869813 172.30.209.21 1.1.1.2 SIP 5§19 Status: 200 OK

1153 166.820682 1.1.1.2 172.30.209.21 SIP 465 Request: QPTIONS sip:1.1.1.2

1213 228.832593 1.1.1.2 172.30.209.21 SIP 468 Fequest: OPTIONS sip:1l.1.1.2

1214 226.894353 172.30.209.21 1.1.1.2 SIP 519 Status: 200 OK LI

. Ethern N r_cc:z4:41 (00:1b:21l:cc:24:41)
# Internet Pr‘UtDClﬂ Ver‘51Dn 4, Sr"c 172 30 209 21 (172 30. 209 213, Dst: 1.1.1.2 (1.1.1.2)
[ User Datagram Protocol, Srec Port: powerschool (5071), Dst Port: sip (50600
E Session Initiation Protocol
Request-Line: OPTIONS sip:l.1.1.2:5060 SIP/2.0
= Message Header
Via: SIP/2.0/UDP 172.30.209.21:5071;branch=z9hG4bK5 530000696003 Imi4f0
Call-ID: FA3eclBaEr21454e0h9f9418ce0echdd2000kbp0@172.30.209. 21
= To: sip:ping@c800026409-pcs-nd001-1
SIP to address: sip:iping@c800026409-pcs—nD001-1
= From: csip:ping@l7z.30.209. 215;tag=7cch29eSecib0cfdz7 a7 10280059625 dO0D0OKkbpO
SIP from address: sip:ping@172.30.209.21
SIP tag: 7cch29eSec3b0cfd27a7 1028005 9825 d000khpG
Max-Forwards: 70
CSeq: 47666 OPTIONS
Route: c¢sip:l.1.1.2:5060;1r>

oad time: 0:00.612 \wne Default

215 @RS Y 1siem

vtes | Packets: isplayed: 1

@ | Frame (frame),

& start J B &m > J [0 capturing from Broadco... |||l TC 11 v2 080112.pcap... J

PM; Reviewed: Solution & Interoperability Test Lab Application Notes 76 of 92
SPOC 11/8/2012 ©2012 Avaya Inc. All Rights Reserved. CM521SM62SBCeVz



Before the SBCE replies to Verizon, the SBCE sends OPTIONS to Session Manager on the inside
private interface. In the trace shown below, taken from the inside private side of the SBCE, frame
8 is highlighted and expanded to show OPTIONS sent from the inside interface of the SBCE
(1.1.1.2) to Session Manager (10.80.140.160). Observe the use of UDP for transport, using port
5060. Observe that the SBCE has changed the Request-URI, From, and To headers per the
previous configuration such that “avayalab.com” now appears. Note that Max-Forwards has been
decremented by 1 and is now 69.

Filter: sip [~ Expression... Clear Apply
No. Time Source Destination Protecel Length Info
6 4.546602 172.30.205.55 1.1.1.2 SIP 415 Request: OPTIONS sip:adevc.avaya.globalipcom. com:5060
7 4.546890 1.1.1.2 172.30.205.55 SIP 376 Status: 403 Forbidden
8 4.896801 1.1.1.2 172.30.209.21 SIP 468 RequesT: OPTIONS s5ip:1.1.1.2
9 4.959934 172.30.209.21 1.1.1.2 SIP 523 status: 200 OK
16 9.635651 1.1.1.2 172.30.209.21 SIP/SDF 1272 Request: INVITE sip:3035380026@172.30.209.21:5071, with session description
17 9.700557 172.30.209.21 1.1.1.2 SIP 334 status: 100 Trying
2312.191296 172.30.209.21 1.1.1.2 SIP/SDF 916 status: 183 session Progress, with session description
454 16.400228 172.30.209.21 1.1.1.2 SIP/SDF 941 Status: 200 OK, with session description
456 16.409092 1.1.1.2 172.30.209.21 SIP 669 Request: ACK 51p:3035380026@172.30.209.21:5071
465 16.486621 1.1.1.2 172.30.209.21 SIP 997 Request: INVITE sip:3035380026@172.30.209.21:5071, in-dialog
479 16.623142 172.30.209.21 1.1.1.2 SIP/SDF 941 Status: 200 OK, with session description
481 16.630321 1.1.1.2 172.30.209.21 SIP/SDF 856 Request: ACK 5ip:3035380026@172.30.209.21:5071, with session description
3472 46.242160 1.1.1.2 172.30.209.21 SIP 553 Request: BYE sip:3035380026@172.30.209.21:5071
3479 46.30357%9 172.30.209.21 1.1.1.2 SIP 440 status: 200 OK

® Frame 8: 468 bytes on wire (3744 bits), 468 bytes captured (3744 bits)

% Ethernet II, Src: Intelcor_cc:24:41 (00:1b:21:cc:24:41), Dst: Cisco_5c:21:41 (00:04:9a:5c:21:41)
# Internet Protocol version 4, src: 1.1.1.2 (1.1.1.2), Dst: 172.30.209.21 (172.30.209.21)
= User Datagram Protocol, src Port: sip (5060), Dst Port: powerschool (5071)
Source port: sip (5060)
pestination port: powerschool (5071)
Length: 434
m checksum: 0x19¢5 [validation disabled]
= Session Initiation Protocol
@ Request-Line: OPTIONS sip:1.1.1.2 SIP/2.0
= Message Header
= From: <sip:ping@l.1.1.2:5060>;tag=2605c92cd0fb
@ sIP from address: sip:ping@l.1.1.2:5060
SIP tag: 2605c92cdofb
= To: <sip:ping@l.1.1.2>
@ SIP to address: sip:ping@l.1.1.2
# CSeq: 65 OPTIONS
Call-ID: 1433245361c9ca359c0b9a2ad342cfSbshiepaerrtab
¥ Contact: <sip:ping@l.1.1.2:5060; transport=udp>
Record-Route: <sip:1.1.1.2:5060;ipcs-1ine=167; 1r; transport=udp>
Max-Forwards: 69
# via: SIP/2.0/uUDP 1.1.1.2:5060;branch=z9hG4bK-51632-002089947211-1--51632-
Accept: application/sdp
content-Length: ©

In this same trace, frame 9 below shows Verizon responding to the OPTIONS with 200 OK.

The receipt of a valid OPTIONS response from the CPE is necessary for Verizon to route inbound
calls to the CPE. Since the SBCE proxies the OPTIONS received from Verizon to Session
Manager, the end to end path from Verizon through to Session Manager must be in-service for
OPTIONS (and ultimately calls) to be successful.

8.2. Avaya Aura® Communication Manager Verifications
This section illustrates verifications from Communication Manager.

8.2.1 Example Incoming Call from PSTN via Verizon SIP Trunk

Incoming PSTN calls arrive from Verizon at Avaya ASBCE, which sends the call to Session
Manager. In the sample configuration, when the ASBCE is in-service, Verizon sends all inbound
calls to ASBCE-3. Session Manager sends the call to Communication Manager via the entity link
corresponding to the Avaya Common Server using port 5062. On Communication Manager, the
incoming call arrives via signaling group 1 and trunk group 1.
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The following edited Communication Manager list trace tac trace output shows a call incoming on
trunk group 1. The PSTN telephone dialed 732-945-0232. Session Manager can map the number
received from Verizon to the extension of a Communication Manager telephone (x12203), or the
incoming call handling table for trunk group 1 can do the same. In the trace below,
Communication Manager had already mapped the Verizon DID to the Communication Manager
extension. Extension 12203 is an IP Telephone with IP address 10.64.90.75 in Region 1. Initially,
the G450 Media Gateway (10.64.90.112) is used, but as can be seen in the final trace output, once
the call is answered, the final RTP media path is “ip-direct” from the IP Telephone (10.64.90.75)
to the “inside” of the Avaya SBCE (10.64.91.150).

list trace previous Page 1
LIST TRACE
time data

15:30:36 SIP<INVITE sip:7329450232@Qavayalab.com SIP/2.0

15:30:36 Call-ID: d2dbcad47c8812b411b41193£fc677c650
15:30:36 active trunk-group 1 member 1 cid 0x193
15:30:36 SIP>SIP/2.0 180 Ringing

15:30:36 Call-ID: d2dbca47c8812b411b41193£fc677c650
15:30:36 dial 12203

15:30:36 ring station 12203 cid 0x193

15:30:36 G711MU ss:off ps:20

rgn:1 [10.64.90.75]:2782
rgn:1 [10.64.90.112]:2056
15:30:36 G711MU ss:off ps:20
rgn:10 [10.64.91.150]:35112
rgn:1 [10.64.90.112]:2052
15:30:36 xoip options: fax:T38 modem:off tty:US wuid:0x50112
xoip ip: [10.64.90.112]:2052
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The following screen shows Page 2 of the output of the status trunk command pertaining to this
same call. Note the signaling using port 5060 between Communication Manager and Session
Manager. Note the media is “ip-direct” from the IP Telephone (10.64.90.75) to the inside IP
address of SBCE (10.64.91.150) using G.711MU.

status trunk 1/1 Page 2 of 3
CALL CONTROL SIGNALING

Near-end Signaling Loc: 01A0017

Signaling IP Address Port
Near-end: 10.80.140.180 : 5060
Far-end: 10.80.140.160 : 5060
H.245 Near:
H.245 Far:
H.245 Signaling Loc: H.245 Tunneled in Q.931? no
Audio Connection Type: ip-direct Authentication Type: None
Near-end Audio Loc: Codec Type: G.711MU
Audio IP Address Port
Near-end: 10.64.90.75 : 2782
Far-end: 10.64.91.150 : 35112

Video Near:

Video Far:
Video Port:

Video Near-end Codec: Video Far-end Codec:

8.2.2 Example Outgoing Calls to PSTN via Verizon IP Trunk

The following edited trace shows an outbound ARS call from IP Telephone x12204 to the PSTN
number 9-303-538-0026. The call is routed to route pattern 1 and trunk group 1. The call initially
uses the gateway (10.64.90.112), but after the call is answered, the call is “shuffled” to become an
“ip-direct” connection between the IP Telephone (10.64.90.74) and the “inside” of the Avaya
SBCE-3 (10.64.91.150).
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list trace tac *101 Page

LIST TRACE
time data
16:02:50 dial 93035380026 route:HNPA|ARS
16:02:50 route-pattern 1 preference 1 location 1/ALL cid 0x195
16:02:50 seize trunk-group 1 member 6 cid 0x195
16:02:50 Calling Number & Name 12204 IP 9641
16:02:50 SIP>INVITE sip:3035380026@avayalab.com SIP/2.0
16:02:50 Call-ID: 0c461a560£f0el1175b503£896600
16:02:50 Setup digits 3035380026
16:02:50 Calling Number & Name 7329450233 IP 9641
16:02:50 SIP<SIP/2.0 100 Trying
16:02:50 Call-ID: 0c461a560£f0el1175b503£896600
16:02:50 Proceed trunk-group 1 member 6 cid 0x195
16:02:53 SIP<SIP/2.0 183 Session Progress
16:02:53 Call-ID: 0c461a560f0e1175b503£896600
16:02:53 G711MU ss:off ps:20
rgn:10 [10.64.91.150]:35114
rgn:1 [10.64.90.112]:2050
16:02:53 xoip options: fax:T38 modem:off tty:US uid:0x50117
xoip ip: [10.64.90.112]:2050
16:02:53 SIP<SIP/2.0 200 OK
16:02:53 Call-ID: 0c461a560£f0e1175b503£896600
16:02:53 SIP>ACK sip:3035380026@10.64.91.150:5060; transport=tcp SIP/
16:02:53 SIP>2.0
16:02:53 Call-ID: 0c461a560£f0e1175b503£896600
16:02:53 active trunk-group 1 member 6 cid 0x195
16:02:53 SIP>INVITE sip:3035380026@10.64.91.150:5060; transport=tcp S
16:02:53 SIP>IP/2.0
16:02:53 Call-ID: 0c461a560£f0e1175b503£896600
16:02:53 SIP<SIP/2.0 100 Trying
16:02:53 Call-ID: 0c461a560£f0e1175b503£896600
16:02:53 SIP<SIP/2.0 200 OK
16:02:53 Call-ID: 0c461a560£f0e1175b503£896600
time data
16:02:53 G711MU ss:off ps:20
rgn:1 [10.64.90.74]:2904
rgn:10 [10.64.91.150]:35114
16:02:53 SIP>ACK sip:30353800260@10.64.91.150:5060; transport=tcp SIP/
16:02:53 SIP>2.0
16:02:53 Call-ID: 0c461a560£f0e1175b503£896600
16:02:53 G711MU ss:off ps:20
rgn:10 [10.64.91.150]:35114
rgn:1 [10.64.90.74]:2904
16:03:06 TRACE COMPLETE trunk-group 1 cid 0x195
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8.3. Avaya Aura® System Manager and Avaya Aura® Session Manager
Verifications

This section contains verification steps that may be performed using System Manager for Session
Manager.

8.3.1 Verify SIP Entity Link Status

Log in to System Manager. Expand Elements - Session Manager - System Status = SIP
Entity Monitoring, as shown below.

Session Manager
Dashboard
Session Manager
Administration
Communication Profile
Editor
Network Configuration
Device and Location
Configuration
Application Configuration
System Status

System State

Administration

SIP Entity Monitoring

L Dtem  Refr=sh
| Session Manager Name Entity Links Down/Total Entity Links Partially Down SIP Entities - Monitoring Not Started SIP Entities - Not Monitored
[ ASM-52 0/9 o

Select : Al None

All Monitored SIP Entities

= Rafresh Show |a) E Filtr: Srabls

SIP Entity Name

El

Avaya-SBCE-1
Avaya-SBCE-2
Avaya-SBCE-3
CM-Evolution-procr-5062
CM-Evolution-procr-5063
CM521 tgl

CM521 tg3

£M6.2

ModularMessaging

mooooooooldi

w
"
a
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From the list of monitored entities, select an entity of interest, such as “Avaya-SBCE-3”. Under

normal operating conditions, the Link Status should be “Up” as shown in the example screen
below.

Home / Elements / Session Manager / System Status / SIP Entity Monitoring

Help 7
SIP Entity, Entity Link Connection Status

This pags displays detailed sornection status for 2l entity finks from all Session Manager instances ts 2 single SIP =ctity.
All Entity Links to SIP Entity: Avaya-SBCE-3

1 tem Refresh Filter: Enable
Details | Session Manager Name SIP Entity Resolved IP Part Proto, Conn, Status Reason Code

TCR up

Show ASM-62

10.64.91.150 5060 200 0K

Return to the list of monitored entities, and select another entity of interest, such as “CM521-tg1”.

Under normal operating conditions, the Link Status should be “Up” as shown in the example
screen below.

SIP Entity, Entity Link Connection Status

This page displays detailed connechion status for sl entity firks from =il Szssion Manager instances 1o & single SIF entiy.

All Entity Links to SIP Entity: CM521_tgl

1 It=m Refresh

Details | Session Manager Name

SIP Entity Resolved IP Port Proto. Conn, Status Reason Code Link Status T
Show ASM-62 10.80.140.180 5060 TR Up 200 OK Up
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8.3.2 Call Routing Test

The Call Routing Test verifies the routing for a particular source and destination. To run the
routing test, expand Elements - Session Manager - System Tools - Call Routing Test, as
shown below.

Session Manager
Dashboard
Session Manager
Administration
Communication Profile
Editor
Network Configuration
Device and Location
Configuration
Application Configuration
System Status
System Tools
Maintenance Tests
SIP Tracer
Configuration

SIP Trace Viewer

Call Routing Test

A screen such as the following is displayed.

Call Routing Test

Thiz page allows you to test SIP routing algorithms on Session Manager instances. Enter information about a SIP INVITE to learn how it will be routed based on current
administration.

SIP INVITE Parameters

Called Party URI Calling Party Address
Calling Party URI Session Manager Listen Port
5060
Day Of Week Time (UTC) Transport Protocol
Wednesdayj 16:24 TCP j
Called Session Manager Instance
ASM-62 j Execute Test |

Populate the fields for the call parameters of interest. For example, the following screen shows an
example call routing test for an outbound call to the PSTN via Verizon. Under Routing
Decisions, observe that the call will route via an Avaya SBCE on the path to Verizon
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Scroll down to inspect the details of the Routing Decision Process if desired (not shown).

Call Routing Test

This page sllews you te test SIF muting algorithms on S=ssion Manager instances. Enter information about 2 SIF INVITE to lzam how it will be routed based on curent administration.

SIP INVITE Parameters

Called Parky URT Calling Party Address
|3035380026@avayalab.com | [10.64.91.150
Calling Party URL Session Manager Listen Port

|anyca||er@@nydomain.com ]

Dy OF Week Time (UTC) Transpert Protocal
Tuesdsy [+ 22:53 ke
Called Session Man.ge!’ Instance #

(AsM-62[]

Routing Decisions

8.4. Avaya Session Border Controller for Enterprise Verification

8.4.1 Welcome Screen
The welcome screen shows alarms, incidents, and the status of all managed ASBCEs at a glance.

Welcome

Securing your real-time unified communications

A comprehensive IP Communications Security preduct, the Sipera UC-Sec offers a complete suite of Lt LS

security, enablement and compliance features for protecting and deploying unified communications Sipera Website
such as Voice-over-IP (VolP), instant messaging (IM), multimedia, and collaboration applications. Sipera VIPER Labs
If you need support, please call our toll free number at (366) 861-3113 or e-mail Contact Support

support@sipera.com.

Alarms (Past 24 Hours) Incidents (Past 24 Hours) Network Type -

None found. ASBCE-3: Mo Subscriber Flow Matched ASBCE.3 DMZ_OMLY @
ASBCE-3: Mo Subscriber Flow Matched
ASBCE-3: Mo Subscriber Flow Matched
ASBCE-3: Mo Subscriber Flow Matched
ASBCE-3: Mo Subscriber Flow Matched

Administrator Notes [Add]

Mo notes posted.

8.4.2 Alarms
A list of the most recent alarms can be found under the Alarm tab on the top left bar.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 3:45:21 PM GMT
@ Alarms Incidents | [}y Statistics =7 Logs

& users

#% Diagnostics
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Alarms Viewer.

UC-Sec Devices Alarms

EMS ] -
asace3 oL == e T o Tes 0 =0 ]

Mo alarms have been triggered

8.4.3 Incidents
A list of all recent incidents can be found under the incidents tab at the top left next to the Alarms.

Incident Viewer

Incident Viewer

Device | All |Z| Category | All |Z| Clear Filters Show Chart Generate Report

Displaying results 1 to 15 out of 2002

Message Dropped G72482739147839 8141z B31PMW Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482709145025 81412 5:30 PM Policy ASBCE-3 Mo Subscriber Flow Matched
Message Dropped G72482679144006 8141z 520 PMW Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482649142768 81412 528 PM Policy ASBCE-3 Mo Subscriber Flow Matched
Message Dropped G72482619141131 8141z 52T PMW Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482589140867 81412 526 PM Policy ASBCE-3 Mo Subscriber Flow Matched
Message Dropped G72482559137445 8141z 525 PMW Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482529136866 81412 524 PMW Policy ASBCE-3 Mo Subscriber Flow Matched
Message Dropped G672482499136227 8141z B23PMW Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482469134575 81412 5:22 PM Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482439133326 8r4mM2 521PMW Paolicy ASBCE-3 hNo Subscriber Flow Matched
Message Dropped 672482409130894 81412 5:20 PM Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482379128254 8r4mM2 5189 PMW Paolicy ASBCE-3 hNo Subscriber Flow Matched
Message Dropped 672482349127661 81412 518 PM Policy ASBCE-3 No Subscriber Flow Matched
Message Dropped 672482319124130 8r4mM2 5ATPMW Paolicy ASBCE-3 hNo Subscriber Flow Matched

Further Information can be obtained by clicking on an incident in the incident viewer.

Incident Information e

Incident Type Message Dropped Category Palicy
Timestamp August 14, 2012 5:31:18 PM GMT Device ASBCE-3
Cause MNo Subscriber Flow Matched

|

Method Name OPTIONS

CalllD bb74e599df543ed63b0c7 de840d382660002173@172.30.205.55 From ping@172.30.205.55
To ping@ci00026409-pcs-n0001 Source IP 1723020555
Destination IP 1112
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8.4.4 Tracing

To take a call trace, Select Troubleshooting = Tracing from the left-side menu as shown below.

) Global Parameters
[+ | Global Profiles
= | SIP Cluster
[ |2y Domain Policies
| Device Specific Settings
4 |7 Troubleshooting
@ Advanced Options
[&j DoS Learning
[:gl Syslog Management
#5 Trace Settings

Select the Packet Capture tab and set the desired configuration for a call trace, hit Start Capture.
Only one interface can be selected at once, so only an inside or only an outside trace is possible.

Packet Trace | ‘ Call Trace | | Packet Capture | ‘ Captures |

Currently capturing

Interface

Local Address (ip port)

Remote Address (*, *:por, ip, ip:port)
Protocol

Maximum Mumber of Packets to Capture

Capture Filename
Existing captures with the same name will be cwveraritten

Mo
Al =

Packet Capture Configuration

| Al |

S

|1

Al -

| Test_trace.pcap

Start Capture
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When tracing has reached the desired number of packets the trace will stop automatically, or
alternatively, hit the Stop Capture button at the bottom not shown.

Packet Trace | | Call Trace | | Packet Capture | | Captures |

Packet Capture Configuration

Currently capturing Mo

Interface Al -

Local Address (ip:port) |AII j :
Remote Address (%, *:por, ip, ip:port) * |
Protocol All -

Maximum Mumber of Packets to Capture

Capture Filename

e . } ’ Test_trace.pca
Existing captures with the same name will be overaritten | = pcap

Start Capture

Select the Captures tab at the top and your capture will be listed, you can select the File Name and
choose to open it with an application like Wireshark.

Troubleshooting = Trace Settings: ASBCE-3

Packet Trace | | Call Trace | | Packet Capture | [ captures |

ASBCE-3

e e tame e saeyen | tastuaanes |
test tfrace 20120815124710 pcap 212992 August 15, 2012 124726 PM GMT X

9. Conclusion

As illustrated in these Application Notes, Avaya Aura® Communication Manager 5.2.1, Avaya
Aura® Session Manager 6.2, and the Avaya Session Border Controller for Enterprise can be
configured to interoperate successfully with VVerizon Business IP Trunk service. This solution
allows Avaya Aura® Communication Manager and Avaya Aura® Session Manager user’s access
to the PSTN using a Verizon Business IP Trunk public SIP trunk service connection.
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10. Additional References
10.1. Avaya
Avaya product documentation, including the following, is available at http://support.avaya.com
[1] Installing and Configuring Avaya Aura® Communication Manager, Doc ID 03-603558,
Release 5.2.1
[2] Administering Avaya Aura® Communication Manager, Doc ID 03-300509
[3] Administering Avaya Aura® Session Manager, Doc ID 03-603324
[4] Installing and Configuring Avaya Aura® Session Manager, Doc 1D 03-603473
[5] Maintaining and Troubleshooting Avaya Aura® Session Manager, Doc ID 03-603325

[6]

Administering Avaya Aura® System Manager, Document Number 03-603324

Avaya Application Notes are also available at http://support.avaya.com

Application Notes Reference [LAR] contains additional information on Communication
Manager Look-Ahead Routing.

[LAR] Sample Configuration for SIP Private Networking and SIP Look-Ahead Routing
Using Avaya Communication Manager, Issue 1.0
http://www.avaya.com/master-usa/en-us/resource/assets/applicationnotes/sip-pvt-lar.pdf

10.2. Verizon Business

The following documents may be obtained by contacting a Verizon Business Account
Representative.

[7]
[8]

Retail VolP Interoperability Test Plan
Network Interface Specification Retail VolP Trunk Interface (for non-registering devices)
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Appendix A: Unscreened ANI Testing and Configuration

Unscreened ANI is a Verizon offered service (available with VVoIP IP Integrated Access and VolP
IP Trunking) and is a new feature being offered with Session Manager 6.2. This service was tested
successfully in this test configuration and can be implemented by following the steps here.

This feature allows Customer to send an “unscreened” ANI to the Company’s network which is
then displayed to the called party as Caller ID. An “unscreened” ANI can be any telephone number
that Customer passes through the Company’s network for Caller ID display purposes only. There
is no charge for this feature. If Customer selects this feature, Verizon will designate one of
Customer’s assigned telephone numbers as a “Screened Telephone Number” for each Customer
unique location. Verizon will use the Screened Telephone Number to determine call origination for
billing, call routing and E911 support. The customer is responsible for configuring its IP-PBX,
PBX or other devices to accommodate and properly process the Screened Telephone Number.

The screened telephone number provided by Verizon for this test is 732-945-0821. Typically
customers would have one or more screened telephone number, one for every location and a
central Session Manager could be used to pass multiple screened telephone numbers to Verizon
based on a Matching Pattern (i.e. a user’s CLID).

Login to Session Manager as shown above, navigate to Routing—> Adaptations, and select “New”.

Create a unique name for the Adaptation, here “Verizon Test”. Select the “VerizonAdapter” for
the Module Name. In module parameter enter any domain adaptions that may be needed. Here
the domains known to Verizon needed to overwrite the internal lab environment name of
“avayalab.com” so a Module Parameter of “osrcd=adevc.avaya.globalipcom.com
odstd=pcelban0001.avayalincroft.globalipcom.com fromto=true” was used.

Adaptation Details

General
* Adaptation name: Verizon_Test
Module name: | VerizonAdapter j
Module parameter: |osrcd=adevc.avaya.globalipcom.c
Egress URI Parameters:

Motes:

Scroll down to the Digit Conversion for Outgoing Calls from SM section, enter a Matching
Pattern (e.g. 732-945-0233), with the Min and Max number of digits to match on, in Address to
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modify, select origination, and in the Adaptation Data enter the screened telephone number (e.g.
732-945-0821) provided by Verizon. Hit Commit.

Digit Conversion for QOutgoing Calls from SM

@I Remove

3 Items Refresh Filter: Enable
_ - Phone Delete I Address to _
Matching Pattern Min Max Context Digits Insert Digits modify Adaptation Data Notes
*7329450233 *10 *10 *(g origination [+] [7323450821|

Once the Adaptation has been committed it needs to be applied to a SIP Entity. Back at the
Routing screen, select SIP Entities as shown in the Session manager section above, and select the
Avaya SBCE-1. Under Adaptation, change to the newly created “Verizon_Test” adaptation.

=TT

SIP Entity Details Commit||Cancel

General

* Name: |Avaya-SBCE-3
* FQDN or IP Address: |10.64.91.150
Type: |SIP Trunk

Notes: |Sipera-SBC-3 outside 1.1.1.2 using

Adaptation: |Verizon_Test E|

Location: |Avaya-SBCE-3 E|
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Verification

In the following filter Wireshark trace, you can see that the From line contains the DID number,
732-945-0233 and in the p-asserted identity section, a Diversion headeer has been added with the
screened ANI (732-945-0821).

From: "IP 9641 - SIP" <sip:7329450233@1.1.1.2:5060>;tag=80ce5662df1e11480503f896600

Diversion: sip:7329450821@1.1.1.2:5060>

B EEETNCETRETT
No. Time Source Destination Protocol Length Info z
12 9.927034 172.30.205.55 1.1.1.2 SIP 415 RequesT: OPTIONS sip:adevc. avaya.globalipcom. com: 5060
13 9.927300 1.1.1.2 172.30.205.55 SIP 376 status: 403 Forbidden
31 27.009642 1.1.1.2 172.30.209.21 SIP/SDF 1242 Regquest: INVITE sip:3035380026@172.30.209.21:5071, with session description L
32 27.074021 172.320.209.21 1.1.1.2 SIP 316 status: 100 Trying 3
37 29.460792 172.30.209.21 1.1.1.2 SIP/SDF 899 Status: 183 Session Progress, with session description
1025 39.166533 1.1.1.2 172.30.209.21 SIP 467 RequesT: OPTIONS sip:1.1.1.2
1033 39.228940 172.30.209.21 1.1.1.2 SIP 522 status: 200 OK
1834 47.169008 172.30.209.21 1.1.1.2 SIP/SDF 965 Status: 200 OK, with session description
1836 47.178256 1.1.1.2 172.30.209.21 SIP 652 Request: ACK s51p:3035380026@172.30.209.21:5071
1843 47.243143 1.1.1.2 172.30.209.21 SIP 972 Request: INVITE sip:3035380026@172.30.209.21:5071, in-dialog
1858 47.373381 172.30.209.21 1.1.1.2 SIP/SDF 963 status: 200 ok, with session description
1859 47.380786 1.1.1.2 172.30.209.21 SIP/SDF 837 Request: ACK sip:3035380026@172.30.209.21:5071, with session description
4140 69.941010 172,30.205.55 1.1.1.2 SIP 415 Request: OPTIONS sip:adevc.avaya.globalipcom. com: 5060
4141 69.941277 1.1.1.2 172.30.205.55 SIP 376 status: 403 Forbidden

7098 99.178456

172.30.209.21 SIP 467 Request: OPTIONS sip:1.1.1.2 -

< e r

Frame 31: 1242 bytes on wire (9936 bits), 1242 bytes captured (9936 bits)
Ethernet II, src: IntelCor_cc:24:41 (00:1b:21:cc:24:41), Dst: Cisco_5c:21:41 (00:04:9a:5c:21:41)
Internet Protocol Version 4, 5rc: 1.1.1.2 (1.1.1.2), Dst: 172.30.209.21 (172.30.209.21)
User Datagram Protocol, Src Port: sip (5060), Dst Port: powerschool (5071)
= session Initiation Protocol
Request-Line: INVITE sip:3035380026@172.30.209.21:5071 SIP/2.0
= Message Header
From: "IP 9641" <sip:7329450233@1.1.1.2:5060>; tag=80ce5662df1e11480503F896600
To: s1p:3035380026@172.30.209.21:5071
Cseq: 1 INVITE
call-ID: e75d773997746a3439b4691768d60466
Contact: "IP 9641" «<s5ip:7329450233@1.1.1.2:5060>
Record-route: <sip:1.1.1.2:5060; ipcs-T1ine=64;1r; transport=udp>
Allow: INVITE, CANCEL, BYE, ACK, PRACK, SUBSCRIBE, NOTIFY, REFER, OPTIONS, INFO, PUBLISH
supported: timer, replaces, join, 100rel
User-Agent: Avaya CM/R0O15x.02.1.016.4 AVAYA-5M-6.2.2.0.622005
Max-Forwards: €6
via: 5IP/2.0/UDP 1.1.1.2:5060;branch=z9hG4bKk-51632-000001847339-1--51632-
Accept-Language: en
Alert-Info: <cid:internal@avayalab.com>; avaya-cm-alert-type=internal
P-Asserted-Identity: "IP 9641" <sip:7329450233@1.1.1.2:5060>
session-Expires: 1200;refresher=uac
Min-sE: 1200
Diversion: <sip:7329450821@1.1.1.2:5060>
Content-Type: application/sdp
P-Location: 5M;origlocname="CM521";origsiglocname="cM521"; termlocname="Avaya-5BCE-3";termsiglocname="Avaya-5SBCE-3"
content-Length: 154
= Message Body

M Enccdian Ancrrintinn Aratacal

®
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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