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Abstract 
 

  

These Application Notes describe the steps for configuring Avaya IP Office R8.1 and the Avaya 

Session Border Controller for Enterprise 6.2, with the AT&T IP Toll Free service using AVPN 

or MIS/PNT transport connections.   

 

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya 

Avaya IP Office and the AT&T IP Toll Free service and is used to not only secure the SIP 

trunk, but also to make adjustments to the SIP signaling for interoperability. 

 

Avaya IP Office 8.1 is a versatile communications solution that combines the reliability and 

ease of a traditional telephony system with the applications and advantages of an IP telephony 

solution. This converged communications solution can help businesses reduce costs, increase 

productivity, and improve customer service. 
 

The AT&T IP Toll Free service is a managed Voice over IP (VoIP) communications solution 

providing toll-free services over SIP trunks for business customers.  
 

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these 

Application Notes has been obtained through compliance testing and additional technical 

discussions. Testing was conducted via the DevConnect Program. 
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1. Introduction 
These Application Notes describe the steps for configuring Avaya IP Office R8.1 (Avaya IP 

Office) and the Avaya Session Border Controller for Enterprise 6.2, (Avaya SBCE), with the 

AT&T IP Toll Free service using AVPN or MIS/PNT  transport connections. 

 

Avaya IP Office is a versatile communications solution that combines the reliability and ease of 

a traditional telephony system with the applications and advantages of an IP telephony solution. 

This converged communications solution can help businesses reduce costs, increase productivity, 

and improve customer service. 

 

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya 

Avaya IP Office and the AT&T IP Toll Free service and is used to not only secure the SIP trunk, 

but also to make adjustments to the SIP signaling for interoperability. 

 

The AT&T IP Toll Free service is a managed Voice over IP (VoIP) communications solution 

providing toll-free services over SIP trunks for business customers. The AT&T Toll Free service 

utilizes AVPN
1
 or MIS/PNT

2
 transport services. 

 

Note ï The AT&T IP Toll Free service will be referred to as IPTF in the remainder of this 

document. 

2. General Test Approach and Test Results 
The test environment (see Figure 1) consists of:  

 A simulated enterprise with Avaya IP Office, Avaya IP Off ice telephones and fax machines 

(Ventafax application), and the Avaya SBCE.  

 Laboratory versions of the IPTF service, to which the simulated enterprise was connected via 

AVPN/MIS transport. 

 

The test objectives were to verify the features and functionality described in Section 2.1.  

 

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.  The 

jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent 

to the interoperability of the tested products and their functionalities.  DevConnect Compliance 

Testing is not intended to substitute full product performance or feature testing performed by 

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or 

completeness of a DevConnect memberôs solution. 

2.1. Interoperability Compliance Testing 

The interoperability compliance testing focused on verifying inbound call flows (see Section 

3.2) between Avaya IP Office, the Avaya SBCE, and the IPTF service. 

                                                 
1
 AVPN uses compressed RTP (cRTP). 

2
 MIS/PNT does not support cRTP. 
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The compliance testing was based on a test plan provided by AT&T, for the functionality 

required for certification as a solution supported on the AT&T network. Calls were made from 

PSTN across the IPTF service network.  

 

The following SIP trunking VoIP features were tested with the IPTF service: 

 

 Incoming calls from PSTN, routed by the IPTF service, via the Avaya SBCE, to Avaya 

IP Office.  These calls are via the Avaya IP Office SIP Line and may be 

generated/answered by Avaya SIP telephones/Softphones, H.323 telephones, Analog 

telephones, Analog fax machines or via Hunt Groups. Coverage to Avaya IP Office 

Voicemail Pro, and Voicemail Pro auto-attendant applications, may also be used.   

 Inbound fax using T38 or G.711, and G3 or SG3 endpoints. 

 Proper disconnect when the caller abandoned a call before answer, and when the Avaya 

IP Office party or the PSTN party terminated an active call. 

 Proper busy tone heard when an Avaya IP Office user called a busy PSTN user, or a 

PSTN user called a busy Avaya IP Office user (i.e., if no redirection was configured for 

user busy conditions). 

 SIP OPTIONS monitoring of the health of the SIP trunk.  In the reference configuration 

Avaya IP Office sent OPTIONS to the IPTF service Border Element and AT&T 

responded with 405 Method Not Allowed (which is the expected response). That response 

is sufficient for Avaya IP Office to consider the connection up.  

 Incoming calls using the G.729 and G.711 ULAW codecs. 

 Long duration calls. 

 DTMF transmission (RFC 2833) for successful voice mail navigation, including 

navigation of a simple auto-attendant application configured on Avaya IP Office 

Voicemail Pro as well as IPTF DTMF generated features. 

 Telephony features such as call waiting, hold, transfer, and conference. 

 AT&T IP Toll Free features such as Legacy Transfer Connect and Alternate Destination 

Routing were also tested.  

2.2. Test Results 

Interoperability testing of the sample configuration and features described in Section 2.1 were 

completed successfully.  The following observations were noted during testing: 

2.2.1.  Known Limitations 

 

1. The Avaya IP Office fax feature ñT.38 Fallbackò (to G.711) is not supported in the 

reference configuration. 

 

2. G.726 codec support - G.726 codec is not supported by IP Office. 

 



 
JF; Reviewed: 

SPOC  3/15/2013 

Solution & Interoperability Test Lab Application Notes 

©2013 Avaya Inc. All Rights Reserved. 

6 of 88 

IPO81SBCE62TF 

 

3. Avaya IP Office only supports a packet size of 20 msecs, and therefore does not 

specify a PTIME value in the SIP SDP (in either requests or responses) - Network 

responses include MAXPTIME=20, and network requests include MAXPTIME=30.  

 Although no issues were found during testing, the AT&T IPTF service 

recommends a value of 30ms when AVPN transport is used.  

 

4. Avaya IP Office uses fixed RFC2833 Telephone Event type 101 in SIP requests ï

Avaya IP Office uses a fixed RFC2833 Telephone Event type of 101, and the AT&T 

network responses do comply with a value of 101. However, AT&T network SIP 

requests specify Telephone Event type 100, and Avaya IP Office complies with a value 

of 100.  

 No issues were found during testing as a result of this behavior. 

 

5. IP Trunk shuffling is not supported with  Avaya IP Office 8.1 using the 500v2 

platform .  

 IP Trunk shuffling is supported with Avaya IP Office 8.1 using the server 

platform. 

2.3. Support 

AT&T customers may obtain support for the AT&T IP Toll Free service by calling (800) 325-

5555.  

 

Avaya customers may obtain documentation and support for Avaya products by visiting 

http://support.avaya.com.  In the United States, (866) GO-AVAYA (866-462-8292) provides 

access to overall sales and service support menus.  Customers may also use specific numbers 

(provided on http://support.avaya.com) to directly access specific support and consultation 

services based upon their Avaya support agreements. 

3. Reference Configuration 

Note ï Documents used to provision the reference configuration are listed in Section 10.  

Specific references to these documents are indicated in the following sections by the notation 

reference [x], where x is the document reference number. 

 

The reference configuration used in these Application Notes is shown in Figure 1 below and 

consists of the following components:  

 

 Avaya IP Office provides the voice communications services for a particular enterprise site. 

In the reference configuration, Avaya IP Office runs on an IP 500 V2 platform. This solution 

is extensible to Avaya IP Office platforms as well (see Item 5 in Section 2.2.1). 

 Avaya ñdeskò telephones are represented with an Avaya 1608 H.323 set, an Avaya 6211 

Analog set, an Avaya 1120E SIP set, and PC based Avaya IP Office SIP Softphone (in 

Default Mode). Fax endpoints are represented by PCs running Ventafax software connected 

by modem to an Avaya IP Office analog port. 

http://support.avaya.com/
http://support.avaya.com/
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 Avaya IP Office Voicemail Pro (running on a Windows 2003 server) provided the voice 

messaging capabilities in the reference configuration. This solution is extensible to the Avaya 

IP Office embedded voice mail as well. 

 Avaya Session Border Controller for Enterprise running on a CAD-0208 platform. This 

solution is extensible to other Avaya Session Border Controller for Enterprise platforms as 

well. 

 UDP/5060 is the recommended transport protocol/port to use on the IP Office LAN1 

connection. However TCP/5060 may be used if necessary.  

 Inbound calls utilize telephone or fax User/Extensions provisioned on Avaya IP Office. 

Signaling is sent between Avaya IP Office and the IPTF service via the Avaya SBCE.  

 The AT&T IPTF service requires the following SIP trunk network settings to the IPTF 

Border Element: 

o UDP transport using port 5060 

o RTP port ranges 16384-32767 

 The AT&T IP Toll Free service provided the inbound access numbers (DID and DNIS) used 

in the reference configuration. 

 

The Avaya IP Office 500V2 platform and the Avaya SBCE CAD-0208 platform used in the 

reference configuration deployed using the following configuration (referred to as an IP Office 

ñone-wireò configuration). 

 

 Avaya IP Office LAN1 interface (labeled ñLANò) connected to the CPE private network. 

 Avaya SBCE A1 interface connected to the CPE private network. 

 Avaya SBCE B1 interface connected to the AT&T IP Toll Free service network router. 

 

Note ï In the reference configuration, the IP Office LAN2 interface, and the Avaya SBCE E3 

interface (CAD-0208 platform), are both connected to a separate ñmanagementò subnet. 

 

Note ï The IP Office ñone-wireò configuration described in this document is the preferred 

configuration for the IP Office/Avaya SBCE solution. However an IP Office ñtwo-wireò 

configuration is also supported.  
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Figure 1: Reference Configuration 
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3.1. Illustrative Configuration Information 

The specific values listed in Table 1 below and in subsequent sections are used in the reference 

configuration described in these Application Notes, and are for illustrative purposes only.  

Customers must obtain and use the values based on their own specific configurations.  

  

Note - The AT&T IPTF IP addressing shown in this document is an example. AT&T Customer 

Care will provide the actual IP addressing as part of the IPTF provisioning process. 

 

Component Illustrative Value in these 

Application Notes 

Avaya IP Office 500 V2 Platform  

Private IP Address (LAN1 interface, labeled 

ñLANò on the chassis, see Section 5.1) 

192.168.42.1 

LAN2 interface, (labeled ñWANò on the chassis), 

for management access.  

192.168.1.22 

Avaya SBCE CAD-0208 Platform 

Private IP Address (A1 interface). 192.168.42.20 

Public IP Address (B1 interface). 192.168.64.130 

Management IP address (interface labeled ñE3ò). 192.168.1.20 

AT&T IPTF  Service 

Border Element IP Address 135.25.29.74 

AT&T Access router interface  192.168.64.254 

Table 1: Illustrative Values Used in these Application Notes 

 

3.2. Call Flows 

To understand how inbound AT&T IPTF service calls are handled by Avaya IP Office, two basic 

call flows are described in this section.  

 

3.2.1.   Inbound 

The first call scenario illustrated in the figure below is an inbound AT&T IPTF service call that 

arrives on Avaya IP Office, which in turn routes the call to a hunt group, phone or a fax 

endpoint.  

 

1. A PSTN phone originates a call to an IPTF service number.  

2. The PSTN routes the call to the AT&T IPTF service network.  

3. The AT&T IPTF service routes the call to the Avaya SBCE.  

4. The Avaya SBCE performs SIP Network Address Translation (NAT) and any specified 

SIP header modifications, and routes the call to Avaya IP Office.  

5. Avaya IP Office applies any necessary digit manipulations based upon the DID and 

routes the call to a hunt group, phone or a fax endpoint. 
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Figure 2: Inbound AT&T IPTF  Call 

  

3.2.2.   Coverage to Voicemail 

The call scenario illustrated in the figure below is an inbound call that is covered to Voicemail. 

In the reference configuration, the Voicemail system used is Avaya IP Office Voicemail Pro, 

running on a Windows 2003 server.  

 

1. Same as the first call scenario in Section 3.2.1.  

2. The Avaya IP Office phone does not answer the call, and the call covers to the external 

application Avaya IP Office Voicemail Pro. 

 

 

Figure 3: Coverage to Voicemail (Voicemail Pro) 
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4. Equipment and Software Validated 
The following equipment and software was used for the reference configuration described in these 

Application Notes.   

 

Equipment/Software Release/Version 

Avaya IP Office 500 V2  R8.1 (63) 

Avaya IP Office Manager 10.1 (63) 

Avaya 1608 (H.323) Telephone Ha1608ua1_3200.bin 

Avaya 1120E (SIP) Telephone 04.03.12.00 

Avaya IP Office Softphone (SIP) 3.2.3.20 (64770) 

Avaya 6211 Analog Telephone - 

Avaya Session Border Controller for Enterprise 6.2.0 Q30 

Fax device Ventafax 6.3 

AT&T IPTF Service via MIS/PNT transport service 

connections. 

VNI 26 

 

Table 2: Equipment and Software Versions 

 

Note - Testing was performed with IP Office 500 R8.1, but it also applies to IP Office 

Server Edition R8.1. Note that IP Office Server Edition requires an Expansion IP Office 

500 v2 R8.1 to support analog or digital endpoints or trunks. 

5. Avaya IP Office Configuration 

Note - This section describes attributes of the reference configuration, but is not meant to be 

prescriptive. In the following sections, only the parameters that are highlighted in bold text are 

applicable to this document. Other parameter values may or may not match based on local 

configurations. Additionally, the screen shots referenced in these sections may not be complete at 

times. For more information on installing Avaya IP Office consult reference [1]. 

 

Avaya IP Office is configured via the Avaya IP Office Manager program. For more information 

on Avaya IP Office Manager, consult reference [2].   From the Avaya IP Office Manager PC, 

select Start Ÿ Programs Ÿ Avaya IP Office Ÿ Manager to launch the Manager application.  

Enter the appropriate credentials. 
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5.1. Physical, Network, and Security Configuration 

This section describes attributes of the reference configuration, but is not meant to be 

prescriptive.  

 

In the reference configuration the Avaya IP Office 500 V2 platform contained a 

COMBO6210/ATM4 module.  The COMBO6210/ATM4 is used to add a combination of ports 

to an IP500 V2 control unit. The module supports 10 voice compression channels. Codec support 

is G.711mu, G729a, G.723 with 64ms echo cancellation and G.722 (supported by Avaya IP 

Office Release 8.0 and higher).  The module also supports 6 Digital Station ports for digital 

stations in slots 1-6 (except 3800, 4100, 4400, 7400, M and T-Series), 2 Analog Extension ports 

in slots 7-8, and 4 Analog Trunk ports in slots 9-12.   

 

The following screen shows the Avaya IP Office module configuration  used in the reference 

configuration. In the screen below, IP 500 V2 is selected in the Group pane, revealing additional 

information about the IP 500 V2 in the Details pane. 

 

 
   
The Avaya IP Office 500 V2 has two Ethernet ports on the back of the chassis, labeled LAN 

(LAN1) and WAN (LAN2). In the reference configuration, the LAN port (LAN1) is connected 

to the private CPE network, as described in Section 3. The Avaya SBCE, as well as H.323 

telephones, SIP telephones, and the management/Softphone PC used in the reference 

configuration, are also connected to the private CPE network. The WAN port (LAN2) is 

connected to the CPE management LAN subnet.  

 

Provisioning for these interfaces is described in Section 5.3.2 and 5.3.3. 

 

In order for the Avaya IP Office system to be able to route data to/from the AT&T network, a 

default route must be added specifying the Avaya SBCE ñA1ò interface (e.g., 192.168.42.20). To 

add an IP Route in Avaya IP Office, right-click IP Route from the Navigation pane, and select 

New.  To view or edit an existing route, select IP Route from the Navigation pane, and select the 

appropriate route from the Group pane.  The following screen shows the relevant default route 

using Destination Ą LAN 1. 
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5.2. Licensing 

The configuration and features described in these Application Notes require the Avaya IP Office 

system to be licensed appropriately.  If a desired feature is not enabled or there is insufficient 

capacity, contact an authorized Avaya sales representative. 

 

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in 

the Navigation pane and SIP Trunk Channels in the Group pane.  Confirm a valid license with 

sufficient ñInstancesò (trunk channels) in the Details pane. 

 

 
  
If Avaya IP Telephones will be used, verify the Avaya IP endpoints license.  Click License in 

the Navigation pane and Avaya IP endpoints in the Group pane. Confirm a valid license with 

sufficient ñInstancesò in the Details pane. Note that in some cases duplicate license entries may 
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be listed (e.g, Avaya IP endpoints below). One will  display a key sequence in the License Key 

field while the other will display ñVirtualò. 

 

 
 

The following screen shows the availability of a valid license for Power User features 

(OPTIONAL).  In the reference configuration, the user with extension 500 will be configured as 

a ñPower Userò. 
 

 

5.3. System Settings 

This section illustrates the configuration of system settings.  Select System in the Navigation 

pane to configure these settings. 

5.3.1.   System Tab 

With the proper system name selected in the Group pane, select the System tab in the Details 

pane.  The following screen shows a portion of the System tab.  The Name field can be used for 

a descriptive name of the system.  In this case, the default system serial number is used as the 

name.  The Avaya HTTP Clients Only and Enable SoftPhone HTTP Provisioning boxes are 

checked to facilitate Avaya IP Office Softphone usage. 
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5.3.2.   LAN 1 Settings 

In the reference configuration, LAN1 was used to connect the Avaya IP Office to the CPE 

network (see the note in Section 3).  To view or configure the IP address, select the LAN1  tab 

followed by the LAN Settings tab, and enter the following: 

 

 IP Address: Set to 192.168.42.1 as used in the reference configuration.   

 DHCP Mode is also set to Server so that IP phones will get an IP Address from the 

Avaya IP Office Server.  Other parameters on this screen may be set according to 

customer requirements. 

 Click the OK  button (not shown). 
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Select the LAN1  ĄVoIP tab as shown in the following screen. The following settings were used 

in the reference configuration: 

 

 The H323 Gatekeeper Enable box is checked to allow the use of Avaya IP Telephones 

using the H.323 protocol, such as the Avaya 1600-Series Telephones used in the 

reference configuration.   

 The SIP Trunks Enabled box is checked to support SIP trunking. 

 The SIP Registrar Enable box is checked to allow Avaya 11xx (SIP) and Avaya IP 

Office Softphone (SIP) usage. 

 RTP Port Number Range: The AT&T IPTF service requires that the RTP use the port 

range 16384 to 32767.  

o 16384 is entered in the Port Range (Minimum) field.  

o 32766 is entered in the Port Range (Maximum) field, as this field requires even 

numbers. See Section 6.5.3 for more information on the RTP settings. 

 DiffServ Settings (optional): If desired, Avaya IP Office can be configured to mark the 

Differentiated Services Code Point (DSCP) in the IP Header with specific values to 

support Quality of Service policies.  The default values were used in the reference 

configuration.  

 Note that on this interface, RTP Keepalives/Scope is set to Disabled (default). 

 Other parameters on this screen may be set according to customer requirements. 

 Click the OK  button (not shown). 
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Select the LAN1  Ą Network Topology tab as shown in the following screen, and enter the 

following: 

 Public IP Address: The 0.0.0.0 default value is used. This means Avaya IP Office will 

use the LAN1 IP address specified on the LAN1 LAN Settings tab described above 

(192.168.42.1). 

 Public Port to 5060. 

 Firewall/NAT Type  is set to Open Internet.  With this configuration, STUN will not be 

used. 

 Binding Refresh Time is set to 120 (used for OPTIONS interval, see Section 5.9). 

 Click the OK  button (not shown). 
 

 
 

Note: The Firewall/NAT Type  parameter may need to be different, depending on the type of 

firewall or Network Address Translation device used at the customer premise.   

 

If SIP endpoints are used, select the SIP Registrar tab.  The following screen shows the settings 

used in the reference configuration. Note that the Domain Name field is set to customerb.com, 

(the CPE domain), otherwise the LAN1 IP address is used for registration. 
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5.3.3.   LAN 2 Settings 

As described in Section 3, the LAN2 interface was not used for VoIP traffic in the ñone-wireò 

configuration implemented in the reference configuration. However the LAN2 interface was 

used to manage the IP Office platform and was connected to a separate management subnet. 

 

 IP Address: In the reference configuration the IP Office management address is 

192.168.1.22.   

 Other parameters on this screen were set to defaults. 

 

 
 

 On the VoIP tab verify that the H.323 Gatekeeper, SIP Trunks, and SIP Registrar boxes 

are not checked. 

 

 
 

 The Network Topology tab uses default values. 

 Click the OK  button (not shown). 

5.3.4.   Voicemail 

As described in Sections 1 and 2, Avaya IP Office Voicemail Pro was used in the reference 

configuration, running on a Windows 2003 Server.  The installation and provisioning of Avaya 

IP Office Voicemail Pro is beyond the scope of this document. See reference [4] &  [5] for more 

information on installing and provisioning Avaya IP Office Voicemail Pro.  

 

To view or change Avaya IP Office Voicemail settings, select the Voicemail tab as shown in the 

following screen.  The settings presented here simply illustrate the reference configuration and 

are not intended to be prescriptive. 

 Set Voicemail Type: Voicemail Lite/Pro . 
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 Set Voicemail IP Address: to the IP address of the platform running Voicemail Pro. 

 Other parameters on this screen may be set according to customer requirements. 

 Click the OK  button (not shown). 

 

 

5.3.5.   System Telephony Configuration 

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as 

shown in the following screen.  The settings presented here simply illustrate the reference 

configuration and are not intended to be prescriptive.    
 

In the reference configuration, the Inhibi t Off -Switch Forward/Transfer box is unchecked so 

that call forwarding and call transfer to PSTN destinations via the AT&T IPTF service can be 

tested.   

 

The Companding Law parameters are set to U-LAW  as is typical in North America.  Other 

parameters on this screen may be set according to customer requirements. 

 

OPTIONAL: The Default Name Priority parameter can be relevant to SIP Trunking.   The 

option to Favor Trunk  or Favor Directory can be set system-wide using the screen below, or 

set uniquely for each line.  Favor Trunk  was used in the reference configuration. With the 

option set to Favor Directory , Avaya IP Office will prefer to display names found in a personal 

or system directory over those arriving from the far-end, if there is a directory match to the caller 

ID.  This capability is also defined in the SIP Line tab in Section 5.4. A userôs personal 

directory example is shown in Section 5.5.2. 
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5.3.6.   System Codecs Configuration 

Navigate to the System Ą Codecs tab.  On the left, observe the list of Available Codecs.  By 

selecting codecs in this column, they will appear in the Default Codec Selection Ą Unused 

column. Codecs may be selected from the Unused list and moved to the Selected column by use 

of the >> button, thereby making the selected codecs available in other screens where codec 

configuration may be performed (e.g., Sip Lines and Extensions).  

 

The up and down arrow buttons are used to order the selected codecs. By default, all IP (SIP and 

H.323) lines (including the SIP Line) and extensions will assume the system default Selected 

codec list, unless configured otherwise for the specific line or extension. When completed, click 

on OK  (not shown). 

 

Note - In the reference configuration the System and Extension (see Section 5.5) codec lists 

specify G.711mu and G.729A (in that order), and the SIP Line (see Section 5.4.3) offers G.729A 

and G.711mu (in that order). In this manner local Avaya IP Office calls (non-SIP trunk calls) 

will attempt G.711mu first, and SIP trunk calls will attempt G.729A first. 

 




























































































































