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Abstract

These Application Notes describe #teps for configuringwvaya IP OfficeR8.1and the Avaya
Session Border Controller for Enterprise 6.2, with the AT& T ¢ Freeservice using AVPN
or MIS/PNT transport connections.

The Avaya Session Border Controller for Enterprise is the point ofembion between Avay3
Avaya IP Officeand the AT&T IPToll Freeservice and is used to not only secure the SIP
trunk, but also to make adjustments to the SIP signaling for interoperability.

Avaya IP Office 8.1s a versatile communications solution thambines the reliability and
ease of a traditional telephony system with the applications and advantages of an IP tel
solution. This converged communications solution can help businesses reduce costs, ir
productivity, and improve customer semic

The AT&T IP Toll Free service is a managed Voice over IP (VolP) communications soly
providing tolHree services over SIP trunks for business customers.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in
Application Notes has been obtained through compliance testing and additional t€
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes descritiee steps for configuring Avaya IP Office R§Avaya IP
Office) and the Avaya Session Border Controller for Enterprise 6.2, (Avaya SBCE), with the
AT&T IP Toll Freeservice usindAVPN or MIS/PNT transport connections.

AvayalP Office is a versatile commications solution that combines the reliability and ease of

a traditional telephony system with the applications and advantages of an IP telephony solution.
This converged communications solution can help businesses reduce costs, increase productivity,
and improve customer service

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya
Avaya IP Officeand the AT&T IPToll Freeservice and is used to not only secure the SIP trunk,
but also to make adjustments to the Sitfhaling for interoperability.

The AT&T IP Toll Free service is a managed Voice over IP (VolP) communications solution
providing tolHree services over SIP trunks for business custormbesAT&T Toll Freeservice
utilizes AVPN or MIS/PNT transport srvices.

Note T The AT&T IP Toll Freeservice will be referred to a®TF in the remainder of thi
document.

Uy

2. General Test Approach and Test Results

The test environment (sé&gure 1) consiss of:

¢ A simulated enterprise witAvayalP Office, AvayalP Office telephoneand fax machines
(Ventafax application)and the Avay&BCE

e Laboratory versions of tH@TF service, to which the simulated enterprise was connected via
AVPN/MIS transport.

The test objectives were to verify tfeatures and functionalityescribed irSection2.1

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standas#sl interfaces pertinent

to the interoperability of the tested prects and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completenes of a DevConnect member s sol ution

2.1. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound call flowsSess@n
3.2) between Avaya IP Office, the Avaya SBCE, andIBNEF- service.

! AVPN uses compressed RTP (cRTP).
2MIS/PNT does not support cRTP.
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The compliance testg was based on a test plan provided by AT&T, for the functionality
required for certification as a solution supported on the AT&T network. Calls were made from
PSTN across thE°TF service network.

The following SIP trunking VolP features were testethwihelPTF service

e Incoming callsSrom PSTN, routed by thPTF service via the Avaya SBCE, téwvaya
IP Office. These calls are via tA@ayalP Office SIP Line and may be
generated/answered by Avaya SIP telephones/Softphones, H.323 telephones, Analog
telephones, Analog fax machines or via Hunt Groups. Coverage to Avaya IP Office
Voicemail Pro, andvoicemail Pro auteattendant applications, may also be used.
Inbound fax using T38 or G.71and G3 or SG3 endpoints

e Proper disconnect when the calleaafioned a call before answer, and when the Avaya
IP Office party or the PSTN party terminated an active call.

e Proper busy tone heard when an Avaya IP Office user called a busy PSTN user, or a
PSTN user called a busy Avaya IP Office user (i.e., if no retitire was configured for
user busy conditions).

e SIP OPTIONS monitoring of the health of the SIP truhkthe reference configuration
Avaya IP Office sent OPTIONS to theTF service Border Element and AT&T
responded witd05 Method Not Allowefhich isthe expected response). That response
is sufficient for Avaya IP Office to consider the connection up.

e Incoming calls using the G.72%d G.711 ULAW codecs.

e Long duration calls.

e DTMF transmission (RFC 2833) for successful voice mail navigation, including
navigation of a simple awattendant application configured on Avaya IP Office
VoicemailProas well as IPTF DTMF generated features

e Telephony features such as call waiting, hold, transfer, and conference.

e AT&T IP Toll Free features such as Legacy TrangEonnect and Alternate Destination
Routing were also tested.

2.2. Test Results

Interoperability testing of the sample configuration and features descrilsedtion2.1were
completed successfully. The following observations were noted during testing:

2.2.1. Known Limitations

1. The Avaya IP Office fax feature AT.38 Fallbacko (to G.711) is not supported in the
reference configuration

2. G.726 codec support G.726 codec is not supported by IP Office.
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3. Avaya IP Office only supports a packet size of 20 msecand therefore does not
specify aPTIME value in the SIP SDP (in either requests or responsesNetwork
responses include MAXPTIME=20, and network requests include MAXPTIME=30.

¢ Although no issues were found during testing, the ATRTF service
recommends a valud 30mswhen AVPN transport is used

4. Avaya IP Office usedixed RFC2833 Telephone Event typ&01 in SIP requests
Avaya IP Office uses a fixed RFC2833 Telephone Event typelofabdthe AT&T
network responsedo comgdy with a value of 101However AT&T network SIP
requests specify Telephone Event type, Hd@l Avaya IP Officeomplies with a value
of 100.

e No issues were found during testiag a result of this behavior.

5. IP Trunk shuffling is not supported with Avaya IP Office 8.1using the 500v2
platform.
e [P Trunk shufflingis supported with Avaya IP Office 8.1 using the server
platform.

2.3. Support

AT&T customers may obtain support for the AT&T IP Toll Free service by calling (800) 325
5555.

Avaya customers may obtain documentation and support fayaAproducts by visiting
http://support.avaya.comin the United States, (866) GEVAYA (866-462-8292) provides

access to overall sales and service support menus. Customers may also use specific numbers
(providedon http://support.avaya.conto directly access specific support and consultation
services based upon their Avaya support agreements.

3. Reference Configuration

Notei Documents used to provision the reference conditjon are listed ilsection10.
Specific references to these documents are indicated in the folleggtigrs by the notation
reference K], where x is the document reference number.

The reference configuration used in these Application Notes is sindvigure 1 below and
consists of the following components:

e Avaya IP Officeprovides the voice communications services for a particular enterprise site.
In the reference configuratioAyaya IP Officeruns on an IP 500 V@latform This solution
is extensible toAvaya IP Officeplatforms as well (sekem 5 in Section 2.2.).

e Av aya telemosek a@re represented wathAvaya 1608H.323 setanAvaya 6211
Analogset anAvayal120E SIP segnd PC basedvaya IP OfficeSIP Softphong(in
Default Modg. Fax endpoints are represented by PCs running Ventafax softaranected
by modem to ar\vaya IP Officeanalog port.
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e Avaya IP OfficeVoicemailPro (running on a Windows 2003 serverypvidedthe voice
messaging capabilities in the reference configurafibrs solution is extensible to the Avaya
IP Office embedded voice mail as well.
e Avaya Session Border Controller for Enterprise running on a-©OAI8 platform. Tis
solution is extensible to other Avaya Session Border Controller for Enterprise platforms as
well.
e UDP/5060 is the recommended transport protocol/port to use on the IP IGffide
connectionHowever TCP/5060 may be used if necessary.
¢ Inbound calls utilize tefghone or faxUser/Extensionprovisioned orAvaya IP Office
Signaling is sent betweekvaya IP Officeandthe IPTF servicevia the Avaya SBCE
e The AT&T IPTF service requires the followingIP trunk networlsettingsto the IPTF
Border Element:
o UDP transport using port 5060
0 RTP portranges 1638R767
e TheAT&T IP Toll Free servicprovidedthe inbound access numbers (DID and DNIS) used
in the reference configuration.

The Avaya IP Office 500V2 platform and the Avaya SBCE G308 platform used in the
reference configuratiodeployed using the following configuration (referred to as an IR©ff
i o rwd r oerdiguration).

e Avaya | P Office LAN1 interf Lebprivgtd netvaekli ed AL
e Avaya SBCE Al interface connectedtbhe CPE private network.
e Avaya SBCE Bl interface connected to &B&T IP Toll Freeservicenetwork raiter.

NoteT In the reference configuration, the IP Office LAN2 integaand the Avaya SBCE3
interface(CAD-0208 platform)ar e bot h connected to a separate

Notei The | P OWwiree dontigurationisthemaerradbed i n t
configuration for the I P Officel Awaya&@0SBCE so
configuration is also supported.
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AT&T
AVPN or MIS/PNT
Transport Network

ATET
IP Toll Free

AT&T Router

B1 (EO)

Public IP Address Space

Private |IP Address Space

Avaya IP Office R8.1 Analog
Modem

A1 | (E3)|Avaya SBCE 6.2
(E2)

' Avaya 6211

(Analog) PC with
Ventafax
Avaya PC with IP Office Voicemail Pro Avaya
1608 Softphone / Windows Server 1120E
H.323 SIP
Figure 1: Reference Configuration
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3.1. lllustrative Configuration Information

The specific values listed ifiable 1below and in subsequeséctiors are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Custoners must obtain and use the values basdadenown specific configurations.

Note- The AT&T IPTFIP addressg shown in this document i:i@xample. AT&T Customer
Care will provide the actl IP addressing as part of th&l'F provisioning process.

Component lllustrative Value in these
Application Notes

Avaya IP Office 500 V2Platform

Private IP Adiress (LAN1 interface, labeled 192.168.42.1
A L A Nrothe chassis, s&ection 5.)
LAN2 interface, (Il ab 192.168.1.22

for management access.
Avaya SBCE CAD-0208 Platform

PrivatelP Address (Al interfage 192.168.42.20
PubliclP Address (B1 interfage 192.168.64.130
Management IP address (interface labéegb ) 192.168.1.20
AT&T IPTF Service

Border Element IP Address 135.25.29.74
AT&T Access router interface 192.168.64.254

Table 1: lllustrative Values Used in these Aplication Notes

3.2. Call Flows

To understand how inbound AT&PTF service calls are handled Byaya IP Office two basic
call flows are described it section

3.2.1. Inbound

The first call scenario illustrated in the figure below is an inbound ATRITF service call that
arrives on Avaya IP Office which in turn routes the call to a hunt group, phone or a fax
endpoint.

A PSTN phone originates a call to #ATF service number.

The PSTN routes the call to the AT&PTF service network.

TheAT&T IPTFservice routes the call the Avaya SBCE

TheAvaya SBCE performs SIP Network Address Translation (NAT) and any specified
SIP header modifications, and routes the call to Avaya IP Office

Avaya IP Office applies any necessary digit manipulations based upon the DID and
routes the call to a hunt grouphone or a fax endpoint

PwnhE

o
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ATET

PSTH IP Toll Free
Service
PSTH
P
hone A
Avaya | 4 |0 o SBCE
IP Office

lﬁ
B

FPhone

Figure 2: Inbound AT&T IPTF Call

3.2.2. Coverage to Voicemalil

The call scenario illustrated in the figure below is arourid call thats covered to/oicemail
In the reference configuratiptheVoicemailsystemusedis Avaya IP OfficeVoicemail Pro,
running on a Windows 2003 server

1. Same as the first call scenarioSection3.2.1
2. TheAvaya IP Officephone does not awer the call, and the call covers to éxternal
applicationAvaya IP OfficeVoicemail Pro.

JF; Reviewed:
SPOC 3/15/2013

ATET

_-... IP Toll Free

PSTH Service

Phane

Avaya Avaya SBCE
Yoicemail Y
Pro
SR
Avaya
IP Office

2ty

&

Phone

Figure 3: Coverage toVoicemail (Voicemail Pro)
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these
Application Notes.

Equipment/Software Release/Version
Avaya IP Office500 V2 R8.1 (63)
Avaya IP OfficeManager 10.1 (&)
Avaya 1608 (H.323) Telephone Hal608ual 320.bin
Avaya 1120E (SIP) Telephone 04.03.1200
Avaya IP OfficeSoftphone (SIP) 3.2.320(64770)
Avaya 6211 Analog Telephone -
Avaya Session Border Controller for Enterprise 6.2.0 B0
Fax device Ventafax 6.3
AT&T IPTF Service via MIS/PNT transport service VNI 26
connections.

Table 2: Equipment and Software Versions

Note - Testing was performed with IP Office 500 R8.1, but it also applies to IP Office
Server Edition R8.1. Note that IP Office Server Edition regiires an Expansion IP Office
500 v2 R8.1 to support analog or digital endpoints or trunks.

5. Avaya IP Office Configuration

Note - This sectiondescribes attributes of the reference configuration, but is not meant to be
prescriptiveln the following sectionsonly the parameters that are highlightethahd text are
applicable to this document. Other parameter values may or may not match based on local
configurationsAdditionally, the screen shots referenced in trsestiors may not be complete at
times.For more information on installingvaya IP Officeconsultreferencg1].

Avaya IP Officeis configured via thévaya IP OfficeManager progranf-or more information
onAvaya IP OfficeManager, consult referen¢®. From theAvaya IP OfficeManager PC,
selectSt art Y P rAvayalR@ffcce YY Ma n aglaumch the Manager application.
Enter the appropriate credentials.

Configuration Service User Login

IP Office Q0EQDAOSE005 - IP 500 V2

Setvice User Mame

Setvice User Password

Cancel ] [ Help
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5.1. Physical, Network, and Security Configuration

This sectiondescribs attributes of theeferenceconfiguration, but is not meant b
prescriptive.

In thereferenceconfiguration theAvaya IP Office500V2 platform contained a
COMBO6210/ATM4 module The COMBO6210/ATM4is used to add a combination ofr{so

to an IP500 V2 control unif’he module supports 10 voice compression cHan@@dec support
is G.71Inu, G729a(.723 with 64ms echo cancellatiand G.722 (spported byAvaya IP
Office Release 8.0 and highefThe modulealsosuppors 6 Digital Station ports for digital
stations irslots1-6 (except 3800, 4100, 4400, 7400, MldnSeries), 2 Analog Extension ports
in slots 78, and 4 Analog Trunk ports in slotsl9Q.

The following screen®ws the Avaya IP Office module configuratiaised in theeference
configuration.In the screen belov? 500V2 is selectedn the Grop panerevealing additional
informationabout the IP 5082 in the Detailgpane.

K4l Avaya IP Office RB.1 Manager : : E]E|

File  Edit Vew Tools Help

| @E]E]] v - 2 8 |} ccemoroseoos = Control Unit 2 COMBOG210{ATM4
IP Offices Control Unit a COMBOG210IATMA

R BOOTP (1) Dew Mo, Dev Type Wersion Unit
4w Operator (3) “o1 IP 500 w2 8.1(43)
== O0E0D70S8008 2 COMBOGZ10/ATM4 8.1 (43) ||| Device Humber z
“2p System (1)

T4 Line (5)
< Cankral Unik (2) Wersion .1 (43)

Ay Extension (12)
§ Useri13) Serial Murnber 00e007053008

a‘u HuntGroup (53
B Short Code (67)

B service (1 Inkerconnect Mumber 0
o RAS (1)
e Incoming Call Route (8) Madule Mumber Control Unit
@ ‘wanPort {00

TheAvaya IP Office500 V2 has two Ethernet ports on the back of the chassis, ldb&hd
(LAN1) andWAN (LAN2). In the reference configuration, the LAN port (LAN1)isnnected
to the private CPE network, as describe@attion 3 The Avaya SBCE, as well as H.323
telephones, SIP telephones, andrttaagemen$oftphone PC used in the reference
configuration, are also connected to the private CPE network. The WAN_ANR] is
connected to the CPE management LAN subnet.

£ | X vl=<]|

Unit Type COMBO6Z10/ATMG

Unit IP Address 0.0.0.0

Provisioning for these interfaces is describe8eagtion5.3.2and5.3.3

In order for theAvaya IP Officesystem to be able to route data to/from the AT&T network, a
default route must be added siigngtheAvaya SBCE fi(Ad.092.168.42€20Toa c e
add an IP Route iAvaya IP Office right-click IP Route from the Navigation pane, and select
New. To view or edit an existing route, sel&tRoute from the Navigation pane, and select the
appropriate route from the Group parghe following screen showvike relevant default route
usingDestination A LAN 1.
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(i} Avaya IP Office RB.1 Manager 00EOD705B008 [8.1(63)] [Administrator(Administrator)]
File  Edit

Wiewe  Tools  Help

AEEL v - 2 8

O0DEQO7OS5005 - IPRoute - 0,000 =
IP Offices IP Route E

B Service (1)

ol RAS (1)

@ Incoming Call Raute {21)
@ ‘WanPork {0)

@ Directory (0)

{17 Time Profile (3)

@ Firewall Profile {1}

ER 1P Route

0.0.0.0 ef -4 X v
R BOOTP (1) IP Address IP Mask Gateway 1P Route
{# Operator (3} Elo.ooo 255,255.255.240 192.168.42.20 o 0 0 o
= = D0E07058003 Bli92.166.99.0 255.255.255.0  0.0.0.0 AP EERIErS
L--;7- System (1) 1P Mask 255 . 255 . 255 . 240
T4 Line (3)
<= Control Unit (2) Gateway IP Address 192 . 168 42 20
A Extension {11) _—
i User (13) Destination LA
ﬂ HuntGroup (5) Metric o v
BX Short Code (68)
D Prowxy ARP

5.2.

Licensing

The configuratiorand featureslescribed in these Application Notes requireAkaya IP Office
system to be licensed apprigtely. If a desiredeature is not enabled or there is insufficient
capacity, contact an authorized Avaya sales representative.

To verify that there is &IP Trunk Channels Licenséth sufficient capacityclick Licensein
theNavigationpaneandSIP Trunk Channels in theGroup pane Confirma valid license with

suf fi

=)

Ci

IP Offices

R EOOTP (1)

yee Operatar (3)

Werizanl

59 System (1)

T4 Line (5)

<2 Control Uit (3)
Ay Extension (22)

a User (22)

%8 HuntGroup (4)
B3 short Code (62)
@ Service (0)

s RAS (1)

€ Incoming Call Route (5)
@ WanPort (0%

s Directory (1)

£ Time Prafile (0)
@ Firewall Profile {13
BB IF Route (4)

@ Account Code (0)
W License (76)

& Tunnel {0}

i3 User Rights (8)
i Auto Attendant (0)
¢ RS (2)

ent

License

License Tvpe

% IPS00 Upgrade Standard to Professi
B IPS00 Yoice Metworking Channels
&2 IPS00 Yoice Metworking Channels
%2 IPSec Tunnelling

82 Microsoft CRM Integration {users)
B Mabile Warker

S Mobility Features

R Office Worker

% one-% Portal For IP Office

%2 Phone Manager Pro

% Phone Manager Pro (per seat)

% Phone Manager Pro IP Audio Enable:
R Power Liser

S Preferred Edition (YoiceMail Pro)

R Preferred Edition Additional YoiceMa
W Preferredidvanced to Branch Editic
% Proactive Repaorking

e RAS LRQ Support (Rapid Response)
W Receptionist

R Report Viewer

8 SIP Trunk Channels

R small Office Edition ¥CM (channels)

Licenses

License key
License Type
License Status
Instances

Expiry Date

fichamreelyia theDetalspané.t r u n k

SIP Trunk Channels

SIP Trunk Channels
Walid
255

Mewver

If Avaya IP Telephones will be used, verify the Avaya IP endpoints license. lGtieksein
the Navigation panendAvaya IP endpointsin the Group paneConfirm a valid license with

suffi

cient
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be listed (e.g, Avaya IP endpoints below). Onk display a key sequence in the License Key
field whil e the other wild.l di splay #AVirtual

IP Offices License ﬁ Avaya IP endpoints

K BooTRil) LIEETES V=2 s | rp—
17 Operator (3) %2 1600 Series Phanes
5.5 Verizan % 3rd Party IP Endpoints liensekey | NN

= System (1) % Advanced Editian -
T4 Line (5} R advanced Small Community Metwaork Licenss Typs  |Avaya IP endpaints
<2 Conkral Uik (3) ; ; -
4y Extension (22) S ALDLE Voicetal License Status |Walid
! e fvaya IP endpaints
§ User(z2) S avava IP endpoints Instances 255
a HuntGroup (4] %2 Branch Edition .
B Short Code (62) . CCC Agent Rosterin Expiry Date Mewver
B Service (MY - d d

The following screen shows the availability of a valid licensd’fmwer Userfeatures
(OPTIONAL). In thereferenceconfiguration, the user with extensibA0will be configured as
a Pdwer Useab .

IP Offices License = Power User

R BoOTR (1) LESED WiFE AN Licenses
{# Operator (3) %= IPSO0 Universal PRI (Additional char
=% Werizonl 8= IPS00 Upgrade Standard ko Professi License Key I
=27 System (1) %2 IPSO0 Yoice Metworking Channels
7 Line (5) 8= IPS00 Yoice Metworking Channels License Type  |Power User
P N ot N
= Microsoft CRM Integration (users)

@ User(22) %= Mabile Woarker Inskances 255

#F HuntGroup (4)

&= Mability Features
i M
X ShorF Code {62) S Office Worker Expiry Date Ever
B service (1) )
o, RAS (1) 8= one-# Partal For IP Office
) Incoming Cal Route (5) S Phone Manager Pro
@ WanPork (0} %= Phone Manager Pro (per seat)

2= Directory (1) %= Phone Manager Pro IP Audio Enables

£ Time Prafile (0) 2
@- Firewall Priofile (1) % Preferred Edition {VaiceMail Pro)

B IF Route (4) %= Preferred Edition Additional VoiceMa
@ Account Code (0) % Preferred/Advanced to Branch Editic
W License (76) = Proactive Reparting

5.3. System Settings

This sectionillustrates the configuratioof system settingsSelectSystemin the Navigation
pane to configure these settings

5.3.1. System Tab

With the proper system name selected in the Group pane, sel8gfsteentab in the Details
pane. Thdollowing screen shows a portion of tBgstemtab. TheNamefield can be used for
a descriptive name of the system. In this ctmedefault system serial numbgused as the
name. Thévaya HTTP Clients OnlyandEnable SoftPhone HTTP Provisioningboxes are
checked tdacilitate Avaya IP OfficeSoftphone usage.
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(i} Avaya IP Office RB.1 Manager O0EO07058008 [B.1{63)] [Administrator{Administrator)]
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R BOOTP (1)

System |LAN1 LAMZ | DNS
17 Operator (3)
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Vaicemail | Telephaony | Directory Services || System Events || SMTP

SMDR | Twinning || WCM || CC 4

[=1-*5=9 DOEOO70SS005 Mame
5y System (1)
9 Line (5)

2 Conkrol Unit (23 Set contact information ko place System under special control
Ay Extension (11} ‘ ‘

{anEDD7 05600 |

Contact Information

a User (13)

8 HuntGroup (5)
B3 Short Cade (68)

@ Service (0}

% o —
e Incoming Call Route {21)

# wanPort (0 erver ress

@ Directary (0)

£ Time Prafile (3)
@ Firewall Profile (1)
Bl 1P Route (4)

| Account Code {0)

HTTP Server IP Address

Phone File Server Type

Memory Card v

g 165 67 63

o o 0 o

o o 0 o
f

Manager PC IP Address

S License (77) Avaya HTTP Clients Only

% Tunnel {0

? User Ri;h)ts & Enable Softphane HTTP Pravisioning
1

"¢ ARS (2) Autamatic Backup

" RAS Location Request (0)
{x E911 System (1)

Time Setting Config Source

Yoicerail ProfManager 3

Urited States {US Englishy

Locale

Local Murnber Length l:l

Branch Prefix

[] Favar RIP Roukes, over skatic roubes

5.3.2. LAN 1 Settings

In thereferenceconfiguration, LAN1 was used to connect theaya IP Officeto theCPE
network(see the note iBection 3. To view or configure théP addressselect the LAN1 tab

followed by theLAN Settings tab and entethe following:

e [P Address: Set 10192.168.42.1s used in the reference configuration

e DHCP Modeis also set t&erverso that IP phones will get an IP Address from the
Avaya IP OfficeServer. Otheparamegrs on this screen may be set according to
customer requirements.

e Click theOK button (not shown).

"] Avaya IP Office RB.1 Manager 00E00705B008 [B.1{63)] [Administrator(Administrator)]

File Edit ‘View Tools Help
(2 5-d BEEL Y o 28|
O0EQO7055005 = System - O0ENO70SS5005 -
IP Offices System E 00EQO7058008 [ | [ v |
R B00TP (1) e 0 System| LAMN1 | LaMZ | DMS | Voicemail | Telephony | Directory Services | System Events | SMTP || SMDR | Twinning | ¥CM | CC
4 Operator (3) 27 0DEO070S5008

=)+ DOEOO7OSA008 LAM Settings |\"DIP Metwork Tapology | SIP Registrar
2y Syskem (1)
=z
Ay Extension (11)
a User {13) Primary Trans, IP Address o o 1] o
ﬂ HuntGroup {5)
8 Short Cade (58) R GRS [tine v
@ Service {0} [] Enable MaT
ks RAS (1)
@ Incoming Call Route {21) Mumber OF DHCP IP Addresses
@ ‘[’)\fa”'zm ((Eg') DHCP Mode
a4 Directary
£7) Time Prafie {3} (@) Server (O Client () Dialin () Disabled
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Select thee.AN1 A VolP tab as showm the following screenThe following settings were used
in the reference configuration:

e TheH323 GatekeepeEnable box is checked tallow the use of Avaya IP Telephones
using the H.323 protocol, such as the Avaya 186fles Telephones used in the
referenceconfiguration.

e TheSIP Trunks Enabled box is checked to support SIPnking.

e TheSIP Registrar Enable box is checked tallow Avayallxx (SIP)andAvaya IP
Office SoftphongSIP)usage.

e RTP Port Number Range:The AT&T IPTF service requires that the RTP use the port
range 16384 to 32767.

0 16384is entered in th€ort Range (Minimum) field.
o0 32766is enteed in thePort Range (Maximum)field, as this field requires even
numbers. Se8ection6.5.3for more information on the RTP settings.

e DiffServ Settings(optional) If desired,Avaya IP Officecan be configured to mark the
Differentiated Services Code Poi{iDSCP) in the IP Header with specific values to
supportQuality of Service policies. The default values were uselareference
configuration.

e Note that on this interfacRTP Keepalives/Scopés set toDisabled (default).

e Other parameters on thisreen may be set according to customer requirements.

e Click theOK button (not shown).

[ir] Avaya IP Office RB.1 Manager O0EODZ05B008B [8.1(63)] [Administrator(Administrator)]
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9 Line (5) S
- H.323 Gateke: Enabl
= Control Unit () LekeEper tnake

& Extension (1) SIP Trunks Enable
§ user(13) SIF Registrar Enable
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#3t short Code (68)
B service (0) o RTP Part Murmber Range

H.323 Auto-create Extn
ok RAS m Port Range (Minimum) 16354 E:
9 Incoming Call Route (21)
9 wanPort (0) H.323 Auto-create User Port Range (Maximum) 32766 3
a4 Direckory (0)
£ Time Profile (3) [] H.323 Remote Extn Enable
@ Firewall Profile (1) _

Enable RTCP Monitoring
@l 1P Route (4) On Part 5005

i Account Code (0)

W License (77) DiffServ Settings

W& Tunnel {0} B5 3| DscPiHex) [FC 3| DSCPMaskiHex) 38 3| SIG DSCP (Hex)
3 user rights (8)
¥ RS (2) 46 3| pscp 63 L DSCP Mask M 3| SIGDSCP
 RAS Location Request (0) )
= E911 System (1) DHCF Settings
Primary Site Specific Option Number (SSON) 176 E
Secondary Site Specific Option Number (S5ON) 242 B
VLAN Mok Present v
1100 Voice VLAN Site Specific Option Number (SSON) 232 E
1100 Voice YLAN 1Ds
RTF Keepalives
Scope Disabled v
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Select thee.AN1 A Network Topology tab as shown in the following screemd enter the
following:

e Public IP Address The0.0.0.0default valuds used. This meamsvaya IP Officewill
use the LANL1 IP address specified on the LAMIN Settings tab described above
(192.168.42.1).

Public Port to 5060

o Firewall/NAT Type is set taOpen Internet. With this configuration, STUN will not be
used.

e Binding Refresh Timeis setto 120(used for OPTIONS interval, s&ection 5.9.

e Click theOK button(not shown)

[ir] Avaya IP Office RB.1 Manager ODEOD705B008 [B.1(63)] [Administrator(Administrator)]

File  Edit View Tools Help

EEER v - 26
DOEQ070S2008 System

3 - 00EQO7OSS008 L3
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K BOOTP (1) Name

& Operator (3)
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= System (1)

T4 Line (S5}

< Conkrol Unik {2)

& Extension {11

& user(13)

% HunkGroup (5)

8¢ Short Code (63)

B service (0)

g RAS (1)

© Incoming Call Route (21)

&g wanPort (0)

s Directory (0)

€77 Time: Profile (3)

eavuiall Denfila (1

System | LAML  |Lanz | DS
=7 DDENO70S3008

woicemall | Telephony | Directary Services | System Events | SMTP | SMDR | Twinning | YCM | CCR || Codecs

LAMN Settings | VoIP | Metwork Topology | SIP Registrar

Metwork Topology Discovery

STUM Server IP Address | 63~ 90 . 168 . 13 STUN Part e %
FirewalliNAT Type Open Internet v

Binding Refresh Tme [0 =

(seconds) b

Public IP Address [t} [t} a [1}

Public Port 50603 Run STUN Cancel

[ Run STUN on startup

Note: TheFirewall/NAT Type parameter may need to be different, depending on the type of

firewall or Network Address Translation device used at the customer premise.

If SIP endpoints are usgselect theSIP Registrartab. The following screen shows the settings

used in theeferenceconfiguration.Note thathe Domain Namefield is set tocustomerb.com
(the CPE domalin otherwisehe LANL IP address is used faggistration.

i Avaya IP Office RB.1 Manager DDEQOD705B008 [B.1(63)] [Administrator(Administrator)]

Fle  Edit  View Took  Help
[HEELL] ~ - 2 8|
i DDEOD7OSE00G T System T DOEO070S8008 -
IP Offices System | [Ef 00E007058008* [ RAEAEN
‘S BOOOTPt“zS) Na?:EDDmSEDDB System | LANL |LanN2 | DMNS | Woicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | WCM | CCR || Codecs
¢ Operatar =
E] UE'IJEEIU?USEUUB LAN Settings | vaIP | Metwork Topalogy | SIP Registrar
iy System (1) .
£ Line (5) Domain Name customerb, com|
@ C”"”““—'”ét(z)) Layer 4 Protocol Both TCP & UDP v
4 Extension (11
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#§ HurtGroup (5) =
93¢ short Cade (68) UDF Port a0 o
g;:fs‘"(‘f)(“) Chalings Expiry Tims (sscs) 10 E
) Incoming Call Route (21 Auko-create ExtnfUser F
$A wanpok (01
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5.3.3. LAN 2 Settings

As described irsection 3 theLAN2 interface was not usddr VoIP traffici n t hwei Mmen e
configuration implemented in the reference configuratitmwever the LAN2 interface was
used ® manage the IP Office platformamas connectetb a separate management subnet.

e [P Address: In the reference configuratidhe IP Office management addréss
192.1681.22.

e Other parameters on this screeere set to defaults

Fle Edt Vew Toos  Help

HEE v -2 %8|
00007058008 = System ~ DOEO0FOSE008 -
IP Offices System Ei 00E007058008" ER IR AR
& BootP (2) Mame : —
System | LAN1 | LANZ |DN5 | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR. || Twinning | wcM | CCR | Codecs
4 Operator (3) Y 00EN070SE008

- <= ODEDO705008 LAN Settings |volP | Metwork Topalogy
57 System (1
P u:fa?;” 1P Address 12 . 1oz
<= Control Unit (2) IP Mask 255 2 .28 . 0
& Extenssion (12)
§ User13) Primary Trans. TP Address [1} a 1} 0
¥ HuntGroup () X )
5 Short Code (58) Firgwall Profile <None v
B service () RIP Mode Hone .
AL RAS (1)
P Incoming Call Raute (21) [ Enable naT
&g whanPort () =
st Directary (0) Mumber OF DHCP IP Addresses |1 >
£ Time Profie (3) DHCF Mods
g IT;ME PE:;“E(” O server (O Client O Dialin (&) Disabled

aute

¢ On theVolP tab verify that the H.323 Gatekeeper, $tanks, and SIP Registrar boxes
arenotchecked.

File ~ Edit  View Tools  Help

|FEER] v -2 8|

i DDEOD7OSE00E T System

IP Offices

¥ DOEDO7053003

00ED07058008

Hame
“2 O0EOD70S8008

K poote(2) System | LANL | LANZ |DNS | Woicemall | Telephony | Dirsctory Services | System Events | SMTP | SMDR | Twinning | vcM | ccR | Codecs

¢+ Operator (3)

*& O0EON705E008
= System (1)
5, Line (5)

<= Contral Unit (2)
& Extension (12)
& User(iz:)

#w§ HurtGroup (5)

LAN Settings | YoIP | Network Topology

[[] H.323 Gatekeeper Enable
[] s1P Trurks Enable

[] 51F Redgistrar Enable

e TheNetwork Topology tab uses default values.
e Click theOK button (not shown).

5.3.4. Voicemail

As described irsectiors 1and2, Avaya IP OfficeVoicemailProwas used in the reference
configuration runnirg on a Windows 2003 Serverhe installation and provisioning of Avaya
IP Office Voicemail Pro is beyond the scope of this docunteedreferencgd4] & [5] for more
information on installing and provisionigrayalP Office Voicemail Pro

To view or clangeAvayalP Office Voicemailsettings, select théoicemail tab as shown in the
following screen. The settings presented here simply illustratefieenceconfiguration and
are not intended to be prescriptive.

e SetVoicemail Type: Voicemail Lite/Pro.
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e SetVoicemail IP Address. to the IP address of the platform runnMgicemail Pra
e Other parameters on this screen may be set according to customer requirements.
e Click theOK button(not shown)

i Avaya IP Office RB.1 Manager 00EQ07058008 [B.1({63)] [Administrator (Administrator)]
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Ay Extension {11}
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@ Service (0) Unreserved Channels  |239
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5.3.5. System Telephony Configuration

To view or change telephy settings, select theelephonytab andTelephonysubtab as
shown in the following screen. The settings presented here simply illustragéettemnce
configuration and are not intended to be prescriptive.

In thereferenceconfiguration, thdénhibi t Off -Switch Forward/Transfer box is unchecked so
that call forwarding and call transfer to PSTN destinations viAT&T IPTF service can be
tested.

TheCompanding Law parameters are settbLAW as is ypical in North America Other
parameters on ik screen may be set according to customer requirements.

OPTIONAL: The Default Name Priority parametecan be relevant t8IP Trunking. The

option toFavor Trunk or Favor Directory can be set systemide using the screen below, or

set uniquely foeachline. Favor Trunk was used in the reference configuration. With the

optionsetto Favor Directory, Avaya IP Officewill prefer to display names found in a personal

or system directory over those arriving from thedad, if there is a directory matchttee caller

ID. This capabilityis also defined in th8IP Line tab inSection5.4 A user 6s personal
directory example is shown Bection5.5.2.
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5.3.6. System Codecs Configuration

Navigate to th&systemA Codecstab. On the left, observe the list Afailable Codecs By
selecting codecs in this column, they will appear inDb&ult Codec SelectiorA Unused
column. Codecs may be selected frommeisedlist and moved to th8electedcolumn by use

of the=>> button,therebymakingthe selectedodecs aailable in other screens where codec
configuration may be performdd.g., Sip Lines and Extensions).

The up and down arrow buttons are used to order the selected d@yldesault, all IP (SIP and
H.323) lineg(includingthe SIP Lineand extensions Wiassume the system defa8klected
codedlist, unless configured otherwise for the specific line or exten¥ihren completed, click
on OK (not shown).

Note - In the reference configuration the System and Exter(sigeSection5.5) codec lists
specifyG.711mu and G.729(in that order), and the SIP Line (seection5.4.3)offersG.72A
and G.71inu (in that order). In this manner loca&vaya IP Officecalls (non-SIP trunk calls)
will attemptG.71Imufirst, and SIP trunk calls wikittemptG.72A first.

JF; Reviewed: Solution & Interoperallity Test Lab Application Notes 200f 88
SPOC 3/15/2013 ©2013 Avaya Inc. All Rights Reserved. IPO81SBCEGZF


























































































































































































