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Abstract

These Application Notes describe the steps for configuring Avaya IP Office R8.1 and the Avaya
Session Border Controller for Enterprise 6.2, with the AT&T IP Toll Free service using AVPN
or MIS/PNT transport connections.

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya
Avaya IP Office and the AT&T IP Toll Free service and is used to not only secure the SIP
trunk, but also to make adjustments to the SIP signaling for interoperability.

Avaya IP Office 8.1 is a versatile communications solution that combines the reliability and
ease of a traditional telephony system with the applications and advantages of an IP telephony
solution. This converged communications solution can help businesses reduce costs, increase
productivity, and improve customer service.

The AT&T IP Toll Free service is a managed Voice over IP (VolP) communications solution
providing toll-free services over SIP trunks for business customers.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through compliance testing and additional technical
discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes describe the steps for configuring Avaya IP Office R8.1 (Avaya IP
Office) and the Avaya Session Border Controller for Enterprise 6.2, (Avaya SBCE), with the
AT&T IP Toll Free service using AVPN or MIS/PNT transport connections.

Avaya IP Office is a versatile communications solution that combines the reliability and ease of
a traditional telephony system with the applications and advantages of an IP telephony solution.
This converged communications solution can help businesses reduce costs, increase productivity,
and improve customer service.

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya
Avaya IP Office and the AT&T IP Toll Free service and is used to not only secure the SIP trunk,
but also to make adjustments to the SIP signaling for interoperability.

The AT&T IP Toll Free service is a managed Voice over IP (VolP) communications solution
providing toll-free services over SIP trunks for business customers. The AT&T Toll Free service
utilizes AVPN' or MIS/PNT? transport services.

Note — The AT&T IP Toll Free service will be referred to as IPTF in the remainder of this
document.

2. General Test Approach and Test Results

The test environment (see Figure 1) consists of:

e Asimulated enterprise with Avaya IP Office, Avaya IP Office telephones and fax machines
(Ventafax application), and the Avaya SBCE.

e Laboratory versions of the IPTF service, to which the simulated enterprise was connected via
AVPN/MIS transport.

The test objectives were to verify the features and functionality described in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound call flows (see Section
3.2) between Avaya IP Office, the Avaya SBCE, and the IPTF service.

L AVPN uses compressed RTP (cRTP).
2 MIS/PNT does not support cRTP.
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The compliance testing was based on a test plan provided by AT&T, for the functionality
required for certification as a solution supported on the AT&T network. Calls were made from
PSTN across the IPTF service network.

The following SIP trunking VolP features were tested with the IPTF service:

¢ Incoming calls from PSTN, routed by the IPTF service, via the Avaya SBCE, to Avaya
IP Office. These calls are via the Avaya IP Office SIP Line and may be
generated/answered by Avaya SIP telephones/Softphones, H.323 telephones, Analog
telephones, Analog fax machines or via Hunt Groups. Coverage to Avaya IP Office
Voicemail Pro, and Voicemail Pro auto-attendant applications, may also be used.
Inbound fax using T38 or G.711, and G3 or SG3 endpoints.

e Proper disconnect when the caller abandoned a call before answer, and when the Avaya
IP Office party or the PSTN party terminated an active call.

e Proper busy tone heard when an Avaya IP Office user called a busy PSTN user, or a
PSTN user called a busy Avaya IP Office user (i.e., if no redirection was configured for
user busy conditions).

e SIP OPTIONS monitoring of the health of the SIP trunk. In the reference configuration
Avaya IP Office sent OPTIONS to the IPTF service Border Element and AT&T
responded with 405 Method Not Allowed (which is the expected response). That response
is sufficient for Avaya IP Office to consider the connection up.

e Incoming calls using the G.729 and G.711 ULAW codecs.

e Long duration calls.

e DTMF transmission (RFC 2833) for successful voice mail navigation, including
navigation of a simple auto-attendant application configured on Avaya IP Office
Voicemail Pro as well as IPTF DTMF generated features.

e Telephony features such as call waiting, hold, transfer, and conference.

e AT&T IP Toll Free features such as Legacy Transfer Connect and Alternate Destination
Routing were also tested.

2.2. Test Results

Interoperability testing of the sample configuration and features described in Section 2.1 were
completed successfully. The following observations were noted during testing:

2.2.1. Known Limitations

1. The Avaya IP Office fax feature “T.38 Fallback” (to G.711) is not supported in the
reference configuration.

2. G.726 codec support - G.726 codec is not supported by IP Office.
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3. Avaya IP Office only supports a packet size of 20 msecs, and therefore does not
specify a PTIME value in the SIP SDP (in either requests or responses) - Network
responses include MAXPTIME=20, and network requests include MAXPTIME=30.

e Although no issues were found during testing, the AT&T IPTF service
recommends a value of 30ms when AVPN transport is used.

4. Avaya IP Office uses fixed RFC2833 Telephone Event type 101 in SIP requests —
Avaya IP Office uses a fixed RFC2833 Telephone Event type of 101, and the AT&T
network responses do comply with a value of 101. However, AT&T network SIP
requests specify Telephone Event type 100, and Avaya IP Office complies with a value
of 100.

e No issues were found during testing as a result of this behavior.

5. IP Trunk shuffling is not supported with Avaya IP Office 8.1 using the 500v2
platform.
e IP Trunk shuffling is supported with Avaya IP Office 8.1 using the server
platform.

2.3. Support

AT&T customers may obtain support for the AT&T IP Toll Free service by calling (800) 325-
5555.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAY A (866-462-8292) provides
access to overall sales and service support menus. Customers may also use specific numbers
(provided on http://support.avaya.com) to directly access specific support and consultation
services based upon their Avaya support agreements.

3. Reference Configuration

Note — Documents used to provision the reference configuration are listed in Section 10.
Specific references to these documents are indicated in the following sections by the notation
reference [x], where x is the document reference number.

The reference configuration used in these Application Notes is shown in Figure 1 below and
consists of the following components:

e Auvaya IP Office provides the voice communications services for a particular enterprise site.
In the reference configuration, Avaya IP Office runs on an IP 500 V2 platform. This solution
is extensible to Avaya IP Office platforms as well (see Item 5 in Section 2.2.1).

e Avaya “desk” telephones are represented with an Avaya 1608 H.323 set, an Avaya 6211
Analog set, an Avaya 1120E SIP set, and PC based Avaya IP Office SIP Softphone (in
Default Mode). Fax endpoints are represented by PCs running Ventafax software connected
by modem to an Avaya IP Office analog port.
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Avaya IP Office Voicemail Pro (running on a Windows 2003 server) provided the voice
messaging capabilities in the reference configuration. This solution is extensible to the Avaya
IP Office embedded voice mail as well.
Avaya Session Border Controller for Enterprise running on a CAD-0208 platform. This
solution is extensible to other Avaya Session Border Controller for Enterprise platforms as
well.
UDP/5060 is the recommended transport protocol/port to use on the IP Office LAN1
connection. However TCP/5060 may be used if necessary.
Inbound calls utilize telephone or fax User/Extensions provisioned on Avaya IP Office.
Signaling is sent between Avaya IP Office and the IPTF service via the Avaya SBCE.
The AT&T IPTF service requires the following SIP trunk network settings to the IPTF
Border Element:

o UDP transport using port 5060

o RTP port ranges 16384-32767
The AT&T IP Toll Free service provided the inbound access numbers (DID and DNIS) used
in the reference configuration.

The Avaya IP Office 500V2 platform and the Avaya SBCE CAD-0208 platform used in the
reference configuration deployed using the following configuration (referred to as an IP Office
“one-wire” configuration).

e Avaya IP Office LAN1 interface (labeled “LAN”) connected to the CPE private network.
e Avaya SBCE Al interface connected to the CPE private network.
e Avaya SBCE Bl interface connected to the AT&T IP Toll Free service network router.

Note — In the reference configuration, the IP Office LANZ interface, and the Avaya SBCE E3
interface (CAD-0208 platform), are both connected to a separate “management” subnet.

Note — The IP Office “one-wire” configuration described in this document is the preferred
configuration for the IP Office/Avaya SBCE solution. However an IP Office “two-wire”
configuration is also supported.
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Figure 1: Reference Configuration
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 88

SPOC 3/15/2013 ©2013 Avaya Inc. All Rights Reserved. IPO81SBCEG2TF




3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the values based on their own specific configurations.

Note - The AT&T IPTF IP addressing shown in this document is an example. AT&T Customer
Care will provide the actual IP addressing as part of the IPTF provisioning process.

Component lllustrative Value in these
Application Notes

Avaya IP Office 500 V2 Platform

Private IP Address (LANL1 interface, labeled 192.168.42.1
“LAN” on the chassis, see Section 5.1)
LAN? interface, (labeled “WAN” on the chassis), 192.168.1.22

for management access.
Avaya SBCE CAD-0208 Platform

Private IP Address (Al interface). 192.168.42.20
Public IP Address (B1 interface). 192.168.64.130
Management IP address (interface labeled “E3”). 192.168.1.20
AT&T IPTF Service

Border Element IP Address 135.25.29.74
AT&T Access router interface 192.168.64.254

Table 1: Hlustrative Values Used in these Application Notes

3.2. Call Flows

To understand how inbound AT&T IPTF service calls are handled by Avaya IP Office, two basic
call flows are described in this section.

3.2.1. Inbound

The first call scenario illustrated in the figure below is an inbound AT&T IPTF service call that
arrives on Avaya IP Office, which in turn routes the call to a hunt group, phone or a fax
endpoint.

A PSTN phone originates a call to an IPTF service number.

The PSTN routes the call to the AT&T IPTF service network.

The AT&T IPTF service routes the call to the Avaya SBCE.

The Avaya SBCE performs SIP Network Address Translation (NAT) and any specified
SIP header modifications, and routes the call to Avaya IP Office.

5. Avaya IP Office applies any necessary digit manipulations based upon the DID and
routes the call to a hunt group, phone or a fax endpoint.

el A
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PSTH : IP Toll Free
Service

Avara

IP Dffice Avaya SBCE

lﬁ
B
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Figure 2: Inbound AT&T IPTF Call

3.2.2. Coverage to Voicemalil

The call scenario illustrated in the figure below is an inbound call that is covered to Voicemail.
In the reference configuration, the VVoicemail system used is Avaya IP Office Voicemail Pro,

running on a Windows 2003 server.

1. Same as the first call scenario in Section 3.2.1.
2. The Avaya IP Office phone does not answer the call, and the call covers to the external
application Avaya IP Office Voicemail Pro.

PSTH
Phane

ATET

_-... IP Toll Free
Service

Avaya Avaya SBCE
Yoicemail Y
Pro
SR
Avaya
IP Office

2ty

&

Phone

Figure 3: Coverage to Voicemail (Voicemail Pro)
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these
Application Notes.

Equipment/Software Release/Version
Avaya IP Office 500 V2 R8.1 (63)
Avaya IP Office Manager 10.1 (63)
Avaya 1608 (H.323) Telephone Hal608ual_ 3200.bin
Avaya 1120E (SIP) Telephone 04.03.12.00
Avaya IP Office Softphone (SIP) 3.2.3.20 (64770)
Avaya 6211 Analog Telephone -
Avaya Session Border Controller for Enterprise 6.2.0 Q30
Fax device Ventafax 6.3
AT&T IPTF Service via MIS/PNT transport service VNI 26
connections.

Table 2: Equipment and Software Versions

Note - Testing was performed with IP Office 500 R8.1, but it also applies to IP Office
Server Edition R8.1. Note that IP Office Server Edition requires an Expansion IP Office
500 v2 R8.1 to support analog or digital endpoints or trunks.

5. Avaya IP Office Configuration

Note - This section describes attributes of the reference configuration, but is not meant to be
prescriptive. In the following sections, only the parameters that are highlighted in bold text are
applicable to this document. Other parameter values may or may not match based on local
configurations. Additionally, the screen shots referenced in these sections may not be complete at
times. For more information on installing Avaya IP Office consult reference [1].

Avaya IP Office is configured via the Avaya IP Office Manager program. For more information
on Avaya IP Office Manager, consult reference [2]. From the Avaya IP Office Manager PC,
select Start — Programs — Avaya IP Office — Manager to launch the Manager application.
Enter the appropriate credentials.

Configuration Service User Login

IP Office Q0EQDAOSE005 - IP 500 V2

Setvice User Mame

Setvice User Password

Cancel ] [ Help
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5.1. Physical, Network, and Security Configuration

This section describes attributes of the reference configuration, but is not meant to be
prescriptive.

In the reference configuration the Avaya IP Office 500 V2 platform contained a
COMBO06210/ATM4 module. The COMBO6210/ATM4 is used to add a combination of ports
to an IP500 V2 control unit. The module supports 10 voice compression channels. Codec support
is G.711mu, G729a, G.723 with 64ms echo cancellation and G.722 (supported by Avaya IP
Office Release 8.0 and higher). The module also supports 6 Digital Station ports for digital
stations in slots 1-6 (except 3800, 4100, 4400, 7400, M and T-Series), 2 Analog Extension ports
in slots 7-8, and 4 Analog Trunk ports in slots 9-12.

The following screen shows the Avaya IP Office module configuration used in the reference
configuration. In the screen below, 1P 500 V2 is selected in the Group pane, revealing additional
information about the IP 500 V2 in the Details pane.

4l Avaya IP Office RB.1 Manager ' ' E]E|
File  Edit Vew Tools Help
| @E]E]] v - 2 8 |} ccemoroseoos = Control Unit 2 COMBOG210{ATM4
IP Offices Control Unit & COMBOG210/IATM4 [ [ % v |<|

R BOOTP (1) Dew Mo, Dev Type Wersion Unit
4w Operator (3) “o1 IP 500 w2 8.1(43)
== D0EO07058009 2 COMBOGZ10/ATM4 8.1 (43) ||| Device Humber

= System (1 Unit Type COMBOG210/ATH
T4 Line (5)
<+ Contral Unit {2) Versian 8.1 (43}

Ay Extension (12)
§ Useri13) Serial Murnber 00e007053008

a‘ﬂ HuntGroup (53
B Short Code (67)

B service (1 Inkerconnect Mumber 0
o RAS (1)
e Incoming Call Route (8) Madule Mumber Control Unit
@ ‘wanPort {00

The Avaya IP Office 500 V2 has two Ethernet ports on the back of the chassis, labeled LAN
(LAN1) and WAN (LANZ2). In the reference configuration, the LAN port (LAN1) is connected
to the private CPE network, as described in Section 3. The Avaya SBCE, as well as H.323
telephones, SIP telephones, and the management/Softphone PC used in the reference
configuration, are also connected to the private CPE network. The WAN port (LAN2) is
connected to the CPE management LAN subnet.

2

Unit IP Address 0.0.0.0

Provisioning for these interfaces is described in Section 5.3.2 and 5.3.3.

In order for the Avaya IP Office system to be able to route data to/from the AT&T network, a
default route must be added specifying the Avaya SBCE “A1” interface (e.g., 192.168.42.20). To
add an IP Route in Avaya IP Office, right-click IP Route from the Navigation pane, and select
New. To view or edit an existing route, select IP Route from the Navigation pane, and select the
appropriate route from the Group pane. The following screen shows the relevant default route
using Destination > LANL.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 88
SPOC 3/15/2013 ©2013 Avaya Inc. All Rights Reserved. IPO81SBCEG2TF



(i} Avaya IP Office RB.1 Manager 00EOD705B008 [8.1(63)] [Administrator(Administrator)]

File:

Edit

Wiewe  Tools  Help

& B[] v

2 ‘6|

R

=]

17« Operator (3}
% O0EQODFOS2005

BOGTR (1)

S5 System (1)

T4 Line (3)

<= Control Uik (2)
A Extension {11)

ﬁ User (13)

ﬂ HuntGroup (5)
BX Short Code (68)
B Service (1)

ol RAS (1)

@ Incoming Call Raute {21)
@ ‘WanPork {0)

@ Directory (0)

{17 Time Profile (3)
@ Firewall Profile {1}
ER 1P Route

IP Address IP Mask Gateway
Elo.ooo 255,255.255.240 192.168.42.20
El15z.165.99.0 255.255.255.0 0.0.0.0

O0DEQO7OS5005 - IPRoute - 0,000 =
IP Offices IP Route E

IP Route

1P Address

1P Mask

Gateway IP Address
Destination

Metric

0.0.00 s S W

255 255 . E5% 240

192 168 42 20

LA

0 v
[ Prawy ARP

5.2.

Licensing

The configuration and features described in these Application Notes require the Avaya IP Office
system to be licensed appropriately. If a desired feature is not enabled or there is insufficient
capacity, contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in
the Navigation pane and SIP Trunk Channels in the Group pane. Confirm a valid license with
sufficient “Instances” (trunk channels) in the Details pane.

=)

IP Offices

R EOOTP (1)

yee Operatar (3)

Werizanl

59 System (1)

T4 Line (5)

<2 Control Uit (3)
Ay Extension (22)

a User (22)

%8 HuntGroup (4)
B3 short Code (62)
@ Service (0)

s RAS (1)

€ Incoming Call Route (5)
@ WanPort (0%

s Directory (1)

£ Time Prafile (0)
@ Firewall Profile {13
BB IF Route (4)

@ Account Code (0)
W License (76)

& Tunnel {0}

i3 User Rights (8)
i Auto Attendant (0)
¢ RS (2)

License

License Tvpe

% IPS00 Upgrade Standard to Professi
B IPS00 Yoice Metworking Channels
&2 IPS00 Yoice Metworking Channels
%2 IPSec Tunnelling

82 Microsoft CRM Integration {users)
B Mabile Warker

S Mobility Features

R Office Worker

% one-% Portal For IP Office

%2 Phone Manager Pro

% Phone Manager Pro (per seat)

% Phone Manager Pro IP Audio Enable:
R Power Liser

S Preferred Edition (YoiceMail Pro)

R Preferred Edition Additional YoiceMa
W Preferredidvanced to Branch Editic
% Proactive Repaorking

e RAS LRQ Support (Rapid Response)
W Receptionist

R Report Viewer

8 SIP Trunk Channels

R small Office Edition ¥CM (channels)

Licenses

License key
License Type
License Status
Instances

Expiry Date

SIP Trunk Channels

SIP Trunk Channels
Walid
255

Mewver

If Avaya IP Telephones will be used, verify the Avaya IP endpoints license. Click License in
the Navigation pane and Avaya IP endpoints in the Group pane. Confirm a valid license with
sufficient “Instances” in the Details pane. Note that in some cases duplicate license entries may
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be listed (e.g, Avaya IP endpoints below). One will display a key sequence in the License Key
field while the other will display “Virtual”.

IP Offices License ﬁ Avaya IP endpoints

K BooTRil) LIEETES V=2 s | rp—
17 Operator (3) %2 1600 Series Phanes
5.5 Verizan % 3rd Party IP Endpoints liensekey | NN

= System (1) % Advanced Editian -
T4 Line (5} R advanced Small Community Metwaork Licenss Typs  |Avaya IP endpaints
<2 Conkral Uik (3) ; ; -
4y Extension (22) S ALDLE Voicetal License Status |Walid
! e fvaya IP endpaints
§ User(z2) S avava IP endpoints Instances 255
a HuntGroup (4] %2 Branch Edition .
B Short Code (62) . CCC Agent Rosterin Expiry Date Mewver
B Service (MY - d d

The following screen shows the availability of a valid license for Power User features
(OPTIONAL). In the reference configuration, the user with extension 500 will be configured as
a “Power User”.

IP Offices License = Power User

R BoOTR (1) LESED WiFE AN Licenses
{# Operator (3) %= IPSO0 Universal PRI (Additional char
=% Werizonl 8= IPS00 Upgrade Standard ko Professi License Key I

=27 System (1) %2 IPSO0 Yoice Metworking Channels
7 Line (5) 8= IPS00 Yoice Metworking Channels License Type  |Power User
<2 Conkral Unit (3) ; -
& Evteion (22) %2 IPSec Tunnelling License Status |Vaid
: & Microsoft CRM Integration (users)
§ User(zz) Sz Mobile worker Instances 255

#F HuntGroup (4)

S Mobility Features
BX Short Code {62) e OFFicei\-‘orker Expiry Date MNewver
Service (0 -
E RAS (1)( ) 8= one-# Partal For IP Office
) Incoming Cal Route (5) S Phone Manager Pro
@ WanPork (0} %= Phone Manager Pro (per seat)

2= Directory (1) %= Phone Manager Pro IP Audio Enables

7 Time Profile (0)

@- Firewall Priofile (1) %= Preferred Edition {VaiceMail Pro)

B 1P Route (4) R Preferred Edition Additional YoiceMa
@ Account Code (0) % Preferred/Advanced to Branch Editic
% License (76) W Proactive Reporting

5.3. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation
pane to configure these settings.

5.3.1. System Tab

With the proper system name selected in the Group pane, select the System tab in the Details
pane. The following screen shows a portion of the System tab. The Name field can be used for
a descriptive name of the system. In this case, the default system serial number is used as the
name. The Avaya HTTP Clients Only and Enable SoftPhone HTTP Provisioning boxes are
checked to facilitate Avaya IP Office Softphone usage.
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(i} Avaya IP Office RB.1 Manager O0EO07058008 [B.1{63)] [Administrator{Administrator)]

Fil=  Edit  Wew Tools Help

{25 AEIELN v - 2 8

i ODED07058008 T System ¥ O0EOOFOSE00S -
IP Offices System | [§ 00E007058008 gf -8 X | v |

R BOOTP (1) Mame
% Operatar (3) % DDEQOTOSH008

[=)-%5=9 DOEND70S5005 Mame ‘DDEDD?DSEDDS | Locale United States (US English)

F{ f_YSt?;(l) Contact Information
-9 Line

<2 Cantral Unit {2) Set contact infarmation to place System under special cantrol
A Extension (11) ‘

System |LAN1 LAMZ | DMNS Vaicemail | Telephaony | Directory Services || System Events || SMTP | SMDR || Twinning | YCM | CC 4

a User (13)

8 HuntGroup (5)
B3 Short Cade (68)
@ Service (0)

o RAS (1) Device ID
e Incoming Call Route {21)

o 67 63 Branch Prefi

@ ‘wanPort {00 ranch Prefix
[u] 1) [u]
1) [u]

TFTP Server 1P Address 1

]

= Directory (0) HTTP Server IP Address _ Local Mumber Length l:l
£ Time Prafile (3)
@ Fireweall Profile (1) Phone File Server Type Memary Card “
Py o 0o 0o o
[u]
am Account Code (0) Manager PC IP Address

2 165
o
o

W License (77) Avaya HTTP Clients Onky [ Favor RIP Routes, over static routes
& Tunnel {0) o

a . User Rights () Enable Softphane HTTP Pravisioning

"¢ ARS (2) Autamatic Backup

«# RAS Location Request (0} T Sl @i v i Profh 3
= E911 System (1) ime Setting Config Source __olcemal rofManager

5.3.2. LAN 1 Settings

In the reference configuration, LAN1 was used to connect the Avaya IP Office to the CPE
network (see the note in Section 3). To view or configure the IP address, select the LAN1 tab
followed by the LAN Settings tab, and enter the following:

e |IP Address: Set to 192.168.42.1 as used in the reference configuration.

e DHCP Mode is also set to Server so that IP phones will get an IP Address from the
Avaya IP Office Server. Other parameters on this screen may be set according to
customer requirements.

e Click the OK button (not shown).

"] Avaya IP Office RB.1 Manager 00E00705B008 [B.1{63)] [Administrator(Administrator)]

File Edit ‘View Tools Help

(25 AEEW v 28

i DOEOO7OSE003 T System - O0ENO70SE005 =

IP Offices system |[B 00EQ07058008 g -8l (X vl
it
‘! BOOTP (1) UL | | Systemn | LAMN1 | LaMZ | DMS | Voicemail | Telephony | Directory Services | System Events | SMTP || SMDR | Twinning | ¥CM | CC
4 Operator (3) 27 0DEO070S5008
=)+ DOEOO7OSA008 LAM Settings |\"DIP Metwork Tapology | SIP Registrar
Pl
1 Lne (5) IP Address 192 168 . 42 . 1
= Control Unit {23 1P Mask. 285 . 255 . 255 o
Ay Extension (11)
a User {13) Primary Trans, IP Address o o 1] o
ﬂ HuntGroup {5)
8 Short Cade (58) 87 LD [none W
@ Service {0} [] Enable MaT
ks RAS (1)
@ Incoming Call Route (21) Mumber OF DHCP IP Addresses
B wanPort (0) DHCE Mode
a4 Directory (0) ) .
£7) Tirme Prfile (3) (@) Server (O Client () Dialin () Disabled
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Select the LAN1 > VolIP tab as shown in the following screen. The following settings were used
in the reference configuration:

e The H323 Gatekeeper Enable box is checked to allow the use of Avaya IP Telephones
using the H.323 protocol, such as the Avaya 1600-Series Telephones used in the
reference configuration.

e The SIP Trunks Enabled box is checked to support SIP trunking.

e The SIP Registrar Enable box is checked to allow Avaya 11xx (SIP) and Avaya IP
Office Softphone (SIP) usage.

e RTP Port Number Range: The AT&T IPTF service requires that the RTP use the port
range 16384 to 32767.

o 16384 is entered in the Port Range (Minimum) field.
o 32766 is entered in the Port Range (Maximum) field, as this field requires even
numbers. See Section 6.5.3 for more information on the RTP settings.

e DiffServ Settings (optional): If desired, Avaya IP Office can be configured to mark the
Differentiated Services Code Point (DSCP) in the IP Header with specific values to
support Quality of Service policies. The default values were used in the reference
configuration.

o Note that on this interface, RTP Keepalives/Scope is set to Disabled (default).

e Other parameters on this screen may be set according to customer requirements.

e Click the OK button (not shown).

[ir] Avaya IP Office RB.1 Manager O0EODZ05B008B [8.1(63)] [Administrator(Administrator)]

Fle Edt View Tools Help

IHEEA v = 25|

DOEOO07058008 ~ System = DOEO070S8008 -
IP Offices system |B 00E007058008 [ [ % wl=]

M.
R Boote 1) <UL System | LAML | Lanz | DMNS | Woicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | WCM | CCR || Codecs
& Operator (3) 3 DOEDD70SB008
= %= DOEO07053008 LAM Settings | YoIP | Netwark Topology | SIP Registrar

i System (1)
9 Line (5) S
- H.323 Gateke: Enabl
= Control Unit () LekeEper tnake
& Extension (1) SIP Trunks Enable
§ user(13) SIF Registrar Enable
#§ HuntGroup (S}
#3t short Code (68)
B service (0) o RTP Part Murmber Range

H.323 Auto-create Extn
ok RAS m Port Range (Minimum) 16354 E:
9 Incoming Call Route (21)
9 wanPort (0) H.323 Auto-create User Port Range (Maximum) 32766 3
a4 Direckory (0)
£ Time Profile (3) [] H.323 Remote Extn Enable
@ Firewall Profile (1) _

Enable RTCP Monitoring
@l 1P Route (4) On Part 5005

i Account Code (0)

W License (77) DiffServ Settings

W& Tunnel {0} B5 3| DscPiHex) [FC 3| DSCPMaskiHex) 38 3| SIG DSCP (Hex)
3 user rights (8)
¥ RS (2) 46 3| pscp 63 L DSCP Mask M 3| SIGDSCP
 RAS Location Request (0) )
E' ESL1 System (1) DHCP Settings
Primary Site Specific Option Number (SSON) 176 E
Secondary Site Specific Option Number (S5ON) 242 B
VLAN Mok Present v
1100 Voice VLAN Site Specific Option Number (SSON) 232 E
1100 Voice YLAN 1Ds
RTF Keepalives
Scope Disabled v
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Select the LAN1 - Network Topology tab as shown in the following screen, and enter the

following:
[ ]

Public IP Address: The 0.0.0.0 default value is used. This means Avaya IP Office will

use the LAN1 IP address specified on the LAN1 LAN Settings tab described above
(192.168.42.1).

Public Port to 5060.

used.

File  Edit View Tools Help

| EEL] v

2 g

O0EDO70S3003 ¥ System

IP Offices

K BOOTP (1)
 Operater (3)
#=y O0EO07OSS008
w2 System (1)
T4 Line (S5}
< Cantrol Unit (2}
& Extension (11}
& user(13)
% HunkGroup (5)
8¢ Short Code (63)
B service (0)
ok RAS (1)

=

© Incoming Call Route (21)
&g wanPort (0)
s Directory (0)
€77 Time: Profile (3)
iemsiiall DooFila (1

Mame

System | LAML  |Lanz | DS
=7 DDENO70S3008

Metwork Topology Discovery

- 0Q0EQ070SS008 -
IS T CEIEAEaR

LAMN Settings | VoIP | Metwork Topology | SIP Registrar

STUM Server IP Address | 63~ 90 . 168 . 13 STUN Part e %
FirewalliNAT Type Open Internet v

Binding Refresh Tme [0 =

(seconds) b

Public IP Address [t} [t} a [1}

Public Port 50603 Run STUN Cancel

Firewall/NAT Type is set to Open Internet. With this configuration, STUN will not be

Binding Refresh Time is set to 120 (used for OPTIONS interval, see Section 5.9).
Click the OK button (not shown).

[ir] Avaya IP Office RB.1 Manager O0EQ07058008 [B.1(63)] [Administrator{Administrator}]

woicemall | Telephony | Directary Services | System Events | SMTP | SMDR | Twinning | YCM | CCR || Codecs

[ Run STUN on startup

Note: The Firewall/NAT Type parameter may need to be different, depending on the type of
firewall or Network Address Translation device used at the customer premise.

If SIP endpoints are used, select the SIP Registrar tab. The following screen shows the settings
used in the reference configuration. Note that the Domain Name field is set to customerb.com,
(the CPE domain), otherwise the LAN1 IP address is used for registration.

i Avaya IP Office RB.1 Manager ODEQD705B008 [B. 1(63)] [Administrator(Administrator)]

Fle  Edit  View Took  Help
[HEELL] ~ - 2 8|
i DDEOD7OSE00G T System T DOEO070S8008 -
IP Offices System | [Ef 00E007058008* [ RAEAEN
‘S BOOOTPt“zS) Na?:EDDmSEDDB System | LANL |LanN2 | DMNS | Woicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning | WCM | CCR || Codecs
¢ Operatar =
E] UE'IJEEIU?USEUUB LAN Settings | vaIP | Metwork Topalogy | SIP Registrar
iy System (1) .
£ Line (5) Domain Name customerb, com|
@ C”"”““—'”ét(z)) Layer 4 Protocol Both TCP & UDP v
4 Extension (11
& useri13) TCP Part 5060 E
#§ HurtGroup (5) =
93¢ short Cade (68) UDF Port a0 o
g;:fs‘"(‘f)(“) Chalings Expiry Tims (sscs) 10 E
) Incoming Call Route (21 Auko-create ExtnfUser F
$A wanpok (01
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5.3.3. LAN 2 Settings

As described in Section 3, the LAN2 interface was not used for VolIP traffic in the “one-wire”
configuration implemented in the reference configuration. However the LANZ interface was
used to manage the IP Office platform and was connected to a separate management subnet.

e |IP Address: In the reference configuration the IP Office management address is
192.168.1.22.

e Other parameters on this screen were set to defaults.

File  Edit  ¥iew  Toos  Help
HEE v -2 %8|
D0EDO70S8008 T System ~ O0E0070S8008 -
IP Offices System Ei 00E007058008" ER IR AR
& BootP (2) Mame : —
System | LAN1 | LANZ |DN5 | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR. || Twinning | wcM | CCR | Codecs
1 Operator (3) %y D0ENO70S8008
) <= OOEON7OSEO0E LAN Settings | valP | Metwork Topelagy
) Sysh 1
P u:fa?;” 1P Address 12 . 1oz
<= Control Unit (2) IP Mask 255 255 . ;|5 0
A Extension (12)
§ User13) Primary Trans. TP Address [1} a 1} 0
¥ HuntGroup () X )
5 Short Code (58) Firgwall Profile <None v
B service () RIP Mode Hone .
ol RAS (1)
P Incoming Call Raute (21) [ Enable naT
&g whanPort () =
st Directary (0) Mumber OF DHCP IP Addresses |1 >
£ Time Profie (3) DHCF Mods
g ;r;wa! PE:;ME(I) O server O client O Diglin @ Disabled
aute

e On the VolP tab verify that the H.323 Gatekeeper, SIP Trunks, and SIP Registrar boxes
are not checked.

File ~ Edit  View Tools  Help

|FEER] v -2 8|

i DDEOD7OSE00E T System

IP Offices

¥ DOEDO7053003

00ED07058008

BOGTP (2) Hame

K System | LANL | LANZ |DNS | Woicemall | Telephony | Dirsctory Services | System Events | SMTP | SMDR | Twinning | vcM | ccR | Codecs

¢ Operator (3) 52 (0ED07058008
v DOEDOTOSG008 LA Settings | YOIP | Network Topalogy
= System (1)
17 Line (5
Al H.323 Gatekesper Enable
< Contral Unit (2) o "
& Extension (12) [] s1P Trurks Enable
B User(13) [[] 5IF Registrar Enable

#w§ HurtGroup (5)

e The Network Topology tab uses default values.
e Click the OK button (not shown).

5.3.4. Voicemail

As described in Sections 1 and 2, Avaya IP Office Voicemail Pro was used in the reference
configuration, running on a Windows 2003 Server. The installation and provisioning of Avaya
IP Office Voicemail Pro is beyond the scope of this document. See reference [4] & [5] for more
information on installing and provisioning Avaya IP Office Voicemail Pro.

To view or change Avaya IP Office VVoicemail settings, select the VVoicemail tab as shown in the
following screen. The settings presented here simply illustrate the reference configuration and
are not intended to be prescriptive.

e Set Voicemail Type: Voicemail Lite/Pro.
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e Set Voicemail IP Address: to the IP address of the platform running VVoicemail Pro.
e Other parameters on this screen may be set according to customer requirements.
e Click the OK button (not shown).

i Avaya IP Office RB.1 Manager 00EQ07058008 [B.1({63)] [Administrator (Administrator)]
File  Edit

View  Tools  Help

| ElE]al v

i DOEOOTOSE00E T System

R BOOTP (1)
i Operator (3)
=I-*%9 O0EQO7OS8005

3 System (1)
1 Line (5}
<2 Conkral Unik (2)
Ay Extension {11}
a User {13)
ﬂ HuntGroup (5)
8% shart Code (68)
B service (0)
ol RAS (1)
e Incoming Call Route (21)
@ ‘WanPort {0}
a4 Directory (00

2\

IP Offices System E

Mame
S=7 DOEDOFOSS00;

System | LAMNL | LANZ | DNS
Woicemail Type
Yoicemail Destination

Yoicemail IP Address

Backup Voicemail IP Address
Woicemail Channel Reservation
Unreserved Channels | 239
Auto-attendant &l

Annauncements 5

00OEO07058008

£ | X | v |

Woicemall | Telephory | Directory Services | System Events | SMTP | SMDR || Twinning | ¥CM 4

Waicemail LitefPro

168 42 42

Yoice Recording |3

Mailbox Access |5

¥ Messages Button Goes Ta Yisual Yoice

Mandatary Voice Recording |0

4

5.3.5. System Telephony Configuration

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as
shown in the following screen. The settings presented here simply illustrate the reference
configuration and are not intended to be prescriptive.

In the reference configuration, the Inhibit Off-Switch Forward/Transfer box is unchecked so
that call forwarding and call transfer to PSTN destinations via the AT&T IPTF service can be

tested.

The Companding Law parameters are set to U-LAW as is typical in North America. Other
parameters on this screen may be set according to customer requirements.

OPTIONAL.: The Default Name Priority parameter can be relevant to SIP Trunking. The
option to Favor Trunk or Favor Directory can be set system-wide using the screen below, or
set uniquely for each line. Favor Trunk was used in the reference configuration. With the
option set to Favor Directory, Avaya IP Office will prefer to display names found in a personal
or system directory over those arriving from the far-end, if there is a directory match to the caller
ID. This capability is also defined in the SIP Line tab in Section 5.4. A user’s personal
directory example is shown in Section 5.5.2.
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('} Avaya IP Office RB.1 Manager D0E007058008 [B.1(63)] [Administrator(Administrator)]

IP Offices

K BOOTR (1)
% Operator (3)
=I-#=p O0EQO7FOS3003

File  Edit “iew Tools Help

|

Mame
“= D0EOO70SE005

System || Lant | Lanz |ons | voicemal | T

Telephony | Tones & Music || Call Log

Directory Services | System Events | SMTP || SMDR.

i DOENNTNSENNG T System T DOE0O7OSS008 -
B 00EQ07058008 gh B X v <]

Twinning | W 4 k|

59 Sysh 1 B ~
e Life ?;1)( ) Analogue Extensions Companding Law
p Switch Line

= Contrn! Unit {23 Default Sutside Call Sequence Mormal
Ay Extension (13)
§ user1m Default Inside Call Sequence Ring Type 1 @ Haw @ UHLaw Line
ﬂ HunkGroup (53

Default Ring Back Sequence Ring Type 2

o Shm_t Code (67) O A-Law O A-Law Line
@ Service (0) Restrict Analogue Extension Ringer Yoltage  []
& RAS (1)
@ Incoming Cal Route () Dial Delay Time (secs) 4 £ [] D35 status
@ ‘wtanPort (00
@& Directary (1) Dial Delay Count ul E Auto Hald
£ Time Profile (3) -
@ Firewall Profie (1) Default Mo Answer Time (secs) 15 ¥ Cial By MName
il P Route (4) Hald Timeout (secs) 1z0 % Show Account Code
@ Account Code {0)
S License (77) Park Timeout {secs) 300 % [ Inkikit OFf-Swikch Forward| Transfer
i Tunnel {0} .
5; User Rights (8) Ring Delay (secs) 5 e [[] Restrict Metwork Interconnect
¢ ARS (2] Call Priority Promation Time (secs) Disabled = [ Crop External Only Impromptu Conferers

" RAS5 Location Request (0)

g'x E211 System (1) [] wisually Differentiate External Call

Default Currency ush »

[ unsupervised Analog Trunk Disconnect H

Default Name Priarity Favar Trunk v

High Quality Conferencing

5.3.6. System Codecs Configuration

Navigate to the System = Codecs tab. On the left, observe the list of Available Codecs. By
selecting codecs in this column, they will appear in the Default Codec Selection = Unused
column. Codecs may be selected from the Unused list and moved to the Selected column by use

of the >> button, thereby making the selected codecs available in other screens where codec
configuration may be performed (e.g., Sip Lines and Extensions).

The up and down arrow buttons are used to order the selected codecs. By default, all IP (SIP and
H.323) lines (including the SIP Line) and extensions will assume the system default Selected
codec list, unless configured otherwise for the specific line or extension. When completed, click
on OK (not shown).

Note - In the reference configuration the System and Extension (see Section 5.5) codec lists
specify G.711mu and G.729A (in that order), and the SIP Line (see Section 5.4.3) offers G.729A
and G.711mu (in that order). In this manner local Avaya IP Office calls (non-SIP trunk calls)
will attempt G.711mu first, and SIP trunk calls will attempt G.729A first.
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'] Avaya IP Office RB.1 Manager DOEOO705B008 [B.1(63)] [Administrator(Administrator)]

File Edt ‘ew Tools Help

|2 EELL] v - 2 8

i DOEDO7OSBO0B - System ~ O0FON70SA008 -
IP Offices System E OOEDO7058008 [ [ %] v <]

R BOOTR(2) ame DHS Yoicemail | Telephony || Direckory Services | System Events | SMTP || SMDR || Twinning || YCM CCR Codecs | 4
{7 Operator {3} S 00E0O70S5008 fro—
=@y DDENO7OSE008 Available Codecs Default Codec Selection
5 Syskem (1) Unused Selected
4 Line () G711 LILAW B4 Q711 ALAW B4 e G 71T LILAW B4
<+ Contral Unit (23 G711 ALAW 64K G722 64K G.729(a) 8K C5-ACELP

4 Extension (11} G.722 64K G.723.1 BK3 MP-MLQ

B User(13) G.729(a) 8K CS-ACELP o

i HuntGroup (5) G723, 1 6K3 MP-MLQ

B Shart Code (68)

@ Service (0)

ay RAS (1) >

@ Incoming Call Route (213

5.4. SIP Line

The SIP Line tab in the Details pane is shown below for Line Number 17, used for the SIP
Trunk to the Avaya SBCE, and ultimately AT&T. Note, if no SIP Line exists, right click on the
Line item in the Navigation pane and select New => SIP Line. SIP Line 17 will be the first SIP
Line number created. The SIP Line form is completed as follows:

e |ITSP Domain Name: Set to the AT&T border element IP address supplied by AT&T
(e.g., 135.25.29.74).
e In Service and Check OOS: These boxes are checked (default).
o Note that the Out Of Service (OOS) option is used in conjunction with SIP
OPTIONS (see Section 5.9).
e Call Routing Method: Matched values based on the Request URI, or To Header
contents, may be selected. In the reference configuration, the default Request URI
setting was used.
Country Code: Use the default <blank>.
Send Caller ID: Set to Diversion Header.
REFER Support: Verify that this open is not selected (default).
Use the default values for the other fields.
Click OK.

Optional: As described in Section 5.3.5, the Name Priority parameter may retain the default
System Default setting, or can be specifically configured to Favor Trunk or Favor Directory.
The default System Default setting was used in the reference configuration (see Section 5.3.5
for the System setting of Favor Trunk).
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iidl Avaya IP Office RB.1 Manager O0EO0705B008 [B.1(63)] [Administrator{Administrator)]

File  Edit  Wew Tools Help
L25-EEERE v > 28
i DOEDNFOSE00R * Line - 17 -
IP Offices SIP Line - Line 17 gk~ | K| wv|<]>
& sooTR(2) Lin... | Line Type SIP Line [Transport 1P URI|valP 138 Fax| SIP Crodentials
i Operator (3) 41 Analogue Trunk _ " I - 2
=) # OOEO07058008 92 Analogue Trunk, (= (PO =7 v
ili’: fi:;::?!?)(l) g:‘ij i:::zzzz I:::: TSP Darnain Mame |135.25.29.?4 | In Service
= Conkrol Unik (23 w17 SIPLine Lse Tel LRI O
A% Extension (12)
§ user(iz Prafix | | checkoos
& HuntGroup (5) ) )
9% short Cade (58) National Prefix |D | Call Routing Method
@ Service (0) Country Code | | ?riginadtordnun;bter_ Fo!' . —‘
Ag; RAS (1) orwarded 3nd Dwinning 3
@ Incoming Call Route {21) International Prefix |DD | Mame Priority |
?i ;\:f;::t ((DD)) Caller 10 from From header  []
7 Time Pro};i\e 13 Eend ;romtln Cc:asar O
@ Firewall Profile (13 Hser- gent and Server l:l
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{l E911 System (1)
5.4.1. SIP Line - Transport Tab
Select the SIP Line = Transport tab and configure the following:
e ITSP Proxy Address: Set to the Avaya SBCE Al interface IP address 192.168.42.20
(see Section 3).
e Network Configuration -> Layer 4 Protocol. Setto UDP.
¢ Network Configuration - Send Port: Set to 5060 (default).
e Network Configuration - Use Network Topology Info: Setto LAN 1.
e Calls Route via Registrar: Enabled (default).
e Click OK (not shown).
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5.4.2. SIP Line - SIP URI Tab

Select the SIP Line = SIP URI tab. On this form a list of the DNIS digits delivered by AT&T
is created. To add a new SIP URI, click the Add... button. In the bottom of the screen, a New
Channel area will be opened. Entries may be specified in two ways:

1. A “wild-card” entry that will use the contents of SIP headers containing “calling”
information.

Note - When this method is used, the inbound AT&T DNIS digits must be specified for
an Avaya IP Office User or Hunt Group on its corresponding SIP tab (see Section 5.5).
Otherwise the call may be denied.

In this method the following information is specified:

The VIA field will automatically be populated with the IP address of the system LAN
interface (LAN 1) with which the SIP trunk is associated (see Sections 5.3.2 and
5.4.1).

Local URI, Contact, Display Name, and PAI: Set to Use Internal Data.

Note — This PAI setting directs Avaya IP Office to send the PAI (P-Asserted-
Identity) header instead of the default PPI (P-Preferred-Identity) header when
appropriate (e.g., privacy calls). The PAI header will be populated from the data
set in the SIP tab of the call initiating User as shown in Section 5.5.

Registration: Set to the default 0: <None>.

Incoming Group: Set here to 100. This value references the Incoming Call Routes
in Section 5.7.

Outgoing Group: Set to 100. Note that although the AT&T IP Toll Free service does
not support outbound calls, this value was set to match the Incoming Group.

Max Calls per Channel: In the reference configuration this was set to 10. This sets
the maximum number of simultaneous calls that can use the URI before Avaya IP
Office returns busy to any further calls.

Click OK to save the information.
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2. A specific entry that will match inbound DNIS digits from AT&T.

Note — This method must be used for Avaya IP Office call destinations other than Users
or Hunt Groups, (e.g., Auto Attendant or direct calls to Voicemail Pro), or the calls will
be denied.

In this method the following information is specified:

e Local URI, Contact, and Display Name: Set to an AT&T DNIS number (e.g.,
0000041053 to Voicemail Pro).

e PAI: Set to Use Internal Data.

Registration: Set to the default 0: <None>.

e Incoming Group: Set here to 100. This value references the Incoming Call Routes
in Section 5.7.

e Outgoing Group: Set to 100. Note that although the AT&T IP Toll Free service does
not support outbound calls, this value was set to match the Incoming Group.

e Max Calls per Channel: In the reference configuration to this was set to 10. This
sets the maximum number of simultaneous calls that can use the URI before Avaya IP
Office returns busy to any further calls.

e Click OK to save the information.
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e To edit an existing entry, click an entry in the list and click the Edit...button.
e When all SIP URI entries have been added/edited, click OK at the bottom of the screen (not
shown).

5.4.3. SIP Line - VolP Tab

Select the VolIP tab. The Codec Selection drop-down box = System Default will list all
available codecs. Custom was selected, and G729(a) 8K CS-ACELP, and G.711 ULAW 64K
were specified. This will cause Avaya IP Office to include these codecs in the Session
Description Protocol (SDP) offer, and in the order specified. Note that in the reference
configuration G.729A is set as the preferred codec on the connection to the AT&T IPTF
network.

e T.38 fax was used in the reference configuration. Set the Fax Transport Support drop-
down menu to T38. Note that the T.38 Fallback option is not supported in the reference
configuration (see Section 2.2.1). Note that Error Correction Mode (ECM) is enabled by
default on the T.38 Fax tab (Section 5.4.4). ECM is supported by the AT&T IPTF
service. G.711 fax also worked in the reference configuration (T.38 option disabled);
however T.38 is the preferred method.

e The DTMF Support parameter can remain set to the default value RFC2833.

e The Re-invite Supported parameter can be checked to allow for codec re-negotiation in
cases where the target of an incoming call or transfer does not support the codec
originally negotiated on the trunk.

e Click OK (not shown).
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Note - By default the VVoIP Silence Suppression box is not checked. This disables the use of the
G.729B codec. If silence suppression is desired, check this box, and enable the VVolP Silence
Suppression option on the Extension form VolP tab (see Section 5.5.2).
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File  Edit Yiew Tools Help

= Hic] ] =1 N (R

QDEQOFOS5008 = Line 3 17 =

IP Offices Line Ei SIP Line - Line 17* gF-EI X vl

& BOOTR(1) Uicn | TS 15722 SIP Ling | Transport | SIP URT| ¥oIP T35 Fax |SIF Credentials

i+ Operator (3) 41 Analogue Trunk
[+ DOED070SE006 T4z  analogue Trunk Codec Selection Custom - | [ wolP Sikence Suppressior |
2 Syskem (1) 43 Analogue Trunk
£ Line (5} 94  analogue Trunk

Unused Selected Re-invite Supporked

0 G711 ALAW B4k == G.729(a) 8K CS-ACELP
- Control it 2) 17 ST G.722 64K G ?II(UEAW 84K

Ay Extension (11) ' '

a Lser (13) G.723.1 BK3 MP-MLQ [ codec Lackdawn

Al HuntGroup (5] ] PRACK/100rel Suppartec

B Short Code (68) <=

@ Service (0)

ol RAS (1)

@ Incoming Call Route (21)

Eﬂ ‘“WanPort {0) =

i Directory (0)

f’.“ Tirne Profile {3)

) Firewall Profils (1) Fax Transport Support v
[l 1P Route (4)

@ Account Code (0)

W License (77) DTMF Support RFC2E33 3
e Tl

Use Offeret’s Preferred

¢ Call Initiation Timeout {s) |+ v

5.4.4. SIP Line - T38 Fax

Note - The settings on this tab are only accessible if Re-invite Supported and a Fax Transport
Support option are selected on the VVolP tab (Section 5.4.3).

Note - All default values were used in the reference configuration. Therefore the Use Default
Values box is checked. If different settings are needed, uncheck this box to unlock the form.
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Note - Since the AT&T IPTF service does not require registration, the SIP Credentials tab need
not be visited.
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5.5. Users, Extensions, and Hunt Groups

In this section, examples of Avaya IP Office Users, Extensions, and Hunt Groups will be
illustrated. To add a User, right click on User in the Navigation pane, and select New. To edit
an existing User, select User in the Navigation pane, and select the appropriate user to be
configured in the Group pane.

5.5.1. Analog User Extn207

The following screen shows the User tab for User Extn207. This user corresponds to the Avaya
Analog 6211 set.

| IP Offices User

K

.
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User

Woicemail | DND | ShortCodes | Source Mumbers | Telephony | Forwarding | Dial In | Woice Recording | Butbon Pri

Hame |Extrza7 |

Password | |

Confirm Password |

|
Full Harne |analog Phans |
Extension |2l3? |
Locale | “ |
Pricriky E vl

Syster Phone Rights |N0ne

Profile |Basic Lser
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Enable Softphone
[] Enable one-x Portal Services
Enable one-3 TeleCammuter
[] Enable Remate Worker
[] Ex Directary

Device
Type

l& analogue Handset

The following screen shows the SIP tab for User Extn207 (use the arrow buttons in the upper
right corner to navigate to the SIP tab). The SIP Name and Contact parameters are configured
with the associated AT&T DNIS number of the user, (e.g., 0000031053). These parameters
configure the user part of the SIP URI in the From header for outgoing SIP headers, and allow
matching of the SIP URI for incoming calls, without having to enter this number as an explicit
SIP URI for the SIP Line (see Section 5.4.2).

The SIP Display Name (Alias) parameter can optionally be configured with a descriptive name.

If all calls involving this user and a SIP Line should be considered private, then the Anonymous
box may be checked to withhold the user’s information from the network.
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The following screen shows the Extension information for this user. To view, select Extension
from the Navigation pane, and the appropriate extension from the Group pane (e.g., 207).
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5.5.2. IP Phone User Extn500

To create a new extension, right click on Extension from the Navigation pane and select New
and H.323. Alternatively edit an existing extension by selecting an extension in the Group pane.

Step 1 - The following screen shows a 1608 IP Telephone provisioned in the User tab for User
Extn500. In the reference configuration, this user will be granted “Power User” features.

e Password: This password is used by user applications such as SoftConsole, Phone
Manager and TAPI. It is also used for users with Dial In access. Note that this is not the
user's phone log in code (see the information on the Telephony tab - Supervisor
Settings below), or their Voicemail mailbox password (see information on the Voicemail
tab below).

e The Profile parameter is set to Power User.

e The Enable Softphone box is checked, along with other advanced capabilities.
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Step 2 - Like the Analog Extn207 user, the SIP tab (use the arrow buttons in the upper right
corner to navigate to the SIP tab) for User Extn500 is configured with a SIP Name and Contact
specifying the user’s associated AT&T DNIS number (e.g., 0000011051).

IP Offices

& BoOTR (1)
4 Gperatar (3)
=% 0DE0070SE008

5 System (1)

47 Line (5)

= Contral Unit (2)
& Extension (11)

& user(13)
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% Short Code (66)
(B eruice ()

Extension
201
202
203
204
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Extn500: 500"

g - X vl<|>

o]

Button Programming | Menu Programming | Mobiity | Phone Manager Options || Hunt Group Membership | Announcements | SIP | Personal Directary

SIP Wame 0000011051

SIP Display Name {alias) |H323 Phane

Contact 0000011051

[ Anonymeus

Step 3 - The following screen shows the Voicemail tab for User Extn500. The Voicemail On
box is checked, and a VVoicemail password can be configured using the Voicemail Code and
Confirm Voicemail Code parameters.

Voice mail navigation and retrieval were performed locally and from PSTN telephones, to test
DTMF using RFC 2833, and to test assignment of an AT&T DNIS number to the “Voicemail
Collect” feature (e.g., via the *17 Short Code shown in Section 5.6). Note that the second
configuration option described in the SIP Line = SIP URI tab (Section 5.4.2) is required for
this type of inbound call to work.
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Step 4 - Select the Telephony = Supervisor Settings tab as shown below. The Login Code
will be used by the telephone user as the phone login password.
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Step 5 - The following screen shows the Extension information for this user, to illustrate the
VolP tab available for an IP Telephone. To view, select Extension from the Navigation pane,
and the appropriate extension (500) from the Group pane. Select VolP in the Details pane.

e Use the IP Address field default value (0.0.0.0).
¢ Note that the same codec list as shown in Section 5.3.6 is used.
e Use defaults for the remaining fields.

Note that by default the VVoIP Silence Suppression box is not checked (the same applies to
provisioned SIP phones as shown in Section 5.5.3). This disables the use of the G.729B codec. If
silence suppression is desired, check this box, and enable the Silence Suppression option on the
SIP Line form VolIP tab (see Section 5.4.3).
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OPTIONAL: As described in Section 5.3.5, the option to Favor Trunk or Favor Directory can
be set system-wide, or set uniquely for each user based on the SIP Line setting. The system-
wide application of Favor Trunk was used in the reference configuration. The following
example shows how the Favor Directory option can be specified for users.

Note — In the reference configuration, the SIP Line is configured with Name Priority - System
Default (see Section 5.4). This setting needs to be changed to Name Priority - Favor
Directory, to enable this feature.

The following screen shows the Personal Directory tab for User Extn500. With the
configuration shown below, if Extn500 receives an inbound AT&T call from the telephone
number 7325552438, the phone will display the name “PSTN Phone” (along with the number),
even if AT&T provided a different name in the SIP INVITE message sent to Avaya IP Office.

IP Offices B Extn500: 500 ef M X vl<l>
‘! BOCTR(2) -Name B Mobility || Phone Manager Options | Hunt Group Membership | Announcements | SIP Personal Directory | S
i Cperator (3) § Exnzo7 207
[=)-*=y DOEOO?053003 § Extrzoa 208 Index Mame Humber Add...
0 System (1) frEstnson 500 i1 PSTH Phone 7325552438
4 Line (6) frEvtnenn 600 Remove
<= Conkrol Unit (2)
A Extension (11) ?HEIXT_T?DD Foo Edit...
ollser
User (13
a.. (5] SR emateian

5.5.3. SIP Telephone Users (Avaya 1120E and Avaya IP Office
SoftPhone)

In the reference configuration, an Avaya 1120E SIP telephone and Avaya IP Office SoftPhone

were provisioned as SIP users. To create a new extension, right click on Extension from the

Navigation pane and select New and SIP. Alternatively edit an existing extension by selecting an

extension in the Group pane.
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5.5.3.1 SIP Avaya 1120E

Step 1 - The following screen shows an1120E Telephone provisioned in the User tab for User
Extn600.

e Password: This password is used by user applications such as SoftConsole, Phone
Manager and TAPI. It is also used for users with Dial In access. Note that this is not the
user's phone log in code (see the information on the Telephony tab - Supervisor
Settings below), or their Voicemail mailbox password (see the Voicemail tab below).

¢ In the reference configuration, the Profile parameter is set to Basic User (default). User
Extn600 does not have the Mobile feature capabilities in the reference configuration.

IP Offices User B Extn600: 600 g - X[ v«

i Extensi
& Boote (lg ) UL siiSi User | voicemail | DD ShortCodes || Source Mumbers | Telephony | Forwarding || Dial In || Yoice Recording | Button Prog
4 Cperatar (3 Extnz0l 201
[=)-%=p OOEOO7OSS00E Extnzoz 202 Mame |Extn600 |
5y Syskem (1) Extnz03 203
- . ek
T4 Line (5) Extrc04 204 Password | |
. Contro! Unit (23 Evtnz05 205 Confirm Password |****** |
Ay Extension {11} Evtriz0é 206
?u asertéw) @ Evtnz0? 207 Full Mame |SIP Phone |
unikGroup
Extnz03 208 .
% short Code (79) Extension |600 |
@ Service (1) yr ExknS00 S00
o RAS (1) Locale |United States (1S English) w |
@ Incoming Call Route (¢ grExn7on 700 ori
g Call Route Priority |5 v|
@ ‘WanPort {0} :NDUser
g Directory (0) :Remote. - Syskermn Phone Rights |N0ne v |
7 Time Profile (3)
@ Firewal Prafile (1) Profil % |BaS|c User v|
El P Route (3) [] Receptionist

g Account Code (0)
W License (76)

% Tunnel {0} [] Enable one-% Portal Services
a; User Rights (3)
@ Auto Attendant (2)
" ARS(2) [] Enable Remate Worker

Enable Softphone

Enable one-¥ TeleCommuter

# RAS Location Request [] Ex Directaory

fx E911 System (1)
Device Tm: | . X X
Type L Avaya 1120E Sip (Language: English)

Step 2 - Like the H.323 Extn500 user, the SIP tab (use the arrow buttons in the upper right
corner to navigate to the SIP tab) for User Extn600 is configured with a SIP Name and Contact
specifying the user’s associated AT&T DNIS number (e.g., 0000021052). Optionally a user can
be set to use privacy for all calls by selecting the Anonymous option.

ifdl Avaya IP Office RB. 1 Manager 00EO0705B00B [B.1(63)] [Administrator (Administrator)]
Fle Edt Wew Tools Help
(25 FEE v - 2 E|
i g0EnO7OSE008 - User = 600 Extné0D -
IP Offices User E Extn600: 600" gh-E X vl<]>
L] BOOTP“E , ;a'"e (EEREn Button Programming || Menu Programming | Mabiity | Phone Manager Options | Hunt Group Membership | Announcements | SIP | Personal Directory s :|
% Operator (3 ExtnzoL 201 l
B OOEON70SA008 § Extnzoz 202 5IP Hame 0000021052
59 System (1) Extnz03 208
71 Lina (5) i Ezt:zoq 204 SIP Display Name (ilias) |SIP Phone
"> ETW U";tlgz)) B Extrzos 205 Contact 0000021052|
4@ Lxtension Extnz0 206
i usergs g Ezt:zw 207
2% HunkGroup (5) 1 Extneos 08 [ Anonymaus
8% short Cods (68)
§rExtnson 500
B service (1)
& RAs (1) frExtnaon 00
o §rExtnzon 700
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Step 3 - Like the H.323 Extn500 user, Extn600 also utilized the external VVoicemail Pro server.
The Voicemail On box is checked, and a VVoicemail password can be configured using the
Voicemail Code and Confirm Voicemail Code parameters.

Fle Edt Vew Tooks Help
R BooTe 1) Hame Extension User | Wokemal |DhD | ShortCodes | Source Nurbers | Telaphony | Formerding | Disl in | Vokce Racondig | Button Prog 4 4
(= Operstor (%) i eron 2o
= = OOEO0PISEN08 i ez 2o Wokcnrrad Code S
= System (1} I eanomy 203 — Voicemad
1 Lew (5} b earcos 24 Sealim Yotosia f Cack = -
“ar Conbeol Lk (2} Extnars 0% ot
iy Extensian {11} E Exinié 206 ettt .
b ey i ey 7 T
B HunbGro (2) § ercos zom (] s wish Services
B¢ Shoet Code (79 [
Servios ()
:R.us-:u ] - e
Ecominng Call Rt f] R ESRT00 700 of o bt o
WanPoet (0 litictsses DM Breskout
o Deactory (0) hm:motl..
£ Tiom Profie (3) Reception | Breakout (OTME *0)  Systerm Defadk [
Al Frewesd Frofie (1) -
B ros (9 Bresbout (DTHF *2) System Dl ot ()
& Aocourk Code (i) Bregbout (DTHF *3) System Detek [
W, Liceres (76)
e Tuccel 01

Step 4 - Select the Telephony—> Call Settings tab as shown below. Check the Call Waiting On

box to allow multiple call appearances and transfer operations.

IP Offices

R Bo0TR(L)
g Operstor (3
= = OENOTOSM0N

= Syiten (1)
T4 Lina (5}
<2 Conkred Liek (2)
Ay Extension {11}
I weiny)
o HurkGrou (2)
90t St Code (803
1@ Service ()
o BAE(D

P warPwt (0}
o Directory (00
€7 Tie: Priofibe {33

) Incomineg Call Rete (12

I Extrem
B Estrcne
I e
B Estnzna
B Estrzns
i Estnzne
B estnzn?
i Estnzna
E=Estrsin
f=Estre0n
Erestnmoo
Tatictier

Igremote. .

HESHUBHEHE

Lser | Vpscemnsd | DND | ShorbCodes | Source Mumbers

Telsphony | Forwandeg | Diad In | Vioks Recordng | Butt 4 9

Call Seltirg | Supervisor Satkings | Muli-ine Options | CallLog

Cutside Call Sequence :-ofunml% w [#] Coll watir Ons

Inside ol Sequence Dkt Firg - [#] inserer €l Weasking O biokd
Ringbuack Sequercs Dl gt iy - [ ey 0 ekl

Mo Baresveer Tivee (s205) Syshem Defat (15) - ] oo, Sxation

Wragrup Tires (2ecs) -1 =]

Trarafer Rt Tiss (sagg)  OFf

Call Cost Mark-Ups 1i1]

Step 5 - Select the Telephony-> Supervisor Settings tab as shown below. The Login Code
will be used by the telephone user as the phone login password.
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! ooeooTosencs = User B (E =
IP Offices User 4 ExtnB00: 600" ¥ | <
R BoOTR (1) Nasrots Exterion %
pacomal | DHD | ShortCodeds | Source Mumbers | Telephomy | Fons Cial by | Wikt Rocen Buthon Pr 1
i Operater (3) b Esroon  20d = = e
== DOEO)REE0 | earove o0z Cll Sattings | Supervisor Seltings | Multi-ine Options | Call Log
= System (1} i estrooz 23 ———
1 Lre (5} R Lign Ciodle [ Force Logn
<2 Conbrol Unkt (2) F——
A Extension (11) E E:tr\.'a:; :1:-; Login Tdke Pericd (s8cs) ] Force Account Code
.‘Lber[l*] - | oy 2w Monitor Group <Hone’> w
gy s R
93¢ Shot Code (79) je o Coverage Group g b
b SN

E ::;mm:' al= b o NosAnswer Logrgred On (N chiangn) - [ onkgoing Coll Bar

frednmo w0 .
E :m;.j? Focube (I i Pusssk Lersytst Tcbs Thoe ] draba OFf-Swvitch Porwand Transfer
. Dieechory (0) hﬂme n ® M Cals [ o Initrude
£ Tieves Probile (3 [#] Canrct ke Irkruded
i § O et Ereccaming
2 m P-;l! () “L? [ Can Trace Cials

.1

& Aocourt Code () [ iR agont
o Licers (76} Butomstic After Cal Work
i Turessl ()

Step 6 - A new SIP extension may be added by right-clicking on Extension in the Navigation
pane and selecting New and SIP Extension. Alternatively, an existing SIP extension may be
selected in the group pane. The following screen shows the Extn tab for the extension
corresponding to an Avaya 1120E.

e The Extension ID is automatically assigned by Avaya IP Office (e.g., 8000). The Base
Extension field is manually populated with the desired extension (e.g., 600).
e Ensure the Force Authorization box is checked.

} D0ED070S8008 * Extension = [2000 600 it s-d@@EEls v - 28|

IP Offices
R BooTR (1) 1d Extersion  Moduls| Extn  |volF | T38Fax
i~ Operabor (3) a1 Fal| B01
= 5 DOEDOTOSS003 ap 2 mnE BO1 Extengion Id G000
5 System (1) A 205 BD1
1 ine (5) &4 €01 B e e
== Cortrol Unit (2) &5 5 EO1 Caller Display Type
A& Extension (11) &5 206 01
B user13) &7 o0 - Reset Yohume After Calls O
S8 HurtGroup () &5 8 1 =
W% Short Code (75) N 5 oy —1iF
B service (0)
& RAS(1) 3003 500 0 g
g Incoming Call Raute (g 8004 700 0 fode
wanPort (0} Port 0
g, Directory (0)
€37 Tirre Profile (3) Force Authorization [+

Step 7 - The following screen shows the VolP tab for extension 600.

e The IP Address default value is used (0.0.0.0).
Check the Reserve Avaya IP endpoint license box.

¢ In the reference configuration the Codec Selection parameter is set to Custom, and the
same codec list used in Section 5.3.6 is used.

e Other fields may retain default values.
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] Avaya IP Office RB.1 Manager, 00EO0705B008 [8.1(63)] [Administrator(Administrator)]

File  Edit  View Tools Help
SEEE v -2
O0EQO70SS005 - Extension - 8000 600 ~)
IP Offices Extension | SIP Extension: 8000 600 e -9 [ X v <>
& BoOTR(2) Id Extension Extn | YoIP | 738 Fax
i Operator (3) 1 201 B
[=-*=%p N0EOO7OSE005 F 202 gO || IP Address o o o o [] walP silence suppression
) System (1) &3 203 Bl )
17 Line (5) &4 204 el Cadec Selection Custam w [ Local Hold Music
<> Contral Unit (2) &5 205 Bl Unused Selected Allows Direct Media Path
4y Extension {11) &6 206 Bl
L G711 ALAW 64K =3 G711 ULAW 64k P
+| Re-invite S ted
% User (13 &7 w7 A G.722 64K .729(a) BK C5-ACELP &invite Supporte
sk HunkGroup (5) & G.723.1 BK3 MP-MLQ .
E 3] 205 EA [ use Offerer's Preferred

B Short Code (68) |

Service (0 - /| Reserve Avaya IP endpoir|
ERAS(I)( ) 3001 700 0 . ! "
@ Incoming Call Route (21) 8003 500 o [ Reserve 3rd party IP end]
@ ‘WanPort {0)
s Directory (0)
£ Time Profile (3) i
@ Firewall Profile (1)
Kl [P Routs (4) % Fax Transport Suppotrt | None L2
| Account Code (0)
R License (77) TOM-=IP Gain Default A
@& Tunnel {0)
a 3 User Rights () IP-=TDM Gain Diefaul: w
¢ ARS (2)
# RAS Location Request {0} BV MRS RFC2833 i

5.5.3.2 SIP Avaya IP Office Softphone
Repeat the steps shown in Section 5.5.3.1 with the following settings.

e Defining a User
e Usertab
e The Avaya IP Office SoftPhone was provisioned as User Extn700.
e The Enable Softphone box is checked, the other enabled advanced capabilities
shown (e.g., Power User), are optional.
e SIPtab
o SIP Name and Contact specifying the user’s associated AT&T DNIS number
(e.g., 0000031054).
e Voicemail tab
o User Extn700 also utilized the embedded Voicemail. The Voicemail On box
is checked, and a VVoicemail password can be configured using the Voicemail
Code and Confirm Voicemail Code parameters.
e Telephony-> Call Settings tab.
o Check the Call Waiting On box to allow multiple call appearances and transfer
operations.
e Telephony-> Supervisor Settings tab
o The Login Code is the softphone login password.

35 0f 88
IPO81SBCEG2TF

Solution & Interoperability Test Lab Application Notes
©2013 Avaya Inc. All Rights Reserved.

JF; Reviewed:
SPOC 3/15/2013



'] Avaya IP Office R8.1 Manager 00EO0705B008 [B. 1{63)] [Administrator{Administraton)]

Fle Edt Vew Tools Hep
i85 WHEEN e -2
¢ goEnO7OSSO0S = User = 700 Extn700
IP Offices User
& BOOTR(1) Marng Extension
i Operator (3) Extrizol 201
= 5 O0E0D70SE008 Extriziz 202
a2 System (1) Extrizid 203
7 Line (5) Extrizid 204
= Control Unit (2) Extrizns 205
A& Extension (11) Extn206 206
%asa’tém © Extri207 207
unkGroup
Extniz08 208
B3¢ short Code (68) L EtnS00 o0
B servee ) {Extris0n 500
o RAS (1) r—Extnmn 700
@ Incoming Call Route (21 Ll
) wanPort () rolser
. Directory (0) ERemotetlan. .

£ Time Profile (3)

@ Firewal Frofils (1)

R 1P Route (4)

B Account Code (0)

%o License (77)

@ Tunnel (0)

§3 User Rights (&)

E ARS(2)

@ RAS Location Request ()
fi= E911 System (1)

User | yoicemal | DHD

Extn700: 700"

shortCodes | Source Numbers || Telephony | Forwarding

ef - Xlvl<l>

Dial In | ¥oice Recording || Butten Programming | Menu Programming |14 *

ame

Password

Confirm Password
Full Mame

Extension

Email Address
Locale

Priority

System Phone Rights

Profile

User Rights

Uiser Rights view
working hours time profile
“warking hours User Rights

Out of hours User Rights

- j

[extrivon

|w«»«**»«w«

|www

|IF‘0 Softphone

[700

[united states (Us Engish)

[s

|None

[Power ser

[] Rrecsptionist

Enable Softphane

Enable one-X Portal Services
Enable one-X TeleCommuter
Enable Remote Worker

[ Enable Flare

[] Ex Directory
[] send Mability Email

Unknown 5IP device

Flare Maode

[user data

| <Nane>

e Defining an Extension
e SIP Extension tab

o The Extension ID is automatically assigned by Avaya IP Office (e.g., 8004).
The Base Extension field is manually populated with the desired extension

(e.g.,

700).

] Avaya IP Office RB Manager, OOEO0 7058008 [8.0(16)] [Administrator (Adm

Fil=:  Edit  Wiew

} ooEO07OS300R -

K BOOTR (1)
{7 Operator (3)
(== O0EOOYOSS005

w5y System (1)
4 Line (5)
<2 Control Unit {2)
Ay Extension (11)
ﬂ User {13)
a HuntGroup (23
B Short Code (79)
@ Service (0)
ol RAS (1)

£8 wanPort (0)
@ Directary {0}
£ Time Profile (3)

Tools

) Incoming Call Route (f

& Firewall Profile (1)

Help

Extension

IP Offices Extension

Id Extension
&1 201
-y 202
3 203
4 204
5 205
E o1 206
&7 207
s 208
5000 600
g, 3003 500

04 700

-

Extn | yoIp
EO
el Extension Id
B Base Extension
EQ

EQ Caller Display Type

EQ

e Reset Yolume After Calls Fl

ER

a Device tvpe

u]
Module EI
o
Disable Speakerphone [F]
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e SIP Extension = VolP tab for extension 700.
o The IP Address default value is used (0.0.0.0).
o In the reference configuration the Codec Selection parameter is set to
Custom, and the same codec list used in Section 5.3.6 is used.
o Other fields may retain default values.

] Avaya [P Office RB.1 Manager 00EO07058008 [8.1(63)] [Administrator(Administrator)]

Fle Edit ‘Wew Took Help

AEEL] v = 2 8

i OOEN070SE00G + Extension ~ 8001 700 -
IP Offices Extension ﬁ SIP Extension: 8001 700 e -® K| v <>

R BOOTP (2) Id Extension Extn | YoIF | T38Fax

¥ Operator (3) 1 201 B

=9 D0EOO70S3008 ¥ 202 B IF Address 1} 1} o a [ valP Silence Suppression
27 System (1 F )
Il L;e (5)( ) zj ggj : Codec Selection Custom w [ Local Hold Music

2 Contral Unit (2) s 205 B Unused Selected Allow Direct Media Path

& Extension (1) LI Fi G711 ALAW B4 G.7LL LAWY Ed
i useri3) &7 207 B G722 64K = G.729(a) 8K CS-ACELP Eegbietieeored
3§ Hunkroup (5} &z ms E 6.723.1 K3 MP-HLG [ Uise CFferer's Preferred C
B¢ Short Code (68) 5000 €00 o
@ Service (0) ETEEAT = e [[] Reserve Avaya IP endpoir|
@;RAS(I) " =

[] Reserve 3rd party IP endy

o

e Incoming Call Route (21} 2003 500

£ wanPart (0)

s Direckory (0}

£ Time Profile (3)
@ Fireweall Profile (13
@ 1P Route (4)

i

Fa Transport Support | Rlone w
@ Account Code {0} 2 k2
. License (77) TOM->IP Gain Default v
&l Tunnel (0)
§5 User Rights (8) IP-=TDM Gain Default -
K AR () DTMF Support RFCZ533 »

" RAS Location Request (0)

5.5.4. Hunt Groups

Users may also receive incoming calls as members of a hunt group. To configure a new hunt
group, right-click HuntGroup from the Navigation pane and select New. To view or edit an
existing hunt group, select HuntGroup from the Navigation pane, and the appropriate hunt
group from the Group pane.

Step 1 - The following screen shows the Hunt Group tab for hunt group Sales. This hunt group
was configured to contain the Analog telephone (Extn207), and the SIP Softphone Extn700. In
the reference configuration, these telephones extensions are rung based on idle time, due to the
Ring Mode setting LongestWaiting. Click the Edit button to select/deselect from the User List
included in the Hunt Group from the list of available users.
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Avaya [P Office RB.1 Manager 00EQ07058008 [8.1(63)] [Administrator(Administrator)]

File  Edit Wiew Tools  Help

2 -0 IEER v = 2

' DOEOOTOSE008 * HunkGroup * 1001 Sales v
IP Offices HuntGroup ﬁ Collective Group Sales: 1001* ef - K| v |«

R BoOTP (1) ShE RENTD | WD BT Hunk Graup | Queuing | Overflow | Fallback. | veicemail | vaice Recarding | Announcements | SIP
¢ Operator (3) a4 Patts 1003
- DOE0O70S8008 il Service 1002 Hame [setes | O coragsnt aroup
s System (1) i Sales AT Extsnsion [1001 |
17 Line (5)
% Contral Unit {2} Ring Mode |LungestWaltlng v| Mo Answer Time (secs) | vstem Default (15)
& Extension (11)
1 usernm Hold Husic Source [system Source v
%% HuntGroup Agent's Skatus on Mo-Answer
H -
83 short Code (68) Applies To [Hore |
B Service (0) User List
RAS (1
% ) Extension Name
3 Incoming Call Raute (21)
€2 Wanport (1) 207 Exknz0?
@ Directory (0) 700 Extn700

£ Time Profle (3)

@@ Firewal Profile (1)

A P Route (43

B Account Code (0)

W License (77)

% Tunnel ()

§4 User Rights (8)

¢ BRS (2)

@ RS Location Request (0)
fi E911 System (1)

Remove

Step 2 - Under the Queuing tab, check the Queuing On box and set the Queue Length field to
any desirable value. Use the default values for all the other fields.

i Avaya IP Office RB.1 Manager 00EQ07058008 [8.1(63)] [Administrator(Administrator)]

Fle Edt Wew Tools  Help

(25 dDEEE v o2 6
DOEOO7OSE008 ~ HuntGroup > 1001 Sales
IP Offices

R BOOTP (1)
4 Operator (3)
-5 DDE007055008
sy System (1)
7 Line (5)
< Control Unit (2)

HuntGroup Sequential Group Sales: 1001* =Rd= IR AAEEE

System Name | Wame Extension
a0 Parts 1003
E) Service 1002

E) Sales 1001

Hunt Group | Queuing | Overflow | Fallback. | voicemail | voice Recording | Announcements | siP
Quewing On
Queus Length Normalize Queue Length

Queue Type | ssign Call On Agent Answer v

& Extension (11)
§ Usernm

2% HunkGroop

8% short: Code (63)
B Service (1)
qD 1

Calls In Quaus Alarm

Calls In Queue Threshold I
Analog Extension to Motify

Step 3 - Under the Announcements tab, check the Announcements On box. The wait time can
be set to any desirable value. Make sure that the Synchronize Calls box is checked. These
announcements are played if an agent for a particular skill is unavailable.
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[ Avaya IP Office R8.1 Manager 00E0D705B008 [8.1(63)] [Administrator(Administrator)]

File: Edit Yiew Tools Help
250 IEEE v < 28

DEQO70SE00S ~ HunbGroup > 1001 Sales -

IP Offices HuntGroup 7 Sequential Group Sales: 1001* gf - X vl

R s00TP (1) Systememe || Neme 1| Extension Hunt Group | Queuing | Overflow | Fallback | oicemail| ¥oice Recording | Announcements | sip
¢ Operator (3) 1l Parts 1003
(== ODEOO70S8008 & Service 1002 Announcemerts On

*3y System (1) o Sales 1001 wait before 1st announcement (secondsy (30 E: Synchronize Calls
7 Line (5}
= Contral Uit (2) l
A Extension (11) Flag call as answered [}
A User(13)

4 HuntGroup

BX Short Code (58)
B service (1)

A RAS (1) Post anouncement tone
4P Incoming Call Raute (21
£ wanPort (0)

& Dirertory (0) 2nd Announcement
77 Tims Profile (3)

Firewall Profile (1
s © wakbtrs 2 scuncanan ey B8]

Play 1st annauncement

o [€]

Kl TP Route (4)
& Account Code (0)
e, Licenss (77)

Flay 2nd announcement
% Tunnel (0)
§5 User Rights ()
g ARS(2) Repeat last announcement
# RAS Location Request (0) l
fix E911 System (1)
wiait before repeat (seconds)

Step 4 - The following screen shows the SIP tab for hunt group Sales. The SIP Name and
Contact are configured with the AT&T DNIS number 0000041054. In Section 5.7, an Incoming
Call Route will map 0000041054 to this hunt group.

| Avaya IP Office RB.1 Manager 0DEOO705B008 [B.1(63)] [Administrator(Administratar)]
Fle Edit View Tools Help
(25-u | AEEW v > 26
i DDEOO70S2008 ¥ HuntGroup > 1001 Sales =
IP Offices

& BooTR (1)
e Operakar (33

=) %% D0EDO70SE008

= System (1)

£ Line (5)

= Control Unit (2)

HuntGroup - X[ wvl<]>

Sequential Group Sales: 1001

Syster Mame | Mars Extension
) Parts 1003
@ Service 1002

) Sales 1001

Hunt Group | Queuing | Overflow | Fallback | Vaicemal | Yaice Recording Annuuncements‘SIP

SIP Name |poooo+ 1054 |

SIP Display Name (Alias) |Sales |

Contact |ooooos 1054 |
& Extension (11)
§ User(1zm
2§ Huntroup [ anonymous
§% short Code (63)

Similarly, additional hunt groups Parts and Service, are created by following Steps 1-4.

'] Avaya IP Office RB.1 Manager D0E007058008 [B.1(63)] [Administrator(Administrator)]

File  Edit  Wiew Tools Help
5 Al v > 28|
DEQOFOS3008 = HuntGroup = 1003 Parts -
IP Offices HuntGroup E Sequential Group Parts: 1003 =GR A AR
R BOOTP (1) System Name | Mame Extension Hunt Group |Queuing Overflow | Fallback || Yoicemail | Yoice Recording || Announcements || SIP
17 Operator (3) ﬁ Parts 1003
(-5 O0EO0705E006 o Service 1002 Mame parts | O ccragent crow
= System (1) i Sales 1001 Extension [1003 |
4 Line (5)
= Control Unit (2) Ring Mode |Sequential v | Mo Answer Time (secs)  |System Default {
A Extension {113
a User {13) Hald Music Source |N0 Change v |
ﬂ HurkGroup Agent's Status on Mo-Answer
" T w
B2 Short Code (68) Applies To | one |
@ Service (1) User Lisk
RAS(1
% ¢ . ! Extension Mame
€ Incoming Call Route (25)
E8) WanPort (D) 00 Extnain
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i Avaya IP Office RB.1 Manager, 00EO0705B008 [8.1(63)] [Administrator(Administrator)]

File  Edit View Tools Help
A AEE v - 28|
O0EQO7OSS005 - HuntGroup = 1002 Service -
IP Offices HuntGroup E Sequential Group Service: 1002 i -M X v <]
R BOOTP (1) HyelEm e | M ExitamEfem Hunt Group | Queuing || Overflow | Fallback | voicemall | voice Recording || Announcements | SIP
¢4 Operator (3) fv) Pal 1003
2% 00EO07058008 e 002 Mame Service D ZCR. Agent Group
= System (1) Extension 1002
“F4 Line (5)
<2 Control Unit (2 Ring Mods: Sequential v Mo Answer Time (secsy  [System Default {
Ay Extension {11)
a User {13) Hald Music Source Mo Change -
ﬂ HunkGroup Agent's Status on No-Answer
B3 Short Code (68) Applies To Mane b
@ Service {0) Lser List
o2 RAS q) Extension Mame
@ Incoming Call Route (26)
2 warPort (0) 500 ExtnS00

5.6. Short Codes

Avaya IP Office provides predefined Short Codes, however new Short Codes may be defined to
match number strings to an action. To add a Short Code, right click on Short Code in the
Navigation pane, and select New. To edit an existing Short Code, click Short Code in the
Navigation pane, and the Short Code to be configured in the Group pane.

5.6.1. Call Center Access to Voicemail Pro

In the reference configuration, Call Center functionality is configured on VVoicemail Pro (see
Section 5.8). In order to access this functionality, short codes can be used. The following section
shows the short code set to access this functionality.

Shart Code
Code *53
Feature Yaicemail Collect W

Telephone Mumber | "CallCenter”
Lire iaroup ID 100 v

Locale w

Force account Code [

5.6.2. Voicemail Access

In this case, the Code *17 is defined for Feature - Voicemail Collect. This Short Code will be
used as one means to allow an AT&T DNIS number to be programmed to route directly to voice
messaging, (via inclusion of this Short Code as the destination of an Incoming Call Route in
Section 5.7).
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Shart Code

Code *17

Feature Yoicemail Collect L
Telephone Mumber | 7U

Line Gru:u[:§ 10 1] "

Locale w

Force Account Code [

5.7. Incoming Call Routes

Each Incoming Call Route will map a specific AT&T DNIS number to a destination user, hunt
group, or function on Avaya IP Office. To add an incoming call route, right click on Incoming
Call Route in the Navigation pane, and select New. To edit an existing incoming call route,
select Incoming Call Route in the Navigation pane, and the appropriate incoming call route to
be configured in the Group pane.

In the screen shown below, the incoming call route for Incoming Number - 0000011051 is
illustrated.

The Line Group ID is set to 100, matching the Incoming Group field configured in the SIP
URI tab for the SIP Line to the Avaya SBCE/AT&T in Section 5.4.2.

[} Avaya IP Office RB.1 Manager, ODEO0705B008 [8.1(63)] [Administrator{Administrator)]

File  Edit  Wew Tools Help

| 00E007052003 + Incoming Call Route 100 0000011051 -
IP Offices Incoming Call Route B 100 0000011051 e - @ X wl<]|>
R BOOTP (1) Ling G... = Incoming Mumber — Destination Standard | yoice Recording || Destinations
i~ Operator (3) @10 0000001050 *a3
=) (DEDDFOSE003 @100 ooooot1051 500 ExtnS00
=) System (1) @10 oooooziosz £00 Extn&00 Biearer Capabilicy Ay viice h
T4 Line (5) @10 oooooz10s3 207 Extni207
i Line Group IC 100 £
= Control Unit (2) o 0000031054 700 Extri7on ’
@ Extension (1) @10 0000041053 *17 Incoming Mumber 0000011051
% gse’téla) © @10 ooooo410s4 1001 Sales "
Hntaraup @10 0000051055 1002 Service AT g 21
Bt Short Code (68) @10 oooooe1oss 10013 Part i
@ Service (0) arts Incoming CLI
ok RAS (1) Locale 4
e Incoming Call Route
8 wanPort (0) Priaricy 1-Low v
am Directory (0)
(.“ Tirne Profile (3) Tag
@ Firewall Profile (1) Hald Music Saurce Syskem Source hd

BB IF Route (4)

Select the Destinations tab. From the Destination drop-down, select the extension to receive
the call when AT&T delivers DNIS digits 000011051. In the reference configuration DNIS
digits are associated with Avaya IP Office User Extn500 (the 1608 H.323 telephone).
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'] Avaya IP Office RB.1 Manager, ODEO0705B008 [8.1(63)] [Administrator(Administrator)]

File Edt Wiew Tools Help
= 7] | 2'H|
i ODEDO7058008 - Incoming Call Route ~ 1000000011051 -
IP Offices Incoming Call Route B 100 0000011051 e S X v
& BOOTR (1) Line G...  Incoming Mumber = Destination Standard | Woice Recording | Destinations
{7 Operator (3) #
) ODEQO7OSE008 IUD 0000001050 53 TimeProfile Destination Fellback Extension
= 0000011051 500 ExtnS00
5 System (1) @100 oooooziosz £00 Extré0n > Defaulalue 500 ExtrS00 v W
T
_T | :‘:'”et(S?U L2 @10 ooooozioss 207 Extnz07 * v v v
- E:;;Zion”% i @0 0000031054 700 Extri700
‘I User [13) @10 ooooo41053 *17
3% Hnteren (5) @10 ooooo4ios4 1001 Sales
B3¢ Short Code (65) @100 0000051055 1002 Service
@ service () @10 oooocs10se 1003 Parts 0
ol RAS (1)
e [ncoming Calf Route
BE \WoeDopt (0% J |—|

Repeat the process to route all AT&T DNIS numbers to their associated Avaya IP Office
destinations. For example:

e (0000001050 ->*83 (Voicemail Pro Call Center access Short Code)

e (0000041053 >*17 (Voicemail access Short Code)

e (0000041054 - 1001 Sales (Sales Hunt Group)

Note that the Destination drop down menu may not contain all desired destinations. In these
cases the desired destination may be manually typed into the Destination field.

5.8. Call Center Provisioning in Avaya Voicemail Pro

In the reference configuration, Avaya VVoicemail Pro (running on a Windows 2003 server), is
used for Voicemail processing as well as for basic Call Center functionality.

Note - While Avaya Voicemail Pro provisioning and programming is beyond the scope of this
document, a sample Call Center basic configuration is shown below.

In the reference configuration a Call Center function was provisioned to prompt callers to select
a numeric option (1, 2, or 3), that would forward the call to an associated Avaya IP Office Hunt
Group (Sales, Service, and Parts). This is accomplished via the following steps:

Step 1 — Hunt Groups Sales, Service, and Parts are created in IP Office (Section 5.5.4).
Step 2 — Short Code *83 is created in IP Office for Call Center access (Section 5.6.1).

Step 3 - Incoming Call Route for DNIS digits 0000001050 is defined for access to the Call
Center prompts (Section 5.7).

Step 4 - Via the Voicemail Pro GUI interface on the VVoicemail Pro platform:
e Open the Voicemail Pro Client application.
o Create a Start Point by right clicking on Modules and selecting Add.
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e Enter a name (e.g., CallCenter) and click on Ok. The new Start Point “CallCenter” will
b=
appear under Modules, and a Start Point icon will appear in the work area. [Nex
e Click on the Start Point icon to activate the options bar at the top of the screen. From the

oEE
EEE

options bar, select the Basic Actions icon && select the Menu icon mmm, and click on the
work area to place the Menu icon.
i. Double click the Start Point icon.
1. General tab - Token Name = Start Point
2. Click Ok
ii. Double click the Menu icon.
1. General tab, Token Name = Menu
2. Entry Prompts tab = Create an Entry Prompt that will tell the caller
what digits to press to reach Sales, Service, and Parts (e.g.,
attendant.wav). To modify an existing recording, double click on the

.wav file and rerecord. If no .wav files exist, double click on the EA
iconto open the .wav editor.
3. Touch Tone tab:
a. Select 1, 2, and 3 as the possible entry digits.
b. Select 4 for No of Retries.
c. Check the Timeout and Invalid Entry options.
4. Click on Ok.

e Click on the Telephony Actions iconﬁ , select the Transfer icon ™ and click on the
work area to place the Transfer icon. Select and place two more Transfer Icons (these
will be used for Sales, Service, and Parts).

i. Double click on the first Transfer icon (“Sales”)

1. General tab - Token Name = Sales

2. Specific tab - Destination = Mailbox = Sales 2 Ok
ii. Double click on the second Transfer icon (“Service”).

1. General tab > Token Name = Service

2. Specific tab = Destination = Mailbox = Service = Ok
iii. Double Click on the third Transfer icon (“Parts™).

1. General tab, Token Name = Parts

2. Specific tab, Destination = Mailbox = Parts - Ok

e From the options bar, select the Connector icon < and:
i. Drag a connecting flow line from the Start Point box to the Menu box (see

screen shot below).
ii. Drag connecting flow lines from each of the Menu options to their associated

Transfer boxes (see screen shot below).
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B8 Yoicemail Pro Client (Intuity) - Local
File  Edit  Actions  Administration  Help

Hé & B2@E 20268 W-s-E-T-@- A8 Y

E|CJ OOE0O7OS8008 (192,168, = |

E|C:| Specific Start Paints

Modules > CallCenter

...... Groups b
------ [ﬂ Short Codes > I—
b tﬂ zers - Nex
4| | B
. e |
[ Z* Modules i
Timeout
----- .% Autodittend i ;
Irvalid
..... n@ CallCenter

1 +
----- ﬂé teethde Y

2
: ;2

Data - Modified | Active ¥Yoicemail Sessions -0 | 0.0% CPU | Time on the Yoicemail server - 2:21 PM | Free Space: 76.665 GB | Tots

Step 5 - From the top menu select File = Save & Make L.ive, or select the & icon.

When the associated AT&T IPTF number is called from PSTN (e.g., 0000001050), the caller
will be prompted to enter 1, 2, or 3 to access Sales, Service, or Parts. The associated Avaya IP
Office extension (e.g., 207, 500, or 600) will then ring.

5.9. SIP Options Frequency

In the reference configuration, Avaya IP Office periodically checks the health of the SIP Line by
sending a SIP OPTIONS message. In Section 5.4, the SIP Line to the Avaya SBCE/AT&T is
shown with the Check OOS box checked. The Avaya SBCE will pass the OPTIONS message
on to AT&T. If there is no response, Avaya IP Office can mark the trunk out of service. Once the
problem with the SIP Line is resolved, the SIP OPTIONS maintenance will automatically bring
the link back to the in-service state. In addition, for secure networks, the periodic sending of
OPTIONS by Avaya IP Office may serve to keep network Firewall “pinholes” open preventing
the blockage of inbound traffic to Avaya IP Office.

In the reference configuration, Avaya IP Office sourced SIP OPTIONS every 120 seconds, (the
value configured in the Binding Refresh Time provisioned in Section 5.3.2). This interval may
be adjusted as required.

Note — In the reference configuration Avaya IP Office sent OPTIONS to the AT&T IPTF service
Border Element and AT&T responded with 405 Method Not Allowed (which is the expected
response). That response is sufficient for Avaya IP Office to consider the connection up.
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5.10. Saving Configuration Changes to Avaya IP Office

The provisioning changes made in Avaya IP Office Manager must be applied to the Avaya IP
Office server in order for the changes to take effect. At the top of the Avaya IP Office Manager
page click File = Save Configuration (if that option is grayed out, no changes are pending).

A screen similar to the following will appear, with either Merge or Immediate automatically
selected, based on the nature of the configuration changes. The Merge option will save the
configuration change with no impact to the current system operation. The Immediate option will
save the configuration and cause the Avaya IP Office server to reboot.

Click OK to execute the save.

ARG

IFP Office Settings

Configuration Reboot Mode
@ Merge

) Immediate

") When Free

) Timed

Reboaot Time

Zall Barring

[ )

[ Ok l [ Cancel ] [ Help ]

The active configuration may be saved to a file at any time by selecting File = Save

Configuration As.
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6. Configure Avaya Session Border Controller for Enterprise

As described in Section 3, the Avaya SBCE used in the reference configuration ran on a CAD-
0208 platform. This solution is extensible to other Avaya Session Border Controller for
Enterprise platforms as well.

Note: Only the Avaya SBCE provisioning required for the reference configuration is described
in these Application Notes.

6.1. Initial Installation/Provisioning

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document. Refer to reference [7] and [8] for additional information.

IMPORTANT! — During the Avaya SBCE installation, the Avaya SBCE Management
interface, (labeled “E3” on the CAD-0208 platform), must be provisioned on a different
subnet than either of the Avaya SBCE private and public network interfaces (e.g., Al and
B1). If this is not the case, contact your Avaya representative to have this resolved.

The Avaya SBCE installation typically defines public and private networks. As described in
Section 3, the reference configuration defines the Avaya SBCE private interface Al (IP address
192.168.42.20) on the same CPE network as the IP Office LANL1 interface (192.168.42.1). The
connection to AT&T used the Avaya SBCE public interface B1 (IP address 192.168.64.130).

6.2. Log into the Avaya SBCE

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “E3”
management LAN connection on the chassis.

A. Access the web interface by typing “https://x.X.X.X” (where x.x.x.x is the management IP

address of the Avaya SBCE).
B. Enter the login ID and password.

AVAYA =

Password:

Session Border Controller is system is restricted solely te authorized users for legitimate
. usiness purposes only. The actual or attempted unauthorized access,
for Ente rprlse us o ions of this system is strictly prohibited. Una d

o company disciplinary procedurss and o
and civil penatties under stats, federal or other applicable domestic and
foreign laws.

The use o

is system may be montored and recorded for
i ons. Anyene accessin

All users must comply with all corperate instructions regardin
protection of information assets.

® 2011 - 2012 Avaya Inc. All rights reserved.
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C. The main menu window will open. Note that the installed software version is displayed.

A\ Dashboard - Avaya Session Border Controller For Ente. .. - 3] =1 EEA v Page~ Safety - Tooks - '@" |

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings  Help Log Out

Session Border Controller for Enterprise AVAYA

| Dashboard

Backup/Restore
P System Time 01:05:52 PM GMT Refresh EMS
System Management | |
Versi 6.2.0.Q30 R
> Global Parameters SELL A-SBCE
> Global Profiles Build Date Wed Dec 19 15:22:21 UTC 2012
> 5IP Cluster
. . Alarms (past 24 hours Incidents (past 24 hours
> Domain Policies (p ) ents (p: urs)
> TLS Management None found. Mone found.
4 Device Specific Setti
evice Specific Settings —
Metwork
Management
Media Interface No notes found.

6.3. Global Profiles
Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.

6.3.1.Server Interworking —to Avaya IP Office

Server Interworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold and T.38. This section defines the connection to Avaya IP Office
via the “DMZ” network.

1. Select Global Profiles from the menu on the left-hand side.
2. Select Server Interworking.
3. Select the Add button (not shown) and the Profile name window will open (not shown).
4. Enter profile name: (e.g., Avaya_Sl), and click Next.
5. The General screen will open.
a. Check T38 Support
b. All other options can be left at default
c. Select Next
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Haold Support

180 Handling
181 Handling
182 Handling
183 Handling
Refer Handling

3¢ Handling

T.38 Support

URI Scheme

Via Header Format

Diversion Header Support

Delayed SDP Handling

General

O RFC2543-¢=0.0.0.0
O RFC3264 - a=sendonly

@® None O sDP O No SDP
@® MNone O sDP O No SDP
@® None O sDP O No SDP
@® MNone O sDP O No SDP
O
|

O
® sip O TEL O ANY

® RFC3261
O RFC2543

Mext

6. On the Privacy/DTMF window (not shown), select Next to accept default values.
7. Onthe Timers tab = SIP Timers/Transport Timers window (not shown), select Next
to accept default values.
8. On the Advanced tab, accept the default values, and click Finish.
O None
Record Routes O Single Side
© Both Sides
Topology Hiding: Change Call-D
Call-Info NAT O
Change Max Forwards
Include End Point IP for Context Lookup O
OCS Extensions [F]
AVAYA Extensions Ll
MORTEL Extensions [F]
Diversion Manipulation O
Diversion Header URI
Metaswitch Extensions O
Reset on Talk Spurt [
Reset SRTP Context on Session Refresh  []
Has Remote SBC
Route Response on Via Port O
Cisco Extensions F
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The following screenshot shows the completed General tab form.

A\ Interwarking Profiles - Avaya Session Border Cantroll, .. | R 0 s v Page - Safsty - Tools - (@)~
Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Interworking Profiles: Avaya_SI
Administration Add l Rename ][ Clone ” Delete ]
Backup/Restore
System Management n ;:;ILS'"Q Click here to add a description_

» Global Parameters 52100 General H Timers H URI Manipulation || Header Manipulation || Advanced |
4 Global Profiles ~
e Profles
Hold S rt NONE
Fingerprint OCS-Edge-S oic SUppo
Server Interworking cisco-cem 180 Handling None
Phone Interworking 181 Handling None
. cups
Wedia Forking s Hal 182 Handling MNone
ipera-ralo
Routing 183 Handling Mone
Server Configuration OCS-FrontEn
Refer Handl N
Topology Hiding ATT SI SEE LY °
Signaling Manipulation 3xx Handling No
i Avaya_Sl|
URI Groups i Diversion Header Support No
» SIP Cluster Delayed SOP Handling Mo
> Domain Policies
T.38 Support Yes
> TLS Management
> Device Specific Settings URI Scheme SiP %
Via Header Format RFC3261
v

6.3.2.Server Interworking —to AT&T

Repeat the steps shown in Section 6.3.1 to add an Interworking Profile for the connection to
AT&T via the public network.
1. Select Global Profiles from the menu on the left-hand side.
2. Select Server Interworking.
3. Select Add Profile.
4. On the General Tab (not shown):
a. Enter a profile name: (e.g., ATT_SI).
b. Check T38 Support.
c. All other options can be left at default.
d. Select Next.
At the Privacy tab (not shown), select Next to accept default values.
At the Interworking Profile tab (not shown), select Next to accept default values.
7. On the last screen (Advanced options, not shown), accept the default values, and click
Finish.

oo

6.3.3. Routing —to Avaya IP Office

The Routing Profile allows you to manage parameters related to routing SIP signaling messages.
This provisioning defines the Routing Profile for the connection to Avaya IP Office.

1. Select Global Profiles from the menu on the left-hand side.
2. Select the Routing tab (not shown).
3. Select Add Profile (not shown).
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4. Enter Profile Name: (e.g., Avaya_R).
5. Click Next and enter:
a. Next Hop Server 1: 192.168.42.1 (Avaya IP Office LAN1 IP address)
b. Verify Routing Priority Based on Next Hop Server is selected (default).
c. Outgoing Transport: UDP
Note — UDP is the recommended protocol to use on the connection between the
Avaya SBCE and IP Office. However TCP may be used if necessary.
d. Accept remaining default values
6. Click Finish.

Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
Next Hop Routing

URI Group
Next Hop Server 1 [192.168.42.1 |

IP, IP:Port, Domain, or Domain:Port

MNext Hop Server 2 | |

IP, IP:Peort, Domain, or Domain:Port

Routing Priority based on
Next Hop Server

Use Mext Hop
for In Dialog Messages

O

lgnore Route Header O

for Messages Outside Dialog

NAPTR O

SRV ol
O

TLs O TCP @ UDP

Outgoing Transport

The following screenshot shows the completed Routing Profiles form.

.ARout\ng Profiles - Avaya Session Border Controller For, . | ; @ - B = @ ~ Page - Safety » Tools » '@" )l
Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard ~|  Routing Profiles: Avaya_R

Administration

Add [ Rename ” Clone ” Delete ]
Backup/Restore

SR
System Management Click here to add a description.

> Global Parameters G Routing Profile
4 Global Profiles Avaya_R
Add
Domain DoS ATT R
Fingerprint - Priority URI Group MNext Hop Server 1 Next Hop Server 2
Server Interworking * 192.168.42.1 View Edit
Phone Interworking

Media Forking
Routing
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6.3.4. Routing —to AT&T
Repeat the steps in Section 6.3.3 to add a Routing Profile for the connection to AT&T.

Select Global Profiles from the menu on the left-hand side.

Select the Routing tab.

Select Add Profile.

Enter Profile Name: (e.g., ATT_R).

Click Next, then enter the following:
a. Next Hop Server 1: 135.25.29.74 (AT&T Border Element IP address)
b. Verify Routing Priority Based on Next Hop Server is selected (default).
c. Outgoing Transport: UDP

6. Click Finish.

Each URI group may only be used once per Routing Profile.
Mext Hop Routing

orwdPE

URI Group * v
MNext Hop Server 1

IP, IF':PartPDamsin. or Domain:Port 1352529.74
Mext Hop S 2

IP?IP:PaDrtPDair:i?!I.- or Domain:Port 135252874
Routing Priority based on

Mext Hop Server

Use MNext Hop O

for In Dialog|.dessages

Ignore Route Header 0

for Messages Qutside Dialog

MAPTR O

SRV O

Qutgoing Transport OTs OTCP @ UDP

6.3.5.Server Configuration — To Avaya IP Office

This section defines the Server Configuration for the connection to Avaya IP Office. The Server
Configuration screen contains four tabs: General, Authentication, Heartbeat, and Advanced.
Together, these tabs allow you to configure and manage various SIP call server-specific
parameters such as port assignments, IP Server type, heartbeat signaling parameters and some
advanced options.
1. Select Global Profiles from the menu on the left-hand side.
2. Select Server Configuration.
3. Select Add Profile and the Profile Name window will open (not shown). Enter a Profile
Name (e.g., Avaya_SC) and select Next.
4. The Add Server Configuration Profile - General window will Open (not shown).
a. Select Server Type: Call Server
b. 1P Address: 192.168.42.1 (Avaya IP Office LAN1 IP Address)
c. Supported Transports: Check UDP
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d. UDP Port: 5060
Note — UDP is the recommended protocol to use on the connection between the
Avaya SBCE and IP Office. However TCP may be used if necessary.
e. Select Next
5. The Add Server Configuration Profile - Authentication window will open (not
shown).
a. Select Next to accept default values.
6. The Add Server Configuration Profile - Heartbeat window will open (not shown).
a. Select Next to accept remaining default values.
7. The Add Server Configuration Profile - Advanced window will open.
a. Select Avaya_ Sl (created in Section 6.3.1), for Interworking Profile.
b. In the Signaling Manipulation Script field select None.
c. Select Finish.

The following screen shots show the completed General and Advanced tabs.

A\ Server Configuration - Avaya Session Barder Contrall... f?ﬁ - Rl 1 = v Page~ Safety - Took - 9'
Alarms  Incidents  Statistics Logs  Diagnostics  Users Seftings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard # Server Configuration: Avaya_SC
Administration Add [ Rename ][ Clone H Delete ]
Backup/Restore

Server Profiles General | ‘ Authentication | ‘ Heartbeat | | Advanced ‘
System Management
Avaya_SC
> Global Parameters - Server Type Call Server
i ATT_SC
# Clobal Profiles - IP Addresses { FQDNs 192.168.42.1
Domain DoS
Fingerprint Supported Transports UoP
Server Interworking UDP Port 5060
Phane Interworking
Edit
Media Forking

Routing

Server
Configuration
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A\ Server Configuration - Avaya Session Border Contrall. ., O T | R | e - Page~ Safety v Tools v @+

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard #|  Server Configuration: Avaya_SC
Administration Add Rename ][ Clone H Delete ]
Backup/Restore ;
Server Profiles General | | Authentication | | Heartbeat | | Advanced
System Management .
Avaya SC
> Global Parameters Enable DoS Protection O
4 Global Profiles ATT_SC
Domain DoS Enable Grooming ¥
Fingerprint Interwaorking Profile Avaya_S|
Server Interworking Signaling Manipulation Script None
Phone Int ki
one inferworking UDP Connection Type SUBID
Media Forking
Routing

Server

Configuration

6.3.6. Server Configuration — To AT&T
Repeat the steps in Section 6.3.5 to create a Server Configuration for the connection to AT&T.

1.
2.
3.

Select Global Profiles from the menu on the left-hand side.
Select Server Configuration.
Select Add Profile and the Profile Name window will open (not shown). Enter a Profile
Name (e.g., ATT_SC) and select Next.
The Add Server Configuration Profile - General window will open (not shown).
a. Select Server Type: Trunk Server
b. IP Address: 135.25.29.74 (AT&T Border Element IP Address)
c. Supported Transports: Check UDP
d. UDP Port: 5060
e. Select Next.
The Add Server Configuration Profile - Authentication window will open (not
shown).
a. Select Next to accept default values.
The Add Server Configuration Profile - Heartbeat window will open (not shown).
a. Select Next to accept default values.
The Add Server Configuration Profile - Advanced window will open.
d. Select ATT_SI (created in Section 6.3.2), for Interworking Profile.
e. Inthe Signaling Manipulation Script field select None.
a. Select Finish.

The following screen shots show the completed General and Advanced tabs.
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A\ server Configuration - Avaya Session Border Controll. .. : f"} T &Rl

- Page ~ Safety = Tools = ev |

Alarms  Incidents  Statistics Logs Diagnostics  Users

Settings Help Log Out

Session Border Controller for Enterprise

Dashboard Server Configuration: ATT_SC

Administration Add

Backup/Restore

Server Profiles General || Authentication || Heartbeat ‘ ‘ Advanced ‘
System Management

AVAYA

Rename H Clone ” Delete I

Avaya_SC
> Global Parameters - Server Type Trunk Server

4 Global Profiles ATT_SC

IP Addresses / FQDNs 136262974
Domain DoS

S rted T it uDP
Fingerprint upported Transports

Server Interworking UDP Port 5060

Phone Interworking
Edit

Media Forking

Routing

Server Configuration

A\ server Configuration - Avaya Session Border Controll... R

| o= v

Page v Safety ~ Tools~ (@~ |

Alarms  Incidents  Statistics Logs  Diagnostics  Users

Session Border Controller for Enterprise

Dashboard Server Configuration: ATT_SC
Administration

Settings Help Log Out

AVAYA

Rename ” Clone ” Delete I

Add
Backup/Restore :
Server Profiles General ‘ | Authentication | ‘ Heartbeat | | Advanced
System Management )
Avaya SC

+ Global Parameters Enable DoS Pratection (]
4 Global Profiles ATT_SC

Domain DoS Enable Grooming IF]

Fingerprint Interworking Profile ATT Sl

Server Interworking Signaling Manipulation Script None

Phone Interworking
Media Forking

Routing

UDP Connection Type SUBID

Server Configuration

6.3.7. Topology Hiding — Avaya IP Office

The Topology Hiding screen allows you to manage how various source, destination and routing
information in SIP and SDP message headers are substituted or changed to maintain the integrity
of the network. It hides the topology of the enterprise network from external networks.

AR A

Select Global Profiles from the menu on the left-hand side.
Select Topology Hiding.
Click default profile and select Clone Profile.
Enter Profile Name: (e.g., Avaya_TH)
For the Header To,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select: Overwrite
c. Inthe Overwrite Value column: customerb.com
For the Header Request Line,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select: Overwrite
c. Inthe Overwrite Value column: customerb.com
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7. For the Header From,
a. Inthe Criteria column select IP/Domain
b. Inthe Replace Action column select: Overwrite
c. Inthe Overwrite Value column: customerb.com

8. Let the remaining fields default.

9. Click Finish.

Header

Criteria

Edit Topology Hiding Profile X

Replace Action

Overwrite Value

[To v| [IP/Domain | [overwrite ~| |customerb.com | Delete
[Request-Line v| [IP/Domain  +| [Overwiite ~| |customerb.com | Delete
[From v| [IP/Domain %] [Overwiite | |customerb.com | Delete
|Record-Route v| |IP,‘Domain v| |Auto v| | | Delete
[Via v| [IP/Domain ¥ [Auto v | | Delete

A\ Topology Hiding Profiles - Avaya Session Border Contr...

Alarms  Incidents  Statistics

B-8 =) @ v Page - Safety - Took - (@)- |

Logs Diagnostcs Users

Settings Help Log Out

Dashboard

Administration

Backup/Restore

System Management

> Global Parameters

4 Global Profiles
Domain DoS
Fingerprint
Server Interworking
Phone Interworking
Media Forking
Routing
Server Configuration

Topelogy Hiding

Session Border Controller for Enterprise

Topology Hiding Profiles: Avaya_TH

Add

Topology Hiding Click here to add a description.
Profiles

default
cisco_th_profile
ATT_TH

Avaya_TH

Topology Hiding

AVAYA

[ Rename ][ Clone ” Delete ]

Header Criteria
To IP/Domain
Request-Line IP/Domain
From IP/Domain
Record-Route IP/Domain
Via IP/Domain

Replace Action Overwrite Value
Overwrite customerb.com
Overwrite customerb.com
Overwrite customerb.com
Auto -

Auto

6.3.8. Topology Hiding — AT&T
Repeat the steps in Section 6.3.7 to create a Topology Hiding Profile for the connection to

Click default profile and select Clone Profile.

AT&T.
1.
2. Select Topology Hiding.
3.
4. Enter Profile Name: (e.g., ATT_TH).
5. Let all Replace Action default to Auto.
6. Click Finish.
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A\ Topalogy Hiding Profiles - Avaya Session Border Cantr... f TR | * peh v Page~ Safety - Toos- @@~ |

Alarms  Incidents  Statistics Logs  Diagnostics  Users Settings Help  Log Out

Session Border Controller for Enterprise AVAYA
Topology Hiding Profiles: ATT_TH
Dashboard
Administration aud (Rename | [ Clone | [ Delete |
System Management HELT —| -
> Global Parameters LA Topology fiiding
4 (Global Profiles i Header Criteria Replace Action Overwrite Value
Domain DoS To IP/Domain Auto
Fingerprint ‘AvayaiTH Request-Line IP/Domain Auto
Server Interworking From IP/Domain Auto
Phone Interworking
Media Forking Record-Route IP/Domain Auto
Routing Via |P/Domain Auto
Server Configuration
Topology Hiding

Signaling Manipulation
URI Groups

6.3.9. Signaling Manipulation

The Avaya SBCE can manipulate inbound and outbound SIP headers. However no SIP header
manipulations were required in the reference configuration.

6.4. Domain Policies

The Domain Policies feature allows you to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise. These criteria can be used to trigger
different policies which will apply on call flows, change the behavior of the call, manipulate SIP
headers, and make sure the call does not violate any of the policies.

6.4.1. Application Rules

Select Domain Policies from the menu on the left-hand side
Select the Application Rules
Select the default Rule
Select Clone Rule button
a. Name: default-trunk
b. Click Finish
5. Highlight the rule just created: default-trunk
a. Click the Edit button
b. In the Voice row:
i. Change the Maximum Concurrent Sessions to 2000
ii. Change the Maximum Sessions per Endpoint to 2000

el N =
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A\ Application Rules - Avaya Session Border Controllet fo. ..

- B | peh v Page~ Safetyr Toos - (@ |

Alarms  Incidents  Statistics Logs  Diagnostics  Users

Settings

Help  Log Out

4 Domain Policies

Woice
Application Rules
Border Rules R
Media Rules M

Security Rules
Signaling Rules

Time of Day Rules CDR Suppaort
End Point Policy RTCP Keep-Alive
Groups

Session Policies

Session Border Controller for Enterprise AVAYA
Dashboard Application Rules: default-trunk
Administration [Filter By Device... v
Backup/Restore _
Application Rules i i i i i
System Management pplication Ru It is not recommended to edit the defaults. Try cloning or adding a new rule instead.
> Global Parameters default Application Rule
> Global Profiles | default-trunk
I— . ~ Maximum Concurrent  Maximum Sessions
» SIP Cluster Application Type Sessions

2000

Per Endpoint

6.4.2. Media Rules
This Media Rule will be applied to both directions and therefore, only one rule is needed.

1.
2.
3.

JF; Reviewed:
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Select Domain Policies from the menu on the left-hand side menu (not shown).

Select the Media Rules (not shown).

The Media Rules window will open (not shown). From the Media Rules menu, select the

default-low-med rule

Select Clone Rule button
a. Name: default-low-med-QQOS
b. Click Finish

Highlight the rule just created from the Media Rules menu: default-low-med-QOS

Select the Media QOS tab (not shown).

Select the DSCP box

®o0 o

f. Video: Select AF11 from the drop-down
Click Finish

Audio: Select AF11 from the drop-down

Click the Edit button and the Media QOS window will open.
Check the Media QOS Marking - Enabled
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Media Qo5 X
Media QoS Reporting

RTCP Enabled

Media QoS3 Marking

Enabled

O ToS

Audio Precedence

Audio T@

Video Precedence

Video ToS

@ pscP
Audio [AF11 |
Video [AF11 |

10 EEpE

The next screen shot shows the completed Media Rules window.

A\ Media Rules - Avaya Session Border Controller for Ent... -8 | g v Pagew Safety~ Toos - (-
Alarms  Incidents  Statistics Logs Diagnostics  Users Settings Help  Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Media Rules: default-low-med-QOS
Administration |FiherEyDewce.. "‘ [ Rename ][ Clane ][ Delete ]
Backup/Restore

Click here to add a description.
System Management
default-low-med
> Global Parameters Media NAT | | Media Encryption | [ Media Anomaly | [ Media Silencing | | Media Qos
> Global Profiles default-low-m..
Media QoS Reporting
> SIP Cluster default-high 2TCP Enabled
4 Domain Policies nable o
L default-high-enc
Application Rule% r——
edia Uo. arking
Border Rules avaya-low-me... L
Enabled
Media Rules defaultlow-... nabe
Security Rules QoS Type DSCP
Signaling Rules
Time of Day Rules LIRS
End Point Policy Audio DSCP AFT1
Groups .
Session Policies Video QoS
> TLS Management Video DSCP AFN
> Device Specific Settings

6.4.3. Signaling Rules

Signaling Rules may be used to remove or block various SIP headers. However no SIP header
manipulations were required in the reference configuration.
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6.4.3.1 Avaya — Signaling QOS

1. Select Domain Policies from the menu on the left-hand side menu (not shown).
2. Select the Signaling Rules (not shown).
3. The Signaling Rules window will open (not shown). From the Signaling Rules menu,
select the default rule.
4. Select Clone Rule button
o Enteraname: Avaya SR
o Click Finish
5. Highlight the Avaya_SR rule created in Step 4 and enter the following:
o Select the Signaling QOS tab (not shown).
o Click the Edit button and the Signaling QOS window will open.
o Verify that Signaling QOS is selected.
o Select DCSP.
o Select Value = AF11.
2. Click Finish

- ——
A\ Signaling Rules - Avaya Session Barder Controller for ... Do | g v Page~ Safety~ Took - (@~ l

Alarms  Incidents  Statistics Logs  Diagnostics  Users Seftings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Signaling Rules: Avaya_SR
Backup/Restore _
Signaling Rules ipti
System Management B Click here to add a description.
default
> Global Parameters General H Reg H Resp H Request Head H Resp Headers| ignaling QoS
> Global Profiles No-Content-Type-.
- SIP Cluster A T Signaling QoS
4 Domain Policies
Avaya_SR QoS Type DSCP
Application Rules {5 DSCP AR
Border Rules
Media Rules
Security Rules
Signaling Rules

6.4.3.2 AT&T - Signaling QOS

1. Select Domain Policies from the menu on the left-hand side menu (not shown).
2. Select the Signaling Rules (not shown).
3. The Signaling Rules window will open (not shown). From the Signaling Rules menu,
select the default rule.
4. Select Clone Rule button
o Enteraname: ATT_SR
o Click Finish
5. Highlight the ATT_SR rule created in Step 4 and enter the following:
o Select the Signaling QOS tab (not shown).
o Click the Edit button and the Signaling QOS window will open.
o Verify that Signaling QOS is selected.
o Select DCSP.
o Select Value = AF11.
3. Click Finish
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A\ Signaing Rules - Avaya Session Border Contraler for ... v B - [ e - Page- Safety- Took - @- |

Alarms  Incidents  Stafistics Logs Diagnostics Users Seftings Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Signaling Rules: ATT_SR
Backup/Restore
Signaling Rules ick it
System Management 4E Ll Click here to add a description.
default
> Global Parameters e General H Req H Resp H Request Head: H Resp Head, H Signaling QoS
> Global Profiles HNo-Content-Type-
> SIP Cluster o F Signaling QoS
4 Domain Policies
Avaya_SR QoS Type DSCP
Application Rules pscP AR
Border Rules
Media Rules
Security Rules
Signaling Rules

6.4.4. Endpoint Policy Groups — Avaya IP Office

1. Select Domain Policies from the menu on the left-hand side
2. Select End Point Policy Groups
3. Select Add Group
a) Name: defaultLowAvaya
b) Application Rule: default-trunk (created in Section 6.4.1)
c) Border Rule: default
d) Media Rule: default-low-med-QOS (created in Section 6.4.2)
e) Security Rule: default-low
f) Signaling Rule: Avaya SR (created in Section 6.4.3.1)
g) Time of Day: default
4. Select Finish (not shown)

Scrubber ~|  Policy Groups: defaultLowAvaya

User Agents Add | Filter By Device... v|
Click here to add a description.

> Global Profiles Policy Groups
> SIP Cluster

default-low ; -
4 Domain Policies Hover over a row to see its description.

default-low-enc

Application Rules Policy Group

Border Rules LEdlEme
Media Rules default-med-...
Security Rules default-high Order  Application  Border Media  Security  Signaling TIE]rEy
Signaling Rules defaul
) default-high-e... efault-
Time of Day Rules slaui-hign-e tdriﬁlkllt_ default low-med- ldgejgult- Avaya_SR  default  Edit Clone
. . ’ Qos v
End Point Policy OCS-default-...
Groups avaya-def-low...
Session Policies : :
> TLS Management defaultLow. .
> Device Specffic Settings ~ ~ defaultLowATT
6.4.5. Endpoint Policy Groups — AT&T
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1. Select Domain Policies from the menu on the left-hand side
2. Select End Point Policy Groups
3. Select Add Group
Name: defaultLowATT
Application Rule: default-trunk (created in Section 6.4.1)
Border Rule: default
Media Rule: default-low-med-QOS (created in Section 6.4.2)
Security Rule: default-low
Signaling Rule: ATT_SR (created in Section 6.4.3.2)
g. Time of Day: default
4. Select Finish (not shown)

~Do o0 o

4 Domain Policies
Application Rules

Signaling Rules

default-low

default-low-enc

Border Rules default-med
. S Add
Media Rules default-med-...
- _ . _ o . . . Time of
Security Rules default-high Order  Application  Border Media Security  Signaling Day

default-high-e...

e H . ~
Scrubber ~| Policy Groups: defaultLowATT
User Agets Ada ] [Fitery Devie..
> Global Profiles Palicy Groups Click here to add a description.
> SIP Cluster

Hover over a row to see its description.
Policy Group

default-

Time of Day Rules tdriﬁlkm_ default  low-med- ch!—?f.auIt- ATT_SR default Edit Clone
h Qos o
End Point Policy OCS-default-_.. QoS
Groups avaya-def-low...
Session Policies
> TLS Management defaultbowAv... i
> Device Specific Settings  ~ defaultLow... J

6.5. Device Specific Settings

The Device Specific Settings feature for SIP allows you to view system information, and
manage various device-specific network parameters such as port ranges.

6.5.1. Network Management

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Network Management
a) The network interfaces are defined during installation. However if these values
need to be modified, do so via this tab.
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‘ANEtwmrkManagement—Avaya Session Border Control. .. | ﬁ o r__J = o v Page v Safety v Todls - @ﬂ
Alarms  Incidents  Statistics Logs  Diagnostics  Users Seftings Help Log Out
Session Border Controller for Enterprise AVAYA
. 8P Clustar #|  Network Management: A-SBCE

> Domain Policies

> TLS Management Network Configuration | ‘ Interface Configuration
4 Device Specific Seftings ASBCE
¢ Madifications or deletions of an IP address or its associated data require an application restart
4 before taking effect. Application restarts can be issued from System Management.
Media Interface A1 Netmask A2 Netmask B1 Netmask
Signaling Interface |255.255.255.0 | | [255.255.255.0 |
Signaling Forking Add
End Point Flows IP Address Public IP Gateway
Session Flows [192 16842.20 || | [192168421 | [ =] Delete
Relay Services
SNMP [192.16864.130 | | [192168.64.254 | [B1 ] Delste
Syslog Management

3. In addition, the provisioned interfaces may be enabled/disabled via the Interface
Configuration tab.

b A " -
Groups * Network Management: A-SBCE
Session Policies
> TLS Management Network Cenfiguration | | Interface Configuration
4 Device Specific Settings A-SBCE Administrative Status
Network - - -
Management A Enabled Teggle
Media Interface A2 Disabled Toggle
Signaling Interface B1 Enabled Toggle
Signaling Forking

6.5.2. Advanced Options

In Section 6.5.3, the media UDP port ranges required by AT&T are set (16384 — 32767). By
default this range is already allocated by the Avaya SBCE (22000 - 31000). The following steps
reallocate the port ranges used by the Avaya SBCE.
1. Select Device Specific Settings = Advanced Options from the menu on the left-hand
side.
2. Select the Port Ranges tab.
3. Inthe Config Proxy Internal Signaling Port Range row, change the range to 42000 —
51000.
4. Scroll to the bottom of the window and select Save (not shown).

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 62 of 88
SPOC 3/15/2013 ©2013 Avaya Inc. All Rights Reserved. IPO81SBCEG2TF



Session Policies ~|  Advanced Options: A-SBCE
> TLS Management
< Device Specific Settings
MNetwork CDR Listing | | Feature Control ‘ | SIP Options | | Port Ranges
Management A-SBCE )
. Changes to the settings below require an application restart before taking effect. Application
Media Interface restarts can be issued from System Management.
Signaling Interface
Signaling Forking Port Range Configuration
End Point Flows Signaling Port Range 12000 |-|16000
Session Flows Config Proxy Internal Signaling Port Range -42DDD 7-51DDD | L
Relay Services
SHNMP
Syslog Management Listen Port Range 9000 _[2999
Advanced Options
> Troubleshooting ~ v

6.5.3. Media Interfaces

The AT&T IPFR-EF service specifies that customers use RTP ports in the range of 16384 —
32767. Both inside and outside ports have been changed but only the outside is required by the
AT&T IPFR-EF service.

1. Select Device Specific Settings from the menu on the left-hand side

2. Select Media Interface

3. Select Add Media Interface
a) Name: Avaya IPO
b) Media IP: 192.168.42.20 (Avaya SBCE A1l address to IP Office)
c) Port Range: 16384 - 32767

Click Finish (not shown)

Select Add Media Interface
a) Name: ATT
b) Media IP: 192.168.64.130 (Avaya SBCE B1 address toward AT&T)
c) Port Range: 16384 - 32767

6. Click Finish (not shown)

ok~

A\ Media Interface - Avaya Session Border Contraller for...l E}j - B = @ v Page~ Safety v Tods v '@" 1
Alarms  Incidents  Stafistics Logs Diagnostics  Users Settings Help  Log Out
Session Border Controller for Enterprise AVAYA

SIP Cluster A Media Interface: A-SBCE

Domain Policies

b
b

» TLS Management Media Interface
4

Device Specific Settings A-SBCE

MNetwork Maodifying or deleting an existing media interface will require an application restart before taking
effect. Application restarts can be issued from System Management.

Management

i cg Add
Signaling Interface MName Media IP Port Range
Signaling Forking )
Avaya_IPO 192.168.42.20 16384 - 32767 Edit Delete

End Point Flows

. ATT 192.168.64 130 16384 - 32767 Edit Delete
Session Flows

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 63 of 88

SPOC 3/15/2013 ©2013 Avaya Inc. All Rights Reserved. IPO81SBCEG2TF



6.5.4. Signaling Interface

1. Select Device Specific Settings from the menu on the left-hand side
2. Select Signaling Interface
3. Select Add Signaling Interface

a)

b) Media IP: 192.168.42.20 (Avaya SBCE Al address to IP Office)

c)

Name: Avaya-1PO

UDP Port: 5060

Note — UDP is the recommended protocol to use on the connection between the Avaya
SBCE and IP Office. However TCP may be used if necessary.

4. Click Finish
5. Select Add Media Interface

a)

Name: ATT

b) Media IP: 192.168.64.130 (Avaya SBCE B1/public address toward AT&T)

c)

UDP Port: 5060

6. Click Finish (not shown).

> SIP Cluster

> Domain Policies

» TLS Management Signaling Interface

4 Device Specific Settings

Network

Management

Media Interface
....................... AvayaIPO 192 16842 20 5060 —

Signaling Forking ATT 192.168.64. 130 — 5060 —
End Pnoint Eloar

#|  Signaling Interface: A-SBCE

A-SBCE

1CP
Port

Signaling IP

Mone

Mone

Edit Delete

Edit Delete

6.5.5. Endpoint Flows —to Avaya IP Office

Select Device Specific Settings from the menu on the left-hand side
Select Endpoint Flows

Select the Server Flows tab

Select Add Flow, and enter the following:

PoNhdE

a)
b)
c)
d)
e)
f)
9)
h)
i)
)
k)
1)

Name: Avaya-1PO

Server Configuration: Avaya_SC
URI Group: *

Transport: *

Remote Subnet: *

Received Interface: ATT

Signaling Interface: Avaya-1PO
Media Interface: Avaya_IPO

End Point Policy Group: defaultLowAvaya
Routing Profile: ATT_R

Topology Hiding Profile: Avaya TH
File Transfer Profile: None

5. Click Finish (not shown)
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Edit Flow: Avaya-IPO X

Flow Name Avaya-IPO

Semver Configuration Avaya_SC v
URI Group * v
Transport * v

Remote Subnet *

Received Interface ATT v
Signaling Interface Avaya-IPO »
Media Interface Avaya_IPO «

End Point Policy Group defaultlowAvaya

Routing Profile ATT_ R »
Topology Hiding Profile Avaya_TH hd

File Transfer Profile None v

6.5.6. Endpoint Flows — To AT&T

1. Select Device Specific Settings from the menu on the left-hand side

2. Select Endpoint Flows
3. Select the Server Flows tab
4. Select Add Flow, and enter the following:

a)
b)
c)
d)
e)
f)
9)
h)
)
j)
k)
)

Name: ATT

Server Configuration: ATT_SC
URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Avaya-1PO
Signaling Interface: ATT

Media Interface: ATT

End Point Policy Group: defaultLowATT
Routing Profile: Avaya_R
Topology Hiding Profile: ATT_TH
File Transfer Profile: None

5. Click Finish (not shown)
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Edit Flow: ATT X

Flow Name “ﬁ\TT |
Server Configuration
URI Group
Transport
Remote Subnet
Received Interface
Signaling Interface ATT v
Media Interface ATT M
End Paint Palicy Group
Routing Profile
Topology Hiding Profile
File Transfer Profile
Signaling #|  End Point Flows: A-SBCE
Manipulation
URI Groups
> SIP Cluster Subscriber Flows || Server Flows |
> Domain Policies A-SBCE

Add
> TLS Management

- . Click here to add a row description.
 Device Speciic Setngs

Network r Server Configuration: ATT_SC
URI  Received Signaling End Point Routing

Management
g Priority Flow Name

Media Interface Group Interface  Interface  Policy Group Profile

Signaling Interface ATT * ﬁg‘gya' ATT defaultLowATT  Avaya R View Clone Edit Delete
Signaling Forking
End Point Flows
Session Flows

r Server Configuration: Avaya_SC
URI  Received Signaling End Point Policy Routing

Priority Flow Name

Relay Senvices Group Interface  Interface Group Profile

SNMP Avaya-dPO * ATT igvgya- defaultLowAvaya ATT_R  View Clone Edit Delete
Syslog Management

el o Cundinm,

7. AT&T IP Toll Free Service Configuration

AT&T provides the IPTF service border element IP address, the access DID numbers, and the
associated DNIS digits used in the reference configuration. In addition the AT&T IPTF features,
and their associated access numbers, are also assigned by AT&T. AT&T required that the Avaya
SBCE public (B1) IP address be provided to the IPTF service, as part of the provisioning
process.

8. Verification Steps

The following procedures may be used to verify the Avaya IP Office R8.1 and the Avaya Session
Border Controller for Enterprise 6.2, with the AT&T IP Toll Free service configuration.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 66 of 88
SPOC 3/15/2013 ©2013 Avaya Inc. All Rights Reserved. IPO81SBCEG2TF



8.1. AT&T IP Toll Free Service

The following scenarios may be executed to verify Avaya IP Office and the Avaya Session
Border Controller for Enterprise 6.2, functionality with the AT&T IPTF service:

Place inbound calls, answer the calls, and verify that two-way talk path exists. Verify that
the calls remain stable for several minutes and disconnects properly.

Verify basic call functions such as hold, transfer, and conference.

Place an inbound call to a telephone, but do not answer the call. Verify that the call
covers to Avaya Aura® Messaging voicemail. Retrieve the message from Avaya Aura®
Messaging either locally or from PSTN.

Using the appropriate IPTF access numbers and codes, verify the “Legacy Transfer
Connect” DTMF initiated features.

Inbound fax using T38 or G.711.

SIP OPTIONS monitoring of the health of the SIP trunk. In the reference configuration
Avaya IP Office sent OPTIONS to the AT&T IPTF service Border Element, (via the
Avaya SBCE), and AT&T responded with 405 Method Not Allowed (which is the
expected response). That response is sufficient for Avaya IP Office to consider the
connection up.

Incoming calls using the G.729 (A or B) and G.711 ULAW codecs.

8.2. Avaya IP Office 8.1
The following items may be used to analyze/troubleshoot Avaya IP Office operations.

8.2.1. System Status Application

The System Status application can be used to monitor or troubleshoot Avaya IP Office. The
System Status application can typically be accessed from Start - Programs - Avaya IP
Office = System Status. The following screen shows an example Logon screen. Enter the
Avaya IP Office IP address in the Control Unit IP Address field, and enter an appropriate User
Name and Password. Click Logon.

DOnline | Offline

Logon

Control Unit IP Address: EERRETEva0

Services Base TCP Port: ikl

Local IP Address: 0l =

User Name:

Password:

M Auto reconnect

After logging in, select Trunks - Line: 17 from the left navigation menu. (SIP Line 17 is
configured in Section 5.4). A screen such as the one shown below is displayed. In the lower left,
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the Trace All button may be pressed to display tracing information as calls are made using this

SIP Line.

94 P Office RB/System Status - 00E007058008 (192.168.42.1) - IP500 V2 8.0 (16)

Peer Domain Name:

Resolved address:

Line Nurnber:

Murnber of Administered Channels:
Murnber of Channels in Use:
Adrinistered Compression:

Silence Suppression:

SIP Trunk Channel Licenses:

SIP Trunk Channel Licenses in Use:
SIP Device Featur

Alarms

IP Office System Status

192,168.64.130
135.25.29.74

17

a0

a

QP23 A, G71L My
off

Unlimited

a

SIP Trunk Summary

®-

UPDATE (Incoming and Outgoing)

t Timein Transmit
tter
1 Ide |03:12:05 ~
2 Ide  [03:14:28 =
3 Ide |0314:28 |
4 Ide |0314:28
5 Idle  |03:14:28
& Idle  |03:14:28
7 Idle |03:14:28
8 Ide |03:14:28
9 Ide |03:14:28
10 Ide  |03:14:28
11 Ide |03:14:28
i Ideaaos W]

Trace Al Hi Pauss H Ping ] Call Details

2:39:49 FM

Online

The following screen shows an example inbound call where PSTN called Avaya IP Office Hunt
Group “Service” (H.323 phone, Extn500).
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IP Office RB.1 System Status - 00E007058008 (192.168.1.22) - IP500 ¥2 B.1 (63) A=

IP Office System Status

B Alarms (0)

Alarms
Configuration (0
orfiguration (0) SIP Trunk Summary k|
Service (0)
B Trunks (0) Peer Domain Mame: 135.25.29.74
(LG8 1 4] Resolved Address: 192.168.42.20
Line: 2 {0) .
Line Mumber: 17
Line: 3 (0) ne R
Line: 4(0) Mumber of Administered Channels: z0
Line: 17 (0) Murnber of Channels in Use: 1]
Link (0) Adrinistered Compression: GFZ9A, G711 MU
Call Quality of Servic Silence Suppression: CFF
o LS () o SIP Trunk Channel Licenses: Unlimited
B Ext: (10) 0%
- SIP Trunk Channel Licenses in Use: 1
SIP Device Features: UPDATE (Incoming and Oukgoing) L
1 Ide |00:00:00 v
Trace Oukput - All Channels: 555
20513 9:52:06 AM-172ms Line =17, Channel = 1, SIP Message = Invite, Direction = To Switch, From = 7325551 000@customerb.com, To = 8835555821 @customerb oo A
20513 9:52:06 AM-178ms Call Ref = 3, Alerting, Extension = 500, Button = 1 B
205113 5206 AM-184ms Call Ref = 3, Originastor State = Incoming Alerting, Type = Trunk, Destination State = Alerting, Type = Target List
21513 9:52:06 AM-186ms Line =17, Channel = 1, SIP Message = Response, Call Ref = 3, Direction = From Switch, From = 73255531 000@customerb.com, To = 5855338
21513 9:52:08 AM-211ms Extension = 500, Switchhook, Status = Off
2i5M39:52:08 AM-214ms Call Ref = 3, Originator State = Incoming Alerting, Type = Trunk, Destination State = Alerting, Tyvpe = User
28513 95208 AM-223ms Line = 17, Channel = 1, SIP Message = Response, Call Ref = 3, Direction = From Switch, From = 7325551 000@customerh.com, To = 8883558
20513 9:52:08 AM-388ms Line =17, Channel = 1, SIP Message = Ack, Call Ref = 3, Direction = To Switch, From = 7325551 000@customerk com, To = 8885555821 @cL
20513 9:52:08 AM-390ms Call Ref = 3, Originator State = Connected, Type = Trunk, Destination State = Connected, Type = User w
< | ¥

- | B [ Trace Clear ]| Resume |[ Ping ] Call Dietails

8.2.2. System Monitor Application

The System Monitor application can also be used to monitor or troubleshoot Avaya IP Office
functionality (see reference [3]. The System Monitor application can typically be accessed from
Start - Programs - Avaya IP Office > Monitor.

£1. Avaya IP Office RB SysMonitor - Monitoring 19
File Edit Wiew Filkers Status Help

=E| ~8T x| =8 ¥E=

The Monitor will be active at startup. To pause the Monitor press the Pause Ill button.

The pause button will be replaced with the Start ) button. Press this button to resume the
monitoring. To clear the Monitor display, press the Clear xl button.

Below are samples of a monitored inbound call to Avaya IP Office SIP telephone Extn600. The
Monitor will display SIP protocol (first image) as well as internal Avaya IP Office processing
(second image).
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1 Avaya IP Office RE SysMenitor - [STOPPED] Monitering 192.168.42.1 (DOCOOT058008 i :Wecuments and Settings\...\sys...

Fls Edt View Flters Stabus  Help

=a 8T x|y @ ¥[¥m

L7689 % SIP Pocz UDP 135.25.259. T4 8080 ->» 192. 168,464, 130 5080 -~
INVITE sip: TI2555430 50092, 160, 64, 130: 5060 SIF/2.0
Via: SIPS2.00UDF L35, 25,29, T4: 5060 :branche 2 0hGabF1 efal2 20051 402y 0. L
From: <aip:732555:00008135, 25,29, T4: 5060 : cag=ds33636eld
To: <aip:732555143850L92. 168, 64, 130
Call-I0: ASE 1325707805324 _26375_null 135.25.250.88
CHeq: 1 INVITE
Max -Forwvards: &6
Contact: <2ip:732558 LOODALIS. 25,20, 74: S060; CoanspoET=udps
Allow: INVITE,ACK,CARCEL,BYE, INFO, FRACK
Accept: application/sdp; applicationsisup, applicationsdrmf; application/dimf-czelay, multipact/mixed
P-h=merted-Tdentity: <=ip: 732555 LOOOALIS. 25,29, 74: S0600
Content-length: 263
Content-Disposition: session: handlingeoequized
Content-Type: applicacionsadp

wail]

osSonus DAC 19987 L4898 IN IP4 135.25.29.74

a=3IF Media Capabilities

e=IN IM4 135.25.29.74

t=0 0

msgudio 24534 RTFFAYF 18 O 10D

a=ctpmap:l® GT25/8000

asgtpaap ;0 FCEUB000

a=ptpaap: 100 welephome-avent,/ 8000

a=EmEp: 100 0=15

a=aendecy

asmavprime: 30
12768396ns CHCal1Evt: 0.1019.0 -1 Bas=FP: KEW CMEndpoint £519=fed TOTAL HOWsl CALL LIST=0
127683 %as SIF Tz UDF 192, 166.64.130:5060 -> 135.25.29.74: 5060

SIPFZ.0 10O Teying

Via: SIRA2.0/IRF 135,325,280, T4 e branch=2fhiBRl coalhi 201 g5l ahamniln. L w

0 Avaya IP RB SysManitor - [STOPPED] Monitering 192.168.42.1 (DOEOOTO58008); Loy ings - C:\Documents and Settings\. . \sys..

Fils Edt Wiew Fltors Stabus Help

sl@IT| x> @ ¥iw|m|

asmaxptime: 30 el
1276830¢ns CHCallEwe: 0. 10090 -1 BaseEP: NEN CHEndpodime £519=6ef TOTAL HOW=1 CALL_LIST=0
12768309a8 SIF Tx: UDP 192.168.64,130: 5060 => 13%.25.29.74: 5060

JIF/Z.0 MDD Toying

Vim: SIP/Z.0/UDF 135.25.29.74: 5060 branchezShi-dbEl tEah2Z0]lg5idndmiiz) 0. 1

From: <aip: TI2Z555010000038, 25, 2%, Td: SO0 s taged=d3636e s

Ta: <sip: TIZEEEAIB5HL92. 168, 64, 130> ; cag=afbdSc2d2osclbis

Call=-ID: ASE_L325707805324_Z6375_nall_135.25,250.88

C3eq: L INVITE

Allow: INVITE, ACKE, CANCEL, OFTIONS; BYE, REFER, ROTIFY, INFO, UFDATE

Suppocted: timer

Content-Lengehs O

12768401nS CMCallEwt:  CREATE CALL:7 (£51a6eb3)
12768401nS CACallFvi: ﬂ.lﬂﬂiﬂ =1 BaseEP: NEW CMEndpoint £5lafaT4 TOTAL HOW=2 CALL_LIST=O
127684005 CHLineFx: wail

CHEerup

Lire: cypesSIPLike 17 Call: 1ide17 Sdel0L9 inel

Called[£00] Type=Default [L00) Resscn-CHDRAirect SnsComp Calling[TIZSSHI000B135,25.29.74] Type-Unemown PlaneDefault

EC: CHIC=Zpesch CHTMsCircult CHTR=64 CHEST=Defaulc CHN]=1Law

IE CMIEFastStareInfolats (6)

IE CMIEMediaWnieForCormect [L6) CHMIEMedisVaitForComnect

IE CMIEDILNumber (245) (P:100 S:100 T:100 N:l0D R:d) nusher-TIZS5R4385

IE CMIERespordingPazcylusber (230) (P:100 3:100 T:0 M:100 R:rd) nuasber=T3255H10008135,25.29.74

IE CHIEDewiceDetall [231) LOCALFsenu HWsL5 VERsS class=CPDeviceSIFTrunk types=0 mmbers=17 channels]l ©x_gains3Z tw_gains=32
1296840%m5 Ch: CALL: 17.1019.1 BStatesIdie Cutel Masicsd.0 Aends"Line 17* (0.0) Bemde™ [} (0.0) CalledMume0d {) CallingRum=732361
12768407mS CHCallEwe:  17.1019.0 7 SIPTrunk Endpoint: StateChange: ENDeh CHCSIAle->CHC3Diallnieiated

1276840485 CHTARCET: 17.101%9.1 7 SIFTounk Endpoine: LOODEUP CALL ROUTE: cype-100 callesd papcy=£00 sub- callipg=T32858 1 000BL35, 21

1276840488 CHTARGET: 17.101%9. 1 7 SIFTeunk Endpoinc: SET BESTEATCH: lengch L0 wa =1 sacch=T3Z25554385 dear=£00

127684045 CHCallEvi: Friority hike: call T prigeicy O=31

12760 404ns CHTARGET: 17.101%9.1 7 5IPTrunk Endpoint: LOOEUP ICR: DDI=T732320438% CGPHeTIZSSS1000QL3S.25.29.74 (Destination 600 )

127684058 CHTARCGET: 17.1019. 10 7 SIPTounk Endpoint: ADD TARCGET (M): numbecsf00 typeslD] depthes] nobare]l satogigel =ess( -
< *
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The Monitor application allows the monitored information to be customized. To customize,

select the Options button J that is third from the right in the screen above, or select Filters -
Trace Options. The following screen shows the SIP tab, allowing configuration of SIP
monitoring. In this example, the SIP Rx and SIP Tx boxes are checked. All SIP messages will
appear in the trace with the color blue. To customize the color, right-click on SIP Rx or SIP Tx
and select the desired color.

x|
T WP | AN SCN

ATM | call | oTE | ECont | FrameRelsy | GoD | H323 | Interface

1SOM | KeyfLamp | Directary | Media | PPP | B2 | Routing | Senices  SIP | System

Ewvents
' sip [rign = [~ STUN

Fackets

™ SIP Reg/Opt Px ™ SIP Misc Px
[~ SIPReg/Opt Tx ™ SIP Misc Tx

[ SIP Call Bx [ Crn Notify Rx

[~ sIPCal Tx [ Crn Notify Tx

[¥ Sip Bx [ hex IP Filte (nnn.nnn.ann.nnn)

¥ Sip Tx I hex

DEfauItAIIl Clear All | TabCIearAHl TabSelAHl Tk I Cancel

Save File | Load File | Select File |

8.3. Avaya Session Border Controller for Enterprise 6.2
The following items may be used to analyze/troubleshoot Avaya SBCE operations.

8.3.1. System Information
Step 1 - Navigate to System Management = Devices tab.
e The software version is shown in the Version column.
e Also verify that the Status column says Commissioned.

Session Border Controller for Enterprise AVAYA

Dashboard System Management 2
Administration

Backup/Restore

Devices || Updates || SSL VPN || Licensing

> Global Parameters Device Mame Management

[Serial Mumbser]
> Global Profiles Serel ool i

. SIP Cluster ﬁégsi?nEznnna:- 192.168.1.20 | 6.2.0.Q30 Commissioned | Reboot Shutdown Restart Application |View

Version Status

: Dinenain Dalinics

Step 2 — Click on View (shown above) to display the system information.
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System Information: A-SBCE X

r General Configuration Device Configuration
Appliance Name A-SBCE HA Maode Mo
Box Type SIP Two Bypass Mode  No
Deployment Mode  Proxy

r Network Configuration

Public IP Metmask Gateway Interface
192.168.42.20 192.168.42.20 255 2552550 192.168.42.1 Al
192.168.64.130 192.168.64.130 255 255 2550 192.168.64 254 B1

r DNS Configuration

Management IP(s)

Primary DNS 192.168.67.5 IP 192.168.1.20
Secondary DNS
DNS Location DMz

DNS Client IP 192.1658.64.130

8.3.2. Avaya SBCE Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces. In the example below all SIP
signaling crossing interfaces Al and B1 are captured.

Step 1 - Navigate to Device Specific Settings - Troubleshooting > Trace
Step 2 - Select the Packet Capture tab and select the following:

Interface : Select A1, B1, or Any from the drop down menu. Note that specifying Any
will capture packets from both the Al and B1 interfaces used in the reference
configuration.

Local Address: Select All and 5060 from the dropdown menus. This will capture any
packets using port 5060 (e.g., SIP signaling).

Remote Address: Enter *

Protocol: Select All from the dropdown menu.

Maximum Number of Packets to Capture: Specify an amount that will include all the
messaging required for your trace (e.g., 5000). Note that specifying amounts greater than
10,000 may impact system performance.

Capture Filename: Specify a name for the trace file. Include a .pcap extension if you
wish to open the file with Wireshark.

Click Start Capture to begin the trace.
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Session Border Controller for Enterprise AVAYA

> SIP Cluster ~  Trace: A-SBCE

> Domain Policies

> TLS Management Call Trace | | Packet Capture H Captures ‘

4 Device Specific Settings ASBCE

Metwork Packet Capture Configuration
Management Status
Media Interface Interface m
Signaling Interface
Local Add -
Signaling Forking .pn[.cpiﬂ] ress - 5060

Session Flows

*, *:Por, IP, IP-Port
Al »

Relay Services Protocol
SNMP

Maximum Number of Packets to Capture 5000
Syslog Management

Capture Filename
Advanced Options Using the name of an existing capture will overwrite it ‘tesﬂ pcap

4 Troubleshooting

Trace

The capture process will initialize and then display the following status window:

Trace: A-SBCE

Devices Call Trace | | Packet Capture ‘ ‘ Captures |
A-SBCE
A packet capture is currently in progress. This page will automatically refresh until the capture completes.

Packet Capture Configuration

Status In Pragrass

Interface

sz o ]
Remote Address I:I
*, =P, IF, IF:Pert

Protocol

Maximum Number of Packets to Capture l:l

Capture Filename
Using the name of an existing capture will avenwrite it

Stop Capture

Step 3 — Run the test.
Step 4 - Select Stop Capture button shown above.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date
and time added to filename specified in Step 2 (e.g., testl). Note that the system will
append date/time information to the filename.

Trace: A-SBCE

Call Trace || Packet Capture ‘ | Captures ‘
A-SBCE

File Name File Size (bytes) Last Modified

January 2, 2013 1:11:18 PM
GMT

|test1_20130102131059 pcapl 0 Delete
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Step 6 - Click on the File Name to download the file and use an application such as Wireshark

to open the trace.

8.4. Protocol Trace Examples

This section shows examples of protocol traces taken at the Avaya SBCE B1 interface (to

AT&T).

The following is an example of an inbound call from AT&T, filtering on the SIP protocol.

File Edit ‘iew Go Capture Analyze 3tatistics Telephony Tools Help
BEoes BRXZE I A¢+ T L|IEBE QA dEMB %
Filker: | sip ¥  Expression... Clear Apply
Mo, Time Source Destination Protocol Info s
25 18.493 135.25.29.74 192.168. 64,130 SIP/SDP RequesT: INVITE sip:0000011051@192.168.64.130:5060, with
26 18.495 1%2.168.64.150 135.25.20.74 SIP Status: 100 Trying
27 18.573 152.168.64.130 135.25.29.74 SIP/SDP Status: 180 Ringing, with session description
168 20. 562 192.168.64.130 135.25.25.74 SIP/SODP Status: 180 Ringing, with session description
170 20.572 192.168.64.130 135.25.20.74 SIP/SDP Status: 200 OK, with session description
178 20.672 135.25.29.74 192.168. 64,130 sIP RequesT: ACK sip:192.168.64.130:5060; transport=udp
433 24,3598 1%2.168.64.150 135.25.20.74 SIP Request: INVITE Sﬂ'p:7325552438@%5.25.29.?4:5060;transp0r‘
436 24,433 135.25.29.74 152.168. 64,130 SIP Status: 100 Trying
441 24484 135.25.29.74 162.168.64.130 SIP/SDP Status: 200 Ok, with session description
442 24,495 192.168.64.130 135.25.20.74 SIP/SDP Request: ACK sip:7325552438@135.25.29. 74 :5060; transport=L v|
>
The following is an example of a call filtering on DTMF events.
File Edit Miew Go Capture Analyze Statistics  Telephony Tools Help
DEdee BEXRE A++9T2 BB aaD #DB% | B
Filter: |rtpevent ¥ Expression... Clear Apphe
Mo Time Source Diestination Protocol Info |
7e6 29,236 192.168.64.130 135.25.20.74 RTP EVENT Fayload type=RTP Event, DTMF Star *
FBE 29.265 192.168.64.130 135.25.20.74 RTP EVENT Fayload type=RTP Event, DTMF Star *
F70 20,295 192.168.64.130 135.25.20.74 RTP EVENT Fayload type=RTP Event, DTMF Star *
772 29.316 1592.168.64.150 135.25.29.74 RTP EVENT Payload Type=RTP Event, DTMF Star * (end)
773 29.316 1592.168.64.150 135.25.29.74 RTP EVENT Payload Type=RTP Event, DTMF Star * (end)
774 29,316 1592.168.64.150 135.25.29.74 RTP EVENT Payload Type=RTP Event, DTMF Star * (end)
782 29.453 1592.168.64.150 135.25.29.74 RTP EVENT Payload Type=RTP Event, DTMF Eight &
TB3 29.453 152.168.64.150 135.25.259.74 RTP EVENT Payloaly Type=RTP Event, DTMF Eight &
T84 29.453 152.168.64.150 135.25.259.74 RTP EVENT Payload type=RTP Event, DTMF Eight &
786 29.486 152.168.64.150 135.25.259.74 RTP EVENT Payload type=RTP Event, DTMF Eight & |
4
The following is an example of a call filtering on RTP.
File Edit Miew Go Capture Analyze Statistics Telephony Tools  Help
B e EEX2aAc¢snTL(EE QaanN FBB % B
Filter: |rtp ¥ Expression... Clear Apply
o, Tirne SOUFCE Destination Protocol Info . . .
501 31.115 152.168.64.130 135.25.29.74 RTP PT=ITU-T G.72%9, SSRC=0x58A31231, sSeq=83, Time=19920
Q02 31.141 135.25.29.74 192.168.64.130 RTP PT=ITU-T G.729, SSRC=0x34841BE4, Seq=416, Time=99540
503 31.148 152,168, 64.130 135.25.29.74 RTP PT=ITU-T G.72%9, SSRC=0x58A31231, Seq=84, Time=20160
904 31.171 135.25.! ) 192.168.64.130 RTP PT=ITU-T G.729, SSRC=0x34841BB4, Seq=417, Time=100080
505 31.178 152.168.64.130 135.25.29.74 RTP PT=ITU-T G.72%9, SSRC=0x58A31231, Seq=85, Time=20400
G06 31. 201 135.25.268.74 152.168.64.130 RTP PT=ITU-T G.728, SSRC=0x34841BB4, Seq=418, Time=100320
G007 31.208 152.168.64.130 135.25.29.74 RTP PT=ITU-T G.72%9, SSRC=0x58A31231, Seq=86, Time=20640
G508 31,231 135.25.29.74 152.168.64.130 RTP PT=ITU-T G.729, SS5RC=0x34841BB4, Seq=419, Time=100560
500G 31. 236 152.168.64.130 135.25.29.74 RTP PT=ITU-T G.72%9, SSRC=0x58A31231, Seq=87, Time=20880
olo 31,261 135.25.29.74 152.168.64.130 RTP PT=ITU-T G.729. SS5RC=0x34841BB4. Sen=420. Time=100800
b3
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A trace of an idle line can verify that your SIP Trunk from the Avaya SBCE B1 interface
(192.168.64.130) to the IPTF Service border element (135.25.29.74) is up and communicating
with SIP OPTIONS messages and response messages. A SIP 405 Method Not Allowed response
is normal for the Avaya SBCE to AT&T test environment.

Baoes EEREZE Ae»pT L2 | BEIQQAf @EMx% B

Filter: |sip ¥  Expression... Clear Apply

o, Tirne Source Destination Protocal Info
776 135.25.29.74 152.168.64.130 SIP Reguest: OPTIONS sip:l192.168.64.130:5060
10 6. 781 1592.168.64.130 135.25.259.74 SIP Status: 200 OK
29 23,276 152.168.64.130 135.25.29.74 SIF Reguest: OPTIONS sip:l35.25.29.74;transport=udp
30 23,304 135.25.26.74 152.168.64.130 SIP Status: 405 Method not Allowed

S oA,

9. Conclusion

As illustrated in these Application Notes, Avaya IP Office R8.1 and the Avaya Session Border
Controller for Enterprise 6.2, can be configured to interoperate successfully with the AT&T IP
Toll Free service using AVPN or MIS/PNT transport connections, within the limitations
described in Section 2.2.1.

This solution provides users of Avaya IP Office R8.1 the ability to support inbound calls
utilizing an AT&T IPTF SIP trunk service connection, via AVPN or MIS/PNT transport, using
the platform and service features listed in Section 2.1.

The reference configuration shown in these Application Notes is representative of a basic
enterprise customer configuration and is intended to provide configuration guidance to
supplement other Avaya product documentation. It is based upon formal interoperability
compliance testing as part of the Avaya DevConnect Service Provider program.
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11. Addendum 1 — Redundancy to Multiple AT&T Border Elements

AT&T may provide multiple network border elements for redundancy purposes. The Avaya
SBCE can be provisioned to support this redundant configuration.

Given two AT&T border elements 135.25.29.74 and 135.25.29.75, the Avaya SBCE is
provisioned as follows to include the backup trunk connection to 135.25.29.75 (the primary
AT&T trunk connection to 135.25.29.74 is defined in Section 6.3.6).

Step 1: Secondary Location in Server Configuration

1. Select Global Profiles from the menu on the left-hand side
2. Select the Server Configuration
3. Select Add Profile
a) Name: ATT_Secondary
4. On the Add Server Configuration Profile — General tab:
a) Select Server Type: Trunk Server
b) IP Address: 135.25.29.75 (Example Address for a secondary location)
c) Supported Transports: Check UDP
d) UDP Port: 5060
e) Select Next (not shown)

Server Configuration: ATT_Secondary
Add [ Rename H Clone ][ Delete l
Server Profiles General | ‘ Authentication | ‘ Heartbeat | | Advanced |
Avaya_SC
Server Type Trunk Server
ATT_SC
- IP Addresses / FQDMNs 135.25.29.75
ATT_S
—~econ Supported Transports uopP
UDP Port 5060

5. On the Authentication tab

a) Select Next to accept defaults (not shown).
6. On the Heartbeat tab:

a) Check Enable Heartbeat

b) Method: OPTIONS

c) Frequency: 60 seconds

d) From URI: secondary@customerb.com

e) To URI: secondary@customerb.com

f) Select Next (not shown)
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Server Configuration: ATT_Secondary

Add

Semver Profiles

Avaya_SC
ATT_SC

ATT_Secon...

[ Rename ” Clone ” Delete ]

General H Authentication H Heartbeat H Advanced ‘

Enable Heartheat
Method
Frequency
From URI
To URI

OPTIONS
60 seconds
secondary@customerb.com

secondary@customerb.com

7. Onthe Advanced Tab
a) Click Finish to accept defaults (not shown).

8. Select the Profile created in Section 6.3.6 (e.g., ATT_SC)
9. Select the Heartbeat Tab

10. Select Edit
11. Repeat Steps 6 — 7, but with information for the Primary Trunk as shown below.

Step 2: Add Secondary IP Address to Routing

el A

Server Configuration: ATT_SC

Add

Server Profiles

Avaya_SC
ATT_SC

ATT_Secondary

[ Rename H Clone ][ Delete ]

General H Authentication ‘ ‘ Heartbeat ‘ ‘ Advanced ‘

Enable Heartbeat
Method
Frequency
From URI
To URI

OPTIONS
60 seconds
primary@customerb.com

primary@customerb.com

Select Global Profiles from the menu on the left-hand side
Select the Routing
Select the profile created in Section 6.3.4 (e.g., ATT_R)
Click Edit (not shown)
a) Enter the IP Address of the secondary location in the Next Hop Server 2 (e.g.,
135.25.29.75)

Click Finish
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URI Group

MNext Hop Server 1
IF, IF:Port, Demain, or Domain:Port

MNext Hop Server 2

IF, IF:Port, Demain, or Domain:Port

Routing Priority based on
MNext Hop Server

Use Next Hop
for In Dialog Messages

lgnore Route Header
for Messages Outside Dialog

MAPTR
SRV

Qutgoing Transport

Edit Routing Rule X

Each URI group may only be used once per Routing Profile.
MNext Hop Routing

135.25.29 74 |

135.25.29.75 |

O
O
O
O
OTis OTCP ® UDP

Step 3: Configure End Point Flows — ATT_Secondary

PoNhdE

JF; Reviewed:
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Select Device Specific Settings from the menu on the left-hand side
Select Endpoint Flows
Select the Server Flows Tab
Select Add Flow
a) Name: ATT_Secondary

b) Server Configuration: ATT_Secondary

c) URI Group: *
d) Transport: *
e) Remote Subnet: *

f) Received Interface: Avaya-1PO

g) Signaling Interface: ATT
h) Media Interface: ATT

i) End Point Policy Group: defaultLowATT

Routing Profile: Avaya_R

k) Topology Hiding Profile: ATT_TH
I) File Transfer Profile: None
5. Click Finish
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Edit Flow: ATT Secondary X

Flow Mame

Server Configuration
URI Group

Transport

Remote Subnet
Received Interface
Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile

File Transfer Profile

IATT_Secondary

ATT_Secondary ¥

* w

* W
Avaya-PO +
ATT i
ATT W
defaultLowATT
Avaya_R +
ATT_TH W
Mone v

w

When completed the Avaya SBCE will issue OPTIONS messages to the primary (135.25.29.74)
and secondary (135.25.29.75) border elements.
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12. Appendix: Avaya IP Office 8.1 SIP Line Template

Avaya IP Office Release 8.1 supports a SIP Line Template (in xml format) that can be created
from an existing configuration and imported into a new installation to simplify configuration
procedures as well as to reduce potential configuration errors.

Not all of the configuration information is included in the SIP Line Template, therefore, it is
critical that the SIP Line configuration be verified/updated after a template has been imported,
and additional configuration be supplemented using the settings provided in this Application
Notes.

To create a SIP Line Template from the configuration described in these Application Notes,
configure the parameters as described below.

Create a new registry entry called TemplateProvisioning and set the Value data to 1, as
follows:

Select Start, and then Run. Type regedit as shown below

: ag|

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Cpen: | regedit W

K, ][ Zancel ][ Browse, ..
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Under HKEY_CURRENT_USER, Software, Avaya, IP400, right click on Manager, then
select New, DWORD value, then rename the newly created entry to: TemplateProvisioning.
Right click on the newly created entry and select Modify, change the value under Value Data

from “0” to “1”.

i 4

3 My Compuker
+ D HKEY CLASSES ROOT
|= 2 HKEV_CURRENT_UsER|
+-|_] AppEvents
+-[_] Avaya
[ Consale
+-[_7] Contral Panel
[ CounkerPath
D Environment
+-_7] Identities
+-[_7] Keyboard Layout
[ Mebwork
+-_] Printers
+-[_7] Remoke
[ SessionInformation
+-{_] Adobe
+ Alps

+-[_1 2050 IP Softphone

+-[_7] Avaya IP Softphone
+ [:| Avaya one-x Agent
[ Avaya one-¥ Agentavc
[ Avaya one-% AgentayCClient
+ [:| Avaya one-x Communicakor
[:| Avaya one-XB Communicakor
+-_ Avaya SIP Softphone
+-[_7] Avaya Site Adminiskration
+-] iclarity
[Z Integratar For Outloak,
[ IP Office Softphone
=] [P400 |
+-]_] Colurn Headings
[ RecentlyUsedFiles
(L1 PhoneManager
(£ Upgradewizard
+-[_7] Softphone

AEE]

A0 Mame Type Daka s
N.ﬂ‘u’TOOLBP\RX REG_DW'ORD 0x0000010a (266
MAVTOOLEARY REG_DAWORD 0x00000000 {0)
MonThreaded TP REG_DWORD 0:00000000 {0
PasswordRequiredForSave REG_DWiORD 000000001 1)
PromptValidation REG_DWORD 0:00000000 {0
SCNBACKGROUNDIMF\GEHIDDEN REG_DWORD 000000001 (1)
SCMEACKGROUNDIMAGERATH REG_SZ
SCMDISCOVERY REG_DAWORD 0x00000000 {0}
SecureCommunications REG_DWORD 000000001 (1)
SBcuritvLeveI REG_DWORD 000000001 (1)
ServicesBaseHTTPPort REG_DAWORD 0x00000050 (80)
ServicesBasePort REG_DAWORD 00000674 (S0804)
SetRingDelayPerAp REG_DWORD 0300000000 {0)
SHOMWADMINT ASKMAINToolbar REG_DWORD 000000000 {0
SHCMWErrorPane REG_DWORD 000000000 {0
SHOWINGraups REG_DWORD 000000000 {0)
SHOWMAINToolbar REG_DW'ORD 000000001 1)
SHOWNF\VIGF\TIONPane REG_DAWORD 000000001 (1)
SHOWNF\VIGF\TIONTDdbar REG_DWORD 000000001 (1)
ShowPLDSYirtuallicences REG_DWiORD 000000000 {0)
SHOWRECORDEMTRYPane REG_DAWORD 0x00000000 {0)
SHOWSHORTCUTTDlear REG_DWORD 000000001 (1)
SHOWSIMPLIFIEDVIEWASDEFAULTWIEW REG_DW'ORD 000000000 {0)
SSLRemotedccess REG_DWORD 0x00000000 {0}
STF\RTINITIF\LDISCOVER\" REG_DWORD 000000001 (1)
TCPDiscoveryEnabIed REG_DWORD 000000001 (1)
TCPSearchCriteria REG_5Z
mTemDhteODtiDns REG DWORD 000000001 {13

(28] Templatepravisicring REG_DWORD 0x00000001 (1)|
@ETIMESER\-’EREnabled REG_DWORD 0x00000001 (1)
UDF‘DiscoveryEnabIed REG_DWORD 000000001 (1)
UpgDir REG_SZ C:\Program Files\Avayal
ValidateConFigOnLoad REG_DWiORD 000000001 1)
YalidateC onfigOnoK REG_DWORD 000000001 {17

(L Voicemail Pro e >
My ComputeriHKEY _CURRENT_USER\SoftwarelfvayalIP400\Manager
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Edit DWORD Yalue

Y alue name:

| T emplateProvizioning |

" alue data: Baze
|1 | (%) Hexadecimal
) Decimal

[ OE. ] [ Cancel

Reboot the computer.

When the computer comes back up, enable the template by opening IP Office Manager, select
File, and then Preferences. On the Visual Preferences tab, check the Enable Template

Options box, and click OK.

Ll IP Office Manager Preferences

| Preferences " Direckaries || Discovery | Wisual Preferences ISecurity || '-.-'aliu:latiu:unl

Icon Size |Small W |
1 rulkiline Tabs
Enable Template Options

Li) | Ok, | | Cancel | | Help
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To create a SIP Line Template from the configuration, on the left Navigation Pane, right click on

the Sip Line (17), and select Generate SIP Trunk Template (not shown)

Enter a descriptive name; ATT was used in the sample template. Note that for ITSP Domain
Name Not Used was used (AT&T uses IP addresses instead of Domain names), an entry is
required here or the template will not run. This entry (Not Used) should be removed after
importing the configuration into a new Avaya IP Office installation.

To generate the template click on Export.

£ SIP Trunk Template - (SIP Trunk - 17) x]
Pleasze review and change the trunk settings if you want -
SIF Line | Transport | YalP || T38 Fax | SIP Credentials
Degcriptive Mame |.QTT | Usge Tel URI O
TSP Damain Name [Not Used || checkoos
Send Caller 1D | Diversion Header A4 | Call Routing Methad | Request URI v |
. Orniginator nurber for
Azzociation Method | By Source IP address w | forwarded and twinning calls | |
MHarne Priority | Fawvar Trunk v |
Incoming | Auto ~ |
Outgoing | Auto ~ |
UPDATE Supported | Merver - | Caller 1D from From header O
Uszer-Agent and Server Headers | | Send From In Clear |
Export Cancel
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On the next screen, Template Type Selection, select the Country, enter the name for the

Service Provider, and click Generate Template.

i~ Template Type Selection

Locale
Country Inited States W
Service Provider w
[ Generate Template ] [ Cancel ]

By default the template file is generated to the path \\Program Files\Avaya\lP
Office\Manager\Templates.

The following is an example of the exported SIP Line Template file,
US AT&T SIPTrunk.xml:

<?xml version="1.0" encoding="utf-8" ?>

- <Template xmIns="urn:SIPTrunk-schema">
<TemplateType>SIPTrunk</TemplateType>
<Version>20121130</Version>
<SystemLocale>enu</SystemLocale>
<DescriptiveName>ATT</DescriptiveName>
<ITSPDomainName>Not Used </ITSPDomainName>
<SendCallerID>CallerIDDIV</SendCallerID>
<ReferSupport>true</ReferSupport>
<ReferSupportIncoming>2</ReferSupportIncoming>
<ReferSupportOutgoing>2</ReferSupportOutgoing>
<RegistrationRequired >false</RegistrationRequired >
<UseTelURI>false</UseTelURI>
<CheckOOS>true</CheckO0S>
<CallRoutingMethod>1</CallRoutingMethod>
<OriginatorNumber />
<AssociationMethod >SourcelIP</AssociationMethod >
<LineNamePriority>FavourTrunk</LineNamePriority>
<UpdateSupport>UpdateNever</UpdateSupport>
<UserAgentServerHeader />
<CallerIDfromFromheader>false</CallerIDfromFromheader>
<PerformUserlLevelPrivacy>false</PerformUserLevelPrivacy >
<ITSPProxy>12.40.234.99</ITSPProxy>
<LayerFourProtocol>SipUDP</LayerFourProtocol>
<SendPort>5060</SendPort>
<ListenPort>5060</ListenPort>
<DNSServerOne>0.0.0.0</DNSServerOne>
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file:///C:/ATT/Program%20Files/Avaya/IP%20Office/Manager/Templates/US_AT&T_SIPTrunk.xml

<DNSServerTwo>0.0.0.0</DNSServerTwo>
<CallsRouteViaRegistrar>true</CallsRouteViaRegistrar>
<SeparateRegistrar />
<CompressionMode>AUTOSELECT </CompressionMode>
<UseAdvVoiceCodecPrefs>true</UseAdvVoiceCodecPrefs>
<AdvCodecPref>G.711 ULAW 64K,G.729(a) 8K CS-ACELP</AdvCodecPref>
<CallInitiationTimeout>4</CalllnitiationTimeout>
<DTMFSupport>DTMF_SUPPORT_RFC2833</DTMFSupport>
<VoipSilenceSupression>false</VoipSilenceSupression>
<ReinviteSupported>true</ReinviteSupported>
<FaxTransportSupport>FOIP_T38</FaxTransportSupport>
<UseOffererPrefferedCodec>false </UseOffererPrefferedCodec>
<CodecLockdown>false</CodecLockdown>
<Rel100Supported>true</Rel100Supported>
<T38FaxVersion>3</T38FaxVersion>
<Transport>UDPTL</Transport>
<LowSpeed>0</LowSpeed>
<HighSpeed>0</HighSpeed>
<TCFMethod>Trans_TCF</TCFMethod>
<MaxBitRate>FaxRate_14400</MaxBitRate>
<EflagStartTimer>2600</EflagStartTimer>
<EflagStopTimer>2300</EflagStopTimer>
<UseDefaultValues>false</UseDefaultValues>
<ScanLineFixup>true</ScanLineFixup>
<TFOPEnhancement>true</TFOPEnhancement>
<DisableT30ECM>false</DisableT30ECM>
<DisableEflagsForFirstDIS >false</DisableEflagsForFirstDIS >
<DisableT30MRCompression>false</DisableT30MRCompression>
<NSFOverride>false</NSFOverride>

</Template>

Next, import the template into the new Avaya IP Office system by creating a new SIP Line as
shown in the screenshot below. In the Navigation Pane on the left, right-click on Line then

navigate to New, New SIP Trunk from Template:
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Hineo | Live Uige Line Subl || <10 Line (Transpart | s1P URI| valP | 138 Fax| SIP Credentials

T91  analogue Trunk
T92  Analogue Trunk Line Murnber 17 S
T43  Analogue Trunk

) . v
Analogue Trunk ITSP Domain Mame | | In Service
llea Tal1IDT I—_|
] Mew o L4 | H323 Line
{ . 1
]| Generate SIP Trurk Template IF DECT Line 1
3IP Line =
& cut Chrl+3 [
| Mews SIP Trunk From Template
=5 Copy CEHHC
=4 Marme Priarity E
75 Delete Chrl4+Del Caller 10 From From header [
W | Walidate Send Fram In Clear Fl
User-Agent and Server [
Headers

Mew From Template (Binary)

| ¥
Export as Template (Binary) :I

Show In Groups

Customize Columns. .. w |
TTT

On the next screen, Template Type Selection, verify that the information in the Country and
Service Provider fields is correct. If more than one template is present, use the drop-down
menus to select the required template. Click Create new SIP Trunk to finish the process.

===

il Template Type Selection ['-_||E|f'5__<|
Locale
Country | Idnited States w |
Service Provider |.ﬁ.T&T v| (] Display &l
Create new SIP Trunk ] [ Canicel ]
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are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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