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Abstract

These Application Notes describe the procedures for configuring Sesgiatiolm Protocol
(SIP) Trunkng Serviceon an enterprise solution consisting of Avay@a® Communicatior]
Manager 8.1Avaya Aura® SessioiManager 8.1and Avaya Session Baed Controller for|
Enterprise 8.0to interoperatewith Motto CommunicationsSIP Trunking service. These
Application Notes update previously published Application Notes with newer versig
Communication Maager, Session Manager, and Avaya Session Border Controlle
Enterprise.

The test was performed to verify SIP trunk features including basic calls, call forward (a
busy, no answer), call transfer (blind and consult), conference, and voicd heatalls were
placed to and from the P8Iwith various Avaya endpoints.

The Motto Communication$IP Trunking service provides customers with PSTN access vi
SIP trunk between the entergiandhe Motto Communicationsietwork, as an alternative
legacy analog or digital trunks. This approach generally results in lower cost for the ent

Readers should pay attentiam $ection 2 in particular the scope of testing as outlineg
Section 2.1as well as the observations notedsection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes haseheobtained through DevConnect complia
testing and adtdonal technical discussionslesting was conducted via the DevConn
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Appltation Notes descriltde procedures for configurirgesion Initiation Protocol
(SIP) Trunking Servicebetween thé&/otto Communicationsetworkand an Avaya SHeénabled
enterprise solutioriThe Avaya solution consists Aivaya Aura® CommunicatiotManager 8.1
(Communication Managerfvaya Aura® Sessioklanager 8.XSession Managerj\vaya
Session Border Controliéor Entergise 8.0(Avaya SBCE)and various Avaya endpointssted
in Section 4

TheMotto CommunicationSIP Trunking servicereferenced within these Application Notes is
designedor business customer€ustomers using this service with this Avaya enterprise

solution are able to place and receive PSTN calls via a broadband WAN connection and the SIP
protocol. This converged network solution is an alternative to traditional PSTN trunks such as
analog antbr ISDN-PRI.

The terms fASer iiMod t Pr cC\imaiattao wilbbe usedn s
interchangeablyhroughout these Application Notes

2. General Test Approach and Test Results

A simulated CPE site containing all the equipment for the Avayae8#bled enterprise solution
was installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured
to connect to theetworkvia a broadband emection to the puiz Internet.

DevConnect Compliance Testing is conducted jointhAlsgya and DevConnect membefse
jointly-defined test plan focuses on exercising APIs and/or stantasgsl interfaces pertinent

to the interoperability of the tested pratluand theifunctionalities.DevConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of aDevCormé¢ me mber 6s sol uti on.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of suppoetectyption capabilities in the Avaya
productsonly (private network sideReaders should consult the appropriate Avaya product
documentation for further information regarding security and encryption capabilities supported
by those Avaya products.

Support for these security and encryption capabilities in amAvaga solution component is
the responsibility of each individual vend&eaders should consult the appropriate vendor
supplied product documentation for more information regarding thoskeits.

For the testing associated with this Application Note, the interface between Avaya systems and
theMotto CommunicationSIP Trunking servicdid not includehe use of any specific
encryption features
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Encryption (TLS/SRTP) was used internal te #nterprise between Avaya products wherever
possible.

2.1. Interoperability Compliance Testing

To verify SIP tunkinteroperability, the following featuresd functionality were covered
during the interoperability compliance test:

1 SIP Trunk Fegidration (Dyramic Authentcation)

1 Response to SIP OPTIONS queries.

1 Incoming calls from the PSTN were routed to DID numbers assignbtbtigp
Communicationsincoming PSTN calls were terminatedhe following endpoints:
Avaya 96x1 Series IP Deskphones (H.323 and,&¥gya J179 IP Deskphones (H.323),
Avaya 2420 Digital Deskphones, Avaya exXi® Communicator softphone (H.323 and
SIP), AvayaEquinoxsoftphong SIP)andanalog Deskphones.

1 Inbound and outbound PSTN calls to/from Remote Workers dsiaga 96x1
Deskphones (SIP).

1 Outgoing calls to the PSTN were routed Matto Communicationsetwork tovarious
PSTN destinations.

1 Proper disconnect when the caller abandons the call before the call is answered.

1 Proper disconnect via normal cilmination by the caller or the called parties.

1 Proper disconnect by the network for calls that are not answered (with voicemail off).

91 Proper response to busy endpoints.

91 Proper response/error treatment when dialing invalid PSTN numbers.

1 Propercodec negtation and tweway speecipath.Testng was performed with codecs:
G.711A, G.711MUand G.729.

1 No matching codecs.

1 DTMF tone transmissions as eaftband RTP events as per RFC2833

o Outbound call to PSTN application requiring DTMF (e.g., an IVR or voicé mai
system).

0 Inbound call from PSTN to Avaya CPE application requiring DTMF (e.g.a®ur
MessagingAvaya vector digit collection steps

9 Calling number blocking (Privacy).

9 Call Hold/Resume (long and short duration).

i Call Forward (unconditional, busy, no ares).

1 Blind Call Transfers.

1 Consultative Call Transfers.

i Station Conference.

1 EC500 (Extension to Cellular) calls.

1 Routing inboundrectorcall to call center agent queues

1 Simultaneous active calls.

1 Long duration calls (over one hour).

1 Proper response/errtreatment to all trunks busy.

1 Proper response/error treatment when disabling SIP connection.
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Notei Remote Worker was tested as part of this solution. The configuration necessary to
support remote workers is beyond the scope of these Application Notes and is not included in
these Application Note€onsultreferencd9] in theReferencessection for adidional

information on this topic

Items thataresupportedandthat werenottested includes the following:
1 Inbound toltree calls verenot tested.
1 0, 0+10 digits, 411 Directory Assistance, 911 Emergency anahattenal callsvere
not tested.

2.2. Test Results

Interoperabity testing ofthe Motto CommunicationSIP Trunking Servicewith the Avaya SIP
enabled enterprise solution was completed with successful results fat alides with the
observatios/limitationsnotedbelow:

1 DNS SRV record queiesi The preferreanethod of connecting to the Motto
Communications SIP Trunketwork isvia DNS SRV record querie$heDNS SRV
record query functionality is ndally supported in the current release on the Avaya
SBCE(8.0), simple DNS query wassed insteaddNS SRVrecord query will be
supportedn the next release of the Avaya SBCE (release 8.1).

7 Caller ID on transferred callsi On callsfrom thePSTNto the enterprise that were
transferredback out to the PSTNhe caller ID number displayetithe PSTN endpoints
was always of th&ansferring party instead of the originating PSTN number

1 Caller ID on call-forward and EC500 callsi On calls from the PSTN to the enterprise
that were forwarded back out to the PSTN, the caller ID number dispayiee ISTN
endpointalwaysshowedi Rest ri ctedo. This included call
(EC500)

1 OPTIONS i Motto does not send OPTIONS messages to the Avaya enterprise network,
but it does respond to OPTIONS messages it receives from the Avaya enterprise, this was
sufficient to maintain the SIP trunk link up in service.

1 Fax supporti Fax callattempts using.38 wele rejectedvithafi 4 8 8 Not Accept a
Her e 0 rfrens dotaonCoramunicationss.711fax was also tested, but it behaved
unreliably.The issue related 6.711 fax being unreliabkuring the compliance test
may be related to the unpregbility of G.711techniques, which only works well on
networks with very few hops and with limited etzdend delay.

1 TLS/SRTP used within the enterpriseéi When TLS/SRTP is used within the enterprise;
the SIP headers include the SIPS URI scheme for Secure SIP. The Av@lyac&B/erts
these header schemes from SIPS to SIP when it sends the SIP messagelttiward
CommunicationsHowever, for call forward and EC500 calls, the Avaya SBCE was not
changing the Diversion header scheme as expected. This anomaly is currently under
investigation by the Avaya SBCE team. A workaround is to include a SigMa script for
the Service Provider Server Configuration
to Asipo in t (Bectiobs7Ber si on header

1 SIP REFER methodi Callsfrom the PSTN to the enterprideat were transferred back
outto thePSTNnetwork using the SIP REFER method did not work properly. On blind
transfers, the REFER message was accepted by Motto Wzt cceptedmessage
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but theSIPtrunk resourcesverenot released after the call transfer was complétiedto
did notsend NOTIFY messages with SIP REFER during call redirection scetmtlos
PSTN Testing was done with REFER enabled in Communication Mankig&work
Call Redirections e t yot ai nidteumk -gtotip, refer toSection 5.%. With REFER
enabled, blind and attended call transfers to the PSTN completed successfully, with the
caveat that Communication Manager trunk channels were not released from the call path
after the call wasgransferredtwo trunks channels remained busy/connected for the entire
duration of the call. There was no i mpact
an observation.

1 Removal of unwanted xml element information from the SDP in SIP messages sent
to Motto Communicationsi A Signaling Manipulation scriptSigMa)was added to the
Avaya SBCEo removeunwanted xml element information from the SDP in SIP
messages setd Motto CommunicationgSections 7.3

1 SIP header optimizationi There are multiple SIP heaid and parameters used by
Communication Manager and Session Manager, some of them Avaya proprietary, that

had no significance in the service provide
the purpose of blocking enterprise information from being @gaped outside of the
enterprise boundaries, to reduce the size

network and to improve the solution interoperability in genetad fbllowing headers

were removed from outbound messages using an Adaptat8essiorManager: AV -
CorrelationlD, Alert-Info, EndpointView, P-AV -Messagad, P-ChargingVector, AV -
GlobalSessioAD and RLocation(Refer toSection 64). To help reduce the packet size
further, the Avay gsidaBhGiEp feammeters¢hatmayde t he A
included within the Contact header by applying a Sigma script tiol tie
Communicationserver configuratiorRefer toSection7.8.

2.3. Support

For support oMotto CommunicationSIP Trunkng Service visit the corporate Web page at:
http://www.motto.nl

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com
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3. Reference Configuration

Figure lillustrates the sample Avaya S#nabled entergse solution, conneetl tothe Motto
Communication$IP Trunking Servicethrough a public Interné/AN connection.

Service Provider

Remote Workers

-* _____

Simulated Enterprise
Domain: avaya.lab.com
DIDs: 312012300

A A

Figure 1: Avaya SIP Enterprise Solutionconnected toMotto Communications SIP
Trunking Service
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The Avayacomponents used to create the simulat@@rprisecustomer site included:
Avaya Aura® Communication Manager

Avaya Aura® Session Manager

Avaya Aura® System Manager

Avaya Session Border @uoller for Enterprise

Avaya Aura® Messaging

Avaya Aura®Media Server.

Avaya G4® Media Gateway

Avaya96x1 Series IP Deghones (H.323 and SIP)
Avaya J179 IP Deskphones (H.323)

Avaya oneX® Communicator softhones (H.323 and SIP)
AvayaEqui no x E f saftphagSiRl o ws
Avaya digital and analogglephones

Ventafax fax software.

=4 =4 4 4 4 4 5_-45_9_4_9_-2°_--°

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that resides in the usted network, registered &ession Manager at the
enterprise via the Avaya SBCE. Remote workers offer the same functionality as any other
endpoint at the enterprise. This functionality was successfsligdaluring the compliance test
usingonly theAvaya 96x1 SIP Deskphondsorsignaling, Transpoitayer Security(TLS) and

for media, Secure Retime Transport ProtocoBRTP)was usean Avaya 96x1 SIP

Deskphones used to test remote wofkeactionality. Other Avay&SIP endpoints that are

supported ira Remote Worketonfigurationdeploymentvere not tested.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this docu@ensultreference9] in the
Referencessection for additional information on this topic.

The Avaya SBCE walocated at the edg# the enterprisdts public side was connectaathe
public Internetwhile its private side wasonnectedo the enterprise infrastcture All signaling
and mediaraffic entering or leaving the esrprise flowedhrough the Avaya BCE, protecing
in this waythe enterprise against any SiBsed attack3.he Avaya SBCE also performed
network address translation at both the IP and SIP layers.

For inbound calls, the calls flowertbin the service providd¢o the Avaya SBCHEhento Session
Manager. Session Manager used the configured dial patterns (or regular expressions) and routing
padlicies to determin¢he recipientCommunication Manager) amh which link to send the call

Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of setvicears. Once
Communication Manager selected the proper SIP trunk, the call was routed to Session Manager.
Session Manager once again used the configured dial patterns (or regular expressions) and
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routing policies to determine the route he tAvaya SBE for egress to thilotto
Communicationsietwork

A separate SIP trunk was created between Communication Manager and Session Manager to
carry the service provider traffic. This was done so that any trunk or codec settings required by
the service providerould be applied only to this trunk without affecting other enterprise SIP
traffic. This trunk carried both inbound and outbound traffic.

As pat of the Avaya Aura® versio8.0release, Communication Manager incorporates the
ability to use the Avaya Aura® Media Sever (AAMS) as a media resource. The AAMS is a
softwarebased, high density media server that provides DSP resourcesiasdB sessions.
Media resources from both tRAMS and a G&80 Media Gateway were utilized during the
compliance test. The configuration of the AAMS is not discussed in this document. For more
information on the installation and administration of the AAM&ammunication Manager

refer to the AAMS dogmentation listedh the Referencessection.

The Avaya Aura®Messaging was used during the compliance test to verify voice mail
redirection and navigation, as well as the deliveryle§sage Waiting Indicat¢MWI)
messages to the enterprise telephon@seShe configuration tasks for Messaging are not
directly related to the interopaility tests withthe Motto CommunicationsetworkSIP
Trunkingservice they are not included in these Application Notes.
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4. Equipment and Software Validated

The followingequipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya
Avaya Aura® Communication Manager 8.11.0
(01.0.890.625763
Avaya Aura® Session Manager 8.11.0
(8.1.1.0.81102)
Avaya Aura® System Manager 110

Build No. 8.1.0.0.733078
Software Update Rev. No.
8.11.0.0310504

Avaya Session Border Controller for
Enterprise

ASBCE 8.0
8.0.1.010-17555

Avaya Aura® Messaging

7.1 Service PacR
(MSG-01.0.532.6002 0204

Avaya Aura® Media Server

8.02.61 2019.0.16

Avaya G430 Media Gateway

g430 sw 4116 0

Avaya 96x1 Series IP Dkghones (SIP)

Version 7.17.0

Avaya 96x1 Series IP Deskphones (H.323

Version 6.8202

Avaya J179 IP Deskphones (H.323)

Version 6.8202

Avaya oneX® Communicator (H.323, SIP 6.2.14.1SP14
Avaya Equinox for Windows (SIP) 3.6.4.31.2
Avaya 2420 Series Digital Deskphones N/A
Avaya 6210 Analog Deskphones N/A

Motto Communications

OpenSIPS

2.2.1 (x86_64/linux)

Asterisk

11.14.0motto3

The specific configuration above was used for the compliance testing. Note that this solution will
be compatible with other Avaya Sersand Media Gateway platforms running similar versions
of Communication Manager and Session Manager.

Notei The Avaya Aura® servers and the Avaya SBCE used in the reference configuration and
shown on therevioustable were deployed on a virtualized environment. These Avaya
components ran as virtuadachines over VMware® (ESXi 6.0.platforms. Consult the
installation documentation on tieferencessection for more information.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Maoagerk withthe
Motto CommunicationSIP TrunkingService A SIP trunk is established between
Communication Manager and Session Manager for use by signaling traffic to arttiédrom
service providerlt is assumedhatthe general instiation of Communication Managehe

Avaya G4® Media Gatewawpnd the Avaya Media Servieas been previously completed and is
not discussed here.

The Communication Manager configuration was perforosdg the System &cess Terminal

(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity in
presentationSome screensapturewill show the use of thehangecommand instead of treeld
command, since the configumati used for the testing was previously added.

5.1. Licensing and Capacity

Use thedisplay systemparameters customeroptions command to verify that thgélaximum
Administered SIP Trunks value onPage 2is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows #2200 licenses are available ad@0are in use. The

license file irstalled on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative

dizsplay system-parameters cnstomer-options
OPTIONAL FEATURES

IP PORT CAPACITIES OSED
Maximom Administered H.323 Trunks: 12000
Maximom Concurrently RBegistered IP Stations=s: 18000
Maximom Administered Remote Office Trunk=: 12000
[Max Concurrently Begistered Bemote Office Stations=s: 18000
Maximom Concurrently Begistered IP eCons: 414
Max Concur Reg Unanthenticated H.323 Stations: 100
Maxinmom Video Capable Station=s: 41000
Maximom Video Capable IP Softphones: 18000
|[Maximom Adwministered SIP Trunk=: 40000
Max Administered Ad-hoc Video Conferencing Ports: 24000
Max Humber of D51 Boards with Echo Cancellation: 5995 o

[
ha
== ] e R e e T e e Y e - o

(HOTE: Youn mm=t logoff & login to effect the permiz=sion changes.)
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5.2. System Features

Use thechange systenparameters featurescommand to set therunk -to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSdpoien. If

for security reasonscoming calls should not be allowed to transfer back to the PBEN
leave the field sebtnone

display system-parameters features
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n

|Trunk—to—Trunk Transfer: alll
Antomatic Callback with Called Party (uoening? n
Antomatic Callback - No Answer Timeont Interval (rings): 3
Call Park Timeount Interval (minotes): 10
Off-Premi=zezs Tone Detect Timeont Interval (seconds): 20
AARSARS Dial Tone Required? v

Mo=ic (or Silence) on Trans=ferred Trunk Call=s? all
DID/Tie/ISDN/SIF Intercept Treatment: attendant
Internal Anto-Answer of Attd-Extended/Transferred Calls: transferred
Antomatic Circnit Assurance (ACA) Enabled? n

Abbreviated Dial Programming by Assigned List=? n

Anto Abbreviated/Delayed Transition Interval (rings): 2
Protocol for Caller ID Analog Terminals: Bellcore

Display Calling Number for Room to Room Caller ID Call=s? n
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OnPage 9verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable call$his text string is entered in tiwo fields highlighted below.

The compliance test used the valueedtrictedfor restricted calls andnavailablefor
unavailable calls.

display system-parameters features
FEATURE-EELATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPH/ANI/ICLID Replacement for BRestricted Calls: restricted
CPH/ANI/ICLID Replacement for Unavailable Calls: unavailable

DISPLAY TEXT

Identity When Bridging: principal
U=zer Gunidance Display? n
Exten=sion only label for Team button on 96xx H.323 terminal=s? n

INTEENATIONAL CALL BOUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PABAMETERS
Enable Enbloc Dialing withont ARS FAC? n

CALLER ID ON CALL WATTING PARAMETERS
Caller ID on Call Waiting Delay Timer (m=ec): 200
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5.3. IP Node Names

Use thechange nodenames ipcommand to verify that node names have been previously
defined for the IP addresses of Communication Mangecr) and the Session Manager
security modulg([SM). These node names will be needed for defining the service provider
signaling group irBection 5.6

change node-names ip
IP HODE HAMES
Hame IP Address
ASBCE Al 10.64.101.243
B 10.64.101.249]
defanlt 0.0.0.0
media server 10.64.101.251
||pmcr 10.64.101.241]
procrb HH
|
{6 of 6 admini=tered node-names were displayed )
O=e '"li=t node-names' command to see all the administered node-names
U=ze 'change node-names ip Xxxx' to change a node-name "xxx' or add a node-name
]
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5.4. Codecs

Use thechange ipcodecsetcommand to define a list of codecs to use for calls between the
enterprise and the service provider. Fordbmpliarce test, ipcodeeset2 wasused for this
purpose Enterthe caresponding codei the Audio Codeccolumn of the tableviotto
Communicationsupports audio code€.711A, G.711MUANdG.729.

change ip-codec-zet
IP MEDIA PABRAMETERS
Codec Set: 2
Andio Silence Frames Packet
Codec Suppre=ssion Per Pkt Size(ms)
1:|G.7114 n 2 20
2:|G.T7T11MO n 2 20
3:|G.7259 n 2 20
4: _ _
L _ _
6: _
7: _
Media Encryption Encrypted SRTCP: best-effort
1: l1-=srtp-aescml28-hmaci0
2: none
3: !
4:
5:
|
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On Page 2 set thé=ax Mode to off.

Motto SIP Trunksuppors G.711for transmission of faxAs this is inrband and requires no
interaction from Communication Manager, there is no specific configuration reguefedto
Section 2.2.

change ip-codec-zet

IF MEDIA PARAMETERS

Allow Direct-IP Multimedia? E

Redan- Packet
Mode dancy Size(m=s)
FAX off a
Modem off o
TDD/TTY os 3
H.323 Clear-channel n o
SIP 64K Data n a 20

Media Comnection IP Address Type Preferences
1: IPv4d
2:
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5.5. IP Network Regions

Create a separate Hetwork region for the service provider trunk group. This allows for separate

codec or quality of service settings to be used (if necessary) for calls between the enterprise and

the service provider versus calls within the enterprise or elsewhere. feontpéance testP

Network Region 2vas choseffor the service provider trunkJse thechange ipnetwork-region

2 command to configure region @ith the following parameters:

1 Set theAuthoritative Domain field to match the SIP domain of the enterprisethis

configuration, the domain nameasayalab.comas assigned to the shared test
environment in the Avaya test |l ab. This do
SIP messages originating from this IP region.

1 Enter a descriptive name in theamefield.

1 Leavebothlintra -region andinter -region IP-IP Direct Audio setto yes the default
setting.This will enablelP-IP Direct Audio (shuffling), to allow audio traffic to be sent
directly between IP endpoints without using media resources ivinga Media
Gatewayand Media ServeShuffling can be further restricted at the trunk level on the
Signaling Group fornif needed

i SettheCodec Sefield to the IP codec set definedS®ction 5.4
1 Default values mape used for all other fields.

3

change ip-network-region 2

IF HETWORE REGION

Begion: 2 HE Grouop: 2
Location: 1 |inthoritative Domain: avaya.lab.com|
IName: sP Regionl Stub Network Begion: n
MEDIA PARAMETERS Intra-region IP-IFP Direct Andio: yes
ICodec Set: g| Inter-region IP-IF Direct Andio: yes
UDP Port Min: 2048 IPF Andic Hairpinning? n

UDP Port Max: 3345
DIFFSERV/T0OS PARAMETERS
Call Control PHBE Value:
Andio PHB Value:
Video PHB Value:
802.1F/Q) PARAMETERS
Call Control 802.1p Priority:
Andio B802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE BESEEVATION PARAMETERS
H.323 IP ENDPOINTS REVP Enabled? E
H.323 Link Bounce Recovervy? ¥
Idle Traffic Interval (=ec): 20
EFeep-Alive Interval (sec): 5
Feep-Alive Count: 5

& I o
=27 (=30 (=]

jLn Jem |en
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OnPage 4 define the IP codec set to be used for traffic between r@god region 1 (the rest

of the enterprise). Enter the desired IP codec set ioathec setolumn of the row with
destination regiondst rgn) 1. Default values may be used for aher fields.The following
exampleshows the settings used for t@mpliance tesit indicates that codec s2will be used

for calls between region (Zhe service provider region) and region 1 (the rest of the enterprise).

3

change ip-network-region 2

Sonurce Begion: 2 Inter Network Begion Connection Management I M
G A t

d=t codec direct WAN-BW-limits Video Intervening Dyn A G o

rgn s=set WAN TUnits Total HNorm Prio Shr Begions CAC R L e

1 ¥ Holimit n__ t

2 2 all

3 - -

4 . N

5 _ [

6 - -

7 - -

8 - -

5 - -

10 - _

11 - _

12 - _

13 - _

14 - _

15 _

5.6. Signaling Group

Use theadd signalinggroup command to create a signaling group betw€emmunication
Manager andéession Manager for use by the service provider trunk. Thislisigrmggoup is used
for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling groupaas used and was configured usihg parameters
highlighted below, shown on the screen on the next page:

1 Set theGroup Type field to sip.

1 Set the MS Enabled field to n. This specifies the Communication Manager will serve as
an Evolution Server for the Session Manager.

1 Set theTransport Method to thetransporiprotocol to be used between Cormication
Manager and Ss®nManagerFor the compliance tegts was used.

1 Set thePeer Detection Enabledield toy. ThePeerServerfield will initially be set to
Othersand cannot be changed via administration. LaterPdexServer field will
automatically change t8M once Communication Manager detects its peer is a Session
Manager

Note: Oncethe PeerServerfield is updatedo SM, the system changes the default values of the
following fields, setting them tdisplayi only:
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T Prepend 6+6 to Outgoing Calling/ Al @isting/ D
changed tg.

T Remove 6+6 from Incoming Call ed/Nuabkrs?i ng/ Al
is changed to.

1 Set theNear-end Node Nameo procr. This node name maps to the IP address of the
Communication Manager as definedSaction 5.3

1 Set theFar-end Node Nameo SM. This node nae maps to the IP address of Session
Manager as defined irfsection 5.3

1 SettheNear-end Listen PortandFar-end Listen Portto a valid unused port instead of
the default welknown port value. (For TLS, the wethown port value is 5061This is
necessargo Session Manager can distinguish thusk from the trunk used for other
enterprise SIP traffic. ie compliance test was conducted withNear-end Listen Port
andFar-end Listen Portset to5071.

1 Set heFar-end Network Regionto the IP network region defined for the Service

Provider inSecton 5.5,

Set theFar-end Domainto the domain of the enterprise.

Set theDTMF over IP field to rtp-payload This value enables Communication Manager

to send DTMF transmissions using RFC 2833.

1 SetDirect IP-IP Audio Connectionstoy. This field will enable media shuffling on the
SIP trunk allowing Communication Manager to redirect media traffic directly between
the Avaya SBCE and the enterprise endpoint. If this value is setlien the Avaya
Media Gatewayor Media Servewill remain in the media path of all calls between the
SIP trunk and the endpoint. Depending on the number of media resources available in the
Avaya Media Gatewagnd Media Servethese resources may be depleted during high
call volume preventing additional calls from completing.

1 Default values may be used for all other fields

= =4

change signaling-group 2
SIGHALING GROUP
Gronp Number: 2 Groop Type: sip
| IMS Enabled? nl| Transport Method: tls
Q-SIF? n
IP Video? n Enforce SIPS DRI for SETE? w
|Peer Detection Enabled? y| Peer Server: SM Clustered? n
Prepend '4+' to Omtgoing Calling/Alerting/Diverting/Connected Puoblic Numbers? v
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIFP Criszis Calls? n
Near-end Node Name: procr Far-end Node Name: SM
Near-end Listen Port: 5071 Far-end Listen Port: 5071 |
Far-end Network Region: 2
Far-end Domain: avava.lab.com!
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF owver IP: rtg—gailoadl Direct IP-IFP Amndio Connections?;a
Session Establishment Timer (min): 3 IP Andio Hairpinning? n
Enable Layer 3 Test? n Initial IP-IF Direct Media? n
H.323 Station Omtgoing Direct Media? n Alternate Route Timer (sec): [
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5.7. Trunk Group

Use theadd trunk -group command to create a trunk group for the signaling group created in
Section 5.6 For the compliance test, trugkoup 2was configured using the parameters
highlighted below.

T
T
T

= =4 =

change tronk-grouop 2

Set theGroup Type field to sip.

Enter a descriptive name for t@#oup Name.

Enter an available trunk access code (TAC) that is consistent with the existing dial plan
in theTAC field.

Set theService Typefield to public-ntwrk.

Set theSignaling Group to the signahg group shown irfsection 56.

Set theNumber of Membersfield to the number of trunk members in the SIP trunk

group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

Default values were used for all other fields.

3

TRUNE GROUP

Grouop Number: 2 |Group Type: =ip | CDE Beports: ¥
|Group Hame : S_ewicﬂ‘rovide_r! COR: 1 TH: 1
Direction: two-way Ontgoing Display? n
Dial Access? n Hight Service:
Onene Length: E_
Service Type: Eublic—ntwrk! Anth Code? n

Member Assignment Method: aoto
Signaling Group: 2
Humber of Members: 10
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OnPage 2 verify that thePreferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval N EES must be sent
to keep the active ss®n alive. The default value 600secondsvas used

TRUNE PARAMETERS

Unicode Hame: aoto

Bedirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
|Preferred Minimom Sesszion Refresh Interval (sec): EUD|

Disconnect Supervision - In? ¥y Ont? ¥

HOIFP Treatment: aunto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: Etation—extension

]
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OnPage 3

1 Set theNumbering Format field to public. This field specifies the format of the calling
party number (CPN) sent to thesmd. Wherpublic format is used, Communication
Manager automatically inserts a A+0 sign,
ACont all AG sa&md ed | de ntTheNurdberindHrimat wasseatd er s .
public and theNumbering Format in the route pattern was setgob-unk (seeSection
5.10. Note that in the case of Motto Communications the + sign was removed from SIP
messagewith a SgMa scriptadded tdhe Avaya SBCE before sending the SIP messages
to Motto Communicationgefer toSection 7.8.

1 Set theReplace Restricted NumberandReplace Unavailable Numberdields toy.

This will allow the CPN displayed on local endpoints to be replaced with the value set in
Section 5.2if the inbound calhasenabled CPN block.

change tronk-grouop 2

TEUNE FEATURES
ACH As=zignment? o Measzured: none
Maintenance Tests? ¥

Suppress # Ootpulsing? n |Numbering Format: public |
00I Treatment: service-provider

Beplace BRestricted NHumbers? vy
Beplace Unavailable Numbers? ¥

Hold/Unhold Hotifications? v
Modify Tandem Calling Humber: no

Show ANSWERED BY on Display? ¥
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OnPage 4

1 Set theNetwork Call Redirection field toy. With this seihg, Communication Manager
will usethe SIPREFER methodor the redirection of PSTN calls that arenséerred
back to the SIP truniefer toSection 2.2.
Setthe Send DiversionHeader field to y andSupport Request Historyto n.
Set theTelephone Event Payload Typé¢o 101, the value preferred hylotto
Communications
1 Verify thatldentity for Calling Party Display is set toP-Assertedidentity.
1 Default values were used for all other fields.

= =

3

change trunk-group 2

FROTOCOL VARTATTONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Humber?
Send Transferring Party Information?

| Hetwork Call Redirection?

Build Refer-To URI of BEFER From Contact For HCR?

Send Diver=sion Header?
Support Regqunest History?
Telephone Event Payload Type:

EJHIHIH

[l =T =

Convert 180 to 183 for Early Media?

Alway=s Uze re-INVITE for Display Updates?
|Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?
Accept Bedirect to Blank User Destination?
Enable Q-SIP?

=l [[=3}=

-Asserted-Identity|

[[=J ==

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
Bequne=st URI Contents: !av—have—extra—diqits

]
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5.8. Calling Party Information

The calling party number is sentinthe 8IFr omo, &Ko ni RAt® header s.
numbering was selected to define the format of this nun3mmtion 5.7, use thechange
public-unknown-numbering command to create an entry for each extension which has a DID
assigned. DID numbers are pided by the SIP service provider. Each DID number is assigned
in this table to one enterprise internal extension or Vector Directory Numbers (MDN®
example belowfour DID numbersassignedy the service provideare shownThese DID
numberswvere used athe outbound calling party information on the service provider trunk when
cdls were originated fronthe mappeextensions.

change public-uonknown-nombering 1
HUMBERING - PUBLIC/UNENCOWH FORMAT

Total
Ext Ext Trk CPH CPNH
Len Code Grp (=) Prefix Len

Total Administered: 6

4 Maximom Entries: 99595
4
2 31201231111 11 |Hote: If an entry applies to
2 31201232222 ll|a S5IP comnnection to Avaya
2 31201233333 11 |Anra(R) Ses=zion Manager,
2 31201234444 11 | the resulting nomber mmst

_ be a complete E.164 nuomber.

Commmnication Manager
antomatically inserts
a '"+" digit in this case.
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5.9. Inbound Routing

I n general, the Aincoming cal/l handling treat
manipulate the digits received for an incoming call if necessary. Since Session Manager is

present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handlirlg tahy not be

necessary. If the DID number sentMgtto Communicationss left unchanged by Session

Manager, then the DID number can be mapped to an extension using the incoming call handling
treatment of the receiving trunk group. Usethange inccall-handling-trmt command to

create an entry for each DID.

2

change inc-call-handling-trmt tronk-group
INCOMING CALL HANDLING TEEATMENT

Service/ Homber Homber Del Insert
Featnore Digits

puoblic-ntwrk 31201233333 11 3045
puoblic-ntwrk 3120123113111 11 3042
puoblic-ntwrk 312012322322 11 3044
puoblic-ntwrk 31201234444 3046
public-ntwrk

public—-ntwrk

public-ntwrk
public-ntwrk
public-ntwrk
public—ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-ntwrk
public-—ntwrk

R D

ek
[
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5.10.0utbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route

outbound calls via the SIP trunk to the service provider. In the sample configuration, the single

digit 9 is used as the ARS access code. Enterprise callerswBl didl o r each an fAout s
This common configuration is illustrated below with little elaboration. Usetiaage dialplan
analysiscommand to define a dialed string beginning @ithf lengthl, as a feature access code

(fac).

change dialplan analysis Page 1 of 12
DIAL PLAN AHALYSIS TABLE
Location: all Percent Full: 2

Dialed Total CcCall Dialed Total CcCall Dialed Total CcCall
String Length Type String Length Type String Length Type
13 udp
dac
ext
ext
udp
ext
dac
ext
fac _
Facl . .
dac
dac

PRI IR A A R R Y

T PP EEEEEEE
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Use thechange featureaccesscodescommand to configur@ as theAuto Route Selection
(ARS) T Access Code 1

change feature-access-codes Page 1 of 18
FEATURE ACCESS CODE (FAC)
fibbreviated Dialing List1 Access Code:
Abbreviated Dialing List? Access Code:
fibbreviated Dialing List3 Access Code:
|abbreviated Dial - Prgm Group List Access Code:

Announcement Access Code: HY
Answer Back Access Code:
Attendant Access Code:
Auto Alternate Routing (AAR) Access Code: 8

|fiuto Route Selection {ARS) - fAccess Code 1: 9 | Access Code 2:
Automatic Callback Activation: Deactivation:
|call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced 3tatus: Act: Deactivation:

Gall Park Access Code:

Call Pickup Access Code:

|CAS Remote Hold/Answer Hold-Unhold Access Code:

CDR Account Code Access Code:

Change COR Access Code:

Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:

Contact Closure Dien Code: Close Code:
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Use thechange ars analysi€ommand to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. Segection 2.1for the complete list of call types tested. All dialed strings are
mapped to route pattern\&hich contains the SIP triargroup to the servicprovider.

For international call to the U.S. (e.g., dialing: 90017863311234):

change ars analysis 001
ARS DIGIT AMNALYSTIS TABLE
Location: all Percent Fuoll: 1
Dialed Total Ronte Call Hode ANT
String Min Max Pattern Type Hum Reqgd
![J 01 13 18 2 intl _ n |
01 1z 1z 2 natl _ n
011 10 18 2 intl . n
040 3 3 ) svel __ [
045 13 13 2 natl _ n
101 x=x=xD 8 8 deny op _ n
101 x=x=xD 18 18 deny op _ n
101 x=xx01 16 24 deny iop _ n
10 x=xx011 17 25 deny intl _ n
101 x==x] 18 18 deny fnpa _ n
10x=x0 6 6 denvy op - n
10=x=x0 16 16 deny op _ n
10=x=x01 14 22 deny iop _ n
10=xx011 15 23 deny intl _ n
10=xx] 16 16 deny fnpa _ n
|
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use thehange routepattern command to configure the parameters for the
service provider trunk route pattern in the following manner.eXanple below shows the
values used for route pattern 2tire compliance test.

1 Pattern Name Enter a descriptive name.

1 Grp No: Enter the outbound trunk group for the SIP service provider.

1 FRL: Set the Facility Restriction LeveFRL) field to a level hat allows access to this
trunk for all users that require it. The valueDa$ the least restrictive level.

1 Numbering Format: Set topub-unk. All calls using this rate pattern will use the public
numbering table. See setting of thembering Format in the trunk group form for full
details inSection 5.7

change rounte-pattern 2
Pattern Humber: 2 Pattern Hame: Serv. Provider

SCCAN? n Secure S5IP? n U=zed for S5IP =tation=? n

Grp FEL HPA Pfx Hop Teoll Ho. Inserted DCS/ IXC

Ho Mrk Lmt List Del Digits Q5IG

Dgts= Intw

] ey n user
2 _ . _ __ J— J— n nser
3 . _ __ J— J— n nser
4: _ _ __ _ __ J— J— n nser
5 . _ __ J— J— n nser
6: _  _ ___ _ __ J— J— n nser

BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PABEM Sub HNumbering LAR

01 2M4W Bequnest Dgt=s Format
1: ¥ ¥ ¥¥¥n n rest l [pob-unk] none
2: Y ¥ ¥ ¥¥ynon n rest _ none
3 ¥y ¥ ¥y ¥yy¥ynon n rest _ none
4: Yy ¥ ¥ ¥¥yn n rest _ none
S: ¥y ¥ ¥ ¥ ¥ynon n rest _ none
6: Y ¥ ¥ ¥y¥ynon n rest _ none

.

Note - Enter thesave translationcommandnot shown}o save althechanges made to the
Comnunication Manager configuration in tpeevious sections.
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

T

T
T
T

SIP domain
Logical/physical Locatiosithatcan be occupied by SEntities.
Adaptation module to perform header manipulations.

SIP Entities corresponding to CommunicatioarMger, S&sion Manageand theAvaya
SBCE

Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIEntities

Routing Policies, which control call routing between the SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed

The following sections assume thhag initial configuration of Session Manager and System
Manager haslready beesompletedand that network connectivity exists between System
Manager and Session Manager.
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the blmasserGUI of System
Manager, usingthe UR fiht t-pddr € <3 p/ SMGRaod,d rwehsesr>e0 fi<si pt he
of System Manager. Log in with the appropriate credentials and clickg®n (not shown).

The screen shown below is then displayetjerelementsselectRouting A Domains

AVAYA & Users v F Elements v

@ Services v | Widgets v Shortcuts v - ‘ = |admin

Aur. n Manager 8.0
System Resource Utilization Notifications * Application State *
= License Status Active
Deployment Type VMuware
14 Multi-Tenancy DISABLED
7 ‘00BM State DISABLED
- Hardening Mode Standard
¢ r t var
Alarms Information * Shortcuts *
Elements GNRL  Sync Status Drag shartcuts here
™ 1 [}
Messaging 1 ]
Session Manager 1 |
T , System Manager 1 | ]
UCM Applications 16 [ ]
Routing > Domains
Current Usage:
USERS
S SIMULTANEOUS ADMINISTRATIVE LOGINS
Time Ranges
Routing Policies
Dial Patterns
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The navgation tree displayed in the left pane below will be referenced in subsequent sections to
navigate to items requiring configuration. Most items discussed in this section will be located
under theRouting link shown below.

AVAYA &Users v S Elements v #Services v | Widgets v  Shorteuts v - ‘ — | admin

Aura® System Manager 8.0

Routing
Routing . Help 2
Domain Management
Domains — , )
‘B| |‘M0re Actions ~ |
Locations ~
1 Item Filter: Enable
] |Name |Type Notes
[ avaya.lab.com sip HG V-Domain
< >
Select : All, None
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6.2. SIP Domain

Create a entry for each SIP domaiar which Session Manager will need to be aware in order to
route calls. For the compliance test, thissthe enterprise domaiayaya.labcom Navigate to
Routing A Domainsin the lefthand navigation pane and click tNew button in the right pane
(not shown). In the new right pane that appears (shown below), fill in the following:

1 Name: Enter the domain name.

1 Type: Selectsip from the pultdown menu.

1 Notes:Add a brief description (optional).
1 Click Commit to save

The screen below shows the entry for the enterprise domain

AVAVA & Users v S Elements v # Services v | Widgets v  Shortcuts v - ‘ — | admin
Auraf

Aur; Manager 8.0

Help ?
Routing epe

Domain Management

Domains
New More Actions ~

Locations

1ltem & Filter: Enable
Adaptations [ [name Type Notes
O [avaya.lab.com sip HG V-Domain
SIP Entities < >

Select : All, None

Time Ranges

Routing Policies

Dial Patterns

6.3. Locations
Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purpcses of bandwidth managemecd)l admission contrand locatiorbased routingTo add a
location, navigate t®outing A Locationsin the lefthand navigation pane and click tRew
button in the right pane (not shown). In tAeneral section, enter #fdlowing values:

1 Name: Enter a descriptive name for the location.

1 Notes:Add a brief description (optional).
1 Click Commit to save
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The following screen shows the locationallstfor the location name8lession Manager
Later, this location will bassigned to the SIP Entity corresponding to Session Mar@ter.
location parameters (not shown) retained the default values.

AVAVA & Users v Elements v 4% Services v | Widgets v  Shortcuts v - ‘ — | admin

ystem Manager 8.0

Help ?

Location Details

General

* Name: |Session Manager

Notes: |VMware Session Manager

Dial Plan Transparency in Survivable Mode
Enabled: []

Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units: |Kbit/sec ﬂ

Total Bandwidth:

Multimedia Bandwidth:

The following screen shows the locationadkstfor the location namedommunication
Manager. Later, thidocation will be assigned to the SIP Entity corresponding to
Communication Manager. Other location parameters (not shown) retained the default values.

& Users v Elements v  £# Services v | Widgets ~v  Shortcuts v - ‘ = |admin

Help ?
Location Details
General
* Name: |Communication Manager |
Notes: |VMware Communication Manager|
Dial Plan Transparency in Survivable Mode
Enabled: []
Listed Directory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units: |Kbit/sec ﬂ
Total Bandwidth:
Multimedia Bandwidth:
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The following screen shows the locaticetails for the location namedvayaSBCE. Later, this
location will be assigned to the SIP Entity corresponding to the Avaya SBCE. Other location
parameters (not shown) retained the default values.

AVAYA

Aanager 8.0

& Users v S Elements v  #} Services v ‘ Widgets v  Shortcuts v - ‘, = | admin

Help ?

Location Details

General

* Name: |Avaya SBCE

Notes: |VMware Avaya SBCE

Dial Plan Transparency in Survivable Mode

Enabled: []
Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units: | Kbit/sec ﬂ

Total Bandwidth:

Multimedia Bandwidth:
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6.4. Adaptations

In order to improve interoperability with thirdagy elements, Sessidanager 8.Incorporates
the ability to use Adaptation modules to remove specific headers that are either Avaya
proprietary or deemed excessive/unnecessary foAvaga elements.

For the comphnce test, an Adaptation nanféill_Outbound_Header Removatas created to

block the following headers from outbound messages, before they were forwarded to the Avaya
SBCE: AV-CorrelationID, Alert-Info, EndpointView, P-AV-MessagdD, P-ChargingVector

and RLocation. These headers contain private information from the enggrptiéch should not

be propagated outside of the enterprise boundaries. They also add unnecessary size to outbound
messages, while they have no significance to the service provider.

Navigate toRouting A Adaptations in the lefthand navigation pane andaoi the New button
in the right pane (not shown). In the new right pane that appears (shown below), fill in the
following:

1 Adaptation Name: Enter an appropriate name.

1 Module Name Select theDigitConversionAdapteoption.

1 Module Parameter Type SelectNameValue Parameter

Click Add to add the name and value parameters, as follows:
1 Name EntereRHdrs This parameter will remove the specified headers from
messages in the egress direction.
1 Value: Enterii A | -imfo,tP-Charging-Vector, AV-GlobalSessionlD, AV-Correlation
ID, P-AV-Messaged, P-Location, EndpointVi e w0
M Click Commit to save
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The screen below shows the adaptation created for the compliance test. This adaptation will later
be applied to the SIP Entity corresponding to thay® SBCEAII other fields were left atheir

default values.

AVAyA & Users v F Elements v ¥ Services v Widgets v Shortcuts - ‘ = ‘ admin

Aur: em Manager 8.0
Home Routing * Routing x
Help ?
Adaptation Details
General
* Adaptation Name: CM_oOutbound_Header_Removal
* Module Name: |DigitConversionAdapter
Module Parameter Type: Name-Value Parameter
Adaptations
|E| | Remove |
Adaptations —
B 0 ‘Name . |value
"Alert-Info, P-Charging-Vector, AV-Global- A
[ |lerrdrs Session-ID, AV-Correlation-ID, P-AV-Message-id,
Select : All, None
Egress URI Parameters:
Notes:
Digit Conversion for Incoming Calls to SM
|Add| |Remove|
0 Items Filter: Enable
‘Mah:hing Pattern |Min |Ma)( |Phone Context Delete Digits Insert Digits Address to modify Adaptation Data |Nutes ‘
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6.5. SIP Entities
A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which indudes Communication Manager and fheaya SBCE. Navigate tBouting A
SIP Entities in the left navigation pane and click on thew button in the right pane (not
shown). In theGeneral section, enter the following values. Use default values for all rengaini
fields:
1 Name: Enter a descriptive name.
1 FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signalingseeFigure 1).
1 Type: SelectSession Managefor Session Manage€M for
Communication Manager ar&lP Trunk (or Other) for the Avaya SBCE
1 Adaptation: This field is only present ifype is not set td&session Manager
If Adaptations were to be created, here is where Waayd beapplied tathe entity.
1 Location: Select the location that appliesthe SIP Entity being created,
defined inSection 63.
Time Zone: Select the time zone for the location above.

1
T Click Commit to save

The following screen shows the addition of 8ession ManageS8IP Entityfor Session
Manager The IP address of the SessManager Security Module entered in th&QDN or IP
Addressfield.

AVAyA & Users v S Elements v  # Services v Widgets v Shortcuts v - ‘ E ‘ admin

Aura® System Manager 8.0

Help #
SIP Entity Details

General

* Name: |Session Manager

* 1P Address: 10.64.101.248

SIP FQDN:

SIP Entities |'lvpe: Session Manager ﬂl

Notes: VMware Session Manager

Entity Links

|Lo|:ation: Session Manager I [~]

Outbound Proxy: ﬂ

|Time Zone: America/New_York | ﬂ

Minimum TLS Version: Use Global Setting|v|

Credential name:

Monitoring
SIP Link Monitoring: |Use Session Manager Configuration| ™|

CRLF Keep Alive Monitoring: |CRLF Monitoring Disabled ﬂ
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The following screen shows the addition of @@mmunication ManagefTrunk 2 SIP Entity

for Communication Manager. In order for Session Manager to send SIP service provider traffic
on a separate entity link to Communication Manager, the creation of a separate SIP entity for
Communication Manager is required. This SIP Entity shbeldifferenthantheone created

during the Session Managestallation used by all other enterprise SIP traffic. T@DN or
IPAddressf i el d i s set t grodrdinterfaceln Comndunieaations Maodgaist h e
seen inSection 5.3 Select thdocation that applies to the SIP Entity being created, defined in
Section 63. Select thélime Zone.

& Users v/ Elements v £ Services v Widgets v  Shortcuts v - ‘ —] | admin

Help ?
SIP Entity Details

General

* Name: Communication Manager Trunk 2
* FQDN or IP Address: 10.64.101.241
Type: CM [v]

SIP Entities Notes: Used for SP Testing

Entity Links Adaptation: ﬂ

- | Location: Communication Managerﬂl
T

|Time Zone: |America/New_York | ﬂ

Routing Palicies

* SIP Timer B/F (in seconds): 4
Dial Patterns Minimum TLS Version: [Use Global Setting|v|
Credential name:

Securable: []

call Detail Recording: [none [v|
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The following screen shows the addition of feyaSBCE SIP Entity for the Avaya SBCE
1 TheFQDN or IP Addressfield is set to the IP address of the SBC private network
interface (se€&igure 1).
1 On theAdaptation field, the adaptation moduf@M_Outbound_Header_Removal
previously defined irsection 64 was selected.
1 Select the location that applies to the SIP Entity being created, defiSedtion 63.
1 Select théelime Zone.

& Users v S Elements v £ Services v Widgets v  Shortcuts v - ‘ = ‘ admin

Help 2
SIP Entity Details

General

* Name: |Avaya SBCE

* FQDN or IP Address: |10.64.101.243

Type: |SIP Trunk ~

SIP Entities Notes: VMware Avaya SBCE

Entity Links Adaptation: CI"I_Outbaund_Header_RemovaIﬂ

Location: |Avaya SBCE [v]

Time Zone: America/New_York ﬂ

Routing Policies

* SIP Timer B/F (in seconds): |4
Do . Minimum TLS Version: Use Global Settingﬂ
Credential name:

Securable: [

Call Detail Recording: [none  [V]
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6.6. Entity Links

A SIP trunk between Session Manager and a telephony systiestiged by an Entity Link.
Two Entity Links were createdin entity linkto Communication Manager for use oriy
service provider traffic andn entity linkto the Avaya SBCE. To add an Entity Link, navigate to
Routing A Entity Links in the left navigation pane and click on tdew button in the right
pane (not shown). Fill in the following fields in the new row that is displayed:
1 Name: Enter a descriptive name.

1 SIP Entity 1: Select the Session Manager from the elog/n menuSection6.5).
1 Protocol: Select the transport protocol used for this [[Bkction 5.6.
1

Port: Port number on which Session Manager will receive SIP reguestghe farend
(Section 5.9.

1 SIP Entity 2: Select the name of the other system from the-dmpn menySection
6.5).

1 Port: Port number on which the other system receives SIP requests from
Session Managé€6ection 5.9.

1 Connection Policy:SelectTrusted to allowcalls from the associated SIP Entity.

1 Click Commit to save.

The screen below shows tRatity Link to Communication Managefhe protocol and ports
defined here must match the values used on the Communication Manager signaling group form
in Section 5.6 TLS transport and po&071were used

AVAVA & Users v F Elements v % Services v | Widgets v Shortcuts ~ - ‘ = ‘ admin
Au o

Help
Entity Links
L Item Filter: Enable
[0 |Name SIP Entity 1 Protocol |Port SIP Entity 2 Port uvzrgde c"";“l‘i::"“ DSE:V?‘EE" Not
O |* Session_Manager N * |, Session Manager TS [v] *[5071 *[@ Communication Manager Trunk 2|  *[5071 [H] trustsd v ] | O
< >
Select : All, Nens
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The Entity Link to the Avaya SBCE is showelow; TLS transportand port5061 were used.

AVA A & Users ¥  F Elements v £ Services » | Widgets ¥  Shortcuts v = dmil
Aura y)gey . - ‘ — ‘ admin
Help
Entity Links
1 Item Filter: Enable
[m] ‘N:me SIP Entity 1 Protocol |Port |51p Entity 2 Port | v‘::‘rside |
] |* Session_Manager AS Q) Session Manager TS = 5061 *|Q Avaya sBCE =[5061 o
<
Select : All, None
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6.7. Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified inSection 65. Two routing policiesvereadded;an incoming policy with
Communication Managexs the destination arah outbound policy witthe Avaya SBCEs the
destination To add a routing policy, navigateRmuting A Routing Policiesin the left
navigation pane and click on thiew button in the right pane (not showiihefollowing screen
is displayed:

1 IntheGeneralsection, entea descriptivdlNameand ald a brief descriptionnderNotes
(optional).

1 IntheSIP Entity as Destinationsection, clickSelect The SIP Entity List page opens
(not shown). Choostine approgate SIP entity to which this routing policy applies
(Section 65) and clickSelect The selected SIP Entity displays on Beuting Policy
Details page as shown below.

1 Use default values for remaining fields.

1 Click Commit to save.

Thefollowing screens show the Routing PolEifer Communication Manager atite Avaya
SBCE

AVAyA & Users v /S Elements v % Services v Wwidgets v Shortcuts v - ‘ = ‘ admin
Aur:

Help 7

Routing Policy Details

General

* Name: [To CM Trunk 2

Disabled: []
* Retries: |0

Notes: |For inbound calls to CM via Trunk

SIP Entity as Destination

| Select |
Name FQDN or IP Address Type Notes
|Communicatmn Manager Trunk 2 10.564.101.241 ™ Used for SP Testing
< >
Time of Day
\@| |Remove| |View Gaps/Overlaps|
1Item & Filter: Enable
D |R.anking - |Name ‘I“Ion |Tue |WE¢| |Thl] |Fri ‘Sat ‘Sun ‘Stnl't Time End Time Notes
[} (1] 24/7 d o v o o | | 00:00 23:59 Time Range 24/7
< >
Select : All, None
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& Users v Elements v 4 Services v Widgets ¥ Shortcuts - ‘ = ‘ admin

Help 7

Routing Policy Details

General

* Name: |Avaya SBCE

Disabled: []
* Retries: |0

Notes: |For outbound calls to SP via ASB(

SIP Entity as Destination

Select

Name FQDN or IP Address Type Notes

Routing Policies

Avaya SBCE 10.64.101.243 SIP Trunk VMware Avaya SBCE

Dial Patterns

Time of Day

Add Remove View Gaps/Overlaps

1 Item & Filter: Enable
[] |Ranking ~ [Name Mon Tue Wed Thu Fri sat Sun Start Time End Time Notes
O [o 24/7 ¥ i i i ! i i 00:00 23:59 Time Range 24/7

Select : All, None

6.8. Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route ¢allm Communication Manageo the service

providerand vice versaDial Patters define which route policy will be selected for a particular

call based on the dialed digits, destination domain and originating location. To add a dial pattern,
navigate tdRouting A Dial Patternsin the left navigation pane and click on tdew button in

the right pane (not shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values:
1 Pattern: Enter a dial string that will be matched against the Reduiesof the call.
1 Min: Enter a minimum length used in the match criteria.
1 Max: Enter a maximum length used in the match criteria.
1 SIP Domain: Enter the destination dam used in the match aiia, or seleciALL O
to route incoming calls tall SIP domains.
Notes: Add a brief description (optional).
In theOriginating Locations and Routing Policiessection, clickAdd. From the
Originating Locations and Routing Policy Listthat appears (not shown), select the
appropriate originating location for use in the match crit@extion 63).
1 Lastly, select the routing policy from the list that will be used to route all calls that match
the specified criteriéSection 67). Click Select(not shown).
1 Click Commit to save.

= =4

The following screen illustrates an example dial pattern useeriy inbound PSTN calls to
Communication Managem the example, calls to ddigit numbers startingith 31, arriving
from locationAvayaSBCE, usedroute policyTo CM Trunk 2 to Communication Managefhe
SIP Domain was set #vaya.lab.com
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