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Abstract

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.5, Avaya Aura® Session Manager Release 6.1, and the Avaya Session
Border Controller for Enterprise, with the Verizon Business Private IP (PIP) IP Trunk service.

Avaya Communication Server 1000E Release 7.5 has not been independently certified by
Verizon labs. These Application Notes can be used to facilitate customer engagements
via the Verizon field trial process, pending Verizon labs independent certification.

The Verizon Business IP Trunk service offer referenced within these Application Notes is
designed for business customers with an Avaya SIP trunk solution. The service provides local
and/or long distance PSTN calling via standards-based SIP trunks directly, without the need
for additional TDM enterprise gateways or TDM cards and the associated maintenance costs.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect

Program at the Avaya Solution and Interoperability Test Lab., utilizing a VVerizon Business
Private IP (PIP) circuit connection to the production Verizon Business IP Trunking service.
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1. Introduction

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E (CS1000E) Release 7.5, Avaya Aura® Session Manager Release 6.1, and the Avaya
Session Border Controller for Enterprise (ASBCE), with the Verizon Business Private IP (PIP) IP
Trunk service. The Verizon Business IP Trunk service provides local and/or long-distance calls
via standards-based SIP trunks.

Avaya CS1000E Release 7.5 has not been independently certified by Verizon labs. These
Application Notes can be used to facilitate customer engagements via the Verizon field trial
process, pending Verizon labs independent certification.

Customers using Avaya CS1000E with the Verizon Business IP Trunk SIP Trunk service are able
to place and receive PSTN calls via the SIP protocol. The converged network solution is an
alternative to traditional PSTN trunks such as ISDN-PRI.

Verizon Business IP Trunk service offer can be delivered to the customer premise via either a
Private IP (PIP) or Internet Dedicated Access (IDA) IP network terminations. Although the
configuration documented in these Application Notes used Verizon’s IP Trunk service terminated
via a PIP network connection, the solution validated in this document also applies to IP Trunk
services delivered via IDA service terminations.

For more information on the Verizon Business IP Trunking service, including access alternatives,
visit http://www.verizonbusiness.com/us/products/voip/trunking/

2. General Test Approach and Test Results

The Avaya CS1000E location was connected to the Verizon Business IP Trunk Service, as
depicted in Figure 1. The Avaya equipment was configured to use the commercially available SIP
Trunking solution provided by the Verizon Business IP Trunk SIP Trunk Service. This allowed
Avaya CS1000E users to make calls to the PSTN and receive calls from the PSTN via the Verizon
Business IP Trunk SIP Trunk Service.

2.1. Interoperability Compliance Testing
The SIP trunk interoperability testing included the following:

e DNS SRV to determine the Verizon IP Trunk SIP signaling information, using UDP for
SIP signaling and full SIP headers. The use of DNS SRV is optional, and the configuration
was tested with static configuration of the Verizon SIP signaling IP Address and port as
well as with the DNS SRV configuration.

e Incoming calls from the PSTN were routed to the DID numbers assigned by Verizon
Business to the Avaya CS1000E location. These incoming PSTN calls arrived via the SIP
Trunk and were answered by Avaya SIP telephones, Avaya IP UNIStim telephones, Avaya
digital telephones, and analog telephones and fax machines. The display of caller ID on
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display-equipped Avaya CS1000E telephones was verified. Avaya CS1000E sent 180
Ringing (without SDP) for calls ringing to an Avaya CS1000E telephone user.

e Outgoing calls from the Avaya CS1000E location to the PSTN were routed via the SIP
Trunk to Verizon Business. These outgoing PSTN calls were originated from Avaya SIP
telephones, Avaya IP UNIStim telephones, Avaya digital telephones, and analog
telephones and fax machines. The display of caller ID on display-equipped PSTN
telephones was verified. Outbound calls using “fast answer” (200 OK from Verizon
without a preceding 18x) were also tested successfully.

e Proper disconnect when the caller abandoned a call before answer for both inbound and
outbound calls.

e Proper disconnect when the Avaya CS1000E party or the PSTN party terminated an active
call.

e Proper busy tone heard when an Avaya CS1000E user called a busy PSTN user, or a PSTN
user called a busy Avaya CS1000E user (i.e., if no redirection was configured for user busy
conditions).

e Various outbound PSTN call types were tested including long distance, international, toll-
free, operator assisted, directory assistance, and non-emergency x11 calls.

e Requests for privacy (i.e., caller anonymity) for Avaya CS1000E outbound calls to the
PSTN were verified. That is, when privacy was requested by Avaya CS1000E, outbound
PSTN calls were successfully completed while withholding the caller ID from the displays
of display-equipped PSTN telephones.

e Privacy requests for inbound calls from the PSTN to Avaya CS1000E users were verified.
That is, when privacy was requested by a PSTN caller, the inbound PSTN call was
successfully completed to an Avaya CS1000E user while presenting an “anonymous”
display to the Avaya CS1000E user.

e SIP OPTIONS monitoring of the health of the SIP trunk was verified. Both Verizon
Business and the Avaya Session Border Controller for Enterprise were able to monitor
health using SIP OPTIONS. The ASBCE configurable control of SIP OPTIONS timing
was exercised successfully.

e Incoming and outgoing voice calls using the G.729A and G.711 ULAW codecs, and proper
protocol procedures related to media.

e DTMF transmission for incoming and outgoing calls.

¢ Inbound and outbound long holding time call stability.

e Telephony features such as call waiting, hold, transfer using re-INVITE and conference.
Note that CS1000E will not send REFER to the Verizon network.

¢ Inbound calls from Verizon IP Trunk Service that were call forwarded back to PSTN
destinations via Verizon IP Trunk Service, presenting true calling party information to the
destination PSTN telephone.

e Proper DiffServ markings for SIP signaling and RTP media.

Inbound and outbound fax calls.

¢ Inbound and outbound G.729A voice calls for which intentionally induced ambient fax

tone “noise” caused Verizon to issue a re-INVITE to G.711.
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2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results. The
following observations were noted:

e T.38 Fax: Verizon has implemented T.38 Fax in their network, however Verizon does not
re-invite to T.38 so outbound faxes will completed at G.711.

e Avaya CS1000E does not support sending REFER: Incoming Verizon IP Trunk calls
that are transferred back out to the PSTN via the Verizon IP Trunk service will continue to
traverse the enterprise site (i.e., will not be released via a REFER-based transfer).

e Transfer from PSTN to PSTN: Assume a call is active between a CS1000E telephone
user and a PSTN user “A”. To allow the CS1000E user to transfer the call using the
Verizon IP Trunk service to another PSTN user “B”, patch P30224_1.ntl must be enabled.
For the information on how to obtain and apply this patch, please visit
http://support.avaya.com.

¢ Blind transfer off-net, calling party on PSTN does not hear ringback tone when the
called PSTN is ringing: This limitation is encountered when performing a workaround to
support a blind transfer call without an UPDATE/SDP method. Before completing the
transferred call, the CS1000E uses an UPDATE/SDP method to anchor ring back tone on
the 2" leg to the 1% leg. However, Verizon does not support this method, it rejects the
UPDATE/SDP with a “500 Internal Server Error” response. A workaround has been made
to eliminate the UPDATE method on inbound signaling, that makes the CS1000E
automatically disable UPDATE from being sent to Verizon. This is achieved by the SigMa
Script on the ASBCE in Section 7.3.4 and by enabling plug-in 501 for the CS1000E in
Section 5.7.
o Note: The CS1000E requires support of UPDATE, but Verizon does not support
this method. Not supporting UPDATE may result in significant service degradation
and feature breakage.

2.3. The SIP Trunk Redundant (2-CPE) Architecture Option

Verizon Business and Avaya developed the SIP Trunk Redundant (2-CPE) architecture to ensure
that SIP trunk calls can be automatically rerouted to bypass SIP trunk failures due to network or
component outages. The 2-CPE architecture described in these Application Notes is based on a
customer location having two units of Avaya Session Border Controllers for Enterprise. One
ASBCE is designated as Primary and the other as Secondary. The ASBCEs reside at the edge of
the customer network.

Session Manager is provisioned to attempt outbound calls to the Primary ASBCE first. If that
attempt fails, the Secondary ASBCE is used. Similarly, the Verizon Business Private IP Trunk
service node will send inbound calls to the Primary ASBCE. If there is no response then the call
will be sent to the Secondary ASBCE.
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2.4. Support

24.1 Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.4.2 Verizon

For technical support on Verizon Business IP Trunk service offer, visit the online support site at
http://www.verizonbusiness.com/us/customer/.

2.5. Known Limitations

The following limitations are noted for the sample configuration described in these Application
Notes:

e Emergency 911/E911 Services Limitations and Restrictions - Although Verizon provides
911/E911 calling capabilities 911 capabilities were not tested. It is customer’s responsibility to
ensure proper operation with its equipment/software vendor.

e Verizon Business IP Trunking service does not support G.729B codec.

Note — These Application Notes describe the provisioning used for the sample configuration
shown in Figure 1. Other configurations may require modifications to the provisioning described
in this document.

MEO; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 109
SPOC 10/1/2012 ©2012 Avaya Inc. All Rights Reserved. VZIPT_1K75ASBCE



http://support.avaya.com/
http://www.verizonbusiness.com/us/customer/

3. Reference Configuration

Figure 1 illustrates an example Avaya CS1000E solution connected to the Verizon Business IP
Trunk SIP Trunk service. The Avaya equipment is located on a private IP network. An enterprise
edge router provides access to the VVerizon Business IP Trunk service network via a Verizon
Business T1 circuit. This circuit is provisioned for the Verizon Business Private IP (PIP) service.
The optional Verizon “unscreened ANI” feature is not needed by the Avaya CS1000E, and
“unscreened ANI” is not provisioned on the production circuit used for testing.
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Figure 1: Avaya Interoperability Test Lab Configuration

In the sample configuration, the ASBCE receives traffic from the Verizon Business IP Trunk
service on port 5060. When the ASBCE is installed, a static IP Address for the Verizon SIP
signaling address and port can be entered. 1f DNS SRV is preferred, the ASBCE can be
configured to use DNS SRV, using UDP for transport, to determine the IP Address and port to be
used to send SIP signaling to Verizon. In the sample configuration, the DNS process will result in
SIP signaling being sent to IP Address 172.30.209.21 and port 5071.
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The Verizon Business IP Trunk service used FQDN pcelban0001.avayalincroft.globalipcom.com.
The Avaya CPE environment was known to Verizon Business IP Trunk Service as FQDN
adevc.avaya.globalipcom.com. For efficiency, the Avaya environment utilizing Session Manager
Release 6.1 and Communication Server Release 7.5 was shared among many ongoing test efforts
at the Avaya Solution and Interoperability Test lab. Access to the Verizon Business IP Trunk
service was added to a configuration that already used domain “avayalab.com” at the enterprise.
The ASBCE was used to adapt the “avayalab.com” domain to the domains known to Verizon.
These Application Notes indicate the configuration that would not be required in cases where the
CPE domain in Communication Server and Session Manager match the CPE domain known to the
Verizon Business IP Trunk service.

The Verizon Business IP Trunk service provided Direct Inward Dial (DID) numbers that
terminated at the Avaya CS1000E location. These DID numbers were mapped to Avaya CS1000E
users via a Session Manager adaptation. Table 1 shows a sample mapping of Verizon-provided
DID numbers to CS1000E telephone users.

Verizon Provided DID Avaya CS1000E Destination Notes
732-945-0234 x2221 Analog telephone / fax
732-945-0231 X2222 Avaya M3904 Digital

Telephone
732-945-0232 x2000 Avaya 1165E IP Deskphone
(UNIStim)
732-945-0233 x2900 Avaya 1140E IP Deskphone
(SIP)

Table 1: Sample Verizon DID to CS1000E Telephone Mappings

The following components were used in the sample configuration:

Note — The Fully Qualified Domain Names and IP addressing specified in these Application Notes
apply only to the sample configuration shown in Figure 1. Verizon Business customers will use
different FQDNs and IP addressing as required.

e Verizon Business IP Trunk network Fully Qualified Domain Name (FQDN)
o pcelban0001.avayalincroft.globalipcom.com

e Avaya CPE Fully Qualified Domain Name (FQDN)

o adevc.avaya.globalipcom.com

Avaya Session Border Controller for Enterprise(ASBCE) 4.0.5Q09

Avaya Communication Server 1000E Release 7.5

Avaya System Manager Release 6.1

Avaya Session Manager Release 6.1

Avaya 1100-Series IP Deskphones using UNIStim software

Avaya 1140E IP Deskphones using SIP software, registered to the CS1000E

Avaya M3900-Series Digital phones

Analog telephones and fax machines
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3.1. History-Info and Diversion Headers

The Verizon Business IP Trunk service does not support SIP History-Info Headers. Instead, the
Verizon Business IP Trunk service requires that SIP Diversion Header be sent for redirected calls.
The Avaya Communication Server 1000E includes History-Info header in messaging sent to
Session Manager. Session Manager can convert the History Info header into the Diversion Header
required by Verizon. This is performed by specifying the “VerizonAdapter” adaptation in Session
Manager. See Section 6.3.

The Avaya Communication Server 1000E call forwarding feature may be used for call scenarios
testing Diversion Header.

4. Equipment and Software Validated
The following equipment and software were used in the sample configuration.

Equipment/Software Release/Version
Avaya Communication Server 1000E Release 7.5, Version 7.50.17
running on CP+DC server as co-resident (with latest Patches and Deplist)
configuration Plug-in 201 Enabled
Plug-in 501 Enabled
Avaya Aura® System Manager Release 6.1.0 (Build Number
running on HP Common Server 6.1.0.0.7345 Patch 6.1.5.502)

Avaya Aura® Session Manager

running on HP Common Server Release 6.1 (Load 6.1.5.0.615006)

Avaya Session Border Controller for Enterprise

running on Dell R210 V2 server 4.0.5Q09
Avaya 1100-Series IP Deskphones (UNIStim) FW 0626C8A
Avaya 1140E IP Deskphones (SIP) SIP 04.03.09.00
Avaya M3900-Series Digital Telephone N/A
Brother Intellifax 1360 N/A

Table 2: Equipment and Software Used in the Sample Configuration
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5. Configure Avaya Communication Server 1000E

This section describes the Avaya Communication Server 1000E configuration, focusing on the
routing of calls to Session Manager over a SIP trunk. In the sample configuration, Avaya
Communication Server 1000E Release 7.5 was deployed as a co-resident system with the SIP
Signaling Server and Call Server applications all running on the same CP+DC server platform.

Session Manager Release 6.1 provides all the SIP Proxy Service (SPS) and Network Connect
Services (NCS) functions previously provided by the Network Routing Service (NRS). As a result,
the NRS application is not required to configure a SIP trunk between Avaya Communication
Server 1000E and Session Manager Release 6.1.

This section focuses on the SIP Trunking configuration. Although sample screens are illustrated to
document the overall configuration, it is assumed that the basic configuration of the Call Server
and SIP Signaling Server applications has been completed, and that the Avaya Communication
Server 1000E is configured to support analog, digital, UNIStim, and SIP telephones

Configuration will be shown using the web based Avaya Unified Communications Management GUI.
The Avaya Unified Communications Management GUI may be launched directly via https://<ip-
address> where the relevant <ipaddress> in the sample configuration is 10.80.140.202.

The following screen shows an abridged log-in screen. Log in with appropriate credentials.

User ID: |admin

Password: |eesssssesse

Log In

- . . . q WU
5o to central login for Single Sign-0On Change Password

Alternatively, if System Manager has been configured as the Primary Security Server for the
Avaya Unified Communications Management application and Avaya Communication Server
1000E is registered as a member of the System Manager Security framework, the Element
Manager may be accessed via System Manager. In this case, access the web based GUI of System
Manager by using the URL “http://<ip-address>/SMGR”, where <ip-address> is the IP address
of System Manager. Log in with appropriate credentials. The System Manager Home Page will
be displayed. Under the Services category on the right side of the page, click the UCM Services
link (not shown).
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The Avaya Unified Communications Management Elements page will be used for configuration.
Click on the Element Name corresponding to “CS1000” in the Element Type column. In the
abridged screen below, the user would click on the Element Name “EM on vz_cs1k”.

Avaya Unified Communications Management

Host Mame: 10.80.140.202  Software Yersion: 02.20.0023.00{5187)  User Name admin

Elements

optionally filter the list by entering a search term.

| Search | Resetl

maa| DETT DoEEEN

I~ ElementMame Element Type « Release
1T EMonwvzcsik C51000 iRl
2 [0 wzcslkavayalab.com (primard Linux Base 74

[ 10.80.141.21 Media Gatewsay Controller 7.5

4 HESMonwzcsik Metwork Routing Service iRl

Mew elements are registered into the security framewaork, or may be added as simple hyperlinks. Click an element name to launch its management service. You can

E B
Address Description ;I
10.80.141.202 MNenw

element.
10.80.140.202 Base 0S5

element.
10.80.141.201 MNenw

element.
10.80.141.202 MNenw

element.

5.1. Node and Key IP Addresses

Expand System = IP Network on the left panel and select Nodes: Servers, Media Cards.

The IP Telephony Nodes page is displayed as shown below. Click “<Node id>" in the Node ID
column to view details of the node. In the sample configuration, Node ID “1004” was used.

AV/-\yA CS1000 Element Manager
~ UCM Hetwork Services _~| Managing: 10.80.141.202 Username: admin2
_Home System » IP Metwork » IP Telephony Nodes
_Links IP Telephony Nodes

= Wirtual Terrminals Clickthe Mode |0 to view or edit its properties.
- System

+Alarms

Add. I Impon...l Expon...l Delete

- Maintenance
+ Core Equipment

- Peripheral Equipment [~ Mode D« Components Enabled Applications ELAM IP
- IF. Metwork SIF Ling, LTPS, Gateway
-Hodes Servers, Wedia Cards [~ 1004 1 | '

{SIPGw )

- Maintenance and Reports
[~ Component servers and cards

- hedia Gateways

Show: [ Modes

v IPvE address

Frint | Refresh

MNodedTLAM [Pvd  Mode/TLAM [PvE  Status

10.80.140.203 Synchronized
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The Node Details screen is displayed with additional details as shown below. Under the Node
Details heading at the top of the screen, make a note of the Node 1PV4 address under Telophony
LAN (TLAN). In the sample screen below, the Node IPV4 address is “10.80.140.203”. This IP
address will be needed when configuring Session Manager with a SIP Entity for the CS1000E.

CS51000 Element Manager

Managing: 10.60.141.202 Username: admin2
System » IP Network » IP Telephony Modes » Mode Details

Node Details (ID: 1004 - SIP Line, LTPS, Gateway ( SIPGw })

Mode (D |1 Qo4 * [0-9995)

Call server IP address: |1D.ED.141 202 ¢ TLAM address type: & |Pyd only
" IPvd and IPvG

Embedded LAN (ELAN) Telephomy LAN (TLAN)

Gatewsay IP address: |1D.BD.141.1 * Mode IPvd address: I'IEI.BEI.MEIEEIS *
Subnet mask: |§55.255.255.E| * Subnet mask: |§55.255.255.D ®

Mode IPvE address: |

The following screen shows the Associated Signaling Servers & Cards heading at the bottom of
the screen, simply to document the configuration.

Associated Signaling Servers & Cards

ISeIect to add 'I Ao | Rermaye | Ilake Leader Print | Refresh

[~ Hosthame = Type Deploved Applications ELAM IP TLAM IPvd RFale
SIP Line, LTPS, Gateway, PO,

[T wzesik Signaling_Server Presence Publisher, IP Media 10.80141.202 10.80.140.202 Leader
Semices

Show: [ IPvd adidress

Mate: Only server(s) that are not part of any ather IP telephony node and deploved application(s) that match the service(s) selected for this node are
available in the servers list .
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Expand System = IP Network on the left panel and select Media Gateways. Select the media

gateway listed, here <004 00°. Click ‘Next’ (not shown).

- Maintenance and Reports

- Media Gateways

- Zones

- Host and Route Tables

- Metwork Address Translation
- @05 Thresholds

AVAVA CS1000 Element Manager Help
-UCM Network Services 21 danaging: 10.80.141.202  Username: admin
-Home System » [P Metwark » Media Gateways
-Links
- virtual Terminals Media Gateways
- System
+Alarms
- Maintenance
ey pm—— Add.. | [ Gigtalirunking .| [ Reboot | [Belete | | Vinualierminal | [More Actions |
- Petipheral Equipment
- IP Metwark IPMG IP Address Type
- MNodes: Gervers, Media Cards I 104 00 10.80.141.201 MG

The Telephony LAN (TLAN) IP Address under the DSP Daughterboard heading will be the IP
Address in the SDP portion of SIP messages, for calls requiring a gateway resource. For example,
for a call from a digital telephone to the PSTN via Verizon IP Trunk service, the IP Address in the

SDP in the INVITE message will be 10.80.140.204 in the sample configuration.

= LICH Mastwrork Serices
- Hame
- Links:
- irhual Tesrninals
- Syshem
+ Alarms
- Maintenance
+ Core Equipment
= Perpheral Equipment
=P Network

- Maintenance and Reports
- edin Calgwivg

- Zones

- Hos1and Roule Tablas

- @03 Thresholds
= Personal Dieclories
=Unicode Name Direclory
+Interfaces
= Engingansd Valugs
« Eriirgéncy Sendos
+ Sofwarne
= Cusiomesrs
- Routes and Trunks
= Roubes and Trurks
= D-Channs
= Crigital Trunk bnlgrac ¢
L= Dialing and Numbering Plans

= Modirs: Sennrs, Midia Cards

- Mebwork Address Translalon

21 managng ALBILAINJEE  Userhne: sdeind

System » P Metwork » Meda Gale = = FRAG 4 0 Property Configuration s PG 4 O Media Gatewsry SurdableisS]) Configuration

~Madia Galeway (MG5)
Horstnarmss

Ernibeddied LAN [ELAN) I stcress
Embecdded LAN (ELAN) gatevay IP sddress
Embedded LAN (ELAN) subtet mask
Telophomy LAN (TLAN) IP address
Tedopluin LAN (TLAN) gatovway 1P stdrass

Telephony LAN (TLAM) subinet mask
= DSP Daugherboard
_ Type of the DSP daughlerboeard

Tedephomy LAN (TLAN) IP adedress
Tedephomy LN (TLAN) gatewsy IP address

IPMG 4 0 Media Gateway Survivable(MGS) Configuration

MGS .

T
T R
FEmmr
T
T
FEmmr

DE128 "'I
1008007 400204

10,50, 140,1
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5.2. Virtual D-Channel, Routes and Trunks

Avaya Communication Server 1000E Call Server utilizes a virtual D-channel and associated Route
and Trunks to communicate with the Signaling Server.

5.2.1 Virtual D-Channel Configuration

Expand Routes and Trunks on the left navigation panel and select Routes and Trunks. In the
sample configuration, there is a virtual D-Channel 15 associated with the Signaling Server.

-UCM Network Services 2! Managing: 10.80.141.202 Username: admin
—Home Routes and Trunks » Routes and Trunks
-Links
- Virtual Terminals Routes and Trunks
- System
+ Alarms
- Maintenance
+ Core Equipment — Customer: 0 Total routes: 2 Total trunks: 64 Add route
- Peripheral Equipment Description
- |P Metwork +Route: 15 Type: TIE Edit| Add trunk
—Modes: Servers, Media Cards WTKNODE100451P —I
—Maintenance and Reparts . . Description
—Media Gateways +Route: 17 Type: TIE VT D4 SIPLINE Edit| _Add trunk
—Zanes

—Haost and Route Tables
—Netwaork Address Translation (N
— Q05 Thresholds
—Personal Directories
—Unicode Name Directory
+Interfaces
- Engineered Yalues
+ Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
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5.2.2 Routes and Trunks Configuration

In addition to configuring a virtual D-channel, a Route and associated Trunks must be configured.
Expand Routes and Trunks on the left navigation panel and expand the customer number. In the
example screen that follows, it can be observed that Route 1 has 32 trunks in the sample
configuration.

- UCM Network Services 21 Managing: 10.80.14.202  Username: admin2
—Home Routes and Trunks » Routes and Trunks
-Links
- irtual Terminals Routes and Trunks
- Systemn
+Alarms
- Maintenance
+ Core Equipment - Customer: 0 Total routes: 2 Total trunks: 64 Add route |
-FPeripheral Equipment Description: |
- |P Metwark Type: TIE : Edit Add trunk
- Modes: Servers, Media Cards YTKNODET00451P _I
- Maintenance and Reports +Trunk: 1-32 Total trunks: 32

- Media Gateways Description: :
_Fones +Route: 17 Twpe: TIE VTK1 04SP LINE Edltl Add trunk |
- Hostand Route Tables
- Metwork Address Translation
- o5 Thresholds
-Fersanal Directaries
- Unicaode Mame Directory
+Interfaces
-Engineered Walues
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Foutes and Trunks
-D-Channels
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Select Edit to verify the configuration, as shown below. Verify “SIP (SIP)” has been selected for
Protocol ID for the route (PCID) field and the Node ID of signaling server of this route
(NODE) matches the node shown in Section 5.1. As can be observed in the Incoming and
outgoing trunk (ICOG) parameter, incoming and outgoing calls are allowed. The Access code
for the trunk route (ACOD) will in general not be dialed, but the number that appears in this
field may be observed on Avaya CS1000E display phones if an incoming call on the trunk is
anonymous or marked for privacy. The Zone for codec selection and bandwidth management
(ZONE) parameter can be used to associate the route with a zone for configuration of the audio
codec preferences sent via the Session Description Protocol (SDP) in SIP messaging.

Customer 0, Route 15 Property Configuration

-Basic Configuration

Route data block (RDB) (TYPE) : |

Custorner number (CUST) |:||:

Route number (RGUT}'|1 5
Designator field for frunk II.’DEB}.'|‘~£TKNDDE1 D04SIF
Trunk type (TKTP) : | TIE
Incaoming and outgoing trunk QCOG) - [Inmming and Outgaing {IAD}EI
Access code forthe trunk route (ACOD) : |?9|]|]|:|1 5

Trunk type MO11F (M911F) - [

The route is for a vitual trunk route WTRK) : &

- Zone for codec selection and bhandwidth
manadement (ZOMEY ©

- Mode 1D of signaling server of this route

00099 (0- 8000)

popE; 11004 (0 - 998%)
- Protocol 1D for the route (PCID) : | SIP (SIP) =l
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Scrolling down, other parameters may be observed. The D channel number (DCH) field must
match the D-Channel number shown in Section 5.2.1.

- Mode of operation (MODE)

Integrated services digital network option (ISDN) :

[v
:| Route uses ISDN Signaling Link ISLD)  ¥|
=k

(D channel number (DCH)

|15 | (0-254)

- Interface type for route (FC)

- Private network identifier (PNI)

(FALT)
- Channel ype (CHTY)

(CTVP)

- Mobile extension outgoing type (MBXOT)

Calling number dialing plan (CNDP)

- Metwork calling name allowed (MCNA) :

- Network call redirection (MCRD) :

- = Trunk route optimization (TRO):

- Recognition of DTI2 ABCD FALT signal for ISL

- Call type for outgoing direct dialed TIE route

- Insert ESN access code (INAC) :

- Integrated sewvice access route (1SAR)

- Display of access prefid on CLID (DAPC) :
- Mobile extension roule (MBXR) :

- Mobile extension timer (MBXT) :

- [ Meridian M1 (SL1) |
: joo001 (0 - 32700)

v

v

r

: r

| B-channel (BCH) |

| Unknown Call type (UKWIN) |

[
r
r
r
:|National number (NPA) 7]

o (0- 8000 milliseconds)
: | Unknown (UKWN) |
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5.3.  SIP Trunk to Session Manager

Expand System - IP Network - Nodes: Servers, Media Cards. Click “1004” in the Node 1D
column (not shown) to edit configuration settings for the configured node.

Using the scroll bar on the right side of the screen, navigate to the Applications section on the
screen and select the Gateway (SIPGw) link to view or edit the SIP Gateway configuration.

Managing: 10.80.141.202 Username: admin2
System  IP Metwoark » P Telephony Modes » Mode Details

Node Details {ID: 1004 - SIP Line, LTPS, Gateway ( SIPGw ))

Subnet mask: E55.255.255.EI * Subnet mask: ESS.255.255.D * ;I

Mode |[PvE address: |

IP Telephony Hode Properties Applications (click to edit configuration)
Woice Gateway (WGW) and Codecs

Personal Directories (PD)
Presence Publisher
IP hiedia Services

Humbering Fones
MCDM Aternative Routing Treatrment (MALTY Causes

. e SIP Line

& Quality of Service (Q05) & Terminal Proxy Server (TPSY
. LAM o Gateway (SIP G

*« SHTP .

. .

- -

-

* Required Walue. Save I Cancel
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On the Node ID: 1004 - Virtual Trunk Gateway Configuration Details page, enter the
following values and use default values for remaining fields.
e SIP domain name:

e Local SIP port:
e Gateway endpoi
e Application nod

nt name:
e ID:

Enter the appropriate SIP domain for the customer
network. In the sample configuration, “avayalab.com”
was used in the shared Avaya Solution and
Interoperability Test lab environment. The SIP domain
name for the enterprise known to Verizon is
“adevc.avaya.globalipcom.com”, and the SIP domain
will be adapted by the ASBCE for calls to and from the
Avaya CS1000E.

Enter “5060”

Enter a descriptive name

Enter “<Node id>". In the sample configuration, Node
“1004” was used matching the node shown in Section
5.1.

The values defined for the sample configuration are shown below.

Managing: 10.80.141.202 Username: admin2
System » IP Metwaork » IP Telephony Modes » Node Details » Witual Trunk Gatesvay Configuration

MNode ID: 1004 - Virtual Trunk Gateway Configuration Details

General | 5IF Gateway Settings | SIP Gateway Services

General

Wirk gateway application

SIF domain name

Application node D

Local SIF port:
Gateway endpaint name:

Gateway password:

Enable failsafe MRS:

Wirk gatewsay application: W Enable gatewsay service on this node

Wirtual Trunk Network Health Monitor

: |SIF' Gateway (SIPGw) j ™ Maonitor IP addresses (listed below)

: |avaya|ah.cum

060

. Infarmation will be captured for the IP addresses listed
below.
£ - 655351 | Maonitor 1P Add

m + | Monitor addresses:

%

Eemaove |

: |1 004 * {0-0999)

r
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Scroll down to the SIP Gateway Settings = Proxy or Redirect Server: section.

Under Proxy Server Route 1, enter the following and use default values for remaining fields.

e Primary TLAN IP address: Enter the IP address of the Session Manager SIP
signaling interface. In the sample configuration,

“10.80.150.206” was used.
e Port: Enter “5060”.

e Transport protocol: Select “TCP”.

The values defined for the sample configuration are shown below.

Managing: 10.50.141.202 Username: admin2
System » IP Network » IP Telephony Modes » MNode Details » Virtual Trunk Gatesway Configuration

Node ID: 1004 - Virtual Trunk Gateway Configuration Details

General | SIF Gateway Settings | SIP Gateway Services
Proxy Server Route 1:

Frirnarng TLAMN 1P address: |1EI.BEI.15EI.ZDE

The IP address can have ether [Pvd or IPvG format based on the value of "TLAR
address type"

Fort: EUED (1 - 65535
Transport protocol: ITCF' vl

Options: [~ Support registration
[~ Primary COS proxy

Secondary TLAN 1P address: E.EI.EI.D

The IP address can have ether [Pvd or IPvG format based on the value of "TLAR
address type"

FPart: EUED (1 - B3535)
Transport protocol: ITCF' vl

Scroll down and repeat these steps for the Proxy Server Route 2 (not shown).
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Scroll down to the SIP URI Map section. The values defined for the sample configuration are
shown below. In general, the SIP URI Map values have been set to blank for calls that may
ultimately be routed to the Verizon IP Trunk service. The Avaya CS1000E will put the “string”
entered in the SIP URI Map in the “phone-context=<string>" parameter in SIP headers such as
the P-Asserted-ldentity. If the value is configured to blank, the CS1000E will omit the “phone-
context=""in the SIP header altogether.

Node ID: 1004 - Virtual Trunk Gateway Configuration Details

General | SIP Gateweay Settings | SIP Gateway Services

SIP URI Map:
Public E.164 domain names Ptivate domain names
National: | UDP: |
Subscriber: | CDP: |
Special number: | Special numbetr: |
LInknown: I Yacant number: |
Lnknown: |

Scroll to the bottom of the page and click Save (not shown) to save SIP Gateway configuration
settings. This will return the interface to the Node Details screen. Click Save on the Node
Details screen (not shown).

Select Transfer Now on the Node Saved page as shown below.

Managing: 10.80.141.202 Username: admin2
Swatem s IP Metweork = [P Telephony Modes » Mode Saved

Node Saved

Hode ID: 1004 has been saved on the call server.

The new configuration must also be transferred to associated servers and media cards.

Transfer Mo I‘r‘uu will e given an option to select individual servers, or transfer to all.
Show Modes I‘r*n:uu may initiate a transfer manually at a later time.
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Once the transfer is complete, the Synchronize Configuration Files (Node ID <id>) page is
displayed.

Managing: 10.50.141.202 Username: admin2
System » IP Metwwork » [P Telephony Modes » Synchronize Configurstion Files

Synchronize Configuration Files {(Node 1D <1004>)

mlote: Select components to synchranize their configuration files with call server data. This process transfers sener (M files to selected
compaonents, and requires a restant” of applications on affected serer(s) when complete.

Start Syne | Cancel I Restart Applications

Print | Refresh

[~ Hosthame Twpe Anplications Synchronization Status
SIP Line, LTPS,
) ; ; Gateway, PO, .
[T wercslk Signaling_Server Presence Publisher, Sync required

IP Media Services
* Anplication restart is only regquired for intisl system configuration o if changes have been made to general LAN configurations, SNTP settings, SIP and

H323 Gateveay seftings, network connectivity related parameters like ports and IP address, enabling or disabling services, or adding or removing application
SEFVErS,

Select the check box associated with the appropriate Hostname and click Start Sync.

Managing: 10.80.141.202 Username: admin2
System » IP Metwaork » P Telephony Modes » Synchronize Configuration Files

Synchronize Configuration Files (Node |D <1004)

mlote: Select components to synchranize their configuration files with call server data. This process transfers server IM files to selacted
components, and requires a restart” of applications on affected semver(s) when complete.

Start Sync Cancel Restart Applications Print | Refresh
¥ Hosthatne Type Applications Synchronization Status
SIP Line, LTPS,
) . ) Gateway, PD, .
yz-cslk Signaling_Server Prasence Publisher Sync required

IP Media Services

* Application restart is only required for intial system configuration or if changes have been made to general LAN configurations, SNTP zettings, SIP and
H323 Gateweay settings, network connectivity related parameters like ports and IP address, enabling or disabling services, or adding of removing application

SEMVEFS,
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The screen will automatically refresh until the synchronization is finished. The Synchronization
Status field will update from Sync required (as shown in the previous screen) to Synchronized
(as shown below). After synchronization completes, select the check box associated with the
appropriate Hostname and click Restart Applications.

Managing: 10.80.141.202 Username: admin2
System » IP Metwork » [P Telephony Modes s Synchronize Configuration Files

Synchronize Configuration Files (Node |D <1004>)

mote: Select components to synchronize their configuration files with call server data. This process transfers server IMI files to selected
components, and requires a restart™ of applications on affected semver(s) when complete.

Start Sync Cancel Restart Applications Print | Refresh

¥ Hosthame Type Anplications Synchronization Status

SIF Line, LTPS,
Gateway, PD,
Fresence Publisher,
IP Media Services

* Application restart is only required for initial system configuration or if changes have been made to general LAN configurations, SNTP =ettings, SIP and

H323 Gateway settings, network connectivity related parameters like ports and IP address, enabling or disabling services, or adding of removing application
SEFVErs.

wZ-eslk Signaling_Serner Synchronized
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5.4. Routing of Dialed Numbers to Session Manager

This section provides the configuration of the routing used in the sample configuration for routing
calls over the SIP Trunk between Avaya Communication Server 1000E and Session Manager for
calls destined for the Verizon IP Trunk service. The routing defined in this section is simply an
example and not intended to be prescriptive. The example will focus on the configuration enabling
a CS1000E telephone user to dial 9-1-303-538-7022 to reach a PSTN telephone using the Verizon
IP Trunk service. Other routing policies may be appropriate for different customer networks.

5.4.1 Route List Block

Expand Dialing and Numbering Plans on the left navigational panel and select Electronic
Switched Network. Select Route List Block (RLB) on the Electronic Switched Network
(ESN) page as shown below.

-UCM Hetwork Services Managing 1080141202 Username: admin?
—Home Dialing and Kumbering Plans » Electronic Switched Metwoark (ESR)
-Links
- Wirtual Terminals Electronic Switched Network (ESN)
+ System
- Customers
- Rowtes and Trunks - Customer 00
- Routes and Trunks - Network Control & Services
- D-Channels

- Metwork Control Parameters (MCTL)

~ il mie s e - ESM Arcess Codes and Parameters (ESHM)

- Dialing and Numbering Plans - Digit Manipulation Block (DGT)
- Electronic Switched Metwork - Home Area Code (HMPA)
- Flexible Code Restriction - Flexible CLID Manipulation Block (CMDE)
- Incoming Digit Trans|ation - Free Calling Area Screening (FCAS)
-Phones — Free Special Mumber Screening (FSMNS)
-Templates - oute List Block (RLE)
- Reports - Incaming Trunk Graup Exclusion {ITGE)
-‘_v“!E*_NS - Metwork Attendant Services (MAS)

The Route List Blocks screen is displayed. Enter an available route list index number in the
Please enter a route list index field and click to Add, or edit an existing entry by clicking the
corresponding Edit button. In the sample configuration, route list block index 15 is used.

- UCM Network Services Managing: 10.80.141.202 Username: admin2
—Home Digling and Mumbering Plans »» Electronic Svwitched MNetwork (ESN) » Customer 00 » Metwork Control & Services » Route List Blocks
-Links
- Yirtual Terminals Route List Blocks
+ System
- Customers
-Routes and Trunks ist i I to Add
Please enter a route list index 0- 1298
- Routes and Trunks ¢ ! 4'
-D-Channels
- Digital Trunk Interface # Route List Block Index -- 15 Edit
- Dialing and Numbering Plans
- Electranic Switched Metworlk
- Flexible Code Restriction
- Incoming Digit Transiation
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If adding the route list index anew, scroll down to the Options area of the screen. If editing an
existing route list block index, select the Edit button next to the appropriate Data Entry Index as
shown below, and scroll down to the Options area of the screen.

+ Data Entry Index -0

Under the Options section, select “<Route id>” in the Route Number field. In the sample
configuration route number 15 was used. Default values may be retained for remaining fields as
shown below.

Indexes
Time of Day Schedule: |III ~|
Facility Restriction Level: |0 (0-77
Digit Manipulation Index |0 LI
ISL O-Channel Down Digit Manipulation Indesx; |0 (0-1999)
Free Calling Area Screening Index; ID v|
Free Special Mumber Screening Index; | 0 ;I
Business MNetwork Extension Route: [
Incorming CLID Takle: |0 (0-13
Options
Local Termination entry: [
Foute Mumber: |15 ;I
Skip Conwentional Signaling: [~
Click Save (not shown) to save the Route List Block definition.
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5.4.2 NARS Access Code

Expand Dialing and Numbering Plans on the left navigational panel and select Electronic
Switched Network. Select ESN Access Codes and Parameters (ESN). Although not repeated
below, this link can be observed in the first screen in Section 5.4.1. In the NARS/BARS Access
Code 1 field, enter the number the user will dial before the target PSTN number. In the sample
configuration, the single digit “9” was used.

ESN Access Codes and Basic Parameters

General Properties

MARS/BEARS Access Code 1: IEi
MARS Access Code 2 |

NARSIBARS Dial Tone atter dialing AC1 or AC2 access codes; W

Expensive Route Warning Tone, [

- Expensive Route Delay Time: IE (0-107)

Coordinated Dialing Plan feature for this customer: W
- Maximurm number of Steering Codes: IEIIIIIIIZI £ 1 - 64000 )
- Mumber of digits in COP DM (DSC + DM ar LSC + DR Idl £2-107

Routing Contrals: [
Check for Trunk Group Access Restrictions: [
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5.4.3 Numbering Plan Area Codes

Expand Dialing and Numbering Plans on the left navigational panel and select Electronic
Switched Network. Scroll down and select Numbering Plan Area Code (NPA) under the
appropriate access code heading. In the sample configuration, this is Access Code 1, as shown

below.
I

-UCM Network Services
-Home Cust 0o
~Links - Lustomer _
—Virtual Terminals - Hetwork Control & Senvices
+System - Metwork Caontrol Parameters (MCTL)
—Customers - ESM Access Codes and Parameters (ESH)
- Digit Manipulation Black (DiGT)
- Routes and Trunks
—Routes and Trunks - Home Area Code (HHPA)
_D-Charnels - Flexible CLID Manipulation Block (CMDB)

- Free Calling Area Screening (FCAS)

_.Dl.gltal Trunk Interf:euce - Free Special Mumber Screening (FSMNS)
- Dialing and Numbering Plans Route List Block (RLE)

) Ellec.tt;?mé deitéhetd .Ntn_ahﬁmrk - Incoring Trunk Group Exclusion (TGE)
‘msi'mii E)iem'f:n”;l;ﬁgn - Metwork Attendant Sanvices (NAS
HE - Coordinated Dialing Plan (CDP)

- Phones )
—Templates - Lu_:c:al Steerm_g Code (LSC)
- Repaorts - Distant Btegrmg Code (DSC)
_Views - Trunk Steeting Code (TSC)
—Lists - Numbering Plan {MET)
- Properties - Access Code 1
- Migratian - Home Location Code (HLOC)
-Tools - Location Code {LOC)
+Backup and Restore - Murnbering Plan Area Code (MPA)
- Diate and Time - Exchange (Central Office) Code (M)
+Logs and reports - Special Mumber (SPM)
- Security - Metwork Speed Call Access Code (MSCL)

Add a new NPA by entering it in the Please enter an area code box and click to Add or click
Edit to view or change an NPA that has been previously configured. In the screen below, it can be
observed that various dial strings such as 1800 and 1303 are configured.

Managing: 10.80.141.202 zername: adminz
Digling and Mumbering Plans » Electronic Switched Metwork (ESN) =

Numbering Plan Area Code List

Please enter an area code I o Add |

+ Humbering Plan Area Code -- 1303 Edit

+ Numbering Plan Area Code -- 1732 Edit
+ Numbering Plan Area Code -- 1800 Edit

+ Numbering Plan Area Code -- 1908 Edit
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In the screen below, the entry for “1303” is displayed. In the Route List Index, “15” is selected to
use the route list associated with the SIP Trunk to Session Manager. Default parameters may be
retained for other parameters. Repeat this procedure for the dial strings associated with other
numbering plan area codes that should route to the SIP Trunk to Session Manager.

Numbering Plan Area Code

General Properties

Mumbeting Plan Area code translation: |1 ana

Route List Index: |15 vI

Incoming Trunk group Exclusion (ndex: I TI

5.4.4 Other Special Numbers to Route to Session Manager

In the testing associated with these Application Notes, non-emergency service numbers such as
x11, 1x11, international calls, and operator assisted calls were also routed to Session Manager and
ultimately to the Verizon IP Trunk service. Although not intended to be prescriptive, one approach
to such routing is summarized in this section.

Expand Dialing and Numbering Plans on the left navigational panel and select Electronic
Switched Network. Scroll down and select Special Number (SPN) under the appropriate access
code heading (as can be observed in the first screen in Section 5.4.3).
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Add a new number by entering it in the Please enter a Special Number box and click to Add or
click Edit to view or change a special number that has been previously configured. In the screen
below, it can be observed that various dial strings such as 0, 011, and non-emergency x11 calls are
listed. In each case, Route list index “15” has been selected in the same manner as shown for the
NPAs in the prior section. For special numbers, the Flexible length field can also be configured as
appropriate for the number. For example, for 511, the Flexible length field can be set to 3.

Maraging: 10.80.141.202 Username: admin?
Dialing and Mumbeting Plans = Electronic Switched Metwork (ESM] =

Special Number List

Please enter a Special Number I to Add |

+ Special Number -- 0 Edit

+ Special Number - 011 Edit
+ Special Number -- 0144 Edit
+ Special Humber -- 1411 Edit
+ Special Humber -- 311 Edit
+ Special Humber -- 411 Edit
+ Special Humber -- 511 Edit

+ Special Humber -- 711 Edit

55. Zones

Zone configuration can be used to control codec selection and for bandwidth management. To
configure, expand System => IP Network and select Zones as shown below.

- UCM Network Services = Managing: 10.80.141.202  zername: admin2
- Home Syatem = IP MNetwark » Zones
-Links
- ¥ittual Terminals Zones
—‘_W:l‘tem Zones are used to group related information for either handwidth or dial plan numbering purposes.
+Alarms
- Maintenance Bandwidth Zones
+ Core Equipment Bandwidth zones are used for alternate routing of calls between P stations and also for bandwidth rmanagerment.
- Peripheral Equipment .
_IP Metwork Numbering Zohes
- Modes: Servers, Media Cards Mumbering zones are Used to route calls through & centralized call server.
- Maintenance and Reports
- hMedia Gateways
- Z0nes
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Select Bandwidth Zones. In the sample lab configuration, two zones are configured as shown
below. In production environments, it is likely that more zones will be required, Select the zone
associated with the virtual trunk to Session Manager and click Edit as shown below. In the sample
configuration, this is Zone number 99.

hanaging: 10.80.141.202 Usermame: admin
System » IP Metwork » Zones » Bandwidth Zones

Bandwidth Zones
Add... | =it | Import... Export Maintenance... [Delete Refresh
Intrazone Intrazone Interzone Interzone _— —
ZONE & S Strateqy S S Resource Type Zonelntent  Description
101 1000000 BQ 1000000 BQ SHARED {ile] IPSETS
2( 99 1000000 BB 1000000 BB SHARED YTRIK WTRUNK

=l

In the resultant screen shown below, select Zone Basic Property and Bandwidth Management.

Managing: 10.80.141.202 Username; admin2
System = IP Metwoark » Zones » Bandwidth Zones » Bandwidth Zones 99 » Edit Bandwidth Zone

Edit Bandwidth Zone

Zone Basic Property and Bandwidth Managerment

Adaptive Metwork Bandwidth Management and CAC

Alternate Routing for Calls hetween [P Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Davlinht Saving Time Property

Media Services Zone Properties
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The following screen shows the Zone 99 configuration. Note that “Best Bandwidth (BB)” is
selected for the zone strategy parameters so that codec G.729A is preferred over codec G.711MU
for calls with Verizon IP Trunk service.

Managing: 10.80.144.202  Username: admin2
System » IP Metwork » Zones » Bandwidth Zones » Bandwidth Zones 99 » Edit Bandwidth Zone » Zone Basic Property and Bandwicdth Management

Zone Basic Property and Bandwidth Management

Input Description Inpurt Yalue
Zone Humber {ZONE): |99 = (4.20007)
Intrazone Bandwidth {INTRA_Bwv): |1 ooaoao {0 - 10000000 )
Intrazone Strategy (INTRA_STGY): | Best Bandwidth (86) x|

Interzone Bandwidth (INTER_BW): |1 Qanono (0 - 10003030 ]
Interzone Strategy (INTER_STGY): |Elest Bandwidth (BH) j

Resource Type (RES_TYPE): | Shared (SHARED) ¥ |
Zone Intent (ZBRM): [VTREK (WTRI) =

Description (ZDES): [/ TRIINK
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5.6. Codec Parameters, Including Ensuring Annexb=no for G.729

Verizon IP Trunk Service does not support G.729 Annex B, and Verizon requires that SDP offers
and SDP answers in SIP messages include the “annexb=no” attribute when G.729 is used. This
section includes the configuration that determines whether the “annexb=no” attribute is included.

5.6.1 Media Gateway Configuration

To ensure that the “annexb=no” attribute is included, expand System = IP Network on the left
panel and select Media Gateways. Select the appropriate media gateway (not shown), and scroll
down to the area of the screen containing VGW and IP phone codec profile as shown below.

- UCM Metwork Services
-Home
-Links
-¥irtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipmeant
- Peripheral Equipment
- IP Metwark
- Maodes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Hostand Route Tables
- Metwark Address Translation
- 205 Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Yalues
+ Emergency Semvices
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Humbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
- Incoming Digit Translation
-Phones

- Media Gateway (MGS)

Hostname | MGS

Embedded LAN (ELAN) IP address |1 0.80.141.201

Embedded LAN (ELAN) gateway IP address |1 0.80.141.1

Embedded LAN (ELAN) subnet mask |255_255.255.D

Telephory LAM (TLAM) IP address |1 0.80.140.201

Telephony LAN (TLAN) gateway IP address |1 0.580.140.1

Telephony LAN (TLAN) subnet mask |255,255_255,U
- DSP Daughterhoard
Type of the DSP daughterboard I DB128 "l

Telephomny LAN (TLAN) IP address |1 0.80.140.204
Telephony LAN (TLAN) gateway IP address 10.80.140.1

Telephony LAN (TLAN) IPv6 address I

Telephony LAN (TLAN) subnet mask 255.255.255.0

Hostname |D B1

#WGWY and IP phone codec profile
+ QoS

+Media Based CLID

- Call Server LAN
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Expand VGW and IP phone codec profile. To use G.729A with Verizon IP Trunk service,

ensure that the Select box is checked for Codec G729A, and the VAD (Voice Activity Detection)
box is un-checked.

Note that Codec G.711 is enabled by default. Voice payload size “20” can be used with Verizon
IP Trunk service for both G.729A and G.711. In the sample configuration, the CS1000E was

configured to include G.729A and G.711 in SDP Offers, in that order. The following screen shows
the parameters used.

-Codec G¥11 Select [

Codec name G¥11

Voice payload size IEEI vI { msHrame

Yoice playout (jJitter buffer) nominal delay |40 -

Modifications may cause changes to dependent settings
Yoice playout {jitter buffer) maximumdelay |30 -

Modifications may cause changes to dependent settings

VAD [

Select ¥
Codec name G¥294

Voice payload size IEEI *I { msHrame

Yoice playout (jitter buffer) nominal delay |40 -
Modifications may cause changes to dependent settings
VYoice playout {jitter buffer) maximum delay |30 -
todifications may cause changes to dependent settings
VAD [~

5.6.2 Node Voice Gateway and Codec Configuration

Expand System -> IP Network and select Node, Server, Media Cards. Select the appropriate
Node Id “1004” as shown below.

~ UCM Hetwork Services 4| Managing: 10.80.141.202 Username: admin2
_Home System » IP Metwork » IP Telephony Nodes
_Links IP Telephony Nodes

= Wirtual Terrminals Clickthe Mode |0 to view or edit its properties.
- System

+Alarms

- Maintenance Add... I Impon...l Expon...l Delete

+ Core Equipment

- Peripheral Equipment

- IP Metwork
-iModes: Servers, Media Cards
- Maintenance and Reports
- hedia Gateways

Frint | Refresh

[~ Node D« Components Enabled Applications ELAM IP MNodefTLAM IPvd  MNode/TLAN IPvE  Status
r 1004 1 BIP Line, LT3, Gateway 10.80.140.203 Synchronized

{SIPGw )

Show: [ Modes [~ Component servers and cards

v IPvE address
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In the resultant screen (not shown) use the scroll bar on the right to select Voice Gateway (VGW)
and Codecs. The following screen shows the General parameters used in the sample
configuration.

Managing: 10.80.141.202 Username: admin2
System » IP Metwark » IP Telephony Modes » Node Detailz » VEW and Codecs

Node ID: 1004 - Voice Gateway (VGW) and Codecs

General | ¥oice Codecs | Fax

General
Echo cancellation: [ Use canceller, with tail delay: I'IQE v|

v Dwnamic attenuation
woice activity detection threshold: |:1F" [-20 - +10 DB

Idle noige level: FES [-327 - +327 DBN)

Signaling options: [ DTMF tone detection
[~ Low latency mode
v Remove DTMF delay (sguelch DTMF frorm TOM ta IF)
¥ ModemiFax pass-through
v .21 Faxtone detection
[T R factor calculation

Use the scroll bar on the right to find the area with heading VVoice Codecs. Note that Codec G.711
is enabled by default. The following screen shows the G.711 parameters used in the sample
configuration.

Voice Codecs
Codec G¥11:; [# Enabled {reguired)

Woice payload size: |2I:I vl (milizeconds per frame)

wWoice playout Jitter buffer) delay: Iti[l vl 80 = imilizeconds)
Mominal Maximum
Maximum delay may be automatically adjusted based on nominal
settings.
I~ woice Activity Detection (WADY
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For the Codec G.729, ensure that the Enabled box is checked, and the VVoice Activity Detection
(VAD) box is un-checked, as shown below. In the sample configuration, the CS1000E was
configured to include G.729A and G.711 in SDP Offers, in that order.

—UCM Network Services _~| Managing: 10.80.141.202 Username: admin2
_Home Syatem # IP Metwork » IP Telephony Modes » Mode Details » WEW and Codecs
_Links MNode ID: 1004 - Voice Gateway {VGW) and Codecs
-Virual Terminals
- System General | Woice Codecs | Fax
+Alarms
- Maintenance Codec G728: ¥ Enabled

+ Core Equipment

- Peripheral Equipment

- IP Network woice playout {itter buffer) delay: |4D vl 80 =| imiliseconds
-Modes: Servers, WMedia Cards playout § ) Y ‘ )
- Maintenance and Reports

Woice payload size: |20 = | (milizeconds per frame)

Mominal Maximum

- Media Gateways Maximum delay may be automatically adjusted based on nominal
-Zones settings.
~Hostand Route Tables I Voice Activity Detectian (VAD)

5.7. Enabling Plug-Ins for Call Transfer Scenarios

Plug-ins allow specific CS1000E software feature behaviors to be changed. In the testing
associated with these Application Notes, two plug-ins were enabled as shown in this section.

To view or enable a plug-in, from the left navigation menu, expand System -» Software, and
select Plug-ins. In the right side screen, a list of available plug-ins will be displayed along with
the associated MPLR Number and Status. Use the scroll bar on the right to scroll down so that
Plug-in 501 is displayed as shown in the screen below. If the Status is “Disabled”, select the
check-box next to Number 501 and click the Enable button at the top, if it is desirable to allow
CS1000E users to complete call transfer to PSTN destinations via the Verizon IP Trunk service
before the call has been answered by the PSTN user. Note that enabling Plug-in 501 will allow the
user to complete the transfer while the call is in a ringing state, but no audible ring back tone will
be heard after the transfer is completed.

AVAVA CS51000 Element Manager
- System x| Enahble |sable
fm:mfnance [ hurnberas Description MPLR Murnber Status
+ Core Equipment S — T e e e e — —
- Perigheral Equipment e[~ 223 EIUTI:CB:E)Q REJECTS Q515G CCBS REQUEST WITH NO CALLING MPLR12290 Disabled
- 1P Netwiork .
—Nodes: Servers, Media Cards g7l 224 glur\_lrn prLSJE;ét;egtment an external transfer through application if MPLR 24676 Disahled
—Maintenance and Reports - . . . .
—Media Gateways po[ 225 PIPKG 178, Taurus, elektronic look, Mail and CallPilot softkeys WMPLR223B84 Disahled
:ﬁongisand Rote Tablas ag [ 226 PLACLID should display mare than 10 digits MPLR15783 Disahbled
—MNetwork Address Translation (N | 90 [T 228 PLTTY 0 on CPU card (8/1/N) causes cursar to go up on VDU MPLRO7E13 Disahled
:S;rss;h;gﬁ'génes g1 230 Pl Unplugged telset disables after midnight routines MPLR11700 Disabled
_Unicode Name Directo PI: BRI 64K data not possible aver DTIZ. With mix of spans (both 0TI A
el & g2l 231 and DTI2) THIS is not supported. WIPLRITETE DlieeliEe
- Engineered values Pl Q351G GF: Mo diverting and originally called number in DLZ APDU -
+ Emergency Services g3l 232 on calls fram MCDON TRO-BA, MPLR24273 Disabled
- Software g4 233 MW (High Voltage) Suppaort for CLASS setwith CLS LPA MPLR 168506 Disahbled
-Cal s PEF b
e a5 235 Restrict Hands-free functionality for all IP set types MPLR23100 Disabled
—File Upload g5 [ 500 NG DESCRIPTION MPLR21979 Disabled
~ P Phone Firmware Enables blind transfer to a SIP endpoint even if SIP UPDATE is nat
~Voice Gateway Media Card o7~ 501 na f,'f dll;] ﬂ;a”f & ga Encpoint even | = no MPLR30070 Enabled
~Media Cards PEPs =LRROMEC by INE far en
—Plug-ins ga [ 504 PRIZ32 BUG253 fram Pl 10 Delay in Response at Called IFC MPLR24744 Disabled
- Customers ga [ 805 UM2K integration problem with S100 Interface MPLR30004 Disabled
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The same procedure may be used to enable Plug-in 201 if desired. Plug-in 201 will allow a
CS1000E user to make a call to the PSTN using the Verizon IP Trunk service, and then
subsequently perform an attended transfer of the call to another PSTN destination via the Verizon
IP Trunk service.

5.8. Customer Information

This section documents basic Customer configuration relevant to the sample configuration. This
section is not intended to be prescriptive. Select Customers from the left navigation menu, click
on the appropriate Customer Number and select ISDN and ESN Networking (not shown). The
following screen shows the General Properties used in the sample configuration.

Managing: 10.80,141.202 Username: admin2
Customers » Customer 00 » Customer Detailz » ISDM and ESM Metworking

ISDN and ESN Networking

General Properties

Flexikle trunk to trunk connection option: |Cnnnectinns restricted j

Flexible orhiting prevention timer; IE "l

Country code: |1 (0 - 9000)

Code for proceszing the called number

Mational access code: |1

International access code: [071
Options: [ Transfer on ringing of superised external trunks
W Connection of supervised external trunks

Metwark aption: [ Coordinated dialing plan routing

Integrated services digital network: [

Microsoft converged office dialing plan: |F'ri\rate dialing plan j
Private dialing plan for non-DID users: € Coordinated dialing plan

 Uniform dialing plan

Calling Line ldentification

Infarmation for incomingfoutgaing calls: [ALL |

Size: |4DDD (0 - 40007
Country code: |1 (0 - 9999)

Code displayed as part of calling number

Calling Line ldentification Entries

MEO; Reviewed: Solution & Interoperability Test Lab Application Notes 38 of 109
SPOC 10/1/2012 ©2012 Avaya Inc. All Rights Reserved. VZIPT_1K75ASBCE



5.8.1 Caller ID Related Configuration

Although not intended to be prescriptive, in the sample configuration the CS1000E would send the
user’s four-digit directory number in SIP headers such as the From and PAI headers. Session
Manager would adapt the user’s directory number to an appropriate Verizon IP Trunk DID number

before passing the message to the ASBCE towards Verizon.

Scroll down from the screen shown in Section 5.8, click the Calling Line Identification Entries
link (now shown), and search for the Calling Line Identification Entries by Entry ID. As shown
below, the Use DN as DID parameter was set to “NO” and an entry ID was created for every
DID used in the sample configuration. The local DID will be replaced with the Local Code and

the Entry ID will be configured on the individual extensions in Section 5.9.

Managing: 10.80.141.202 Username: admin
Custorners » Customer 00 » Customer Details » [SDM and ESMN Metwarking » Calling Line |dentification Entries

Calling Line Identification Entries

Search for CLID

Start range : I

End range : I
Search |
Calling Line ldentification Entries
Add. | Delete
[~ Entrylda National Code Local Code Home location code  Local steering code Usze DM as DID
17 o 7328450232 MO
201 7328450231 NO
302 7320450233 NO
a - A Foanacnanaa (NIt

Emergency Laocal =
Code

Refresh

L |

Click on Entry Id 0 to view or change further details as shown below.

Managing: 10.80.141.202 Username: admin

Custamers » Customer 00 » Custamer Details » IS0OM and ESM Metwarking » Calling Line Identification Entries » Edit Calling Line ldentification 0

Edit Calling Line Identification O

General Properties

Mational Code: I (0- 999995)

Cade for national hame number

Local Code: I?329450232 #1-12 digits)

Cade for home local number or listed DN

Local Steering Code: I (1-7 digits)
Use DM as DID:INO vI
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5.8.1.1 Requesting Privacy

One means to have the CS1000E request privacy (i.e., Privacy: id in SIP INVITE) for an outbound
call from a specific phone to the Verizon IP Trunk service is to set CLBA Calling Party Privacy
to “Allowed” via the Phone Features in Element Manager as shown below.

TS T
- Systemn
+Alarms
- Maintenance

+ Core Equipment Feature Description

- Peripheral Equipment COhA External Station Activity Records IDenied j
+ [P Metvwark

+ Interfaces X
- Engineered Walues CFHA Call ForwardiHunt Override ied

=] Features

IDeme |
+ Emergency Services
+ Software CFTA Call Farward by Call Type |—v
- Customers Denied J
- Routes and Trunks
- PIES ame TS CFHA Call Forward External IDeniecI j
- D-Channels
- Digital Trunk Interface CLBA Calling Party Privacy
- Dialing and Humbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation Keys
-Phones

Another means to have the CS1000E request privacy (i.e., Privacy: id in SIP INVITE) for an
outbound call from a specific phone to the Verizon IP Trunk service is to set DDGA
Present/Restrict Calling Number to “Denied” via the Phone Features in Element Manager (not
shown).
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5.9. Example CS1000E Telephone Users

This section is not intended to be prescriptive, but simply illustrates a sampling of the telephone
users in the sample configuration.

5.9.1 Example IP UNIStim Phone DN 2000, Codec Considerations

The following screen shows basic information for an IP UNIStim phone in the configuration. The
telephone is configured as Directory Number 2000. Note that the telephone is in Zone 1. A call
between this telephone and another telephone in Zone 1 will use a “best quality” strategy (see
Section 5.5) and therefore can use G.711MU. If this same telephone calls out to the PSTN via the

Verizon IP Trunk service, the call would use a “best bandwidth” strategy, and the call would use
G.729A.

- System j

+ Alarms Managing: EM on vz-cs1k{10.80.141.202)
- Maintenance FhonessPhane Details

+ Core Equipment

- Peripheral Equipment -
+IP Network Phone Details
+Interfaces

- Engineered Values
+Emergency Services

+ Software System: EM anvz-cs1k
- Customers
Phone Type: 1165
-Routes and Trunks one ype
- Routes and Trunks Sync Status: TRM
- D-Channels

- Digital Trunk Interface

- Dialing and Numbering Plans . .
_ Electronic Switched Metwark General Properties | Features | keys | UserFields

- Flexihle Code Restriction
- Incoming Digit Translation

-Phones )

_Templates General Properties

- Repons

- Yiews

- Lists

- Properties Customer Mumnber: ID -] *

- Migration J
-Tools Terminal Number: I252 0oooo

+Backup and Restore

- Date and Time . _—

2 L00)S ) (EEERS Designation: IIF'SET * (1.5 characters)
- Security

+Passwords Zone: |1 *
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Scrolling down to the Keys section. The First and Last Name, the Directory Number as well as
the Calling Lined ID (CLID) is configured. The CLID entry is defined in Section 5.8.1.

AVAYA

- UCM Network Services
-Home
-Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
+|P Metwork
+Interfaces
- Engineered Values
+ Emergency Services
+ Saftware
- Customers
-Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
—Dialing and Numbering Plans
- Electronic Switched MNetwork
- Flexible Code Restriction
- Incoming Digit Translation
—-Phones

CS51000 Element Manager

-

ADAY

ADY

Keys

e —

Alternate Redirection by Day Option

Data Port Verification

Key Ma Key Type

SCR - Single Call Ringing

|
Denied

Key Walue

Directory Number |QOOO -
Il Multiple Appearance Redirection Prime(MaARP)
First Name

[1185

‘ Display Format | Language ‘

“F\rst,Lastj“Roman ;l‘

|Last Name
||UNISTIM

CLID Entry (Murmeric or 0y |0

AMIE Entry

5.9.2 Example SIP Phone DN 2900, Codec Considerations

The following screen shows basic information for a SIP phone in the configuration. The telephone
is configured as Directory Number 2900. Note that the telephone is in Zone 1 and is associated
with Node 1004 (see Section 5.1). A call between this telephone and another telephone in Zone 1
will use a “best quality” strategy (see Section 5.5) and therefore can use G.711MU. If this same
telephone calls out to the PSTN via the Verizon IP Trunk service, the call would use a “best
bandwidth” strategy, and the call would use G.729A.

+Alarms

- Maintenance

+ Core Eguiprment

- Peripheral Equipment
+IP Metwark

+Interfaces

- Engineered Values
+Emergency Semices

+ Software

Customers

Routes and Trunks

- FRoutes and Trunks

- D-Channels

- Digital Trunk Interface
Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
- Incaming Digit Translation
Phones

-Templates

- Reports

- Views

- Lists

- Properies

- Migration

Tools

+Backup and Restore

- Date and Time

+Logs and repors

General Properties |

- System j‘

General Properties

Features | Keys | UserFields

Systern: EM onwvz-csik
Phone Type: UEXT-SIPL
Sync Status: TR

Customer Mumber: ID vl *
Terminal Mumber; |252 00200
Desighation: ISIF'N * (1.6 characters)

Zone: |1 *

SIP User Marme: IQQDD * (116 characters)
Mode |d: I‘IDDd *
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5.9.3 Example Digital Phone DN 2222

The following screen shows basic information for a digital phone in the configuration. The
telephone is configured as Directory Number 2222.

- System
+Alarms
- Maintenance
+ Care Egquipment
- Petipheral Equipment
+|P Metwiark
+Interfaces
-Engineered Values
+ Emergency Services
+ Software
- Customers
-Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metwark
- Flexible Code Restriction
- Incaming Digit Translation
-Phones
-Templates
- Reports
-views
- Lists
- Froperties
- Migration
-Tools
+ Backup and Restare
- Date and Time

|

Managing: EM on vz-cs1k(10.80.141.202)
Phones:Phone Details

Phone Details

System: EM anwz-cs1k
Phone Type: M3804
Sync Status: TRM

General Properties | Features | Keys | WUserFields

General Properties

Customer Murnher; ID Yl *
Terminal Murnber: |004 00200
Designatian: IDIG— * (1-6 characters)

The following screen shows basic key information for the telephone. It can be observed that the
telephone can support call waiting with tone, and uses CLID Entry 1 (Section 5.8.1). Although
not shown in detail below, to use call waiting with tone, assign a key “CWT — Call Waiting”, set
the feature “SWA - Call waiting from a Station” to “Allowed”, and set the feature “WTA —
Warning Tone* to “Allowed”.

Keys
Key Mo. Key Type Key Value
SCR - Single Call Ringing | -
0 Directary Number [2222 i
v Multiple Appearance Redirection Prime(MARF)
First Mame | Last Mame | Display Format | Language
|Digital “-3904 ‘ |First, Last ¥|| [Roman =]

CLID Entry (Murmeric or O) I'l
ANIE Entry |

CWT - Call Waiting =]
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5.9.4 Example Analog Port with DN 2221, Fax

The following screen shows basic information for an analog port in the configuration that may be
used with a telephone or fax machine. The port is configured as Directory Number 2221 with

CLID entry 3.

Systermn: EM onvz-cslk
Fhane Type: 500
Synec Status: TRH

General Properties | Features | Single Line Features | User Fields

General Properties

Customer Mumber: ID 'I *
Terminal Mumber: IDD4 00400

Directary Mumber: [2221 = G

CLiDentry: 3
ANE entry: [

Marp W

Designation: IAnaIDg * (1.6 characters)

When an analog port is used for a fax call, the call may start out using codec G.729A. However,
once fax tone is heard, the codec in use will automatically renegotiate to G.711MU for “fax over
G.711MU”, assuming T.38 is not yet available in the Verizon network, as was the case on the

production circuit used for the testing associated with these Application Notes.

MEO; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 10/1/2012 ©2012 Avaya Inc. All Rights Reserved.

44 of 109
VZIPT_1K75ASBCE



5.10. Save Configuration

Expand Tools - Backup and Restore on the left navigation panel and select Call Server. Select
Backup for Action and click Submit to save configuration changes as shown below.

- System -] Managing: 10.80.141.202  Username; admin?

+Alarms Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup
- Maintenance

+Core Equipment
- Peripheral Equipment Call Server Backup
+|P Metwork
+Interfaces

- Engineered Yalues
+ Emergency Services

Action |Backup ~|  submit | cancel

+ Software
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Humbering Plans
- Electranic Switched Metwark
- Flexihle Code Restriction
- Incaming Digit Translation
- Phones
- Templates
-Reports
- Yiews
- Lists
- Properies
- Migration
- Tools
-Backup and Restore
- zall Server
- Personal Directories

The backup process may take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

Backing up reten.bkp

Starting database backup

to local Removable Media Device

LISB mass storage device found availahle

Backing up reten bkp to "farfoptimontelicsifsiushibackupisingle”
Database backup Complete!

TEMUZOT

Backup process to local Removahle Media Device ended successfully.

The configuration of Avaya Communication Server 1000E is complete.
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6. Configure Avaya Aura® Session Manager

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between the two. For more information, consult the
references in Section 11.

This section provides the procedures for configuring Session Manager to receive calls from and
route calls to the SIP trunk between Avaya Communication Server 1000E and Session Manager,
and the SIP trunk between Session Manager and the ASBCE.

Configuration is accomplished by accessing the browser-based GUI of System Manager, using the
URL “http://<ip-address>/SMGR”, where <ip-address> is the IP address of System Manager.
Log in with the appropriate credentials.

In the Log On screen, enter appropriate User ID and Password and press the Log On button.

AVAyA Avaya Aura® System Manager 6.1

Log On

Recommended access to System
Manager is via FQDN.

Go to central login for Single Sign-On User ID:
If IP address access is your only option, Password:

then note that authentication will fail in
the following cases:

= First time login with "admin” Log On ] [ Cancel
account
* Expired/Reset passwords

Change Password
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Once logged in, a Release 6.1 Home screen like the following is displayed. From the Home
screen below, under the Elements heading in the center, select Routing.

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and
assign roles to users

Subscribers
Manage users and shared
resources associated with
C51000, including LDAP/ file
import and export

Synchronize and Import
Synchronize users with the
enterprise directory, import
users from file

UCM Roles
Manage UCM Roles, assign
roles to users

User Management
Manage users, shared user
resources and provision
users

Application Management
Manage applications and
application certificates

Communication Manager
Manage Communication
Manager objects

Conferencing
Conferencing

Inventory
Manage, discover, and
navigate to elements, update
element software

Messaging
Manage Messaging System
objects

Presence
Presence

Routing
Network Routing Policy

Session Manager
Session Manager Element
Manager

SIP AS 8.1
SIP AS 8.1

Backup and Restore
Backup and restore System
Manager database

Configurations
Manage system wide
configurations

Events
Manage alarms,view and
harvest logs

Licenses
View and configure licenses

Replication
Track data replication
nodes, repair replication
nodes

Scheduler
Schedule, track, cancel,
update and delete jobs

Security
Manage Security Certificates

Templates
Manage Templates for
Communication Manager and
Messaging System objects

UCM Services
Manage UCM applications
and navigation such as
CS1000 deployment,
patching, ISSS and SNMP

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

The screen shown below shows the various sub-headings of the left navigation menu that will be
referenced in this section.
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6.1. SIP Domain

Select Domains from the left navigation menu. Two domains can be added, one for the enterprise
SIP domain, and one for the Verizon network SIP domain. In the shared environment of the
Avaya Solution and Interoperability Test lab, a domain “avayalab.com” is also defined and used
by the shared equipment.

Click New (not shown). Enter the following values and use default values for remaining fields.

e Name: Enter the enterprise SIP Domain Name. In the sample screen below,
“adevc.avaya.globalipcom.com” is shown, the CPE domain known to
Verizon.
o Type: Verify “SIP” is selected.
e Notes: Add a brief description. [Optional].
:
Help ?
Domain Management E}
1 tem Refresh Filter: Enable
Hame Type Default Hotes
* |adevc.avaya.globalipoom.com . | . CFE domain for Verizon Trunk Tast

Click New (not shown). Enter the following values and use default values for remaining fields.

e Name: Enter the Domain Name used for the Verizon network. In the sample
screen below, “pcelban0001.avayalincroft.globalipcom.com” is
shown.
o Type: Verify “SIP” is selected.
e Notes: Add a brief description. [Optional].
Home /Elements / Routing / Domains- Domain Management
Help ?
Domain Management
1 Item Refresh Filter: Enable
Name Type Default Notes
* |pcelban0001.avayalincroft.globalipd O erizon network domain for IP Trunk
Click Commit to save.
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The following screen shows the “avayalab.com” SIP domain that was already configured in
the shared laboratory network.

Home / Elements / Routing / Domains - Domain Management

Domain Management

1 Itemn | Refresh

Name Type Default MNotes
# |avayalab,com sip O Shared Avaya SIL netwaork|

The screen below shows an example SIP Domain list after SIP Domains are configured. Many
SIP Domains can be configured, distinguished, and adapted by the same Session Manager as
needed.

Home / Elements / Routing / Domains - Domain Management

Domain Management

7 Items | Refresh

] Name Type pefault Notes

] adevec. avayalincroft. globalipcom. com sip O CPE domain for Werizon Test Trunk
[0  attaep6O.com sip O Testing with AEPE.0

[0 attavaya.com sip O Testing &TT WP

] awayalab.corn sip O Shared Avaya SIL netwark

a3 pcelban0001. avavalincroft. globalipcom.com sip O Yerizan network domain far IP Trunk
O guwest.com sip O Cwest SIP Trunk

[0 sip.avaya.com sip O

Select : all, None

6.2. Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. Location
identifiers can be used for bandwidth management or location-based routing.

6.2.1 Location for Avaya Communication Server 1000E
Select Locations from the left navigational menu. Click New (not shown). In the General section,
enter the following values and use default values for remaining fields.

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description. [Optional].

Click Commit to save. Note: No IP Address is added in the Location Pattern section.
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The screen below shows the top portion of the screen for the Location defined for Avaya
Communication Server 1000E.

Help ?
Location Details Commit | Cancel |
Call Admission Control has been set to ignore SDP. All calls vill be counted using the Defzult Audic Bandwidth.
see Session Manager -> Session Manager Administration -> Global Setting
General
* Name: Vz_CS1K
Notes: |10.80.140.203
Overall Managed Bandwidth
Managed Bandwidth Units: | Kbit/sec j
Total Bandwidth:
Per-Call Bandwidth Parameters
* Default Audio Bandwidth: 80| |Kbit/sec j
Location Pattern
Addl Removel
0 Items | Refresh Filter: Enable
I~ | IP Address Pattern Notes |
* Input Required Commit | Cancel |

6.2.2 Location for Avaya SBC For Enterprise
Select Locations from the left navigational menu. Click New (not shown). In the General section,
enter the following values and use default values for remaining fields.

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description. [Optional].

Click Commit to save.
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The screen below shows the Location defined for the ASBCE.

Home / Elements / Routing / Locations - Location Details

Help ?

Location Details Commit | Cancel |

Call Admission Control has been set to ignore SDP. All calls will be counted using the Default Audic Bandwidth.
See Session Manager -» Session Manager Administration -> Global Setting

General

* Name: |ASBCE_1_Loc_140 |

Notes: [10.80.140.140 |

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth: l:l

Per-Call Bandwidth Parameters

* pefault Audio Bandwidth: 80| [Kbit/sec x|
Location Pattern
Addl Remaove
0 Items | Refresh Filter: Enable
r | IP Address Pattern Motes |

* Input Required Commitl Cancell
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6.3. Configure Adaptations
Session Manager can be configured to use an Adaptation Module designed for Avaya

Communication Server 1000E to convert SIP headers in messages sent to Avaya Communication
Server 1000E to the format used by other Avaya products and endpoints.

6.3.1 Adaptation for Avaya Communication Server 1000E
Select Adaptations from the left navigational menu. Click New (not shown). Inthe General
section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module (e.g.,
“Vz_CS1K7.5”).
e Module Name: Select “CS1000Adapter” from drop-down menu (or add an
adapter with name “CS1000Adapter” if not previously defined).

Home [ Elements / Routing / Adaptations - Adaptation Details

Help ?

(Adaptation Details Commit | Cancel |

General
* Adaptation name: Vz_CS1K7.5
Module name: | CS1000Adapter j
Module parameter:
Egress URI Parameters:

Notes:
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Scrolling down, in the Digit Conversion for Outgoing Calls from SM section, click Add to
configure entries for calls from Verizon to CS1000E users. The text below and the screen
example that follows explain how to use Session Manager to convert between Verizon DID
numbers and corresponding CS1000E directory numbers. Digit Conversion for Incoming
Calls to SM could be used, however the extensions will be adapted by the CLID entries on the

individual extensions (Section 5.9).

e Matching Pattern  Enter Verizon DID numbers (or number ranges via wildcard
pattern matching). For other entries, enter the dialed prefix for
any SIP endpoints registered to Session Manager (if any).

e Min Enter minimum number of digits (e.g., 10).
e Max Enter maximum number of digits (e.g., 10).
o Delete Digits Enter “10”, the number of digits to be removed from dialed DID

number before routing by Session Manager. For Verizon DID
conversion to the corresponding CS1000E extension, remove all

digits in the DID number.

Address to modify  Select “both”.

Insert Digits Enter the CS1000E extension corresponding to the DID number.

Digit Conversion for Incoming Calls to SM

0 Items Refresh

Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes

Digit Conversion for Outgoing Calls from SM

4 Items Refresh Filter: Enable

. g Phone Delete A Address to

[ ] Matching Pattern Min Max Context Digits Insert Digits modify Notes

O #|7329450231 *10 *10 *10 2222 both

O #*|7329450232 * 10 *10 * 10 2000 both

O #*[7329450233 *110 *10 * 10 2900 both

O #|7329450234 *10 *10 *10 2221 both

Select : All, Mone
Click Commit.
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6.3.2 Adaptation for Avaya SBC for Enterprise
Select Adaptations from the left navigational menu. Click New (not shown). In the General
section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module.
e Module Name: Select “VerizonAdapter” from drop-down menu (or add an
adapter with name “VerizonAdapter” if not previously defined).
e Module Parameter: Enter “MIME=n0" to strip the CS1000E MIME information
from the SDP sent to Verizon.

Home / Elements / Routing / Adaptations - Adaptation Details

Help 2
|Adaptation Details Commitl Cancell
General

* Adaptation name: |History Diversion IPT
Module name: |VerizonAdapter j
Module parameter: MIME=no
Egress URI Parameters:
Notes:
Digit Conversion for Incoming Calls to SM
Addl Removel
0 Items Refresh Filter: Enzable
ol Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes
Digit Conversion for Outgoing Calls from SM
Addl Rernovel
0 Items Refresh Filter: Enzable
r Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Motes
* Input Required Commitl Cancell
Click Commit.
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6.4. SIP Entities
SIP Entities must be added for Avaya Communication Server 1000E and for the ASBCE.

6.4.1 SIP Entity for Avaya Communication Server 1000E
Select SIP Entities from the left navigation menu.

Click New (not shown). In the General section, enter the following values and use default values
for remaining fields.

e Name: Enter an identifier for the SIP Entity.

e FQDN or IP Address: Enter the TLAN IP address of the CS1000E Node.

e Type: Select “SIP Trunk”.

e Notes: Enter a brief description. [Optional].

e Adaptation: Select the Adaptation Module for CS1000E created in Section
6.3.1.

e Location: Select the Location for CS1000E.

In the SIP Link Monitoring section:
e SIP Link Monitoring: Select “Use Session Manager Configuration” (or choose an
alternate Link Monitoring approach for this entity, if desired).

Click Commit to save the definition of the new SIP Entity.
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SIP Entity Details

General

* Name:
* FQDN or IP Address:

Type:

Notes:

Adaptation:
Location:

Time Zone:

Override Port & Transport with DNS

SRV:
* SIP Timer B/F (in seconds):
Credential name:

Call Detail Recording:

Wz _CS1K_7.5
10.80.140.203
SIP Trunk
CS1000E 7.5

Vz_CS1K7.5 v
Vz CS1K ~

America/Denver -

O

4

none 3

The following screen shows the SIP Entity defined for Avaya Communication Server 1000E in the
sample configuration.

?

Help ?

SIP Link Monitoring

SIP Link Monitoring: | Use Session Manager Configuration v

6.4.2 SIP Entity for Avaya SBC for Enterprise
Select SIP Entities from the left navigation menu.

Click New (not shown). In the General section, enter the following values and use default values
for remaining fields.

e Name: Enter an identifier for the SIP Entity.

e FQDN or IP Address: Enter the private side IP Address of the SBC.

o Type: Select “Other”.

¢ Notes: Enter a brief description. [Optional].

e Adaptation: Select the Adaptation Module for the ASBCE created in
Section 6.3.2.

e Location: Select the Location for the ASBCE.

In the SIP Link Monitoring section:
e SIP Link Monitoring: Select “Use Session Manager Configuration” (or choose an
alternate Link Monitoring approach for this entity, if desired).
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The following screen shows the SIP Entity defined for the ASBCE in the sample configuration.

Home / Elements / Routing / SIP Entities - SIP Entity Details

?

SIP Entity Details
General
* Name: \Vz_ ASBCE-1
* FQDN or IP Address: 10.80.140.141
Type: Other

Notes:

Adaptation: |History Diversion IPT 4
Location: ASBCE_1_Loc_140 v
Time Zone: America/Denver v

Override Port & Transport with DNS o
SRV:

* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: none ~

SIP Link Monitoring
SIP Link Monitering: | Link Monitoring Disabled v

* Prpoactive Monitoring Interval (in60
seconds):

* Reactive Monitoring Interval (in

seconds): 120

* Number of Retries: 5

6.5. Entity Links

The SIP trunk between Session Manager and Avaya Communication Server 1000E is described by
an Entity Link, as is the SIP trunk between Session Manager and the ASBCE.

6.5.1 Entity Link to Avaya Communication Server 1000E
Select Entity Links from the left navigation menu.

Click New (not shown). Enter the following values.

e Name: Enter an identifier for the link.

e SIP Entity 1: Select SIP Entity defined for Session Manager.

e Protocol: Select protocol to use “TCP”.

e Port: Verify Port for both SIP entities is the default listen port.

For the sample configuration, default listen port is “5060”.
SIP Entity 2: Select the SIP Entity defined for CS1000E.

e Port: Verify Port for both SIP entities is the default listen port.
For the sample configuration, default listen port is “5060”.
e Trusted Check this option box.
Notes: Enter a brief description. [Optional].
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Click Commit to save the Entity Link definition.

The following screen shows the Entity Link defined for the SIP trunk between Session
Manager and Avaya Communication Server 1000E.

Home / Elements / Routing / Entity Links - Entity Links
Help ?
1 Item Refresh Filter: Enable
SIP - Connection
Name Entity 1 Protocol Port SIP Entity 2 Port Policy Notes
*|Vz_C510007 5-Link *IASM v |TCP + *|5060 * Wz CS1K_7.5 ¥ ¥ 5060 Trusted v
< | 2

6.5.2 Entity Link to Avaya SBC for Enterprise

Select Entity Links from the left navigation menu. Click New (not shown). Enter the following
values.

¢ Name: Enter an identifier for the link.

e SIP Entity 1: Select SIP Entity defined for Session Manager.
e SIP Entity 2: Select the SIP Entity defined for the ASBCE.
e Protocol: After selecting both SIP Entities, select “TCP”.
e Port: Verify Port for both SIP entities is the default listen port.
For the sample configuration, default listen port is “5060”.
e Trusted: Check this option box.
Notes: Enter a brief description. [Optional].

Click Commit to save the Entity Link definition.

The following screen shows the entity link defined for the SIP trunk between Session Manager
and the SBC.

Home / Elements / Routing / Entity Links - Entity Links

Help ?
1 Item | Refresh Filter: Enable
SIP q Connection
Name Entity 1 Protocol Port SIP Entity 2 Port Policy Notes
* Wz ASM_ASBCE-1 * ASM v |TCP v * 5060 * 2z ASBCE-1 ¥ * 5060 Trusted b
< | t)
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6.6. Routing Policies

Routing Policies describe the conditions under which calls will be routed to the Avaya
Communication Server 1000E or the ASBCE.

6.6.1 Routing Policy to Avaya Communication Server 1000E

To add a new Routing Policy, select Routing Policies. Click New (not shown). In the General
section, enter the following values:

e Name: Enter an identifier to define the Routing Policy.
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional].

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown).

o Select the SIP Entity associated with CS1000E and click Select.
e The selected SIP Entity displays on the Routing Policy Details page (not shown).

Click Commit to save the Routing Policy definition.

The following screen shows the Routing Policy for Avaya Communication Server 1000E.

Home / Elements / Routing / Routing Policies - Routing Policy Details

Help ?
Routing Policy Details
General

* Name: \Vz CS1K-R75 RP
Disabled: O

Notes:

SIP Entity as Destination

Name FQDN or IP Address Type Notes
Vz_CS1K_7.5 10.80.140.203 SIP Trunk CS1000E 7.5

6.6.2 Routing Policy to Avaya SBC for Enterprise

To add a new Routing Policy, select Routing Policies. Click New (not shown). In the General
section, enter the following values.

e Name: Enter an identifier to define the Routing Policy.
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional].
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In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown).

o Select the SIP Entity associated with the ASBCE and click Select.

e The selected SIP Entity displays on the Routing Policy Details page (not shown).

Click Commit to save the Routing Policy definition.

The following screen shows the Routing Policy for the ASBCE.

Home / Elements / Routing / Routing Policies - Routing Policy Details

Help ?

Routing Policy Details

General
* Name: \Vz ASBCE-1 RP
Disabled: [

Notes:

SIP Entity as Destination

Name FQDN or IP Address Type Notes
Vz_ASBCE-1 10.80.140.141 Other

6.7. Dial Patterns

Dial Patterns are used to route calls to the appropriate Routing Policies, and ultimately to the
appropriate SIP Entities. Dial Patterns will be configured to route outbound calls from CS1000E
users to the PSTN via the Verizon IP Trunk Service. Other dial patterns will be configured to
route inbound calls from Verizon IP Trunk Service to CS1000E users.

6.7.1 Inbound Verizon Calls to CS1000E Users

To define a Dial Pattern, select Dial Patterns from the navigation menu. Click New (not shown).
In the General section, enter the following values and use default values for remaining fields.

e Pattern: Enter dial pattern for calls to Avaya Communication Server 1000E
(e.g., a Verizon DID number).
Min: Enter the minimum number of digits.
e Max: Enter the maximum number of digits.

SIP Domain: Select a SIP Domain from drop-down menu or select “All” if
Session Manager should route incoming calls from all SIP domains.
e Notes: Enter a brief description. [Optional].
In the Originating Locations and Routing Policies section, click Add.

The Originating Locations and Routing Policy List page opens (not shown).
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¢ Inthe Originating Location list, select “Apply the Selected Routing Policies to All
Originating Locations” or alternatively, select a specific Location (e.g.
“ASBCE_1 Loc_140”). Inthe example below, the ASBCE Location was selected as

the originating Location.

¢ Inthe Routing Policies table, select the Routing Policy defined for Avaya
Communication Server 1000E (“Vz_CS1K_7.5”).
e Click Select to save these changes and return to Dial Pattern Details page.

Click Commit to save.

The following screen shows an example Dial Pattern defined for the sample configuration.
Repeat this procedure as needed to allow additional VVerizon DID numbers to be routed to the
CS1000E. Wildcards may be used in the Pattern field so that blocks of matching numbers
are routed based on a single dial pattern.

Dial Pattern Details

General

1 Item Refresh

[0  originating Location Name 1

O ASBCE_1_loc_140

* pattern:
* Min:
* Max:

Emergency Call:
SIP Domain:

Notes:

Originating
Location Notes

10.80.140.140

732
10
10

-ALL-

Originating Locations and Routing Policies

Routing
Policy
Name

Vz CS1K-
R75_RP

Rank 2

Help ?

Filter: Enable

Routing - - Routing
Disabled Notes

Vz_CS1K_7.5

6.7.2 Outbound Calls to Verizon

To define a Dial Pattern, select Dial Patterns from the navigation menu. Click New (not shown).
In the General section, enter the following values and use default values for remaining fields.

e Pattern:
e Min:

o Max:

[ ]

Enter dial pattern for calls destined for the Verizon network.
Enter the minimum number of digits.
Enter the maximum number of digits.

SIP Domain: Select a SIP Domain from drop-down menu or select “All” if
Session Manager should route outgoing calls from all SIP domains.

e Notes:
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In the Originating Locations and Routing Policies section, click Add.

The Originating Locations and Routing Policy List page opens (not shown).
¢ Inthe Originating Location list, select “Apply the Selected Routing Policies to All
Originating Locations” or alternatively, select a specific originating Location. In the
Routing Policies table, select the Routing Policy defined for the ASBCE.
o Click Select to save these changes and return to Dial Pattern Details page.

Click Commit to save.

The following screen shows an example Dial Pattern defined for the sample configuration.
Repeat this procedure as needed to allow additional PSTN numbers to be routed to the
Verizon network via the ASBCE. Wildcards may be used in the Pattern field so that blocks

of matching numbers are routed based on a single dial pattern.

Home / Elements / Routing / Dial Patterns - Dial Pattern Details

Dial Pattern Details

General
* pattern: 303
* Min: |10
* Max: |10
Emergency Call: O
SIP Domain: |-ALL- 4

Notes:

Originating Locations and Routing Policies

1 Item Refresh

Help ?

Filter: Enable

Originating Routing Polic i FEEms Routing
[0  originating Location Name 1 L gin g ¥ Rank 2 Policy Policy Policy
ocation Notes Name A o q
Disabled Destination Notes
O wvz_CSik 10.80.140.203 Vz_ASBCE-1_RP 0 Vz_ASBCE-1
Select : All, None
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7. Configure Avaya Session Border Controller for Enterprise

In the sample configuration, an Avaya Session Border Controller for Enterprise is used as the edge
device between the Avaya CPE and Verizon Business.

These Application Notes assume that the installation of the ASBCE and the assignment of a
management IP Address have already been completed.

7.1. Access the Management Interface

Access the web management interface by entering the URL https://<ip-address> where <ip-
address> is the management IP address assigned during installation. Select UC-Sec Control
Center.

©) Sipera

Systems

Choose a destination

UC-Sec Control Center IM Log Viewer

A log-in screen is presented. Enter an appropriate Login ID and Password.

@ S i pe ra Session expired, please login again

Systems LoginlD |ucsec

LEARN - VERIFY — PROTECT Password

The UC-Sec ™ farnily of products frorm Sipera Systerns delivers cormprehensive
WoIP security by adapting the best practices ofinternet security and by using unigue,
sophisticated techniques such as VolP protocol misuse & anomaly detection,
behavioral learning based anoraly detection and voice spam detection to protect
WoOIP netwarks.

Wisit the Sipera Systermns website to learn maore.

MOTICE TO USERS: This systern is for autharized use anly. Unautharized use of this
aystem is strictly prohibited. Unautharized ar impraper use of this systern may
resultin civil andior criminal penalties. Use ofthis systern constitutes consentto
security monitoring. All activity i= logged with login infa, host name and IP address.
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Once logged in, the main page of the UC-Sec Control Center will appear.

€ | ) 10.80140.140 itps: /10,80, 140, 140 jucsec] 77 €| |20 avayalaok shead rodting Pl &

I_ﬁl Most visited ,ﬂ ‘foga-For-it-band-synd... ®® Sky High 53 June 17-2... '. The Gazette's Evacua... Facebook, 5 United Airlines AHPM Calendar | Hist.. m 11 Welcome ko SCFD: .. Eﬂ 5IP Training and S5CA. B Layer Family including ... »

UC-Sec Control Center
Vel iz 8:15:08 PR GMT

@ Marms Incidents
15 UC-Sec Contral Center

Bwelcome Securing your real-time unified communications
< Administration

[Ify statistics Logs &% Diagnostics

|8 Users

8] Logout | (@ Help

H Backup/Restors Acomprehensive IP Communications Security product, the Sipera UC-Sec offers a complete suite of security, enablement
B8 System Management and compliance features for protecting and deploying unified communications such as Yoice-over-IP (alPy, instant Sipera Wehsite

» [ Global Parameters messaging (M), multimedia, and collaboration applications. Sipera VIPER Labs

» [ Global Profiles

> 5 8IP Cluster Ifyou need suppor, please call ourtoll free number at (B66) 861-3112 ar e-mail supporti@sipera.com Contact Support

> Dorain Policies

> g Device Specific Seftings Alarms (Past 24 Hours) Incidents {Past 24 Hours)

> [ Troubleshaoting Mone found Mane found UC-Sec Devices Network Type: -
> 2 TLE Management VZ_1 DMZ_ONLY ]
> 1 IM Logaing

Administrator Hotes

Mo notes posted.

The following image illustrates the menu items available on the left-side of the UC-Sec Control
Center screen.

| U-Sec Control Center
@Welcnme
o Administration
[‘5‘] Backup/Restore
@ Svsterm Management
> I Global Parameters
> | Global Profiles
> | SIP Cluster
| Domain Policies
> |2 Device Specific Settings
» |2 Troubleshooting
» |2 TLS Managerment
> |2 I Logging

To view system information that was configured during installation, navigate to UC-Sec Control
Center = System Management. A list of installed devices is shown in the right pane. In the case
of the sample configuration, a single device named VVZ_1 is shown. To view the configuration of
this device, click the monitor icon (the third icon from the right).

Svystem Management

Installed | | Updates
[ owcerame | Serumber | version_ L

WZ_1 IPCS31030013 405000 @ Commissioned B & 2 X

1\
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The System Information screen shows the Network Settings, DNS Configuration and
Management IP information provided during installation and corresponds to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy.

System Information: VZ_1 3
Network Configuration A
—General Settings —Device Settings
Appliance Name V7 1 HA Mode Mo
Box Type SIiP a::ife Channel None
Deployment Proxy
Mode Two Bypass NG
Mocde
—Network Settings
I O T [
1080140141 1080140141 2552552550 10801401
22272 22272 2052552550 2221 E1
—DNS Configuration Management IP(s)
Primary DNS 172302094 |7 IP 10.80.140.140
Secondary DNS
DNS Location ]
DNS ClientlP 2222 L

7.2. Device Specific Settings

7.2.1 Define Network Information

Network information is required on the ASBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface for the
internal side and the B1 interface for the external side. Each side of the ASBCE can have only one
interface assigned. To define the network information, navigate to Device Specific Settings =
Network Management in the UC-Sec Control Center menu on the left hand side and click Add
IP. A new line appears that can be configured.

e IP Address: Enter the IP Address for the internal interface.
o Gateway: Enter the appropriate gateway IP Address.
e Interface: Select the desired hardware interface (Al).
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Click Save Changes. Repeat the process for external interfaces using B1.

Note: Multiple IP addresses defined on a single interface must be in the same subnet.

anagement: V71

UC-Sec Devices Network Configuration | | Interface Configuration

VZ_1

Modifications or deletions of an IP address or its associated data require an application restart

before taking effect. Application restarts can be issued from System Management.

AT MNetrmask AZ Metrmask B1 MNetrmask B2 Metrmask
|255 255.255.0 | | | |285.285.285.0 | | |
R R el
(10.80.140.141 | 1080140, a1 v x
22232 || | 2221 |B1 v x

Select the Interface Configuration tab and click on Toggle State to enable the interfaces.

UC-Sec Devices Network Configuration | ‘ Interface Configuration |
VZ_ 1

Al Enabled
A2 Disabled
B1 Enabled
B2 Disabled

7.2.2 Signaling Interfaces

To define the signaling interfaces on the ASBCE, navigate to Device Specific Settings 2
Signaling Interface in the UC-Sec Control Center menu on the left hand side and Select Add
Signaling Interface.

Define a signaling interface for Verizon:

e Name: Enter a descriptive name for the external signaling
interface for the Verizon network.

e IP Address: Choose the external address for signaling.

e TCP/UDP/TLS Port: Enter the port for the desired protocol.

Click Finish (not shown).

Repeat the process for the internal Avaya network.
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The screen below shows the configured internal and external signaling interfaces used in the
sample configuraiton.

Device Specific Settings naling Interface: W7
UC-Sec Devices Signaling Interface |
VZ_1
TCP UDP
“ Slgna"ng e 155 Fort 158 Frefie II
Sig Inside to CPE 1080140 141 060 2060 Mone
Slg_Outside_to_Vz 2222 5060 [None w5

7.2.3 Media Interfaces

To define the media interfaces on the ASBCE, navigate to Device Specific Settings = Media
Interface in the UC-Sec Control Center menu on the left hand side and select Add Media
Interface. Details of the RTP and SRTP port ranges for the internal and external media streams are
entered here. The IP addresses for media can be the same as those used for signaling or can be
different.

Define a media interface for Verizon:

e Name: Enter a descriptive name for the external media
interface for the Verizon network.

e |IP Address: Choose the external address for the media.

e Port Range: Enter port ranges for the media path.

Repeat the process for the internal Avaya network.

The screen below shows the configured internal and external media interfaces used in the sample
configuraiton.

UC-Sec Devices Media Interface

vZ_1

Modifying or deleting an existing media interface will require an application restart before taking

Int_tedia_to_CFE 10.80.140.141 35000 - 40000
Ext_Media_to Wz 2222 35000 - 40000 2 X

effect. Application restarts can be issued from System Management.
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7.3. Global Profiles

Global Profiles allows for configuration of parameters across all UC-Sec appliances.

7.3.1 Routing Profiles

Routing Profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include

packet transport settings, name server
information, and packet transport type

addresses and resolution methods, next hop routing
S.

Create a Routing Profile for Session Manager and a separate Routing Profile for Verizon SIP
Trunk. To add a Routing Profile, navigate to UC-Sec Control Center ->Global Profiles 2>
Routing and select Add Profile. Enter a Profile Name and click Next to continue (not shown).

In the new window that appears, enter
fields:

URI Group:
Next Hop Server 1:

Next Hop Server 2:
Routing Priority Based on
Next Hop Server:

Next Hop in Dialog:

Outgoing Transport:

Click Finish (not shown).

the following values. Use default values for all remaining

Select “*” from the drop down box.

Enter the Domain Name or IP address of the
Primary Next Hop server with a colon and the port.
(Optional) Enter the Domain Name or IP address of
the secondary Next Hop server.

Checked.

(Optional) Checked only if information in the Via
Header is to be used instead of received port and IP.
Choose the protocol used for transporting outgoing
signaling packets.

The following screen shows the Routing Profile to Session Manager. The Next Hop Server 1 IP
address must match the IP address of the Session Manager Security Module followed by a colon
and the port being used. The Outgoing Transport must match the ASBCE Entity Link created on
Session Manager in Section 6.5.

Global Profiles > Routing: Route to SME.1

Click here to add a description.
default Routing Profile
Route to SM6.1
Route to SM6.2 et Next | oo
VzZ_IPT i
= Priority Next Hop Server 1 Ly Hop H_op Route Outgoing
Server 2 S Transport
Pnonty _ Header
Dialog
- 10.80.150.206:5060 — ~ - - TCP 2
MEO; Reviewed: Solution & Interoperability Test Lab Application Notes 68 of 109

SPOC 10/1/2012 ©2012 Avaya Inc. All Rights Reserved. VZIPT_1K75ASBCE



The following screen shows the Routing Profile to Verizon. In the Next Hop Server 1 field enter
the IP address that Verizon uses for the IP Trunk with a colon and then the port number. Check the
Next Hop Priority. Enter UDP for the Outgoing Transport field.

NOTE: If the outside port is something other than 5060 the “Next Hop Server 1”” and “Next
Hop Server 2” fields must contain a colon and the port number after the IP address or domain
name. If these are not entered, then the OPTIONS messages from Session Manager will be
proxied to the service provider with a port of 5060 and may not get a response. This will cause
ASBCE to respond to the Session Manager OPTIONS with a 408 Request Timeout, which will

cause the Session Manager to mark the entity link as down.

Global Profiles = Routing: Vz_IPT

172.30.209.21:5071  —

Hop
Priority

2

Next
srv| MoP
n
Dialog

- r

Add Profile Rename Profile | Clone Profile | Delete Profil
Routing Profiles Click here to add a description.
default Routing Profile
Route to SM6.1
Vz_IPCC Add Routing Rule
Route to SM6.2
vz IPT Next Ignore
= Route

Header

Outgoing
Transport
UDP F

- Next Hop
Priori Next Hop Server 1
M s
:

7.3.2 Topology Hiding Profile

The Topology Hiding Profile manages how various source, destination and routing information in
SIP and SDP message headers are substituted or changed to maintain the integrity of the network.
It hides the topology of the enterprise network from external networks.
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Create a Topology Hiding Profile for the enterprise and a separate Topology Hiding Profile for the
Verizon SIP Trunk. In the sample configuration, the Enterprise and SIP Trunk profiles were
cloned from the default profile. To clone a default profile, navigate to UC-Sec Control Center
->Global Profiles = Topology Hiding. Select the default profile and click on Clone Profile as
shown below.

ntrol Center

Admin. Curr ime i 41:18 PM GMT
@ Alarms Incidents | [Jf Statistics | =] Logs Di ics | [ Users
() Uc-See Control Center
@ welcome
LrAdministration -
[L]| packupiRestore Topology Hiding Profiles It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
B8 system Management default —|
|
> |2 Global Parameters Topology Hiding
4
= panare:  esser | cown | Roplacocton Overurts vaue
ornain Do
i Fingerprint Record-Route IFIDomain Auto
]
B Server Interwarking To IFIDomain Auto
€3 Prone Interworking RequestLine IPMDomain At
A o )
E"E Media Forking From IFDamain Auta
Routing A A
| & Server Configuration i IPIDDma?n Adto
2 Bubscriber Profiles S0P IFiDomain Auto
alm Topology Hiding
Signaling Manipulation ﬂ
£ URI Groups

Enter a descriptive name for the new profile and click Finish.

Clone Profile

Frofile Mame default

Clone Name

Edit the Avaya profile to overwrite the To, Request-Line and From headers shown below with
the enterprise domain. The Overwrite Value should match the Domain set in Session Manager
(Section 6.1). Click Finish to save the changes.

Edit Topology Hiding Profile %
" Weaer | Citen | Fepacodoion | Owrwnievao | |
|sDP v| [IPDomain | [Auto ~| | | %
|Request—Line Vl |IP,a'DDmain V| |Overwrite V| |avayalab.eom | *
|Record—RDute v| |IP,.“DDmain v| |Auto V| | | >
|FrDm Vl |IP,a'DDmain V| |Overwrite V| |avayalab.com | X
|TD v| |IP,.“DDmain v| |Overwrite V| |avayalab.oom | *
[wia v| [IPDomain | [Auto ~| | | %
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It is not necessary to modify the Verizon profile from the default values if IP addresses are used.
The following screen shows the Topology Hiding Policy Verizon created for Verizon with the
domain names overwritten in the appropriate fields:

Global Profiles > Topology Hid erizon_IPT
Click here to add a description.
defautt Topology Hiding
cisco_th_profile
Verizon_IPT Via [P/Domain Auto
Record-Route [PDomain Auto
To IP/Domain Overarite peelban0001 avayalincroft globalipcom com
Request-Line |P/Comain Overnnite peelban0001 avayalincroft globalipcom.com
From [P/Domain Chvenvirite adeyC avaya.globalipcom com
Ed

7.3.3 Server Interworking

Click the Add Profile button (not shown) to add a new profile or select an existing interworking
profile. If adding a profile, a screen such as the following is displayed. Enter an appropriate
Profile Name such as “Verizon-1PT” shown below. Click Next.

Interworking Profile

Prafile Name |erizon_IPT |
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In the new window that appears, default values can be used. Click Next to continue.

Editing Profile; Verizon-IPCC

() Maone
Hold Support () RFC2543 - ¢=0.0.0.0

() RFC3264 - a=sendonly
180 Handling & Mone (O SDP (O Mo 5DP
181 Handling ® Mone (O SDFP (O Mo SDFP
182 Handling ® Mone (O SDFP (O Mo SDFP
183 Handling # Mone (O SDP () Mo SDF
Refer Handling F
e Handling F

Diversion Header Support
Delayed SDP Handling F
T38 Support ]
URI Stherme @ SIP O TEL ) ANY
Yia Header Format % EEE;;E;
Hext

Default values can also be used for the next two windows that appear. Click Next to continue.

Configuration is not required. All fields are optional.

Privaty Enabled 0
Min-SE geconds, [90- 86400]
UserName I . .
Init Tirmer | | milliseconds, (50 - 1000]
P-Asserted-dentity . 5
Max Timer | | milliseconds, [200 - 8000]
P-Preferred-ldentity ; )
Trans Expire seconds, [1- 64]
PrvacyHeater I - -
Invite Expire | | seconds, [180- 300]
C ow
DTMF Support ® None O SIPNOTIFY (O SIP INFO TCP Connection Inactive Timer seconds, [B00 - 3600]

On the Advanced Settings window uncheck the following default settings:

e Topology Hiding: Change Call-1D
e Change Max Forwards

Click Finish to save changes.
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Interworking Profile [

() Mane
Record Routes () Single Side
(%) Both Bides
Topology Hiding: Change Call-1D L
Call-Info MNAT F
Change Max Forwards O
Include End Faoint IF for Context Lookup 1
0CE Extensions |
Aiys Extensions |
MORTEL Extensions |
SLIC Extensions O
Diversion Manipulation 1
Diversion Header LRI |

Metaswitch Extensions O
Feset on Talk Spurt 1
Reszet SRTP Context on Session Refresh |
Has Remote SBC
Route Response on Via Port 1
Cisco Extensions O

Back [ Finisn |

The Avaya profile will be created by cloning the Verizon profile created in the previous section.
To clone a Server Interworking Profile for Avaya, navigate to UC-Sec Control Center - Global
Profiles = Server Interworking and click on the previously created profile for the enterprise,
then click on Clone Profile as shown below.

rol Center
ned in as Admin. Curren 2r time is 4:29:16 PM GMT

@ Alan - @] Logout
D uUc-sec Control Center 5 v S
& welcome I Clone Profile I
i Administration
[ Backup/Restare It is not recommended to edit the defaults. Try clening or adding a new profile instead.
B8 System Management 52100 General || Timers | | URI Manipulation | | Header Manipulation | | Advanced |
> [ Global Parameters avaya-ru
4 2 Global Profis OCS-Edge-Server . genera
B Domain Dos cisco-ccm Hold Suppart RFC3264
& Fingerprint cups 180 Handling Mone
% Server Intenwarking Sipera-Halo 181 Handling None
EE] ;’;Z?::;kri\:;mng OCS-FrontEnd-Server 182 Handling hone
aa i Avaya 183 Handling None
krouting Verizon-IPCC Refer Handling Mo
@ Server Cunﬂgm Yerizon_IPT S Handling Mo
4 Subscriber Profiles =
~Ja Topalogy Hiding Diversion Header Support Mo
Signaling Manipulation Delayed SDF Handling o
£ URI Graups T.38 Support Mo
» =) SIP Cluster LRI Scheme SIP
> 5 Domain Palicies “la Header Format RFC3261
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Enter a descriptive name for the new profile and click Finish to save the profile.

Clone Profile

Frofile Mame Yerizan-1PCC
Clone Narme

7.3.4 Signaling Manipulation

The Signaling Manipulation feature allows the ability to add, change and delete any of the headers
in a SIP message. This feature will add the ability to configure such manipulation in a highly
flexible manner using a proprietary scripting language called SigMa.

The SigMa scripting language is designed to express any of the SIP header manipulation
operations to be done by the ASBCE. Using this language, a script can be written and tied to a
given flow. The ASBCE appliance then interprets this script at the given entry point or “hook
point”.

These Application Notes will not discuss the full feature of Signaling Manipulation but will show
an example of a script created during compliance testing to aid in topology hiding and to remove
unwanted headers in the SIP messages to and from Verizon.

To create a new Signaling Manipulation, navigate to UC-Sec Control Center > Global Profiles
- Signaling Manipulation and click on Add Script (not shown). A new blank SigMa Editor
window will pop up. Enter Appropriate script and click Save.

The script will act on all outbound traffic to Verizon after the SIP message has been routed through
the ASBCE. The script is further broken down as follows:

e within session “All” Transformations applied to all SIP sessions.
e act on message Actions to be taken to any SIP message.

e %DIRECTION=“OUTBOUND” Applied to a message leaving ASBCE.

e  %DIRECTION=“INBOUND” Applied to a message entering ASBCE.

e %ENTRY_POINT=“POST_ROUTING” The “hook point” to apply the script after the

SIP message has routed through ASBCE.
e %ENTRY_POINT=“PRE_ROUTING” The “hook point” to apply the script before the
SIP message has routed through ASBCE.

e remove(%oHEADERS[“P-Location”][1]); Used to remove an entire header (like P-
Location). The first dimension denotes which
header while the second dimension denotes
the 1% instance of the header in a message.
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e %HEADERS|“Supported”][1].regex_replace); Used to find and replace a value in the
header. In the screen below, the value
“x-nortel-sipvc, “ found in the header
is to be replaced with nothing (“”).
This method is being used instead of
Remove because only a portion of the
header is being removed.

With this script, the P-Location, Endpoint-View, Alert-Info, x-nt-e164-clid, History-info, User-
Agent, and Server headers as well as the “x-nortel-sipvc, “ text in the Allow header will be
removed. These items are being removed for general security purposes and because the SIP
Service provider has no need of these items. These are optional inclusions to any SigMa Script.

In the second part of this script beginning with the line /REQUIRED, these lines were included
into the SigMa Script as a work-around to allow transfers off-net. Please see Section 2.2 for more
information and Appendix 1 for the full text of this SigMa script.

htbps: /110,80, 140, 140/ ucseclisk

— Options
Title |CS1kK_Comhbined

1 // OPTIONAL

2 within session "ALL"

3

4 act on message where $DIRECTION="OQUTBOUND" and %ENTRY POINT="POZIT ROUTING"
] {

& // Topology Hiding of headers

7

a remove ( S HEADERS [ "P-Location™] [1]);

9 rewmove (SHEADERS [ "Endpoint-Yiew"] [1]);
10 remove ($HEADERS["Alert-Into™] [1]);
11 remove ( $HEADERS [ "x-nt-eléd-<lid™] [1]);
1z remove (3HEADERS[ "History-info"] [1]);
13 remove ( S HEADERS[ "User-Agent™] [1]);
14 remove [ $HEADERIS["dJerver™] [1]);
15 %HEADERS["SuppDrted"][l].regex_replace("x—nartel—sipvc, L
le i
17 '
18
1% // REQUIRED

[ ]
o]

within session "ALL"

{

ZE act on message where %DIRECTICN="INBOUND" and 3ENTRY FPOINT="FRE ROUTING"

e {

Z4 /) 8trip UPDATE header from inbound Verizeon traffic Allow Header for transfers
=5

i)
[

Za SHEADERZ["A1llow"] [1].regex replace("UPDATE", "");
27 }
28
29
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The following screen shows the finished Signaling Manipulation Script CS1k_Combined. This
script will later be applied to the Verizon Server Configuration in Section 7.3.6. The details of
these script elements can be found in Appendix A.

Welcome ucse

UC-Sec Control Center
igned in as Admin. Current server time is 9:06:44 AM GMT
@ Mlarms Incidents  [Jf Statistics = =

|5 UC-Sec Contral Center
) Welcome
b Administration
[L] Backup/Restare
B8 Systern Management

* [ Global Parameters

|23 Global Profiles
B Domain DaS
& Fingerprint
B Server Interwarking
€9 Phone Interwarking
&% Media Forking
&2 Routing
i Server Configuration
&5 Subscriber Prafiles
alm Topology Hiding

Signaling Manipulation

25 URI Groups

* 2 SIP Cluster

> 0 Domain Palicies

> [ Device Specific Settings

> = Troubleshooting

> [ TLS Management

» = IM Logging

[N

Glohal Profile

Upload Script Add Script
Signaling Manipulation Scripts

Example
CS1K_Sigma_Script
Example2
CS1K_Combined
Example22
Example_for_IPCC
IPCC Test

Diagnostics | | Users

1aling Manipulation: C51K_Comhbined

Click here to add a description.

Signaling Manipulation

/f COPTIONAL

within session "ALL"

{

act on message where $DIRECTICH="QUTBOUND™ and ENTRY_POINT="PO3T_ROUTING"
¢

/7 Topology Hiding of headers

remove ($HEADERS["P-Location™] [111:
remove ($HEADERZ ["Endpoint-View™] [1] )
remove ($HEADERS["Alerc-Infa™] [1]):
remove (SHEADERS ["x-nt-el6d-c1id™][1])
remove ($HEADERI ["History-info™] [1])
remove ($HEADERS ["User-agent™] [111:
remove ($HEADERS ["Server™] [1])
$HEADERS[ "Supported”] [1] .regex_replace {"x-nortel-sipve, ", "");
}
H

//{ REQUIRED
within session "ALL"
{
act on message where $DIRECTICN="INBOUND” and $ENTRY POINT="FRE ROUTING™
{
// Strip UPDATE header from inbound Verizon traffic Allow Header for transfers

“HEADERS["hllow"] [1] .regex_replace ("UPDATE", "r):
3
3

7.3.5 Server Configuration

Servers are defined for each server connected to the ASBCE. In this case, Verizon is connected as
the Trunk Server and Session Manager is connected as the Call Server. To define the Session
Manager server, navigate to Global Profiles = Server Configuration in the UC-Sec Control
Center menu on the left hand side. Click on Add Profile and enter a profile name in the pop-up

menu.

Add Server Configuration Profile

FProfile Marme

\Avaya_SME1 |
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In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Server Type: Select Call Server from the drop-down box.
IP Addresses /
Supported FQDNSs: Enter the IP address of the Session Manager signaling

interface. This should match the IP address of the Session
Manager Security Module.

e Supported Transports: Select TCP and UDP. This is the transport protocol used in
the ASBCE Entity Link on Session Manager configured in
Section 6.5.

e TCP Port: Port number on which to send SIP requests to Session
Manager. This should match the port number used in the
ASBCE Entity Link on Session Manager configured in
Section 6.5.

Click Next to continue.

Verify Enable Authentication is unchecked as Session Manager does not require authentication.
Click Next to continue.

R e 2 Add Server Configuration Profile - Authentication ¥

Sarver Typa Call Server
10.80.150.208 Enable Authentication
IP Addresses / Supported FODNs
Camma separatied list US!’NBITIE‘

= Tep Realm
Supportad Transports = upe

Omns Password
TCP Part 5060

firms Dlas st
e - Confirm Password
LS Port '
g |
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In the new window that appears, OPTIONS were only configured for Session Manager. Enter the
following values. Use default values for all remaining fields:

e Enabled Heartbeat: Checked.

e Method: Select OPTIONS from the drop-down box.

e Frequency: Choose the desired frequency in seconds ASBCE will send
SIP OPTIONS. For compliance testing 60 seconds was
chosen.

e From URI: Enter an URI to be sent in the FROM header for
SIP OPTIONS.

e TOURI: Enter an URI to be sent in the TO header for SIP
OPTIONS.

Click Next to continue.

In the new window that appears, select the Interworking Profile created for the enterprise in
Section 7.3.3. For Signaling Manipulation Script select a script if desired. Use default values for
all remaining fields. Click Finish to save the configuration.

Edit Server Configuration Profile - Heartheat § Edit Server Conﬁquratinn Profile - Advanced
Enable Heartbeat ] _ ) —
Enable DoS Protection |
Method OPTIONS
Froquency 60 conds Enable Grooming O
From URI Ping@10.80.140.141 Interworking Profile Ayaya v
To LR PIna@10.80.150.208 Signaling Manipulation Script Nong v
TCP Probe O — >
. CP Connection Type ® SUBID O PORTID ) MAPPING
TCP Probe Frequency | | seconds P v b b

7.3.6 Server Configuration for Verizon IP Trunk

To define the Verizon IP Trunk, navigate to Global Profiles = Server Configuration in the UC-
Sec Control Center menu on the left hand side. Click on Add Profile and repeat the instructions

above with appropriate settings.

Add Server Configuration Profile

Prafile Name vz IPT |
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The screen below shows the General parameter settings for the “Vz_IPT” server configured as
Trunk Server, with Verizon IP Address, transport, and port:

Glakal Profiles = Senver Canfiguration: Vz_IPT

General | | Authentication | | Heartheat | | Advanced |
Avaya_SM6.2
Va_IPT
Avaya_SM6.1 Server Type Trunk Server

IF Addresses f FQDNs 172.30.209.21
default o T o
IPCC_Senvice upported Transports

UDPF Port a071

The following screens show the settings in the Authentication and the Heartbeat tabs (note that
external OPTIONS to Verizon are enabled in this configuration also):

Edit Server Configuration Profile - Heartheat

Add Server Configuration Profile - Authentication

- . Enable Hearibest )
Enable Authertication
Method OFTIONS |+

User Name Frequency :El] seconds
Realm From URI ping@2212
Password Ta URI pingé@ 72.30.200.1
i TCP Probe O
Confirm Password
TCP Prabe Frequancy I:l seconds

ok et

In the Advanced Tab, select “Verizon_IPT” for Internetworking Profile and
“CS1K_Combined” as the Signaling Manipulation Script as shown below:

Global Profiles = Server Configuration: Vz_IPT
General | | Authentication | | Heartheat | | Advanced |
Avaya_SMG.2
Avaya_SM6.1 Enahble DoS Pratection O
default Enable Grooming ¥
IPCC Service Interwarking Prafile Werizon_|IPT
h Signaling Manipulation Script CS1K_Combined
UDF Connection Type SUBID
E

Click Finish to save changes (not shown).
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7.4. Domain Policies — Application Rule
Select Domain Policies = Application Rules from the left-side menu as shown below.

=y UC-Sec Control Center
(&) Welcome
< Administration
|| Backup/Restore
E& system Management
> | ) Global Parameters
» |y Global Profiles
> ) SIP Cluster
4 |7 Domain Policies
[Z3 Application Rules
‘gl Border Rules
H Media Rules
|} Security Rules
[ 3ignaling Rules
iof Time of Day Rules
= | End Point Policy Groups
iyl Session Policies

In the sample configuration, a single application rule was created by cloning the default rule called
“default”. Select the default rule and click the Clone Rule button.

Domain Policies = Application Rules: default

IFiIterByr Device...
Application Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

default Application Rule

Enter a name in the Clone Name field, such as “Vz_App_Rule” as shown below. Click Finish.

Clone Rule =
Rule Mame default
Clone Mame |
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Select the newly created rule and click the Edit button (not shown). In the resulting screen,
change the default Maximum Concurrent Sessions to 2000, the Maximum Session per
Endpoint to 2000. Click Finish.

Application Rule
Application Type nm Maximum Concurrent Sessions Maximum Sessions Per Endpoint
Voice I [ 2000 2000
Video Cf
M rr
CDR Support Mone
IM Logaging Mo
RTCP Keep-Alive Mo

7.5. Domain Policies — Media Rules
Select Domain Policies = Media Rules from the left-side menu as shown below.

In the sample configuration, a single media rule was created by cloning the default rule called
“default-low-med”. Select the default-low-med rule and click the Clone Rule button.

UC-Sec Control Center

(5 UC-Sec Control Center
@WE‘W"‘E W | [ Fitter By Device -
. Administration
(L] BackupfRestore
B8 System Management

It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

Media NAT | | Media ion | | Media nomaly | | Media Sitencing | | Media Qos | | Turing Test |

P 12 Global Parameters
b [ Glohal Profiles
(8P Cluster
4 | Domain Policies
[=J Application Rules
[8 Border Rules
[ media Rules
] Security Rules

default-high
default-high-enc

avaya-low-med-enc
def-low-media-Q0S
Def_low_media_QoS2

Media NAT

Learn Media IP dynamically

Enter a name in the Clone Name field, such as “default-low-med-QoS” as shown below. Click
Finish.

Clone Rule

Rule Hame default-lowve-rmed

Clone Mame |Iefaurt-lcuw-med-lac|5
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Select the newly created rule, select the Media QoS tab, and click the Edit button (not shown). In
the resulting screen, check the Media QoS Marking Enabled checkbox. Select DSCP and select
“EF” for expedited forwarding as shown below. Click Finish.

Media QoS

Media QoS Reporting

RTCP Enabled ¥

Media QoS Marking
Enabled
) TosS

Audio Precedence

Audio Tos

YWideo Precedence

Yideo ToS Minimize Delay
&) DSCF

Audio

Viden \EF

When configuration is complete, the “default-low-med-QoS” media rule Media QoS tab appears
as follows.

Domain edia R fault-low-med-Gos

Click here to add a description.
default-low-med Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | [ Media 0os | [ Turing Test |
default-low-med-enc
default-high-enc RTCP Enabled O

avava-low-med-enc

default-low-med-CoS Media QoS Marking
test Enabled
QoS Type DSCP

Audio QoS
Audio DSCP EF

Video QoS

Video DSCP EF
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7.6. Domain Policies — Signhaling Rules
Select Domain Policies - Signaling Rules from the left-side menu as shown below.

I UC-Sec Control Center
@Welcnme
. Administration
[‘5‘] Backup/Restore
@ Systerm Management
» 1) Global Parameters
> | Global Profiles
» | SIF Cluster
4 |7 Domain Policies
(23] Application Rules
EﬂnrderRules
H Media Rules
E;}Securitg.-' Rules
" Signaling Rules

Click the Add Rule button to add a new signaling rule. In the Rule Name field, enter an
appropriate name, such as “Block_Hdr_Remark”.

Rule Name |Block_Helr_Remark |

In the subsequent screen (not shown), click Next to accept defaults. In the Signaling QoS screen,
select DSCP and select the desired Value for Signaling QoS from the drop-down menu. In the
sample configuration, “AF32” was selected for “Assured Forwarding 32.” Click Finish (not
shown).

Enabled
) ToS
Precedence | |_|
Tos |
& DSCP
Valle | AF32 v | |
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After this configuration, the new “Block Hdr Remark” will appear as follows.

Cromain Polic gnaling Rules: Block_Hdr_Remark

Signaling Rules Click here to add a description.

default General | | Requests | | Responses | | Request Headers | | Response Headers | | Signaling oS |
No-Content-Type-Checks

signal-QoS Signaling QoS
Block_Hdr_Remark 005 Type DsCP
DSCP AF32

7.7. Domain Policies — End Point Policy Groups
Select Domain Policies = End Point Policy Groups from the left-side menu as shown below.

Select the Add Group button.

Diomain Policies = End Point Policy Groups: default-low

| Filter By Device...
Policy Groups It is not recommended to edit the defaulis. Try adding a new group instead.

Enter a name in the Group Name field, such as “default-low-remark” as shown below. Click
Next.

Paolicy Group

Group Bame | default-lovy -remark |

Hext
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In the sample configuration, defaults were selected for all fields, with the exception of Application
Rule which was set to “Vz_App_Rule”, Media Rule which was set to “default-low-med-QoS”,
and Signaling Rule, which was set to “Block_Hdr_Remark” as shown below. The selected
application rule, non-default media rule and signaling rule were created in previous sections. Click

Finish.
Edit Policy Set fx
Application Rule |Uz_f-‘xpp_F{u|e v|
Border Rule | default v|
Media Rule def-low-redia-Q0S |

Security Rule
Signaling Rule
Time of Day Rule

| default-low V|

| Elock Hdr Remark

Finish

v

Once configuration is completed, the “default-low-remark” policy group will appear as follows.

Domain Policies = End PointiPoIicy Groups: déf_low_remark

default-low
default-low-enc
default-med
default-med-enc
default-high
default-high-enc
QCS-default-high
avaya-def-low-enc

def_low_remark

Filter By Device. » Delete Group

Click here to add a description.

Hover over a row to see its description.

Policy Group

Vz_App_RuIe default def-low-

default-low Block_Hdr_Remark default 2

media-Q0OS
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7.8. Device Specific Settings — End Point Flows
Select Device Specific Setting - End Point Flows from the left-side menu as shown below.

) LIC-Sec Control Center
@Welcnme
. Administration
HEIackupIReatnre
ﬁaystem Management
+ | Global Parameters
+ | Global Profiles
+ I 8IF Cluster
I Domain Policies
4 | Device Specific Settings
Metwark Management
H Media Interface
“at Signaling Interface
"?J*f Sianaling Forking

5 End Point Flows

Under UC-Sec Devices, select the device being managed, which was named “Vz_1" in the sample
configuration (not shown). Select the Server Flows tab. Select Add Flow.

pera-outside-1112

Subscriber Flows | | Server Flows

Add Flow
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The following screen shows the flow named “Avaya_SM6.1” being added to the sample
configuration. This flow uses the interfaces, policies, and profiles defined in previous sections.
Click Finish.

Edit Flow: Avaya SM6.1 %
. crtera
Flow Mame (lawaya_SMB.1 |
Server Configuration Awaya SMB1 v
URI Group " N
Transport " v
Remote Subnet |* |
Received Interface Slg_Outside_to_Wz
Signaling Interface Sig_Inside_to_CPE +
Media Interface Int_Media_to_CFE +
End Point Policy Group def_low_remark  +
Routing Profile Yz |IFPT V
Topology Hiding Profile Ayaya ¥
File Transfer Profile MNone +

Once again, select the Server Flows tab. Select Add Flow.
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The following screen shows the flow named “Verizon IP_Trunk” being added to the sample
configuration. This flow uses the interfaces, policies, and profiles defined in previous sections.

Click Finish.

Edit Flow: Yerizon_IP_Trunk [x

Flow Mame

server Configuration
LRI Group

Transport

Remote Subnet
Recerved Interface
Sighaling Interface
tedia Interface

End Paint Policy Group
Routing Profile
Topaology Hiding Profile

File Transfer Profile

|Veriz|:|n_IF'_Trunk |
Vz_|PT v

- v

* |
' Sig_Inside_to_CPE ~|
'Slg_Outside_to_Vz |
Ext_Media_to_vz |

| def_low_remark v |
'Route to SMB.1 v
|‘\=’erizon_IF"T v|

Finish

The following screen summarizes the Server Flows configured in the sample configuration.

ifi -?H:'.ii\‘): End Point Flow
Fo2-1-10 || Subscriber Flows | | Server Flows"
Devices
VZ 1

Click here to add a row description.

Server Configuration: Avaya_SM6.1

- URI Remote Received
Priority Flow Name Group Transport Subnet

1 Avaya_SM6.1 Slg_Outside_to_Vz Sig_Inside_to_CPE Int_Media_to_CPE def_low_remark Vz_IPT

Signaling

End Point | Routing

LRI Policy Group | Profile

Interface

Server Configuration: Vz_IPT

Remote Received Signaling

" Topology
Media Interface Ceiafs (LR Hi
Policy Group | Profile
Profile

Topology
Hiding
Profile

Avaya

URI
AETAVTE Group DO Subnet Interface Interface ding
1 Verizon_IP_Trunk * Sig_Inside_to_CPE Slg_Outside_to_Vz Ext_Media_to_Vz def_low_remark zlt\)’luée‘lto Verizon_IPT
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8. Verizon Business IP Trunk Service Offer Configuration

Information regarding Verizon Business IP Trunk service offer can be found at
http://www.verizonbusiness.com/us/products/voip/trunking/ or by contacting a VVerizon Business
sales representative.

The sample configuration described in these Application Notes was located in the Avaya Solutions
and Interoperability Test Lab. The Verizon Business IP trunk service was accessed via a Verizon
Private IP (PIP) T1 connection. Verizon Business provided all of the necessary service
provisioning.

8.1. Fully Qualified Domain Name (FQDN)s

The following Fully Qualified Domain Names (FQDN)s were provided by Verizon for the sample
configuration.

CPE (Avaya) Verizon Network
adevc.avaya.globalipcom.com pcelban0001.avayalincroft.globalipcom.com

8.2. DID Numbers Assigned by Verizon

Verizon provided DID numbers that could be called from the PSTN. These Verizon-provided DID
numbers terminated to the Avaya CS1000E location via the Verizon IP Trunk Service. Table 1 in
Section 3 shows example Verizon DID numbers and the configurable association of the Verizon
DID numbers with Avaya CS1000E users.
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9. Verification Steps

This section provides example verifications of the Avaya configuration with Verizon Business IP
Trunk service.

9.1. Avaya Communication Server 1000E Verifications

This section illustrates sample verifications that may be performed using the Avaya CS1000E
Element Manager GUI.

9.1.1 IP Network Maintenance and Reports Commands

From Element Manager, navigate to System - IP Network - Maintenance and Reports as
shown below. In the resultant screen on the right, click the Gen CMD button.

P —
E’f@ = |&] httpst/10.80.140. 202femiwret_&-0/SECLRE_OBIECT_IDjcom.norte!.ems.C51000/a300d8ac 6d60-11e]-b7ab-43e0uebde473(Eleme > || 450 certiicate Ervor || 1|4 || % | |8 Live search P
Fle Edt View Favortes Tools Help
¢ Favorites ‘ T‘g, & | FreeHotmal @ | Web Slice Gallery ~ @ ) Unified Communications Ma...
/& Flement Manager | | &3 - Bl - ) fm - Page - Safety -~ Tools - @
AVAYA CS1000 Element Manager
- UCM Network Senvices 2 Managing: 10.80.44.202  Username: admin
—Home System » P Network » Node Maintenance and Reports
-Links -
- Virtual Terminals Node Maintenance and Reports
- System
+Alarms
:g:'rgt;’;i’l‘;fmm - Mode ID: 1004 Node [P: 10.80.140,203 Total elements: 1
- Peripheral Equiprment Hostname ELAN IP Type ™
- IP Metwork Signaling
- Modes: Servers, Media Cards Server-
W e s e R vzcs1k 1080141202 BT HOTH GEN CMD | 5YSLOG | OMRPT | Reset Status Virtual Terminal
- Media Gateways CPDC
- Zones

The General Commands page is displayed as shown below.

AVAYA €S1000 Element Manager

-UCM Network Services

|»

Maraging: 10.80.141.202  Username: admin

-Home System = P Metwork » MNode Maintenance and Reparts » General Commancs
-Links

- Virual Terminals General Commands
-System

+Alarms

- Maintenance

ElementIP : 10.80.141.202  Element Type : Signaling Server-Avaya CPDC
+Care Equipment

- Peripheral Equipment Group > Cummandl-- SelectA Group - = RUM

- P Metwork
- Modes: Servers, Media Cards IP addresslm_au_]tﬂ_znz Numhernfpings|3 PING
- Maintenance and Reports
=lilzilh EeisE |[click on a button to invoke & command. =]

A variety of commands are available by selecting an appropriate Group and Command from the
drop-down menus, and selecting Run.
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To check the status of the SIP Gateway to Session Manager in the sample configuration, select
“Sip” from the Group menu and “SIPGwShow” from the Command menu. Click Run. The
example output below shows that the Session Manager (10.80.150.206, port 5060, TCP) has
SIPNPM Status “Active”.

AVAYA €S1000 Element Manager
- UCM Network Senvices 2| Maraging 10.80.14.202  Username: admin
—Home System » IP Metwork » Node Maintenance and Reparts » General Commands
-Links
- Vinual Terminals General Commands
- System
+Alarms
- ESWEE“S'?CE . Element IP:10.80.141.202  Element Type . Signaling Server-Avaya CPDC
+Core Equipmen
—Per\phgralquulpment Group | Sip 'I Command | SIPGwShaw ~| sin =] RUN
- IP Netwark
-Modes: Servers, Media Cards IF address (10.80.141.202 Murnber of pings |3 FING
- Maintenance and Reports
=GR TS SIPNPH Status : Aotive A
:inor;l?sand Raoute Tables Pr?mary Proxy IP address : 10.80.150.206
- Metwork Address Translation Frimary  Proxy port i s060
~ QoS Thresholds Primary Proxy Transport : TCP
_ Personal Directories Secondary Proxy IP address : 0.0.0.0
- Unicade Mame Directary Secondary Proxy port @ Soen
+Intetfaces Secondary Proxy Transport : TCP
- Engineered Walues Primary Proxyz IP address : 10.80.150.206
+Emergency Services Primary Proxy2 port : 5060
+ Software Primary ProxyZ Transport : TCP
- Customers Lotive Proxy : Primary :Register Not Supported —
-Routes and Trunks (] Time To Next Registration : 0 Zeconds
- Routes and Trunks Channels Busy / Idle / Total : 0O f 32 / 32
-D-Channels Stack version : 5.5.0.13
- Digital Trunk Interface TLS Security Policy : Security Disabled -
- Dialing and Numbering Plans K| _;l—l

As another example, the following screen shows the results of the “vtrkShow” Command from
the “Vtrk” Group. The command was run with an active incoming call from the Verizon IP
Trunk to an IP/Unistim telephone. Therefore, one channel is busy, and 63 idle.

AVAYA CS1000 Element Manager
—UCM Network Services = Managing: 10.80.141.202 Username: admin
—~Home Systermn » IP Netwaork » Node Maintenance and Reports » General Commands
~Links
- Virtual Terminals General Commands
- System
+Alarms
- Maintenance Elerment IP: 10.80.141.202  Elernent Type : Signaling Server-Avaya CFDC
+ Care Equipment
- Peripheral Equiprent Groupl\/trk =l Commandl\ftrkShoW | F'mtoco\l Start Rangel RUN
- IP Netwaork
—Modes: Servers, Media Cards
-l zs e el € IP address [10.30.141 202 Number of pings [3 PG|
-Media Gateways
-Zones | ||mmmmmmmm e =
—Host and Route Tahles VTRE Summary
- MNetwark Address Translaton (N | ||[-———==—=—="====—=====———-——
- QoS Thresholds VTRK status : Active
—Personal Directories Master status : On
- Unicade Name Directory VTRE REG Node : 1004
+Interfaces Protocol :  BIP SIPL
- Engingered Walues D-Channal . 15
+Emergency Services customer .0
+ Software Channels Idle : 63
-Customers Channels Busy : 1
—Reoutes and Trunks Channels Mbsy : 0
- Routes and Trunks Channels Pend : 00
- D-Channels Channels Dsbl : 0O
- Digital Trunk Interface Channels Ukwn : 0 -
—Dialing and Numbering Plans LI LlJ
- Electronic Switched MNetwork

MEO; Reviewed: Solution & Interoperability Test Lab Application Notes 91 of 109
SPOC 10/1/2012 ©2012 Avaya Inc. All Rights Reserved. VZIPT_1K75ASBCE




Below is the same call placed to a SIP extension. Notice that that the Channels Busy is now 2

instead of 1.

AVAVA C81000 Element Manager
- UCM Network Services = Managing: 10.80.141.202  Userame: admin
—Home Systerm » [P Metwork » Node Maintenance and Reports » General Commands
- Links
- Virtual Terminals General Commands
- System
+Alarms

- Maintenance Element P : 10.80.141.202  Element Type : Signaling Server-Avaya CPDC

+ Core Eguipment
- Peripheral Equipment
- IP Metwark

Group IVtrk 4| Cummandl wirkShow Start

| Prutu:ull

- Modes: Servers, Media Cards
- Maintenance and Reports

IP addres= |10.80.141.202

Mumber of pings |3

- Media Gateways

—-70ones
—Host and Route Tables
- Netwark Address Translation (N

— 0% Thresholds VTRE status T Active
— Personal Directories Master status : On
—Unicode Name Directory "VTRKE REG Node : 1004
+Interfaces Protocol i 8IP SIPL
- Engineered Yalues D-Channel ;15
+Emergency Services customer ]
+ Snftware Channels Idle : &2
- Customers Channels Busy : 2
- Routes and Trunks Channels Mbsy : 0
- Routes and Trunks Channels Pend : 0
- D-Channels Channels Dsbl : O
- Digital Trunk Interface Channels Ukwn : 0
- Dialing and Numbering Plans LI

- Electronic Switched Netwark

el

The next screen capture shows the output of the Command “SIPGWShowch” in Group “Sip” for
channel 1, while an incoming call was active (using channel 1) from the Verizon IP Trunk Service
to an IP-UNIStim phone. In the output below, the scroll bar was used to scroll down to the area
showing that the codec in use was “G_729A 20MS”. Note that the Remote IP (10.80.140.141) is

the IP Address of the inside private interface of ASBCE.

Managing: 10.80.141.202  Username: admin
Systermn » IP Metwork » Node Maintenance and Reports » General Commands

General Commands

Element IF: 10.80.141.202  Element Type : Signaling Server-Avaya CPOC

Gmup|5ip | Comrand | SIPGwShowich ~lfsip = |1 RUN

IP address [10.80.141.202 Numberufpingsl3 PING |
Stack version 5.5.0.13 ;I
TLS Security Policy Security Di=zabled
SIP Gw Registration Trace OFF
Ooutput Type Used RET
Channel tracing -1

Handle Chan Tvpe Direction CallState SIPState RxState TxState
Oxb7=0f418 1 VTRE Terminate BUSY REinging Sent Connected Connected
Codec AlrTime FS M8 Fax DestNum RemoteIP URI Zcheme
G _729A Z20ME 9 yvez m no 2000 10.80.140.141 8IP
nearEnd Msec policy =0
farEnd Msec policy = 0
b
< ¥
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The next screen capture shows an alternate way to view similar information, but in this case, by
searching for calls involving a specific directory number. The screen shows the output of the
Command “SIPGWShownum” in Group “Sip” where DN 2000 was specified. An incoming
call was active from the Verizon IP Trunk Service to the IP-UNIStim phone with DN 2000. In the
output below, the scroll bar was used to scroll down to the area showing that the codec in use was
“G_729A 20MS”. Note that the Remote IP (10.80.140.141) is the IP Address of the inside private
interface of the ASBCE.

AVAYA

~Home
-Links

- Virtual Terminals
- System

+Alarms

- Maintenance

+ Care Equigment

- UCM Netweork Services =

CS51000 Element Manager

Managing: 10.80.141.202 Username: admin

Systern » IP Network » Node Maintenance and Reports » General Cormmands

General Commands

Element IP - 10.80.141.202

Elerment Type . Signaling Server-Avaya CFDC

- Peripheral Equipment Group | Sip j Command | SIPGwShownum ;I I Sip ;I IZOOO RN
- IP Network
-hNnDdEtS' SENEfSaM;dlagﬁde IP address |10 80141 202 Number of pings |3 PG|
- Maintenance and Reports
- edia Gateways e —eerrorTrre
_E'Dn?s o i Tl 8IP Gw Registration Trace : OFF LI
= HOst an oute ables .
,genév%rp&dﬁnledss Translation (N SEEEEZlT{};:cE::d ’ 1:113?1
:P;mmngfaéﬁéﬂes Calling/Called Party Number: 2000
—Unimsts e Diesia Numbering Flan Indicator: Undefined
o e Eees iy Type Of Number: Undefined
- Enginesred Values Handle Chan Tvpe Direction CallState SIPState Rxftate TxState
+Emergency Services T TTTT TTTT TTTTTTTTTTT TToTToTTS TUTToTooT T oo oo oo oomo o oo e
+ Software Oxb7e0fd418 1 VTRE Terminate BUSY Ringing Sent Connected Connected
_Customers Codec AirTime FS MS Fax DestMNum RemoteIP URI Scheme
_F_l"g‘oﬁzsggd.r;;‘um G _729A_20Ms 309 yes m ne 2000 10.B0.140.141 sTER
_D-Channels nearkEnd Msec po;icy =10
- Dinital Trunk Interface farEnd Msec policy = 0 |
The following screen shows the output of the Command “SIPGWShowch” in Group “Sip” for
channel 1, when an outgoing call was active (using channel 1) from an IP UNIStim telephone to
PSTN telephone number 13035387022 via the Verizon IP Trunk Service. Again, the use of
G.729A to the inside IP Address (10.80.140.141) of the SBC can be observed.
AVAVA CS1000 Element Manager
-UCM Network Services —| Managing: 10.80.141.202  Username: admin
—Home System » IP Netwark » Node Maintenance and Reports » General Commands
—Links
~Virtual Terminals General Commands
—System
+Alarms
- Maintenance Elerment IP : 10.80.141.202 Element Type . Signaling Server-Avaya CPDC
Core Equi t
tpg:\?;.heqrgl\paz?pmem Gmupm Command | SIPGwShowch ;l | Sip j IW RUN

- IP Metwark
—-MNodes: Servers, Media Cards
—Maintenance and Reports
—Media Gateways
- Zones
—Host and Route Tables
—Network Address Translation (N
- QoS Thresholds
—Personal Directories
— Unicode Mame Directory

+ Interfaces

- Engineered Yalues

+ Emergency Services

+ Software

- Customers

—Routes and Trunks

IP address |10.80.141.202

Murnber of pings |3

PING

Time Te Next Registraticon

Stack wversion

TLE Security Policy

8IP Gw Registration Trace
output Type Used

Channel tracing

Handle Chan Type
Oxb7e0f418 1 VTRE
Codec

: 0 geconds
Channels Busy / Idle / Total :

1/ 31/ 32
: 5.5.0.13

: Security Disabled
: OFF
: RET

: -1

Direction CallState SIPState
Terminate EBUSY
AlrTime F8&

Ringing Sent
ME Fax DestHNum RemoteIP

RxState

Connected Connected
URI Scheme

TxEtate

- Routes and Trunks G 7208 20ME 386 yes m no 2000 10.80.140.141 SIF

- D-Channels nearkEnd Msec pelicy = 0

- Digital Trunk Interface farEnd Msec policy = 0
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The following screen shows a means to view registered SIP telephones. The screen shows the
output of the Command “sigSetShowAll”” in Group “SipLine”. At the time this screen was
captured, the SIP telephone with DN 2900 was involved in an active call with the Verizon IP
Trunk service.

Managing: 10.80.141.202  Username: admin
Systemn » IP Metwork » Mode Maintenance and Reports » General Commands

General Commands

Element IP:10.80.141.202 Element Type : Signaling Server-Avaya CPDC

Group [SipLine -] Command | slgSetShowAll | RUN
IP address |1 nan141.202 Numberofpingsla PIMG |
UserID AuthId TH Clients Calls SetHandle Pos ID SIFL Type ;I

——————————————— IPV4 Endpoints e
2900 Z900 252-00-059-00 1 0 Ox9709da0 3IPF Lines
Total User EREegistered = 1 V4 Registered = 1 V6 Registered = 0

The following screen shows a means to view IP UNIStim telephones. The screen shows the output
of the Command “isetShow” in Group “Iset”. At the time this screen was captured, the “1165E
IP Deskphone” UNIStim telephone was involved in an active call with the Verizon IP Trunk
service.

Managing: 10.80.141.202 Username: admin
Systern » IP Metwork » Node Maintenance and Reports » General Commands

General Commands

ElementIP : 10.80.141.202  Element Type : Signaling Server-Avaya CPDC

Groupllset | CommandlisetShow x| RangeIO ISOO RUMN
P address|10_80.141.202 Mumber of pings|3 PING |

Set Information d
IP Address MNAT Model MName Type RegType State Up
10.80.140.135 1165E IP Deskphone 1165 Regular busy 2

Total sets = 1
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9.1.2 System Maintenance Commands

A variety of system maintenance commands are available by navigating to System >
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the “Select by Overlay” approach or the “Select by Functionality” approach.

Managing: 10.80.141.202 Username: admin
System » Maintenance

Maintenance

® Select by Overlay O Select by Functionality

The following screen shows an example where “Select by Overlay” has been chosen. The various
overlays are listed, and the “LD 96 — D-Channel” is selected.

tanaging: 10.80.141.202 Username: admin
Systemn » Maintenance

Maintenance

@ Selact by Overlay  Select by Functionality

<3elect by Overlay=

LD 30 - Metwork and Signaling

LD 32 - Network and Peripheral Equipment
LO 34 - Tone and Digit Switch

LO 36 - Trunk

LO 37 - Input/Cutput

LD 38 - Conference Circuit

LD 35 - Intergroup Switch and System Clock

LO 45 - Background Signaling and Switching <Selec

LO46 - Multifrequency Sender -Channel Diagnostics
LO48 - Link MSOL Diagnostics

LO 24 - Multifrequency Signaling TWDI Diagnostics

LO B0 - Digital Trunk Interface and Primary Rate Interface
LO 75 - Digital Trunk
LO B0 - Call Trace

B - D-Channel

LD 117 - Ethernet and Alarm Managerment
LD 135 - Core Common Equipment

LD 137 - Core Input/Zutput

LD 143 - Centralized Saoftware Upgrade
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On the preceding screen, if D-Channel Diagnostics is selected on the right, a screen such as the
following is displayed. D-Channel number 15, which is used in the sample configuration, is
established “EST” and active “ACTV”.

Managing: 10.80.141.202 Usernarme: admin
System » Maintenance » D-Channel Diagnostics

D-Channel Diagnostics

| Status for D-Channel (STAT DCH) | Subrmit |
| Dizable Automatic Recaovery (DIS AUTO) ;I ™ALL Submit |
I Enable Automatic Recovery (ERL AUTO) ;I ™ FoOL Submit |
I Test Interrupt Generation (TEST 100} ;l Submit |
[ Establish D-Channel (EST DCH) -] Subrmit |
| |DCH[DES  [APPL STATUS|LINK STATUS|AUTO RECY

0158 VirkMNode1004 OPER EST ACTY  AUTO

9.2. Wireshark Verifications

This section illustrates Wireshark traces for sample outbound and inbound calls using the sample
configuration.

9.2.1 Example Outbound Call

This section illustrates an example outbound call from the Avaya CS1000E IP UNIStim user with
Directory Number 2000 to PSTN telephone number 1-303-538-7024.
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The following screen capture shows a Wireshark trace captured on the CPE private network,
filtered on SIP messages sent from and to the IP Address of the Session Manager. The INVITE
message is selected and the message header area is expanded to show the content of the SIP
headers in the INVITE sent by the CS1000E and passed by Session Manager to the inside interface
of the ASBCE. As can be observed, in the sample configuration, the CS1000E sends the DID
number of the user placing the call in SIP headers such as the From and P-Asserted-ldentity
headers. The domain in the headers in source and destination headers is “avayalab.com” which the
ASBCE will adapt to the source and destination domains expected by Verizon. Proprietary
headers such as “x-nt-e164-clid” can be observed, and such headers will be removed by the
ASBCE in the SigMa script that was added (See Appendix 1).

Filter: Iswp 2 ip.addr==10.80.150.206 ﬂ Expression... Clear fpply
Ma. ITime Source Destination IProtocoI I Info
17 5.143560 10.80.150. 206 10.80.140.141 SIP/SDP Reguest: IMVITE sip:l30353870248avayalab. com; user=phone
20 5.144770 10.80.140.141 10.80.150. 208 SIP Status: 100 Trying
29 7. 638486 10.80.140.142 10.80.150. 206 SIFP/SDP Status: 183 sSession Progress, with session description
36 7. 649100 10.80.150. 206 10.80.140.141 SIP Request: OPTIONS s1p:13035387024@10.80.140.141:5060; transp
52 7.725734 10.80.140.141 10.80.150. 208 SIP Status: 200 oK
267 9.150528 10.80.140.141 10.80.150. 208 SIP/SDP Status: 200 oK, with session description
277 9.160125 10.80.150. 206 10.80.140.141 SIP Request: ACK sip:l3035387024@10.80.140.141:5060;transport=
448 10. 303720 10.80.140.141 10.80.150. 208 SIP Request: BYE sip:7329450232@avayalab. com: 5060; transport=tg
449 10,311552 10.80.150. 206 10.80.140.141 SIP Status: 200 OK
il | i

+]

Ethernet II, src: ;10 (90:fh:5h:a3:a2:10), Dst: Intelcor_cc:23:15 (00:1b:21:cc:23:15)
Internet Protocol version 4, sSrc: 10.80.150.206 ¢(10.80.150.206), Dst: 10.80.140.141 (10.80.140.141)
Transmission Control Protocol, Src Port: 29818 (29818), Dst Port: sip (5060), Seq: 1461, aAck: 1, Len: 516
[2 rReassembled TCP Segments (1976 bytes): #16(1460), #17(516)]
session Initiation Protocol
[F Reguest-Line: INVITE s1p:13033387024@avayalab.com;user=phone SIP/2.0
El Message Header
Record-route: <sip:7ee3ccel8@l0.80.150.206; transport=tcp; Ir>
Record-Route: <sip:l0.80.150.205:15060;0r;5ap=10414405358%1%018asm-callprocessing. sar-862564342-1347724374489-15876053234~1;tr
Record-route: <sip:7ee3cceB@l0.80.150.206;transport=tcp; Ir>
From: <sip:7328450232@avayalab. com; user=phones>; tag=4edd c80-ch8c500a-13c4-55013-120532-13f101h5-1e053e
To: <si1p:13033387024@avayalab. com; user=phone:
Call-ID: 4e7c950-chBc500a-13c4-55013-120532-45a4467a-1e053e
cseq: 1 INVITE
via: SIP/2.0/TCP 10.80.150.206; hranch=z9hG4 br0ASO96CDZEFOFFDY 0195414 7-AP; TT=293765
via: SIPS2.0/TCP 10.80.150.205:15070; branch=25hG4bK0AS0S6CDZEFOFFD4 01054147
via: SIP/2.0/TCP 10.80.150.205:15070; hranch=2%hG4bhK0AS096C02EFOFFDS11954145
via: SIP/2.0/TCP 10.80.150.205:15070; branch=z%hG4bK0AS0S6C0ZEFOFFDS11954144
via: SIP/2.0/TCP 10.80.150.206; hranch=20hG4bk-1e0532-75447C12-19570aaa-apP; Tr=215507
via: SIP/2.0/TCP 10.80.140.203:5060; branch=2%hG4hK-1e053e-75447c12-19570aaa
Supported: 100rel, x-nortel-sipvc, replaces
User-agent: Mortel CS1000 SIP Gw release_7.0 wversion_ssLinux-7.50.17 AvAYA-SM-6.1,5.0.615006
# P-Asserted-Identity: <sip:73294502532@avayalab. com;user=phone>
Privacy: none
H x-nt-el6d-clid: +7329450232@avayalah. com; user=phone
Alert-Info: <cid:external@avayalab. coms>
B Contact: <sip:i7329450232@avayalab. com:5060; maddr=10. 80.140. 203; transport=tcp; user=phone:>
Allow: INVITE,ACK, BYE,REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
Content-Length: 263
Content-Type: application/sdp
Route: <sip:l0.80.140.141;transport=tcp; 1r; phase=terminating>
[ P-Location: sSM;origlocname="vz_CS1K";termlocname="ASECE_1_Loc_l140"
Max-Forwards: 68
B Message EBody

MHHEHEH

eS|

BEFBEEB
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The following screen shows the same Wireshark trace, but focuses on the message body. The
body would typically contain MIME encapsulated application data for the SDP, “x-nt-mcdn-frag-
hex” and “x-nt-epid-frag-hex” however, the Session Manager Adapter used in Section 6.3.2 with
the line MIME=no has removed it from the SDP before sending it to the ASBCE . The SDP has
been expanded below so that it can be observed that the CS1000E SDP offer prefers G.729A and
annexb=no.

Filcer: Isip &P ip. addr==10.80. 150,206 j Expression... Clear  Apply
Ko, Source Destination Protocal Info
17 § 41 ] IMVITE = ah. =phona, w
20 5.144779 10.80.140.141 10.80.150.206 SIP statu 100 Trying
25 7.038488 10.80.140.141 10.80.150.206 SIP/SDP Status: 183 Session Progress, with session description
36 7.645100 10.80.150. 208 10.80.140.141 SIP Requast: OPTIONS sip:13035387024610.80.140.141:5060; transp
52 7.723734 10.80.140.141 10.80.150.206 SIP Status: 200 oK
267 9.150528 10.80.140.141 10.80.150.206 SIP/SDP status: 200 ok, with session description
277 5.1680125 100 80,150,208 10.80.140.141 SIP Request: ACK sip:l3035387024@10.80.140.141:5060; transport=
448 10.303720 10.80.140.141 10.80.150.206 SIP Request: BYE sip:7329450232@avayalab. com:5060; transport=tc
449 10.311352 10.80.150. 208 10.80.140.141 SIP STatus: 200 oK

I

Frame 17: 570 bytes on wire (4560 bits), 570 bytes captured (4560 bits)
Ethernet II, Src: Awaya_a3:az:10 (90:fb:3b:a3:az2:10), Dst: IntelCor_cc:23:15 (00:1h:21:cc:23:15)
Internet Protocol version 4, src: 10.80.150.206 (10.80.150.206), Dst: 10.80.140.141 (10.80.140.141)
Transmission Control Protocol, Src Port: 29818 (29818), Dst Port: sip (50800, sSeq: 1461, aAck: 1, Len: 516
[2 reassembled TCP segments (1976 hytes): #16(14600, #17(516)]
session Initiation Protocol
B Request-Line: IMVITE sip:13035387024@avayalab. com;user=phone SIP/2.0
[F Message Header
El Message Body
Bl session Description Protocol
session Description Protocal version (w): O
owner/Creator, Session Id ¢o): - 233 1 In IP4 10.80.140.203
Session Mame €s): —
Connection Information (cl: IN IP4 10.80.140.135
Time Description, active time (t): 0 0
Media Description, name and address (m): audioc 5200 RTP/AWP 18 0 8 101 111
Connection Information ¢cl: IW IP4 10.80.140.135
media attribute (a): fmtp:l8 annexb=no
Media attribute (al): rtpmap:101 telephone-event /8000
Media attribute (a): fmtp:l0l 0-15
Media attribute (al: rtpmap:11l x-nt-inforeq/8000
Media attribute (a): ptime:zo
Mmedia attribute (a): sendrecv

EEEEEEIE

2]

B EEMMEGGRB
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The following screen shows a portion of the INVITE sent to Verizon from the outside of the
ASBCE. The use of UDP and destination port 5071 can be observed. In the header portion of the
message, observe that the Request-URI and To headers contain the Verizon domain
“pcelban.avayalincroft.globalipcom.com” while the From and PAI headers contain the enterprise
domain known to Verizon “adevc.avayalincroft.globalip.com.com”.

Filter: Isip &R ip.addr==2.2.2.2 vl Expression... Clear &pply

Prokocol

30,209, SIP

6. 364481 2.2.2.2 8
22 B.7633558 172.30.209.21 2.2.2.2 SIFP/SDP Status: 183 sSession Progress, with session description
28 B.776423 2.2.2.2 172.30.209.21 SIF Request: OPTIONS sip:130353870248172.30.209.21:5071;transp
36 8.851472 172.30.208,21 2.2.2.2 SIP sStatus: 200 oK
303 10.253703 172.30.209.21 2.2.2.2 SIP/SDF STatus: 200 ok, with session description
309 10.266973 2.2.2.2 172.30.2059.21 SIP Request: ACK sip:l3035387024@172.30.209.21:5071;transport
846 12.952800 172.30,200,21 2oBodod SIP Request: BYE sip:7329450232@2.2.2.2:5080; transport=udp: usg
850 12.962382 2.2.2.2 172.30.209.21 SIF sStatus: 200 oK
< | >

# Frame 12: 432 bytes on wire (3456 bits), 432 bytes captured (3436 bits)
® Ethernet II, src: IntelCor_cc:23:11 (00:1b:21:cc:23:11), Dst: Cisco 5c:21:41 (00:04:9a:5c:21:41)
# Internet Protocol Wersion 4, Src: 2.2.2.2 (2.2.2.20, Dst: 172.30.209.21 (172.30.209.21)
® User Datagram Protocol, Src Port: sip (50600, Dst Port: powerschool (50710
= session Inftiation Protocol
[+ Reguest-Line: INVITE s1p:13035387024@pcelban000l. avayalincroft. globalipcom. com;user=phone SIP/2.0
El Message Header
# From: «<sip:7329450232@adevc. avaya. globalipcom. com; user=phone>; tag=4e4 04d0-chB8c500a-13c4-55013-1dfe3b-38ealdbe-1dfesh
B To: «<sip:l30353870248pcelhan000l. avayalincroft. globalipcom. com; user=phone:
® Cseq: 1 INVITE
Call-ID: 4e7c0d0-chBci0na-13c4-55013-1dfe3b-20402e18-1dfe3b
B Contact: <sip:7320450232€2.2.2.2:5060;transport=udp; user=phone:>
Record-Route: <sip:2.2.2.2:5060:7pcs-1ine=12042;Tr;transport=udp>
AlTow: IMVITE,ACK,BYE,REGISTER, REFER, NOTIFY, CANCEL, PRACK, OPTIONS, INFO, SUBSCRIBE, UPDATE
supported: 100rel,replaces
Max-Forwards: &6
via:r SIP/2.0/UDP 2.2.2.2:5060; hranch=20hG4bk-51632-000653805596-1--51632—
Privacy: none
® P-asserted-TIdentity: «<sip:7320450232@adevc. avaya. globalipcom. com; user=phone:
Cortent-Type: multipart/mixed; boundary=unigue-houndary-1
Content-Length: 999
B Message Body

9.2.2 Example Inbound Call

This section illustrates an inbound call from PSTN telephone 303-538-1814 to Verizon IP Trunk
DID 732-945-0232.
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The following screen shows a Wireshark trace taken from the outside of the ASBCE. The INVITE
from Verizon in frame 18 is selected and expanded to illustrate the contents of the message header
and message body. Note that Verizon sends the calling party number 3035387024 in the From
header, and does not include a PAI header. The Request-URI and To header both contain the
dialed Verizon DID 7329450232. In the message body, note that the Verizon SDP offer lists
G.729A (18) and G.711MU (0) and G.711A (8). In frame 24, a 180 Ringing (without SDP)
response is sent to Verizon.

Filker: Isip&&ip.addr==2.2.2.2 ﬂ Expression... Clear Apply
o, I Tirme: | Source Destination I Protocol | Info
18 14.063512 172.30.205.21 2.2.2.2 SIP/SDP Reguest: IMVITE sip:732945023282.2.2.2:5060, with sessio
21 14. 065897 2.2.2.2 172.30.209.21 SIF Status: 100 Trying
24 14.134437 2.2.2.2 172.30.209.21 SIF Status: 180 Ringing
4 | o

Frame 18: 891 1w i bits), 891 I d bits)
Ethernet II, Src: Cisco_5¢:2l:41 (00:04:%a:5c:21:41), Dst: IntelCor_cc:23:11 (00:1bh:2l:cc:23:110
Internet Protocol version 4, Src: 172.30.209.21 (172.30.209.21), Dst: 2.2.2.2 (2.2.2.2)
User Datagram Protocol, Src Port: powerschool (50710, Dst Port: sip (50600
session Initiation Protocol
B Reguest-Line: INVITE sip:732045023282.2.2.2:5060 SIP/2.0
El Message Heacer
F via:r SIP/A2.0/UDP 172.30.209.21:5071; branch=z%hc4bkgf221f10b0105voc]30l.1
E From: "avaya INC"<sip:3035387024@65.211.120.226; user=phone:; tag=192%88269-134 7725834800~
® To: "Lincroft Lab LINCROFT LAB"<sip:7329450232@adevc. avaya. globalipcom. com>
Call-ID: Bwl21714800150912-1483162661665.211.120.226
[ CSeq: 626793753 INVITE
E Contact: <sip:3035387024@172.30.209.21: 5071 transport=udp:>
AlTow: ACK, BYE, CANCEL, INFO, INVITE, OPTIONS, PRACK, REFER, NOTIFY
Accept: applicationsmedia_control+xml, applicationssdp,multipart mixed
Supported:
Max-Forwards: 69
Content-Type: application/sdp
Content-Length: 208
Bl Message Body
= session pescription Protocaol
session Description Protocol version (w): O
® owner//Creator, Session Id (o): Broadworks 75640230 1 IN IP4 172.30,209.132
session Mame (s): -
# Connection Information (c): IW IP4 172.30.209.132
® Time Description, active time (t): 0 0
# Media Description, name and address ¢(m): audio 10138 RTP/avP 18 0 8§ 101
F Media Aattribute (a): rtpmap:l0l telephone-event 8000
# Media attribute €a): fmtp:lol 0-15
# Media attribute (ad): ptime:20
® Media attribute (a): fmtp:l8 annexb=no

[ +]

o = FH &
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The following screen shows the 200 OK in frame 37 expanded to show the contents of the SDP
answer containing G.729A returned to Verizon. The use of the value 101 for any transmission of
DTMF telephone events via RFC 2833 can also be observed.

Filker: Iswp #fhip.addr==2.2.2.2 j Expression... Clear Apply

o, | Tirme Source Diestination | Pratocol I Info
32 17. 877754 2.2.2.2 172.30. 209,21 SIP Reguest: OPTIONS sip:pcelbant00l. avayalincroft.globalipc
34 17. 5948121 172.30.205. 21 2.2.2.2 SIP Status: 200 oK
37 18.334490 2.2.2.2 172.30.209.21 SIP/SDP Status: 200 oK, with session description

l | ol

Frame g 1 aTUre
# Ethernet II, src: IntelCor_cc 1 (00:1h:21:cc:23:110, Cisco_5¢:21:41 (00:04:9a:5c:21:41)
F Internet Protocol wversion 4, src: 2.2.2.2 (2.2.2.2), Dbst: 172.30.200.21 (172.30.209.21)
&
=

User Datagram Protocol, Src Port: sip (30600, Dst Port: powerschool (5071)
session Initiation Protocol
F Status-Line: SIP/2.0 200 OK
® Message Header
= Message Body
B Session Description Protocol
session pescription protocol wversion w): 0
ownerCreator, Session Id o): - 236 1 IN IP4 2.2.2.2
session Wame (s): -
Connection Information (c): IN IP4 2.2.2.2
Time Description, active time (t): 0 O
mMmedia Description, name and address ¢m): audio 35032 RTP74vP 18 101 111
Connection Information (c): IN IP4 2.2.2.2
Media attribute (a): fmtp:l8 annexb=no
Media attribute (a): rtpmap:1l0l telephone-event /8000
media attribute (a): fmtp:lol 0-15
Media attribute (a): rtpmap:11l x-nt-inforeg/8000
Media attribute (a): ptime:z0
mMedia attribute (a): sendrecw

[#

[ BEFEEEEER

The following screen capture shows a Wireshark trace filtered on SIP messages sent to and from
the IP Address of Session Manager. The INVITE message from the ASBCE is selected and the
message header is expanded for visibility. The message headers in the Request-URI, To and From
now contain avayalab.com, the internal shared lab domain. Session Manager will adapt 732-945-
0232 such that the call rings the IP UNIStim telephone with Directory Number 2000, an IP
UNIStim telephone.

Filker: Iswp&&ip.addr==10.80.150.206 ﬂ Expression... Clear Apply
Ho. ITime Source Destination IProtocoI I Info
31 11.850719 10.80.140.141 10.80.150. 206 SIP/SDP ReguesT: INVITE sip:7329450232@avayalab. com, with session
32 11.8520928 10.80.150. 206 10.80.140.141 SIP Status: 100 Trying
34 11. 918689 10.80.150. 206 10.80.140.141 SIP Status: 180 Ringing
51 16.118317 10.80.150. 206 10.80.140.141 SIP/SDP Status: 200 ok, with session description
63 16, 346384 10.80.140.141 10.80.150. 208 SIP Request: ACK sip:20008avayalah.com:5060; transport=tcp;user
FFa 20,935004 10.80,150. 208 10.80.140.141 SIP Reguest: COPTIONS sip:l0.80.140.141;transport=tcp
792 21. 008863 10.80.140.141 10.80.150. 208 SIP status: 200 oK
gl | o]

[+

Ethernet II, src: Intelcor_cc:22:15 (00:1h:21l:cc: ra2:10 (90:fh:5h:az:a2:10)
Internet Protocol version 4, src: 10.80.140.141 (10.80.140.141), Dpst: 10.80.150.206 (10.80.150.206)
Transmission Control Protocol, Src Port: entextnetwk (120010, Dst Port: sip (5060), Seg: 1, ack: 2, Len: 912
session Initiation Protocol
# Reguest-Line: IMVITE s1p:73294502326avayalab. cam SIP/2.0
El Message Header
H From: "Avava INC" <sip:3035387024@avayalab. com;user=phones>; tag=192988269-1347725834800-
# To: "Lincroft Lab LINCROFT LAEB" «<sip:7329450232@avayalab. com»
Cseq: 626793753 INVITE
Call-ID: Bwl2l7148001508912-1453162661@65. 211.120. 226
contact: «<s1p:3035387024810. 580,140,141 :5060; transport=tcp>
Record-route: <sip:l0.80.140.141:5060; pcs-11ne=12274; Ir;transport=tcps
A1Tow: ACK,BYE,CANCEL, INFO, INVITE,OPTIONS, PRACK, REFER, NOTIFY
Supported:
Max-Forwards: 69
# wia: SIP/2.0/TCP 10.80.140.141:5080; branch=z8hG4 bKk-s1632-000478797112-1--51632-
Accept: applicationsmedia_control+xml, application/sdp, multipartmixed
Content-Type: application/sdp
Content-Length: 206
F Message Body

M H = EH
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9.3. System Manager and Session Manager Verification

This section contains verification steps that may be performed using System Manager for Session
Manager.

9.3.1 Verify SIP Entity Link Status

Log in to System Manager. Expand Elements - Session Manager - System Status - SIP
Entity Monitoring.

From the list of monitored entities, select an entity of interest, such as “Vz_ASBCE-1". Under
normal operating conditions, the Link Status should be “Up” as shown in the example screen
below.

Home / Elements f Session Manager / System Status / SIP Entity Monitoring - SIP Entity Monitoring
Help ?

SIP Entity, Entity Link Connection Status
This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

All Entity Links to SIP Entity: Vz_ ASBCE-1

Summary View |
1 Item ' Refresh Filter: Enable
Detail. | ger Name | SIP Entity Resolved IP | Port ‘ Proto. | Conn. Status | Reason Code | Link Status
Show ASM 10.80.140.141 5060 TCP up 200 OK uUp

Return to the list of monitored entities, and select another entity of interest, such as
“Vz_CS1K_7.5”. Under normal operating conditions, the Link Status should be “Up” as shown
in the example screen below. In this case, “Show” under Details was selected to view additional
information.

Home / Elements / Session Manager / System Status / SIP Entity Monitoring - SIP Entity Monitoring

Hide navigation tree Help ?

SIP Entity, Entity Link Connection Status

[This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.

All Entity Links to SIP Entity: Vz_CS1K_7.5

Summary View |

1Item Refresh Filter: Enable

D il | i Name SIP Entity Resolved 1P ‘ Port | Proto. | Conn. Status | Reason Code Link Status |
Hide ASM 10.80.140.203 5060 TCP Up 200 OK Up

Time Last Down Time Last Up Last Message Sent | Last Message Response | Last Response Latency (ms) |

Aug 23, 2012 3:19:06 PM MDT Aug 23, 2012 3:21:23 PM MDT Sep 13, 2012 11:06:01 AM MDT 9
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9.4. Avaya Session Border Controller for Enterprise Verification

9.4.1 Welcome Screen
The welcome screen shows alarms, incidents, and the status of all managed ASBCEs at a glance.

Securing your real-time unified communications

Acomprehensive IP Communications Security product, the Sipera UC-Sec offers a complete suite of security, enablement ShEclTs

and compliance features for protecting and deploying unified communications such as Voice-over-IP (VoIP), instant Sipera Website
messaging (IM), multimedia, and collaboration applications Sipera VIPER Labs
Ifyou need support, please call our toll free number at (866) 861-3113 or e-mail support@sipera.com. Contact Support

Alarms (Past 24 Hours) Incidents (Past 24 Hours)
Mone found. VZ_1: General Method not allowed Out-Of-Dialog UC-Sec Devices Network Type -
VZ_1

VZ_1: Request Timedout DMZ_OMLY ®
VZ_1: General Method not allowed Out-0f-Dialog
VZ_1: General Method not allowed Out-Of-Dialog
VZ_1: General Method not allowed Qut-Of-Dialog

Administrator Notes [Add]

Mo notes posted

9.4.2 Alarms
A lit of the most recent alarms can be found under the Alarms tab on the top left bar.

UC-Sec Control Center

Welcome ucsec, you signed in as Admin. Current server time is 3:45:21 PM GMT
@ Alarms Incidents | [Jfy Statistics = Logs #% Diagnostics |l Users

Alarms Viewer:

UC-Sec Devices Alarms

EMS =]
vZ 1 o | DT S O = T

Mo alarms have been triggered.
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9.4.3

Incidents

A list of all recent incidents can be found under the Incidents tab at the top left next to the Alarms

tab.

Incidents Viewer:

Displaying results 11to 15 out of 712.
| wcdempe | hodend | Dab | Twe | Caegon | Dovee Cause
BYE Message Out of Dialog GG5258355113357 212012 11:58 AM Protocol Discrepancy VZ_1 General Method not allowed Out-Of-Dialog
Routing Failure 665258344177160 212812  11:58 AM Policy VZ_1 Request Timedout
BYE Message Out of Dialog 665258321513229 212912 11:57 AM Protocol Discrepancy VZ_1 General Method not allowed Out-Of-Dialog
ACK Message Out of Dialog 665255354911409 212912 1018 AM Protocol Discrepancy VZ_1 General Method not allowed Out-Of-Dialog
REINVITE Message Out of Dialog 665255354909959 22012 10:18 AM Protocol Discrepancy VZ_1 General Method not allowed Out-Of-Dialog
Routing Failure 665254922012124 212912 10:04 AM Policy VZ_1 Request Timedout
Server Heartbeat G65000194930633 2123M2  1233PM Policy VZ_1 Server Heartbeat is UP
Server Heartbeat 665000000924145 212312 1226 PM Policy VZ_1 Server Heartbeat is failed
Server Heartbeat G664988030831612 212312 5:47 AM Policy VZ_1 Server Heartbeat is failed
Server Heartbeat 664938207935094 212212 206 AM Policy VZ_1 Server Heartbeat is UP
Server Heartbeat G64938196326749 212212 206 AM Policy VZ_1 Server Heartbeat is UP
Server Heartbeat 664938193902637 212212 2:06 AM Policy VZ_1 Server Heartbeat is failed
Server Heartbeat G64938182323645 212212 2:06 AM Policy VZ_1 Server Heartbeat is failed
Server Heartbeat 664916847577761 212112 Z14PM Policy VZ_1 Server Heartbeat is UP
Server Heartbeat G64916833545584 212112 214 PM Policy VZ_1 Server Heartbeat is failed
<]<Js]z]s]+]s]>]~]

Further Information can be obtained by clicking on an incident in the Incidents viewer:

Incident Information

General Information

Incident Type Semver Heartbeat Category Palicy
Timestamp February 23, 2012 12:33:09 PM GMT Device VZ_1
Cause Server Heartbeat is UP

Message Data

Response Code 200 Transport TCP

Call D 8d57142cbBadbb2db3ab5301a040b218shiepaerrtab From sip ping@avayalab.com
To sip:ping@avayalab.com Source IP 10.80.140.160
Destination IP 10.80.140.141
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9.4.4 Tracing
To take a call trace, Select Troubleshooting = Tracing from the left-side menu as shown below.

|y Global Parameters

|3 Global Profiles

|3 SIP Cluster

|-) Domain Policies

|y Device Specific Settings

|3 Troubleshooting
@ Advanced Options
[&j DoS Learning
Syslog Management
7~ Trace Settings

kA ¥ ¥ T VT W

Select the Packet Capture tab and set the desired configuration for a call trace, then press Start
Capture. Only one interface can be selected at once, so only an inside or only an outside trace is
possible.

Packet Trace | | Call Trace | | Packet Capture | | Captures |

Packet Capture Configuration

Currently capturing Mo

Interface Al -

Local Address (ip:port) |AII j :
Remote Address (*, *:port, ip, ip:port) |* |
Protocol Al -

Maximum Mumber of Packets to Capture

Capture Filename

Test_trace.pca
Existing captures with the same name will be overwritten | = peap

Start Capture
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When tracing has reached the desired number of packets the trace will stop automatically, or
alternatively, press the Stop Capture button at the bottom (not shown).

Select the Captures tab at the top and the capture will be listed. The user can select an listed entry
under File Name and choose to open it with an application like Wireshark.

Packet Trace | | Call Trace | | Packet Capture | | Captures |

e e tame e e e Los i m

Test trace 20120229160214 pcap 49152 February 29, 2012 4:02:26 PM GMT

10. Conclusion

As illustrated in these Application Notes, Avaya Communication Server 1000E Release 7.5, Avaya
Aura® Session Manager 6.1, and Avaya Session Border Controller for Enterprise Release 4.0,5
can be configured to interoperate successfully with Verizon Business IP Trunk service. This
solution allows Avaya Communication Server 1000E users access to the PSTN using a Verizon
Business IP Trunk public SIP trunk service connection.

Avaya Communication Server 1000E Release 7.5 has not been independently certified by
Verizon labs. These Application Notes can be used to facilitate customer engagements via
the Verizon field trial process, pending Verizon labs independent certification.

MEO; Reviewed: Solution & Interoperability Test Lab Application Notes 106 of 109
SPOC 10/1/2012 ©2012 Avaya Inc. All Rights Reserved. VZIPT_1K75ASBCE



11. Additional References
This section references documentation relevant to these Applications.

11.1. Avaya
Avaya product documentation, including the following, is available at http://support.avaya.com

[1] Administering Avaya Aura™ Session Manager, Doc 1D 03-603324, Issue 4, Feb 2011
available at http://support.avaya.com/css/P8/documents/100082630

[2] Installing and Configuring Avaya Aura™ Session Manager, Doc 1D 03-603473 Issue 2.2,
April 2011 available at https://downloads.avaya.com/css/P8/documents/100120934

[3] Maintaining and Troubleshooting Avaya Aura™ Session Manager, Doc ID 03-603325,
Issue 4.2, November 2011 available at
https://downloads.avaya.com/css/P8/documents/100120937

[4] Administering Avaya Aura™ System Manager, Document Number 03-603324, November
2010 available at https://downloads.avaya.com/css/P8/documents/100120857

Avaya Communication Server 1000E

[1] IP Peer Networking Installation and Commissioning, Release 7.5, Document Number
NN43001-313, Issue 05.09

[2] Unified Communications Management Common Services Fundamentals, Avaya
Communication Server 1000E Release 7.5, Document Number NN43001-116, Issue 05.17

[3] Network Routing Service Fundamentals, Release 7.5, Document Number NN43001-130,
Issue 03.10

[4] Co-resident Call Server and Signaling Server Fundamentals, Avaya Communication Server
1000E Release 7.5, Document Number NN43001-509, Issue 03.05

[5] Signaling Server and IP Line Applications Fundamentals, Avaya Communication Server
1000E Release 7.5, Document Number NN43001-125, Issue 03.12
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Appendix 1. Sigma Script

/I OPTIONAL

within session "ALL"

{

act on message where %DIRECTION="OUTBOUND" and
%ENTRY_POINT="POST_ROUTING"

/I Topology Hiding of P-Location header for subsequent re-INVITES

remove(%HEADERS["P-Location"][1]);
remove(%HEADERS["Endpoint-View"][1]);
remove(%HEADERS["Alert-Info"][1]);
remove(%HEADERS["x-nt-e164-clid"][1]);
remove(%HEADERS["History-info"][1]);
remove(%HEADERS["User-Agent"][1]);
remove(%oHEADERS["Server"][1]);
%HEADERS["Supported"][1].regex_replace(*'x-nortel-sipvc, ","");
}

¥

/I REQUIRED
within session "ALL"

{
act on message where %DIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING"

{
I/ Strip UPDATE header from inbound Verizon traffic Allow Header for transfers

%HEADERS["Allow"][1].regex_replace("UPDATE","");

k
¥
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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