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Abstract

These Application Notes describe the configuration of site-to-site VPN tunnels between Avaya
IP Office and WatchGuard Firebox X Edge X50W Wireless. WatchGuard SafeNet Mobile
User VPN (MUVPN) client tunnels to Avaya IP Office are also described. The Firebox X
Edge X50W Wireless is an integrated security appliance for the small office/home
office/teleworker that combines wireless access point, NAT, firewall, VPN, web content
filtering, anti-virus, and secure remote management. Information in these Application Notes
was obtained through compliance testing and additional technical discussions. Testing was
conducted via the DeveloperConnection Program at the Avaya Solution and Interoperability
Test Lab.
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1. Introduction

These Application Notes describe the configuration of a site-to-site VPN (Virtual Private
Network) tunnel between an Avaya IP Office and WatchGuard Firebox X Edge X50W Wireless.
Configuration of a client VPN tunnel to Avaya IP Office using WatchGuard SafeNet Mobile
User VPN (MUVPN) client is also described. The Firebox X Edge X50W Wireless is an
integrated security appliance for the small office/home office/teleworker that combines wireless
access point, NAT, firewall, VPN, web content filtering, anti-virus, and secure remote
management.

The site-to-site VPN tunnel depicted in Figure 1 is between the Avaya IP Office Small Office
Edition and the Firebox X Edge X50W Wireless. The client VPN tunnel in Figure 1 is between
the Avaya IP Office Small Office Edition and the WatchGuard MUVPN client running on the
Avaya Phone Manager Pro PC. During compliance testing, the site-to-site VPN configuration
and the client VPN tunnel configuration were mutually exclusive. That is, the two
configurations did not exist at once.

For configuration of the data network infrastructure shown in Figure 1, please refer to the
appropriate documentation listed in Section 9.

Client VPN tunnel between MUVPN client and Small Office Edition
through Firebox X Edge X50W acting as NAT device

Site-to-Site VPN tunnel between Small Office
Edition and Firebox X Edge X50W

Avaya IP Office
Small Office Edition Avaya P333R

Stackable Switch

WatchGuard
Firebox X Edge
A50W Wireless

e coe W

LANT: ‘E"

40.40.42.1 LANZ - - ——— —
3030422 | g6 40494 20.20.42 1 ) bajinder
Ext. IP: Trusted IP:
h 2020422 10.10.42.1|  Avaya Phone Manager Pro
— WatchGuard SafeNet MUVPN
client

Avaya 46205W  Avaya IP Office Manager IP: 101042201

IP Telephone  Avaya Phone Manager Pro E:trl'u GO003

IP: 40,40.42.20 IF: 40.40.42,36 )

Extn: 60001 Extn: 60002

Figure 1 — Network Configuration Diagram
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The following tunnel configurations were used in these Application Notes:

Tunnel IKE Exchange | Encryption Password Diffie-Hellman | Encryption
Type Type Method Authentication Group Protocol
Site-to-site ID Prot 3DES SHA 2 ESP
Client Aggressive 3DES SHA 2 ESP

Table 1 — IPSec Tunnel Configurations

2. Equipment and Software Validated

The following products and software were used for the configuration in Figure 1:

Product Software/Version
Avaya IP Office Small Office Edition 3.0(40)
Avaya Phone Manager Pro 3.0(12)
Avaya 4620SW and 4610SW IP Telephones 2.13
Avaya P333R Stackable Switch 4.0.9

Boot ROM 7.1 Firewall
7.1.1 (Jan. 20, 2005 build 4)
MuVPN 7.3

WatchGuard Firebox X Edge X50W Wireless

WatchGuard SafeNet MUVPN client

Table 2 — Product and Software Version

3. Configuring a Site-to-Site VPN Tunnel
3.1. Configure Avaya IP Office

Step | Description

1. | From the PC running IP Office Manager, navigate to Start — Programs — IP Office —
Manager. Log in with the appropriate credentials.
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Step

Description

2. | In the Manager window, double-click License under the Configuration Tree panel. Ensure

3&’1 Manager [255.255.255.255] {C:Program Files...\Manager ) SmallOffice 3F64.cfg
File Edit W¥iew Tools Window Help

that the licenses shown below are listed as Valid under the Status column.

=10l

=

{¥i configuration Tree

BOOTF (2)

Operator [3]

B Svystem SmallOffice3FE4
Line (4]

=2 Control Unit [3)
Extension [16]

9 Uzer (18]

g Hunt Group (1]
Shortcode (59)

Service [0

Ras (1)

Incoming Call Route (2]
wiaN Port (0)

Diirectory (0]

Tirne Profile [0)

B® Firewall Profile (1)

IF Route [1]
Least Cost Route (0]
D License [3]
B Account Code [0)
<2 Wwireless 802110 (1)

a Uszer Restriction (0]
@ Logical LAM [0]

=10l

| Expires |

Status I License | Instances
[0 walid
[ walid
[ valid

Unlimited Mewver
Phone Manager Pro [per seat] 5 Mewver
Phone Manager Pro IP Audio Enabled [users]) 5 Mewver

IPSec Tunneling
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Step | Description

3. | Double-click the System item under the Configuration Tree panel. Click the LAN1 tab.

Verify Enable NAT is not checked.

IP Address

IP Mask |255.255.255.U

MHumber Of DHCF IP Addresses

200

DHCP Mode—————

o [

% Server
Frimary Tranz. P Address I " Disabled
= Dialin
[~ Ermable N&T " Clisnt
RIF Made
f* MNone
" Lizten Only [Pazsive)
 RIP1
" RIP 2 Broadcast [RIP 1 Compatibility)
= RIP 2 Multicast
0K I LCancel | Help |

4. | Click the LAN2 tab, check Enable NAT, set DHCP Mode to Disabled and click OK.

| System Configuration : SmallOffice3F64

System | LANT LAM2 | DNS | Veicemail | Telephony | Gatekeeper | LDAP | SNMP|

IP &ddress |30.30.42.2 MNumber OF DHCF P Addresses
IP b agk |255.255.255.D
Firewall Profile I 'l

200

DHEP Mode——————

" Server
& 4

=10l x|

¢ Dialin
Frirnary Tranz. [P I " Client
Address
¥ Enable AT

RIP Mode

& Mone

£ Lizten Only [Passive]

 RIF1

£ RIP 2 Broadcast [RIF 1 Cornpatibility]

£ RIP 2 tMulticast

Ok, I LCancel Help
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Step | Description

5. | Click on the IP Route item under the Configuration Tree panel. Right click over the IP
Route view and select New.

6. | In the IP Route window that appears, set Gateway IP address to 30.30.42.1, Destination to
LANZ2, and click OK.

=™IP Route |

IP Address [

IP Mask [

Gateway [P Address |3U.3|142.1

Diestination IL‘}«N2 j

fetric I
[~ ProspaRP

QK I LCancel | Help |

7. | Click on the Tunnel item under the Configuration Tree panel. Right-click over the tunnel
view and select New to create an IPSec tunnel.

8. | In the Tunnel Selection window that appears, select IP Sec and click OK.

{7 Tunnel Selection x|

Select a tunneling protocol:

Tunneling Type

& L2TR

Ok I LCancel
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Step | Description

9. | In the IP Security window that appears, enter the values shown below to assign a name for
the tunnel, the local and remote subnets for the tunnel, and the external IP address of the
WatchGuard device in the Tunnel Endpoint IP Address field in the Remote Configuration

arca.

{%i 1P Security watchguard

Main | IKE Policies | IPSec Policies

=10l x|

Marme

rLocal Configuration

IP Address |4D_4D_42_D

IF Mask | 255,255 255.0

Turnel Endpointl T —
IP Address

Remate Configquratior

IP Address [10.10.420

1P b sk |255.255.255.0

Tunnel Endpointlzu_gggz_g
IP Address

(o]

Cancel

Help
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Step | Description

10. | Click the IKE Policies tab. Enter the values shown in the screen below. These correspond to
Phase 1 parameters from Table 1 for a site-to-site tunnel:
e Shared secret — The password used for authentication must match on the device at the
other end of the tunnel.
e Confirm Password — Re-enter the shared secret.
Exchange Type — ID Prot is equivalent to Main Mode on the Firebox X Edge X50W
(see step 3 of Section 3.2) and will hide the ID’s of the communicating devices.

e Encryption — The encryption method used by the tunnel.
e Authentication — The password authentication used by the tunnel.
¢ DH Group — Diffie Hellmann Group.
e Life Type — Sets whether the Life value is measured in seconds or kilobytes.
e Life — The duration before Phase 1 re-authentication is required.
f&i1P security watchguard 101 =l
Main  IKE Policies | IPSec Policies
Shared Secret I xxxxxxxx
Canfirm I xxxxxxxx
Password
Exchange Type  [fjfEm P
Encryption ISDES CEC j
Authentication ISHA j
DH Group IGTDUD 2 j
Life Type ISeconds j
Life | 26400
QK I Cancel | Help |

Parameters configured in this form must match those used during configuration of the
WatchGuard X50W Wireless in Step 3 of Section 3.2.
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Step | Description

11.| Click the IPSec Policies tab. Enter the values shown in the screen below. These correspond
to Phase 2 parameters from Table 1 for a site-to-site tunnel. Click OK.
e Protocol — The encryption protocol used by the tunnel.

e Encryption — The encryption method used by the tunnel.
e Authentication — The password authentication used by the tunnel.
o Life Type — Sets whether the Life value is measured in seconds or kilobytes.
e Life — The duration before Phase 2 re-authentication is required.
{7 1P Security watchguard 1Ol =]
Main | IKE Policies IPSec Policies |
PFE r
Protacol IESF' ﬂ
Encrpption |3DES j
Authentication IHM."—\E SHA j
DH Group IGIDUD 1 j
Life T_',JDB Seconds
Life |3BDD
Ok I Cancel | Help |

Parameters configured in this form must match those used during configuration of the
WatchGuard X50W Wireless in Step 4 of Section 3.2

12.| In the Manager window, select File — Save to save the configuration to the IP Office system
and wait for the system to update.

SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 9 of 29
SPOC 8/25/2005 ©2005 Avaya Inc. All Rights Reserved. IPO-WtchGdX50w.doc




3.2. Configure the Firebox X Edge X50W Wireless

Step

Description

1. | Open the Firebox X Edge X50W configuration screen by specifying its private interface IP
address in a browser window. Log into the WatchGuard Firebox X Edge Web Manager
using the appropriate administrative privileges. Click the VPN option on the left pane.

‘& WatchGuard Firebox X Edge Web Manager - Microsoft Internet Explorer

Fle Edit WView Favorites

eBack = J \ﬂ @ _;j /:__\J Search “5:1:( Favorites @ [j’:v .\_‘\,_

Tools

Help

jmi

¢
Links @ Concur @ My Yahoo @ OMYX @ OWA

Address [ ] https://10. 10.42.1f

WatchGuardsr

o FreboxUsers |
o | Adminisration |

Authenticate User

Firebox X Edge

LiveSecurity |Help | Support | AboutUs | ContactUs

System Status

Welcome to the Firebox X Edge configuration site. The standard configuration provides basic
protection against network security attacks. Through this site you can customize the Firebox X Edge
to meet your specific security needs.

Ifyou need assistance, review the Help pages for information about this release or review the Online
Documentation.

[Component _ |[Version | [Feature |[ status |
Firewall 744 Wireless Network Disabled
Jan 20 2005

build 4 WSEP Logaing Disabled

rEldn:;tellQOM ;'510 Wireless VPN Manager Access Disabled

Serial Number  7071007F8BFFE  Syslog Disabled

[Option |[ status |

User Licenses Unrestricted

Managed VPN Disabled

Manual VPN 0 configured (max 25)

MUVPN Clients 0 in use (max 5)

WebBlocker Not Installed

WAN Failover Not Installed

| Trusted Network || Firewall |- Externainetwork |
IP Address  10.10.42.1 [outgoing][ semvice |[iIncoming]  Mode Manual
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Step

Description

Click the Manual VPN option on the left pane and click the Add... button to create a VPN
tunnel to the IP Office.

‘@ WatchGuard Firebox X Edge Web Manager - Microsoft Internet Explorer

File Edit View Favorites Tools Help

~ - y, T ¥
@ Back - -_J @ @ \J_h p Search \‘?/r\\'{‘ Favorites @ D:? - :\; Links @ Concur @ My Yahoo @ ONYX @
Address @ https://10.10.42. 1/

WatchGuardgr

SystomStats |
WNetwork |
o [froboxvsers |
° [dminisiraion |
olorewa |
“lioggng |
° | WebBlocker |
lven |

Managed VPN

Firebox X Edge LiveSecurity | Help | Support | AboutUs | Contact Us

Manual VPN

VPN Keep Alive

VPN Statistics
[Add... | [Edit. | [ Remave
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Step

Description

Enter the values shown below to match the IP Office tunnel configuration for Phase 1 and

the shared key.

View Favorites

Tools

‘@ WatchGuard Firebox X Edge Web Manager - Microsoft Internet Exploi
File  Edit

Q- O B[

Help

@ ry i o | £ W
\J_h 7 Search NFavorlhes @ D:?v =" Links @Concur @My\’ahoo @ONY}( @C

Address @ https://10.10.42. 1

WatchGuardsr

[ SystemStas |
o [froboxvsers |
© [dminstraton |
olerewa |
“liogong |
o |webblocker |

LEGELELRUS

Manual VPN

VPN Keep Alive

VPN Statistics

Authenticate User

LiveSecurity |Help | Support | About Us | Contact Us

Firebox X Edge

VPN = Manual VPN
Add Gateway

Shared Key |watchguard

Phase 1 Settings

Mode | Main Mode hd

Remote IP Address

Local ID |20_20.42.2 |Type | IP Address V|

Remote ID |3D_30.42.2

Authentication Algorithm
Encryption Algorithm
Megotiation expiration in kilohytes l:l
Megotiation expiration in hours
Diffie-Helman Group
Generate IKE Keep Alive Messages

|Type | IP Address v|

Phase 2 Settings

SCR; Reviewed:
SPOC 8/25/2005

©2005

Solution & Interoperability Test Lab Application Notes

12 of 29

Avaya Inc. All Rights Reserved. IPO-WtchGdX50w.doc




Step | Description
4. | Scroll down the page to Phase 2 Settings and enter the values shown below to match the IP
Office tunnel configuration for Phase 2. Enter the subnet of the trusted network in the Local
Network field and the subnet of the remote IP telephone and IP Office in the Remote Network
field, click on Add to specify the local and remote networks for the tunnel. Click Submit.
Generate IKE Keep Alive Messages
Phase 2 Settings
Authentication Algorithm
Encryption Algorithm
[JEnable Perfect Forward Secrecy
Key expiration in kilobytes l:l
Key expiration in hours
The Firebox X Edge will create a tunnel for each remote network defined below. n order to interoperate
properly, the remote peer must be configured the same way.
Local Network. " Remote Network |
10.10.42.0/24 40.40.42.0/24
Remote Network 40.40.42.0/24 |[Add ]
2] Done
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 29
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Step

Description

This completes configuration of the site-to-site VPN on the Firebox Edge X50W Wireless.

@ WatchGuard Firebox X Edge Web Manager - Microsoft Internet Explorer
File Edit WView Favorites Tools Help

@Bad( - -J @ @ \/_h pSeardﬂ *Favorites -@ &2v :\; o Links @Concur @My\’ahoo @ONYX @

Address |@ https://10.10.42. 1/

WatchGuardgr

System Status

Firebox X Edge LiveSecurity | Help | Support | AboutUs | Contact Us

* | Network Manual VPN

F | Firebox Users

B | Administration

# | Firewall Configuration changes have been accepted.

| Logging
B | WebBlocker

= | VPN
Gateway
Managed VPN _

Manual VPN smalloffice

VPN Keep Alive

VPN Statistics

Authenticate User

[Add.. | [ Edit. | [ Remove
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4. Configuring a Client VPN tunnel
4.1. Configure Avaya IP Office

Step | Description

1. | Perform steps 1 — 3 from Section 3.1.

2. | Click the LAN2 tab, verify Enable NAT is not checked and set DHCP Mode to Disabled.
Click OK.

~|9ystem Configuration : SmallOffice3F64 =lolx|

System | LANT  LANZ |DNS | Woicemail | Telephany | Gatekesper | LDAP | SHMP|

IP Address MNumber OF DHCP IP Addreszes 200
IP Mask |255.255.255.EI DHCP Mode———————
= Server
Firewsall Profile I 'I ¢ Disabled
" Dialin
Frimary Tranz. P I " Client
Address
[~ Enable MAT
RIP Mode
* Mone
" Lizten Only [Passive)
" RIF1
= RIP 2 Broadcast (RIP 1 Campatibility)
" RIP 2 Multicast

QK I LCancel Help

3. | Perform steps 5 — 8 from Section 3.1.
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Step | Description

4. | Enter the values shown below for the client VPN tunnel to the remote Phone Manager Pro

PC.

{¥i1P Security watchguard

Main | IKE F'nliciesl IPSec Policies

=0l ]

Marme Iwatchguald

rLocal Configuration

IP Address |4|:|_4D,42.I:I

P Mask | 255.255.255.0

Tunnel Endpoint| . afiisstsces
IP Address

—FRemate Configuration

IPaddiess  [10.10.42.201

1P M ask |255_255_255.255

Tunnel Endpnint|20_20_42_21
IP &ddress

(o |

Cancel |

Help |

NOTE: The external IP address of the Firebox X Edge X50W (e.g., 20.20.42.2) must be
specified as the remote tunnel endpoint address in the Remote Configuration Tunnel
Endpoint IP Address field.
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Step | Description
5. | Click the IKE Policies tab. Enter the values shown in the screen below. These values
correspond to the parameters for Phase 1 from Table 1 for a client tunnel:
e Shared secret — The password used for authentication must match on the device at the
other end of the tunnel.
e Confirm Password — Re-enter the shared secret.
e Exchange Type — Aggressive provides faster security setup but does not hide the ID’s
of the communicating devices.
e Encryption — The encryption method used by the tunnel.
e Authentication — The password authentication used by the tunnel.
e DH Group — Diffie Hellmann Group
e Life Type — Sets whether the Life value is measured in seconds or kilobytes.
e Life — The duration before re-authentication is required.
iz 1P security watchguard 10| =|
Main  IKE Policies | IPSec Poiicies
Shared Secret I xxxxxxxx
Caonfirm I xxxxxxxx
Paszword
Exchange Type
E ncryption ISDES CEC ﬂ
Authentication ISH'& j
DH Group IGrnup 2 j
Lifs Type ISeconds ﬂ
Life IM—
ak. I Cancel Help
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 29
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Step | Description

6. | Click the IPSec Policies tab. Enter the values shown in the screen below. These values
correspond to the Phase 2 parameters from Table 1 for a client tunnel. Click OK.
e Protocol — The encryption protocol used by the tunnel.
Encryption — The encryption method used by the tunnel.
Authentication — The password authentication used by the tunnel.
Life Type — Sets whether the Life value is measured in seconds or kilobytes.
Life — The duration before re-authentication is required

{7 1P Security watchguard 1Ol =]

Mair | IKE Policies IPSecPolicies|

PF5 r

Pratocol IESF' ﬂ
Encryption |3DES j
Authentication IHM."—‘-.E SHA j
DH Group IGIDUD 1 j
Life Type Seconds

Lifer |3BDD

Ok I Cancel | Help |

7. | In the Manager window, select File — Save to save the configuration to the IP Office system
and wait for the system to update.
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4.2. Configure WatchGuard SafeNet MUVPN Client

Step | Description
1. | From the PC running the WatchGuard SafeNet MUVPN client, open the Security Policy
Editor by navigating to Start — Programs — Mobile User VPN — Security Policy
Editor. Right-click My Connections and select Add — Connection.
B security Policy Editor - Mobile User ¥PN o ] A |
File Edit Options Help
Blmlv|x|d| #¢] I S
Hetwork, Security Policy
g:@ s Cormection
Zapy Redundant Gateway:
DEelete
Fename
Mave g
IMave Down
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 29
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Step | Description
2. | In the Security Policy Editor window, specify the name of the new connection (e.g.,
smalloffice).
B Security Policy Editor - Mobile User ¥PN o ] |
File Edit ©Options Help
s g | R
8| e || 3|4] A S
Metwaork. Security Palicy
Eh._l My Conmections — Connection S ecurity
E@ . & Secure ™ Only Connect Manually
3 My ldentity N
: . . or-sEcUre
: E Security Policy  Block
! % Other Connections ne
— Remote Party Identity and Addressing
ID Typs [&ny x| 1P Address
[y 1D {0.0.0.0
Protocal IAII vl Port Iﬁ" "I I
[~ Connect using ISecure Gateway Tunnel ﬂ
10 Type ||F' Address j
{0000
Click. bere to find out about program add-ons,
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 29
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Step | Description

3. | In the Security Policy Editor window, enter the values shown in the screen below, matching
the IP Office tunnel configuration by specifying the remote subnet and IP address of the
Avaya IP Office Small Office Edition as the remote tunnel endpoint address.

H Security Policy Editor - Mobile User ¥PN - |EI|5|

File Edit Options Help

EESEIEIN I S

Metwark Security Policy

E-_] My Connections — Connection Security

@ smalloffice ¥ Secure [ Orly Connect barually
& Other Connections £ Mon-secure %
= Block

— Remate Party |dentity and Addrezsing

1D Tupe IIF' Subnet j
Subnet: |4u.4|142.n

Mask: |255.255.255.D

Brotocol [ =] P [ =

¥ Connect using ISecure Gateway Tunnel j
ID Type |IP Address =]
[3n30422

Click here to find out about program add-ons.
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Step | Description
4. | Expand the new connection by clicking on the “+” next to the connection name and click My
Identity. Select None in the Select Certificate drop-down list. Click Pre-Shared Key and
Enter Key (not shown) to supply the same password specified in the [P Office tunnel
configuration. Select Preferred in the Virtual Adapter drop-down list and leave the other
fields as default.
B security Policy Editor - Mobile User ¥PN B [ o |
File Edit Options Help
2l x[d| +[+]

Metwark Security Policy

ED My Connections — My [ demtity

o gy smalloffice "

@ My Idertity Select Certificate

: a Securty Palicy INDne

& Other Connections D Type Poit

[IP ddress =] [ =1
IAn_l,l
Wirtual Adapter I Prefenred j
— Internet nterface
Hame I,.f_m_.r. j
IP Al [y
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 29
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Step | Description
5. | Click Security Policy and select Aggressive Mode for Select Phase 1 Negotiation Mode and
leave the other fields as defaults.
B Security Policy Editor - Mobile User ¥PN =100 =]
File Edit Options Help
Bl ) 71 S
Metwork Secunty Policy
E|h_| My Connections — Secunty Policy
E@ smalloffice . Select Phaze 1 Megatiation Mode
: 0§ My Identity " bain Mod
Eg Secunty Policy | ? n Mode
@ authentication [Phase 1] v gy
% K.ey Exchange [Phaze 2)
& Other Connections # Lezlmmalliae
[” Enable Perfect Forward Secrecy [PFS)
EFS Key Group [DiffieHelman Group2 7|
¥ Enable Replay Detection
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 29
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Step | Description

6. | Expand Security Policy and Authentication (Phasel). Click Proposal 1 and enter the

H Security Policy Editor - Mobile User ¥PN
File Edit Options Help

values shown below to match the IP Office tunnel configuration for Phase 1.

=101

alm| s x (2| #+4]

Metwork Secunty Policy

_I My Connections
=5 @ smalloffice
~¥3 My Identity
E| g Secunty Policy
E| @ Authentication [Phaze 1]
--[=4 Proposal 1
: I % K.ey Exchange [Phaze 2)
% Other Connections

| ii=, S

—Authentication Method and Algonthms

Authentication Method
Fre-Shared K.ey j

—Encmyption and D ata Integrity Algorithms

Enciypt Alg ITripIe DES 'l
Hash Alg ISHA-'I 'l

Seconds
Shlife  [Seconds = | [86400

Key Group IDiffie-HeIIman Group 2 j
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Step | Description
7. | Expand Key Exchange (Phase2). Click Proposal 1 and enter the values shown below to
match the IP Office tunnel configuration for Phase 2.
B Security Policy Editor - Mobile User ¥PN =100 =]
File Edit Options Help
2] g 214 S
Metwork Secunty Policy
|_:_|’“_| My Conmections —IPSec Protocols
E@ smalloffice Seconds KBptez
f§ My Identity Shlife  [Seconds x| [3600 |
Eg Secunty Policy .
2-& suthentication [Phase 1) BlInz =S IN':'”E j
- 5] Proposal 1 .
E% Key Exchange [Phase 2) ¥ Encapsulation Protocol [ESF)
[ Proposal 1 Encivpt Alg ITTiPlE DES ]'
----- % Other Connections Hagh Alg ISHA-'I vl
Encapsulation I Tunnel - |
[~ Authentication Protocol [(£H]
Hashalg |SHA-1 v|
Eﬂcap&ulatiunl Tunnel - |
8. | Click File — Save or the floppy disk icon & on the tool bar to save the configuration.

5. Interoperability Compliance Testing

Features of the WatchGuard Firebox X Edge X50W Wireless were tested to determine if VPN
tunnels could be established with IP Office.

5.1. General Test Approach

The following scenarios were tested using the network shown in Figure 1:

Ability to establish a site-to-site VPN tunnel between the WatchGuard Firebox X Edge
X50W Wireless and the Small Office Edition,

Ability to establish a VPN tunnel between the Phone Manager Pro client PC and the
Avaya [P Office Small Office Edition using the SafeNet MUVPN client provided by
WatchGuard,

Two-way tunnel creation,

Support for two IPSec (IP Security) tunnel types, as defined in Table 1, for the site-to-
site and client VPN tunnels,
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e Voice calls were placed manually and subjective quality noted for both G.711 and G.729
codecs. Direct Media Path was enabled for the Avaya IP Office Small Office Edition,
e RAS (Registration Admission Status) over the VPN tunnel.

5.2. Test Results

Testing was successful. Site-to-site and client VPN tunnels could be established between IP
Office and the WatchGuard Firebox X Edge X50W Wireless.

6. Verification Steps

e To verify Phase 1 and Phase 2 negotiations completed on IP Office:
Using the IP Office SysMonitor log, verify that Phase 1 and Phase 2 negotiations
complete. The negotiation messages will only appear if the trace option IPSec Events is
checked under the VPN tab for the SysMonitor log filter. The following is an example of

Phase 1 and Phase 2 negotiation messages for a site-to-site VPN tunnel.

297545mS
297546mS

IPSecEvent:
IPSecEvent:

transport_add: adding ffe8e6c0

297546mS 1PSecEvent:
policy watchguard

297548mS I1PSecEvent:
297550mS I1PSecEvent:
297572mS 1PSecEvent:
297573mS 1PSecEvent:
297573mS IPSecEvent:
297573mS 1PSecEvent:
300022mS IPSecEvent:
300022mS IPSecEvent:
300024mS 1PSecEvent:
300025mS 1PSecEvent:
300028mS IPSecEvent:
300028mS IPSecEvent:
300029mS 1PSecEvent:
300029mS 1PSecEvent:
300040mS IPSecEvent:
300042mS IPSecEvent:

300042mS
300044mS
300068mS
300068mS
300073mS
300074mS
300074mS
300075mS
300075mS
300076mS
20.20.42.2

300076mS IPSecEvent:
300076mS 1PSecEvent:

IPSecEvent:
IPSecEvent:
IPSecEvent:
IPSecEvent:
IPSecEvent:
IPSecEvent:
IPSecEvent:
IPSecEvent:
IPSecEvent:

IPSecEvent:

transport_reference: transport ffe8e6c0 now has 1 references
Received request to negotiate ID_PROT Mode Phase 1 security for

has 2 references
has 3 references
has 4 references
references
references
has 3 references
has 4 references
references

transport_reference: transport ffe8e6c0 now
transport_reference: transport ffe8e6c0 now
transport_reference: transport ffe8e6c0 now
transport_release: transport ffe8e6c0 had 4
transport_release: transport ffe8e6c0 had 3
transport_reference: transport ffe8e6c0 now
transport_reference: transport ffe8e6c0 now
transport_release: transport ffe8e6c0 had 4
transport_release: transport ffe8e6c0 had 3 references
transport_reference: transport ffe8e6cO0 now has 3 references
Phase 1 negotiations completed: src: 30.30.42.2 dst: 20.20.42.2
exchange_free: calling: timer_remove_event(exchange->death)
transport_release: transport ffe8e6¢c0 had 3 references
transport_release: transport ffe8e6c0 had 2 references
transport_reference: transport ffe8e6cO now has 2 references
Received request to start Phase 2 security negotiations, src:

30.30.42.2 dst: 20.20.42.2

has 3 references
has 4 references
has 5 references
references
references

transport_reference: transport ffe8e6c0 now

transport_reference: transport ffe8e6c0 now

transport_reference: transport ffe8e6c0 now

transport_release: transport ffe8e6c0 had 5

transport_release: transport ffe8e6c0 had 4

IPSec: Chosen 1PSec Auth Algo = 7

IPSec Object=ffdeeaeO created for SA=ffdeflOc destination=20.20.42.2

IPSec: Chosen 1PSec Auth Algo = 7

IPSec Object=ffdee6f0 created for SA=ffdedb90 destination=30.30.42.2
Completed Phase 2 negotiations between src: 30.30.42.2 dst:

exchange_free: calling: timer_remove_event(exchange->death)
transport_release: transport ffe8e6c0 had 3 references
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e To view VPN tunnel statistics on the Firebox X Edge X50W Wireless:
Open the Firebox X Edge X50W configuration screen by specifying its private interface
IP address in a browser window. Click the VPN option and then click the VPN
Statistics option on the left pane to view statistics for the site-to-site tunnel between the
Firebox X Edge X50W and Avaya IP Office Small Office Edition.

e To view statistics on the WatchGuard SafeNet MUVPN client:
Navigate to Start — Programs — Mobile User VPN — Connection Monitor to view
statistics for the client VPN tunnel to Avaya IP Office Small Office Edition. The
following is an example of what will appear.

P Connection Monitor - Mobile User ¥PN — ||:||1|

Global Statistic:

Non-Secured Packets |54 Secured Packets |2023 Llose
Beset —I
Dropped Packets IU Secured Data [RBytes) I'I a7 Detals

Connection Name | |ocal Address | |ocal Subnet | Remate Addressl Remate Mndilierl G Address | Protocal | Local F‘nrtl Rem Part |
& My Connectionshsmalloffice 101042200 2h5,265.255.255 40.40.42.0 255.255.255.0 3030422 ALL ALL ALL
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e To view Phase 1 and Phase 2 negotiations on the WatchGuard SafeNet MUVPN:
Navigate to Start — Programs — Mobile User VPN — Log Viewer to view Phase 1
and Phase 2 negotiation messages for the client VPN tunnel to Avaya IP Office Small
Office Edition. The following is an example of what will appear.

iix
Clear | Freeze | Save Log | FErrirt | LCloze |
F-23 17352:48.296 My Connectionshsmalloffice - SENDING: »»» |SARKMP 04K QM HASH] -

7-23 13:52:48.296 My Connectionssmalloffice - Loading IPSec 54 (Message |0 = BFEB134B OUTBOUND SPI = B6243408 INBOUND 5P = 34123408)
7-23 13:52:48.296

7-23 13:59:22 546 My Connectionshsmalloffice - Deleting IPSec SA (OUTBOUND SPI = BE243408 INBOUND SPI = 34123408)

7-23 13:59:22 546 My Connectionshsmalloffice - SENDING» »»» |SAKMP DAK INFO {HASH, DEL)

723 13:59:22 546 My Connectionshsmalloffice - Deleting IKE 5S4 (IP ADDR=30.30.42.2)

7-23 136322546 MY COOKIE d592 48 efd59a 42 eb

7-23 135922546 HISCOOKIEBS 63 0bb 21 63 2d

7-23 13:59:22 546 My Connectionshsmalloffice - SENDING» »»» |S4KMP DAK INFO {HASH, DEL)

723 14:00:01.437

7-23 14:00:01.437 My Connectionshsmalloffice - Initiating IKE Phaze 1 [IF ADDR=30.30.42.2]

7-23 14:00:01.453 My Connectionshsmalloffice - SENDING» »»» |SAKMP DAK AG (54, KE. NON, [D, VID 5x)

7-273: 14:00:03.984 My Connectionshsmalloffice - RECEMVED <<< ISAKMP 04K 4G [SA, KE, NOM, 1D, HA5H)

7-273: 14:00:04.000 My Connectionshsmalloffice - SENDING» »»> |SAKMP DAK AG “HASH, NOTIF:STATUS_INITIAL_CONTALT)

T-273 14:00:04.000 My Connectionshamalloffice - Established IKE S&

7-23 14:00:04.000 MY COOKIE 93 af d1 d811 2113 a6

7-2314:00:04.000 HIS COOKIE d0 c3 e0 83 oo 41 41 82

7-23: 14:00:04.000 My Connectionshsmalloffice - Initiating IKE Phase 2 with Client 1D [meszage id: BCAASTEE)

T-23 14:00:04.000  Initiator = IP ADDR=1010.42.201, prot = 0 port = 0

7-23 14:00:04.000 Responder = IP SUBMET AMASK=40.40.42.0/255.255.255.0, prot = 0 port =0

7-273: 14:00:04.000 My Connectionsismalloffice - SENDING» »>> |SAKMP OAK OM *HASH, SA, NOM, 1D 24)

14:00:04.046 by Connectionshsmalloffice - RECEMWVED <<< ISAKMP 04K OM *[HASH, 5S4, NON, D 2x)

4:00:04.046 My Connectionshsmalloffice - SENDING: »»» ISARMP 0K QM HASH]

4:00:04.048 My Connectionzghsmalloffice - Loading IPSec SA [Meszage |D = BCAASTBR QUTBOUMD SPI = 483EF8A3 INBOUND SPI = 126BE245)
4:00:04.045

o | .

723
7231
7231
7231

7. Support

Customers can call WatchGuard Technologies, Inc. Customer Support when having problems
related to WatchGuard Firebox X Edge X50W Wireless or WatchGuard SafeNet MUVPN.

For technical support on the WatchGuard products discussed in these Application Notes, contact
WatchGuard Technical Support at (877) 232-3531 or visit http://www.watchguard.com/support.

8. Conclusion

The configuration of site-to-site VPN tunnels between the Avaya IP Office and WatchGuard
Firebox X Edge X50W Wireless as well as client VPN tunnels to Avaya IP Office using the
WatchGuard SafeNet MUVPN client has been successfully compliance tested.
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