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Abstract

These Application Notes describe the configuratgieps required for Resource Softw|
International ShadovDnsite Notification 2.4to interoperate with Avaya IP OfficBerver
Edition 11

Resource Software International Shadowsite Notificationis an E911 notificatiorsolution
that usesSyslog TAPI, and Configuration Web Servigeterfaces from Avaya IP Officeand
the PUSH interface from Avaya 96xx IP Deskphot®gprovide reatime monitoringand
notification of emergency calls.

Readers should pay attention $ection 2, in particular the scope of testing as outlineg
Section2.1as well as any observations noted®ection2.2, to ensure that their own usesea
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Sdlon and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for Resource Software
InternationalRSI) ShadowOnsite Notification (OSN) 2.to interoperate with Avaya IP Office
Server Editionl 1

RSI Shadow OSNs an E911 notification solution that usegslog TAPI, and Configuration
Web Servicenterfaces from Avaya IP Officeind the PUSH interface from Avaya 96xx IP
Deskphones$o provide reatime monitoringand notification of emergency ltsa

The Avaya IP Office Server Edition configuration consisted of two Avaya IP Office systems, a
primary Linux server at the Main site and an expansion IR&Z08t the Remote site that were
connected via Small Community Netwd&CN)trunks.

In the canpliance testinggneRSIShadowOSN servewas deployed. The RSI Shadow OSN
serverusedSyslogwith the primary IP Office system to monitasers at the Main sitand
Syslogwith the expansion IP Office system to moniisers at the Remote site

Upon detection onemergency call made by an IP Office user, RSI Shadow @8N TAPI
and Configuration Web Service to send notification to desigrdggial notification points
whom are users on the expansion IPSQAJP Office systemwith Avaya DigitalDeskphones
and used PUSH to send notification to designiReatbtification points whom are users on both
IP Office systemsvith Avaya 96xx IP Deskphones.

The TAPI and Configuration Web Service connedimustbothbewith the same IP Office
system, ad can be either the primakynux serveror the expansiotP500V2 system. The
configuration shown in these Application Notes used the expansion IP Office system for
connectivity of TAPI and Configuration Web ServicBAPI 2 in third party mode is used t

place notification calls from designated originator extensions to digital notification points, and
Configuration Web Service is used to change the name of the designated originators to reflect
EMERGENCY along with the extension of the emergency caller.
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2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the
ShadowOSNapplication, the application automaticadlgtainedalist of users fronthe IP
Office systemconnected via TAPI ahConfigurationWeb Service.

For the manual part of the testirmgnergencyalls were placed manualisom IP Office userso
the emulated PSTN

The serviceability test cases were performed manually by disconnecting and reconnecting the
Ethernet connémn to theShadowOSNserver.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standasgsl interfaces pertinent

to the interoperability of the testgdoducts and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compleeness of a DevConnect memberds solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enaphent of supported encryption capigiles in the Avaya
productsReaders should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for thes security and encryption capabilities in any#wmya solution component is
the responsibitly of each individual vendoReaders should consult the appropriate vendor
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
the Shadow OSNlid not include use of any specific encryption features as requesi8lby
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2.1. Interoperability Compliance Testing
The interoperability compliance tesicluded feature and serviceability testing.

The feature testing focused on veiriig the following on ShadoWwSN
1 Proper handling of redgime Syslogevent messages.

1 Use of TAPI to originate natification calls from designated originating extenglax2l
notification originatorjon IP Office to designated notification points on the expansion IP
Office IP500V2 system

1 Use of Configuration Web Service to update the name of the desigmsaotification
originatorfor reflection of EMERGENCY along witthe extension of the emergency caller.

1 Use of PUSH interface to send notificasda IP notification pointsincluding name ofhe
emergency caller and dialed digits.

1 Proper handling ofmergencyall scenarios involvingmergency callsrfrom both IP
Office systems, IP notification points on both IP Office systems, digital notification point on
expansion IP5002 IP Office system, button activation of emergency call, push notification
intervals and duratiompush notification cancelatiodjgital notification point retries,
simultaneous emergency callers, and simultaneous notificatedhrtotification points.

The feature testingatl flows includedemergencyallswith all resourcesvithin the primary IP
Office at the Main siteemergencyallswith all resourcesvithin the expansion IP Office at the
Remote site, as well &nergencyallswith resourcedetween the two IP Office systems.

The serviceability testing focused on verifying the ability of Sha@&Mto recover from
adverse conditionspsh as disconnecting/reconnecting the Ethernet connecttbr &hadow
OSNserver
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2.2. Test Results
All test cases were executeadacompleted successfully.

2.3. Support
Technical support on Shad@SN can be obtained through the following:

1 Phone: (800) 8916014
9 Email: support@telecost.com
1 Web: www.telecost.com
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3. Reference Configuration

The IP Office Server Edition configuration usedhe compliance testing consisted of @npary
Linux server at the Main site, and an expansion IP500V2 at the Remote site, with SCN trunks
connectivity between the twaystens. Each IP Officsystemhas connectivityo the PSTN, for
testing crossystems$?STN scenarios.

The detailed adminisation of IP Office resources is not the focus of these Application Notes
and will not be describedAs shown inFigure 1 below,oneShadowOSN serverwas deployed

with Syslogconnection to the primary IP Office system, wiiysslog TAPI, and Configuratio

Web Service to the expansion IP Office system, and with PUSH to all IP notification points on
both IP Office systems.

Digital and

Enalog
Endpoints
IF Office
S ISDN PRI Expansion Endpoints
Trunk
A
1100, J100
and Soft IP Office oexl H323
Client SIP Primary Endpoints
Endpoints
Syslog, TAPI,
Web service
Shadow OSN
Server
Figure 1: Compliance Testing Configuration
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The following table indicates the IP addresses that were assigned to the systentssn th
configuration diagram:

Description IP Address

IP Office Primary Server Edition 10.10.97.110

IP Office 500V2 Expansion 10.10.97.230

Avaya SIP and H323 Endpoint 10.33.5.3010.33.5.36
RSI Shadow OSN server 10.10.97.59

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software | Release/Version

Avaya
Avaya IP Office Primary Server Edition runnir] 11.0.0.2.0 Build 23
on Virtual Environment
Avaya IP Office 500/2 Expansion 11.0.0.2.0 Build 23
Avaya IP Office DIG DCPx16 V2 11.0.0.2.0 Build 23
Avaya IP Office Manager 11.0.0.2.0 Build 23
Avaya 96x1 Series IP Deskphones (H.323) Version 6.6604
Avaya 1149E IP Deskphones (SIP) SIP1140e Ver. 04.04.230
Avaya Communicatofor Windows 2.1.4.0
Avaya EquinoxE for W 3.4.4.45.14
Avaya J129 SIP Deskphone 3.0.0.16
RSI Shadow OSN 2.40

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone
IP Office 500 V2 and also when deployedhnP Office Server Edition in all configurations.
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5. Configure Avaya IP Office

This section provides the procedures for configutiregP Office systens. The procedres
include the following area

1 Verify licenses

1 Administer System Events

1 Administer emeagency short codes
1 Administer security settings

5.1. Verify Licenses

From a PC running the IP Office Manager application, s&8tot A ProgramsA I[P Office
A Manager to launch the application. Select the prgm@maryIP Office system, and log in
using theappropriate credentials.

TheAvaya IP Office Manager for Server Edition IPOSE110screen is displayeavhere
IPOSE110is the name of the primary IP Office system

From the configuration tree in the left pane, seléxnseunder thegprimaryIP Office system
i n t hiPOSELHXste display a list of licenses in the right pane. Verify that there is a

license forCTI Link Pro and thatthé&tatusi s fVal i do, Thislicenteaswerdeld e |

for the Syslogconnection with Shadow OSN.

Configuration ‘ [
=- R BOOTP 23 + || License | Remnate Server
-- {7 Operator {3)
=45 Solution
[]...a User(34) Feature Instances Status Expiration Date Source g
-3 Group(3) Mobile Warker 384 Obsolete Mever PLDS Modal
-8 Short Cade(17) Office Warker 384 Valid Never PLDS Modal
----- s Directony (0 . .
_____ £ Tirne Profile(} Aosaya Softphone Licence 100 Walid Mewer PLDS Modal
..... - Account Code(l WhAPro TTS (Scansoft) 40 Obsolete Mewer PLDE Modal
- User Rights(4) WhAPro TTS Professional 40 Walid Mewer FLDE Madal
G- Location(1) IPSec Tunnelling 1 Obsalete Mewer PLDS Modal
E‘JD IPOEEHU ) Power User 394 Walid Mever PLDS MNodal
s L?’:Ze('”ﬁ“)( ) | | Avaya P endpoints 304 Yalid Mever PLDS Modal |~
[J---'.-I Contral Unit (3) T IP500 Woice Metworking Channels 32 Ohsolete Mewer FLDE Madal
[#--48 Extension (21) SIP Trunk Channels 512 Walid Mewer PLDS Modal
E]---a User {26) IP500 Universal PRI {Additional cha... 100 Obsalete Mewer PLDS Modal
=58 Group (2) CTlLink Pro 5 |walid PLDS Nodal
Dgé g::.-i:?uc;e (61 Widawe User 16 Obsalete Mewer PLDS Modal
D___e Incaming Call Route 3rd Party IP Endpoints 384 Walid Mewer PLDS Modal
- Directory (0) Centralized Endpoints 100 Obsolete [Hewer PLDE Madal
‘T‘ Time Profile {0} Essential Edition 5 Ohsolete Mewer PLDS Modal
£ Jll IP Route (1) R#+ Preferred Edition (Wb Pra) 5 Obsolete Mewer PLDS Modal
: Account Code (D) Server Edition 5 Yalid Mever PLDS Madal
i Llcensg (36) 1 AT Widaby Samsicas 1nn Wialid Flovsar DIMS Madal
E:I---n‘, User Rights (13} ] 1 b
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From he configuration tree in the left pane, seladcenseunder theexpansiorlP Office

system i n tQTIPOO to display afist of licenses in the right pane. Verify that there is a
license forCTI Link Pro and that thé&Statusi s A Val i d daw. This licenbeasweredel e
for theSyslogand TAPI connections with Shadow OSN.

»

Configuration ‘ £
E- 8% Short Code(17)
-8 Directory(0)
=

License | Remaote Server
! Tirme Profiledl

ﬁ Account Codefl) Feature Instances Status Expiration Date Source

~§4 User Rights(4) Mubile Worker 84 Obsolete Mewver PLDS Modal

& Location(l) Office Worker 94 Valid Mever PLDS Madal
% POSELL0

B QTIPO Luays Softphone Licence 100 Walid Mewer PLDSModal
-3 Systemn (1) WhAPro TTS {Scansoft) 40 Obsolete Mewer PLDE Modal
[#-T4 Line (4) WhAPra TTS Professional 40 Ohsolete Mewver PLDS Modal
[#-% Contral Unit (4 IPSec Tunnelling 1 Walid Mewer PLDS Madal
-4 Extension (29) Power User 364 Valid Mever PLDS Modal
D% g:;;élga) Buzya IP endpoints 384 Valid Mever PLDS Modal |-
-8 Short Code (310 IP500 Waice Metwarking Channels 3 Obzolete Mewer FLDE Modal

----- @ Service (0) SIP Trunk Channels 128 YWalid Mewer PLDE Modal
[FH-aify RAS (1) = IP500 Universal PRI {Additional cha... 100 “Walid Mewver PLDS Modal
E]"-@ Incorming Call Route T Ll Bre

?\ \_FT:;[: pror:”(eu)(n) Wifave User 14 Walid MNewer
E]---@ Firewsall Profile (1) 3rd Party IP Endpoints 384 Walid Mewver PLDS Modal
-l IP Route (2 Essential Edition 1 Obsolete Mewer PLDS Modal

----- @ Account Code {0) R+ Preferred Edition (Wi Pro) 1 Obsolete Mewer PLDE Modal

""" % License (33) LIMAS Weh Services 100 Walid Mewer PLDS Modal

""" B Tunnel () Ruways Mac Softphone 100 Valid Mever PLDS Modal
Egnﬁ: i;;r(?_;ghts @) :‘hlﬂ Trunl Channels 120 ”\[Jalid Masar oI ne |-§|r..4,|r i
(-6 Location (1)
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5.2. Administer System Events

From the configuration tree in the left pane, seteichary IP Office systemin this case
AIPOSE11Q selectSystem EventsA Alar ms. Click Add (not shown}o add OSN as new
destination to receive events.

For Destination selectSyslog enter thdP Addresof OSN machine, n t h i1610.8768 e i
ForPort, use defaulfi5140 Sel e ct RProt@el.dndfretain the default values in the
remaining fields.

Configuration = IPOSE110 £ v l<|>

- K BOOTP (23)
% Operator (3)
=% Solution ‘ Configuratmn‘ Alarms |
@ User (35) —
o4 Group(2) ‘ |
- @M Short Code(17)
- Directory(0) Edit Alarm
-7 Time Profile(0)

Destination:

| System | LAM1 | LANZ | DNS |Vo|cema|\ |Telephony Directory Services | System Events |SMTP | SMDR |VoIP | Contact Center | AvayaCl * | *

~

oo :
i@ Location(l) IP Address: | 10 10 a7 59
=9 JPOSEL10

S System (1) Port: 514

-7 IPOSELL0

B-T7 Line (8) Protecol: [TCP v]

[z Control Unit

- Extension (2259) Format: [Enterprl;e v]

-l User 27)

¥ Group (2)

E-9¥ Short Code (B1) Events |

4 Service (0) —

({3 Incoming Call Route (13) Quality of Service m

@& Directory (0) L
~£7) Time Profile (0) [] Q0S Monitering
-Jill IP Route (1) System
-l Account Code (0) [ Configuration
e License (36)

al User Rights (13) [7] System Shutdown

B¢ ARS (2) [] Running Backup |;
(- Location (1) Emergency Calls o
2% Authorization Code (0) L
£ OTIPO -
4 | I 3
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Repeat this section to addnilar Syslog Destinatioffor the expansion IP Office system, as

shown below:

Configuration

&

= QTIPO e

=& BOOTP (23)

47 Operator (3)

~%20 Salution

G-@ Userid)

-9 Graup(2)

-9 Short Cade(1T)
o Directon()
€% Tirne Profile(0)
-l Account Code()
-§g User Rights(4)
[ Location(l)
(-9 [POSELLN

Els5 QTIPO

Systern (1)

=7 QTIPQ
-7 Line (4)

-2 Control Unit (43
£

£

o

H-4 Extenzion (29)
H-§ User (10

----- u Group (0)
8% Short Code (31)

----- B Service (I
oy RS (1)

----- BB WAk Part (0)
£ Tirne Profile (0

»

m

E]---@ Ihcoming Call Route —

| System | LANL | LANZ | DNS | Voicemail | Telephony | Directary Senices SystemEvents|sm1Tp | st

| Configuration| Alarms

Trap @ Syslog Ernail

IP Address: 1 10 a7 59

Port: 315

Protocal: [TCP v]
Farrmat: [Enterprise v]
Ewvents

Quality of Service
[7] 905 Monitoring
Systern
[7] Configuration
[ Systern Shutdowen
[] Running Backup
Ermergency Calls

[
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5.3. Administer Emergency Short Codes

From the configuration tree in the left pane, rigitk on Short Codeunder the primary IP
Office systemand selecNew from popup list to add a new short code fouting ofemergency
calls, if not already defined and routable.

For Code, enter thaligitsthat will be dialed foe mer gency
s eDiakEmergenicy .ConfigureTelephone NumberandLine Group ID as

Feature,

callilsdor i n

needed for proper routing of emergency calls to the PSTN eaaich the default values in the

remaining fields.

Configuration | Short Code g 911: Dial Emergency
o K BOOTP 23 » | Code Telephone Nut * | Short Cade
egée Operator (3) Dial Emergency
= ED'UJ'D”GL‘) P41l 84173673301 Code L
..... et
----- ﬁ Group(2) LR a1 Feature Dial Emergency =
----- X% Short Code(1T) Diial Extension
..... @& Directory(l) - 150101334 Telephone Mumber 11
----- £ Tirne Profile(D) .
..... B Account Codel() 9462 45000, % Line Group 1D g -
..... B3 User Rights(d) X550 4500 =M Locale O
----- 58 Location(l) P74 450074 |2
= =| | paew73 4500]5573 Force Account Code [
- L] 4500|572 Force Authorization Code  [C]
Control Unit (3) BTl 4500]>>71
& Extension (21) LR A403C1234
% gser(zg) IR 4320]5 5,
roup
8% Shart Code (1) P70 4320] ==,

Repeat this section to addnilar short code fothe expansion IP Office stgsm, as shown below.

[

Configuration | Short Code = 911: Dial Emergency
£ Time Profilef0) s | Code Telephone Mu ||| Shart Cade
ol Account Code(D) Dial Emergency
@l User Rightsi4) T . T Code 911
ﬁ Location{1) = = e —
-5 IPOSELLD a1l 4179673301 Feature Dial Emergency =
;...s-.,_,\, QT[F'O . .
- Systern (1) Dial Bxtension Telephone Mumber 911
o B+51 450101234
-4 Line (4) Line Group ID 1 -
= Contral Unit (4) 865N 45000 >N P
-4 Extension (29) xve 4500 = =74 Locale w7
@ User (10) 9%*73 4500(3 =73
-8 Group (0) Force Account Code ]
@ Short Code (31) it 0072 Force &uthorization Code [T
@ Service (1) X7l 4500) =71
ol RAS (1) B 440301234
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5.4. Administer Security Settings

From the configuration tree in the left paselect the IP Office system that will be used for

TAPI and Configurati

on

We b

Servi cdePOSEHHAIn ect i o

(not shown), folloved byFile A AdvancedA Security Settingsfrom the top menu.

TheAvaya IP Office Manager for Server EditionT Security Administration i IPOSE110
screen is displayedvherelPOSE110is the name of theelectedP Office system Select
Security A Systemto display theSystemscreen in the right pane. Select Usecured

Interfaces tab, and checkKAPI as shown below.

- 48 Rights Groups [17)

ey Service Users (11) Application Suppart

%y Devlink [¥]1  TAPI/Devlink3

Security Settings System: [POSE1NM0D
J S ecLirity System Detals | Unsecured Intefaces | Certificates
- €3 General Application Contrals
T System (1] TFTF Server
+ ’§Tl’Ser\!'ESSSI[—:?-I]1D TFTP Dirrector_l,l.Head
TFTP Yaicemail

73
HTTF Directom Read [ i\,
HTTF Directary 'wWrite [] 1

Application Active  Limitations
Legacy Yoicemail 4
YYoicemail Lite x
TAPI '
Devlink '
Hetwark “ievier '

SelectSecurity A Servicesin the left pando display theService Configuration screen in the

right pane. FoBervice SecurityLevel sel ect fAUnsecure + Secureo
additional ASecureo | evel is needed for the
Security Settings Service: Configuration
=] F‘l Security Service Details
-8 General
= ,-System (1] Mame Configuration
- Lesy IPOSETO
: Host Syst IPOSET10
—-”} Services [7] ost systEm
o ™% Configuration Service Port 50804, 50305
e Security Admiristation ) ]
- % System Status Interface Service Security Level |Unsecure+Secure v|
""" % E?P}a;ced TSP Service Access Source |Unrestricted v|
----- ™% Weh Services
o Extemal
- Fights Groups [17]
- -@s Service Users (17)
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6. Configure Avaya 96xx IP Deskphones

This section provides the procedures for configuring 96xx IP Deskphones. The precedure
include the following areas:

1 Administer phone parameters
1 Reboot telephones

6.1. Administer Phone Parameters

From the file server serving the 96xx IP Deskphones, loca#6thesettings.txtfile and open
with the desired application suchMetepad Navigateto thePUSH INTERFACE
SETTINGS subsection.

Create a new line teetTPSLIST to the IP address of tighadow OSNserver as shown below.

Mj Afacsettings.bed - Motepad

File Edit Format View Help

96x1 H.323
96x1 SIP
96x8 H.323
96x@ SIP
dbxx H.323
16xx H.323

FEEFEEEEEEFEEERES

SET PUSHCAP 222232
SET PUSHPORT 8&

AR PUSH INTERFACE SETTINGS  #HHHHHRHHHHHRHHAH

TPSLIST (Trusted Push Server List) specifies a list of URI authority components
{(optionally including scheme and path components) to be trusted.

A URI received in a Push Request will only be used to obtain Push content

if it matches one of these walues. The list can contain up to 255 characters.
Values are separated by commas without any intervening spaces.

If the value of TPSLIST is null (the default), Push will be disabled.

This parameter is supported by:

R&
R&
R1
R2
R2
R1

SET TPSLIST 135.28.21.28,push.avaya.com,http://135.20.21.33:88,http://apps.avaya.com/push

SET TPSLIST 10.18.98.26:8181

.B and later

.B.1 and later

.B and later

.2, R2.5 and later
.1 and later

.B and later

6.2. Reboot Telephones

After theShadow OSNerver has been configuredSection7, marually rebootall 96xx IP
Deskphoneshat will be used for emergency notificatiptspick up the new phone settings.
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7. Configure RSI Shadow Onsite Notification

This section provides the procedures for configuring Shad8N The procedures include the
following areas:

9 Administer TAPI driver

1 Launch Configuration Wizard

9 Administer connection information

9 Administer device location information

1 Administer emergency options

1 Administer 911 emergencies extensions
1 Administer 911 emergencies IP phones
9 Launch OnsitéNotification

The configuration of Shado®@SNis typically performed by RSI Support Services. The
procedural steps are presented in these Application Notes for informational purposes.

7.1. Administer TAPI Driver

From the ShadoWSN server, selecstart A Control Panel A Phone and Modem to display
thePhone and Modemscreen below.

Select theAdvancedtab, followed byAvaya IP Office TAPI2 Service Provider, and click
Configure.

' Phone and Modem .

| Dialing Rules | Modems | Advanced |

.".; The following telephony providers are installed on this computer:

Providers:

Microgoft HID Phone TSP

Microgoft Windows Remote Service Provider
TAF| Kemel-Mode Service Provider
Unimodem 5 Service Provider

| Add... | | @ﬂemove | rg'gnnﬂgure...
| ok || cameal ||
KP; Reviewed: Solution & Interoperability Test Lab Application Note 150f 31

SPOCA4/24/2019 ©2019 Avaya Inc. All Rights Reserved. ShadovOSNIPO11



TheAvaya TAPI2 configuration screen is displayed~or Switch IP Address enter the IP
address ofhe P Office systemthat will be used for TAPI connectty, in this case the primary
IPOSE110system Select the radio button f@hird Party , andenter theproperpasswordor
Switch Password Reboot the Shado@SNserver.

Avaya TAPIZ2 configuration -

Switch |P Addiess {10.10.97.110
Cancel
" Single User

I1zer Mame

|1zer Pazzwaord

{* Third Party

li
Switch Passward IW
-

[ with Users
[T ACD Queuss

Advanced sethings

Fing Timeout [5 to 420 zecondz] q
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7.2. Launch Configuration Wizard

From the OSN servergkectStart A All Programs A RSI A ShadowOSNA Avaya A
Configuration Wizard to display theShadow OSN Configuration Wizardscreen. Click
Next, and agree to the software license agreement in the next §ooéshown).

Shadow OSN Configuration Wizard

Welcome to the RS Shadow OSN Configuration Wizard. This
wizard will create all necessary files required to setup your RSI
tools OSN software.

www.telecost.com
WARNING: This program is protected by copyright lavw and

‘_ international treaties.

Unauthorized reproduction or distribution of this program, or any

- . portion of it, may result in severe civil and criminal penatties, and
T.T'w.-- - will be prosecuted to the maximum extent possible under law.
Rt

Shadow OSN

Next = Cancel
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The Customer Information screen is displayed. Enter the pertinent customer information and

click Next.

) 3

Shadow OSN Configuration Wizard - Customer Information

www.telecost.com

Shadow QSN

The Shadow OSN Configuration Wizard requires the following
Customer Information to set up your configuration files.

User's Name

*Company Name

DEVCONNECT LAB

pes

*ProvincelState

ON

*City or Town
BELLEYILLE

___:_\

*Phone Number

(613 ) [967 - |5083

Please Mote, fields marked with an asterik (*) are mandatory.

Next » | Cancel |

7.3. Administer Connection Information

TheConnectionInformation screen is displayed next. In tAdd tab under thdelephone

System nnection Informationsubs ect i oyslo®wel eat et t he | P
credentiaffor the primary IP Office systepand clickAdd (not shown)
Shadow OSNM Configuration Wizard - Connection Information
The RSl ShadowOSN software connects to your telephone system via your network. Once the connecti
is established the software monitors telephone activity from all exten=sions connected to the system. The
following telephone connection infermation is required by the Shadow OSN software.
Telephone System List Telephone System Connection Information
www.telecost.com 10.10.97 110 - Primary Edit ] T ]
‘— 10.10.97 230 - Expansion
Connection |System Events ﬂ
_— .
T 2 IP AddressiName |1D.1D.9T.11D
r Description/Name |Primar:.r|
Port |514 A
Shadow 05N
Delete Clear | Update |

Monitoring of emergency events will stop when the connection between the Shadow OSN software and the the telephone system fails.

Use the following option to instruct Shadow OSN te automatically reset the connection with the telephone system if no telephone activity

has occurred during the last X minutes.

Inactivity Reset Interval |50 %+ Minutes
= Back Hext = Cancel
180f 31
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Repeat the same procedure to a&yslogconnection to the expansion IP Office system. The
screenshot below shows the two added IP Office systems undezlémhone System Lissub
section. Click Next, and retain all default values in teebsequer®etup System Defaults

screen (not shown).

Shadow OSN Configuration Wizard - Connection Information

The RSI ShadowOSN software connects to vour telephone system via your network. Once the connecti
iz established the software monitors telephone activity from all extensions connected to the system. The
following telephone connection information is required by the Shadow OSN software.

Telephone System List Telephone System Connection Information
www.telecost.com 10.10.97.110 - Primary Edit ] Add |
‘— 10.10.97 230 - Expansion
Connection |Sy5tem Events j
e 8
F ey & IP Address/Name |1u.1n.9r.2sn
Description/Name |Expan5iu:|n|
Port |515 =
Shadow OSN
Delete Clear | Update ‘

Monitoring of emergency events will stop when the connection between the Shadow OSHN software and the the telephone system fails.
Use the following option to instruct Shadow OSN to automatically reset the connection with the telephone system if no telephone activity

has occurred during the last X minutes.
Inactivity Reset Interval |50 | Minutes

< Back Next = Cancel
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7.4. Administer Device Location Information

TheDevice Location Information screen is displayegext Follow referenced] to add an
entry foreach user and notification poiat each IP Office system fro®ection3. The
screenshot below shows taetries cread in the compliance testing.

Shadow OSN Configuration Wizard - Device Location Information -

RSl Shadow OSN can send Extension Location information with emegency notification
messages delivered via email or network broadcast. Use the Extension Location
information boxes provided below to define your extension locaton information. If
location information iz not required press the Next button.

m Extension 4300 Location Information

www.telecost.com

4301 Name |H323 4300
4302
4303 Site |EI ellevile
4304 o
4305 Building |A1.ra1,ra Bww
4305
4401 Floor |1 Room |DevConnect
4402 Cubicle [Cublic
4420
Shadow OSN Dezcription
This iz a test description for extension 4300

d | _Eae |
Delete Clear

[v Include Extenzion Location [nfarmation in Computer/Metwork, Broadcast natifications

LL

= Back Next = Cancel
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7.5. Administer Emergency Options

The Security Featuresscreen is displayedext In theEmergency Optionssubsection, enter
the first set ofligits that can be dialed femergency calls in thRigits Dialed field and click
Add. Repeat with additional set of dialed digits for emergency calls if applicable.

Il n t he ¢ o mp Bli lavasased at diatet! digitsgar em@rgency calls, as shown under
Emergency Listin the screenshot below.

Shadow OSM Configuration Wizard - Security Features

Emergency Matification

Emergency Options
When an extension dials the Emergency Digits (all access codes must be

tel t included) or an Emergency Short Code a notification mes=age will be delivered
www.telecost.com to the specified devices (i.e extensions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

511 Add Delete

Stamp Log Code (i.e. 388)
Add

ldentify Extension placing emergency call using |I}&'.fi|:e Name (Default) j

Clear

911 EmergenciesfErrors Motifications
Extensions ] IP Phones | EMail | Computers |

Shadow OSN

Properties ] Extension List | Notify List | Configuration |

Notification Message [EMERGENCY

Description |Er.1EF‘.GENCY 511

MNext = Cancel
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7.6. Administer 911 Emergencies Extensions

In the911 Emergencies/Errors Notificationssub-section, select thExtensionstab, followed

by theExtension Listsubtab. ForExtension select the extension of each notification point
from Section3, and clickAdd.

In the compliance testin@gelow is list ofnotification poins, as shown in the resultant screenshot
below.

Shadow OSM Configuration Wizard - Security Features

Emergency Matification

Emergency Options
When an extension dials the Emergency Digits (all access codes must be
tel t included) or an Emergency Short Code a notification mes=age will be delivered
www.telecost.com to the specified devices (i.e extensions, workstations, etc).
‘_ Digits Dialed (i.e. 911) Emergency List

511 Add Delete
S - Stamp Log Code (i.e. 888) Clear
s Bl e Add I

ldentify Extension placing emergency call using |I}&'.fi|:e Name (Default) j

911 EmergenciesfErrors Motifications
Extensions ] IP Phones | EMail | Computers |

Shadow OSN o
Properties  Extension List ] Notify List | Configuration |
Call Orig Group |{AII Extenzions= ﬂ
Add an extension to the notification list by 4303
selecting it from the lizt box and pressing Add. 4306
Delete an Extension by selecting it from the List 4401
and pressing Delete. 4420
Extension

Delete | Clear |

< Back | MNext = | Cancel
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Select theNotify List subtab. Scroll the phone listing in tfiRhone/Appearancesubsection
as necessarwhich contains &isting of extensionpickedup from the TAPI interface. t&ck
all extensions fronsection3 that will be used bshadowOSNas TAPI notification originator
for initiation of notificationcalls to digital nofication points.

Inthecompl i ance testd ngas ewsteedn.si on 4402

Shadow OSN Configuration Wizard - Security Features

Emergency Motification l

Emergency Options

When an extension dialz the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification message will be delivered
to the specified devices (i.e extensions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

‘ 511 Add Delete
g e
B . &

www.telecost.com

Stamp Log Code (i.e. 558)

| Ad

ldentify Extenzion placing emergency call using |I}e'.fin::e Name (Default) j

Clear

f

Shadow OSN

911 Emergencies/Ermmors Notifications

Extensions l P P'hunes] EMail ] Cnmputers]

l Configuration ]

Alert notifications to IP Office phones requires the use of an IP Office
telephone extension. Select the extension(s) to be utlized to send the
notifcation message.

Phone/Appearances

IP Office Phone: 4400
IP Office Phone: 4401
v
IP Office Phone: 4403
IP Office Phone: 4404
IP Office Phone: 4410
IP Office Phone: 4411
IP Office Phone: 4420
IP Office Phone: 4421

= Back | Mext = | Cancel
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Select theConfiguration subtab. ForlP Office Configuration Account section select and
enterappropriate credentials apértinent information for the IP Office system used f
Configuration Web Service connemtj in this case the expansion IP Office system, as shown
below. Retain the default values in the remaining fields.

Note that theNotification Options parameters can be configured as desired.

Shadow OSN Configuration Wizard - Security Features

Emergency Matification ]

Emergency Options

When an extension dials the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification message will be delivered
to the specified devices (i.e extensions, workstations, etc).

www.telecost.com

Digits Dialed (i.e. 911) Emergency List
911 Add | Delete
Stamp Log Code (i.e. 888) Clear

| A

ldentify Extension placing emergency call using |De'.fin::e Mame (Default) ﬂ

911 Emergencies/Ermors Motifications

Extensions l (=] F'I'II:II'IES] EMail ] Cumputers]
Shadow 05N .
Properties | Extension List | Noity List Configuration |

IP Office Configuration Account

P Office [10.10.87.110 - Primary |

Port |50805]

Account Name |Ad ministrator Pasword |”’"”’“’“’“"“”’""“""“’t

Metification Options

Call Timeout (2econds) |45 |4 Retries |3 =

[v Send Email to Error Email List if notification call not answered.

< Back | Next = | Cancel
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7.7. Administer 911 Emergencies IP Phones

In the911 Emergencies/Errors Notificationssub-section, select th€> Phonestab, followed by
theMessagesubtab. Follow reference3] to configure the desiredotification Messagethat
will be pushed to the IP notification points.

The message used in the compliance testing is shown below, which ohttledeame and
extension of the emergency caller, the current date, and the dialed digits.

Shadow OSM Configuration Wizard - Security Features

Emergency Matification l

Emergency Options

When an extension dials the Emergency Digits (all access codes must be
included) or an Emergency Short Code a notification mes=age will be delivered
to the specified devices (i.e extensions, workstations, etc).

Digits Dialed (i.e. 911) Emergency List

511 Add Delete

Stamp Log Code (i.e. 388)

| A

ldentify Extension placing emergency call using |I}&'.fi|:e Name (Default) j

www.telecost.com

Clear

911 EmergenciesfErrors Motifications
Extensions P Phones l EMail ] Cnmp-uters]

Shadow OSN

Motification Message

On-Site Emergency Event at <Extension= <Location= on ~
=Date= at <Time= name: <Name:= dialed DN <Digits=

< Back | MNext = | Cancel
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Select thdExtension Listsubtab. For ExtensionandIP Address, enter the extension ani |
address of each IP notification point fr@action3, and clickAdd Phone to Notification List.

In the compliance testing, four IP notification points were configured as shown in the resultant
screenshot hew.
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