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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 11.0 to support
Allstream SIP Trunking Service. These Application Notes update previously published
Application Notes with a newer software version of Avaya IP Office.

Allstream SIP Trunking Service provides PSTN access via a SIP trunk between the enterprise
and the Allstream network as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Allstream is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.

Avaya DevConnect Confidential & Restricted. For benefit of Allstream only. These
Application Notes may not be distributed further without written permission from
DevConnect.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between Allstream and Avaya IP Office Server Edition solution. In the sample
configuration, the Avaya IP Office Server Edition solution consists of the Primary Server running
the Avaya IP Office Server Edition Linux software Release 11.0, Avaya IP Office Server Edition
Expansion System (500V2), Avaya Voicemail Pro, WebRTC and one-X Portal services enabled,
Avaya Communicator for Web, Avaya Equinox for Windows, Avaya H.323 and Avaya SIP
Deskphones, digital and analog endpoints.

The Allstream service referenced within these Application Notes is designed for business customers.
The service enables local and long distance PSTN calling via standards-based SIP trunks as an
alternative to legacy analog or digital trunks, without the need for additional TDM enterprise
gateways and the associated maintenance costs.

2. General Test Approach and Test Results

The general test approach was to simulate an enterprise site in the Solution & Interoperability Test
Lab by connecting IP Office to Allstream’s SIP Trunking service across the public internet. The
configuration in Figure 1 was used to exercise the features and functionality tests listed in Section
2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is the
responsibility of each individual vendor. Readers should consult the appropriate vendor-supplied
product documentation for more information regarding those products.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, following features and functionality were exercised during
the interoperability compliance test:

Static IP SIP Trunk authentication

SIP OPTIONS queries and responses

Incoming PSTN calls to various phone types. Phone types included Avaya H.323, Avaya
SIP, digital, and analog telephones at the enterprise. All inbound PSTN calls were routed to
the enterprise across the SIP trunk from the service provider

Outgoing PSTN calls from various phone types. Phone types included Avaya H.323, Avaya
SIP, digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider

Inbound and outbound PSTN calls from/to the Avaya Communicator for Web with basic
telephony transfer feature

Inbound and outbound PSTN calls from/to the Avaya Equinox for Windows (SIP)

Inbound and outbound long hold time call stability

Various call types including: local, long distance, international call, inbound toll-free,
outbound toll-free, outbound to operator, 411 Directory Assistant and 911 services

Codec G.711MU and G.729A

Caller number/ID presentation

Privacy requests (i.e., caller anonymity) and Caller ID restriction for inbound and outbound
calls

DTMF transmission using RFC 2833

Voicemail navigation for inbound and outbound calls

Telephony features such as hold and resume, transfer, and conference

G.711 pass-through and T.38 fax

Off-net call forwarding

2.2. Twinning to mobile phones on inbound callsTest Results

Interoperability testing of Allstream was completed with successful results for all test cases with the
exception of the limitation described below:

Allstream does not support multiple “m-line” in the SDP of T38 re-INVITE - Allstream
does not support the method in which IP Office negotiates the use of T.38 for fax, which
consist of IP Office sending a re-INVITE message with two media lines in the SDP, with the
first media line set for audio, with the port set to 0, and the second media line set for T.38,
with a valid port number, thus de-activating the audio transmission for the call. T.38 Fax is
not recommended for this solution, G711 pass-through fax should be use instead.
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2.3. Support

For technical support on the Avaya products described in these Application Notes visit:
http://support.avaya.com.

For technical support on Allstream SIP Trunking, contact Allstream at
https://allstream.com/solutions/sip-trunking/

HV; Reviewed: Solution & Interoperability Test Lab Application Notes 4 of 41
SPOC 08/31/2019 ©2019 Avaya Inc. All Rights Reserved. ASIPO11


http://support.avaya.com/
https://allstream.com/solutions/sip-trunking/

3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to Allstream network through the public internet. For confidentiality and privacy
purposes, actual public IP addresses used in this testing have been masked out and replaced with
fictitious IP addresses throughout the document.

The Avaya components used to create the simulated customer site includes:
e |P Office Server Edition Primary Server
e |P Office Voicemail Pro
e [P Office Server Edition Expansion System (500V2)
e WebRTC and one-X Portal services

Avaya 96x1 Series IP Deskphones (H.323)

Avaya 11x0 Series IP Deskphones (SIP)

Avaya J129 IP Deskphones (SIP)

Avaya 1408 Digital phones

Avaya Analog phones

Avaya Communicator for Web

Avaya Equinox for Windows

The Primary Server consists of a Dell PowerEdge R640 server, running the Avaya IP Office Server
Edition Linux software Release 11.0. Avaya Voicemail Pro runs as a service on the Primary Server.
The LANL1 port of the Primary Server (Eth0) is connected to the enterprise LAN (Private network)
while the LAN2 port is connected to the public network. The Allstream system is connected to
LANZ2 port of the Avaya IP Office Server Edition.

The optional Expansion System (500V2) is used for the support of digital, analog, fax, and
additional IP stations. It consists of an Avaya IP Office IP500V2 with the MOD DGTL STA16
expansion module which provides connections for 16 digital stations to the PSTN, and the extension
PHONE 8 card which provides connections for 8 analog stations to the PSTN as well as 64-channel
VCM (Voice Compression Module) for supporting VolP codecs.

A separate Windows 10 Enterprise PC runs Avaya IP Office Server Edition Manager to configure
and administer Avaya IP Office Server Edition system.

Mobility Twinning is configured for some of the Avaya IP Office Server Edition users so that calls
to these user’s phones will also ring and can be answered at configured mobile phones.
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A Avaya IP Office Expansion IP address: H.323 Endpoints
172.16.199.60
L4 .
Avaya IP Office Server Edition \ SIP Endpoints
Voicemail Pro
and Soft Clients

IPO-Media Server
Web RTC Gateway
One-X Portal

A Avaya IP Office SE internal IP address: )
10.33.10.56 IP Office Man_a_ger for
Avaya IP Office SE external IP address: Server Edition
10.10.80.104
DID numbers: 647XXX0135,

B47XXX0139, 647XXX0140,
BATXXX0281 and 647XXX0312 DevConnect Test LAB

Enterprise site

y N

SIP Trunk
\

Simulated
PSTN

Internet

| Metaswitch CFS | Allstream
S'IP Trun.k Metaswitch SBC J

Network

Signaling/Media Server IP address:
192.168.209.100 and 192.168.72.60

Mobile Twining with
Cell phone, Digital
phone and FAX

\

Figure 1 - Test Configuration for Avaya IP Office Server Edition with Allstream SIP Trunk
Service

Inbound calls from the service provider via the SIP trunk arrive to the Server Edition Primary
Server, where Incoming Call Routes are checked to determine the call destination. In the event that
the destination of the incoming call is an endpoint in the Expansion System (500V2), the call is sent
via the Small Community Network (SCN) H.323 trunk (IP Office Line) to the expansion IP500V2
for routing to the final endpoint. This SCN H.323 trunk is automatically created during the initial
process of addition of the Expansion System to the IP Office Server Edition solution.
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Similarly, outbound calls from the enterprise to the PSTN are routed via the SIP trunk to the
Allstream network. Calls originated from extensions registered to the Primary Server are routed
directly to Allstream, while calls originated from extensions on the Expansion System are sent to the
Primary Server via SCN H.323 trunk, before being routed to Allstream via the SIP trunk.

For the purposes of the compliance test, Avaya IP Office Server Edition users dialed a short code of
9 + N digits to send digits across the SIP trunk to Allstream. The short code of 9 was stripped off by
Avaya IP Office Server Edition but the remaining N digits were sent unaltered to Allstream. For
calls within the North American Numbering Plan (NANP), the user would dial 11 (1 + 10) digits.
Thus, for these NANP calls, Avaya IP Office Server Edition would send 11 digits in the Request
URI and the To header of an outbound SIP INVITE request. It was configured to send 10 digits in
the From field. For inbound calls, Allstream sent 10 digits in the Request URI and the To header of
an inbound SIP INVITE request.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and Avaya IP Office Server Edition, such as a data
firewall. A complete discussion of the configuration of these devices is beyond the scope of these
Application Notes. However, it should be noted that SIP and RTP traffic between the service
provider and Avaya IP Office Server Edition must be allowed to pass through these devices.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Component

| Version

Avaya

Avaya IP Office Server Edition solution
= Primary Server Dell PowerEdge R640 —
IPO-Linux-PC
IPO-Media Server
Voicemail Pro
Web RTC Gateway
one-X Portal
IP Office Manager for Server Edition
IP Office Expansion System — IP 500 V2
IP Office Analogue - PHONE 8
= |P Office Digital - DIG DCPx16 V2

11.0.4.0.0 Build 74

11.0.4.0.0 Build 74
11.0.4.0.0 Build 5

11.0.4.0.0 Build 59
11.0.4.0.0 Build 38
11.0.4.0.0 Build 74
11.0.4.0.0 Build 74
11.0.4.0.0 Build 74
11.0.4.0.0 Build 74

Avaya 1140E IP Deskphones (SIP)

04.04.23

Avaya 9641G IP Deskphones (H323) 6.8003
Avaya 9621G IP Deskphones (H323) 6.8003
Avaya J129 IP Deskphones (SIP) 4.0.0.0.21
Avaya Communicator for Web 1.0.16.2220
Avaya Equinox for Windows (SIP) 3.5.6.10.1
Avaya 1408D Digital Deskphones R48
Avaya Analog Deskphones N/A

HP Officejet 4500 (fax) N/A
Allstream

Metaswitch CFS rel 9.4.30
Metaswitch SBC rel 4.3.40
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5.6. Administer SIP Line

A SIP Line is needed to establish the SIP connection between Avaya IP Office Server Edition and
Allstream system. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by Avaya IP
Office Server Edition Manager to create a SIP Line. Follow the steps in Section 5.6.1 to create the
SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses

e SIP Credentials (if applicable)

e SIP URI entries

e Setting of the Use Network Topology Info field on the Transport tab

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.6.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required
e SIP Advanced Engineering

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation Pane
and select New = SIP Line. Then, follow the steps outlined in Section 5.6.2.
For the compliance test, SIP Line 17 was used as trunk for both outgoing and incoming calls.
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5.10.Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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6. Allstream SIP Trunk Configuration
Allstream is responsible for the configuration of Allstream SIP Trunk Service. The customer must
provide the IP address used to reach the Avaya IP Office Server Edition LAN2 port at the enterprise.
Allstream will provide the customer necessary information to configure the SIP connection between
Avaya IP Office Server Edition and Allstream. The provided information from Allstream includes:
e SIP Proxy IP address and port number used for signaling and media
e DID numbers
e Allstream SIP Trunk Specification
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8. Conclusion

Allstream passed compliance testing excepting the limitation in Section 2.2. These Application
Notes describe the procedures required to configure the SIP connections between Avaya IP Office
Server Edition and the Allstream system as shown in Figure 1.

9. Additional References

[1] Administering Avaya IP Office Platform with Manager, Release 11.0, Issue 17a, August 2018.

[2] Deploying IP Office Essential Edition IP Office™ Platform 11.0, 15-601042 Issue 33j -
(Thursday, September 13, 2018).

[3] Avaya IP Office™ Platform Release 11.0 — Release Notes / Technical Bulletin General
Availability

Product documentation for Avaya products may be found at: http://support.avaya.com.

Product documentation for Allstream SIP Trunking may be found at:
https://allstream.com/solutions/sip-trunking/
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