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Abstract

These Application Notes describe the steps for configuring Avaya IP Office R9.1 and Avaya
Session Border Controller for Enterprise 6.3 with the AT&T IP Flexible Reach - Enhanced
Features service using AVPN or MIS/PNT transport connections.

The AT&T IP Flexible Reach - Enhanced Features service is one of several SIP-based Voice
over IP (VolP) services offered to enterprises for a variety of voice communications needs.
The AT&T IP Flexible Reach service allows enterprises in the U.S.A. to place outbound local
and long distance calls, receive inbound Direct Inward Dialing (DID) calls from the PSTN,
and place calls between an enterprise’s sites.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps for configuring Avaya IP Office R9.1 (Avaya IP
Office) and the Avaya Session Border Controller for Enterprise (Avaya-SBCE) with the
AT&T IP Flexible Reach - Enhanced Features service using AVPN or MIS/PNT transport
connections.

Avaya IP Office is a versatile communications solution that combines the reliability and ease
of a traditional telephony system with the applications and advantages of an IP telephony
solution. This converged communications solution can help businesses reduce costs, increase
productivity, and improve customer service

The Avaya Session Border Controller for Enterprise is the point of connection between Avaya
IP Office and the AT&T IP Flexible Reach - Enhanced Features service and is used to not
only secure the SIP trunk, but also to make adjustments to the SIP signaling for
interoperability.

The AT&T IP Flexible Reach - Enhanced Features service is one of several SIP-based Voice
over IP (VolP) services offered to enterprises for a variety of voice communications needs. The
AT&T IP Flexible Reach - Enhanced Features service allows enterprises in the U.S.A. to place
outbound local and long distance calls, receive inbound Direct Inward Dialing (DID) calls from
the PSTN, and place calls between an enterprise’s sites. The AT&T IP Flexible Reach -
Enhanced Features service utilizes AVPN* or MIS/PNT? transport services.

Note — The solution described in these application notes also applies to the AT&T Business in
a Box service.

Note — The AT&T IP Flexible Reach - Enhanced Features service will be referred to as
IPFR-EF in the remainder of this document.

2. General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.
The jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces
pertinent to the interoperability of the tested products and their functionalities. DevConnect
Compliance Testing is not intended to substitute full product performance or feature testing
performed by DevConnect members, nor is it to be construed as an endorsement by Avaya of
the suitability or completeness of a DevConnect member’s solution.

L AVPN uses compressed RTP (cRTP).
2 MIS/PNT does not support cRTP.
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The interoperability compliance testing focused on verifying inbound and outbound call flows
between IPFR-EF and the Customer Premises Equipment (CPE) containing the Avaya SBCE
and Avaya IP Office (see Section 3.2 for call flow examples).

The test environment described in these Application Notes consisted of:
e A simulated enterprise with the Avaya SBCE, Avaya IP Office, Avaya SIP, H.323 and
Analog telephones, as well as a fax machine emulator (Ventafax).
e An IPFR-EF production circuit to which the simulated enterprise was connected via
AVPN transport.

2.1. Interoperability Compliance Testing

The compliance testing was based on a test plan provided by AT&T for the functionality
required for certification as a solution supported on the IPFR-EF network. Calls were made
from the PSTN across the IPFR-EF network, to the CPE.

The following SIP trunking VolP features were tested with the IPFR-EF service:

e Incoming and outgoing voice calls between PSTN, the IPFR-EF service, the Avaya
SBCE, and Avaya IP Office, utilizing Avaya SIP telephones (desk and softphone),
H.323 telephones (desk).

e Inbound/Outbound fax calls using T38 or G.711.

e Various outbound PSTN destinations were tested including long distance,
international, and toll-free.

e Requests for privacy (i.e., caller anonymity) for Avaya IP Office outbound calls to the
PSTN, as well as privacy requests for inbound calls from the PSTN to Avaya IP Office
users.

e SIP OPTION messages used to monitor the health of the SIP trunk from both Avaya

IP Office and AT&T.

Incoming and outgoing calls using the G.729(A & B) and G.711 ULAW codecs.

Call redirection with Diversion Header.

411 and 911 calls.

Long duration calls.

DTMF transmission (RFC 2833) for successful PSTN and Avaya IP Office menu

navigation.

Telephony features such as hold, transfer, and conference.

e Avaya IP Office Mobile twinning to a mobile phone when the associated Avaya IP
Office extension is called, as well as Mobility features such as Mobile Callback and
Mobile Call Control.

e Avaya Remote Worker configuration (Avaya Communicator SIP softphone) via the
Avaya SBCE.

o AT&T IPFR-EF service features such as:

o Simultaneous Ring
o Sequential Ring
o Call Forward — Always
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o Call Forward — Busy
o Call Forward — Ring No Answer
o “Blind” and Attended transfers utilizing Refer messaging.

2.2. Test Results
The test objectives stated in Section 2.1, with limitations as noted below, were verified.

1. Avaya IP Office SIP endpoints use different RFC2833 Telephone Event types
than defined in Avaya IP Office provisioning — Although Avaya IP Office can
specify the RFC2833 Telephone Event to use for Analog/Digital and H.323 sets, (see
Section 5.3.7), it was found that the 1120E SIP desk phone, and the Avaya
Communicator SIP softphone, use Telephone Events 101 and 120, respectively.

e No issues were found during testing as a result of this behavior.

2. Avaya Communicator SIP softphone does not change the RFC2833 telephone
event type, even though a successful telephone event type change has been
negotiated — While performing an AT&T IPFR-EF Simultaneous Ring feature call, it
was found that if the Avaya Communicator SIP softphone was defined as the
secondary number, and it answered the inbound call, the Avaya Communicator SIP
softphone could not generate the confirmation DTMF digit. As a result, the call could
not be answered by the Avaya Communicator SIP softphone.

e The AT&T network plays an announcement asking for a confirmation digit.
When doing so, the network Relnvites, requesting that the RFC2833 telephone
event type be changed from the value specified in the original Invite. The
Avaya Communicator SIP softphone accepts this change, but when the DTMF
digit is issued, the Avaya Communicator SIP softphone still uses the telephone
event type specified in the original Invite.

e An MR was opened with Avaya IP Office support.

e Asaresult the Avaya Communicator SIP softphone should not be used as an
AT&T IPFR-EF Simultaneous Ring secondary destination.

3. Avaya IP Office only supports a packet size (ptime) of 20 msecs, and therefore
does not specify a ptime value in the SIP SDP (in either requests or responses) —.
e Although no issues were found during testing, AT&T recommends that for
maximum customer bandwidth utilization, a ptime value of 30 should be
specified.

4. Avaya IP Office does not support T.38 fax and the Direct Media feature
simultaneously — Avaya IP Office supports a Direct Media feature whereby Avaya IP
Office IP endpoints can send/receive media directly with the Avaya SBCE, rather than
having the media routed via Avaya IP Office as well.

e As T.38 fax is the preferred fax transport method, and all media must pass
through the Avaya SBCE going to/from AT&T, Direct Media was disabled in
the reference configuration (see Sections 5.4.6 and 5.5.2, step 2).
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e Alternatively, Direct Media can be enabled if G.711 fax is used. However, as
mentioned above, any resulting Direct Media will only take place within the
CPE (phone to phone, or phone to Avaya SBCE).

5. Inbound T.38 or G.711 fax calls fail when the sender and receiver are both Super
G3 (SG3) fax devices — During testing it was found that when the sender and receiver
both used SG3 fax devices, and an inbound fax call was placed to Avaya IP Office
using either T.38 or G.711, approximately 80% of the fax calls failed to connect.

e It was found that during SG3/SG3 inbound fax calls, Avaya IP Office took
between 15 and 20 seconds to establish the fax connection (hon SG3/SG3 calls
took half this time).

e An MR was opened with Avaya IP Office support.

UPDATE — This issue is resolved in Avaya IP Office 9.1, Service Pack 1.

6. The Avaya SBCE issues a Remote-Address header even though the option to do
so is disabled - During testing it was found that the Avaya SBCE was including a
Remote-Address header to Invites leaving the Avaya SBCE (inbound or outbound,
depending on call direction), even though the option was disabled.

e An MR was opened with Avaya SBCE support.

e No issues were caused by the inclusion of this header, however the Avaya
SBCE was provisioned to remove this header (see Section 6.5.3) for calls to
AT&T, to reduce overall packet size.

7. Emergency 911/E911 Services Limitations and Restrictions — Although AT&T
provides 911/E911 calling capabilities, AT&T does not warrant or represent that the
equipment and software (e.g., IP PBX) documented in these Application Notes will
properly operate with AT&T IP Flexible Reach to complete 911/E911 calls; therefore,
it is the customer’s responsibility to ensure proper operation with the
equipment/software vendor.

While AT&T IP Flexible Reach services support 911/E911 calling capabilities under
certain Calling Plans, there are circumstances when the 911/E911 service may not be
available, as stated in the Service Guide for AT&T IP Flexible Reach found at
http://new.serviceguide.att.com. Such circumstances include, but are not limited to,
relocation of the end user’s CPE, use of a non-native or virtual telephone number,
failure in the broadband connection, loss of electrical power, and delays that may
occur in updating the Customer’s location in the automatic location information
database. Please review the AT&T IP Flexible Reach Service Guide in detail to
understand the limitations and restrictions.

2.3. Support

For more information on the AT&T IP Flexible Reach service visit:
http://www.business.att.com/enterprise/Service/voice-services/null/sip-trunking/

AT&T customers may obtain support for the AT&T IP Flexible Reach service by calling (877)
288-8362.
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Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAYA (866-462-8292) provides

access to overall sales and service support menus.

3. Reference Configuration

Note — Documents used to provision the test environment are listed in Section 10. References
to these documents are indicated by the notation [x], where x is the document reference
number.

The reference configuration used in these Application Notes is shown in Figure 1 below and
consists of the following components:

Avaya IP Office provides the voice communications services for a particular enterprise
site. In the reference configuration, Avaya IP Office runs on an IP 500 V2 platform.
Avaya “desk” telephones are represented with an Avaya 1608 H.323 set, an Avaya 6211
Analog set, an Avaya 1120E SIP set, as well as Avaya Communicator 2.0 (SIP). Fax
endpoints are represented by PCs running Ventafax emulation software connected by
modem to an Avaya IP Office analog port.
Avaya IP Office Voicemail Pro (running on a Windows 2003 server) provided the voice
messaging capabilities in the reference configuration. This solution is extensible to the
Avaya IP Office embedded voice mail as well.
In the reference configuration, Avaya IP Office interface “LAN 1 (labeled LAN) is
connected to the private CPE (the “LAN 2” interface is not used).
Avaya Session Border Controller for Enterprise running on a CAD-0208 platform. This
solution is extensible to other Avaya Session Border Controller for Enterprise platforms as
well.
UDP/5060 is the recommended transport protocol/port to use on the Avaya IP Office
LAN1 connection to the Avaya SBCE Al interface. However, TCP/5060 may be used
for this connection if desired.
The AT&T IPFR-EF service requires the following SIP trunk network settings between
the Avaya SBCE B1 interface and the IPFR-EF Border Element:

o UDP transport using port 5060

o RTP port ranges 16384-32767
AT&T provided the inbound and outbound access numbers (DID and DNIS) used in the
reference configuration. Note that the IPFR-EF service may deliver 10 or 7 digits in the
SIP Invite R-URI depending on the circuit order provisioning. In the reference
configuration, the IPFR-EF service delivered 7 digits.
The Avaya IP Office 500 V2 platform and the Avaya SBCE CAD-0208 platform used in
the reference configuration were deployed using the following configuration (referred to
as an Avaya IP Office “one-wire” configuration).

o Avaya IP Office LANI interface (labeled “LAN”) connected to the CPE

private network.
o Avaya SBCE Al interface connected to the CPE private network.
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o Avaya SBCE Bl interface connected to the AT&T IP Toll Free service IPFR-
EF network router.

e An Avaya Remote Worker endpoint (Avaya Communicator 2.0) was used in the reference
configuration. The Remote Worker endpoint resides on the public side of the Avaya
SBCE (via a TLS connection), and registers/communicates with Avaya IP Office as
though it was an endpoint residing in the private CPE space.
Note — The configuration of the Remote Worker environment is beyond the scope of
this document. Refer to [1] for information on Remote Worker deployments.

ATET

ATET

IP Flexible Reach —

Enhanced Features
Service

AT&T
AVPN or MIS/PNT
Transport Network

10.10.10.11

Avaya Remote Worker

Avaya
Communicator
for Windows
(SIP)

AT&T Router

Router/NAT

Avaya SBCE 6.3 B1 (E0)|10.10.710.10
e Public IP Address Space

Private |IP Address Space

Avaya IP Office R9.1 Analog
Modem
Avaya 6211
Q (Analog) PC with
Ventafax
( PRIVATE IP ADDRESS SPACE (Corporate) ()
I L
Avaya PC with IP Office  Voicemail Pro Avaya
1608 Softphone / Windows Server 1120E
H.323 SIP
customera.com
Figure 1: Reference Configuration
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3.1. lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent Sections are used in the
reference configuration described in these Application Notes, and are for illustrative purposes
only. Customers must obtain and use the values based on their own specific configurations.

Note —For security reasons, the public addressing used in the reference configuration are not
included in this document. However as placeholders in the following configuration sections,
the IP addresses 10.10.10.10 (Avaya SBCE B1 address), and 10.10.10.11 (AT&T Border
Element IP address), are specified. In addition, AT&T DID/DNIS numbers shown in this
document are examples as well. AT&T Customer Care will provide the actual Border Element
IP addresses and DID/DNIS numbers as part of the IPFR-EF provisioning process.

Component llustrative Value in these
Application Notes

Avaya IP Office 500 V2 Platform

Private network LANL1 interface, (labeled “LAN” 192.168.42.10
on the chassis)

Avaya SBCE CAD-0208 Platform

Private network SIP Trunk IP Address (Al 192.168.42.20
interface).

Public IP SIP Trunk IP Address (B1 interface). 10.10.10.10
AT&T IPFR-EF Service

Border Element IP Address | 10.10.10.11

Table 1: HHlustrative Values Used in these Application Notes
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3.2. Call Flows

To understand how inbound and outbound AT&T IPFR-EF service calls are handled by Avaya
IP Office, four basic call flows are described in this section.

3.2.1. Inbound

The first call scenario illustrated in the figure below is an inbound AT&T IPFR-EF service
call that arrives on Avaya IP Office, which in turn routes the call to a hunt group, phone or a
fax endpoint.

A PSTN phone originates a call to an IPFR-EF service number.

The PSTN routes the call to the AT&T IPFR-EF service network.

The AT&T IPFR-EF service routes the call to the Avaya SBCE.

The Avaya SBCE performs SIP Network Address Translation (NAT) and any
specified SIP header modifications, and routes the call to Avaya IP Office.

5. Avaya IP Office applies any necessary digit manipulations based upon the DID and
routes the call to a hunt group, phone or a fax endpoint.

N =

ATET

1 2 IP Flexible

PSTN " Reach-

PSTH Enhanced
Phone Features

Avaya
IP Office

lﬁ
B

Fhone

Avaya SBCE

Figure 2: Inbound AT&T IPFR-EF Call
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3.2.2.0utbound

The second call scenario illustrated in the figure below is an outbound call initiated on Avaya
IP Office for delivery to AT&T IPFR-EF service.

1.

2.

ok~

An Avaya IP Office phone or fax endpoint originates a call to an AT&T IPFR-EF
service number for delivery to PSTN.

Avaya IP Office applies any necessary origination treatment (verifying permissions,
determining the proper route, selecting the outgoing trunk, etc.) and sends the call to
the Avaya SBCE.

The Avaya SBCE performs SIP Network Address Translation (NAT) and any
specified SIP header modifications, and routes the call to the AT&T IPFR-EF service.
The AT&T IPFR-EF service delivers the call to PSTN.

PSTN delivers the call to a phone or fax endpoint.

ATET
IP Flexible
Reach-
Enhanced
Features

i

Avaya SBCE

Avaya
IP Dffice 2

r

1

Phone

Figure 3: Outbound Call to AT&T IPFR-EF
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3.2.3.Call Forward

The third call scenario illustrated in the figure below is an inbound AT&T IPFR-EF service
call destined for an Avaya IP Office station that has set Call Forwarding to an alternate
destination. Without answering the call, Avaya IP Office redirects the call back to the AT&T
IPFR-EF service for routing to the alternate destination.

Note — AT&T requires the Diversion header be used when a call is redirected to AT&T IPFR-
EF service (See Section 5.4.3).

1. Same as the first call scenario in Section 3.2.1.

2. Because the Avaya IP Office phone has set Call Forward to another AT&T IPFR-EF
service number, Avaya IP Office initiates a new call back out to the AT&T IPFR-EF
service network. This new SIP INVITE will contain a Diversion Header.

3. The AT&T IPFR-EF service places a call to the alternate destination and upon answer,
Avaya IP Office connects the calling party (PSTN Phone) to the target party (Target
Phone).

Note — The IPFR-EF service offers similar Call Forwarding features that allow users to
predefine alternate call destinations based on Ring-No-Answer, Busy, Not Reachable, or
Unconditional criteria.

ATET —
q IP Flexible 3 Alternate 3
- Reach- ™ Destination e
Sl Enhanced
:I?nrr: 3 Features Fhone
1 A 1
-_— vaya -
E IP Ofhce Avaya SBCE
Phone with Z .
Call Forerard
Figure 4: Call Forward
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3.2.4.Coverage to Voicemail

The call scenario illustrated in the figure below is an inbound call that is covered to
Voicemail. In the reference configuration, the Voicemail system used is the embedded Avaya

IP Office Voicemail.

1. Same as the first call scenario in Section 3.2.1.
2. The Avaya IP Office phone does not answer the call, and the call covers to the external
application Avaya IP Office Voicemail Pro.

JF; Reviewed:
SPOC 3/25/2015

AT&T
IP Flexible
Reach-
Enhanced
Features

PSTN
Phone

vorcemail | [Avaya SBCE
Pro \3 ‘l
Avaya
IP Office
2§
kY

Phone

Figure 5: Coverage to Avaya IP Office Voicemail
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4. Equipment and Software Validated

The following equipment and software was used for the reference configuration described in
these Application Notes.

Equipment/Software Release/Version

Avaya IP Office 500 V2 R9.1 (437)
(see Section 2.2, Item 5)

Avaya 1608 (H.323) Telephone Hal608ual 350B.bin
Avaya 1120E (SIP) Telephone 04.04.10.00
Avaya Communicator for Windows 2.0.3.30
Avaya 6211 Analog Telephone -
Avaya Session Border Controller for Enterprise 6.3.000-19-4338
Avaya VoiceMail Pro (Windows 2008) 9.1
Fax device Ventafax 7.0

Table 2: Equipment and Software Versions

Note - Compliance Testing is applicable when the tested solution is deployed with a
standalone IP Office 500 V2 and also when deployed with all configurations of IP Office
Server Edition without T.38 Fax Service.
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SPOC 3/25/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCE63FR



5. Avaya IP Office Configuration

Note - This section describes attributes of the reference configuration, but is not meant to be
prescriptive. In the following sections, only the parameters that are highlighted in bold text
are applicable to the reference configuration. Other parameter values may or may not match
based on local configurations. Additionally, the screen shots referenced in these sections may

not be the complete form.

Avaya IP Office is configured via the Avaya IP Office Manager program. For more
information on provisioning Avaya IP Office Manager, consult reference [1]. From the
Avaya IP Office Manager PC, select Start >Programs ->Avaya IP Office > Manager to
launch the Manager application. Enter the appropriate credentials.

Configuration Service User Login

Service User Mame

Service User Password

1P Office : O0EQO7OS3008 - IP SO0 W2

Cancel ] [ Help

5.1. Platform Information

This section describes attributes of the reference configuration. The following screen shows
the Avaya IP Office module configuration used in the reference configuration. In the screen
below, the IP 500 V2 platform is displayed along with the COMBO6210/ATM4 module.

| File Edit View Tools Help

%" Avaya IP Office Manager ODE007058008 [9.1.0.267] [Admini
e ed——

2 5 E}@J A v o 2 [ 00E007058008 ~ Control Unit

v 11P500V2

IP Offices | i=

IP 500 V2

@& BOOTP (1) Unit

t-¢% Operator (3)
-3 00E007058008 Device Number
-5 System (1)
-3 00E007058008 Unit Type
1-F4 Line (6) )
&= Control Unit (2) Version
“» 2 COMBO6210/ATM4
[+ Extension (12)
[+ & User (14)
‘ m Group:() Interconnect Number
|-@% Short Code (73)

@ Service (0) Module Number
o RAS (1)

Serial Number

Unit IP Address

1

IP 500 V2

9.1.0.267

00007058008

192.168.42.10

0

Control Unit

The Avaya IP Office 500 V2 has two Ethernet ports on the back of the chassis, labeled WAN
and LAN. In the reference configuration, the LAN port (LAN1) is connected to the private
CPE network, as described in Section 3. The Avaya H.323 and SIP telephones, and the Avaya

JF; Reviewed: Solution & Interoperability Test Lab Application Notes
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IP Office management/Softphone PC, are also connected to the private CPE network. In the
reference configuration, the WAN port (LANZ2) is not used.

In order for the Avaya IP Office system to be able to route data to/from the AT&T network, a
default route must be added. To add an IP Route in Avaya IP Office, right-click IP Route
from the left hand Navigation pane, and select New (hot shown). To view or edit an existing
route, select IP Route from the Navigation pane, and select the appropriate route from the
Group pane. The following screen shows the relevant default route using Destination -
LANI.

Note - In the following sections, the left hand Navigation pane will be used to select Avaya IP
Office provisioning selections.

—

IP Offices |= 0.0.0.0

YEP DEMVICE W]
+® Incoming Call Route (27)
----- 8 WAN Port (0)

----- #m Directory (0)

+-17 Time Profile (3)

+-{@) Firewall Profile (1)

- & Tl (1)

IP Route

IP Address

IP Mask

Gateway IP Address
Destination

Metric

255 255

192 168

255 0

42 1

LANL

Proxy ARP

Note - In the following sections, many forms contain multiple tabs. Only those tabs with
provisioning related to the reference configuration are discussed. Any other tab/form should
be considered default values.

5.2. Licensing

The configuration and features described in these Application Notes require the Avaya IP
Office system to be licensed appropriately. If a desired feature is not enabled or there is
insufficient capacity, contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in
the Navigation pane and verify that SIP Trunk Channels has sufficient “Instances” (trunk
channels). If any of those endpoints are to be defined as a Power User, then that must be
licensed as well.

17 of 88
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R BOOTP (1)

e Operator (3)

[ D0E007058008

4 m9 System (1)

17 ‘H Line (6)

(1% Control Unit (2)

License Remote Server l
License Mode

Licensed Version 91

Sertal Number (ADI)

License Normal

T

N' 4. Extension (12) PLDS Host 1D

Ivl & User(l4)

nl . Group (5) PLDS File Status Not Present / Invalid

(1] @% Short Code (73)

‘ Service (0)

i1y RAS (1) -

|{| Incoming Call Route (27) Fanture License Koy  Instances  Status Expiry Date  Source

‘ V‘(AN Part (0) Phone Manager Pro uhlkuQhd,,, 255 Valid Never ADI Nocdlal

legeec ?:::‘:z,f?.’ @ Phane Manager Pro (per seat)  3AadFybN... 255 Valid Never ADI Nodal

& 6 Firewall Profile (1) Phone Manager Pro IP Audio B, mgDOfatr.,, 255 Valid Never ADI Nodal

- [l 1P Route (4) Power User @KI79g7,,, 255 Valid Mever ADI Nodal

| M Account Code (0) Telere on (Volcemall Pro) MUXVIFB.., 255 Valid Never ADI Nodal

\ W License (78) Preferred Edition Additional Voi,, 4AsABZ®,, 255 Valid Never ADI Nodal

|+| h U‘:ﬂ ‘;gv ® Pruferred/Advanced to Branch ... BalwPygV.. 255 Obsolete Never ADI Nodal

i ¢ ARS (2) Proactive Reporting QUBkzmS... 255 Valid Never ADINodal

| RAS Location Request (0) RAS LRQ Support (Rapid Respo,., Gt@jhMo,, 255 Valid Never ADI Nodal

[ B Location (0) Receptionist UvefoCL9... 255 Valid anv ADI Nodal

% Authorization Code (0) Report Viewer tOVWpol,., 255 Valld ADI Nodal
7 7 S S VY

Small Office Edition VCM (chan... xGIXBWGg... 255 Obsolete Never ADI Nodal
Small Office Felition WiFI pltremB7P. . 266 Oheolate Never ADI Neelal

5.3. System Settings

This section illustrates the configuration of system settings. Select System in the left hand
Navigation pane to configure these settings.

5.3.1. System Tab

With the proper system name selected in the Group pane, select the System tab in the Details
pane. The following screen shows a section of the System tab. The Name field can be used
for a descriptive name of the system.

w R BOCTP (1)
s = Opesator 3)
=% Q0E0070530038
=0 System (1)
<@ 00ECONS8008
17 Lne (8)
&= Control Unit 2)
- 4 Extension (12)
W § Useritd)
© QB Group (5)
& #% Short Code (73)
@ Service )
il RAS (1)
g Incoming Call Route
WAN Port 0)
= Directory 0}
217 Time Protile (3)
@ Fermall rofile 0)
B P Route (4)
& Account Code (0)
W License (78)
W Tunnel 0)
B User Rights )
¥ ARS 2)

&=

& &

# RAS Location Request)

% Location (0)
& Auth Code if]

(e T

Name Led PO Locale
Location

Contact Information

| Set contact mformation to place System under special control
Device ID
TFTP Server IP Address 192 1688 @& 6 |
HTTP Serves IP Address 0 0 0 0
Phone Filie Server Type |M¢mlvyCatd .’J HTTP Redirection
Manuges PCIP Address 55 255 255 55
Avays HTTP Clients Only v

-‘;

v | Diectory 5 ._ -

Enabile Softphone HTTP Provisioning v
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Automatic Backuo v

[T Favor P3P Routes; aver static routes

s | Sy ety | ST S8R, Tiiog [ VO _| Cotec

|United States (US English)
sNene>

O >
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5.3.2. LAN1Tab

In the reference configuration, LAN1 was used to connect the Avaya IP Office to the CPE
network (see Section 3).

5.3.2.1 LAN1-LAN Settings Tab
To view or configure the LAN 1 IP address, select the LAN 1 - LAN Settings tab, and enter
the following:

e IP Address: Setto 192.168.42.10 as used in the reference configuration.

e DHCP Mode is also set to Server so that IP phones will get an IP Address from the

Avaya IP Office Server. Other parameters on this screen may be set according to
customer requirements.

e Click the OK button (not shown).

IPOffices | 00E007058008 v

Sesten LANL  (LAN2 | DNS | Voicemail | Telephony | Directory Services | System Everdts | SMTP | SMDR | Twinning | VCM | Codecs

LAN Settings | velP | Network Topology

P Adoress 192 168 a2 10
P Mk

Prmary Trans. IF Address

RIP Mode None -

e
@ Service 0 Enable NAT

wcoming Call Roate | Number Of DHCP IP Addresses %0
@ WAN Port (0)

\ DHCP Mode
#u Directory (2]

L1 Tune Profile (3) @ Server Client Diakn Drsabled Advanced
o D Eiouishl Dendile 01

5.3.2.2 LAN 1 - VoIP Tab

Select the LAN1 - VolIP tab as shown in the following screen. The following settings were
used in the reference configuration:

e The H323 Gatekeeper Enable box is checked to allow the use of Avaya IP
Telephones using the H.323 protocol, such as the Avaya 1600-Series Telephones used
in the reference configuration.

e The SIP Registrar Enable box is checked to allow Avaya 11xx (SIP) and Avaya IP
Office Softphone (SIP) usage.

e The Domain Name used in the reference configuration is customera.com.

e Inthe Layer 4 Protocol section, select UDP/5060 and TCP/5060.

e RTP Port Number Range: The AT&T IPTF service requires that the RTP use the
port range 16384 to 32767.

o 16384 entered in the Port Range (Minimum) field.
o 32766 entered in the Port Range (Maximum) field, as this field requires even
numbers. See Section 6.6.2 for more information on the RTP settings.
o Let all other values default.
e Click the OK button (not shown).
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IP Offices

R g00TP Q)

W License (78)
N Tumnel 0

R User Rights @
¥ ARS ()

# RAS Location Rage

4 Locaton )
O Authorzaten

Cods Fort Number Range

=]

= 00E007058008" v
Yymem LAND LA | DS | Woicermel | Teephomy | Dvectory Services | System Bvents | SMTP. | SMDR | Twmaung | WM | Codeny | ¥
LAN Setangs VoP | Netmork Tepology

4 HIDI Gateboswper Ensbie

Luro-creete Bamn s sale e H3J3 Remate Etn Emadie

SIP Trunks Ensbiy

7| W Regetrar Enable

Autecreste Eta/User & Remaote Estn Enable
Domain Nasse CURtemeny.com
v uoe UDP Peer 2000
Layer & Pretocel v ICp TCP Pon SO0
T TLS Peet

Challesge Expiry Tume (secs)

e

Mesmum 1638 Waerrum 1es

Peet Nurnber Range (INAT

Miesmum | Maomom 352

5.3.2.3 LAN 1 - Network Topology Tab

Select the LAN1 - Network Topology tab as shown in the following screen, and enter the
following:

o Firewall/NAT Type is set to Open Internet in the reference configuration. Note that
the Firewall/NAT Type parameter may need to be set differently, depending on the
type of firewall or Network Address Translation device used at the customer premise.

e Binding Refresh Time: Set to an appropriate interval (e.g., 120 seconds) for Avaya IP
Office to send “keep alive” OPTIONS messages to the Avaya SBCE/AT&T (see
Section 2.2).

e Public IP Address: The 0.0.0.0 default value is used. This means Avaya IP Office
will use the LANL1 IP address specified on the LAN1 LAN Settings tab described
above (192.168.42.10).

e Public Port: Enter UDP/5060 and TCP/5060.

e Click the OK button (not shown).

POffices | = 00E007068008 v
: A“ E“:‘f;”’_”,'h Sywen  LANL | (a2 | ONS | Veicenail | Teiephony | Dumctory Seevices | sysem Everns | sMTP | 508 | Twning | veM [ Codees | v
< i;(rlﬂf. \Sﬂ' LAN Settings | YolP - | Network Topology
1 .5: df;:’r;:!‘}‘:\";&:\ofﬂ Network Topology Discovery

: 1 IL_‘::.':“'_', = STUN Sesver Address STUN Pore M7

- é.‘.cn:»;n "..'_: FrewalUNAT Type Cpen Intemet -

vl Use(d —

B Group (5) Binding Refresh Time (second) 120

+-9% Short Code (77)

@ Senvice 0] Public IP Address 0 0 0 o Run STUN

- oy RAS (1)

+ € Incoming Call Rout Pubkc Port

@ wanipon m) uop 060
= Directory @0 3 .
5 @ Femai gy || s
o 1P Reuts (4) LS a
&9 Account Code (0
S License (75) Fun STUN on startup
™ Tuonel D)
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5.3.3. LAN2Tab
The LAN 2 interface was not used in the reference configuration.

5.3.4. Voicemail Tab

As described previously, Avaya IP Office Voicemail Pro was used in the reference
configuration as the voicemail platform, running on a Windows 2003 Server. The installation
and provisioning of Avaya IP Office Voicemail Pro is beyond the scope of this document. See
reference [2] for more information on installing and provisioning Avaya IP Office Voicemail

Pro.

To view or change Avaya IP Office Voicemail settings, select the Voicemail tab as shown in
the following screen. The settings presented here simply illustrate the reference configuration

and are not intended to be prescriptive.
e Set Voicemail Type: Voicemail Lite/Pro.

e Set VVoicemail IP Address: to the IP address of the platform running VVoicemail Pro.

e Inthe SIP Settings section, set the SIP Name and Contact fields to the AT&T DNIS
digits used to call directly to Voicemail (e.g., 5553174 for message retrieval, see
Sections 5.6.4.1 and 5.7). Note that the Anonymous box is checked by default, so no

entry is needed in the SIP Display Name (Alias) field.
e Other parameters on this screen are default.
e Click the OK button.

E 00007068008
gyetom | 1AM | | Dres masl | Talaphoeny | Crwetory Sameces | Syvtem Everts | SMTP | 0K | Tumang | vOM | Codece | Yol Securiy | €
Voice Racordieg & T Mandeory Voice Becording
i | ] 3 DT Q) -

Braakout (DTAF 2 -

SF Y

Hode A ¥ 9
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5.3.5. Telephony Tab

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as
shown in the following screen. The settings presented here simply illustrate the values used in
the reference configuration and are not intended to be prescriptive.

e Uncheck the Inhibit Off-Switch Forward/Transfer box. This is so that call
forwarding and call transfer to PSTN destinations via the AT&T IPFR-EF service can
be tested.

e Set the Companding Law parameters are set to U-LAW as is typical in North
America.

e In the reference configuration, Default Name Priority is set to Favor Trunk. With
the option set to Favor Directory, Avaya IP Office will prefer to display names found
in a personal or system directory over those arriving from the far-end, if there is a
directory match to the caller ID. This capability is also defined in the SIP Line tab in
Section 5.4.3. A user’s personal directory example is shown in Section 5.5.2.

e Default values are used in the other fields.

e Click the OK button (not shown).

IP Offices | 7 00E007058008" v
# R BooTP ¢ AN > | pa P Telechony | s s v . :
Systemn | LANI | LAN2 | DNS | Voicemail  Telephony | Diectory Services | System Events | SMTP | SMDR | Twinning | ¥CM | Codecs | V
¥ -is Operator (3) T - I -
W 00EDO7058008 Telepherty | Pack & Page| Tores & Music| Ring Tooes | SM Coil Log © TUI
W Systemn 1)
@ DOEDOF0SBI08 Analogue Extensicrs e
9 Line (&) Sevitch Line
Controf Unit (2 Defaukt Outside Cat Sequence Nommal v
#-4p Exension (12)
5 Uses(i4) Detault Inside Call Sequence fing Type 1 - ® U-Law @ U-law Line
88 Group (5] . —
+- 9% Shert Code (13 Defauk Ring Back Sequence fung Type2 z
= ALaw Alaw Lene
Restrict Analogue Exterson Ringer Voltage
+ @ Incoming Call Rout
WAN Po DSS Status
@ WAN Port (0] Dl Delay Time {secs) 4 ! —
#a Duectory |U) A
[ Time Profile (3) Dval Deley Count 0 P S
@ Firewat Profile (1)
o W P Route 4) Default No Arswer Time {secs) 15
& Account Code 10) ¢! Show Account Code
& License 8 Held Timeout [1ecs) 120
W™ Tunnel ) Inhibit OfF-Swateh Forvsed/ Trarmfer
N . Pack Timeout (secs) 0 .
§ User Rights @) b
0 AR 2 Restract Netwerk Intercennect
4 Ring Delay (secs)
- RA Reg
o Lo Call Prionty Prometion Timwe (secs) Disabled
» Drop Extermal Only Impromptu Conference
Default Cumency usd -
Visually Dferentiote Externsl Call
|’;-:v.n.lt Name Prionty Farioe Trunk v
finspssniopd Seslnn Toonk O noert Handl

5.3.6. Twinning Tab

In the reference configuration, a PSTN number was defined. On this form, default values were
used. With this configuration, and related configuration of Diversion Header on the SIP Line
(Section 5.4.3), the true identity of a PSTN caller can be presented to the twinning destination
(e.g., a user’s mobile phone) when a call is twinned out via the AT&T IPFR-EF service.
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IPOffices || = 00E007058008 e

+a BOOTP (1) | System | LANL | LANZ | DhS |Voicemai| | Telephony | Directory Services | System Events | SMTP | SMDR | Twinning E
-7 Operator (3)
- Q0E007058008 Send original calling party informaticn for Mobile Twinning

—1-59 System (1)

T . Calling party information for
i bef3p OOEDOT7058008 Mahile Twinning

%7, Line (6)

5.3.7. Codecs Tab

On the left, observe the list of Available Codecs. By selecting codecs in this column, they
will appear in the Default Codec Selection = Unused column. Codecs may be selected from
the Unused list and moved to the Selected column by use of the >> button, thereby making
the selected codecs available in other screens where codec configuration may be performed
(e.g., Sip Lines and Extensions).

The up and down arrow buttons are used to order the selected codecs. By default, all IP (SIP
and H.323) lines and extensions will assume the system default Selected codec list, unless
configured otherwise for the specific line or extension.
e Populate the Selected column with G.711 ULAW 64K as the first codec and G.729(a)
8K CS-ACELP as the second codec.
e Inthe RFC2833 Default Payload setting field, specify 100, which is the
recommended value for AT&T (see Section 2.2).
e Click the OK button (not shown).

Note - In the reference configuration, the Extension codec lists (see Section 5.5.2) also
specify G.711mu and G.729(a) (in that order), and the SIP Line (see Section 5.4.6) offers
G.729(a) and G.711U (in that order). In this manner local Avaya IP Office calls will offer
G.711U first, and SIP trunk calls will offer G.729 first.

However, the AT&T IPFR-EF service uses G.729 with Silence Suppression (G.729B) by
default. See Sections 5.4.6 and 5.5.2 for methods for enabling Silence Suppression, so that
G.729B will be offered to AT&T.

= 00E007068008 v
System | LANL | LANZ | DNS | Vioxcemned | Telephony | Directory Services | Systern Events | SMTP | SMDR | Twemng | VO | Codecs
RFC2833 Default Payload 100
Availeble Codecs Default Codec Selecticn
Unused Sefected
G711 ALAW B4X G711 ULAW 64X
G722 64K G.729(s) K CS-ACELP
71 G722 64X G316 MP-MLQ
4| GI20(s) &KX CS-ACELP
7 GT131 63 MP-MLQ
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5.4. SIP Line

The following sections describe the configuration of a SIP Line. The SIP Line terminates the
CPE end of the SIP trunk to the AT&T IPFR_EF service.

The recommended method for creating/configuring a SIP Line is to use the template
associated with the provisioning described in these Application Notes. The template is an
xml file that can be used by Avaya IP Office Manager to create a new SIP Line for SIP
trunking with the AT&T IPFR-EF service. Follow the steps in Section 5.4.2 to create a SIP
Trunk from the template.

Some items relevant to a specific customer environment are not included in the template or
may need to be updated after the SIP Line is created. Examples include the following:

IP addresses

SIP Credentials (if applicable)

SIP URI entries

Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if
necessary, after the SIP Line is created via the template. The resulting SIP Line data can be
verified against the manual configuration as shown in Sections 5.4.3 —5.4.8.

In addition, the following SIP Line settings are not supported on Basic Edition:

IP Office Manager lihj

Please note that the below SIP Line settings are not supported on Basic
! Edition:

SIP Line - Originator number for forwarded and twinning calls
Transport - Second Explicit DNS Server
SIP Credentials - Registration Required. 4
SIP Advanced [
Engineering

Also note that SIP Credentials - User Name, Authentication Name,
Contact and Password will not be exported to template,

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the
Navigation Pane and select New => SIP Line. Then, follow the steps outlined in Sections
54.3-54.8.
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5.4.1. Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format.
These XML templates do not include sensitive customer specific information and are
therefore suitable for distribution. The XML format templates can be used to create SIP
trunks on both IP Office Standard Edition (500v2) and IP Office Server Edition systems.
Alternatively, binary templates may be generated. However, binary templates include all
the configuration parameters of the Trunk, including sensitive customer specific
information. Therefore, binary templates should only be used for cloning trunks within a
specific customer’s environment.

1. Copy a previously created template file to a location (e.g., \temp) on the same
computer where IP Office Manager is installed. By default, the template file name
will have the format AF_<user supplied text>_SIPTrunk.xml, where the <user
supplied text> portion is entered during template file creation.

Note — If necessary, the <user supplied text> portion of the template file name may
be modified, however the AF_<user supplied text>_ SIPTrunk.xml format of the
file name must be maintained. For example, an original template file AF_TEST
_SIPTrunk.xml could be changed to AF_Testl_SIPTrunk.xml. The template file
name is selected in Section 5.4.2 to create a new SIP Line.

2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Check the box next to Enable Template
Options. Click OK.

Preferences | Directones | Discovery | Visual Preference Secunty | Yehdaton
on Size  Senall -
4 Maunilne Tabs

¢ Eneble Temyp

7 Erable Tenpiate Tieation

on Cancal Help:

3. Import the template into IP Office Manager. From IP Office Manager, select Tools -
Import Templates in Manager.

File ©dit View | Teals | Help

%4 Etetwion Rencmdk
,‘ Dk Extersion Renumber.,, h
P Offi Law Runumibue

Connect To... !
e el kxport >
Yperatie (3)

SON Serace User Maragement

Busy an Huld Validation

MS¥ Canfigurstion

T43 Impont Tomplates n Manager !
% & T s
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4. A folder browser will open (not shown). Select the directory used in step 1 to store the
template(s) (e.g., \temp). In the reference configuration, template files AF_no_SBCE _
SIPTrunk.xml and AF_with_SBCE_ SIPTrunk.xml were imported. The template
files are automatically copied into the IP Office default template location,
C:\Program Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating
success or failure. Click OK.

Template Provisioning @

f N h Successfully imparted ternplates to IP Office Manager from
L ! 4 Cihiternp

Note —Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it
cannot be viewed. To enable browsing of the \Templates directory, open Windows Explorer,
navigate to C:\Program Files\Avaya\lP Office\Manager (or C:\Program Files
(x86)\Avaya\lP Office\Manager), and then click on the Compatibility files option shown
below. The \Templates directory and its contents can then be viewed.

B

(; v o Cumputer o Locd Duk [Tl ¢ Progom Fles » Avaye
R e s 1

5. 0w PSET-UNISTIVM. CTI
Documerts L2
J' LVMOiwetng
! Prcture: Memor, Cars
H v W
Pronemage
w5 Homegrowe pe-2f
& Computer 32998
Lozel Diak Moy
@'\:j’v| . v Inside » AppData » Local » VirtwalStore » Program Files » Awaya » IP Office » Manager » v|"?|| Search Manager
Organize » = Open Include in library Share with + Mew folder R
v Favorites Marne : Date modified Type Size
B Desktop 12/17/2014 11:21 .. File folder
@uv| ;< AppData » Local » WirualStore » Program Files » Swvaya » IP Office » Manager » Templates A4 |+¢|| Search Tempiates
Organize » Include in library - Share with » MNew folder
v Favorites Marre : Date modified Type Size
Bl Desktop 2] AF_ATT _no_SBCE_SIPTrunk.sxml 12/17/2014 10057 ... XML Document 4KB
& Downloads =] AF_ATT with_SBECE_SIPTrunk.xml 121772014 10057 ... XML Document 4 KB
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 26 of 88

SPOC 3/25/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCE63FR



5.4.2.Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane,
and select New SIP Trunk from Template.

iy 53, ] New ’
& -f.'ﬁ Fs[:‘] New SIP Trunk from Template %ﬁ‘
£ T": ] Create SIP Trunk Template
;r: 4 Cut Ctrl+X
w53 Copy Ctrl+C
Pase Ctrl+
oK Delte Ctrl+Del
#-§ Us| v Validate
+‘§’f Gr Connect To... Ctrl+T
+ ) :.? gt New from Template (Binary)
(-alfc RA Export as Template (Binary)
Lo 6 1 et e T S L Ul

2. In the subsequent Template Type Selection pop-up window, from the Service
Provider pull-down menu, select the XML template name from Section 5.4.1. Click
Create new SIP Trunk.

Note — The drop down menu will display the <user supplied text> part of the template
file name (see Section 5.4.1). If you check the Display All box, then the full template
file name is displayed.

I Template Type Selection EI [=] @
Locale United States [15 Englizh)
Service Provider |ATT_no SECE - | [] Dizplap All
ATT_with_SBCE
[ Create new SIF Trunk ] Cahcel

The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 18).

=7 Line (6)
..... T:f 1
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5.4.3. SIP Line = SIP Line tab

The SIP Line tab in the Details pane is shown below for Line Number 17, used for the SIP
Trunk to the Avaya SBCE, and ultimately AT&T. Note, if no SIP Line exists, right click on
the Line item in the Navigation pane and select New - SIP Line (not shown). In the
reference configuration, SIP Line 17 was created. The SIP Line form is completed as follows:

ITSP Domain Name: Set to the IP address of the “inside” (A1) SIP trunking interface
of the Avaya SBCE (e.g., 192.168.42.10).
In Service and Check OOS: These boxes are checked (default).

o Note that the Out Of Service (OOS) option is used in conjunction with SIP

OPTIONS (see Section 5.11).

Country Code: Use the default <blank>.
Send Caller ID: Set to Diversion Header. This is required by the AT&T IPFR-EF
service for call redirection scenarios (e.g., Call Forward, Mobile Twinning).
Incoming Supervised Refer: Set this field to Always to enable Avaya IP Office to
accept REFER from the network for call transfer scenarios.
Outgoing Supervised Refer: Set this field to Always to enable Avaya IP Office to
use REFER (with Replaces) for station initiated call transfer scenarios back to PSTN.
Outgoing Blind Refer: Optional. Enable this option to support Refer (without
Replaces) for “Blind” (unattended) transfers (e.qg., transfer-to party is still ringing
when the transfer operation is completed). If this feature is not enabled then Refer with
Replaces will be used. Note — This feature is only supported with SIP telephones.
Use the default values for the other fields.
Click OK (not shown).

As described in Section 5.3.5, the Name Priority parameter may retain the default Favor
Trunk setting, or can be configured to Favor Directory. As shown below, the default Favor
Trunk setting was used in the reference configuration.

Rowoss = b i oL bt BRI
ooTP I 9P Line Transport| P URL VolP | 138 fax | 5P Credentials. S Acvanced Engmneenng
ine Numbes ” In Service
1S D Namn 192368.42.10
Rl ~ - - Session Timers
cat Clood Refresh Methed Rainverle
Tener (3econds) 150
f rwardiny i
! lc » dnt oo "":i"“'“
+ WG ternational Pref ) Diversion Heades .
R L
®s untry e
: :’ e £ darme P t Faves Trank s ! 3 > Always
¥ e Sperver Abways
f A ) ) & Maoved Tempora
: 2 ; o (1) Outgoing Blind REFE
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5.4.4.SIP Line - Transport tab

Select the SIP Line - Transport tab and configure the following:
ITSP Proxy Address: Set to the Avaya SBCE “inside” Al SIP Trunk interface IP

address 192.168.42.20.

Network Configuration - Layer 4 Protocol: Set to UDP (see Section 6.4.3 and

6.6.4).
Network Configuration - Send Port: Set to 5060 (default).

Network Configuration - Use Network Topology Info: Set to LAN 1.

Verify Calls Route via Registrar: Enabled (default).
Click OK (not shown).

SIP Line| Transport (SIP URI|VoIP | T38 Fax| SIP Credentials | SIP Advanced | Engineering

ITSP Prosxy Address 1921684220

Metwork Configuration

Layer 4 Protocol |UDP v| Send Port 5060
Use Metwork Tepolegy Info | LAM1 - | 5060
Explicit DM5 Server(s) 0 0 Q 0 0 0 Q 0

Calls Route via Registrar [V

Separate Registrar

5.4.5. SIP Line - SIP URI tab

Select the SIP Line - SIP URI tab. On this form a list of the DNIS digits delivered by
AT&T is created.

Note — In the reference configuration the AT&T IPFR-E service delivered seven DNIS digits
in the R-URI. The entries below match on these DNIS digits, not the dialed DID number.

To add a new SIP URI, click the Add... button. At the bottom of the screen, a New Channel

area will be opened. Entries may be specified in two ways:

1. Type1: A “global” entry that will use the contents of SIP headers containing “called party
info” information. This type of entry is used for inbound calls to Avaya IP Office Users,
Hunt Groups, or Voicemail access where the matching AT&T DNIS digits are specified
on their corresponding SIP Settings (Section 5.3.4) or SIP tabs (see Section 5.5).
Otherwise, the call will be denied. In this method the following information is specified:

e The Via field will automatically be populated with the IP address of the LAN 2

interface with which the SIP trunk is associated (see Section 5.3.3).

e Local URI, Contact, Display Name, and PAI fields: Set these fields to Use

Internal Data.

Note — Setting the PAI field to Use Internal Data causes Avaya IP Office to use PAI

for privacy (see Sections 5.4.8 and 5.10).

e Verify Registration: Set to the default 0: <None>.
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Incoming Group: Setto 17 (SIP Line 17). This value references the table created
with Incoming Call Routes in Section 5.7.

Outgoing Group: Set to 17 (SIP Line 17). This will be used for routing outbound
calls to AT&T via the Short Codes (Section 5.6) or ARS configuration (Section
5.8).

Max Calls per Channel: In the reference configuration, this was set to 10. This
sets the maximum number of simultaneous calls that can use the URI before Avaya
IP Office returns busy to any further calls.

Click OK to save the information.

S Line| Tonspon 5% UF Vol | 732 Fan| 5P Condensaks | SIP Advanced Engnesnng

Disghay Meene  PAL dor Aes Coils

e Type 2: This is an explicit entry matching inbound DNIS digits from AT&T. This
method must be used for Avaya IP Office call destinations that cannot specify
matching DNIS digits from AT&T. These call destinations may be Short Codes (e.g.,
Mobility feature access or Auto Attendant access) that do not have a SIP tab. For this
method, the following information is specified:

Local URI, Contact, PAI, and Display Name: Set to an AT&T DNIS number
(e.g., 5553177).

Note — Setting the PAI field to a number causes Avaya IP Office to use PAI for
privacy (see Sections 5.4.8 and 5.10).

Verify Registration: Set to the default 0: <None>.

Incoming Group: Set here to 17 (SIP Line 17). This value references the
Incoming Call Routes in Section 5.7.

Outgoing Group: For destinations such as Auto Attendants, an outbound group is
not required. In these cases enter 0. Otherwise specify 17.

Max Calls per Channel: In the reference configuration, this was set to 10. This
sets the maximum number of simultaneous calls that can use the URI before Avaya
IP Office returns busy to any further calls.

Repeat these steps as required.

Click OK to save the information.
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SIP Line | Transport 55 URL yglP | 738 Fan SIP Craderttiats| S Achvanced | Engineming

Channel  Groups Via LocstURl Comtect Desplay Name PAI Credentsal Mex Cols

1 7 0 5 0: <Mon... 10

Local URS 5553177 enc

i 5553177
Deplay Name 553177 =
’Al 5553177

Registration O <None> =

Incoming Group

Owutgoing Group

Max Calls per Channe

e To edit an existing entry, click an entry in the list and click the Edit button.
e When all SIP URI entries have been added/edited, click OK at the bottom of the screen
(not shown).

5.4.6. SIP Line - VoIP tab

Note — When T.38 is specified for Fax Transport Support below, the Direct Media
parameters Allow Direct Media Path and Force direct media with phones cannot be
selected (see Section 2.2).

Select the SIP Line = VolIP tab.

e The Codec Selection drop-down box = System Default will list all available codecs.
In the reference configuration, Custom was selected and G729(a) 8K CS-ACELP,
and G.711 ULAW 64K were specified. This causes Avaya IP Office to include these
codecs in the Session Description Protocol (SDP) offer, and in the order specified.
Note that in the reference configuration, G.729A is set as the preferred codec on the
SIP trunk to the AT&T IPFR-EF network.

e T.38 fax was used in the reference configuration. Set the Fax Transport Support
drop-down menu to T.38. Note that Error Correction Mode (ECM) is enabled by
default on the T.38 Fax tab (Section 5.4.7). ECM is supported by the AT&T IPFR-EF
service. G.711 fax also worked in the reference configuration (T.38 option disabled);
however T.38 is the preferred method.

\ Note — See Section 2.2 relating to an issue with Super G3 (SG3) fax. \

e The DTMF Support parameter can remain set to the default value RFC2833.

e The Re-invite Supported parameter can be checked to allow for codec re-negotiation
in cases where the target of an incoming call or transfer does not support the codec
originally negotiated on the trunk.

e Click OK (not shown).

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 31 of 88
SPOC 3/25/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCE63FR




Note - By default the VoIP Silence Suppression box is not checked. This disables the use of
the G.729B codec. The AT&T IPFR_EF service specifies G.729B by default. Therefore
G.729B was specified in the reference configuration. However, G.729A (no silence
suppression) is acceptable as well. If silence suppression is desired, check this box, and enable
the VolIP Silence Suppression option on the Extension form VolP tab for the various IP

endpoints (see Section 5.5).

SIP Line. Transport| P URE VelP T35 Fan|SIP Credentials |SIP Advanced | Engmeesng
¥ VolP Sdence Suppresson
¢ Redrwite Supported
Codec Selection Cuztom . Codec Lockdown
Unused Selected
G711 ALAW 64X G.729(a) BK CS-ACELP
G722 64K G711 ULAW 64K
G231 6 MP-MLQ PRACK/1001e) Suppored
Far Transpont Suppont | 138 -
DTMF Support FFC2833 =
Media Security Owsabled v

5.4.7. SIP Line-T38 Fax Tab
Note - The settings on this tab are only accessible if Re-invite Supported and a Fax
Transport Support option (T38) are selected on the VVolP tab (Section 5.4.6).

e Unselect the Use Default VValues option.

e Set the T38 Fax Version option to 0 (zero).
e Verify that Disable T30 ECM is not checked, and select Ok (not shown).

Sip Llnc] Transpor{[slP UR]]VOIP T38 Fax |SIP Credentials | SIP Advan(cdfingmcenng

T38 Fax Version 0 v ]
¥ Scan Line Fix-up
Transport UDPTL
¥ TFOP Enhancement
Redundancy
Disable T30 ECM
Low Speed 0 =
Disable EFlags For First DIS
High Speed 0 b Disable T30 MR Compression
TCF Method Trans TCF - [] NSF Override
Max Bit Rate (bps) 14400 ~| 0

EFlag Start Timer (msecs) 2600
EFlag Stop Timer (msecs) 2300

Tx Network Timeout (secs) 150

[] Use Default Values
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5.4.8. SIP Line — SIP Advanced Tab

By default, Avaya IP Office will use the PPI (P-Preferred-Identity) header for signaling user
information when privacy is invoked. However, AT&T utilizes the PAI (P-Asserted-ldentity)
header for privacy. Therefore, Avaya IP Office is configured to use the PAI header to pass the
calling party information for authentication and billing when privacy is used (see Sections
5.4.5 and 5.10).

e Select Emulate NOTIFY for Refer.

Note — The AT&T IPFR-EF service does not support NOTIFY. Some Avaya endpoints (e.g.,
Avaya Communicator for Windows) require receipt of a NOTIFY when Refer based call
transfers are performed. This option will send a NOTIFY to these endpoints.

e Select the Use PAI for Privacy option, and click Ok (not shown).

Note — By default, Avaya IP Office sends Refer in addition to Diversion header, for call
forward scenarios. However, AT&T only requires Diversion header. Therefore, in the
reference configuration, the No Refer if using Diversion was selected.

Sip I.xle: Transport | SIP ua_'fvox:- | 733 Fax| 9P Credentsals. ST Advanced Engineeiing

Addressag Mecks

Asscciation Mathod fly Source 1P address =] - Altow Empry INVITE
Send Empty re-BNVITE
Call Routing Method Request URS >, Aliow Yo Tag Change
Suppress DNS SRY Lockups P-Larty-Media Support None -
Identity

Use Phone Context

. ervation | Doabled -
Add usersphone

e o fox Internuticesl

Uze PAI for Privacy v T
Uze Domain foe PAL

Cait Initiation Timeout {z)
Swwap From and PAI

Caller ID treem From hesder Calt Queuing Temecut (m) 5

Send From In Clear Service Busy Response 486 - Busy Here -
Cache Auth Credentaal 2 -

A e T an N User Respanding Send | 308-Request Timeout -
User Agent and Server
Headers Action on CAC Location Limit | Ao Voscemaid -
Suppeess Q850 Reason Header
Ermulate NOTIFY for REFER
No REFER if using Diversion v/

5.5. Users, Extensions, and Hunt Groups

In this section, examples of Avaya IP Office Users, Extensions, and Hunt Groups are
illustrated. Note that the following examples do not discuss all available options, and the
screen shots may not display all available parameters. Parameters/options note discussed,
should assume to be default.

5.5.1. Analog User 207

The following screen shows the User tab for analog phone User 207. This user corresponds
to the Avaya Analog 6211 set.
1. Toadd a User, right click on User in the Navigation pane, and select New (not
shown). To edit an existing User, select User in the Navigation pane, and select the
appropriate user to be configured.
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IP Offices
v R BOOTP ()
# o Operator (3)
W DOEDOTOSE008
¥ System (1)
w0 QOE00N058008
+- 14 Line &)
Centrol Unit (2)
24 Extension (12
l User (14)
g Nolser
g RemoteManager
201 Ban201
202 Ean202
203 bar203
204 Extr24
205 Bn205
206 Extn206
207 Ban207
208 Extr208
v 500 Bn500
= 600 Etr600
700 Etn?00
i~ 750 Extn?50
t-Qf Group (5)
+ 9% Shont Code (74)
@ Service 0
ooy RAS (1)
¢ .’ Inceeming Call Route
WAN Port 0

an Directory (0)

241 Time Profile {3)
. 0 Furewall Profde (1
+ P Route (4)
&. Account Code (D)
W License (78)
% Tunnel (0)
B User Rights 8)
5" ARS (D)
" RAS Location Reque:
¥ Location )
Q% Authorization Code |

Extn207: 207

Announcements | S

User
Name
Password
Confirm Password

Conference PIN

Confirm

Conference PIN

Account Status

Full Narmw

Eensen

Email Addeess
Locale

Pronty

System Phone Rights

Profile

Device Type

Vorcemail - DND

Personal Dwectory ‘, Seif Admnistration

Bxtn207

Enabied
Analog Phone

207

5
None

Basic User

Receptionist
Enable cne-X Portal Senvaces
Emabie Remote Worker

e Fisre

Ex Directory

ok Collatk

g Analogue Handset

Short Codes i Source Numbers | Telephony l Forwarding ] Dasl In ' Voice Recording | 8utton Prog|

The following screen shows the SIP tab for User 207.
e The SIP Name and Contact parameters are configured with the associated AT&T

JF; Reviewed:
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DNIS number of the user, (e.g., 7325553175). These parameters configure the user
part of the SIP URI in the From and Contact headers for outgoing SIP trunk calls, and
allow matching of the SIP URI for incoming calls, without having to enter this number
as an explicit SIP URI for the SIP Line (see Section 5.4.5).

The SIP Display Name (Alias) parameter can optionally be configured with a
descriptive name.

If all calls involving this user and a SIP Line should be considered private, then the
Anonymous box may be checked to withhold the user’s information from the network
(see Section 5.10). See Section 5.6.3 for a method of using a Short Code (rather than
static user provisioning) to place an anonymous call.

Note — See Section 5.10 regarding the use of privacy with Avaya IP Office and
AT&T.
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User |Voicemai| | DMD

| Short Codes | Source Mumbers | Telephony | Forwd

Announcements | SIP

| Personal Directory | Self Administration|

SIP Marme
SIP Display Mame (Alias)

Contact

7325553175
Analog Phone

73255353175

] Anonymous

2. Analog (or digital) phone extension ports are either integral to the control unit or
added by the installation of an analog or digital phone expansion module. Analog (or
digital) extension records are automatically created for each physical extension port
within the system. These ports cannot be added or deleted manually. For Server
Edition, non-IP extensions are only supported on Expansion System (V2) units. Based
on the hardware configuration used in the reference configuration, analog ports 207
and 208 are automatically defined by the system.

e To edit an existing analog extension, select the appropriate extension to be
configured (e.g., 207).
IP Offices I = Analogue Extenslon: 7 207
1K BOOTP (1) Extn iAnaloguei
g5 Opaerator (3)
|-%5 00E007058008 Extension Id !

(=] %5y System (1)
Y% 00E007058008 Base Extension 207

T4 Line (6) ,

il.#2 Control Unit (2) Caller Display Type ‘On -

=14 Extension (12)
2 I};g; Device Type g Hlf ¢ gus Hand v‘?
4 3203
4 4204 Location ‘Synam (Nene) v
4 5205
& 6206 Module BP1
& 7207

[ 8208 Rt 4
e Select the Analogue tab and verify that Standard Telephone is selected, and click
the OK button (not shown).
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 35 of 88
SPOC 3/25/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCE63FR



5.5.2. IP Phone User 500

1. Following the steps shown in Section 5.5.1, create a 1608 H.323 IP phone user (e.g.,
500). Note that this user will be granted “Power User” features.
e Password: This password is used by user applications such as SoftConsole, Phone
Manager and TAPI, or users with Dial In access. Note that this is not the user's
phone log in code (see the information on the Telephony - Supervisor Settings
tab below), or their Voicemail mailbox password (see information on the
Voicemail tab below).
e The Profile parameter is set to Power User. This gives this user access to

additional Avaya P Office features. See [1] for more information.

| Announcements I SIP

| User | Volcemall | DND | Short Codes i Source Numbers | Telephony | Forwarding | DialIn | Voice Recording | Button ||

l Personal Directory ' Self Administration |

Name Extn500
Password ceee
Canfirm Password ELL LY

Conference PIN

Confirm

Conference PIN

Account Status Enabled
Full Name H323 Phane
Extension 500

Ermail Address

Localw \

Priarity \ 5

System Phone Rights ‘ None
Profile [ Power User

|| Receptionist
| Enable Softphone
Enable one-X Portal Services
Enable one-X TeleCommuter
|71 Enable Remote Worker
Enable Flare
Enable Mabile VoIP Client
| Send Mobility Email
|1 Ex Directory

Web Collaboration

Device Type ‘ Avaya 1608

Like the analog user 207, the SIP tab for 500 is configured with a SIP Name and Contact
specifying the user’s associated AT&T number (e.g., 7325553170).
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User | VYoicemail | DMND | Short Codes | Source Numbers | Telephony | Forw|

Announcementsl SIP | Personal Directory | SeIFAdministration|

SIP Name 7325553170

SIP Display Mame (Alias) H323 Phone

Contact 7325553170

[C] Anonymous
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User 500 will use the Avaya IP Office Mobile Twinning feature. The following screen
shows the Mobility tab for User Extn500.

The Mobility Features, Mobile Twinning, Twin When Logged Out, Mobile Call
Control, and Mobile Callback boxes are checked.

twinned mobile telephone, in this case 917325552438 (note that the outbound call
access code 9 to ARS is specified, as described for the Short Code 9N; in Section
5.6.2).

(as shown in Section 5.6.4), and Incoming Call Routes (as shown in Section 5.7).

Arnowncements | 9P Varsnne Dvestory  Sef Admautracen

User Yowemak | OND Sheet Codes | Souce Numbers  Tefephony - Foowarding | Dok in | Vauce Recoeding - Sutton Frogrameming  Mesy Progammmg . Modinty | Gioup Me|

Irtensd Twirning

Avaya IP Office offers a feature where users can define names in a Personal Directory,
and display these names, based on the inbound calling number.

The following screen shows the Personal Directory tab for User 500. With the
configuration shown below, if user 500 receives an inbound AT&T call from the
telephone number 7325552438, the phone will display the name “PSTN Phone” (along
with the number), even if AT&T provided a different name in the SIP INVITE message
sent to Avaya IP Office.

Note — In the reference configuration, the SIP Line is configured with Name Priority >
Favor Trunk (see Section 5.4.3). This setting needs to be changed to Name Priority -
Favor Directory, to enable this feature.

Announcerments | SP

Index

| Voicemail | DND Short Codes | Source Numbers | Telephony | Forwarding | Dualln | Vore Recordng | Sutton Prograamming | Menu Programmung ‘ Makilty | Group Memberntep

Perscnad Directeey | Self Adminntation

Narme Number Add.

The Twinned Mobile Number field is configured with the number to dial to reach the

The Mobile Call Control and Mobile Callback features are accessed via Short Codes

1 PSTN Phone

TII5552438
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The following screen shows the VVoicemail tab for user 500. The Voicemail On box is
checked and a VVoicemail password can be configured using the Voicemail Code and
Confirm Voicemail Code parameters.

Announcements | SIP | Personal Directory | Self Administration|

User | Voicemail |DND | Short Codes | Source Murmnbers | Telephony | Forwarding | Dial In | Woice Recording | Button P

] Voicemail On

[T] Voicemail Help

Veoicemail Code [LITTT

Confirm Voicemnail Code eessss

Voicemail Email [T Voicemail Ringback

Voicemail Email Reading

[] UMS Web Services

@ Off Copy Forward Alert

DTMF Breakout

Reception / Breakout (DTMF ) System Default ) -
®
Breakout (DTMF 2) System Default () -
®
Breakout (DTMF 3) System Default () -
®

2. Select the Telephony - Supervisor Settings tab as shown below. The Login Code
will be used by the telephone user as the phone login password.

Announcements | SIp | Personal Directory | Self Administration|

User |Voicemai| | DND | Short Codes | Source Numbers| Telephany |Forwarding | Dial In |Voice Recording | Button P

Call Settings | Supervisor Settings | Multi-line Options | Call Log | TUL |

Login Code

[C] Force Login

Confirm Login Code
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Legin Idle Peried (secs)

Menitor Group ’<None>

Coverage Group [<None}

Status on Mo-Answer lLogged On (Mo change)

Reset Longest Idle Time
@ All Calls

) BExternal Incoming

7] Force Account Code

[] Force Authorization Code

[T] Incoming Call Bar

[] Outgoing Call Bar

[ Inhibit Off-Switch Forward/Transfer
[7] CanIntrude

Cannot be Intruded

[[] Can Trace Calls

] Deny Auto Intercom Calls

Solution & Interoperability Test Lab Application Notes
©2015 Avaya Inc. All Rights Reserved.

38 of 88

IPO91SBCE6G3FR



3. To create an associated extension, right click on Extension in the Navigation Pane,

and

select H323 Extension.

£ T4 Lne () z
Controt UL =) New » 323 Extension

(Extension)
©EEER ¥ cw
o)
& 22| <a Copy CorfeC

S0 Extervson

{5

3
M - |
s | 7 Delete Catle Ded {MP-MLQ
d |

Valciate

. 3003 9 New ficen Tenplate (Binary)

. B000 § Export » Template (Hinary

4. On the Extn tab, enter the Base Extension (e.g., 500). Note that the Extension ID
field will auto populate.

Loy e

Aums e

5. Select the VolP tab and provision the following:

JF; Reviewed:

Keep the IP Address field as the default value (0.0.0.0).

As described in Section 5.3.7, a custom codec list is used. Populate the Selected

column with G.711 ULAW 64K as the first codec and G.729(a) 8K CS-ACELP

as the second codec.
Select VolP Silence Suppression (see Section 5.3.7).
Click the OK button (not shown).

Exin ¥
¥ Asdies
Mo 1
11l -
! ned 1
11 ALAW S4K 11 L 4
) fdn (3
1603 MY LY
erve Liceme Fore -
O« 8 Gasm Owtarst -
¥+ TOM G Datauit
Suppiwmentary Senaces Hore
Meta Secumty Sarw 03 Syvtere Duetet
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5.5.3. SIP Telephone Users (Avaya 1120E and Avaya Communicator)

In the reference configuration, an Avaya 1120E SIP telephone and Avaya Communicator
softphone were provisioned as SIP users.

5.5.3.1 SIP Avaya 1120E
1. The following screen shows an 1120E Telephone provisioned in the User tab for User
600. The provisioning of this user is the same as for the H.323 station in Section
5.5.2. Note that this station is set as a Basic User.

Annpuncements | SIP | Pervenal Dvrectory | Se¥ Admurstration
a1 voiemall | DND | Short Codes | Sowrce Numbers | Telephony | Formarding | Dailda | Voice Reconding | Button §
i 0
sl eweses

Enstiles -
41 N - SIP Pheey

£ a 600
il Address

Unitad S2ates (U5 Englon) -
Pricety 5 -
Syvtem Phone Raghts None -
Proffe Bazic User -

Receptionist
Enabile ane- X Portal Services

Enable Remote Worke

10ry
Device Type L Avays 110% SP (Langusge: ENGLISH

Like the H.323 500 user, the SIP tab for 600 is configured with a SIP Name and
Contact specifying the user’s associated AT&T number (e.g., 7325553171).

User I Voicemail I DMD | Short Codes I Source Numbers I Telephony | Forw,

Announcementsl sIP | Personal Directory | Self Administrationl

SIP Mame 7325553171
SIP Display Mame (Alias) SIP Phone

Contact 7325553171

[C] Anonymous

Voicemail and a Login Code are also defined following the examples shown for the
H.323 User 500 in Section 5.5.2.
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2. Following the steps shown in Section 5.5.2 for the H.323 phone, create a
corresponding SIP Extension for the 1120E SIP telephone (e.g., 600).

l ] New ’ ! H323 Extension
% Cut Cri+ X [P DECT Extension
{8 Copy Clelse C | SIP Extension [\ ‘
> A
Paste Ctrl+ SIP DECT Extennion
/5 Delete Ctrlv Del 6K3 MP-MLQ

W Validate
Connect To Crrls 1

New from Template (Binary)

Export as Template (Binary)

The following screens show the Extn and VolP tabs for the Avaya 1120E extension 600 (the
T.38 Fax tab is not used). The Extension ID on the Extn tab is auto populated by the system.

Etn |yl | 138 Fux|
Extension Id 8000
Base Extension 600

Caller Display Type On

Reset Volume After Calls [

- |
Device Type L Avoys 1120E SIP (Language: ENGLISH)

Location lAu(omatic v
Module 0

Port 0

Farce Authorization &)

Eatrs VuF 138 Fas
P Address 0 0 4 YolP Sence Suppression
Lecal Hald Muse
Cedec Selection Custeen g 4 Heimite Suppored
Unused Seected }-
Codec Lockdown
G GTLI ULAW 64K
GI2Na) 3K CS-ACELP Allow Dyect Meda Path
Reserve License None v
Fax Trarupont Suppent | Nene v
TOM->P Gam Dot medt -
P->T0M Gam Detacdt -
DTWVF Suppon RFC2233 o
Ird Party Auto Arawer | None -
Mecfia Seturity Same o Syntem (Dasbiled) -
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5.5.3.2 SIP Avaya Communicator Softphone

Repeat the steps shown in Section 5.5.3.1 to create user 700 with the following settings.
1. Defining a User
e User tab (shown below).

o Extension =700

o The Enable Softphone box is checked.

o The Enable Flare box is checked.

e SIP tab (not shown).

o SIP Name and Contact specifying the user’s associated AT&T DNIS number

(e.g., 7325553172).
e Voicemail tab (not shown).

o The Voicemail On box is checked.

e Telephony—> Call Settings tab (shown below).

o In the reference configuration, the Call Waiting On box, to allow multiple call
appearances and transfer operations, was enabled. However depending on the
desired call behavior, this setting may be mutually exclusive with the default
Busy On Held setting. Combinations of these options should be attempted to
achieve the desired effect.

e Telephony—> Supervisor Settings tab (not shown)

o The Login Code is specified.

| Announcements | SIP I Personal Directory | Self Admln::trutlon‘
User | Voicemail I DND l Short Cocles { Source Numbers | Telephony l Forwarding | Dial In ] Volce Recording | Button P
Conference PIN

Confirm
Conference PIN

Account Status Enabled -
Full Name Softphone

Extension 700

Email Address

Locale ]Umted States (US English) v ’
Priority ]5 v '
System Phone Rights lNone "
Profile : Power User v ]

Receptionist
7| Enable Softphone
Enable one-X Portal Services
Enable one-X TeleCommuter
Enable Remote Worker
V| Enable Flare
Enable Mobile VaolP Client
| Send Mability Email

| Ex Directory

| Web Collaboration

[
Device Type ‘h Unknown SIP device
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Announcements | SIP | Personal Directory | Self Administration|

User | WVoicemail | DD | Short Codesl Source Numbers| Telephony | Forwarding | Dial In |Voice Recording | Butt

Call Settings | Supervisor Settings | Multi-line Options | Call Log | TUI |

Outside Call Sequence
Inside Call Sequence
Ringback Sequence
Mo Answer Time (secs)

Wrap-up Time (secs)

Call Cost Mark-Up

[Default Ring - Call Waiting On
’Default Ring v] Answer Call Waiting On Hold
[Default Ring - Busy On Held

Systern Default (15)

2

Transfer Return Time (secs) |Off

100

AERECRIEE

[T Offhook Station

2. Define an Extension for the Avaya Communicator Softphone (e.g., 700).
e The Extn and VolIP tabs (not shown) are similar to those shown for extension 600

in Section 5.5.3.1.

5.5.4. Hunt Groups

Users may also receive incoming calls as members of a hunt group. To configure a new hunt
group, right-click Group from the Navigation pane and select New (not shown). To view or
edit an existing hunt group, select Group from the Navigation pane, and the appropriate hunt

group from the Group pane.

The following screen shows the Group tab for hunt group 1004. This hunt group was
configured to contain the Analog telephone (207), the H.323 telephone (500), SIP telephone
(600), and the SIP Softphone (700). In the reference configuration, these telephone extensions
are rung based on idle time, due to the Ring Mode setting LongestWaiting. Click the Edit
button to change the User List included in the Hunt Group from the list of available users.

= Longest Waiting Group Local Hunt: 1004
Greve | Quewng | Overtlow | Faitheck | Voxermail Voun Recording - Anmconcements | W
Mo Lacal Hunt Drohle Stancerd Hure Grovp -
Extermon 1704 Ex Directory
Ring Made LongestWarting - Mo Answer Time (secst | Systom Defaukt {15)
Hold Music (3 Ne Cnange \ 4
Ring Tane Ovemde None
Agecd's Stat on No-Anvwer Moo =
Applies To
User List
Extenscn Name
"™ 5
@ K07 Band0?
b J 00 Eand00
$ e J s Eanbl0
4 00 Ewn?00
. @
. P
L
LS
.
i A
: s Edit...
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The following screen shows the SIP tab for hunt group 1004. The SIP Name and Contact
are configured with the AT&T DNIS number 7325553178. In Section 5.7, an Incoming Call
Route will map 5553178 to this hunt group.

| Group | Queuing | Overflow | Fallback | Voicemail | Voice Recording | Announcements| s L

SIP Mame 1327373178

SIP Display Mame (Alias) Local Hunt

Contact 7327373178

Anonymous

5.6. Short Codes

Avaya IP Office provides predefined Short Codes, however new Short Codes may be defined
to match number strings to an action. To add a Short Code, right click on Short Code in the
Navigation pane, and select New (not shown). To edit an existing Short Code, click Short
Code in the Navigation pane, and the Short Code to be configured in the Group pane.

5.6.1. Short Code for Direct Dialing (no ARS access)

In the screen shown below, the Short Code 8N; is illustrated (note the semicolon at the end of
the string). This Short Code will allow an Avaya IP Office user to dial the digit 8 followed by
any telephone number, symbolized by the letter N, to reach the SIP Line to the Avaya
SBCE/AT&T. The variable N can be any number string. Note that when users dial 8 plus the
number, Avaya IP Office will wait for an end of dialing timeout, then send a SIP INVITE.
e The Code parameter is set to 8N;
e The Feature parameter is set to Dial
e The Telephone Number parameter is set to N”@192.168.42.20” with the text string
beginning with @ in quotes. Address 192.168.42.20 is the “inside” SIP trunk interface
(A1) IP address of the Avaya SBCE.
e The Line Group ID parameter is set to 17, matching the number of the Outgoing
Group configured on the SIP URI tab of SIP Line 17 (see Section 5.4.5).
e Click the OK button (not shown).

= 8N;: Dial
| Short Code
Code N
Feature Dial -
Telephone Number N'@192.1684220”
Line Growp D 17 v
Locale United States (US English) -
Force Account Code 3
Force Authonzation Code
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5.6.2. Short Code Dialing via Automatic Route Selection (ARS Access)
In the screen shown below, the Short Code 9N; is illustrated (note the semicolon at the end of
the string). This simple Short Code will allow an Avaya IP Office user to dial the digit 9
followed by any telephone number, symbolized by the letter N, to reach the SIP Line to the
Avaya SBCE/AT&T. However, Avaya IP Office will first consult the ARS table defined in
Section 5.8. The variable N can be any number string.

e The Code parameter is set to 9N;

e The Feature parameter is set to Dial

e The Telephone Number parameter is set to N”@192.168.42.20”

e The Line Group ID parameter is set to 50:Main (default value provided by Avaya

IP Office), which directs the call to ARS (see Section 5.8).
e Click the OK button (not shown).

Locale \Unaed Scates (US Englishy)

orce Account Code

orce Authonzston Code

Other short codes were also defined in the reference configuration:
e 3N; = Outbound dialing with privacy (see Section 5.6.3).
e *17 = Access Voicemail (see Section 5.6.4.1).
e *63 = Access to the Auto Attendant provisioned on VVoicemail Pro (see Section
5.6.4.2).
e *97 = Mobile Call Back (see Section 5.6.4.3.1).
e *98 = Mobile Call Control (see Section 5.6.4.3.2).

5.6.3. Privacy Dialing

Optionally, a Short Code may be added to access the SIP Line anonymously. In the screen
shown below, the Short Code 3N; is illustrated. This code is similar to the 8N; code. The
Telephone Number field begins with the letter W, which means “withhold the outgoing
calling line identification”.

Note - When a user dials 3 plus the number, Avaya IP Office will include the user’s telephone
number in the P-Asserted-ldentity (PAI) header along with a Privacy header of Id. The
From and Contact headers will contain Anonymous.

The Code parameter is set to 3N;

The Feature parameter is set to Dial

The Telephone Number parameter is set to WN”@192.168.42.20”.

The Line Group ID parameter is set to 17, matching the number of the Outgoing
Group configured on the SIP URI tab of SIP Line 17 (see Section 5.4.5).

e Click the OK button (not shown).
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Short Code

Code I

Feature Chial -
Telephone Mumber WHNE@"192.168.42.20"

Line Group 10 17 ¥
Locale United States (US English) -

Force Account Code

Force Authorization Code

5.6.4. Feature Dialing
Optionally, add a Short Code that can be used to access Avaya IP Office features directly.

5.6.4.1 Voicemail Access

To access the Voicemail system directly, the code *17 is automatically defined by
Avaya IP Office, and is shown below. Avaya IP Office associates this Short Code
with a pre-defined destination option called “Voicemail”, which is then specified as
an Incoming Call Route destination in Section 5.7. This will allow an AT&T DNIS
number to be programmed to route directly to voice messaging

e Feature = Voicemail Collect

e Telephone Number =7?U

e LineGroup=0

Vaxcernai Colledt

Locde

5.6.4.2 Auto Attendant Access
In the reference configuration an Auto Attendant was defined on VVoiceMail Pro (see Section
5.9). This Auto Attendant is accessed via code *63.
e Feature = Voicemail Collect
e Telephone Number = “AutoAttend”. Note that this name must match the module
name defined in VoiceMail Pro (see Section 5.9) and it must be enclosed in quotes.
e LineGroup=0

Feature Voemal Colect
Telephone Number ActoAttend

ime Group ID 0
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5.6.4.3 Feature Name Extension (FNE) Access

Two Avaya IP Office Mobility features, Mobile Call Control and Mobile Callback, are
shown as examples of Feature Name Extension (FNE) Access.

5.6.4.3.1 Mobile Callback

The following screen illustrates the Code *97 which is defined for Feature = FNE Service
and Telephone Number = 33 for the Avaya IP Office Mobility feature Mobile Callback
(note that 33 is predefined in Avaya IP Office for this feature). Code, *97 was used as the
destination of an Incoming Call Route for an AT&T DNIS number.

In a Mobile Call Back scenario, the PSTN (mobile) number 17325552438, defined in the
User - Mobility = Twinned Mobile Number field of associated Avaya IP Office station
500 (see Section 5.5.2), calls the DID associated with the Mobile Call Back Short Code *97
(e.g., 17325553177, see Section 5.7), and then hangs up while hearing Avaya IP Office ring
back. Avaya IP Office will then call the PSTN caller back at the 17325552438 number.

Note — For this feature to work, the inbound calling number information must match the
number provisioned in the associated User = Mobility = Twinned Mobile Number. For
example, in Section 5.5.2 the number 917325552438 was defined as the Twinning number for
the H.323 set. Therefore, the inbound calling number must match 7325552438.

e Feature = FNE Service
e Telephone Number =33
e LineGroup=0

Short Code

Ceode o7

Feature FNE Service -
Telephone Number

Line Group 1D 0 -
Lacale -

Force Account Code

Force Authonzation Code

5.6.4.3.2 Mobile Call Control

The following screen illustrates another Mobility Short Code. In this case, the Code *98 is
defined for Feature = FNE Service and Telephone Number = 31 for the Avaya IP Office
Mobility feature Mobile Call Control (note that 31 is predefined in Avaya IP Office for this
feature). Code *98 was used as the destination of an Incoming Call Route for an AT&T
DNIS number.

In a Mobile Call Control scenario, the PSTN (mobile) number 17325552438, defined in the
User = Mobility = Twinned Mobile Number field of associated station 500 (see Section
5.5.2), calls the DID associated with the Mobile Call Control Short Code *98 (e.g.,
17325553179, see Section 5.7). Avaya IP Office will return dial tone, allowing the mobile
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user to make calls as if the calls were made locally from the caller’s associated Avaya IP

Office extension in the office (e.g., extension 500).
e Feature = FNE Service
e Telephone Number =31
e LineGroup=0

5.7. Incoming Call Routes

Each Incoming Call Route will map a specific AT&T DNIS number to a destination User,
Hunt Group, or Short Code, on Avaya IP Office. To add an incoming call route, right click on
Incoming Call Route in the Navigation pane, and select New (not shown). To edit an
existing incoming call route, select Incoming Call Route in the Navigation pane, and the

appropriate incoming call route to be configured in the Group pane.

Note — In the reference configuration, although a ten digit AT&T access number is dialed in
the PSTN (e.g., 7325553170), the AT&T IPFR-E service delivered seven DNIS digits in the
SIP Invite R-URI. Therefore incoming calls to Avaya IP Office will match on the seven digit
inbound AT&T DNIS string (e.g., 5553170). Verify the digits being delivered by AT&T.

In the screen shown below, the incoming call route for Incoming Number - 5553170 is
illustrated. The Line Group ID is set to 17, matching the Incoming Group field configured
in the SIP URI tab for the SIP Line to the Avaya SBCE/AT&T in Section 5.4.5.

1P Offices = _ 17 7373170
R BOOTP Q) tandaed | vesce Nacording | Destinatinns
ol | ine Group ID 17 .
: o - T g Numit i
8 v
Y “ I g Sub Ad
(B B 74) 3
| ?, Incoming CLY
é n Locale
L] Pricrty 1 -
&
by
] o
< Hold M System Souee
e Yo " =
e ¥ e
e
[+]
L
®
©
@
e
e
D 17
Q
-
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Select the Destinations tab. From the Destination drop-down menu, select the extension to
receive the call when AT&T delivers DNIS digits 5553170. In the reference configuration
DNIS digits 5553170 is associated with user 500 (the 1608 H.323 telephone).

Standard | Vo Aecerding | Deitoations
TimaPrciie Detinaticn Fallback Ecteraion

» Default Value 500 Bxtn500 -l 4

Repeat this process to route all AT&T DNIS numbers to additional telephone, as well as other
Avaya IP Office destinations (Hunt Group (5553178), Voicemail (5553174), Short Codes
(5553179), etc). For example:

Sangand | Vosce Recording . Destinations

TenePrefie Destinatecr Fallback Edtention

Oefault Velue $004 Local Hunt -

% 1 - -l -

TuneProfile Destnation Fallback Extension

» Default Value VorceMad | A

- - - >

-
(=]
~
e
N
o |
|
K]

J SRS T |

Note - The Destination menu may not contain all desired destinations (e.g., Short Codes). In
these cases the desired destination may be manually typed into the Destination field.

5.8. Automatic Route Selection (ARS) and Alternate Routing

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes basic ARS screen illustrations and considerations, including alternate routing should
the SIP Line be out of service or temporarily not responding. As described in Section 5.6.2,
Short Code 9N; was defined for ARS access. Therefore, outbound calls via ARS are dialed as
9 plus the number. ARS will strip off the 9 and process the call based on the remaining digits.
e Toadd a new ARS route, right-click ARS in the Navigation pane, and select New (not
shown). To view or edit an existing ARS route, select ARS in the Navigation pane,
and select the appropriate route name in the Group pane (e.g., 50:Main).
e Toadd a new ARS table entry, click on the Add button. To change an existing entry,
click on the Edit button (note that the Edit button is grayed out until an entry is
selected).

The following screen shows an example ARS configuration for the route Main (ARS Route
ID 50). Note that the In Service parameter refers to the ARS form itself, not the SIP Line
Group(s) that may be referenced in this form. Also note that if the In Service box is un-
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checked, calls are routed to the ARS route specified in the Out of Service Route parameter
(in the reference configuration, a second ARS route, 51:Backup, was defined).
e Code = N; This means any dialed string will be routed to the specified Line Group.
e Telephone Number = N”@192.168.42.20”, where 192.168.42.20 is the Avaya SBCE
inside (A1) IP address.
e Feature = Dial
e Line Group ID =17 (SIP Line 17).

¥ Secondery Dual lene

Symemlone -

Dist Deley Time Systern Defauit 4 : 4! Chech User Cat Baming

Out of Senvece Route 51t Backup -

Time Srofive i  ———————_ s e L e «Nanes -

l

0l
s (5) 1
Z 9 Mam
pchup I Lt
RAS Locatio
1] -~

NTRIIRGC)GOMORA™TY (D dE08

Atermats Aoute S1: Backup », |

Assuming the primary route is in-service, the number passed from the Short Code used to
access ARS (e.g., 9N; in Section 5.6.2) will direct the call to a specific Line Group ID (17).

If Line Group 17 cannot be used, the call can automatically route to the route name configured
in the Alternate Route parameter in the lower right of the screen above (e.g., 51:Backup).

If a primary route experiences a network outage such that no response is received to an
outbound INVITE, Avaya IP Office routes the call via the alternate route. The user receives
an audible tone when the re-routing occurs and may briefly see “Waiting for Line” on the
display. The redirection will occur if a call is made right after a failure of the primary route,
as Avaya IP Office has not yet marked the SIP Line out of service as a result of no response to
SIP OPTIONS (see Section 5.11). Alternatively, calls can be delivered via the alternate route
when the primary route is manually marked out-of-service, or known to be out-of-service due
to prior failure of SIP OPTIONS.

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 50 of 88
SPOC 3/25/2015 ©2015 Avaya Inc. All Rights Reserved. IPO91SBCE63FR



5.9. Auto Attendant (via Avaya IP Office Voicemail Pro)

In the reference configuration, Avaya IP Office Voicemail Pro (running on a Windows 2008
server), is used for Voicemail processing. The Avaya IP Office Voicemail Pro can be
provisioned to provide Auto Attendant functionality.

Note - While Avaya IP Office Voicemail Pro provisioning and programming is beyond the
scope of this document, a sample Auto Attendant basic configuration is shown below.

In the reference configuration, an Auto Attendant was provisioned to prompt callers to select a
numeric option (1, 2, or 3), that would forward the call to an associated Avaya IP Office

extension (207, 500, and 600). This is accomplished via the following steps:

1. Viathe Avaya IP Office Manager interface, follow the steps in Section 5.5.4, and create
hunt groups for “Sales”, “Service”, and “Parts”.
e Inthe Hunt Group tab, enter:

Name = Sales

Extension = 1001

Ring Mode = Sequential

User List = Extension 207 and 500
Let all other values default.

- BT T R

s
» 3

! | 7 Collective Group Sales: 1001"

Group | Queung | Overtiow | Fallack | Woicemail | Voice Recording | Anncuncements | up

Extension 100 Ex Directory

Systam Scurce -
Nene -

[Nane

Extercion Neme

£ 27 Extn 7
v Yo Btns00
50 Db
o EAnTO0

Mame Sales Prefile Standard Hunt Group

Seguential bt No Answes Tume (secs)  System Oefault 23]

e Inthe SIP tab, enter:

SIP Name = 7325553167
SIP Display Name = Sales
Contact = 7325553167

e Click on Ok (not shown).

JF; Reviewed:
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¢ Repeat the above steps to create the Service hunt group (group extension 1002 and
associated with phone extension 600) and the Parts hunt group (group extension
1003 and associated with phone extension 700).

2. Following the steps shown in Section 5.6.4.2, create a Short Code for the Auto Attendant
(e.g., *63).

3. Following the steps shown in Section 5.7, create an Incoming Call Route that maps an
AT&T DID to Short Code *63 (e.g., the AT&T DID 7373167).

3

Standtard | Voswce Reconing

17 7373167° (= x

Destination

TimeProfie

Defpudt Value

Destination Fatbeck Extenzon

. -|
A

4. Connect to the Voicemail Pro GUI interface (not shown), and enter the following:

e Create Start Point (Modules - Add), and define a name for the module, e.g.,
AutoAttend.

Note — This name must match the entry used for the *63 Short Code Telephone

Number field in Section 5.6.4.2.

cEE

e Select Menu f‘"ﬁ zms, and Transfer g ® objects.
i. Start Point object properties (let all other fields default)
1. General tab, Token Name = Start Point
ii. Menu object properties (let all other fields default)
1. General tab, Token Name = Menu
2. Entry Prompt tab, Create an Entry Prompt that will tell the caller
what digits to press to reach Sales, Service, and Parts (e.g.,
attendant.wav). To modify an existing recording, double click on
the .wav file and rerecord. If no .wav files exist, double click on the

B to open the .wav editor.

3. Touch Tone tab, Select 1, 2, and 3 as the possible entry digits.
iii. Transfer Object “Sales” properties

1. General tab, Token Name = Sales

2. Specific tab, Destination = Mailbox = Sales
iv. Transfer Object “Service” properties

1. General tab, Token Name = Service

2. Specific tab, Destination = Mailbox = Service
v. Transfer Object “Parts” properties

1. General tab, Token Name = Parts

2. Specific tab, Destination = Mailbox - Parts

e Select the Connector icon « and:
i. Drag a connecting flow line from the Start Point box to the Menu box
(see screen shot below).
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ii. Drag connecting flow lines from each of the Menu options to their
associated Transfer boxes (see screen shot below).

| 8 Voscnmail Pro Chenk (Intuity) - Local

Ebe (0 St Adwstraton  Hep

Hi& &4 DE - H-D M SR G-E-B-F-A-9-
+ T2 WECOTIS00E | [y oute » Auteattend

D Vocusmal Pro Ad
H D Serew

D

o v

) [— 2
- 2‘ Mod.d=

4 Avnshitned

5. From the top menu select File = Save & Make Live, or select the & icon.

When the associated AT&T IPFR-EF number is called from PSTN (e.g., 7373167 from step
3), the caller will be prompted to enter 1, 2, or 3 to access Sales, Service, or Parts. The
associated Avaya IP Office extension will then ring.

5.10. Placing Privacy / Anonymous Calls

Note - By default, Avaya IP Office will use the PPI (Per-Packet-Information) header for
signaling user information when privacy is invoked. However, AT&T utilizes the PAI (P-
Asserted-Identity) header for privacy. Therefore, for all the privacy methods described below,
Avaya IP Office is configured to use the PAI header to pass the calling party information for
authentication and billing. See Sections 5.4.5, 5.4.8, and 5.5.

As described in Section 5.6.3, an Avaya IP Office user can request privacy by dialing the
Short Code 3N; to access the SIP Line.

The Avaya 1600-Series IP Telephones can also request privacy for a specific call, without
dialing a unique Short Code, using Features = Call Settings = Withhold Number, on the
phone itself.

Alternatively, specific users may be configured to always withhold calling line identification
by checking the Anonymous field in the SIP tab for the user (see Section 5.5).

For outbound calls with privacy (anonymous) enabled, Avaya IP Office will replace the
calling party number in the From and Contact headers of the SIP INVITE message with
“anonymous”, populate the PAI header with the user information, and insert a Privacy-I1D
header.
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5.11. SIP Options

Avaya IP Office periodically checks the health of the SIP Line by sending a SIP OPTIONS
message, based on the Binding Refresh Time (see Section 5.3.3). In the reference
configuration, the Binding Refresh Time is set to 120 seconds (see Section 2.2).

5.12. Saving Configuration Changes to Avaya IP Office

The provisioning changes made in Avaya IP Office Manager must be applied to the Avaya IP
Office server in order for the changes to take effect. At the top of the Avaya IP Office
Manager page, click File > Save Configuration (if that option is grayed out, no changes are
pending).

A screen similar to the one below will appear, with either Merge or Immediate automatically
selected, based on the nature of the configuration changes. The Merge option will save the
configuration change with no impact to the current system operation. The Immediate option
will save the configuration and cause the Avaya IP Office server to reboot.

Click OK to execute the save.

Save Configuration | =0 l&j

IP Office Settings

00E007058008

Configuration Reboot Mode
@ Merge
Immediate
) When Free
) Timed

Reboot Time

Call Barring

| ok || cancet || Hep ]

The active configuration may be saved to a file at any time by selecting File = Save
Configuration As.
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6. Configure Avaya Session Border Controller for
Enterprise

Note - Only the Avaya SBCE provisioning required for the reference configuration is
described in these Application Notes.

6.1. Initial Installation/Provisioning

Note - The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document. Refer to reference [1] and [3] for additional information.

IMPORTANT! — During the Avaya SBCE installation, the Management interface,
(labeled “M1”), of the Avaya SBCE must be provisioned on a different subnet than
either of the Avaya SBCE private and public network interfaces (e.g., Al and B1). If this
IS not the case, contact your Avaya representative to have this resolved.

The Avaya SBCE installation typically defines public and private networks. As described in
Section 3, the reference configuration defines the Avaya SBCE private interface Al (IP
address 192.168.42.20) on the same CPE network as the Avaya IP Office LANL1 interface (IP
address 192.168.42.10). The connection to AT&T used the Avaya SBCE public interface B1
(IP address 10.10.10.10).

6.2. Log into the Avaya SBCE

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”
management LAN connection on the chassis.
1. Access the web interface by typing “https://x.x.x.x”” (where x.x.x.x is the management
IP address of the Avaya SBCE).
2. Enter the Username and click on Continue.

AVAYA =

Session Border Controller
for Enterprise

3. Enter the password and click on Log In.
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AVAYA = _

Passwoig |

Session Border Controller
for Enterprise

4. The main menu window will open. Note that the installed software version is
displayed. Verify that the License State is OK. The SBCE will only operate for a
short time without a valid license. Contact your Avaya representative to obtain a
license.

Note — The provisioning described in the following sections use the menu options listed in the
left hand column.

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Admarestratioe
3 T T
BaclhupRestore System Time 2541 13 AMEST EMS
Sysiem Wanagement TR

Glohal Parameters |~,-.,.,m iiiin e | .

Gibal Profies Budd Done n Sep 2600 L ZIEDT 20

FPM Senaces |u<«m Site o O |

D¢ 30
Domon Pokies Aggegate Lcsnang Dvecaper 8

TLS Management
Poak Licersng Ovesage Count ¢

Amms (post 23 heors) nosems (posl- 24 Yoore)

Hase found A-SBCE Max ewards Excooded

Dence Specilic Senngs

ASECE Ve bowirds Excondad
ASBCE Vax owants Exceaded
ASECE Max wands Excodded

ASBOE Mo bowmrds Exconsens

taten

HNeo nates found

Note — The Avaya SBCE supports a Remote Worker configuration whereby Avaya IP Office
endpoints residing on the public side of the Avaya SBCE, can securely register/operate with
Avaya IP Office in the private CPE. While Remote Worker functionality was tested in the
reference configuration, Remote Worker provisioning is beyond the scope of this document.
See [1] for more information on Remote Worker in an Avaya IP Office environment.
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6.3. System Management — Status

1. Select System Management and verify that the Status column says Commissioned.
If not, contact your Avaya representative.

Dashioard System Management
Adminisiralion
BackupRestore

" , :
s Duvicus || Updates | | SSLVEN | Licansing |

Giobal Parameters

Device Nue

Gobal Profies

61000
A-SHCE 12810 19 .
FFPM Servces e ;

Dornan Pokces

2. Click on View (shown above) to display the System Information screen. Note that
the first two Al and B1 interfaces listed are those referenced in this document for SIP

trunking between Avaya IP Office and AT&T. The second two Al and B1 Interfaces
were use for Remote Worker and are not discussed.

System Information: A-SBCE X
General Configuration 1 1 Device Configuration 1 License Allocation
Apgliance Name ASBCE HA Moda No Standard Sessions 100
wa
Box Type sP Two Bypass Mode No %
| M:snced.?‘;essms 100
Deployment Mode  Proxy

Scopia Video Sessions 4
o0

Encryption

r Network Configuration

Public P Netmash

Gatawey Intedacs

192 168 42 20 192168 42.20 255 256 255.0 192 168421 Al
135 16.170.55 13516 17055 265265 255 240 135.16 170 54 B1
192 166.42.21 1921654221 255.255.255.0 192.168.42 1 Al
135.16.1710.56 135 16.170.56 255265255240 135.16.170 54 B1

ONS Configuration 1 1 Manag 1P{s)

Prnmary ORS 192 168 67 & P 192.168.1 20

Secondary DNS

DNS Location DMz

DNS Chent IP 192 168 4220

6.4. Global Profiles

Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.
6.4.1. Server Interworking —to Avaya IP Office

Server Interworking allows users to configure and manage various SIP call server-specific

capabilities such as call hold and T.38 faxing. This section defines the connection to Avaya IP
Office.

1. Select Global Profiles = Server Interworking from the left-hand menu.
2. Select the pre-defined avaya-ru profile and click the Clone button.
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Dashboard Interworking Profiles. avaya-ru
Admenistrabon
BackupRestore
System Managemen 1108 sl (ecomremabadied 1 wd® the datauls Try clonmny or adkding & Hiew piofie nstaad
Gbal Paramaters e | Ganeeat | [ Timors | | Rt Manipatation | Header Masiputation | | Asvanced |
P Gw ﬁn'm avays v ion0tl
?:‘:::::S OCS-Edge-Seever Held Suppent HONE
Server Interworking Frseee 180 Handing None
Pnone kearsnrking e b1 %] Hrow

3. Enter profile name: (e.g., IPO_SI), and click Finish.

Clone Profile

Profile Name avaya-ru

Clone Name IPO_SI

4. The new IPO_SI profile will be listed. Select it, scroll to the bottom of the Profile

screen, and click on Edit.

Interworking Profiles: IPO_SI
[ Add |

Interworking Profies

Pmacy Header

DTMF Support None

| Edit

Click hare to add = duscnption

«sZ2100 — — -
Gerarat | Timers | | UR Manipulation | Weader Manipulation | | I
Ay AT Advanced
b RFC3261
OCS-Eoge-Servec '3 Header Forma 326
RSN
Cup= Pttvacy Enabled No
Sipera-Halo Usar Name
0OCS-FrontEnd.-Sanver P-Asseted-identity No
P-Praferrc-Mdantity No
Po_st

\R‘ﬂlﬂﬁ_ jClnni || Detete

5. The General screen will open.
a. Check T38 Support.
b. All other options can be left with default values.
c. Click Next.
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Editing Profile: |IPO_SI X

9 Nome
Hold Support RFC2543 - ¢=0.0.0.0
RFC3264 . a=sendonty

180 Handling & None SpP No SOP
181 Handling ® Nene soP No SOP
182 Handling & Neoe SoP No SODP
183 Handling # Nome sSoP No SOP
Reler Handing

UR!I Geoup

Send Hold
Jx Handling

Oivarsion Header Suppon

Delayed SOP Handling

Re-inwite Handling

T.38 Suppont P
URI Scheme e gp TEL ANY
. @ RFC3261
Via Header Format
pebo AR oL RFC2543
Next

6. On the Privacy/DTMF window, select Finish to accept default values.

Editing Profile: IPO_SI X

Prracy Enabled
User Name
P-Assentad-ldentty
P-Praforred-ldantey
Prvacy Header

@ None
DTMF Support SP NOTIFY
SP INFO

Back | Finish |

7. Returning to the General screen, select the Advanced tab, accept the default values,
and click Finish.
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Editing Profile: IPO_SI X

Record Routes _ Single Side
9 Both Sides

Topolegy Hiding: Change Call-ID
Call-Info NAT

Change Max Forwards v
Include End Point IP for Context Lookup
OCS Extensions

AVAYA Extensions

[«

NORTEL Extensions
Diversion Manipulation
Diversion Header URI
Metaswitch Extensions
Reset on Talk Spurt
Reset SRTP Context on Session Refresh
Has Remote SBC v
Route Response on Via Port

Cisco Extensions

| Finish |

6.4.2. Server Interworking —to AT&T

Repeat the steps shown in Section 6.4.1 to add an Interworking Profile for the connection to
AT&T via the public network, with the following changes:
1. Select Add Profile (not shown) and enter a profile name: (e.g., ATT_SI) and click
Next (not shown).
2. The General screen will open (not shown):
a. Check T38 Support
b. All other options can be left as default.
c. Click Next
3. The Privacy/DTMF, SIP Timers/Transport Timers, and Advanced screens will
open (not shown), accept default values for all the screens by clicking Next, then
clicking on Finish when completed.

6.4.3. Server Configuration — Avaya IP Office

This section defines the Server Configuration for the Avaya SBCE connection to Avaya IP
Office.
1. Select Global Profiles = Server Configuration from the left-hand menu.
2. Select Add Profile and the Profile Name window will open. Enter a Profile Name
(e.g., IPO_SC) and click Next.
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Add Server Configuration Profile

Profile Mame IPO_SC

3. The Add Server Configuration Profile window will open.

Select Server Type: Call Server

IP Address: 192.168.42.10 (Avaya IP Office LAN1 IP Address)
Supported Transports: Check UDP

UDP Port: 5060

Note — UDP is the recommended protocol to use on the connection between
the Avaya SBCE and Avaya IP Office for SIP Trunking (see Section 5.4.4
and 6.6.4). However TCP may be used if desired and is also shown below.

e. Select Next

o0 o

Add Server Configuration Profile X
Server Type Call Server |Z|

IP Address / FQDN Transport
192.168.42.10 5060 UDP |Z| Delete
192.168.42.10 5060 TCP |Z| Delete

4. The Authentication and Heartbeat windows will open (not shown).
a. Select Next to accept default values.
5. The Advanced window will open.
a. Select IPO_SI (created in Section 6.4.1), for Interworking Profile.
b. Inthe Signaling Manipulation Script field select none.
c. Select Finish.

Note — If TCP transport is specified in Step 3, then the Enable Grooming option
should be enabled.

Add Server Configuration Protile - Advanced

Enable DoS Pratection L]
Enable Grooming [
Interworking Profile IPO_SI [=]
Signaling Manipulation Script MNane [=]
Connection Type SUBID  [=]
| Back | [ Finish |
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6.4.4. Server Configuration — AT&T
Repeat the steps in Section 6.4.3, with the following changes, to create a Server Configuration
for the Avaya SBCE connection to AT&T.
1. Select Add Profile and enter a Profile Name (e.g., ATT_SC) and select Next.
2. On the General window (not shown), enter the following.
a. Select Server Type: Trunk Server
b. IP Address: 10.10.10.11 (AT&T Border Element IP address)
c. Supported Transports: Check UDP
d. UDP Port: 5060
e. Select Next.
3. On the Advanced window (not shown), enter the following.
d. Select ATT_SI (created in Section 6.4.2), for Interworking Profile.
a. Select Finish.

Sy lcarageree Serve Configurmtion. ATT_SC

6.4.5.Routing — to Avaya IP Office
This provisioning defines the Routing Profile for the connection to Avaya IP Office.
1. Select Global Profiles = Routing from the left-hand menu, and select Add (not

shown).
2. Enter a Profile Name: (e.g., IPO_RP) and click Next.

Profie Name

3. The Routing Profile window will open. Using the default values shown, click on Add.

Routing Profile X

URI Geoup
Load Balancing
Transpon

Naxt Hop in-Dhalog

Prorty

Nena | =

-

Back

Tima of Day
»| NAPTR
Nexx Hop Poonty

gnore Route Headar

Finish |

detaul =)

Add

Click the Add button to add a Next-Hop Address.
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4. The Next-Hop Address window will open. Populate the following fields:

a. Priority/Weight=1
b. Server Configuration = IPO_SC (from Section 6.4.3).
c. Next Hop Address = Select 192.168.42.10:5060 (UDP) from the drop down
menu (Avaya IP Office LAN1 IP address).
d. Click on Finish.
URI Group | Time of Day dafault[=
Load Balancing Priotity = NAFTR
Transpart MNaxt Hop Pnonty J
Next Hop In-Dizlog lgnore Roote Header
Add

Prooty / Weight

Saerver Confguration

P0,SC

-

Neot Hop Address

192 168 42 105060 (UDP)

Faush

Transpont

6.4.6.Routing —to AT&T

Repeat the steps in Section 6.4.5, with the following changes, to add a Routing Profile for the

Avaya SBCE connection to AT&T.

1. On the Global Profiles = Routing window (not shown), enter a Profile Name: (e.g.,

ATT_RP).

2. On the Next-Hop Address window (not shown), populate the following fields:

a. Priority/Weight=1
b. Server Configuration = ATT_SC (from Section 6.4.4).
c. Next Hop Address = Select 10.10.10.11:5060 (UDP) from the drop down
menu (Primary AT&T Border Element IP address®).
d. Click on Finish.
URI Group . [+] Time of Day default[~]
Load Balancing Priority [=] maPTR

Mext Hop In-Dialog Ignore Route Header

Add

Prionity / Weight

Server Configuration Mext Hop Address

1 ATT_SC |z| 10.10.10.11:5060 (UDP)

[ Finish |

% See footnote 1 in Section 3.2.1
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The following screen shows the completed Routing Profiles.

Dashboarnt Routing Profiles: IPO_RP

Admasranon Renama | Chon | | Delete

BachgRestone

System Management

v ofait
Clobl Parumeters - Routing Profile
+ Giobd Profies PO _RF
¢ Update PFoonty o
Domaun DoS ATT @P

Poomy N e

Tome of Dary Losd Hatancng Nt Mop Aderess Tranapot

Fingerpent
Server iInterworkang {
Phone Fterwonong

dotask Proaty 1Bz e 0 o=

Nedia Foring

Routing

6.4.7. Topology Hiding — Avaya IP Office

The Topology Hiding screen allows users to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain
the security of the network. It hides the topology of the enterprise network from external
networks.

1. Select Global Profiles = Topology Hiding from the left-hand side menu.

2. Select the Add button, enter Profile Name: (e.g., Avaya_TH), and click Next.

Profle Name Avaya_TH

MNext

3. The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until no new headers are added to the list, and the Add Header button is no

longer displayed.
Add Headar
Headar Regface Action Owermiite Vaus
RequastLina Z IP/Doman _:] Ao :
Hack Feush |
Overwnle Vaue
RequestLing [+] ®POomain [=] A [+
From v| IPDomain ! Aulo 1:
To :} POomain [« Auo [+]
Record-Route i»| POcman (v Auo l=
Va _-_1 P Ooman : Ao ::‘
SoP »| POomain [#] Auo [+]
Reder-To *| PDomain = Aulo |=!
Refered-8y 0} POomain  |*) Auto ‘;
Back Finueh
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4. Populate the fields as shown below, and click Finish. Note that customera.com is the
domain used by Avaya IP Office (see Section 5.3.2.2).

Record-Route iv] |PDomain |
Via »| P/Domam
To T P /Domam
Ratered By izl WPDoman
soP \»l PDoman
Request-Lne +] ®Doman
Refar To = PDomain
From {=] PComam [

Topulogy Hiding Profile

Raphace Action

QOvorwrte
Queowete
Auto

Ovorwrts
Qvarweds

Overwets

Finah

Overwets Vidue

*| customara com
-l CUslOMSIa com
-

= | customamcom

=| Cuslomara com
-

|  Customars com

6.4.8. Topology Hiding — AT&T
Repeat the steps in Section 6.4.7, with the following changes, to create a Topology Hiding
Profile for the Avaya SBCE connection to AT&T.
1. Enter a Profile Name: (e.g., ATT_TH).
2. Use the default values for all fields and click Finish.

The following screen shows the completed Topology Hiding Profile form.

Cmana

Recard-Roue [+] PDoman [5]
va 5] (Ponen [
To =] Pooman [+]
Retamed-By [=] PLoman [<]
SOP =] Pooman [+]
RequestLng =] Pooman [+]
AstarTo =] woman [=]
foan 5] (eooman ]

Auto

Auto
Auto
Aulo
A0
Auo
Auto

Auto

Finish |

Dashboard
Admnsiratbon
BackupRestore
System Maragemem

Global Parameters
« Ghbal Profies

Topology Hiding Profiles. ATT_TH

Add

Yepalogy Mdng Profes CRzh here 00 bt b escimon

dstadt
Topology Iesting

onco_ts_polle

Dorman DoS ATT TH

Racosd-Rous P Darmen A
Fogepnnt =

Sowyn_TH W

Server teranrkng o Via Phoman Ao
Phune inlerworking Ta PDoman Aura
Meda Forking Rebned By 1P Darran At
Roctiny
3 " 0P PDaman Ay
Server Conhguraton

e 4 L]
Topoiogy Miding enrpanat-L e Doman Ars
Sigraing Manguaton Ratr.To Filaman A
URS Grocps From SDoman Auns

ey

Fnname || Guoos || Delwie

JF; Reviewed:
SPOC 3/25/2015

Solution & Interoperability Test Lab Application Notes

©2015 Avaya Inc. All Rights Reserved.

65 of 88
IPO91SBCEG3FR



6.4.9. Signaling Manipulation

Signaling Manipulations are SigMa scripts the Avaya SBCE can use to manipulate SIP
headers/messages. However, no Signaling Manipulations were used in the reference

configuration.

Note — The use of Signaling Manipulation scripts demands higher processing requirements
for the Avaya SBCE. Therefore, the use of Signaling Rules (Section 6.5.3) is the preferred
method for header/message manipulation. Signaling Manipulations should only be used in
cases where the use of Signaling Rules does not meet the desired result. Refer to [5] for
information on the Avaya SBCE scripting language.

6.5. Domain Policies

The Domain Policies feature allows users to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.

6.5.1. Application Rules
1. Select Domain Policies = Application Rules from the left-hand side menu (not

shown).

2. Select the default-trunk rule (not shown).
3. Select the Clone button (not shown), and the Clone Rule window will open.

a.

In the Clone Name field enter default-Trunk_AR.

b. Click Finish (not shown). The completed Application Rule is shown below.

Dashboand
Admrssialor

pFestors

Systern Managemem
Gobal Parameters
Gobat Profiles
PPN Servces

+ Doman Postes

Application Rules

Border Rues

Nedia Rues

Securty Rulkes

Sgnaing Ruks

Application Rules: default-Trunk_AR

Add

b e 2 3 devrpeon

detaust

delaud) Argrm

detaudt surscrbes bow

detad)-sudacrber-tigh

detauit sever-low
detyut) -cmwe-hgh

delault Trunk AR

Flat By Davice - Rasane Clowa Tlon

Application Rule

In Ow  Memmues Conzuners Sasvions  Maxmes Sesuone Per Endpomnt

fusbo ‘ v N0 3000

COR Suppon Yaare

RICP Kasp Al N

6.5.2. Media Rules

Media Rules are used to define QOS parameters. The Media Rule described below will be
applied to both directions, and therefore, only one rule is needed.
1. Select Domain Policies = Media Rules from the left-hand side menu (not shown).
2. From the Media Rules menu, select the default-low-med rule.
3. Select Clone button (not shown), and the Clone Rule window will open.

a.

In the Clone Name field enter Avaya-low-med_MR

b. Click Finish. The newly created rule will be displayed.
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4. Highlight the Avaya-low-med_MR rule just created (not shown):

a. Select the Media QOS tab (not shown).
b. Click the Edit button and the Media QOS window will open.
c. Check the Media QOS Marking field is Enabled.
d. Select the DSCP hox.
e. Audio: Select AF11 from the drop-down.
f. Video: Select AF11 from the drop-down.
5. Click Finish.

Maodia QoS X
e

RTCP Enatéed

Enabled 4

ToS
Audio Pracedence
Autdie ToS
Video Precedance
Vidio ToS

® Dsem
Audeo AFTI -'. |

Video AF1T -

| Foush |

The completed Media Rule screen is shown below.

Dashboard Mediz Rules: Avaysdow-med_MR
T Ak Fibew By Device T Remare. | [[Ciose | [Detew
Backup/Hestore
Systom Managamart
Okbal Parameters oo [ Megia HAT | Madia Enciyprion —__l | meesls Sheaclog | 15050 Gos | | Media BCP | | Madia FECE |
Global Profies detaut low med-enc - e
PP Services dutst-high . Ml Da5 Repertng
« Doman Polces RECP Enatled
ek highenc
Apphcanon Rules
Border Rules wwya-e-med-enc
Media Rules Aveya-low-mud_UR iz 7
Secunty Rules QoS Type pscP
Signairg Rudes
Tine o Dy Rules
End Pont Pobey Aado DSCP AR
Groups
Sessin Polces
TLS Management Video DSCP AFNY
Device Specic Semngs ==
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6.5.3. Signaling Rules

In the reference configuration, Signaling Rules are used to filter various SIP headers.
6.5.3.1 Avaya — Signaling Rule — QOS Tab

The Signaling Rule for Avaya IP Office, only modifies the Signaling QOS tab.

1.

2.

3.

Select Domain Policies = Signaling Rules from the left-hand side menu (not
shown).

The Signaling Rules window will open (not shown). From the Signaling Rules
menu, select the default rule.

Select the Clone button and the Clone Rule window will open (not shown).

a. Inthe Rule Name field enter IPO_SR.

b. Click Finish. The newly created rule will be displayed.

Highlight the IPO_SR rule and enter the following:

a. Select the Signaling QOS tab.
b. Click the Edit button and the Signaling QOS window will open.
c. Verify that Signaling QOS is selected.
d. Select DCSP.
e. Select Value = EF.
Click Finish.
Enatled 4
Tas
# LEcP
Walug EF 3
| Finish

6.5.3.2 AT&T - Signaling Rule

The Signaling Rule for AT&T modifies the Request Header tab as well as the Signaling QOS
tab. Repeat the steps in Section 6.5.3.1 with the following changes:

1.

2.

Select the Clone button and the Clone Rule window will open (not shown).

o Inthe Rule Name field enter: ATT_SR, then click Finish.
Highlight the ATT_SR rule and select the Request Headers tab. Click the Add
Out Header Control button.

defauht

No-Coment

AT SR

IPO_SR

Signaling Rules: ATT_SR

Add fixer By Dewice . Heramo Clone Dodote
CAck bore 1o wdd ¥ descrpton
[ General || Roquests | Responses | ieaues Henver | Response Hoaders || Signaling Gos | [ 0CID |

Type G
Ad in Heade Comal | Add Oust Hende Cantul |

Mathod Hame Actmn Propnetary  Dwection
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3. Populate the Add Header Control form as shown below, and click Finish.

Note — The Avaya SBCE inserts the Remote—Address header in outbound Invites to
AT&T (see Section 2.2). The header is removed here so unnecessary headers are not
sent to AT&T, and to reduce overall packet size.

Proprietary Reguest Haader J
Heagder Name Remote Addiess
Mothod Mame ALL -
& Fortwdden
Header Cettenia Mandatory
Optonal

Remove header «
Prasance Action

Fimish |

4. Repeat steps 4 and 5 from Section 6.5.3.1 to modify the Signaling QOS tab.

The completed Signaling Rule forms are shown below.

PPM Sereces
= [Comain Pobries [Aad | [FaerBy Dawcs Izl [ FAsama | [ Cicre | [ Cisiets |

Eignaling Rules: IPO_ER

s T T

Sorder Rules

P frmd | Cararal || Bgus | Bespormas || et Hoadirs || Besporme Hradar || Soraling e || W0
Securty Rues HaLavtanl-TesLh
ing Geds )
Signating Rulss ATT_SR S
Torvwes o Crary b EX_SH 3 Ty
End Pt Proficy e EF
Trouprs E
Sezzon Poboies =
Signaling Rules: ATT_SR
Add Fiter By Device . Rename | Ciooe | [ Delete

defaur
NoContent- Type-Ch
ATT SR

P0_5R]

Sgubng Rubes Chch e 10 atkl 0 descnplion

?G-I : ihml I ml‘ Request Headers | l mmL Signaling QoS ‘ [ ucml

Header Hame

1 Ramate-Address

Mathod Name

ALl

Header Critenn

Farbiddan

| Addin Heaos Canval | | Add Ot Headar Control |

Remove Haeader

Propnetury

Yes

Dwwction

our

6.5.4.Endpoint Policy Groups — Avaya IP Office
Endpoint Policy Groups associate the other parameters defined under the Domain Policies

section.

1. Select Domain Policies = End Point Policy Groups from the left-hand side menu.

2. Select the existing default-low policy and click the Clone button (not shown).

3. On the Clone Group window, enter a name for the group (e.g.,
defaultLowAvaya_PG), and click Finish.
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Clone Group

Group Name default-low
Clone Name faultLowAvaya_PG

4. Select the defaultLowAvaya PG policy, and click the Edit button (not shown).
Populate the fields as follows:

a) Application Rule: default-Trunk_AR (created in Section 6.5.1)
b) Border Rule: default

c) Media Rule: Avaya-low-med_MR (created in Section 6.5.2)

d) Security Rule: default-low

e) Signaling Rule: IPO_SR (created in Section 6.5.3)
5. Select Finish.

Apphicatson Rule default-Trunk_AR ~’

Border Rude detault E

Meda Rule Avaya-owmed_MR [=]

Sacunty Ruls defauitiow '+ [

Signaling Rule P0_SR [+
Firush

6.5.5. Endpoint Policy Groups — AT&T

1. Repeat the steps in Section 6.5.4 with the following changes:
a. Group Name: defaultLowATT_PG

b. Signaling Rule: ATT_SR (created in Section 6.5.3)
2. Select Finish.

Application Rule default-Trunk_AR |Z|
Border Rule default |Z|

Media Rule Avaya-low-med_MRE
Security Rule default-low |Z|

Signaling Rule ATT_SR [~]

The completed End Point Policy Group form is shown below.
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6.6. Device Specific Settings

The Device Specific Settings feature for SIP allows users to view system information, and
manage various device-specific network parameters such as port ranges.

6.6.1. Network Management
1. Select Device Specific Settings = Network Management from the left-hand side

menu.

2. The Interfaces tab shows the state of the physical interfaces, and allows the physical
interfaces to be enabled/disabled by clicking on the Status value.

[landeboondt

AdTeresy aton

BachpRestos

Syatrem Manpgemen|
Gobw Farameters
Chsbup Probies
PPM Servces

Domwien Fobces

Natwork Management: A-S

Asnce

LY
TLS Weragperrmed
¢ Dewge Spechic Seongs "
HNetwork ®
Management
Mes

Akl AN

3. The Networks tab shows the IP configuration of the interfaces.

4.SBCE

Netwark_A1

fietwork_B1

WM RN

192 168 42 1 265 265.255 0 At Y5 168 42 21
&Y 2 101enn
10.16.30.1 252526540 B T 3t Dl
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6.6.2. Advanced Options

In Section 6.5.3, the media UDP port ranges required by AT&T are set (16384 — 32767). By
default, part of this range is already allocated by the Avaya SBCE for internal use (22000 -
31000). The following steps reallocate the port ranges used by the Avaya SBCE so the range
required by AT&T can be used.
1. Select Device Specific Settings = Advanced Options from the menu on the left-hand
side.
2. Select the Port Ranges tab.
3. Inthe Config Proxy Internal Signaling Port Range row, change the range to 50001
—51000.
4. Scroll to the bottom of the window and select Save.

Castboard Advanced Opbons: A-SECE
Ad el

BackupSestore

DTN | CiRtbistiy | | Sestiow Contred | | 539 Optiens (o e | RICH Masbioring
SN

Chamgpen 18 Tve saflvgge Indam rmpans o) mnsa afam avad (nbes abnng ofact Apdaanm imaiads 1 n et from Byslurn

Srysderns Matiagpernentt

* Dence Specic &

Natwork Managerment

Meda Mtertace

Advanced Options

Troutlestootng

6.6.3. Media Interfaces

The AT&T IPFR-EF service specifies that customers use RTP ports in the range of 16384 —
32767. Both inside and outside ports have been changed to this range, but only the outside is
required by the AT&T IPFR-EF service.
1. Select Device Specific Settings = Media Interface from the left-hand menu (not
shown).
2. Select Add (not shown). The Add Media Interface window will open. Enter the
following:
a) Name: Avaya IPO_MI
b) 1P Address: 192.168.42.20 (Avaya SBCE Al address to Avaya IP Office)
c) Port Range: 16384 - 32767

3. Click Finish.
Name Rvays_ 20 M
1P Addrezs 1921634220 [+ ]
Poet Range 16384 22
Finish
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4. Select Add (not shown). The Add Media Interface window will open. Enter the
following:
a) Name: ATT_MI
b) IP Address: 10.10.10.10 (Avaya SBCE B1 address toward AT&T)
c) Port Range: 16384 - 32767

5. Click Finish.
Name hTT ™
IP Address 1010 1010 [=]
Port Ranga 16384 - 32767
Fu'uhr

The completed Media Interface screen is shown below.

Dashboard Media Interface: A-SECE
Adrrsnustyshion
Backup/Restore .
= Doy Madia etasisca
System Maragement |
Global Parameters Adace
o - Nang o delwbreg mn esishing merka mieesce wil 19gern w1 pERCE et Sefue tabery sfect Appleaion sty can im meued
Gicbal Frodles S Gpalurt Mesageenet
PAM Serwees Add
Domaen Pokces
TLS Managernen Y Y.
- > P Axaya FOM Rl B v S384 - 2re7
¢ Dewce Speciic Setings
Network Maragement ATT M 1210 1096 W3- 2707
Meodia imterface

6.6.4. Signaling Interface

1. Select Device Specific Settings = Signaling Interface from the left-hand menu (not
shown).

2. Select Add (not shown). The Add Signaling Interface window will open. Enter the
following:
a) Name: Avaya IPO_Sig
b) IP Address: 192.168.42.20 (Avaya SBCE Al address to Avaya IP Office)
c) UDP Port: 5060
Note — UDP is the recommended protocol to use on the connection between the

Avaya SBCE and Avaya IP Office. However TCP may be used if desired (see
Sections 5.4.4 and 6.4.3).

3. Click Finish.
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Name Av:ya_PO_Slg

IP Address 1921684220 =]

TCP Port =060

L Sam to duabie

UDP Por 5060

Laava blanv m ginacie

TLS Port

Loave dlans 10 isabie
TLS Profle None
Enable Shared Control

Shared Control Pont

[ Finish

4. Select Add again, and enter the following:
a) Name: ATT_Sig
d) IP Address: 10.10.10.10 (Avaya SBCE B1 address toward AT&T)
b) UDP Port: 5060

5. Click Finish (not shown).

Name WTT Sig
IP Addross 10.10.10.10 T«]

TCP Pon

Lasve Do 2 dustie

P
g[r; MT“ 2 doobtse 5&

TS Port
Lasve biare = dnable

TLS Profile

Enable Shared Control

Shared Control Port

| Finish

The completed Signaling Interface screen is shown below.

Fysieen Wanagomeot Signaling Interface: A-SBCE
Ghobal Parameters
Globad Frofles
R [ e J—
Doman Pokices A58
Mecfyung o debtipg ) aottit g bt abeg Pafion ool Ieduis o aeh Catent s ulan Sebew Lty ol Aosec iten realets Lav be
TLS Nanagernam maues $un SDpstamm !
* Devce Spectic Settng:
Network Managemes
Neda irteface
Signaiing Intertace Avtype PO 39 1R%E420 S0 505 - Herw
Eod Powt Flows ATT_54 19 % 17064 1063 fizew
Oumcaias Elosica
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6.6.5. Endpoint Flows — Avaya IP Office
Endpoint flows determine the path to be followed by the packets passing through the Avaya

SBCE.

1. Select Device Specific Settings = Endpoint Flows from the left-hand menu (not
shown).

2. Select the Server Flows tab (not shown).

3. Select Add, (not shown) and enter the following:

a) Name: Avaya IPO
b) Server Configuration: IPO_SC (Section 6.4.3
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: ATT_Sig
g) Signaling Interface: Avaya IPO_Sig (Section 6.6.4)
h) Media Interface: Avaya IPO_MI (Section 6.6.3)
i) End Point Policy Group: defaultLowAvaya PG (Section 6.5.4)
J) Routing Profile: ATT_RP (Section 6.4.6)
k) Topology Hiding Profile: Avaya TH (Section 6.4.7)
I) File Transfer Profile: None
m) Signaling Manipulation Script: None
4. Click Finish.
Flow Mame wvaya_IPO
Semver Configuration IPO_SC El
URI Group * El
Transport i E
Remaote Subnet *
Received Interface ATT_Sig E

Signaling Interface
Media Interface

End Point Policy Group
Routing Profile
Topology Hiding Profile
File Transfer Profile

Signaling Manipulation Script

Avaya_IPO_Sig  [+]
Avaya_IPO_M| [~]
defaulowAvaya_PG  [=]
ATT_RP [~]
Avaya_TH  [=]

MNone E|

MNane E|

Finish
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6.6.6. Endpoint Flows — AT&T
1. Repeat steps 1 through 4 from Section 6.6.5, with the following changes:

a) Name: ATT
b) Server Configuration: ATT_SC (Section 6.4.4).
c) URI Group: *
d) Transport: *
e) Remote Subnet: *
f) Received Interface: Avaya IPO_Sig (Section 6.6.4).
g) Signaling Interface: ATT_Sig (Section 6.6.4).
h) Media Interface: ATT_MI (Section 6.6.3).
i) End Point Policy Group: defaultLowATT_PG (Section 6.5.5).
j) Routing Profile: IPO_RP (Section 6.4.5).
k) Topology Hiding Profile: ATT_TH (Section 6.4.8).
I) File Transfer Profile: None
m) Signaling Manipulation Script: None
2. Click Finish.
Flow Name ATT
Server Configuration ATT_SC E
URI Group * El
Transport - E
Remote Subnet *
Received Interface Avaya_|IPO_Sig El
Signaling Interface ATT_Sig El
Media Interface ATT_MI [~]
End Point Palicy Group defaultLowATT_PG E
Routing Profile IPO_RP [=]
Topology Hiding Profile ATT_TH E
File Transfer Profile None E
Signaling Manipulation Script None E
Finish

The completed End Point Flows screen is shown below.
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7. AT&T IP Flexible Reach — Enhanced Features
Configuration

AT&T provides the IPFR-EF service border element IP address, the access DID numbers, and
the associated DNIS digits used in the reference configuration. In addition, the AT&T EIPFR
features, and their associated access numbers, are also assigned by AT&T.

8. Verification Steps

The following procedures may be used to verify the Avaya IP Office R9.1 and the Avaya
Session Border Controller for Enterprise 6.3 with the AT&T IP Flexible Reach - Enhanced
Features service configuration.

8.1. AT&T IP Flexible Reach — Enhanced Features
The following scenarios may be executed to verify Avaya IP Office, the Avaya SBCE, and the
AT&T IPFR-EF service interoperability:
e Place inbound and outbound calls, answer the calls, and verify that two-way talk path
exists. Verify that the calls remain stable for several minutes and disconnects properly.
e Verify basic call functions such as hold, transfer, and conference.
e Verify the use of DTMF signaling.
e Place an inbound call to a telephone, but do not answer the call. Verify that the call
covers to voicemail (VoiceMail Pro). Retrieve the message either locally or from

PSTN.

e Using the appropriate IPFR-EF access numbers and codes, verify that the following
features are successful:

o

o

Network based Simultaneous Ring — The “primary” and “secondary” endpoints
ring, and either may be answered.

Network based Sequential Ring (Locate Me) — Verify that after the “primary”
endpoint rings for the designated time, the “secondary” endpoint rings and may
be answered.

o Network based Call Forwarding Always (CFA/CFU), Network based Call
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Verify that based on each feature criteria, calls are successfully redirected and
may be answered.
Inbound / Outbound fax using T38 or G.711.
SIP OPTIONS monitoring of the health of the SIP trunk.
Incoming and outgoing calls using the G.729 (A or B) and G.711 ULAW codecs.
Avaya IP Office Mobile twinning to a mobile phone when the associated Avaya IP
Office extension is called, as well as Mobility features such as Mobile Callback and
Mobile Call Control may also be verified.
e If applicable, verify Remote Worker configurations are successful.

8.2. Avaya IP Office 9.1
The following items may be used to analyze/troubleshoot Avaya IP Office operations.

8.2.1. System Status Application

The System Status application can be used to monitor or troubleshoot Avaya IP Office. The
System Status application can typically be accessed from Start > Programs - Avaya IP
Office = System Status. The following screen shows an example Logon screen. Enter the
Avaya IP Office IP address in the Control Unit IP Address field, and enter an appropriate
User Name and Password. Click Logon.

Barient Gt 10 Adderess
Nerwices waee ten w1

Lot el 1P Addrran
Msor Mg

- A v e b

Select Trunks - Line: 17 from the left navigation menu. (SIP Line 17 is configured in
Section 5.4). A screen such as the one shown below is displayed. In the lower left, the Trace
All button may be pressed to display tracing information as calls are made using this SIP Line.
The Ping button can be used to ping the other end of the SIP trunk (e.g., Avaya SBCE).
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8.2.2. System Monitor Application

The System Monitor application can also be used to monitor or troubleshoot Avaya IP Office
functionality (see reference [1]. The System Monitor application can typically be accessed
from Start - Programs > Avaya IP Office - Monitor.

File Edit Yiew Filkers Status Help

Ll x| @ ¥[=

The Monitor will be active at startup. To pause the Monitor press the Pause M button.

The pause button will be replaced with the Start button. Press this button to resume the
monitoring. To clear the Monitor display, press the Clear X| button.

Below is a sample of a monitored inbound call to Avaya IP Office SIP telephone Extn500.

File Edit View Filters Status Help

=lal 8T X[y @ FIE

Mhaanaaarr Warning: Logging to Screen Started Axsisaess
15:37:32 18503204mS SIP Rx: UDF 10.10.10:506C -> 10.10.10,10:5060
INVITE 21p:55523170€:10.10.10.10:5060 SIF/2.0

7€051214-10522964488A1
INVITE
Contact: <3ip:192.168.42.20:5060; trensport=udp>
P-lszerted-Identity: "A T T CORP " <31p:73255510008192.168.42.20 ; user=phone>
Privacy: none
Supperted: timer
Allow: INVITE,ACH,CANCEL,BYE,REFER,INFO,NOTIFY, PRACK, OPTIONS
Accept: application/dumf-relay, applicaticn/media_ccntrolexml, applicaticn/sdp, multipart/mixed
Min-SE: 60
Seasion-Expires: 1200;refresher=~uac
Max-Forwards: €8
Content-Length: 243
Content-Disposzition: session; handling=required
Content-Type: application/adp

v=0

o=BroadWorka 26676508 1 IN IP4 192.168.42.20
a=-

c=IN IP4 192.168.42.20

T=0 0

m=audio 24016 RTP/AVP 12 0 100
a=ripmap:1g G72%/2000

a=rtpmap:0 FCMU/2000

a=-rtpmap:100 telephone~event/2000
a=fmcp:100 0-15

a=sendrecv

a=maxptime:3C

The Monitor application allows the monitored information to be customized. To customize
what data is displayed, from the screen at the beginning of this section, select the Options

button J that is third from the right, or select Filters > Trace Options. The following
screen shows the SIP tab, allowing configuration of SIP monitoring. In this example, only the
SIP Rx and SIP Tx boxes are selected.
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8.3. Avaya Session Border Controller for Enterprise 6.3
The following items may be used to analyze/troubleshoot Avaya SBCE operations.
8.3.1.System Status

Various system conditions monitored by the Avaya SBCE may be displayed as follows.
Step 1 - Log into the Avaya SBCE as shown in Section 6. Across the top of the display are
options to display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent
Incidents are listed in the lower right of the screen.

Dashboard
Adminestratice
BachupFestore
Sysiem Wanagement
Global Parameterns
Giobal Profies
FPM Senaces
Domon Pokies
TLS Management

Dence Specilic Senngs

Session Border Controller for Enterprise

AVAYA
Dashboard
T T
System Teme 2541 13 AMEST EMS
Versgn € 3080190038 ASBCE
Burdd Done Fn Sep 2600 23 EDT 200
Licsarse State o 0K

Aggegate Lcenang (veraper 8
Poak Licersing Dweeage Count ¢

A (post 23 hours)

Hase foumd SBCE Max Sowards Excoode:
SECE Mux bowirds Exconded
SEBCE Vax owards Exceadey
-SECE Max Lwands Excodted

SECE Mo dwwmrds Exconted

Add |

HNeo notes found
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8.3.2.Ping Test
The Avaya SBCE can very network connectivity by issuing a ping.
Step 1 - Select Diagnostics from the selections shown above. The diagnostics window will
open.
Step 2 — Select the Ping tab.
e Source Device / IP: From the drop-down menu, select the Avaya SBCE interface to
issue the ping.
e Destination IP: Enter the IP address to be pinged.
e Click on the Ping button.

Diagnostics AVAYA

When the ping attempts are completed, the results are displayed:

Pinging 192.168.42.10

Average ping from 192.168.42 20 to 192.166.42 10 is 1.789ms.

8.3.3.Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces.

Step 1 - Navigate to Device Specific Settings - Troubleshooting > Trace
Step 2 - Select the Packet Capture tab and enter the following:

e Interface: Select the desired interface where the trace will be run from the drop down
menu. Selecting Any will result in a trace showing activity on both the Al (inside) and
B1 (outside) interfaces.

Local Address: Select All.

Remote Address: Select *.

Protocol: Select All.

Maximum Number of Packets to Capture: Specify the number of packets to capture
(e.g., 10000). Note that the number specified should be a best guess based on the
duration of the test.

e Capture Filename: Enter a name for the trace file. Note that the trace will be saved in

Wireshark .pcap format.

e Click Start Capture to begin the trace.
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The capture process will initialize and then display the following status window. Note that the
Status will change to In Progress when the trace begins, and the screen will begin to refresh.

race: SECE

I | ol owcn | | ot Copere | [ Enplien

SHCF
A pachwt captuam i cemesy 0 pogeaey Thes page wil sarmemncally amesh antd 19 Capture creTeReten

wat Cagtum Carbputey
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veodaze
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" P
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Coptizn Flwrars

hry e e o 00 by e od | e

(Secwn]

Step 3 — Run the test.
Step 4 — At the conclusion of the test. Select the Stop Capture button shown above.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date
and time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file and use Wireshark to open the

trace.
Trace: SBCE
Devices Call Trace | | Packet Capture | Captures
SBCE Last Modified V||Descending V|[ Sort ” Reset ]
File Name File Size (bytes) Last Modified
TEST_20140319084529 pcap 446 464 March 19, 2014 8:46:23 AMEDT  Delete
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9. Conclusion

As illustrated in these Application Notes, Avaya IP Office R9.1 and the Avaya Session Border
Controller for Enterprise 6.3, can be configured to interoperate successfully with the AT&T IP
Flexible Reach - Enhanced Features service using AVPN or MIS/PNT transport connections,
within the limitations described in Section 2.2.

This solution provides users of Avaya IP Office R9.1 and the Avaya Session Border
Controller for Enterprise 6.3, the ability to support inbound and outbound calls utilizing an
AT&T IPFR-EF SIP trunk service connection, via AVPN or MIS/PNT transport, using the
platform and service features listed in Section 2.1.

The reference configuration shown in these Application Notes is representative of a basic
enterprise customer configuration and is intended to provide configuration guidance to
supplement other Avaya product documentation. It is based upon formal interoperability
compliance testing as part of the Avaya DevConnect Service Provider program.
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2014

[5] Administering Avaya Session Border Controller for Enterprise, Release 6.3, Issue 4,
October 2014

AT&T IPFR-EF Service:
[6] Information on the AT&T IP Flexible Reach service can be found here:
http://www.business.att.com/enterprise/Service/voice-services/null/sip-trunking/
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11. Addendum 1 — Multiple AT&T Border Elements

AT&T may provide two network border elements for redundancy purposes. The Avaya SBCE
can be provisioned to support this redundant configuration.

Given two AT&T border elements 10.10.10.11 (Primary) and 10.10.10.12 (Secondary), the
Avaya SBCE is provisioned as follows to include the backup trunk connection.
Step 1 — Create a secondary AT&T Server Configuration.
1. Select Global Profiles = Server Configuration from the left-hand menu.
2. Select Add Profile
- Name: ATT_Sec_SC
3. Onthe Add Server Configuration Profile — General tab:
- Select Server Type: Trunk Server
- IP Address: 10.10.10.12 (Address for a secondary location)
- Supported Transports: Check UDP
- UDP Port: 5060
- Select Next (not shown)

4. On the Authentication tab:
- Select Next to accept defaults (not shown).
5. On the Heartbeat tab:
- Check Enable Heartbeat
- Method: OPTIONS
- Frequency: Set an appropriate interval (e.g., 60 seconds)
- From URI: secondary@customera.com
- To URI: secondary@customera.com
- Select Next.

Server Configuration Prafile - Hnartheat

6. On the Advanced Tab, click Finish to accept defaults (not shown).
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Step 2 — Add Heartbeat to the AT&T Primary Server Configuration.
1. Select the Server Configuration created in Section 6.4.4 (e.g., ATT_SC)
2. Select the Heartbeat Tab
3. Select Edit
4. Repeat Step 5, but with information for the Primary Trunk as shown below.

Edit Server Configuration Profite . Heartheat

Enabis Heatteat
Methed OPTIONS | »
Froguency &0
From LS DOMary D CUSIOMGTa L0t

To URI pomary & customana cos

Foah

Step 3 - Add Secondary IP Address to Routing.

1. Select Global Profiles = Routing from the left-hand menu.

2. Select the Routing Profile created in Section 6.4.6 (e.g., ATT_RP)

3. Click Edit (not shown), and enter the following:
a) Priority/Weight =2
b) Server Configuration = ATT_Sec_SC
c) Next Hop Address = Select 10.10.10.12:5060 (UDP) from the drop down

menu.

d) Click on Finish.

Profile : ATT_RP - Edit Rule X

UR! Group - - Time of Day default ;i
Load Balancing Prionty ~| NAPTR
Transport Next Hop Pronty
Next Hop In-Dratog Ignore Route Headar
Add
Proetty / Weight Server Configuration Naxt Hop Address Transport
1 ATT_SC »| 10,10 10.11 5060 (UDP) v
ATT Sec_SC [»] [10.10.10 12 5060 (LDR) [#] [None
Finsh

3. Configure End Point Flow for the AT&T Secondary Border Element.
1. Select Device Specific Settings from the menu on the left-hand side.
2. Select Endpoint Flows.
3. Select the Server Flows Tab.
4. Select Add Flow.
a) Name: ATT_Secondary
b) Server Configuration: ATT_Sec_SC
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¢) URI Group: *
d) Transport: *
e) Remote Subnet: *

f) Received Interface: Avaya IPO_Sig
g) Signaling Interface: ATT_Sig
h) Media Interface: ATT_MI

i) End Point Policy Group: defaultLowATT_PG
J) Routing Profile: IPO_RP

k) Topology Hiding Profile: ATT_TH
I) File Transfer Profile: None

5. Click Finish.
Flow Name IATT_Secondary
Server Configuration ATT_Sec_SC E
URI Group * E
Transport * E
Remote Subnet *
Received Interface Avaya_IPO_Sig El
Signaling Interface ATT_Sig E|
Media Interface ATT_MI [=]
End Point Policy Group defaultLowATT_PG E
Rauting Profile IPO_RP [=]
Topology Hiding Profile ATT_TH E
File Transfer Profile Mone E
Signaling Manipulation Script MNone |Z|

Finish

When completed the Avaya SBCE will issue OPTIONS messages to the primary
(10.10.10.11) and secondary (10.10.10.12) border elements. If the SBCE fails to get a
response to the OPTIONS sent to 10.10.10.11, the SBCE will direct outbound calls to

10.10.10.12.
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with
the full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect program at devconnect@avaya.com.
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