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Abstract

These Application Notes describe a configuration for supporting Voice over IP (VoIP) over a
Frame Relay link with Quality of Service (QoS) on Kentrox Q-Series routers connected to an
Avaya IP Telephony infrastructure intended for small office scenarios using low traffic serial
T-1 links. The Kentrox Q-Series Q2400 and the Q2200 routers were compliance-tested with
an Avaya IP Office. Emphasis was placed on verifying voice quality in a small office scenario
using low traffic serial T-1 links in a converged network. QoS based on Layer 3 Differentiated
Services was implemented across the network to prioritize voice traffic over the WAN.
Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the DeveloperConnection Program
at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a configuration for supporting Voice over IP (VoIP) over a
Frame Relay link with Quality of Service (QoS) on Kentrox Q-Series routers connected to an
Avaya [P Telephony infrastructure. The Kentrox Q-Series Q2400 and the Q2200 routers were
compliance-tested with an Avaya IP Office.

Q-Series Q2200 T1 QoS Access Router
The Q-Series Q2200 Access Router provides VPN functionality and supports QoS based on
DiffServ over its WAN link. The Q2200 supports PPP and Frame Relay encapsulation.

Q-Series Q2400 QoS Access Router
The Q-Series Q2400 Access Router is a multi-port router with two T1 ports and one Ethernet
WAN port. It provides the same functionality as the Q2200.

Compliance testing emphasis was placed on verifying voice quality in a small office scenario
using low traffic serial T-1 links in a converged network. QoS based on Layer 3 Differentiated
Services was implemented across the network to prioritize voice traffic over the WAN.

The configuration in Figure 1 shows a corporate site connected to a branch office site via a
Frame Relay link. The corporate site consists of an Avaya IP Office 412 connected to the
Kentrox Q2400 router, which in turn is connected to the WAN. The branch office site consists
of an Avaya IP Office 403 and it is also connected to the WAN via a Kentrox Q2200 router.
Each site contains a Layer-2 managed Ethernet switch to connect the Avaya IP Telephones and
the Avaya IP Office. The corporate site also provides a DHCP server for assigning IP network
parameters, VLAN information, and Option 176 settings to the Avaya IP Telephones. DHCP
was used to exercise DHCP relay on the Kentrox Q-Series router at the branch office. The voice
and data traffic were separated onto different VLANS.
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya [P403 Office 2.1(27)
Avaya IP412 Office 2.1(27)
Avaya 4612, 4624 IP Telephones 1.81
Avaya 6400 Series Digital Telephones --
Kentrox Q-Series Q2400 QoS Access Router 1.3
Kentrox Q-Series Q2200 T1 QoS Access Router 1.3

3. Configure the Avaya IP412 Office

This section describes the configuration steps for providing the Avaya IP Office, located in the
corporate site, with an IP configuration, DSCP values for VolIP traffic, IP trunks to the branch
site, short codes for routing VolP calls, and a default route. The IP Office was configured using
the Avaya IP Office Manager application.

Step | Description

1. | To configure the Avaya IP Office, open the Manager application from a PC connected
to the IP Office via IP. Initially, the IP Office is assigned IP address 192.168.42.1 with
a subnet mask of 255.255.255.0. The Manager main window is displayed. All of the
configuration options are selected from the tree view of the Manager window.

Iﬂ Manager [255.255.255.255] (C:,_winfile’,....",admin') CORPSITE-6734.cfg ‘: ,‘ = |EI|1|

File Edit YWiew Tools Window Help

=

i configuration Tree (=]
----- BOOTP (0] Mame I |P&ddr 1 I IPtask 1 I |Pdddr 2 I |Ptazk 2 |

Dperator [4] B CORPSITE-E734 192.45.70.140 255,255, 255.0 192168.42.1 255,255, 256.0
System CORPSITE-6734:

@ Line [3]
= Control Urit [2]

Extension (18]

Shortcode (1)
Service ()
RaS (1)
Incoming Call Route [3)
------- = Wik Port (0
Directory (0]
Time: Prafile (0]
B% Firewall Profile (1]

IP Route [2]
----- Least Cost Route (0]
............. [ Licerse (0)
------------- Account Code (0]
------------ Uszer Restriction [0]
{5 Logical LaW (0]
Tunnel (0]
a5 E911 Systern(1)
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Step

Description

2. | To configure an IP address on the IP Office, select the System option. In the LAN1
tab, set the IP Address and IP Mask to values that correspond to the customer’s
network and select Disabled for DHCP Mode.

" |System Configuration : CORPSITE-6734 & (=]
System LANT | LaN2 | DNS | Vaicemail | Telephony | Gatekesper | LDAP | SNMP |
IP Address Mumber OF DHCP IP Addresses 200
IF Mask [255 255255 0 DHCP Mode———————
i Server
Frimary Trans. |P Address I * Disabled
" Dialin
[~ Enable NAT i~ Client
RIF Mode
f* Mone
= Listen Orly [Passive]
 RIF1
= RIP 2 Broadcast [RIP 1 Compatibility)
" RIF 2 Multicast
QK I Lancel Help
3. | In the Gatekeeper tab, verify that the DSCP values for VoIP media and signaling

traffic are set to 46 and 34, respectively. The Avaya IP Telephones that register with
the Avaya IP Office need to be configured manually to use these DSCP values. These
are the DSCP values used in the configuration described in these Application Notes.

:|System Configuration : CORPSITE-6734 = |EI|1|
System | L&NT | LaN2 | DNS | oicemall| Telephony Gatekeeper | LDAP | SNMP |

Vi

™| Direct Bauted|Signaling Enable

¥ Auto-create Extn Enable

I~ Enable BSWE

|uxaa DSCPHex) |4s D5CP

IURFC DSCP Mask [Hex] |53 DSCF Mask

[0:88  sIG DSCP (Hey) [34 5IG DSCP

[f76 sson

QK I Lancel Help
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Step | Description

4. | Next, create an IP trunk to the Avaya IP Office 403 at the branch site. Select the Line
option from the Manager tree view and add an IP Line. Specify the Line Number,
the number of Outgoing Channels and Voice Channels in this IP line, and the
Incoming and Outgoing Group ID. The Outgoing Group ID is specified in the short
code that routes outgoing calls to the branch site.

RT=TE

Line | ShartCades | walP |
Line Number |D3—
Telephone Mumber I Murnber Of Channels |5—
Outgaing Channels |5— [rata Channels IE‘—
Woice Channels |5 TEI IU—
Incoming Group 1D |3 International Prefix IUU—
Outgaing Group 1D |3—
Mational Prefix ID

Prefix I—

QK I Lancel | Help |

5. | Under the VoIP tab of the IP Line form, set the Gateway IP Address to the IP
address of the Avaya IP Office 403 at the branch site. The Compression Mode was
set to Automatic Selection so that the codec type used for the call would be negotiated
during call setup.

arwe il

Line IShortEodes WalP |

Gateway P Addiess [1924572.192 [ Silence Suppression
[~ Enable Faststart

Woice Pk Size ID [~ Fax Transport Support

[~ Local Hold Music

i Automatic 5election
Cormpression Made I Local Tonss

[~ Enable BSVE

v Out Of Band DTMF

v Allow Direct Media Path
[~ Woice Metworking

H450 Support H450 |
QK I Lancel Help
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Step | Description
6. | To route calls to the IP telephones at the branch site, create a short code by selecting
the Shortcode option from the Manager tree view. The extensions at the branch site
begin with the digit ‘5’ and are 5-digits in length. In this example, the short code
specifies that calls with dialed digits in the format 5xxxX, where ‘x’ denotes a wildcard,
be routed over Line Group ID 3 that was configured in Step 4. The Telephone
Number field was set to 5N, which means that the 5xxxx digits dialed are sent over the
IP trunk.
x
Short Code
Telephone Mumber |5N
Line Group D |3
Feature IDiaI j
Locale I
Forze Account Code N
QK I Cancel | Help |
7. | Next, select the IP Route option from the left panel of the Manager Main Window to
add a default route. The IP Route form specifies the Q2400 at the corporate office as
the default gateway. IP address 192.45.70.2 belongs to the Ethernet port on the Q2400
router associated with the voice VLAN (VLAN ID 70). This route is used to route
VoIP media and signaling packets to the branch site.
x
IP Address |
IP Mask |
Gateway [P Address |1 92.45.70.2
Diestination IL‘?«NT ﬂ
M etric I
[~ ProswaRP
QK I LCancel | Help |
8. | Add IP Extensions and Users for the IP telephones that will register with the IP
Office. The reader should consult the Avaya IP Office documentation listed in Section
10 for instructions on adding IP stations.
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4. Configure the Avaya IP403 Office

This section describes the configuration steps for providing the Avaya IP Office, located in the
branch site, with an IP configuration, DSCP values for VolP traffic, IP trunks to the corporate
site, short codes for routing VolIP calls, and a default route. The IP Office was configured using
the Avaya IP Office Manager application.

Step

Description

1.

{rimanager [255.255.255.255] (E:member test data',...,q2200') SITEB-75CB-¥CM20.cfg o L= o ] S

File Edit Yiew Tools ‘Window Help

To configure the Avaya IP Office, open the Manager application from a PC connected
to the IP Office via IP. Initially, the IP Office is assigned IP address 192.168.42.1 with
a subnet mask of 255.255.255.0. The Manager main window is displayed. All of the
configuration options are selected from the tree view of the Manager window.

=

S22 Contral Urit [4)
Extension [42]
;l; Uszer [44]
A3 Hunt Group [1]
Shortcode [60)
Service [0]
Ras (1)
Incoming Call Route (2]
wiaN Port (0]
Diirectory (0]
Tirne Profile [0
Firewall Profile (1]
IP Route (2]
Least Cost Route (0]
D License (0]

Account Code (0]

Uszer Restriction [0
@ Logical LAM [0]
ﬂ Tunnel [0
g ESTT Sustem(1)

¥ configuration Tree =101 ]

BOOTR [2)

Mame |PAddr |Phd ask |
& SITEB-7ECE 1924572192 255.255.2585.0
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Step | Description

2. | To configure an IP address on the IP Office, select the System option. In the LAN1
tab, set the IP Address and IP Mask. In the field, specify the IP configuration that
corresponds to the customer’s network. Select Disabled for DHCP Mode. Although
the integrated DHCP server in the IP Office could have been used, DHCP relay to the
corporate site was used for illustrative purposes.

_1o] x|
IP Address I
IP Mask |255.255.255.D DHCPMade———
 Server
% Digabled
" Dialin
¢~ Client

RIP Mode

' Mone

= Listen Only [Paszsive)

" RIP1

= RIP 2 Broadcast [RIP 1 Compatibility)
" RIP 2 Multicast

QK I Lancel | Help |

3. | In the Gatekeeper tab, verify that the DSCP values for VoIP media and signaling
traffic are set to 46 and 34, respectively. The Avaya IP Telephones that register with
the Avaya IP Office need to be manually configured to use these DSCP values. These
are the DSCP values used in the configuration described in these Application Notes.

+|System Configuration : SITEB-75CE o IDllI

System | LANT | DNS | Voicemail | Telephony Gatekeeper | LDaP | SHMP |

I Direct Routed Signaling Enable
W Auto-create Extn Enable

[~ Enable BSWE

0=B8 DSCPHex] |4B D5SCP
IURFC DSCP Maszk [Hex) |53 DSCP Mask
IDxBB SIG DSCP [Hex) |34 SIG DSCP

[176 ssow
ok I Lancel Help
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Step

Description

4. | Next, create an IP trunk to the Avaya IP Office at the corporate site. Select the Line

option from the Manager tree view and add an IP Line. Specify the Line Number,
the number of Outgoing Channels and Voice Channels in this IP line, and the
Incoming and Outgoing Group ID. The Outgoing Group ID is specified in the short
code that routes outgoing calls to the corporate site.

=IE

Line | ShortCodes | valP |
Lire Nurnber IDB—
Telephone Mumber I Mumber OF Channels |5
Outgoing Channels |5— [rata Channels IE‘—
Woice Channels |5 TEI IU—
Inzoming Group 1D IB International Prefix IUU—
Outgoing Group (D IB—
M ational Prefix ID—

Prefix l—

QK I Lancel | Help |

5. | Under the VoOIP tab of the IP Line form, set the Gateway IP Address to the IP

address of the Avaya IP Office at the corporate site. The Compression Mode was set
to Automatic Selection so that the codec type used for the call would be negotiated
during call setup.

ol
Line I ShortCodes  WolP I
Gateway [P Address I Silence Suppression
I Enable Faststart
Waice Pkt Size IU [ Fax Transport Suppart
I Local Hold Music
Campressian Made IAutomatic Selection j I~ Local Tanes
I” Enable RE4WE
[ OutOfBand DTMF
v Allow Direct Media Path
I~ Yoice Metworking
H450 Support H450 =l
,TI LCancel Help
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Step

Description

To route calls to the IP telephones at the corporate site, create a short code by selecting
the Shortcode option from the Manager tree view. The extensions at the corporate
site begin with the digit ‘2’ and are 5-digits in length. In this example, the short code
specifies that calls with dialed digits in the format 2xxxX, where ‘x’ denotes a wildcard,
be routed over Line Group ID 6 that was configured in Step 4. The Telephone
Number field was set to 2N, which means that the 2xxxx digits dialed are sent over the
IP trunk.

X

Short Code

Telephone Mumber

Line Group 1D

Feature

Lozale

Faree Account Code

ok I Cancel | Help |

Next, select the IP Route option from the left panel of the Manager Main Window to
add a default route. The IP Route form specifies the Q2200 at the branch office as the
default gateway. IP address 192.45.72.1 belongs to the Ethernet port on the Q2200
router associated with the voice VLAN (VLAN ID 72). This route is used to route
VoIP media and signaling packets to the corporate site.

x

IP Addiess fi

IP Mask |

Gateway [P &ddress |192-45.?2.'|

D estination IL.t’-‘n.N1 j

b etric: I
[~ ProsyaRP

0K I LCancel | Help |

Add IP Extensions and Users for the IP telephones that will register with the IP
Office. The reader should consult the Avaya IP Office documentation listed in Section
10 for instructions on adding IP stations.

SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 39
SPOC 8/30/2005 ©2005 Avaya Inc. All Rights Reserved. kentrox-ipofr.doc




5. Configure the Kentrox Q-Series Routers for Frame Relay

The Kentrox Q-Series routers provide WAN connectivity for the corporate and branch office
sites using Frame Relay links. The Q2400 at the corporate site and the Q2200 at the branch site

both connect to the public network.

5.1. Kentrox Q2400 in the Corporate Site
This section provides the configuration of the Q2400 in the corporate site. The Q2400 connects
to the Avaya IP412 Office via a Layer-2 switch.

Step | Description
1. | To configure the Kentrox Q2400, launch Internet Explorer from a PC directly
connected to the Q2400. Initially, the Q2400 is assigned an IP address 192.168.1.1
with a subnet mask of 255.255.255.0. Log into the Q2400 using the appropriate
credentials when the Q2400 authentication window appears.
Enter Network Password 21x|
% Pleasze tppe your user name and pazsword,
Site: 192.162.1.1
Fealm whebddnin
Uszer Name Iadmin
Pagzword I
[ Save this password in your password list
ok I Cancel
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 39
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Step | Description

main window.

3 2400 - Microsoft Internet Explorer

Jﬁle Edt Wiew Favorites Tools  Help

Once successfully authenticated, the Q2400 main window is displayed. All of the
configuration options are selected from the tree view on the left side of the Q2400

NI

| dmpack - = - @ A A | Bmearch GFavoies CBHstory | By S w2

| adress [ hiep:f152.168.1.11

=] Fen [|unks >

KENTReX Q2400 Customer Location

Help Log Cut Online Support

pop2 B et

System Version 1.30.99
VPN

QoS Event Logs

V-scale[o | set| 4| = [0 Eniarge Graph

MONITOR
System System Overview [1/10/2005 2:40:11 PM]  Traffic Transmitted Past 24 Hours
Interfaces
@ Systerm @ plert ® WAN ®Lan | et
H o
Traffic System Uptime 0 days, 1 hours, 53 minutes, 39 sfgkjnds
H 1]
Logs Serial Number 500009393 i \
Material Number 01-02xyz00-399999 =
o
ICONFIGURE CLEI Code KTX_CLEI .
System x\jr;rnggsc 00:00:00:00:00:03 Hmo o gmo A%
Interfaces
WAN MAC 00:00:00:00:00:04
Rout Address
ouen Software Q2400 1,30.17 Release (Jan 6 2005
Firewall Yersion 20:57:03)

Traffic Received Past 24 Hours

2am Gam [ 2pm

/302400 - Microsoft Internet Explorer

JFlIe Edit View Favarites Tools  Help

To disable the Q2400 DHCP Server, select Router — DHCP under CONFIGURE in
the tree view. In the Configure > Router > DHCP page that appears, select Disable
DHCP from the Configuration pull-down menu for the DHCP Server.

=

| ek - = - (D 2] A} @search CFavories (HHisory | EY- S W

| Address [&] httpiif192.168.1.1configurationjktxDhepServer2 himl

x| @e |J Links

KENTReX Q2400 Customer Location

MONITOR

Systemn

Configy outer > DHCP

Show All Leases

Help Log Out Online Support

Interfaces

Traffic DHCP Configuration

Logs

QoS |

| 192.168.1.100 192.168.1,193

CONFIGURE Configuration
Systemn DHCP Server 43200 86400 Yes Yes <Make Selection> ¥
| <Make Selection>
Interfaces Edit Sarver Options
| iplan [192.168.1.1] (Trusted) Add Subnat
Router Add DHCP Server Interf;
5 ‘ Add Fixed Host
Firewall |Enabie DHCP Rala
P ‘ default 192.168.1.0 255.255.255.0 43200 0.0.0.0 0

<Make Selection:= 'I

Click OK at the “This will disable DHCP. Are you sure?’ popup that appears.
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Step | Description

5. | The message ‘DHCP Operations Disabled’ now appears for the DHCP Configuration.

& 02400 - Microsoft Internet Explorer EIEE|

Fle Edt Wiew Favortes Tools Help
dgack - = - (@ [1) 4| Bseach GFevortes CHstory | Bh- S om0 2

Address I@ http:jf192.168.1. 1fconfiguration/kbxDhepServer2. htmilfedt_dhcp j @Gn “ Links
) Bl
KENTREX (92400 Customer Location Help Log Out Orline Suppert

MONITOR [Configure > Router > DHCP

Systemn

Interfaces DHCP Configuration

Traffic

Current Operation Configuration

Logs DHCP Operations Disabled <Make Selection> *

ICONFIGURE

Eystem Fixed Hosts add

Interfaces

ey There are no fixed hosts configured for the DHCP server.

Firewall
= Refresh | Configuration Not Saved |

QoS

Config
Changed
Save Now?

6. | To configure the IP address on the Q2400, select Interfaces — Ethernet Ports 1-4
under CONFIGURE in the tree view. In the Configure > Interfaces > Ethernet Ports 1-
4 page that appears, select Edit IP in the Controls pull-down menu for IP address
192.168.1.1.

3 02400 - Microsoft Internet Explorer -3 X

File Edit Wiew Favorites Tools  Help |

Ehak - = - D | @search GFavorites (AHstory | By S5l 5

Address [#] hetp:if192, 168,11 fcenfiqurationjKtxL2switchIf Config, itm =] @se “L‘”"S §

KENTReX Q2400 Customer Location Heln Log Out Online Support

MONTTOR & > Iriterf: = Ethernet Ports 1-4
System

Interfaces

Traffic

Enahle:
(] LinkUp 00:00:00:00:00:.03 Disabled Up  Down Down  Up | <Make Selection 'I

<Make Selection 'I
<Make Selection:>

Edit IP

Logs

L&N Layer 2 Switch
Interface

CONFIGURE
System

‘ 192.166.1.1 955,255,255.0 1500 Enabled Trusted
Interfaces

Router Detach IP

Configuration Not
. Refresh Delets TP
Firewall Saved RIF Config

Enable OSPF
VPN QoS Config
QOS QoS Policies

MAT Summary
Mgmt., Access
Firewall Policies

Config
Changed
Save Now?

NOTE: In the configuration used for these Application Notes, the PC used to initially
configure the Q2400 was directly connected to Port 1 and the Layer 2 switch connected
to the Q2400 was connected to Port 4.
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Step | Description

7. | In the Configure > Interfaces > Ethernet Ports 1-4 > [P Configuration page that
appears, set IP Address to 192.45.70.2, Subnet Mask to 255.255.255.0 and click OK.

2 Q2400 - Microsoft Internet Enplorer &
Eile  Edit ‘iew Favorites Tools  Help ‘
Shak - = - @D 4| @search GFavorites sty | By 5wl 2

Agdress [#] http:/f152.168.1.1/configurationKtxEdH 25 witehIP htmlZImRouter ImlplnterFaces. plan | P |JLin

KENTROX Q2400 Customer Location Help Log Out Online Suppar

MONTTOR Configure = Interfaces > Ethernet Ports 1-4 > [P Configuration
Edit IP Configuration
d
1 Name g
_ (Must be unique, ex: IP-32)
Logs
P Address *|192.45.70.2
CONFIGURE | [RES—_— *pssessesso
P MTU 1500
TCP MSS Clamp ~
Security 2one Trusted =
* Required Fisld
VPN The router is configuring the IP Interface. Please wait...
QoS
pmm— Configuration Not
Config EE= Saved
Changed
Save Now?

8. | Change the IP address of the PC directly connected to the Q2400, browse to
192.45.70.2 and log in again into the Q2400.

9. | Select Interfaces — Ethernet Ports 1-4 under CONFIGURE in the tree view. In the
Configure > Interfaces > Ethernet Ports 1-4 page that appears, select Switch to VLAN
in the Configuration pull-down menu for LAN Layer 2 Switch Interface.

§02400 - Microsoft Internet Explorer MEIES
Fle Edt Wew Favortes Tools Help ‘
Gback - = - (@ [0 2| @search GaFavorites (st | BN S w5

Adiress [@] hitp:jj192.45.70.2/configuration KbxL Zswitchif Config.html x| e “Lmks =

KENTReX (02400 Customer Location Help Lig Out Onfine Suppart

MONITOR
Systemn

Interfaces

Traffic

Trap
Enabled

Layer 2 Switch Alias Status

Port 1 Port2 Port3 Port 4

_ Ethernet Layer 2 Switch Configuration hide al

Logs

L&N Layer 2 Switch ®

o Linkip 00:00:00:00:00:03 Disabled Up Down Down  Up | <Make Selection

<Make Selection>

CONFIGURE S

System

‘ 192.45.70.2 955,255, 255.0 1500 Enabled Trusted
Interfaces

Router

Configuration Not
i fresh
Firewall Refred Saved

VPN

QoS

Config
Changed
Save Now?
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Step | Description

10. | Click OK at the ‘This will detach the IP interface and disrupt traffic. Are you sure?’
popup that appears.

11. | Configure VLAN 70 in the Configure > Interfaces > Ethernet Ports 1-4 > VLAN
Configuration page that appears. Set VLAN Name to VLAN-70-74, VLAN ID to 70,
check Port 1 Enable, check Port 4 Enable, and click OK.

102400 - Microsoft Internet Explorer = S
File Edt View Favortes Tools  Help
Back + = - (D [0 & | Gseach [HFavortes CAHsory | - S w5
ddress [@] hitp:/192.45.70.2fconfigurationfKtxL 25witchvLANAdvanced. htmiZImkExIFTree. sthlanBswitch | @ |JLinIs =
KENTReX (2400 Customer Location Help Log Cut Onlie Support

MONITOR Configure > Interfaces > Ethermet Ports 1-4 > WLAN Configuration
o
Add VLAN Configuration
(Must be unique, ex: YLAN-3)

YLAN Alias I
CONFIGURE | [ N
Port 1 Enable ~
Port 2 Enable r
Port 3 Enable r

Port 4 Enable 2
* Required Fisld

QoS
p— Configuration Not
Config il C—‘I Saved
Changed
Save Now?

12. | This change causes the connection to the browser to drop. Browse to 192.45.70.2 and
log in again into the Q2400.

13. | Select Interfaces — Ethernet Ports 1-4 under CONFIGURE in the tree view. In the
Configure > Interfaces > Ethernet Ports 1-4 page that appears, select Edit in the
Configuration pull-down menu for LAN Layer 2 Switch Interface.

KENTREX- (02400 Customer Location Help Log Out Online Suppor
[MONITOR Configure > Inte s > Ethernet Ports 1-4
Ethernet Layer 2 Switch Configuration hide all
Switch Alias Status MAC Address ErT;an E " pi‘rt pgﬂ' p'irt p':_"-t Configuration
CONFIGURE a5y ;:ti?;azcesw‘th @ Linkup 00:00:00:00:00:D3 Disabled  Up Down Down Up ::::::55;::[[:'::>v
B WLAN-70-74 @ Linklp 70 Enabled Dissbled Disabled Enabled
192.45.70.2 235.253.235.0 1500 Enabled Trusted =Make Selection =
VPN
QoS Configurati
_ oo Not Saved
Config
Changed
Save Now?
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 39

SPOC 8/30/2005 ©2005 Avaya Inc. All Rights Reserved. kentrox-ipofr.doc




Step | Description
14. | In the Configure > Interfaces > Ethernet Ports 1-4 > Edit Ethernet Configuration page
that appears, set Port 4 VLAN Link Mode to trunk and click OK.
KENTROX Q2400 Customer Location
MONITOR Configure = Interfaces » Ethermet Ports 1-4 » Edit Ethernet Configuration
System
Ethernet Configuration - Kentrox Q2400 Ethernet interface ethlan
Interfaces
Traffic Interface Enable ILinkUp j'
LOQS Alias ILAN Layer 2 Switch Inter
CONFIGURE [ [1sco
S\,rstem MAC Address IDD:DD:DD:DU:DD:DS
T Link Up/Down Trap r
e L&M Ports
Firewall , e ¢ Physical Mode
P 1 Iacce55 'I up 100 Full IAut:Negotiate 'I
2 Iacceas 'l DOt 10 Half IAutJNethiate 'I
3 Iaccess 'l [nlah 10 Half IAut:Negotiate 'l
Changed 4 - up 10 Ful [Autohegotiae |
Save Now?
,TI Cancel | Apply | Conﬁgsuar\?éic?n et ‘
NOTE: The port on the Layer-2 switch connecting to port 4 on the Q2400 was
configured for 802.1q (VLAN) mode. This allows VLAN header information to be
exchanged between the switch at the corporate site and the Q2400. The corporate site
contains voice VLAN 70 and data VLAN 72.
15. | In the Configure > Interfaces > Ethernet Ports 1-4 page that appears, select Add
VLAN in the Configuration pull-down menu for LAN Layer 2 Switch Interface.
ENTReX (02400 Customer Location e T |
MONITOR Configure > Interfaces = Etherret Ports 1-4
Ethernet Layer 2 Switch Configuration hide all
CONFIGURE E| L IL:tL?;azEBSWith @ Linklp 00:00:00:00:00:.03 Digabled Down Down Down  Up | <Make Selection =
‘ <Make Selection>
E WLAN-70-74 @ LinkLip 70 Enabled Disabled Disabled Enabled e mNo —
‘ 192.45.70.2 255.295.295.0 1500 Enzbled Trusted <Make Selection ¥
Firewall
VPN Configuration Not
QoS @I Saved
Config
Changed
Save Now'?
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16. | Configure VLAN 74 in the Configure > Interfaces > Ethernet Ports 1-4 > VLAN
Configuration page that appears. Set VLAN Name to VLAN-74-70, VLAN ID to 74,
check Port 4 Enable, IP I/F Name to iplan74, IP Address to 192.45.74.2, Subnet Mask
to 255.255.255.0, and click OK.

KENTROX Q2400 Customer Location Heln Log Out Onl

MONITOR Configure > Interfaces > Ethernet Ports 1-4 > WLAN Configuration

Add VAN Configuration TP Configuration
nterfaces
YLAN Name e W Existing IP Interfaces |< New IP Interface > ¥
Must be unique, ex: VLAN-3
VLAN Alias (Must be unique, ex: IP-32)
CONFIGURE VLAN ID # [74 1P Address * |192‘45‘74.2
Port 1 Enable r Subnet Mask “psasszsd
- Port 4 Enable [
* Required Field
QoS
Configuration Not
CK Cancel
Config —I —I Saved
Changed
Save Now™?

17. | Select Interfaces — T1 Ports 1-2 under CONFIGURE in the tree view. In the
Configure > Interfaces > T1 Ports 1-2 page that appears, select Switch to Frame in the
Controls pull-down menu for T1 Port Name t1-1.

Line Coding Line Build Out

Short Hault 0-133  Systern

o [k selecion= =]
RaxClack Hone =Make Selection> -

B3ZS

b L E 3 4 5 5 7 8 9 W 0n ok 13 1415 % ¥ o® 1w oA 2
T 888888888888 888888888888 T

‘= ppp-1 @  network 5 seconds 10 requests S Failures 2 requests Disabled Make Selection> <

Untrusted <Haks Salection =

255.255.255.0 1500 Enabled

T1 Part Mame Line Type  Line Coding Line Build Cut

ing: T1-

Shart Haul: 0-133 Sy 1
Ft RxClack Mane =Make Selection=  »

® Lrkbown ESF 8325

9 1 11 12 13 14 15 % IF 18 18 20 21 22 23 24
Part

' 3D BERBIDDIDDIDLERBIBEY ™
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Step | Description
18. | In the “This will delete the PPP interface and the IP interface. Are you sure?”
popup that appears, click OK.
Microsoft Internet Explorer x|
@ This will delete the PPP interface and the IP interface. Are wou sure 7
Cancel |
19. | In the Configure > Interfaces > T1 Ports 1-2 > Frame Relay Configuration page that
appears, configure the frame relay settings needed to connect the T1 to the WAN and
click OK.
KENTBD-)G Q2400 Customer Location Heln | Logout | online Support
,W Configure > Interfaces > T1Ports 1-2 > Frame Relay
Add Frame Relay Configuration Link Management Settings
Traffic
Frame Rzla!! I/F Name - T391 Polling Interval [secs] llU—
(Tm e unlaue, e FR-2) N391 Full Inquiry Interval [polling intervals] 6
CONFIGURE :;ST N392 Error Threshold [errors] £}
System " N393 Monitored Events [events] 4
Interfaces Link Up/ Down Trap r
Router Frame Relay $tatus Trap -
Firewall Frame Relay Trap Rate [msecs] lU—
QZS * Reqguired Field
e
20. | In the Configure > Interfaces > T1 Ports 1-2 page, select Edit T1 in the Controls pull-
down menu for T1 Port Name t1-1.
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 19 of 39
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In the Configure > Interfaces > T1 Ports 1-2 > Edit T1 Configuration page that
appears, configure the line settings needed to connect the T1 to the WAN and click

OK.

KENTROX Q2400

MONITOR Configure > Interfaces >

Edit T1 Configuration - Kentrox 02400 T1 interface t1-1

Customer Location

Help Log Gut  Online Support

T1 Ports 1-2 > Edit T1 Configuration

System
Interfaces
Traffic
Interface Enable
Logs alias
CONFIGURE Circuit ID {optional)
System Line Type
Interfaces Line Coding
Router Line Build Out
Firewall Transmit Clock Source
Transmit Clock Status
Loopback g
FDL Mode
Config Changed Encessive Error Threshold

7
Save Now? Line Status Change Trap

Link Up/Down Trap

rE—
—
[esr =1

SystemTiming: LocalClock

—
-
-

bt | ok | _cowd || ComPguration Nﬂt‘

22.

In the Configure > Interfaces > T1 Ports 1-2 page, select Add DLCI in the Controls
pull-down menu for Frame Relay I/F Name fr-1.

Configure > Interfaces > T1 Ports 1-2

Edit Channels  Show Discovered DLCIs

Customer Location Help Log Out  Online Support

T1 Interfaces Configuration

show all

T1 Part Mame

- ; Short Haul: 0-133  SystemTiming: [aks et =]
= H-1 @ Linkpoun ESF 525 o oeaiClode Mome <Make Selection= v

Part

Tran

Line Type  Line Coding Line Build Out

@ 1 1 1z 13 14 15 16 17 1§ 19 2 2 @ 24

‘= fro1 @ Lokbown ucDstect @ Faubed Dissbled Disabled O msses Maks Salection> =

-z @ LlokDown  ESF BIZS Short H;‘:" 013 SystemTiming: Mone =Make Selection =

" 888888888888888888588888

<Make Selection:>
el

LocalClack
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23. | In the Configure > Interfaces > T1 Ports 1-2 > DLCI Configuration page that appears,
set DLCI I/F Name to dlci-101, DLCI to 101, Encapsulation to RFC-1490, Committed
Information Rate [kbps] to 1536, Far-End IP Address (Static) to 40.1.1.2, IP I/F Name
to ipwan-1, IP Address to 40.1.1.1, Subnet Mask to 255.255.255.0, check Enable
Inverse ARP and click OK.

KENTBD* Q2400 Customer Location Hele | Log Out  Orline Suppart
,W nfigure Interfa * T1Ports 1-2 > DLCI Configuration
Add DLCI Configuration 1P Configuration
TI‘:::: ?;Eslll{:-:‘i::e. ex: DLCI-101) ! W Euisting 1P Interfaces lm
——— Alias E;:ﬁfﬂm ue, ex: [P-32) * lpwan-t
System pLCT * o1 1P Address * W
F——— En i RFC-1490 = Subnet Mask * |25g 255,255,0
Committed Information Rate [kbps] |1535— Securily Zone Untrusted =
Far-em d IP Address (Static) j0.1.1.2
fitewall Enable Inverse ARP v
VP
* Required Fizld
Config Changed —
Save Now? oK Cancel Ennﬁgsl.:at;gn Not |
24. | Select Router — Routes under CONFIGURE in the tree view.

Router > Routes page that appears, click Add for Static Routes.

TMONTITOR  [@-onfigure > Router > Routes

Show Active Routes Show ARP Enfries

In the Configure >

Interfaces

Traffic Default Route add

The Default Route has not been configured.
CONFIGURE

Static Routes add

Interfaces

There are currently no Static Routes in the list,
Router

Refresh |

Configuration Not
Saved
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25. | In the Configure > Router > Routing > Route Configuration page that appears, set

MONITOR

Interfaces

Configure > Router =

Add Static Route

Routing

> Route Configuration

Traffic

CONFIGURE

Interfaces
Router

Firewall

Config Changed
Save Now?

Name
Destination IP Address
Subnet Mask

Gateway IP Address

Gateway Interface

Cost

--- IP Interface List -

iplan -- 192.45.70.2 -- Trusted
ipwean -- 0.0.0.0 -- Untrusted

O | Cancel |

Configuration Not

Name to SiteB-Voice, Destination IP Address to 192.45.72.0, Subnet Mask to
255.255.255.0, Gateway IP Address to 40.1.1.2, select ipwan-1 in the Gateway
Interface list and click OK.

26. | In the Configure > Router > Routes page that appears again, click Add for Static

Routes.
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27. | In the Configure > Router > Routing > Route Configuration page that appears, set

MONITOR

Interfaces

Configy

> Router =

Add Static Route

Routing

> Route Configuration

Traffic

CONFIGURE
System

Name
Destination IP Address
Subnet Mask

v IP Address

Interfaces

Router

Firewall

Config Changed
Save Now?

Gateway Interface

Cost

[ieBData

--- IP Interface List ---
iplan -- 192.45.70,2 -- Trusted
ipwan - 0,0,0,0 - Lintrusted

—

fipwyan=1 —= 40,1.1.1 - Lintrusted
ipwan-2 -- 0,0.0,0 -- Untrusted
iplan?4 -- 192,45.74.2 -- Trusted

Name to SiteB-Data, Destination IP Address to 192.45.73.0, Subnet Mask to
255.255.255.0, Gateway IP Address to 40.1.1.2, select ipwan-1 in the Gateway
Interface list and click OK.

O | Cancel |

| Configuration Not Saved |

28. | In the Configure > Router > Routes pages that appears, the newly defined static routes

are listed.

MONITOR

Traffic

Interfac

Interfaces

CONFIGURE

Router

Firewall

Show Active Routes

Shiow ARP Entries

Default Route add

Bes

Static Routes add

The Default Route has not been configured.

SiteB-Voice

SiteB-Crata

Destination

192.45.72.0

192.46.73.0

Met Mask
255.255.255.0

255.255.255.0

40,112

40.1.1.2

Configure

I =Make Selection= - I
I =Make Selection= - I

Interface

ipwanr-1

ipwar-1

Config Cha

Save Now?

nged

Refresh |

Saved

Configuration Not
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29.

Select Firewall — Global Settings under CONFIGURE in the tree view. In the
Configure > Firewall > Global Settings page that appears, uncheck Enable ACL
Firewall, uncheck Enable Intrusion Detection and click OK.

Firewall

Configure = = Global Settings

MONITOR

Advanced Settings

Interfaces

Firewall Settings check all

Enable ACL Firewall -

CONFIGURE

Enable Intrusion Detection | |

Interfaces Fireweall Logs

Router

Enable Session Log I
Firewsall
Enable Blocking Log I
Enable Intrusion Log Il
Config Changed q
Configuration Not
Save Now? Ok I Cancel I Apply I g

Saved

NOTE: The firewall settings were disabled for the purposes of the test configuration
and these Application Notes therefore document this step. However, it is not necessary
to do so.

30. | Click OK at the ‘Disabling the Firewall leaves the LAN and the Router unprotected.’
popup that appears.
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31.

Select Router — NAT under CONFIGURE in the tree view. In the Configure >
Router > NAT page that appears, uncheck NAT and click OK.

Configure > Router > NAT

MONITOR

Interfaces Global Settings

Traffic
NAT Enable r

CONFIGURE

System Interface NAT

hide all

Interfaces

IP Interface MAT Glabal Address

Configuration

< Make Selection = _» I

Router
Enabled
Firewall

= pwan [0,0.0.0](Unkrusted) ipwan

There are currantly no Mapped 1P addrasses configured.

IP Interface MAT Global Address Configuration

= Make Selection > = I

ipwan-1 Enabled

= ipwear-1 [40,1.1.2](Untrusted)

There are currently no Mapped IP addresses configured.,

IP Interface MAT Global sddress

Configuration

Enabled

= Make Selection =« I

ipwan-z

= ipwanr2 [0,0.0.0](Untrusted)

There are currently no Mapped TP addresses configured.

o cancel | |

NOTE: The NAT settings were disabled for the purposes of the test configuration and
these Application Notes therefore document this step. However, it is not necessary to
do so.

32.

Click OK at the ‘Changing the NAT configuration will terminate the session. Do you
want to continue?’ popup that appears.

33.

Select QoS under CONFIGURE in the tree view. In the Configure > QoS page that
appears, click QoS Summary.

Caonfigure

MONITOR

QoS Summary

Interfaces

Traffic Quality of Service

Use QoS to make the best use of your WaN bandwidth by prioritizing and policing the traffic to and from the LAN,

CONFIGURE The Router's QoS functionality is based on the Differentiated Services (DiffServ) architecture.
Systen 0oS Summary DSCP Map
Interfaces

Router Use the QOS Summary page 10 access the QoS Canfig Surmmary Use the DSCP Map page to edit the Per Hop Behavior (PHB) for each
table, From the summary table you can make changes to the QoS interface, Each mapped DSCP can be assigned one of seven PHB

Firewall configuration by adjusting the bandwidth, configuring policies, and classes.
enabling or disabling QoS.

Policies

0oS Interface Configuration

Policies can be used to contral access to certain services, such as the

Your system has multiple interfaces eligible for QoS settings.
Interface types include ipwan, iplan, ipdicis, and ipPPP. Each interface
can be configured manually or automatically for bandwidth, and you
can enahle or disable QoS on each interface.

bandwidth available for web surfing. Palicies are applied based on a
set of match atiributes such as narme, rank, source and destination
address, application and DSCP value. For example, traffic received
frorm the WaN could be controlled by & QoS policy, and traffic
transmitted to the Wan could be controlled by shaping. Both traffic
flows could then be controlled by a single policy.

Policy

I Gseries "B
LAN - Q-Series . ]

[al» 008 Potcy

WAN
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34.

In the Configure > QoS > QoS Config Summary page that appears, click Policies for
the Interface iplan [192.45.70.2].

MONITOR

Interfaces

Configure = I onfig Summary

QoS Config Summary

Traffic

CONFIGURE

Interfaces

Firewall

Interface
iplan [192 48.70.2] Lan Yes 100000 Yes z Yes Irterface DiscpMap Policies
ipwan [0.0.0.0] ilan Yes 1536 Mo 1 Yes IrterFace DiscpMap Policies
ipwan-1[40.1.1.1] it an Yes 1536 Yes 1 Yes Irterface DiscpMap Policies
ipwan-2 [0.0.0.0] Wian Yes 15836 Yes 1 Yes Interface Dscplap Paolicies
iplan74 [192.45 74.2] Lan Yes 100000 Yes 1 Yes Interface Dscpldap Policies

Config Changed
Save Now?

Refresh || Configuration Mot Saved

35.

In the Configure > QoS > QoS Config Summary > QoS Policies page that appears,
click Add QoS Policy.

MONITOR

System

Interfaces

Traffic

CONFIGURE

System

Interfaces

Firewall

Configure = fig Summary

Add QoS Policy

Current QoS Policy Configurations : iplan

enabled iplan-default EGE3E

refvesh ||
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36.

MONITOR

Interfaces

Traffic

CONFIGURE

Interfaces

Router

Firewall

Configure =

= QoS Config Summary =

QoS Policies =

QoS Policy Match Configuration : iplan

In the Configure > QoS > QoS Config Summary > QoS Policies > Add QoS Policy
page that appears, set Policy Name to MapDSCP34t046, Rank to 1, Source Address to
any, Destination Address to any, Application to any, DSCP Match Option to
userEntered, DSCP Match Value to 34, DSCP Marking Option to userEntered,
DSCP Marking Value to 46, check Enable Policy, check Enable DSCP Marking and

click Create.

Add QoS Palicy

QoS Attributes Configuration :

Policy Name
Rank [0-65535]

Source Address

Destination Address
Application

DSCP Match Option

DSCP Match Yalue [0-63/ any]

Enable Policy

IMapDSCP34tU46

any

IuserEntered - I
|34
p

Enable DSCP Marking
DSCP Marking Option
DSCP Marking Yalue [0-63]

Enable Policing

I
o
-

Create I Cancel |

NOTE: The Q-Series routers keep traffic marked with DSCP 46 (EF) in its own
priority queue. However, DSCP 34 (AF4) marked traffic is kept in a Weighted Fair
Queue (WFQ) with all other DSCP values. High traffic scenarios negatively impact
call-signaling traffic when it is kept in the WFQ. To ensure highest priority for both
signaling and audio, a policy was created to map DSCP 34 to 46 at both the corporate
and branch sites Q-Series routers. This ensures that signaling and audio packets are

transmitted using the priority queue, instead of the WFQ. However, this is not required
for most non-VolIP installations.

37.

In the Configure > QoS > QoS Config Summary > QoS Policies page that appears, the
newly added policy is listed.

Q05 Config Summary >

Configure > QoS =

MONITOR

System Add QoS Policy

Interfaces
Current QoS Policy Configurations : iplan

Name

Traffic

Logs

CONFIGURE

System

MapDSCPIads 1
any an Edit

P
enabled iplanr-default 55530 any any

Interfaces

Rout o
outer Configuration Not Saved |

Refresh ‘

Firewall

Config Changed
Save Now?

38.

Select System — Save Config under CONFIGURE in the tree view to save the

configuration.
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39. | Select QoS — QoS Summary under CONFIGURE in the tree view. In the Configure
> QoS > QoS Config Summary page that appears, click Interface for the Interface
ipwan-1 [40.1.1.1].

MONITOR Config g Summary

System

Interfaces

Traffic

Bandwidth

Logs [kbps]
iplan [192.45.70.2] Lan Yes 100000 Yes 3 Yex Interface  DscpMap  Policies
CONFIGURE
System ipwan [0.0.0.0] Wian Yes 1536 Na 1 Yex Interface  DacpMap Policies
Interfaces ipwarr1 [40.1.1.1] Wian es 1536 fes 1 Yes Interface  DscoMap Policies
Router ipwan-2 [0.0.0.0] Wian es 1536 fes 1 Yes Interface  DscoMap  Poligies
Firewall iplan?4 [192.45.74.2] Lan es 100000 fes 1 Yes Interface  DscoMap Policies

YPN

oS Refresh |
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40.

In the Configure > QoS > QoS Config Summary > QoS Interface Configuration page
that appears, the QoS configuration for the ipwan-1 interface is listed. Modify the
Bandwidth for the link and/or each DSCP value as necessary.

MONITOR Configure » Qo5 > QoS Config Summary > QoS Interface Configuration

Interfaces QoS Interface Configuration : ipwan-1 edit

Traffic
QoS IfType hfan

Attached to Layer-2 Yes
i 1536 kby
COMNFICURE Bandwidth ps
Bandwidth Auto-Configured 'es

Policies Configured 1

Interfaces

QoS5 Enabled es
Router

Firewall
PHE Configuration Summary

be Co 100 %5 Mo D=cp 1] Yes Shaow
afL 12 9% 100 5 Mo D=cp mn Yes Shaw
af2 12 9% 100 %5 Mo D=cp 1% Yes Shaow
af2 12 9% 100 5 Mo D=cp 26 Yes Shaw
af4 25 % 100 %5 Mo Drscp 24 Yes Show
ef 33 % 33 % Mo Drscp £ Yes Show
nc 19% 100 %5 Mo Drscp CE Yes Show

NOTE: By default, the Q-Series routers perform traffic shaping on the traffic going
through the WAN interface. DSCP 46 (EF) traffic is limited to 33% of the bandwidth.
According to Kentrox, these default settings are optimal for the targeted small and/or
low traffic configurations the products are intended for. The reader is advised to make
the appropriate modifications for their own environment.

5.2. Kentrox Q2200 in Branch Office Site

This section provides the configuration of the Q2200 in the branch Office Site.  The Q2400
browser based administrative interface is the same for the Q2200. Therefore, screenshots have
been omitted for most steps in this section.

Step | Description
1. | To configure the Kentrox Q2200, launch Internet Explorer from a PC directly
connected to the Q2200. Initially, the Q2200 is assigned an IP address 192.168.1.1
with a subnet mask of 255.255.255.0. Log into the Q2200 using the appropriate
credentials when the Q2200 authentication window appears.
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Once successfully authenticated, the Q2200 main window is displayed. All of the
configuration options are selected from the tree view on the left side of the Q2200
main window.

To disable the Q2200 DHCP Server, select Router — DHCP under CONFIGURE in
the tree view. In the Configure > Router > DHCP page that appears, select Disable
DHCP from the Configuration pull-down menu for the DHCP Server.

Click OK at the “This will disable DHCP. Are you sure?’ popup that appears.

In the Configure > Router > DHCP page that appears, the message ‘DHCP Operations
Disabled’ now appears for the DHCP Configuration.

To configure the IP address on the Q2200, select Interfaces — Ethernet Ports 1-4
under CONFIGURE in the tree view. In the Configure > Interfaces > Ethernet Ports 1-
4 page that appears, select Edit IP in the Controls pull-down menu for IP address
192.168.1.1. NOTE: In the configuration used for these Application Notes, the PC
used to initially configure the Q2200 was directly connected to Port 1 and the Layer 2
switch connected to the Q2200 was connected to Port 4.

In the Configure > Interfaces > Ethernet Ports 1-4 > [P Configuration page that
appears, set IP Address to 192.45.72.1, Subnet Mask to 255.255.255.0 and click OK.

Change the IP address of the PC directly connected to the Q2200, browse to
192.45.72.1 and log in again into the Q2200.

Select Interfaces — Ethernet Ports 1-4 under CONFIGURE in the tree view. In the
Configure > Interfaces > Ethernet Ports 1-4 page that appears, select Switch to VLAN
in the Configuration pull-down menu for LAN Layer 2 Switch Interface.

10.

Click OK at the “This will detach the IP interface and disrupt traffic. Are you sure?’
popup that appears.

11.

Configure VLAN 72 in the Configure > Interfaces > Ethernet Ports 1-4 > VLAN
Configuration page that appears. Set VLAN Name to VLAN-72-73, VLAN ID to 72,
check Port 1 Enable, check Port 4 Enable, and click OK.

12.

This change causes the connection to the browser to drop. Browse to 192.45.72.1 and
log in again into the Q2200.

13.

Select Interfaces — Ethernet Ports 1-4 under CONFIGURE in the tree view. In the
Configure > Interfaces > Ethernet Ports 1-4 page that appears, select Edit in the
Configuration pull-down menu for LAN Layer 2 Switch Interface.

14.

In the Configure > Interfaces > Ethernet Ports 1-4 > Edit Ethernet Configuration page
that appears, set Port 4 VLAN Link Mode to trunk and click OK.

NOTE: The port on the Layer-2 switch connecting to port 4 on the Q2200 was
configured for 802.1q (VLAN) mode. This allows VLAN header information to be
exchanged between the switch at the branch site and the Q2200. The branch site
contains voice VLAN 72 and data VLAN 73.

15.

In the Configure > Interfaces > Ethernet Ports 1-4 page that appears, select Add
VLAN in the Configuration pull-down menu for LAN Layer 2 Switch Interface.
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16. | Configure VLAN 73 in the Configure > Interfaces > Ethernet Ports 1-4 > VLAN
Configuration page that appears. Set VLAN Name to VLAN-73-72, VLAN ID to 73,
check Port 4 Enable, IP I/F Name to iplan73, IP Address to 192.45.73.1, Subnet Mask
to 255.255.255.0, and click OK.

17. | In the Configure > Interfaces > T1 Port 1 page, select Edit T1 in the Controls pull-
down menu for T1 Port Name t1-1.

18. | In the Configure > Interfaces > T1 Port 1 > Edit T1 Configuration page that appears,
configure the line settings needed to connect the T1 to the WAN and click OK.

KENTROX Q2200 Customer Location

Help  Log@ut  Online Support

MONLTOR Configure > Inferfaces > TiPort1 > Edit T1 Configuration

System
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Interface Enable

Logs) Alias W DSO0 Start Channel m
CONFIGURE Circuit ID (optional) D50 End Channel 24 =
Line Type &= D50 spead [kbps] B
Line Build Out [Shot At 633 Pt 2]
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Transmit Clock Status LacalTiming
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“ FDL Made [ |
Excessive Error Threshold |13
Save oy Line Status Change Trap r
Link Up, Down Trap r
Refresh ok Cancel |

19. | In the Configure > Interfaces > T1 Ports 1-2 page, select Add DLCI in the Controls
pull-down menu for Frame Relay I/F Name fr-2.
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System Shiow Discovered DLCIS
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Banias 910 11 12 13 14 15 16 17 1§ 139 20 2 2 23 24

| | $88888888888888888888888
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=] fr-z @ LiokDown  AdtoDstect @ Fauked Disabled Disabled @ msecs [<Make Selection= =
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|Edit Frame

Config Changed

Save Now? 2dd DLEL
Refresh I | Configuration Not Saved |
SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 31 0f 39

SPOC 8/30/2005 ©2005 Avaya Inc. All Rights Reserved. kentrox-ipofr.doc




Step | Description

20. | In the Configure > Interfaces > T1 Port 1 > DLCI Configuration page that appears, set
DLCI I/F Name to dlci-100, DLCI to 100, Encapsulation to RFC-1490, Committed
Information Rate [kbps] to 1536, Far-End IP Address (Static) to 40.1.1.1, IP I/F Name
to ipwan, IP Address to 40.1.1.2, Subnet Mask to 255.255.255.0, check Enable
Inverse ARP and click OK.

KENTED* Q2200 Customer Location Help | Log Out | Oniine Support
,W Configure > Interfaces = T1Portl > DLCI Configuration
Add DLCI Configuration IP Configuration
_ - I e 7o N
System e * o TP Address vpore
p— Commited nformation Rate [wops] [ [omea =]
e (v
VPN
QoS * Rnuired Fiald
C”Q:Efﬂnaﬂﬁed ok | e | E:anigsurati;m Not ‘

21. | Select Router — Routes under CONFIGURE in the tree view. In the Configure >
Router > Routes page that appears, click Add for Default Route.

22. | In the Configure > Router > Routing > Route Configuration page that appears, set
Name to default, Gateway IP Address to 40.1.1.1, select ipwan in the Gateway
Interface list and click OK.

23. | Select Interfaces — T1 Port 1 under CONFIGURE in the tree view. In the Configure
> Interfaces > T1 Port 1 page that appears, select Switch to Frame in the Controls
pull-down menu for T1 Port Name t1-1.

24. | In the “This will delete the PPP interface and the IP interface. Are you sure?”
popup that appears, click OK.
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25. | In the Configure > Interfaces > T1 Port 1 > Frame Relay Configuration page that
appears, configure the frame relay settings needed to connect the T1 to the WAN and
click OK.

ENTBIDX- Q2200 Customer Location belp  Log Ot | Onine Support
IW Configure > Interfaces > T1Portl = Frame Relay Configuration
Add Frame Relay Configuration Link Management Settings
T, P e T
[ ‘CONFIGURE LI Type Py N392 Error Theeshold [errors] R
System N393 Monitored Events [events] [
Interfaces Link Up/Down Trap r
Router Frame Relay Status Trap r
Firewall Frame Relay Trap Rate [msecs] |
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CD;:EECL’:"EBC' == Ennﬁgsu;j;i;:ln Not ‘

26. | Select Firewall — Global Settings under CONFIGURE in the tree view. In the
Configure > Firewall > Global Settings page that appears, uncheck Enable ACL
Firewall, uncheck Enable Intrusion Detection and click OK.

NOTE: The firewall settings were disabled for the purposes of the test configuration
and these Application Notes therefore document this step. However, it is not necessary
to do so.

27. | Click OK at the ‘Disabling the Firewall leaves the LAN and the Router unprotected.’
popup that appears.

28. | Select Router — NAT under CONFIGURE in the tree view. In the Configure >
Router > NAT page that appears, uncheck NAT and click OK.

NOTE: The NAT settings were disabled for the purposes of the test configuration and
these Application Notes therefore document this step. However, it is not necessary to
do so.

29. | Click OK at the ‘Changing the NAT configuration will terminate the session. Do you
want to continue?’ popup that appears.

30. | Select QoS under CONFIGURE in the tree view. In the Configure > QoS page that
appears, click QoS Summary.

31. | In the Configure > QoS > QoS Config Summary page that appears, click Policies for
the Interface iplan [192.45.72.1].

32. | In the Configure > QoS > QoS Config Summary > QoS Policies page that appears,
click Add QoS Policy.
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33.

In the Configure > QoS > QoS Config Summary > QoS Policies > Add QoS Policy
page that appears, set Policy Name to MapDSCP34t046, Rank to 1, Source Address to
any, Destination Address to any, Application to any, DSCP Match Option to
userEntered, DSCP Match Value to 34, DSCP Marking Option to userEntered,
DSCP Marking Value to 46, check Enable Policy, check Enable DSCP Marking and
click Create.

NOTE: The Q-Series routers keep traffic marked with DSCP 46 (EF) in its own
priority queue. However, DSCP 34 (AF4) marked traffic is kept in a Weighted Fair
Queue (WFQ) with all other DSCP values. High traffic scenarios negatively impact
call-signaling traffic when it is kept in the WFQ. To ensure highest priority for both
signaling and audio, a policy was created to map DSCP 34 to 46 at both the corporate
and branch sites Q-Series routers. This ensures that signaling and audio packets are
transmitted using the priority queue, instead of the WFQ. However, this is not required
for most non-VolP installations.

34.

In the Configure > QoS > QoS Config Summary > QoS Policies page that appears, the
newly added policy is listed.

35.

Select Router — DHCP under CONFIGURE in the tree view. In the Configure >
Router > DHCP page that appears, the message ‘DHCP Operations Disabled” now
appears for the DHCP Configuration. Select Enable DHCP Relay from the
Configuration pull-down menu.

KENTREX- Q2200 Customer Location belo  Log out

MONITOR Configure = Router = DHCP

System

Interfaces DHCP Configuration
Traffic

Logs

DHCP Ope nis Disable =Make Sel

=Make Sel =
Erable DHCP Server

CONFIGURE

System

Interfaces Fized Hosts add

Boutes, There are no fiked hosts configured for the DHCP server,

Firewall
P

Refresh

NOTE: DHCP was used to exercise DHCP relay on the Kentrox Q-Series router at the
branch office.

36.

Click OK at the ‘This will clear all DHCP configuration. Are you sure?’ popup that
appears.
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37. | In the Configure > Router > DHCP page that appears, the message ‘There are no
remote servers configured for DHCP Relay’ now appears for the DHCP Configuration.
Select Add Remote DHCP Server from the Configuration pull-down menu.

KENTROX Q2200 Customer Location el [ea ol
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38. | In the Configure > Router > DHCP > Add Remote DHCP Server page that appears, set
Remote DHCP Server to 192.45.70.38 and click OK.

KENTROX Q2200 Customer Location

MONITOR Configure > Router = DHCP > Add Remote DHCP Server
System
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39. | Select System — System Restart under CONFIGURE in the tree view. In the
Configure > System > System Restart page that appears, click OK to save the

configuration and restart the Q2200.

40. | This change causes the connection to the browser to drop. Browse to 192.45.72.1 and
log in again into the Q2200.

41. | Select QoS — QoS Summary under CONFIGURE in the tree view. In the Configure
> QoS > QoS Config Summary page that appears, click Interface for the Interface

ipwan [40.1.1.2].
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42. | In the Configure > QoS > QoS Config Summary > QoS Interface Configuration page
that appears, the QoS configuration for the ipwan interface is listed. Modify the
Bandwidth for the link and/or each DSCP value as necessary.

NOTE: By default, the Q-Series routers perform traffic shaping on the traffic going
through the WAN interface. DSCP 46 (EF) traffic is limited to 33% of the bandwidth.
According to Kentrox, these default settings are optimal for the targeted small and/or
low traffic configurations the products are intended for. The reader is advised to make
the appropriate modifications for their own environment.

6. Interoperability Compliance Testing

Interoperability compliance testing covered feature functionality and performance testing.
Feature functionality testing focused on the QoS and VLAN implementation in the
Avaya/Kentrox configuration. Specifically, compliance testing verified that VoIP media and
signaling traffic could be carried together with low priority data traffic on a low traffic serial T-1
link while still achieving good voice quality. Prioritization of voice traffic was achieved by
implementing DiffServ-based QoS on a Frame Relay link. Voice and data traffic were
segmented in the enterprise network using VLANS.

Performance testing was conducted by generating voice calls with a bulk call generator and data
traffic with a data traffic generator to simulate a converged network for a prolonged period of
time. The bulk call generator was also used to quantify the speech quality of the VoIP calls. At
the end of the performance test, it was verified that the network devices continued to operate
successfully for small office scenarios using low traffic serial T-1 links.

6.1. General Test Approach

All feature functionality test cases were performed manually. The general test approach entailed
verifying the following:

= LAN/WAN connectivity between the Avaya and Kentrox products,

= Registration of Avaya IP Telephones with the Avaya IP Office,

= Verification of the DHCP relay configuration,

= VoIP calls between the corporate and the branch office sites using IP trunks between the
sites,

= Inter-office calls using G.711 mu-law and G.729 codec sets, and conferencing, and

= Sending low priority data traffic over the WAN links and verifying that QoS directed the
voice signaling and voice media to the higher priority egress queue based on the packets’
DSCP value.
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The performance tests were performed with a bulk call generator and data traffic generator
running simultaneously. The most important verification step was checking voice quality while
transmitting low priority data traffic for small office scenarios using low traffic serial T-1 links.

6.2. Test Results

All feature functionality and performance test cases passed. The Q-Series QoS implementation
(including the signaling packet DSCP remarking) over the Frame Relay link yielded good voice
quality. The stability of the Avaya/Kentrox solution was successfully verified through
performance tests.

7. Verification Steps

This section provides the steps for verifying end-to-end network connectivity and QoS in the
field from the perspective of the Q-Series routers. In general, the verification steps include:

1. Verify IP communication from the Q-Series router to the following network devices and
interfaces by using the ping command.

* Ping the Avaya IP Office.
* Ping the Avaya IP telephones registered to the Avaya IP Office.
* Ping the DHCP server.

2. Check that the Avaya IP Telephones have successfully registered using the IP Office System
Monitor.

3. If a Q-Series router is unable to communicate with any of the aforementioned IP devices and
interfaces, check the routing and status of the Ethernet and WAN interfaces through the Q-
Series browser interface.

4. Place calls between the DCP and IP telephones at each site. If the call cannot be established,
check the status of the IP trunks on the IP Offices using the IP Office System Monitor.

5. If'the voice quality is poor, check the QoS configuration in the Q-Series routers.

8. Support

For technical support on the Kentrox Q-Series routers, contact Kentrox Technical Support using
any of the following options:

= Toll-free: (800) 733-5511
= Direct: (503) 643-1681
=  Email: care@kentrox.com
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9. Conclusion

These Application Notes describe the configuration steps required for integrating the Kentrox Q-
Series Q2400 and Q2200 routers into a small office and/or low traffic/bandwidth Avaya IP
Office infrastructure. For the configuration described in these Application Notes, the Q-Series
routers were responsible for enforcing QoS using DiffServ. The Avaya IP Offices delivered the
voice traffic to the routers for transmission over the WAN together with data traffic. Good voice
quality was successfully achieved in the Avaya/Kentrox configuration described herein.

10. Additional References

This section references the Avaya and Kentrox product documentation that are relevant to these
Application Notes. The Avaya product documentation can be found at http://support.avaya.com
and the Kentrox product documentation can be found at http://www.kentrox.com.

[1] Avaya IP Office 2.1 Manager, Issue 15¢, May 2004.
[2] Kentrox QoS Access Router User’s Guide, Software Release 1.3, Document #650-00319-03.
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are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.

SCR; Reviewed: Solution & Interoperability Test Lab Application Notes 39 of 39
SPOC 8/30/2005 ©2005 Avaya Inc. All Rights Reserved. kentrox-ipofr.doc



	Introduction
	Equipment and Software Validated
	Configure the Avaya IP412 Office
	Configure the Avaya IP403 Office
	Configure the Kentrox Q-Series Routers for Frame Relay
	Kentrox Q2400 in the Corporate Site
	Kentrox Q2200 in Branch Office Site

	Interoperability Compliance Testing
	General Test Approach
	Test Results

	Verification Steps
	Support
	Conclusion
	Additional References

