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Abstract

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.6, Avaya Aura® Session Manager Release 6.3, and the Avaya Session
Border Controller for Enterprise 6.3, with the AT&T IP Flexible Reach - Enhanced Features
SIP Trunk service using either AVPN or MIS/PNT transport connections.

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Server
1000E 7.6 is a telephony server, and is the point of connection between the enterprise
endpoints and Avaya Aura® Session Manager. Avaya Session Border Controller for Enterprise
6.3 is the point of connection between Avaya Aura® Session Manager and the AT&T IP
Flexible Reach service, and is used to not only secure the SIP trunk, but also to make
adjustments to the SIP signaling for interoperability.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

AT&T is a member of the Avaya DevConnect Service Provider program. Information in these
Application Notes has been obtained through DevConnect compliance testing and additional
technical discussions. Testing was conducted via the DevConnect Program at the Avaya
Solution and Interoperability Test Lab.
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1 Introduction

These Application Notes illustrate a sample configuration using Avaya Communication Server
1000E Release 7.6 (CS1000E), Avaya Aura® Session Manager Release 6.3 (Session Manager),
and the Avaya Session Border Controller for Enterprise 6.3 (Avaya SBCE), with the AT&T IP
Flexible Reach - Enhanced Features SIP trunk service for PSTN access (IPFR-EF).

Avaya Aura® Session Manager 6.3 is a core SIP routing and integration engine that connects
disparate SIP devices and applications within an enterprise. Avaya Communication Server 1000E
7.6 is a telephony server, and is the point of connection between the enterprise endpoints and
Avaya Aura® Session Manager. Avaya Session Border Controller for Enterprise 6.3 is the point of
connection between Avaya Aura® Session Manager and the AT&T IP Flexible Reach - Enhanced
Features service, and is used to not only secure the SIP trunk, but also to make adjustments to the
SIP signaling for interoperability.

The AT&T Flexible Reach- Enhanced Features service is one of the many SIP-based Voice over
IP (VoIP) services offered to enterprises for their voice communication needs. The AT&T IP
Flexible Reach-Enhanced Features service is a SIP based service which includes additional
network based features which are not part of IP Flexible Reach service. The AT&T IP Flexible
Reach - Enhanced Features service utilizes AVPN® or MIS/PNT? transport services.

2 General Test Approach and Test Results

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

The interoperability compliance testing focused on verifying inbound and outbound call flows
between IPFR-EF and the Customer Premises Equipment (CPE) containing the CS1000E, Session
Manager, and the Avaya SBCE (see Section 3.2 for call flow examples).

The test environment consisted of:

e A simulated enterprise including the CS1000E, Session Manager, System Manager (for
Session Manager provisioning), the Avaya SBCE, Avaya phones, and fax machine
emulation software (Ventafax application).

e An IPFR-EF service production circuit, to which the simulated enterprise was connected
via AVPN transport.

Y AVPN supports compressed RTP (CRTP).
“MIS/PNT does not support cRTP.
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2.1 Interoperability Compliance Testing

Note — Documents used to provision the test environment are listed in Section 11. In the
following sections, references to these documents are indicated by the notation [x], where x is the
document reference number.

The compliance testing was based on a test plan provided by AT&T, for the functionality required
for certification as a solution supported on the IPFR-EF network. Calls were made between the
PSTN, via the IPFR-EF network, and the CPE.

The following SIP trunking VolP features were tested with the IPFR-EF service:

Inbound/Outbound voice calls between PSTN, the IPFR-EF service, the Avaya SBCE,
Session Manager, and the CS1000E. Avaya 1140E SIP and IP telephones, as well as
M3904 Digital telephones, were used.
Inbound/Outbound fax calls using T38 or G.711.
Various outbound PSTN destinations were tested including long distance, international,
and toll-free.
Requests for privacy (i.e., caller anonymity) for CS1000E outbound calls to the PSTN, as
well as privacy requests for inbound calls from the PSTN to CS1000E users.
SIP OPTIONS messages used to monitor the health of the SIP trunks between the CPE and
AT&T.
Incoming and outgoing calls using the G.729(A & B) and G.711 ULAW codecs.
Call redirection with Diversion Header.
Operator assistance and 911 calls.
Long duration calls.
DTMF transmission (RFC 2833) for successful PSTN and CS1000E voice menu
navigation.
CS1000E stations call coverage to Avaya Call Pilot® for message generation and retrieval
(including Message Wait Indicator).
Telephony features such as hold, transfer, and conference.
Proper UDP port ranges for RTP media (16384-32767) were verified.
IPFR-EF network service features (see Section 2.2, Item 9).

o Simultaneous Ring

o Sequential Ring

2.2 Test Results
The test objectives stated in Section 2.1, with limitations as noted below, were verified.

1. CS1000E Unattended Call Transfers - To allow the CS1000E user to transfer a call from
PSTN user A to PSTN user B, before user B has answered the call (unattended transfer),
CS1000E plug-in 501 must be enabled as shown in Section 5.8. However, while plug-in 501
will allow the CS1000E user to complete the transfer operation, user A will not hear ring back
tone while user B is ringing. PSTN users A and B will have two-way talk path once user B
answers. This is known CS1000E behavior.
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History Info and Diversion Headers - The IPFR-EF service does not support SIP History-
Info headers. However, the IPFR-EF service requires that SIP Diversion Header be sent for
certain redirected calls (e.g., Call Forward). Session Manager will convert the History Info
header into the Diversion Header by the use of the adaptation DiversionTypeAdapter for
these types of calls (see Section 6.3.2). For all other calls, the Avaya SBCE will strip off
History-Info headers (see Section 7.3.3).

. Maxptime:30 and Ptime:10 — For inbound calls, the IPFR-EF service sends Invites with the
SIP parameter maxptime:30. In response, the CS1000E will send ptime:10 for any UNIStim or
digital stations. This is known CS1000E behavior. However, the AT&T AVPN transport
service specifies the use of ptime:30 for best bandwidth utilization. An Avaya SBCE script is
used to change the AT&T IPFR-EF maxptime:30 parameter, to ptime:30, thereby making
CS1000E respond with ptime:30 as required (see Section 7.2.3).

. Removal of CS1000E MIME headers — The CS1000 includes MIME type headers in Invite
messages. The AT&T IPFR-EF will reject calls that include these headers. The MIME headers
are removed by Session Manager Adaptations (see Section 6.3.2).

. The Avaya SBCE issues a Remote-Address header even though the option to do so is
disabled - During testing it was found that the Avaya SBCE was including a Remote-Address
header to SIP Invite messages leaving the Avaya SBCE (inbound or outbound, depending on
call direction), even though the option was disabled.

a. No issues were caused by the inclusion of this header; however the Avaya SBCE was
provisioned to remove this header (see Section 7.3.3, and Item 6 below) for calls to
AT&T, to reduce overall packet size.

Removal of Unnecessary SIP Headers — Depending on the call flow and the endpoints
involved, the CS1000E and Session Manager may send multiple SIP headers that are not used
by AT&T. The following headers are removed in the interest of reducing packet overhead (see
Section 7.3.3):
a. Alert-Info, x-nt-e164-clid, Remote-Party-ID, Resource-Priority, AV-Global-Session-
ID, P-AV-Message-ID, and P-Location.

. CS1000E Telephone Events 101 and 111 - The CS1000E uses Telephone Event type 101 by
default. This value is changed to the AT&T recommended value of 100 in the CS1000E (see
Section 5.11). Telephone event type 111 is also sent by the CS1000E. This value is removed
by the Avaya SBCE (see Section 7.2.3).

. Avaya 1140E SIP phone DTMF Telephone Event and PTIME values — The Avaya 1140E
SIP phone uses a fixed DTMF Telephone Event value of 101, as well as affixed PTIME value
of 20. While the IPFR-EF service uses a DTMF Telephone Event of 100, and recommends the
use of PTIME= 30, no issues where found during testing.
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9. Some IPFR-EF feature access methods are not currently supported by the CS1000E —
During testing, two issues were found related to support of some IPFR-EF features.

a. Network based Blind Transfer (Call Redirection using PBX generated REFER) —
The CS1000E does not support Refer.

b. Network based Call Forward scenarios cannot be signaled by the CS1000E
stations to enable/disable Call Forward options — The Call Forward features,
(Network based Call Forwarding Ring No Answer (CF-RNA), Network based Call
Forwarding Busy (CF-Busy), Network based Call Forwarding Not Reachable (CF-NR),
are enabled/disabled by sending special codes beginning with * (e.g., *71), in the R-
URI of the Invite sent to AT&T. The CS1000E does not have the capability to send * as
part of the dialed string in the R-URI.

i. Note — Customers may manually enable/disable these Enhanced features by
logging into the A&T IP Flexible Reach Premium Online Web Portal, and
modifying the appropriate feature state manually.

10. The CS1000E does not populate the PAI header correctly for inbound calls. In the

reference configuration, the IPFR-EF service sends a seven digit DNIS number in the R-URI.

If this seven digit number is entered in the CS1000E Incoming Digit Translation (IDT) table

(see Section 5.7), the CS1000E will populate subsequent PAI headers with the associated

destination extension, instead of the desired DNIS digits.

a. The workaround is to have Session Manager modify the PAI header prior to sending

the subsequent call responses back to AT&T (see Section 6.3.1). As a result, the PAI is
populated with the associated IPFR-EF DNIS number.

11. Fax support - G.711 and T.38 fax is supported, and the sender and receiver of a fax call may
use either Group 3 or Super Group 3 fax machines. However the T.38 fax protocol carries all
fax transmissions as Group 3. Fax speeds of 14400, with Error Correction Mode, were
observed in the reference configuration.

12. Emergency 911/E911 Services Limitations and Restrictions — Although AT&T provides
911/E911 calling capabilities, AT&T does not warrant or represent that the equipment and
software (e.g., IP PBX) documented in these Application Notes will properly operate with
AT&T IP Flexible Reach to complete 911/E911 calls; therefore, it is the customer’s
responsibility to ensure proper operation with the equipment/software vendor. While AT&T IP
Flexible Reach services support E911/911 calling capabilities under certain Calling Plans,
there are circumstances when the E911/911 service may not be available, as stated in the
Service Guide for AT&T IP Flexible Reach found at http://new.serviceguide.att.com. Such
circumstances include, but are not limited to, relocation of the end user’s CPE, use of a non-
native or virtual telephone number, failure in the broadband connection, loss of electrical
power, and delays that may occur in updating the Customer’s location in the automatic location
information database. Please review the AT&T IP Flexible Reach Service Guide in detail to
understand the limitations and restrictions.
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2.3 Support

For more information on the AT&T IP Flexible Reach service visit:
http://www.business.att.com/enterprise/Service/voice-services/null/sip-trunking/

AT&T customers may obtain support for the AT&T IP Flexible Reach service by calling (877) 288-
8362.

Avaya customers may obtain documentation and support for Avaya products by visiting
http://support.avaya.com. In the United States, (866) GO-AVAYA (866-462-8292) provides
access to overall sales and service support menus.

3 Reference Configuration

The reference configuration used in these Application Notes is shown in Figure 1 and consists of
the following:

e The CS1000E system provides the voice communications services for the enterprise site.
The system is comprised of:

o The MG1000E Gateway containing:
= Call Server (CPPM).
= Media Gateway Controller (MGC), which provides Digital Signaling
Processor (DSP) resources.
= Meridian Integration Recorded Announcement (MIRAN) card used for Music
on Hold.
= Avaya Call Pilot® messaging application.
o IBM 306M Consumer Off the Shelf (COTS) servers, COTS1 and COTS2.
= Signaling Server and SIP Gateway (COTS1).
= SIPLINE and UCM (COTS2).

e Avaya desk phones are represented with Avaya 1140E UNIStim IP, 1140E SIP, and Digital
M3904 telephones.

e Session Manager provides core SIP routing and integration services that enable
communication between the CS1000E and the Avaya SBCE/IPFR-EF service. In the
reference configuration, Session Manager uses SIP over TCP to communicate with the
Avaya SBCE, and SIP over TCP to communicate with the CS1000E.

e System Manager 6.3 provides the provisioning/management interface for Session Manager.

e Avaya SBCE provides address translation and SIP header manipulation between the AT&T
IP Flexible Reach service and the enterprise internal network. TCP transport protocol is used
between Avaya SBCE and Session Manager. UDP transport protocol is used between Avaya
SBCE and the IPFR-EF service.

e Anintegrated Avaya Call Pilot® system provides the voice messaging capabilities in the
reference configuration. Note - The provisioning of Avaya Call Pilot® is beyond the scope
of this document (see [5] for more information).
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Figure 1: Reference Configuration
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3.1 lllustrative Configuration Information

The specific values listed in Table 1 below and in subsequent sections are used in the reference
configuration described in these Application Notes, and are for illustrative purposes only.
Customers must obtain and use the specific values for their own configurations.

Note — The IPFR-EF service Border Element IP addresses and DID/DNIS digits are shown in this
document as examples. AT&T Customer Care will provide the actual IP addresses and DID/DNIS
digits as part of the IPFR-EF provisioning process.

Component lllustrative Value in these
Application Notes

CS1000E
COTSL1 SIP Signaling Server (TLAN) 172.16.6.110
COTS2 SIP Line (TLAN) 172.16.6.210
MGC Media (DSP) (TLAN) 172.16.6.115
Avaya Call Pilot®
Call Pilot Application | 172.16.6.12
Avaya SBCE
“Outside” (Public) Interface (connected to 10.10.10.10 (see note below)
AT&T Access Router/IP Flexible Reach Service)
“Inside” (Private) Interface (connected to 192.168.67.120
Session Manager)
AT&T IP Flexible Reach Service
Border Element (Primary & Secondary) | 10.10.10.11 (see note below)

Table 1: Hlustrative Network Values Used in these Application Notes

NOTE — The Avaya SBCE Outside interface communicates with AT&T Border Elements (BES)
located in the AT&T IP Flexible Reach network. For security reasons, the IP addresses of the
AT&T BE are not included in this document. However as placeholders in the following
configuration sections, the IP address of 10.10.10.10 (Avaya SBCE public interface), and
10.10.10.11 (AT&T BE IP address), are specified.
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3.2 Call Flows

To understand how inbound/outbound IPFR-EF service calls are handled by the Avaya CPE
environment, three basic call flows are described in this section. However, for brevity, not all
possible call flows are described.

3.2.1 Inbound

The first call scenario illustrated is an inbound IPFR-EF service call that arrives at Avaya SBCE, to
Session Manager, and is subsequently routed to the CS1000E, which in turn routes the call to a
phone or fax.

5.

1. A PSTN phone originates a call to an IPFR-EF service number.

2. The PSTN routes the call to the IPFR-EF service network.

3.

4. Avaya SBCE performs SIP Network Address Translation (NAT) and any necessary SIP

The IPFR-EF service routes the call to Avaya SBCE.

header modifications, and routes the call to Session Manager.

Session Manager applies any necessary SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines to where the call should be routed next. In
this case, Session Manager routes the call to the CS1000E.

Depending on the called number, the CS1000E routes the call to a phone or fax.

—={ |IP Flexible Reach

PETH
Phone

Avaya SBCE
4
Y
Avaya 5 Avaya Aurai
Communication |-+ Session
Server 1000E Manager

B

Phone

Figure 2: Inbound AT&T IP Flexible Reach Call
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3.2.2 Outbound

The second call scenario illustrated is an outbound call initiated on the CS1000E, routed to Session
Manager and is subsequently sent to the Avaya SBCE for delivery to the IPFR-EF service.

1.

2.
3.

A CS1000E phone or fax originates a call to an IPFR-EF service number for delivery to
PSTN.

The CS1000E routes the call to the Session Manager.

Session Manager applies any necessary SIP header adaptations and digit conversions, and
based on configured Routing Policies, determines to where the call should be routed next. In
this case, Session Manager routes the call to Avaya SBCE.

The Avaya SBCE performs SIP Network Address Translation (NAT) and any necessary SIP
header modifications, and routes the call to the IPFR-EF service.

The IPFR-EF service delivers the call to PSTN.

ATET

IP Flexible Reach
Sarvice

la
Avaya SBCE
3
Avaya Avaya Aurax
Communication " Sassion
Server 1000E 2 Manager

1

Phone

Figure 3: Outbound AT&T IP Flexible Reach Call
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3.2.3 Call Forward Re-direction

The third call scenario illustrated is an inbound IPFR-EF service call that arrives at Avaya SBCE, to
Session Manager, and subsequently the CS1000E. The CS1000E routes the call to a destination
station, however the station has set Call Forwarding to an alternate destination. Without answering
the call, CS1000E immediately redirects the call back to the IPFR-EF service for routing to the
alternate destination.

Note — In cases where calls are forwarded to an alternate destination such as an 8xx numbers, the
IPFR-EF service requires the use of SIP Diversion Header for the redirected call to complete (see
Section 6.3.2).

1. Same as the first call scenario in Section 3.2.1.

2. Because the CS1000E phone has set Call Forward to another IPFR-EF service number, the
CS1000E initiates a new call back out to Session Manager, Avaya SBCE, and to the IPFR-
EF service network.

3. The IPFR-EF service places a call to the alternate destination and upon answering; CS1000E
connects the calling party to the target party.

q ATET

— a /" IP Flaxible Reach {a—w] Allenate

Destination

5

Phone

Phone

Phone with
Call Foreard
Avaya SBCE
ﬁ 1 & 5
T
Avaya _:1 Avaya Aurain
Communication Session
Server 1000E 2'-" Manager

Figure 4: Re-directed (e.g., Call Forward) AT&T IP Flexible Reach Call
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3.2.4 Coverage to Voicemail

The call scenario illustrated is an inbound call that is covered to voicemail. In this scenario, the
voicemail system is an Avaya Call Pilot® system connected to the CS1000E.

1. Same as the first call scenario in Section 3.2.1.

2. The called CS1000E phone does not answer the call, and the call covers to the phone’s
voicemail. The CS1000E forwards the call to Avaya Call Pilot®. Avaya Call Pilot® answers
the call and connects the caller to the called phone’s voice mailbox.

PSTN\/w—Q IP Flexible Reach

Service

PSTN
Phone

Avaya Call Pilot Avaya SBCE
2} 'y
Avaya 1 Avaya Aurai)
Communication |« Session
Server 1000E Manager

.

Agent / Phone

Figure 5: Coverage to Voicemail
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4 Equipment and Software Validated

The following equipment and software was used for the reference configuration described in these
Application Notes.

Equipment/Software Release/Version
HP Proliant DL360 G7 server
e System Platform e 6.3.6.1005.0
e Avaya Aura® System Manager e 6.3.13.10.3336 (SP13)
IBM 8800 server
e Avaya Aura® Session Manager e 6.3.13.0.631304 (SP13)
CS1000E Platform e Version 4021, Release 765P+

e Service_Pack CPM_7.65.16.00
e Call Pilot 5.00.41

Dell R210
e Avaya Session Border Controller e 6.3.2-08-5478 (SP2)
for Enterprise
Avaya 1140E Series IP Deskphones e 0625C8Q
(UNIStim)
Avaya 1140E Series IP Deskphones e SIP1140e04.04.20.00.bin
(SIP)
Avaya M3904 Series Digital
Deskphones
Ventafax Home Version (Windows e 7.0.202.494
based Fax device)

Table 2: Equipment and Software Versions
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5 CS1000E Provisioning

Note — Only CS1000E system provisioning providing SIP trunk functionality is described in these
application notes. For additional CS1000E system provisioning documentation, see Section 11.

This section describes the CS1000E configuration, focusing on the routing of calls to Session
Manager over a SIP trunk. In the sample configuration, CS1000E Release 7.6 was deployed with
Call Server applications running on a CPPM server platform with MGC, and utilizing servers
running separate Signaling Server and SIP Gateway applications (COTS1), and SIPLINE and UCM
applications (COTS2).

Session Manager Release 6.3 provides all the SIP Proxy Service (SPS) and Network Connect
Services (NCS) functions previously provided by the Network Routing Service (NRS). As a result,
the NRS application is not required to configure a SIP trunk between CS1000E and Session
Manager Release 6.3. Therefore NRS was not included in the reference configuration.

This section focuses on the SIP Trunking configurations for the CS1000E. Although sample
screens are illustrated to document the overall configuration, it is assumed that the basic
configuration of the Call Server and SIP Signaling Server applications has been completed, and
that the CS1000E is configured to support analog, digital, UNIStim and SIP endpoints. For
references on how to administer the CS1000E, see Section 11.

5.1 Logging In and Selecting the System Element

Step 1 - Unless otherwise noted, all CS1000E provisioning was performed via the Avaya Unified
Communication Management (AUCM) web interface. The AUCM web interface may be launched
directly via https://<ip address> where the relevant <ip address> in the sample configuration is
172.16.6.111. The following screen shows an abridged log in screen. Log in with appropriate
credentials.

AVAYA

User ID:

Password:

Log In

Change Password

Note — Although not used in the reference configuration, System Manager may be configured as
the Primary Security Server for the Avaya Unified Communications Management application and
CS1000E is registered as a member of the System Manager Security framework. The Element
Manager then may be accessed via the System Manager UCM Services link.
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Step 2 - Click on the Element Name corresponding to CS1000 in the Element Type column. In
the sample screen below, the user would click on the Element Name, EM on cotsl.

AVAYA Avaya Unified Communications Management

User Services
Administrative Users

External Authentication Add._ | | |
Password
Security [ ElementName Element Type « Release
Roles 3 [] EMon cots1 CS1000 7.6
E"'ﬁest 2 [ 192.12.0.100 Call Server 75
ertificates
BELE SIEEITE +[] CallPilot Hyperlink 76
TOO:_S 4[] cotslntlab.comn (member) — LinuxBase 7.6
0gs
Bl ¢ [] cots2ntiab.com (primary)  Linux Base 76
s [ 19212011 Media Gateway 7.6

Controller

Metwark Host Name: cots2.ntlab.com  Software Version: 02.30.0066.00(6408)  User Name admin

Elements

C8 1000 Services
— Elements
FEEGE Mew elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name to launch its
SNMP Profiles management service. You can optionally filter the list by entering a search term.
Secure FTP Token

Software Deployment “ " Search ” Reset]

Address
192.12.0.100

192.12.0.100

hitp:#1172.16.6.130/cpmagr
172.16.6.111

172.16.6.211

19212011

[ a o
Description
New
element.

MNew
element.

Base 05
element.
Base O3S
element.
MNew

element.

5.2 Administer Telephony Node
5.2.1 Node Information and IP Addresses

Expand System = IP Network on the left panel and select Nodes: Servers, Media Cards. The
IP Telephony Nodes page is displayed as shown below. Click <Node id> in the Node ID column

to view details of the node.

In the sample configuration, node 1001 is selected.

AVAYA CS1000 Element Manager
~ UCM Network Services A Managing: 192120900 Username: scimin
e Syaem » F hetwork = P Telephory Nedes
- Links IP Telephony Nodes
- Vrtua! Terminals Stick the Node 1D 1o view or edit #3 propernies
- System
- Mams .
« Mairanance Add. ||Impon_ | Prl | Refresh
« Core Equipment
- Penpnaeral Equipment [[] Nogs ID~ Components  Enabled Applicaions ELAN ¥ NOdeTLAN IFuE  NOde/TLAN IPVS  Stalus
- IP Network n 1 3 Gate SIPGW X 172 16 6 140 i
-Nodes Serars Madla Cargs ) LTS, Gateway ( SIPGwW 172.16.6.110 DNREJ

- Mantenance and Repons (] 1004 1 SIP Line - 172155210 Synchronized
_f__‘:::i Catpwars Show  Modes | Component servers andcards (] IPA addiess
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The Node Details screen is displayed with additional details as shown below.

Under the Node Details heading at the top of the screen, make a note of the TLAN Node I1PV4
address. In the sample screen below, the Node IPV4 address is 172.16.6.110. This IP address
will be needed when configuring a Session Manager SIP Entity for CS1000E in Section 6.4.1.

AVAYA CS1000 Element Manager
- DCM Network Services A Managing: 152.120.100 Username: admin
-H System » F Netwock » | Tolaghony liogeq » Noge Detats
- Links Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
= Ywtual Terminals
- System
< Alafms ~
« Mairtenance Node ID Nosoad
jg:’:j:"",‘:’;ﬂ:mm Call server P agdress: 192 12.0.100 TLAN address ¥pe: @ 1Pet only
- IP Networek ) 1P and IPv6
-N Y,
- Maintenance and Reponts Embedded LAN (ELAN) Telephony LAN (TLAN)
- Medis Gateways
~2008s Gateway W aodress. 192 1201 Noge 1P« aodress. 172 16 6.110
- Host anc Route Tables
- Network Address Tr tion Subnet mask (255 255 255 0 Subnet mask 255 255 2550
- Q08 Thresholds
= Personal Direclones
- Unicoge Name Direclory v
+ Indartaces
- Engineered Values ERAS Nl [s=e ] [cancet ]
+ Emergency Sarices
+ Geooraohic Redundance Asenciatad Sinnalinn Saniare B Carde

Scrolling down the Node Details section, the various Node Properties and Applications may be
selected.

AVAYA CS$1000 Element Manager

= Network A Managing: 192.12.0,100  Username: admin
2 Uch MrACes System « P Network » F Tgieotony Hooed » Node Defals
- Links Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
- Vrtual Teeminals
« System
« Aamms A
L :::m"ama Subnet mask |255 255 255 0 Sudnel mask 255 255 255 0
+ Core Equipment
- Penpheral Equipmant
= IP Network
- Hodes Servers Media Cards IP Tedephony Node Properties Applications (chick to edit configuration)
- Maintenance and Repons vosos Galaway (VG and Cs SPeLin
- Mediz Gatewars : v of Sanscs (QoS : _AJ] erminal Prow Senver JPS
S ok i T . s Slum GEQw)
7 e SNTP o Parsg G
s :‘.::S“?rl:e?;l':'s Tranaistion « Numbeting Zones o Presence Publisher
= 5 DN A Tre ATIC P Media Sensces
~ Persenal Diredlones ¥ . . " i
-Unicods Name Dirsctory bl
« Indarfaces 3
-Enginaered Values eos paiibbonas (sae J (Cancet
+ Emergency Senates
+ Geographic Redundancy Asenciated Sinnalina Saruare R Carde
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The Associated Signaling Servers & Cards information is displayed at the bottom of the screen.

AV/-\yA CS1000 Element Manager

_ICM Network Services -~ Subnetmask: |255.255 2650 | Subnet mask: |255 255 255 0

-Home

- Links

-Virtual Terminals

- System IP Telephony Node Properties Applications (click to edit configuration)
+Alarms * Voice Gateway (VGW) and Codecs « SIP Line

- Maintenance * Quality of Service (Q0S) #| Terminal Proxy Server (TPS
+ Core Equipment » LAN » Gafeway (SIFGw]

- Peripheral Equipment » SNTP » Personal Directories (FDY
- IP Metwork + Numbering Zones # Presence Publisher
-Modes: Servers, Media Cards « MCDMN Aternative Routing Treatment (MALT) Causes + |P Media Senices

- Maintenance and Reports
- Media Gateways
-Zones

* Required Value. Save Cancel
-Host and Route Tables

- Metwork Address Translation

v

- QoS Thresholds Associated Signaling Servers & Cards
-Personal Directories
- Unicode Mame Directory Select to add v Print | Refresh
+Interfaces
—Engmeeredgalqes [] Hostname « Type Deployed Applications ELAN IP TLAN IPv4 Raole
mergency Services
e SIP Line, LTPS, Gateway
+ Software [ cots1 Signaling_Server (SIPMH323), PD, Presence 192.12.010 172.16.6.111 Leader
Fublisher, IP Media Services
- Customers
- Routes and Trunks Show:
- goé':]es anld Trunks Note: Only server(z) that are not part of any other IP telephony node and deployed application(z) that match the service(s) selected for this node are
- D-Channels

available in the servers list .

=Ninital Trunk Intarfara

5.2.2 Enable Terminal Proxy Server

Continuing from Section 5.2.1, on the Node Details page, select the Terminal Proxy Server
(TPS) application link as shown above.

Step 1 - Check the UNIStim Line Terminal Proxy Server checkbox to enable proxy service on
this node.
Step 2 - Click on Save (not Shown).

/-\VAy/-\ CS1000 Element Manager
_ UCM Network Services 4| Managing: 192.12.0.100 Username: admin
I System » IP Network » |P Telephony Modes » Node Details » UNIStim Ling Terminal Proxy Serwer (LTPS) Configuration
_ Links Node ID: 1001 - UNIStim Line Terminal Proxy Server (LTP 8) Configuration Details
-irtual Terminals
=R Eirmware | DTLS | Metwork Connect Server
+Alarms
- Maintenance UNIStim Line Terminal Proxy Ser\.'er:l Enable proxy senvice on this node | A

+ Core Equipment

- Peripheral Equipment

— P Netwark Firmware
- MNodes: Servers, Media Cards

’ IP address: |0.0.0.0
- Maintenance and Repors

- Media Gateways Full file path; |download/firmwa
-Zones
-Host and Route Tables Server Account/User ID:
- Network Address Translation
- QoS Thresholds Fassword:
- Personal Directories
- Unicode Mame Directory DTLS
+Interfaces
- OT1L O malise | O L ¥
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5.2.3 Synchronize Configuration

Step 1 - Scroll to the bottom of the page and click Save. This will return the interface to the Node
Details screen.

Step 2 - Click Save on the Node Details screen (not shown).

Step 3- Select Transfer Now on the Node Saved page as shown below.

AVAYA €S1000 Element Manager
- UCM Network Services # | Managing: 192.12.0.100 Username: admin
fiome 3 System » IP Network » IP Telephony Nodes » Node Saved
_ Links Node Saved
- Virtual Terminals
- System
+Alarms Node ID: 1001 has been saved on the call server.

- Maintenance

+ Core Equipment

- Peripheral Equipment

- IP Network !
- Nodes: Seivers. Media Cards' [ Transfer Now... ]You will be given an option to selectindividual servers, or transfer to all.
- Maintenance and Reports
- Media Gateways

_Zones [ Show Nodes ] You may initiate a transfer manually at a later time.
—Hanet and Route Tahles

The new configuration must also be transferred to associated servers and media cards.

Once the transfer is complete, the Synchronize Configuration Files (Node ID <id>) page is
displayed.

Step 4 - Select the appropriate Hostname (e.g., cotsl) and click Start Sync.

AVAYA CS1000 Element Manager

~UCM Notwork Services A Managing: 192120100 Uswrrsame: sdmin
Home Systen » P Network » ¥ Talecheny Bozes + Synchmanze Configuraten Fies
- Unks Synchronize Configuration Files (Node ID <1001>)
« it Terminals
- System Hlote” Salact Components to 8 \MCNIonize el COPAGUTASON Thes with Call Barver 4313 TS DIoCess ranshers sener INI Hes 1o selected
‘::‘y‘“! o5 components, and ISGAres a restan” of applicalions on affecied server(z) when compiete
e Eutpineot (_stat Sync_J{ Concel ][ Restan Appiications | Eret | Rafrazh
Rt Mm—— Tipe Appiications Smetrcacition St
- 2 SIP Line LTPS
- Mantsnancs and Repots
- Media Gateways Gataway (SPMI22)
- 2008 [ cotst Signatng_Seret PD, Presance
-u)g;pg Route Tatilas Publisher, @ Neas
- Nedwork Addiess Transladon Senices
- 00S Thrasholds * Azpicaton reatart i el regered for ntisl sysien canfguraten or if changes Save Seen mads o geerw LAN confgurtars, SNTP ssttngs. 58 and
- Personal Dwodtones N33 Garway seftngs. networt conneciviy retsted parsmmeters W ports ard P adtress, sating o Sisading services, or addng of remavieg apstcaticn
- Unicode Hame Ditscory sEe

The Synchronization Status field will update from Sync required, to Sync in progress, to
Synchronized as shown below.

AVAYA CS$1000 Element Manager

- UCM Network Senices A Managing: 192120100 Usermame: admin
H System » B Network » P Taatany Nodes » Synchrosze Configuraten Fles
- Links Synchronize Configuration Files (Node ID <1001>)
= Vitusl Taminats
< System Plote Select comMPonsaRs 10 SINCWONIZe T CONNYUIADON Tas with Call senver aaa THIS PIOCesSs Vanslers ssever INI N16s 10 sebecied
Y — Eomponents, and requires 3 resta " of agplicaions, on afiected serves(s) when complele
+ Cote Equpmeant Cancel | Fond | Retash
- Peripheral Equipment [ Cancel |
I N o [ Hestams Tres Aoplcations Sunehronization Status
- Nantanance ang Reponts ?F Line, LTPS o
- Neds Gatewars Gataway (SIPH322)
-Zones ] ceest Signaling_Server PO, Presence
- Host 3nd Reute Tables Pubksher, P Madia
- Nstwork A0dess Transsation Sanihas
- 005 Thresholds * AQEACATON TESIMT B Sy 1OQUTE0 TBr NLM aysiem CORTQUIAtAN Of if CRAZYES Aave Qo8N Made LD general LAN canfQuratons, SKTP setings. SP am
- Perscaa Direciones HI22 Ostoway SEINJE NEtWENK CONnactyly relonod paraneters e 20s 820 P 300reas, Snabing or dBALING S&rvices. O 308N Of remaving Apgicaton
Liricnde Vareg O g rtoe fServers
JF; Reviewed: Solution & Interoperability Test Lab Application Notes 21 of 95

SPOC 7/14/2015 ©2015 Avaya Inc. All Rights Reserved. CS1KSMSBCEG63FR



Step 5 - After synchronization completes, click on the Refresh button in the right hand corner,
Select the appropriate Hostname (e.g., cotsl), and click Restart Applications.

| Note - When the applications restart, the phones will also reset. \

AVAYA CS1000 Element Manager

- UCH Network Services A Marging: 192120100 Username: ademin
H Syatam » P Network » F Telechony Noses » Syschrenie Confguwaton Fies
Links Synchronize Configuration Files (Node ID <1001>)
= Vinual Terminals

- System

F:ma Select components to synchronize e configuration Ses with call server data Thes process transfers sarver INI hles %0 seleciod

yAlMmS lcompanents, and requires a restant® of applications on affected senvens) when compéete
- Mantenance -
+ Core Equpment Start Sync Ao o blane
art Syn 3n | Rastant A 1o fint | Refresh
- Penpheral Equpment St me_JLtence B pplcations | =
~ 1 Nebwok [} Hosthams Tpe Apglications Synchronizason Status

- MNades Servers Nedls Cards

- Maintenance and Repors siP Line LTPS AL

- Mad3 Gatewayrs » Gateway (SPH323),

-Zones v] cots Signaling_Server PD, Presence Synchronzed

- Host and Routs Tables Publisher, # Media

- fetwork Address Translation ot

- 008 Thresholds * Agphcation reatan i cnly required for Nl sysiem SOnSguration or & changes have boes made 12 goneral LAN configuratons, SNTP selings. SF seg

- Personal Directories H223 Gateway seflings, NEtWOrk CONNECt By resated parameters e ports and P address, enabing or daabing services, or adding ar remaving applcsticn

servens

- Unicoda Name Diractory

5.3 Voice Codecs

The following section describes how to set codec preferences as well as setting Packet Interval
(PTIME) values. Note that the CS1000E always specifies G.711 regardless of the additional
selected codes. Codecs are defined in the IP Telephony Node for IP (e.g., UNIStim) phones, and
the Media Gateway (for analog and digital phones).

5.3.1 IP Telephony Node Codec Configuration

Step 1 — As shown in Section 5.2, expand System => IP Network, select Node, Server, Media
Cards, and select node 1001.

Step 2 — Scroll down the upper half of the form and under the IP Telephony Node Properties
heading, select Voice Gateway (VGW) and Codecs.

AVAYA CS1000 Element Manager
- UCM Hetwork Services »  Managing: 192.12.0.100 Username: admin
— Home System » [P Network » |P Telephony Nodes » Node Details
- Links ) Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
- Virtual Terminals
- System
+Alarms 0
- Maintenance Node 1D: 10071 *(0-5953)
+ Core Equipment _
_ Periph:raIquuipment Call server IP address:  192.12.0.100 * TLAM address type: @ |Pyd only
- IP Netwaork _ ) 1Pv4 and IPvG
- Modes: Servers, Media Card:
- Maintenance and Reports Embedded LAN (ELAN) Telephony LAN (TLAN)
- Media Gat
_ Zut?nelzas SliEE Gateway IP address: 192.12.01 * MNode IPv4 address: 172.16.6.110
- Hostand Route Tables
_ Network Address Translatior| = Subnet mask 2552552550 -~ Subnet mask: 255.255.255.0
- QoS Thresholds
- Personal Directories MNode IPvE address:
- Unicode N Direct
. Inte?flacse: SuBEnsEmy IP Telephony Hode Properties Applications (click to edit configuration)
- Engineered Values * ‘oice Gateway (VGW) and Codecs ® SIPLine
+ Emergency Semnices ® Quality of Service (QoS ® Terminal Proxy Server (TPS)
+ Geographic Redundancy * LAN ® Cateway (SIPGw)
+ Software * SNTP ® Personal Directories (PD)
- Customers ® Numbering Zones ® Presence Publisher
- Routes and Trunks & MCDM Aternative Routing Treatment (MALT) Causes ® |P Media Services
= Roites and Toink
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The Voice Gateway (VGW) and Codecs form will open.

Step 3 - Use the scroll bar on the right side of the form to find the heading Voice Codecs. Set the
Voice payload size to 30. Note that Codec G.711 is enabled by default.

Voice Codecs
Codec G711: Enabled (required)

Voice payload size: | 30 ¥ | (miliseconds

per frame

Voice playout (jitter buffer) delay: | 60 v/ 120 & | (miliseconds
Nominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Step 4 — Scroll down to the G729 codec section and check the selection box. Set the Voice
payload size to 30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it should also be enabled in Section 5.3.2.

Codec G729: [¥] Enabled
Voice payload size: >30 v (miliseconds per frame)
Voice playout (jitter buffer) delay: 60 vbf i1-20 Y (miliseconds
Nominal Maximum

Maximum delay may be automatically adjusted based on nominal
settings.

[] Voice Activity Detection (VAD)

Step 5 - Scrolling further down, note that T.38 fax is enabled by default. Verify the Maximum
Rate is set to 14400.

Fax
Codecname: T.38 FAX

Maximum rate: | 14400 % | (bps=

Fax TCF method: |2 w

Fax playout nominal delay: {100 {0 - 300 milizeconds

F&x no activity timeout: |20 i

0 - 32000 milizeconds

Packet size: |30 | (bp=

Step 6 — Click on Save and then follow Steps 8 through 12 in Section 5.2.3 to synchronize the
configuration.
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5.3.2 Media Gateway Codec Configuration

Step 1 - Expand System - IP Network on the left panel and select Media Gateways. Click on
the IPMG ID (e.g., 000 01).

AVAYA €$1000 Element Manager

|- UCM Network Services ! Managing: 192.12.0.400 Username: admin
I Home System » IP Network » Media Gateways

- Links
- Virtual Terminals Media Gateways
|- System
+Alarms
- Maintenance - :
+Core Equipment Add... Digit boot | | D : . Refrd

- Peripheral Equipment
- IP Network IPMG IP Address Zone Type

-Nodes: Servers, Media Cards N
) 000 01 192.12.0.11 1 MGC
- Maintenance and Reports o = jliieio3

- Media Gateways
-Zones

This will open the Property Configuration screen (not shown). Click on Next (not shown). This
will open the Media Gateway Controller (MGC) Configuration screen.

Step 2 - Scroll down and click on VGW and IP phone codec profile.

Hostname 1381
- DSP Daughterboard 2
Type of the DSP daughterboard | NODB +
Telephony LAN (TLAN) IP address |
Telephony LAN (TLAN) gateway IP address 172.16.6.1
Telephony LAN (TLAN) IPv6 address ‘
Telephony LAN (TLAN) subnet mask 255.255.255.0

Hostname | ©

+VGW and IP phone codec profile
+ QoS
+ Media Based CLID

Step 3 - The VGW and IP phone codec profile section will expand. Scroll down, click on and
expand the Codec G711 field. Note that the Select box is checked by default. Set the Voice
payload size (PTIME) to 30.

-Codec G711 Select
Codec name G711
Voice payload size 30 ¥ (msiframe)
Voice playout (jitter buffer) nominal delay Bq A v
Medifications may cause changes to dependent settings
Voice playout (jtter buffer) maximum delay | 120 v |

Meodifications may cause changes to dependent settings

VAD []
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Step 4 — Scroll down, click on and expand the Codec G729A field. Check the selection box and
set the Voice payload size (PTIME) to 30.

Note — Although not shown, annexB=yes may be enabled by selecting the VAD (Voice Activity
Detection) box. However, if enabled here, it should also be enabled in Section 5.3.1.

-Codec G729A Select

Codec name G729A

Voice payload size 130 & ( msiframe )
Voice playout (jitter buffer) nominal delay 760 v

Modifications may cause changes to dependent settings

Voice playout (jitter buffer) maximum delay 120 v‘

Modifications may cause changes to dependent settings

VAD []

Step 5 — Scroll down and click on Codec T.38 FAX. Note that T.38 is enabled by default.

-Codec T38FAX Select

Codec name T38 FAX

Step 6 — If changes are made to any of these settings, click on Save (not shown).
Step 7 — A dialog box will open. Click on OK.

Message from webpage

&

Click on [OF] to save the IPMG configurakion,

[ ok |[ Caniel l

Step 8 —Select the Media Gateway ID (e.g., 000 01), and click on the Reboot button. The Media
Gateway will reboot and deploy the new configuration.

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Netwaork
-Modes: Servers, Media Cards
- Maintenance and Reports

- Media Gateways
-Zones

e’ Managing: 192.12.0.100 Username: admin
System » IP Network » Media Gateways

Media Gateways

1
[Add.. | [ Digital Trunking.. || [ Reboot || [ Delete | [ virual Terminal | [ More Actions

IPMG IP Address

® 00001 19212011

Refresh
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5.4 Zones and Bandwidth Management
Zone configuration can be used to control codec selection and for bandwidth management.

Step 1 - Expand System - IP Network and select Zones as shown below.

AVAyA C31000 Element Manager
- UCM Network Services | \Managing: 192.2.0.100 Username: admin
- Home System » IP Network » Zones
- Links
- Virtual Terminals Zones
- Sﬁ;‘?rrzs Zones are used to group related information for either bandwidth or dial plan numbering purposes.
+ 7
- Maintenance Bandwidth Zones
+Core Equipment Bandwidth zones are used for alternate routing of calls between IP stations and also for bandwidth management.
- Peripheral Equipment A
~IP Metwark Numbering Zones
- Modes: Servers, Media Cards Mumbering zones are used to route calls through a centralized call server.
- Maintenance and Reports
- Media Gateways
- Zones

Step 2 - Select Bandwidth Zones. In the reference configuration, two zones are configured as
shown below. Zone 3 is for the IP telephones and Zone 5 is for the SIP trunk. Additional zones
may be added by selecting the Add button.

5.4.1 Zone 5-=SIP Trunk

Step 1 — Continuing from Section 5.4, Step 2, select the zone associated with the virtual trunk to
Session Manager (e.g., zone 5) and click Edit as shown below.

Bandwidth Zones

[ Add... |[ Edit . | [Import_ | [ Export | [Maintenance. | ‘ Hetrash
Zone Intrazone Intrazong mm-‘ Interzone Resource Type Zone Intent Description i
£OM€*  Bandwidth  Stateay Strateay Rescurce Type Zone Intent Deacriplion

10 3 10000 BQ 10000 BB SHARED Mo PHONES

2@®5 100000 =[s] 100000 BH SHARED VIRK VIRK

Step 2 — Select Zone Basic Property and Bandwidth Management for Zone 5.

Edit Bandwidth Zone

Zone Basic Property and Bandwidth Management

Adaptive Metwork Bandwidth Management and CAC

Alternate Routing for Calls between IP Stations

Branch Office Dialing Plan and Access Codes

Branch Office Time Difference and Daylight Saving Time Property

Media Services Zone Properties
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The following screen shows the Zone 5 configuration. Note that the Interzone Strategy (access
to the AT&T network) is set for Best Bandwidth (BB). This is so that codec G.729A is preferred
over codec G.711mu-law for calls with the AT&T IP Flexible Reach service.

Zone Basic Property and Bandwidth Management

Input Description Input Value
Zone Number (ZONE): = (1-8000)
Intrazone Bandwidth (INTRA_BW): | 100000 ‘ {0 - 10000000 )

Intrazone Strategy (INTRA_STGY): | Best Quality (BQ) v
Interzone Bandwidth (INTER_BW): | 100000 (0 - 10000000 )
Interzone Strategy (INTER_STGY): | Best Bandwidth (BB) ‘
Resource Type (RES_TYPE): | Shared (SHARED) v
Zone Intent (ZBRN): | VTRK (VTRK) 7v'
Description (ZDES): VTRK

[ submit | [ Refresh | [ Cancel |

5.4.2 Zone 3 - IP Telephones

Following the steps in Section 5.4.1, these are the values used for Zone 3 (IP Telephones), in the
reference configuration.

Input Description e i Value |
Zone Number (ZONE): = {1-28000)
Intrazone Bandwidth (INTRA_BWY): | 10000 (0 -10000000 )

Intrazone Strategy (INTRA_STGY): | Best Quality (BQ) R
Interzone Bandwidth (INTER_BW): | 10000 {0 - 10000000 }
Interzone Strategy (INTER_STGY): | Best Bandwidth (BB) »
Resource Type (RES_TYPE): | Shared (SHARED)
Zone Intent (ZBRN): | MO (MD) s
Description (ZDES): PHONES

Location Name (ZNAME):

Reserved BW Block Size (RESERVED_BW_SIZE): O { 200 - 9999999 )

5.5 SIP Trunk Gateway

This section describes the steps for establishing a SIP connection between the SIP Signaling
Gateway and Session Manager.

5.5.1 Provision SIP Gateway

Step 1 — As shown in Section 5.2.1, expand System = IP Network on the left panel and select
Nodes: Servers, Media Cards. Using the scroll bar on the right side of the screen, navigate to the
Applications section on the screen and select the Gateway (SIPGw) link to view or edit the SIP
Gateway configuration.
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Managing: 192.12.0.100 Username: admin
System » IP Network » IP Telephony Nodes » Node Details
Node Details (ID: 1001 - LTPS, Gateway ( SIPGw ))
Ldlewdy I duUIess. | 1J£.1£.uU. | | NUUE IFV4 dUUIESS. | 1/£.10.0. 11U ~
Subnetmask: [255.256.265.0 |- Subnetmask: [256.265.265.0
IP Telephony Node Properties Applications (click to edit configuration)
e \oice Gateway (VGW) and Codecs e SIP Line
o Quality of Service (QoS) e _Terminal Proxv Se
o LAN o| Gateway (SIPGwW)
e SNTP e Personal Directories (PD)
e Numbering Zones e Presence Publisher
o MCDN Aternative Routing Treatment (MALT) Causes o |P Media Services 7
* Required Value

Step 2 - On the Node ID: 1001 - Virtual Trunk Gateway Configuration Details page, enter the
following values and use default values for remaining fields.

e SIP domain name: Enter the appropriate SIP domain for the customer
network. In the sample configuration, customera.com was used in the reference
configuration.

e Local SIP port: Enter 5060

e Gateway endpoint name: Enter descriptive name

e Application node ID: Enter <Node id>. In the sample configuration, Node

1001 was used matching the node shown in Section 5.2.1.
e Check the VTrk gateway application checkbox.

The values defined for the sample configuration are shown below.

Node ID: 1001 - Virtual Trunk Gateway Configuration Details

Ganergl | SF Cytwwys Setangs | SIF Gatewaw Seedces
virk gateway application [#] Enatéa gateway Serice on this noce o
General Virtuad Trunk Network Health Monitor
VUk gateway appication. | SIP Gateway (SPOw) v [[] Moneor 1P addres ses (listed balow

SIP domain name  customera,com ¥ . ' the IP addr
Local SP pan: 5060 Monitor |P
Gateway endpaint nams: SS_1001 Monitor addresses
Gatewsy paseword

Agple stion node ID. 1001

Enable falsate NRS. [

fote. Crangen smde en this page il KOT be

* flequred Vaus
. ranamBe untl Me Hade i a0 paves

Step 3 - Scroll down to the section: SIP Gateway Settings > Proxy Or Redirect Server.
Under Proxy Server Route 1, enter the following and use default values for remaining fields.
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e Primary TLAN IP address: Enter the IP address of the Session Manager SIP signaling
interface (e.g., 192.168.67.47).

e Port:

Enter 5060

e Transport protocol: Select TCP
Note - The Secondary TLAN IP address was not used.

AVAYA CS1000 Element Manager

= UCM Network Services
- Home
= Links
= Vit Terminals
- System
+ Alarms
- Manrdenance
+Core Equipment
- Penpheral EQuipment
- 1P Ngtwork
- liedas, Send -
- Mantenance and Repaorts
» Hedia Galoways
- Zoowes
- Hust and Roule Tables

- 008 Tivesholes
~ Parzonal Direciones
- Unicode Name Dirgttory
+Interfaces
~ Enginesred Values
+ Emergency Senices
+ Geagraphic Redundancy
+Software
~ Customers
~ Routes and Trunks

- ectwork Address Tranziation

A Managing: 182128100 Usemame: admin

Systen s © tetwork » EIGSGRAN0IED + MidE CRIMD » Vetudl Trisk Gateway Canfguraton

Node ID: 1001 - Virtual Trunk Gateway Configuration Details

Cansral | SE Gatwoax Sefings | S Gatewar Seodces
Paort
Transporn protocot

Shared Sandesath Management:

[[] Enabie Shared Bsndwidth Nanagement
Proxy Or Redirecs Server:
Proxy Server Soute 1:
Prenary TLAN P acdress 192 168.67 47

Fort 5060

Transpori protocet ([ TCP &
Options [7] Support registration

[[] Prmary COS proxy

Step 4 - Scroll down and repeat these steps for the Proxy Server Route 2 (not shown).
Step 5 - Scroll down to the SIP URI Map section. Under the Public E.164 domain names and
Private domain names section, leave the fields blank. Use the defaults for all other values.

AVAYA CS1000 Element Manager

- Home
- Links

- UCM Network Servwces

= Yirtusl Terminals
~ System
+ Aarms
- Mainenance
+ Core Equipment
- Peripherst Equipment
= 1P Network

-

~Nodes Servery Meds Cangs

- Maintenance and Repons
-Media Galewars

- Zones

- Host and Roase Tables
~Network Aadress Transialion
- QoS Thresholds

- Personal Diredtones

- Unicode Name Direciory

+Intertaces
- Engineared Yates
+ Emarngency Sendces

+ Geographic Redundancy

A Managimg: 192920100 Usecrame: advmin

:,sr« s P Network » W [M n.uIT urk Gmewl-{ Cont fguraten
Node ID: 1001 - Virtual Trunk Gateway Conﬁgurahon Details

Ganeral | SIF Gateway Satings | SIP Gateway Sendces
Number transiabon; S¥ip
Subscriber (3N} 10

Prefis CLID misplay format o

Hasonal (NN) (0

International |0

SIP URS Mage
Public E 164 doman names Private Jomain names
Nations UDP
Subsrider cop

Special number

Uninown

Specal namber

Yatant numbse
+Software
- Customers Unknown
~ Routes snd Trunks
- Routes and Trunks SIP Gateway Services
:83’}':::; Intertace 4P Converged Desktop: [ ] Enable CO sance o
?.nmu and Numbering Plans * Requres Ve ‘mz' i‘_’u:qu naoe u:- e pmc;::;’m | Em-l' :’Ea';;a
Step 6 — Select Save and follow the synchronization steps shown in Section 5.2.3.
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5.5.2 Integrated Services Digital Network (ISDN)

Step 1 - Select Customers in the left pane.

Step 2 - Click on the link associated with the appropriate customer, (e.g., 00, not shown).The
Customer 00 Edit page will appear (not shown).

Step 3 - Select the Feature Packages option from Customer 00 Edit page (not shown).

The screen is updated with a listing of available Feature Packages.

Step 4 - Select Integrated Services Digital Network to edit the parameters shown below. Check
the Integrated Services Digital Network option, and retain the default values for all remaining
fields. Scroll down to the bottom of the screen, and click on the Save button (nhot shown).

AVAyA CS1000 Element Manager
+Core Equipment ~ + Digital Private Network Signaling System 1 Package: 123
- Peripheral Equipment
+IP Nthork aulp + Flexible Tones and Cadences Package: 125
+Interfaces + Multifrequency Compelled Signaling Package: 128
- Engineered Values
+ Emergency Services + International Supplementary Features Package: 131
¢ ERTT BHITE SETITIETE) + Enhanced Night Service Package: 133
+ Software
- Customers - Integrated Services Digital Network Package: 145
- Routes and Trunks +Dial Access Prefix on CLID table entry option
-Routes and Trunks : fyn -
D-Channels Integrated Services Digital Metwork: |
- Digital Trunk Interface - Virtual private network identifier: |0 [1-18282)
- Dialing and Numbering Plans
- Electronic Switched Metwaork - Private network identifier: |1 1. 1E387)

5.5.3 Virtual D-Channel Configuration

Step 1 - Expand Routes and Trunks on the left navigation panel and select D-Channels. In the
sample configuration, Channel 15 is associated with the Signaling Server. Channel 20 is
associated with the SIPLine. Click on Edit to view/change settings. Click on the To Add button, to
add additional D-Channels.

AVAYA CS1000 Element Manager

« UCM Network Services A Managing: 192,12.0100 Username: admin
- Home Routes and Trunks » D-Channels
- Links
- Virtual Terminals D-Channels
- System
+Alarms
< Maintenance
+Core Equipment Maintenance
~ Peripheral Equipment D-Channel Diagnostics (LD 96)
- 1P Natwaork Network and Peripheral Equipment (LD 32, Vitual D-Channels)
- Nodes: Servers, Media Cards MSDL Diagnostics (LD 96)
- Maintenance and Reports TR Riganostics (LD 96)
-Medla Gateways D:Channel Expanzion Diagnostics (LD 48)
~Zones
~Host and Route Tables 4
= Network Address Translation Configuration

- Q08 Thresholds

- Farsonal Directorles [ 1
- Unicode Name Directory Choose a D-Channel Number:| 0 % | andtype: |DCH | to Add |

v Interfaces
- Engineered Values

+ Emergency Services - Channel: 15 Type DCH Card Typa: DCIP Dascription: VOCH |l—dn]
Geographic Redundanc
Rt 4 - Channel: 20 Type: DCH Card Type:DCIP  Description: SIPLINE (Eait]
- Customers

- Routes and Trunks
- Routes and Trunks
- R=Channels

Nintal Trunk Intedace
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Step 2 - Click on Edit to display the associated D-Channel information used in the reference
configuration for the Signaling Server (e.g., channel 15). The D-Channels 100 Property
Configuration screen is displayed. In the Basic Configuration section, the following settings are
used.

- Basic Configuration

Input Description Input Value

Action Device And Mumber (ADARN):
O channel Card Type :
Designator: | WVDCH
Recovery to Primary. []

FRI loop number for Backup D-channel:

User:
Interface type for D-channel: | Meridian Meridian1 (SL1) b
Country: | ETS 200 =102 basic protocal (ETSI) -

D-Channel PRI loop number:

Primary Rate Interface:

Secondary PRIZ loops:
Meridian 1 node type: | Slave to the controller (USR) w
Release ID of the switch atthe farend: | 25  »
Central Office switch type: | 100% compatible with Bellcore standard (STD)

Integrated Services Signaling Link Maximum: Range: 1 - 4000

Signalling server resource capacity: | 1300 Range: 0 - 3700

Step 3 - Scrolling down, in the Basic Options section, the following settings are used.

Primary D-channel for a backup DCH: Range: 0 - 254
- PINX customer number: v
- Progress signal: w
- Calling Line |dentification : v

- Qutput request Buffers: | 32 |+
- D-channel transmission Rate: | 56 kb/s when LCMT is AMI (56K} ~

- Channel Megotiation option: | Mo alternative acceptahle, exclusive. (1)

- Remote Capahilities:

Step 4 - Scrolling down, in the Advanced Options section, the following settings are used.

- Layer 3 call control message count per 5 second
time interval:

- Mumber of Status Enquiry Messages sent within
128 ms:

- Map channel numberto timeslots on a PRIZ loop:

300 Range: 60 - 350

1 |w

Step 5 - Click on Submit (not shown).
Step 6 - Repeat Steps 1-5 to create the D-channel (e.g., 20) for the SIP Line.
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5.5.4 SIP Routes Configuration

Step 1 - Select Routes and Trunks = Routes and Trunks from the left pane to display the
Routes and Trunks screen. In the reference configuration, Customer 0 is used. Click on
Customer:0 to display defined routes, or click on Add route, to add additional routes.

Step 2 - In the reference configuration, Route 16 is used for SIP trunking. Click on the Edit button
to display the Route 16 settings.

AVAYA CS1000 Element Manager

- UCM Natwork Serices N Nanagng 192128100 Usemame: admn
- Home Bauten mod Tranks » Roues and Trusks
~ Links
- Virtual Tarminatz Routes and Trunks
- System
+Alarms
-Maintenance pr————
+ Core Equipment - Customer: 0 Totsl routes & Total buris: 40 Add route |
- Perpheral Equipment v e rr e
+IP Network « Route: 15 Type. TEE Descripion, H323 |Emt| | Ade turk |
+Intertaces D o
- Engneered Values « Route: 16 Type. TEE Destrpion: SIP |Eait] [ Ade turk |
+ Emergency Serdces - —SER QU \f N =y
+ Geographec Redundancy »Rouee: 17 Type: TE Desaplion: SiP VTRK TTY [E.c'_'.l _f‘!‘_’j‘f:__l
st + Route: 18 Type TE Destrgton SIPLNE [Edt
- Customars — &
- Routes and Trunks * Route: 26 Type: 0ID Descrpion: MIRAN [Em|
-Boutes 200 Trunks b
- D-Channels « Route: 27 Type: MUS Descrighon MUSIC Emt
= Digtsl Trunk interfsce S —
- Dialing and ing Plans « Route: 28 Type: RAN Descrphon RAN1 |Ea) | Ade turk |
The following screen shows Basic Configuration settings for Route 16.
-Basic Configuration
Route data block (RDB) (TYPE) | | |
Customer number (CUST) - | |
Route number (ROUT) | |
Deslgnator fleld for trunk (DES) | SIP |
Trunk type (TKTP) || J
Incoming and autgaing trunk (ICOG) | Incaoming and Outgoing (1A0) |
Access code for the trunk route (ACOD) | 7916 1 -
Trunk type MO11P (M211P)
The routs s for a virtual trunk routs (VTIRK)
- Zone for codec selection and bandwidth | |
management (ZONE) {00005 | (0-8000)
= Node 1D of signaling server of this routs | |
nopE) 1007 | (0-0998)
- Pratocol 1D for the route (PCID) : | SIP (SIP) v |
- Print carrelation 10 In COR for the route l—-l
(CRID)
- Enable Shared Bandwidth Management for the =]
route (SBWM)
Integrated services digital network option (ISON) = [¥]
- Mode of aparation (MODE) | Route uses 1SDN Signaling Link (1SLD) |
D channel number (DCH) 1|16 | (0-254)
- Interface type for route (IFC) | merndian m1 (SL1) v
- Privata natwark [dantifiar (N1 00000 | (0-3z2700)
- Network calling name allowed (NCNA) &[]
Netwaork call redirection (NCRD) © [¥]
- - Trunk route optimization (TRO) []
- Recognition of DTIZ ABCD FALT signal for 150 ]
(FALT)
Channel type (CHTY) :| B-channel (BCH) - [
- Galltypa for outgoing diract dialed TIE routa |\ o0 v can typa (UKWN) 3
(CTYP) !
Insert ESN access code (INAC): |7
- Intagrated savice accass routa (1ISAR) - |
- Display of access prafix on CLID (DAPC)  []
Moblle axtenslion route (MBXR) = ||
-~ Moblle extension outgoing type (MBXOT) r MNational number (NFA) - \
- Mobile extanaion timar (MBXT) [0 | (0 - 8000 miseconds)
Calling numbar dialing plan (CNDP) | Unknown (LIKWN) ~ [
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Step 2 - Scrolling down, click on Basic Route Options. The following settings are used in the
reference configuration.

-Basic Route Options

Atenaant announcomant (ATAN

BUling number e
Call detall recoeding (COR
Horth Amencan %08 schome (NATL
Contrcds or imars (CNTL
Cormventionsl (Tie trunk only) (CAVT

Incoming DD gt corversion on this roote (1OC
Day IOC tree number (DCMND

- HIght IDC rea numbss (NDNO

- Dispiay walernad Goaded digits (DEXT
Muttifreguency Compatad of MFC aignatng IMFC
Process noANcabion nedworked calis (PNNC

No Atlandant Announcemeant. (N -

No MFC (ND ~

O

Step 3 — Going back to the screen shown in Step 1, select the Edit button next to Route 16 to
verify the configuration, as shown below. Verify SIP (SIP) has been selected for Protocol ID for
the route (PCID) field and the Node ID of signaling server of this route (NODE) matches the
node shown in Section 5.2. As can be observed in the Incoming and outgoing trunk (ICOG)
parameter, incoming and outgoing calls are allowed. The Access code for the trunk route
(ACOD) will in general not be dialed, but the number that appears in this field may be observed on
CS1000E display phones if an incoming call on the trunk is anonymous or marked for privacy.

The Zone for codec selection and bandwidth management (ZONE) parameter can be used to
associate the route with a zone for configuration of the audio codec preferences sent via the
Session Description Protocol (SDP) in SIP messaging.

AVAYA C€S1000 Element Manager

-~ Home
~ Links
~Virtual Terminals
- System
+ Alarms
~Maintenance
+ Core Equipment

=P Netwaork
~Nodes Servers

Zones
- Host and Route
~ Neatwork Addras

+Interfaces

v Software
= Customers
- Routes and Trunks

= UCM Network Services

- QoS Thresholds
~Paraonal Diractories
« Unicode Nama Directory

~Engineared Values
+Emergency Services
+ Gaographlc Redundancy

A Managing 192,120,100  Username admin
Routes and Trunks » Routes and Trunks » Customar 0, Route 18 Proparty Configuration

Customer 0, Route 16 Property Configuration

Basic Configuration
Paeripheral Equipment

, Madia Cards
= Maintenance and Reports
- Medis Gateways

Tahles
s Translation

Route data block (RDB) (TYPE) |
Customer numbar (CUST) |
Route number (ROUT) |
Dasignator flald for trunk (DES) : [SIP
Trunk type (TKTP)

Incoming and outgolng trunk (ICOG)

Access code for the frunk route (ACOD)

[ Incoming and Outgaing (1A0) + |
|7916 |

The routa is for a virtual trunk routa (VTRIK)

Trunk fype MOT1P (MaTTP)

- Zone for codac selaction and bandwidth [ooo0!

- Noda ID of signaling servar of this route |

I
management (ZONE) e (0 -8000)

JF; Reviewed:

« Roulez angd Trunks (NODE) ;1001 | (0-o999)
= D-Channels [ 1
- Digital Trunk Interface Protocol 1D for the route (PCID) - | BIF (SIP) ol
« Dialing and Numbering Plans Print correlation 10 In CDR for the routa O
- Electronic Switched Network  » (CRID) | ™
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Step 4 - Scrolling down, other parameters may be observed. The D channel number (DCH) field
must match the D-Channel number shown in Section 5.5.3 (e.g., 15).

« P Netwark

+ Cars Equpmem
- Penpharal Equipment

NIVOIE CHING 0amE A lawed ICHA)

Natwork call redirocscn #CRD)

AVAYA CS1000 Element Manager

- UCM Hetwook Sanices a Integrated seraces Agtal netesrk option BS0M0 (V)
llmm: Mado of cperation (MOOE) | Route usas IS0N Spnaing Lnk JELD) -
= Vit Termnan | D chanoel numbes (DC0 /(15 10 - 254

= 3ynam e for 10 Fe ndian M1 (SLT
pipasmcat = WAITRCE Seps O FOUN (FC) | Maindian NT (5L -
- Wairtenance - Powatn neteoix iershiar (FM0 | 00000 0 - 32700}

%

I

= Hgdes: Sarvers, Hedty Cardy
- Madntemancs w0 Repoms
- Media Cawae

Trurk routo ogtmzatoo (TRO

Qe -Recegriton ofOTR ABCD FALT wignal for 1SL .
Za FaLh —
- Howl and Houte Taties *

- Natwark A00tess Transaaton Channsi type (CHTY) | B-ohanne! (BCH) ~

« 08 TereshaMis Call yps %or sunong droct dakd TE

- Persons Drectoes orye, | Unbnen Call hoe (LWAN)
~ Lisicosw Mumw Dinctovy N R
+ nfertacss Insen ESN access code (NAC): [
~ Enginaered Yaues Intograted senace access route (IBAR
+ Emergency Sensces 25\
. t‘..o:;’actuﬂnum:mn. Daptay of access prelx on CLUD (DAPC
+ Sofware - Mebhe smmmn rous (MBS )
s v Mook 5N 24Ng pa NEXOT) | 8 ) NPA
-~ Routes ond Tronks 0OFe GE0RS KN OLYAUNG Bpa (MEXOT) | Masonal rumtaer : -
‘g';/_"::‘mxmu Matite adenaion tmer (MBXT) 'O 10~ BI00 bt paconas)
« Dagitnd Trurk iderface Cattng cumzar dlaing pan (CHEPF) | Unienaen |LSWND .
= Deadng sewd Nurmitsing Flans
~ ERConic SWiched Newon.
< >

Step 5 - Scrolling down, open Basic Route Options and verify that the DCNO number specified

(e.g., 1), matches the Digit Conversion Tree Number specified in Section 5.7,

Submit (not shown).

Step 3. Click on

- Basic Route Options

Disglay external cealeda digits (DEXT) [T

MFC fasture 0pions (MFC_FEAT) 7]
+ Network Options

« General Options

« Advanced Configurations

Allandant aonouncement (ATAN) | NO Allendant Announcament (NO) v
Biang number requred (BILN) - 7]
Caf getal recoraing (COR) 7]
Morth Armwrican foll acherns (NATL) 5] b

Controds or Smers (CNTL) |
Carvanmonad (The runs onty) (CNVT) - T
Incoming DO Mige corrversion on s route (I0C) . 2]

Day 1I0C ree number (DCHND) | (0 - 204)

- Taght IDC e numbier (NDNO) |1 (0. 254)
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5.5.5 SIP Trunk Configuration

Step 1 - Expand Routes and Trunks on the left navigation panel and expand the Customer 0.
Select Route 16, to display the 10 trunks used in the reference configuration (Trunk:1 — 10), or
click Add Trunk to add additional trunks to the route.

AVAYA CS1000 Element Manager
= o1

N Meagnp 12428900 Usemame: adein

" :::T:n" ce Foates and Truzks » Radtes and Trunks
- M "
= Cove Equpment
-Loops Routes and Trunks
- Supeaoaps
- MSDLARSS Cads
- ConferanceTOSMulYegusn e ——
- Tone Senders sna Detectors Customan O Toral routes: @ Totat wunke 60 Aga reute |
« Fenphetal Egupment = [y | e
- P Nebwork + Route: 15 Type: TE Descnpion: K323 {Ean} | Add vurs |
- N Serves N =10 P T —
.vmcr:nme;:;ué:;z . - Houte: 16 Type TE Desmpon 59 {Edn) | Add n:fv_l
~l’h‘zdm Gatewars + Tk 1 .90 Toral unks 10
~Zones R )
- Host and Routs Tabiks + Route: 17 Trpe: TIE Descripten: P VIRK TTY lEan; Agdd trunk |
- Nstwork Agdress Tranalabon - -
-GS Threshoids + Route: 18 Tree TIE Descriphon SPLMNE Egit) | A0d fure

- Parsond Dieclonies

— Unicode Name Direciory + Route: 76 Tes DO Descripton’ MIRAN Ean} | Aod yunk |

« nterfaces - )
. . T s Desc WISIC Ed| | A
. Eokeaea e Houte: 27 fpe. W escriphon: IS £dit dd trunk
+ Emergency Sendces + Routs: 78 Trpe RAN Destriphon RAN1T E0n| | A0Q Funk |
+ Geographic Redundancy e e
+ 20Nwae + Route: 28 Trpe: RAN Descripton RANZ (Eanj | Add tuni |
- Roeses and Trunks - Route: 30 Troe R0 Desenpton; RAN [Ean] [_Ada vurw |
Devsas aod Innke

Step 2 - Click on Trunk:1-10 to display each trunk channel. Then click on the Edit button for
Trunk: 1, to display the trunk configuration.

- Route: 16 Type NE Desoiption SIP ]i‘i | ?gc trunk
-Tonk: 110 Total yunks 10
- Trunk: 1 TN: 096 1 02 00 Description SIP -W
- Trunk: 2 TH: 085 102 01 Description. SIP (Ea)
- Trunk: 3 TH. 096 102 02 Desciption SIP (Eag]
~ Trunk: 4 TN 09610203 Oescription: SIP Ede
- Trunk: 5 TN: 086 102 D4 Desoription: SIP |Ee)
- Teunk: 6 TN. 096 102 05 Desaiption SIP (Eaz)
Trunk: 7 TN 056 10208 Description SIP @
—Trunk: 8 TN 08610207 Description: SIP [Eae)
- Trunk: @ TN 096 102 08 Desuiption. SIP (Eaw]
- Trunk: 10 THL 096 102 08 Description. SIP (Eae]

In the reference configuration, Trunk 1 uses Channel 16. Therefore, each subsequent trunk
allocated to this route will use channel 16+(n-1), where n is the trunk number. For example, Trunk
9 will use channel 24 (16+9-1 = 24).
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Customer 0, Route 16, Trunk 1 Property Configuration

-Basic Configuration %
Auto increment member number:
Trunk data block:
Terminal number:
Designator field for trunk: | SIP
Extended trunk:

Member number:

—

Level 3 Signaling: w
Card density:
Start arrangement Incoming ;| Immediate (IMM) v
Start arrangement Outgoing: | Immediate (IMM) w

Trunk group access restriction: |0

Channel ID for this trunk: | 16 |
Class of Service: | Edit

5.6 Routing of Outbound Dialed Numbers to Session Manager

This section provides the configuration of the routing used in the reference configuration for
routing calls over the SIP Trunk between CS1000E and Session Manager for calls destined for the
AT&T IP Flexible Reach service. The routing defined in this section is simply an example and not
intended to be prescriptive. The example will focus on the configuration enabling a CS1000E
telephone user to dial 9-1-732-xxx-xxxx to reach a PSTN telephone. Other routing policies may
be appropriate for different customer networks.

5.6.1 Route List Block

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Select Route List Block (RLB) on the Electronic Switched
Network (ESN) page as shown below.

AVAYA CS1000 Element Manager
- UCM Network Services #| Managing: 192.412.0.100 Username: admin
- Home Dialing and Numbering Plans » Electronic Switched Network (ESN
- Links
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms
3 ga}nt(ér;apce i - Customer 00
+ Core Equipme -
- Pefipheral Equiprisnit - Metwork Control & Services
+ 1P Netwark - Network Control Parameters (NCTL)
+Interfaces - ESN Access Codes and Parameters (ESN})
- Engineered Values - Digit Manipulation Block (DGT)
+ Emergency Senvices - Home Area Code (HNPA)
+ Geographic Redundancy - Flexible CLID Manipulation Block (CMDB)
+ Software - Free Calling Area Screening (FCAS)
— Cust i zening (FSNS)
v e - Route List Black (RLB)
= ?:{ ets a d':ll:m i = i “lusion (ITGE)
wigeazmini Thisthe - Network Attendant Services (NAS)
- D-Channels , -
- Digital Trunk Interface - Coordinated Dialing Plan (CDP)
- Dialing and Numbering Plans - Local Steering Code (LSC)
- Electronic Switched Network - Distant Steering Code (DSC)
- Flexible Code Restriction - Trunk Steering Cade (TSC)
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Step 2 - Enter an available route list index number in the Please enter a route list index field and
click to Add, or edit an existing entry by clicking the corresponding Edit button. In the sample
configuration, route list block index 15 is used.

AVAYA €S1000 Element Manager
- UCM Network Services | Managing: 192.12.0.100 Username; admin
- Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Cust 00 » Network Centrol & Services » Route List Blocks
- Links
- Virtual Terminals Route List Blocks
- System
+Alarms

- Maintenance [ |

isti | | ¢a- to Add
+Core Equipment Please enter a route list index | | {(0-1999)
- Peripheral Equipment

+IP Network + Route List Block Index -- 10
+Interfaces

- Engineered Values
+Emergency Services

——

Route List Block Index - 15 |

+ Geographic Redundancy + Route List Block Index -- 16
+ Software
- Customers + Route List Block Index -- 17 [Edit]
- Routes and Trunks .
- Routes and Trunks + Route List Block Index -- 18
-D-Channels
- Digital Trunk Interface + Route List Block Index -- 19
- Dialing and Numbering Plans
- Electronic Switched Network + Route List Block Index -- 20

- Flexible Code Restriction

Step 3 - If adding a new route list index, scroll down to the Options area of the screen. If editing
an existing route list block index, select the Edit button next to the appropriate Data Entry Index
as shown below (e.g., 0).

AVAy/-\ CS1000 Element Manager
- UCM Network Services o Managing: 192.12.0.100 Username: admin
- Home Dialing and Numbering Plans » Electronic Switched Network (ESN) » Customer 00 » Network Con|
- Links Block
- Virtual Terminals -
- System Route List Block
+Alarms

-Maintenance
+ Core Equipment

- Peripheral Equipment General Properties
+IP Network )
+Interfaces Number of Alternate Routing Attempts: |5 (1-10
- Engineered Values =
+ Emergency Services Initial Set: |1 | (o0-84
+ Geographic Redundancy a
+ Software Set Minimum Facility Restriction Level : |1
- Customers 3 =
- Routes and Trunks Overlap’Length: |{) 9-24)
- Routes and Trunks Extended Local Calls:
-D-Channels ;
- Digital Trunk Interface Route List Index:

- Dialing and Humbering Plans
- Electronic Switched Network

- Flexible Code Restriction Please choose the i‘Daié éritryin&exén v to Add
- Incoming Digit Translation = -

- Phones 2
—Templates + Data Entry Index -0 | Edit |
L t

Brepois + Data Entry index — 1 [Edit

- Views

ting

Step 4 — Verify that the Digit Manipulation Index is set to 15 (see Section 5.6.2).

Step 5 - Scroll down to the Options section and select a <Route id> in the Route Number drop
down menu. In the sample configuration route number 16 was used. Default values may be
retained for remaining fields as shown below.
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General Properties
Entry Mumber for the Route List: I:I

Indexes

Facility Restriction Level: |0 (0-7)

Digit Manipulation Index:

Free Calling Area Screening Index:
Free Special Mumber Screening Index:

Business Network Extension Route: []
Incoming CLID Table: EI (0-0}
Options

Local Termination entry: []

Route Mumber: |

Skip Conventional Signaling: ]

Use Tone Detectar: []

Cnnwersinn to l Dk T

Time of Day Schedule:

1SL D-Channel Down Digit Manipulation Index: |0 {D-1999 )

Step 6 - Click Submit (not shown) to save the Route List Block definitions.

5.6.2 Digit Manipulation Block

The Digit Manipulation Block (DGT) is used to modify the outbound called digit string.

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Select Digit Manipulation Block (DGT) as shown below.

+Core Equipment

- Peripheral Equipment - Network Control & Services

AVAYA CS1000 Element Manager
- UCM Network Services | Managing: 192.12.0.100 Username: admin
- Home Dialing and Numbering Plans » Electronic Switched Network (ESN
- Links
- Virtual Terminals Electronic Switched Network (ESN)
- System
+Alarms
s Maintenance s Customer 00

+IP Network - Network Control Parameters (NCTL)
+Interfaces - ESN Access Codes and Parameters (ESN)
- Engineered Values - Digit Manipulation Block (DGT)
+ Emergency Senvices - Home Area Code (HNFA]
+ Geographic Redundancy ' - Flexible CLID Manipulation Block (CMDB)
+ Software - Free Calling Area Screening (FCAS)
o - Free Special Number Screening (FSNS)
e - Route List Block (RLB)
e Ay e - Incoming Trunk Group Exclusion (ITGE)
- Network Attendant Services (NAS)
- D-Channels X o
- Digital Trunk Interface - Coordinated Dialing Plan (CDP)
- Dialing and Numbering Plans - Local Steering Code (LSC)
- Electronic Switched Network - Distant Steering Code (DSC)
- Flexible Code Restriction - Trunk Steering Code (TSC)
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Step 2 — Add a new Digit Manipulation Block if required. In the reference configuration Digit
Manipulation Block 15 was used. Click on Edit.

Managing: 192.12.0.100 Username: admin
Dialing and Numbering Plans » Electronic Switched Network (ESN} » Custemer 00 » Network Control & Services » Digit Manipulation Block List

Digit Manipulation Block List

Please choose the | Digit Manipulation Block Index3 v |
+ Digit Manipulation Block Index — 1

+ Digit Manipulation Block Index - 2

+ Digit Manipulation Block Index -- 15

+ Digit Manipulation Block Index - 16

+ Digit Manipulation Block Index — 17

+ Digit Manipulation Block Index — 18

+ Digit Manipulation Block Index -- 19

+ Digit Manipulation Block Index — 20 [Edit]

+ Digit Manipulation Block Index - 30

Step 3 — Set Number of leading digits to be deleted to 0 (zero). Set Call Type to be used by the
manipulation digits to Call type will not be changed (NCHG). Then click on Submit.

Digit Manipulation Block

Digit Manipulation Index numhbers:
MNumber of leading digits to be deleted: |0 (0-19}
Insert:
IP Special Mumber: []
Call Type to be used by the manipulated digits | Call type will not be changed (NCHG) b

[ Submit ] [ Refresh ] [ Delete ] [ Cancel ]

5.6.3 NARS Access Code
This section defines the access code for off-net dialing (e.g., calls to PSTN).

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network.

Step 2 - Select ESN Access Codes and Parameters (ESN). Although not shown below, this
option can be seen on the screenshot shown in Section 5.6.2, Step 1.

Step 3 - In the NARS/BARS Access Code 1 field, enter the number the user will dial before the
target PSTN number. In the sample configuration, the single digit 9 was used.

Step 4 - Click on Submit (not shown).
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ESN Access Codes and Basic Parameters

General Properties

NARS/BARS Access Code 1: 9

NARS Access Code 2: |

MNARS/BARS Dial Tone after dialing AC1 or AC2 access codes:
Expensive Route Warning Tone:

- Expensive Route Delay Time: 6 0-10)
Coordinated Dialing Plan feature for this customer:

- Maximum number of Steering Codes: %10 (1-84000)

- Number of digits in CDP DN (DSC + DN or LSC + DN} 4 (2-10)
Routing Controls: []
Check for Trunk Group Access Restrictions:

5.6.4 Numbering Plan Area Codes

This section defines the various Numbering Plan Area Code (NPA) used to access PSTN (e.g.,
1732).

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network. Scroll down and select Numbering Plan Area Code (NPA) under
the appropriate access code heading. In the sample configuration, this is Access Code 1, as shown
below.

AVAYA CS1000 Element Manager
At E U A L A = A Ll LA A A AL = e ———

- Peripheral Equipment & - Free Calling Area Screening (FCAS)

+IP Metwark - Free Special Mumber Screening (FSNS)
+ Interfaces - Ruoute List Block (RLB)
- Engineered Values - Incoming Trunk Group Exclusion (ITGE)
+ Emergency Senvices - Metwork Attendant Senvices (NAS)
+Software - Coordinated Dialing Plan (CDP)

- Customers - Local Steering Code (LSC)

- Routes and Trunks - Distant Steering Code (DSC)
- Routes and Trunks - Trunk Steering Code (TSC)
- D-Channels - Numbering Plan (NET)

- Digital Trunk Interface

- Access Code 1
- Dialing and Numbering Plans )
- Electronic Switched Network - Home Location Code (HLOC)
- Flexible Code Restriction - Location Cade (LOC) .
- Incoming Digit Translation - Numhbering Plan Area Code (NPA)
 Phones - Exchange (Central Office) Cade (NXC()
. . - Special Number (SPN)
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Step 2 - Add a new NPA by entering it in the Please enter an area code box and click to Add or
click Edit to view or change an NPA that has been previously configured.

Numbering Plan Area Code List

Mease enter an anea code

+ Hurnbering Plan Area Code - 1712
+ Humbering Plan Area Cods -- 1732

+ |Humbering Plan Area Cods — 1908

Step 3 - In the screen below, the entry for 1732 is displayed. In the Route List Index field, 15 is
selected to use the route list associated with the SIP trunk to Session Manager (as defined in
Section 5.6.1, Step 2). Default parameters may be retained for other parameters. Repeat this
procedure for additional dial strings that should route to Session Manager.

Numbering Plan Area Code

General Properties

MNumbering Plan Area code translation:
Route ListIndex: | 15«

Incoming Trunk group Exclusion Index: |

5.6.5 Other Special Numbers to Route to Session Manager

Service numbers such as 0 (operator), x11 (information/emergency), 011 (international), and 18xx
(toll free) calls were also routed to Session Manager and ultimately to the IPFR-EF service.
Although not intended to be prescriptive, the method used in the reference configuration is
described below.

Step 1 - Expand Dialing and Numbering Plans on the left navigational panel and select
Electronic Switched Network.

Step 2 - Scroll down and select Special Number (SPN) under the appropriate Access Code
heading (e.g., 1 as shown in Section 5.6.3, Step 3).

Step 3 - Add a new number by entering it in the Please enter a Special Number box and click to
Add or click Edit to view or change a special number that has been previously configured. In the
screen below, it can be observed that various dial strings such as 0, 011, and x11 calls are listed.
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AVAyA C31000 Element Manager

- UCM Network Services “ Managing: 192.12.0.100 Username: admin
- Home Dialing and Numbering Plans » Electronic Switched Netw
- Links
- Virtual Terminals
+ System
- Customers
- Routes and Trunks
- Routes and Trunks Please enter a Special Number to Add
- D-Channels
- Digital Trunk Interface + ) ——
- Dialing and Numbering Plans Special Number -0 | Edit
- Electronic Switched Metwork r . N
- Flexible Code Restriction Special Number —- 011 | Edit

Special Number List

- Incoming Digit Translation .

- Phones Special Number - 1800 | Edit
- Templates
- Repors
- Views
- Lists + . e
_ Properties Special Number -- 911 | Edit

Minratinn

" Special Number — 411 [ Edit

m

Step 4 — To modify an entry click on Edit. In each case, Route list index 15 has been selected in
the same manner as shown for the NPAs in the prior section. Click on Submit (not shown).

Special Number (011)

General Properties

Route listindex: | 15

Incoming trunk group exclusion index: |«

5.7 Routing of Inbound Numbers to CS1000E

Calls from PSTN will dial IPFR-EF DID numbers to reach stations on CS1000E. The IPFR-EF
service will then deliver associated DNIS numbers, in SIP Invite messages, to the CPE. These
DNIS numbers are converted to the associated extensions by the CS1000E Incoming Digit
Translation (IDT) table.

Note — The DNIS digits are those included in the R-URI of the inbound Invite. These might not be
the same as the IPFR-EF dialed DID number.

Note — In the reference configuration, although AT&T assigned 10 digit DID numbers (e.qg.,
732555xxxx), the IPFR-EF service delivered 7 digit DNIS numbers (e.g., 555xxxx). Therefore the
7 digit number is used for call routing in the CPE, but the 10 digit number is used for CPE caller
identification (e.g., PAI).

Step 1 — Navigate to Dialing and Numbering Plans = Incoming Digit Translation
Step 2 — Select the appropriate Customer ID (e.g., 00) and click on Edit IDC.

+ Geographic Redundancy T Managing: 192.12.0.100 Username: admin

+ Software Dialing and Numbering Plans » Incoming Digit Translation
Customers
Routes and Trunks Incoming Digit Translation

-Routes and Trunks

- D-Channels

- Digital Trunk Interface

Dialing and Numbering Plans - Customer: 00 EditIDC

- Electronic Switched Network

- Flexible Code Restriction

-incoming Digit Transiation

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 42 of 95
SPOC 7/14/2015 ©2015 Avaya Inc. All Rights Reserved. CS1KSMSBCEG63FR




Step 3 — From the listed Digit Conversion Trees, select either New DCNO or edit DCNO. In the
reference configuration, Digit Conversion Tree Number: 1 was selected. Note that the Digit
Conversion Tree Number selected must also be defined in the trunk provisioning (Section 5.5.5).

= UCM Network Services A Managing 192,12,0,100  Username sdmin
~ Home Dialing and Numbering Plana » Incoming Digit Translation » Customer 00
= Links

= Virtual Terminals Customer 00 lncomlng D|g|[ Conversion Property
-~ System

+Alarms

- Maintenance

v Core Equipment - Digit Convarsion Trae Number:

[ NewDCNO |

~ Paripharal Equipmant bbbt
vP Network - Digit Conversion Tree Number: [ Edtpeno | |
+Interfaces

0
1
- Engineered Values - Digit Conversion Tree Number: 2 [ NewDbGcNG |
3
4

Digit Convarsion Trae Number;

+ Emargancy Services New DCNO

+ Geographic Redundancy
+ Software - Digit Conversion Tree Number: New DCNO
< Customers e ————

- Routas and Trunks
= Routes and Trunks S —
- D-Channels rRelvursrﬂ Cancel
- Digital Trunk Interface
= Dialing and Numbering Plans
= Electronic Switched Network
Flexible Code Restriction
- Ingoming Qiglt Translation

Step 4 — The IDC Tree form will open. Click on the Add button. In the Incoming Digits field,
enter an IPFR-EF DNIS number (e.g., 5553170). In the Converted Digits field, enter the
associated CS1000E extension (e.g., 4095). Allow the other fields to default. Click on Save.

AVAYA €$1000 Element Manager

~ DM Memenrh Servicns * Bewprg {E2A10480 Usermame 3dem
- :V’l- SRR S Ve g et » DR DO IORSMMIN) * aiDar 3 + DL Carotsand fae LLMINEIING ¢ AN Nibeng Gt
L)
Vitsa! Terrranae
Systare Add Incoming Digits
+ Narrm
- Marhruncs
Cove Equapment hoormgDgde S
- Loep
upetasgs
VEOLASS Conds Forrn thanage
- CothrercalTOIASARI N
Tore Seagen o

Conwwint dgte 335 * & - uomeny
o ol of Saty

o B 4 —ae e as 94 rwag ey Tge b swege w weere.

wy I O

o N Lad g
+ I Mot <
» Ioediates ¥ Romes charadeis
- Eagmeered Voums
« ENEeo Sencad i PID Mare
+ Croyaphic Rsdndng
+ SeBawa
Cunmers
- Rowses and Trunks
- Moutes o Theed
O-Crannss
- gt Trurd twrtacy
- DMk e Sarvdnnieg Pl =
- FRcuTri: Swichas Hetwart
Miatkits Code Masyrsse

1079k (e Tomrgiat e Sxpecied langiv
-~ Reporty
- Viens

U

Step 5 — Repeat Step 4 for all AT&T IP Flexible Reach DNIS numbers and associated extensions.

Digit Conversion Tree 1 Configuration
Regular IDC tree
Bend caling party DID disabled
Add_ || DelstelDC | Delete DC tree
Incoming Digtz « CongnegDigrs  CF
1 2933170 4095
5553171 4093
3 2553172 4099
o 3353176 4096
5553177 2090
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Note — Due to the issue described in Section 2.2, Item 10, Session Manager must modify the
DNIS digits that the CS1000E places in the PAI headers. See Section 6.3.1.

5.8 Enabling Plug-Ins for Call Transfer Scenarios

Plug-Ins allow specific CS1000E software feature behaviors to be changed. In the testing
associated with these Application Notes, Plug-In 501 is required for successful completion of
Unattended Transfer calls (see Section 2.2, Item 1).

Step 1 - To view or enable a Plug-In, from the left navigation menu, expand System - Software,
and select Plug-Ins (not shown). In the right side screen, a list of available Plug-Ins will be
displayed along with the associated MPLR Number and Status. Use the scroll bar on the right to
scroll down so that Plug-In 501 is displayed as shown in the screen below.

Step 2 - If the Status is Disabled, select the check-box next to Number 501 and click the Enable
button.

Note - Enabling Plug-In 501 will allow the user to complete the transfer while the call is in a
ringing state, but no audible ring back tone will be heard after the transfer is completed.

/-\V/-\yA CS1000 Element Manager
- UCM Network Services i)
- Home An internal error has occured! Severity:Major
- Links
- Virtual Terminals - Disable Print |
- System o
+Alarms [] Numbers Description MPLR Number Status
- Maintenance 36 D 223 FLAILUNM REJEU 1D UDIL LLDO KEWUES T YWIHTHR NU UALLING MPLR12290 Disabled
o ey SIUFTBER treatt t ki It fer th h lication if
- Peripheral Equipment :No busy treatment on external transfer through application i : z ¢
e g7 [] 224 OUT _T306 >0 MPLR24676 Disabled
-Nodes: Servers, Media Cards gg[] 225 PI:PKG 179, Taurus, elektronic ook, Mail and CallPilot softkeys MPLR223389 Disabled
= ;*:22}?22’;:@:"5“ Reports ga[] 226 PI:ACLID should display more than 10 digits MPLR15783 Disabled
=Y y
_Zones go[] 228 PI: TTY 0 on CPU card (8/1/N} causes cursor to go up on VDU MPLRO7613 Disabled
-Hostand Route Tables a1[] 230 PI: Unplugged telset disables after midnight routines. MPLR11700 Disabled
- Network Address Translation : o : i <
Pl: BRI 64K data not possible over DTI2. With mix of spans (both .
-QoS Thresholds 92 ] 231 DTl and DTI2) THIS is not supported. Wit Rieaned
T : : PI: QSIG GF: No diverting and originally called number in DLI2 : = i
. I;:(J;fx:gg: Name Directory 93[] 232 APDU on calls from MCDN TRO-BA MPLR24273 Disabled
—Engineered Values 94[] 233 MWI (High Voltage) Support for CLASS set with CLS LPA MPLR16506 Disabled
+Emergency Senvices 95[] 235 Restrict Hands-free functionality for all IP set types. MPLR29100 Disabled
T dcnadtnc) 96 [] 500 NO DESCRIPTION WPLR21979 Disabled
_ Call Server PEPs | o7 [] 501 Enables biind fransfer to a SIP endpoint even if SIP UPDATE IS Aot 10 oo n o0 Enabled |

- Loadware PEPs supported by the far end

5.9 Customer Information

In the reference configuration, specific calling number information is required based on the
destination of the call. For Calls to the IPFR-EF service, AT&T assigned DIDs are required in the
From and PAI headers.

5.9.1 Calling Number Provisioning for calls to the AT&T IP Flexible Reach
Service

The IPFR-EF service expects to see service assigned DID (Direct Inward Dialing) numbers in the

SIP origination headers (e.g., From and PAI). In the reference configuration these were 10 digit

numbers associated with the local NPA (e.g., 732555xxxX).
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Step 1 - Select Customers from the left navigation menu, and click on the appropriate Customer

Number (e.g., 00)

AVAYA €S1000 Element Manager

« UCM Network Servaces A Mnragng 192.12.0.400 Usscname admn
- Home Cuatomens
-~ Links

« Virtaal Terminsts Customers
- System

- Alarms

- Mamensnce o=t

« Core Equpment Add ]

« Penphoral Equipmans

+IF Pletwork Customer Humbet « Tatat Routes

- Engineerad Values

» Emerngency Senfces
+ Geographic Redundancy
« Software

- Qustomens

Step 2 — The Customer Details screen will open. Select ISDN and ESN Networking.

Customer Details

Haslc Configuration

Application Module Link
Attandant
Call Detall Racarding

Call Party Name Display

Call Rediraction

Cantrallzed Attendant Service
Caontrolled Class of Sarvice
Foatures

Feature Packages

Floxible Feature Codes
Intarcept Treatments

1SON and ESN Networking
Listed Directory Numbears

Media Services Properties

Moblle Sarvice Directory Numbears
Multi-FParty Operations

Night Service

The ISDN and ESN Networking screen will open. As a reference, the following screen shows the

General Properties section used in the reference configuration.

General Properties
Flaxible funk to runk connection opion: | Connecions resyiced -~
Flauble oftsfing prevention Simes. | 13 &

Country code 10 - B

National access code
INGMatonal 2CCeEs Code
Options: [ ] Transfer on nnging of supenased external frunics
[+] Connection of supendsed extemal nunks

Metaoek option. [ Coordinsted & aling ptan routing

Imegrated senices dightal network. [F]

Microsoft converged ofice dialing plan | Private iatng ptan
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Step 3 - Scroll down from General Properties to the Calling Line Identification section and note
the value in the Size parameter (e.g., 256). Click the Calling Line Identification Entries link.

Imagrated seraces digital network |v|

NICrOS0R Comerped oMice Miading plan  Privats 0aing plan &

Calling Line Identilication

Nioemation tor INCOMINGOUIZoIng caits  No manioudsion s Ssne

Sce 256 ax
Countrs coos 1 o
Caca Giplapesd 86 Jan of ARG rumBe
| Canng Line identficaton £ e

The Calling Line Identification Entries table will open.

Calling Line identification Entries

Search for CLD

Etan range

Ing sunge

| Sewrch

(Caling Line ideaticabion Entries

| add | [Detota | fiataah
[ Erany)as pabonaiCode  LocalCode  Hom iocabie code  Localslesrng code  Uiss Dbéas DID mmm 8
Tl 22 5644067 wo |
al | 732 5554008 MO
2 732 555438 NO
[ 3 732 2554384 MO
» 4444204 80
e % e 5654388 NO

Click on Add to create a new entry, or click on any existing Entry Id to view or make changes

(e.g., Entry Id 5 is shown below). Note that the Use DN as DID is set to NO. This means that the
local extension will not be used as the calling number.

Versory 192120108  Useiraew
ALEN S = ald

SAae (3 o Cablenres Dot « BON &

Edit Calling Line ldentification 5

Gaonernl Proporties

Hatonal Cooe 2
Lecal Code 4594200 o
aring Cuide
1 o { -
Emergency Services Accoss
ganay Locat Soos 9r
Emactncy Opth "_ee

Calling Party Name Display
Raman chamctamn [

CPMD Marne | Giow

0 Mas

Expocied Langih 24

Disgtay Format | First marme. Last nams =

Call IDs are then associated with specific telephone directory numbers (DNs) assigned to stations,
in Section 5.10.
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5.10 CS1000E Stations

This section is not intended to be prescriptive, but simply illustrates a sampling of a telephone
station defined in the reference configuration.

5.10.1 Sample IP UNIStim Phone DN 4095

Step 1 - Select Phones from the menu. The Search For Phones screen will open.
Step 2 - Select Criteria = Prime DN and enter a DN in the value field (e.g., 4094).
Step 3 - Click on Search.

AVAYA €$1000 Element Manager

- LCM Netwerk Sarvicas
- Home Managing EM o0 cotst 11329281001
« Links Seaccn far Phone
+ Systam
- Custooars
+ Routes and Trenks Search For Phones
+ Diaing and Nembering Plans

Phoses

Tempiates
Reparts Ctenta  Preme DN v Valua: 4005

- Viewsr

- Lists

-Prigenes

- Migraton ——r— T ]

Resulls Per Page 10 | Seach
» Tools Tl
» Sacwmy
Axt tmgoa | Rétraree Claar local 08 |
Select v sawch oteria. soter or selec Mie aesired walus and dick Searcn

Step 4 - The system will respond with the phone information. Click on the TN value (e.g., 096 0
01 06).

Search For Phones

Adwvanced | Hif

Criteria:  Prime DN ~ Value: 4085

Results Per Page 10 - | Search

Phones Found (1)

Add| Import...| Retrieve. . | Delete| Clear local DB <More Actions> - Refre|
[ Customer TMa Prime DN Designation Phone Type Template XD

1[0 © 096 0 01 06 4085 NUL 1140

The Phone Details form will open. Note that the telephone type is an 1140 and that it is defined in
Zone 3. A call between this telephone and another telephone in Zone 3 will use a best quality
strategy (see Section 5.4.2) and therefore can use G.711mu-law. If this same telephone calls out to
the PSTN via the SIP trunk, the call would use a best bandwidth strategy, and the call would use
G.729A.
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Phone Details

AL

- Perie [ty haje 1090 Vil Cestom View: NI <

5.10.1.1 Features

Scroll further down the Phone Details form and locate the Features section of the form. In this
section, various CS1000E telephone features are defined. All of the features described below are
found by scrolling through this section.

Features

Fusuie Deanription Vil

Eee) Aglamadc Answar Back

S AQDALIIOn Aciibe Request

ABDA COR on Abandoned Cale Coned

5.10.1.1.1 Setting Privacy

A method to have a CS1000E station request privacy (e.g., Privacy: id header in SIP INVITE) for
an outbound call, is to set CLBA Calling Party Privacy to Allowed via the Phone Features in
Element Manager as shown below.

CFIA Fealure wall Forwara ny Lall IypeDescrintion Denied Value: A
CFXA Call Forward External Allowed
CLBA Calling Party Privacy v
CLRO Calling Mumber Restriction Override Denied
CL3 Trunk/Call Type Access Restriction Unrestricted v 3

Another means to have the CS1000E request privacy (i.e., Privacy: id in SIP INVITE) for an
outbound call is to set DDGA Present/Restrict Calling Number to Denied (not shown).

Note — The methods described above define a fixed value on station and cannot be manipulated by
the end user. For ad hoc privacy, a dialing code such as *67 should be used. See Section 5.12.
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5.10.1.1.2 Call coverage to Call Pilot

Step 1 — Scroll though the Feature options and set the FDN (Flexible Call Forward No Ans DN)
feature to the Call Pilot access extension (e.g., 2090).

Step 2 — Set the FNA (Call Forward No Answer) feature to Allowed.

Step 3 — Set the Hunt (Hunt DN - All Calls, or Internal Calls for CFTA) feature to the Call Pilot
access extension (e.g., 2090).

Feature Description
FDM Flexible Call Forward Mo Ans DN 2090
FrA Call Forward Mo Answer Allowed -
‘HUNT Hunt DN - All Calls, or Internal Calls for CFTA 2090 ‘

Note - The phone Key MWK (Message Waiting) is also required (see Section 5.10.1.2.3 below). \

5.10.1.2 Keys

Scroll further down the Phone Details form and locate the Keys section of the form. Phone key
positions (buttons) are defined in this section.

5.10.1.2.1 Key 0 - Single Call Appearance
This key defines the first call appearance on the telephone.

Note — The CLID Entry (Numeric or D) field is where the CLID defined in Section 5.9 is
associated with this station. In the reference configuration, telephone station 4095 was assigned
CLID 5 and therefore will use 7325554386 as its calling number.

way o top Tipe Ry Ve

5.10.1.2.2 Key 2 — Message Waiting Indicator
This defines the MWI1 lamp.

MIK - Message Waiting Indication v
2

5.10.1.2.3 Key 16 - Message Waiting

This key defines the extension CS1000E will dial to reach the messaging system (e.g., Call Pilot
extension 2090).
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MWK - Message Waiting v .
16 Message Center DN 2090

[ muttigle Appearance Redireclion Prime(MARP

5.10.1.2.4 Key 19 - Forward All Calls
This key defines an alternate destination to redirect inbound calls for this station.

CFW - Forward All Calls A4
19 Redirection DM Length 16

Redirection DN 017325553903

f's)

5.10.1.3 Saving Changes
Once all changes have been made, at the bottom of the form, click on Save (not shown).

5.10.2 Analog Fax Line

The following screen shows basic information for an analog port in the configuration that may be
used with a fax machine. The port is configured as Directory Number 2779. No special Features
or Keys were defined.

Phone Detalls

L —mylenriacs

5.11 Changing RFC2833 DTMF Telephone Event Type

The CS1000E uses RFC2833 DTMF Telephone Event type 101. The IPFR-EF service
recommends the value 100 (see Section 2.2, Item 7). Therefore the CS1000E value is changed to
100 as follows:

Step 1 — From a CS1000E console connection, press the ctrl key and enter pdt. The system will
return:

PDT login on /tyCo/0
Username:

Step 2 — Enter the appropriate username. The system will respond with:

| Password:

Step 3 — Enter the appropriate password. The system will respond as follows:

The software and data stored on this system are the property of, or licensed to, Avaya Inc.
and are lawfully available only to authorized users for approved purposes. Unauthorized
access to any software or data on this system is strictly prohibited and punishable under
appropriate laws. If you are not an authorized user then logout immediately. This system
may be monitored for operational purposes at any time.

pdt>
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Step 4 — At the pdt> prompt enter setRFC2833PT 100

| pdt> setRFC2833PT 100

The system will respond with the pdt> prompt.

I pdt>

The CS1000E will now use RFC2833 DTMF telephone event type 100.

Note — If the CS1000E is rebooted, this command will be cleared and the system will use
telephone event 101 again. This command must be re-entered.

5.12 Ad Hoc Privacy Dialing

In the United States, central offices support ad hoc privacy by dialing *67 followed by the called
number. This dialing method can be implemented in the CS1000E as well.

Step 1 — From the left hand UCM menu, select Customers = Customer 00 > Flexible Feature
Codes (not shown).

Step 2 — At the bottom of the Flexible Feature Codes page click on Flexible Feature Code
Entries (not shown).

Step 3 — Click on Add (not shown).

Step 4 — In the Flexible Feature Code type field, enter CPP (Call Party Privacy), and in the
Value field enter *67.

Add Flexible Feature Code

Step 5 — Click on Save (not shown).

5.13 Configuration Backup

Expand Tools = Backup and Restore on the left navigation panel and select Call Server. Select
Backup and click Submit to save configuration changes as shown below.

~Tncoming DIgn Transianon
- Phones
- Templates
- Reports
e Call Server Backup
- Lists
- Properties
- Wigration
- Tools
- Backup and Restore
- Call Server

Action | Backup v | Submit Cancel |

The backup process may take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

Backing up reten.bkp to “varioptinonel/csifs/cf2/backup/single”
Database backup Complete!

TEMUZ07

Backup process to local Removable Media Device ended successfully.
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6 Configure Avaya Aura® Session Manager Release 6.3

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between the two. For more information, consult the
references in Section 11.

The following administration activities will be described:
e Define SIP Domain
e Define Locations for CS1000E and for the Avaya SBCE
e Configure the Adaptation Modules that will be associated with the SIP Entities for
CS1000E and the Avaya SBCE
e Define SIP Entities corresponding to CS1000E and Avaya SBCE

e Define Entity Links describing the SIP trunk between CS1000E and Session Manager, and
the SIP Trunk between Session Manager and Avaya SBCE.

e Define Routing Policies associated with CS1000E and Avaya SBCE.
e Define Dial Patterns, which govern which routing policy will be selected for call routing.

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL http://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager.

From the welcome screen enter appropriate User ID and Password and press the Log On button.
Once logged in, Home screen is displayed.

Log On Cancel

From the Home screen, under the Elements heading in the center, select Routing.
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6.1 SIP Domain

Step 1 - Select Domains from the left navigation menu. In the reference configuration domain
customera.com was defined.

Step 2 - Click New (not shown). Enter the following values shown below and use default values
for remaining fields. Click Commit to save.

« Home / Elements / Routkng / Domains

Domain Management <,°""““ Canced

1 jtemn i
Nome Type Moles

* customers.com @ CStLK

6.2 Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside. Location
identifiers can be defined in a broad scope (e.g., 192.168.67.x for all devices on a particular
subnet), individual devices (e.g., 192.168.67.10 for a device’s IP address), or an all inclusive
Location may be defined where no IP address is specified. In the reference configuration an all
inclusive Location called Common is used.

Note — As described above, Locations may be defined in several ways, depending on the CPE
environment. The method used in the reference configuration should not be viewed as
prescriptive.

Step 1 - Select Locations from the left navigational menu. Click New (not shown).
Step 2 - In the General section, enter the following value:
e Name: Enter a descriptive name for the location (e.g., Common).
e Use default values for remaining fields.
Step 3 - Verify that in the Location Pattern section, the IP Address Pattern field is blank
(default). Let all other fields default.
Step 4 - Click Commit to save.
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Maltimedia Sandwidthc
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Meximum Maltimodio Sandwidth (Inter-Locetion ). 2000 K Sex
© Miainun Maltimeda Bandwalth: B4 Kbt/ Sec
* Defau® Ao Bandwidth B s -
h ¥
Owvwrall Marm Thrusheld: 20 -l
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Add | Raowove
D Barvs

1P Adderss Fallem

6.3  Configure Adaptations

Session Manager can be configured to use Adaptation Modules designed to convert SIP headers
into formats used by other Avaya products and endpoints, as well as formats required by Service
Providers. In the reference configuration the following adaptations are used.

e DiversionTypeAdapter — This adaptation is used to convert History-Info headers sent by
the CS1000E in Call Forward scenarios to AT&T (which requires the use of Diversion
header with Call Forward).

e (CS1000Adapter — This adaptation is used to provide translation between various CS1000E
generated headers, into formats used by other Avaya products and endpoints.

¢ DigitConversionAdapter — This adaptation modifies digit strings in the Request-URI.
While this adaptation is not specified specifically in the reference configuration, its
functionality is included as part of all other adaptations.

In addition, Module parameters odstd (to modify destination domain or IP addressing), osrcd (to
modify source domain or IP addressing), MIME=no (to remove unnecessary CS1000E MIME
headers), and fromto=true (to modify the From and To headers) are specified.
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6.3.1 Adaptation for Calls to the CS1000E
Step 1 - Select Adaptations from the left navigational menu. Click New (not shown). In the
General section, enter the following values and use default values for remaining fields.
e Adaptation Name: Enter an identifier for the Adaptation Module.
e Module Name: Select CS1000Adapter from drop-down menu (or add an
adapter with name CS1000Adapter if not previously defined)
e Module Parameter Type: Select Name-Value Parameter
e Click on Add and the Module option fields will open. Enter the following:
¢ In the Name field enter fromto
¢ In the Value field enter true.
e Click on Commit.

Note — The fromto parameter is set so that destination user information is copied
from the R-URI into the To header for inbound calls to Call Pilot.

o Navew [ Clommnts | Rastivg | Adugtusns

Adaptaiion Detadls Comest | Carce

“ Adapration Manes: ATT to C51

Modube Mems  CN 10000t

Modute Pavasestar Tygse: N Voo P anete =

Egress URE Paramotens

Metes

Step 2 - In the Digit Conversion for Incoming Calls to SM section, click Add to configure
entries for calls from AT&T to the CS1000E. In some call scenarios the CS1000E may insert
local extensions in the PAI headers of responses or Relnvites. Session Manager will replace
the local extension with its corresponding IPFR-EF 10 digit DID access number in the PAI
header.

e Matching Pattern  Enter a CS1000E extension (e.g., 4095).

e Min Enter minimum number of digits (e.g., 4)

e Max Enter maximum number of digits (e.g., 4)

e Phone Context Leave blank.

e Delete Digits Enter 4, to delete the extension.

e Insert Digits Enter IPFR-EF access number associated with the extension

(e.g., 7325553170).
Address to modify  Enter both.
e Repeat for all extension/IPFR-EF number associations.

Note — In the reference configuration, although AT&T assigned 10 digit DID numbers (e.g.,
732555xxxx), the IPFR-EF service delivered 7 digit DNIS numbers (e.g., 555xxxx). Therefore the
7 digit number is used for call routing in the CPE, but the 10 digit number is used for CPE caller
identification (e.g., PAI).
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Step 3 - In the Digit Conversion for Outgoing Calls from SM section, click Add to
configure entries for calls from AT&T to the CS1000E.

Note that incoming AT&T calls to CS1000E stations have the inbound DNIS digits converted
to their associated local extensions in the CS1000E Incoming Digit Translation table (e.qg.,
AT&T DNIS 5553170 is converted to local extension 4095, see Section 5.7), so those digit
conversions are not needed here.

In addition, for direct PSTN/AT&T access to the integrated Call Pilot messaging system, the
DNIS number used to access Call Pilot (e.g., 5553177) must be converted to the Call Pilot
local access extension (2090). However for Call Pilot to accept the call, the DNIS digits must
be changed to 10 digits. The fromto=true Module Parameter specified in Step 1 above,
triggers this conversion by entering 7325553177 in the table..

e Matching Pattern  Enter IPFR-EF DIDs (e.g., 5553177).

e Min Enter minimum number of digits (e.g., 10)
e Max Enter maximum number of digits (e.g., 10)
e Phone Context Leave blank.

e Delete Digits Enter 10, to remove the AT&T DID digits.
e Insert Digits Enter the Call Pilot extension (e.g., 2090).
e Address to modify Select destination.

Add Remave

Select : all, Nane

Matching Pattern Min Mox

Placriee Delate Addrass to

ns ts Adaptation Deta Notes
Contexdt Digits modify

Step 4- Click Commit (not shown) so save changes to the form.
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6.3.2 Adaptation for calls from the CS1000E to AT&T

The message body of an INVITE message sent from the CS1000E will contain a MIME Multipart
message body containing the SDP information expected by AT&T, but also containing “x-nt-
mcdn-frag-hex” and “x-nt-epid-frag-hex” application parts that are not processed by AT&T. The
Module Parameter MIME=no was used in the reference configuration to remove these headers. In
addition, the DiversionTypeAdapter will convert History-Info headers to Diversion headers,
which are required by the IPFR-EF service for Call Forward scenarios. Note that the Avaya SBCE
is used to remove and/or alter additional SIP headers sent by the CS1000E (see Sections 7.2.3 and
7.3.3).
Step 1 — Repeat the steps from Section 6.3.1 with the following changes:
e Adaptation Name: Enter an identifier for the Adaptation Module (e.g.,
CS1K_to_ATT).
e Module Name: Select DiversionTypeAdapter from drop-down menu (or add
an adapter with name DiversionTypeAdapter if not previously defined)
e Module Parameter Type: Select Name-Value Parameter from the drop down
menu, then enter the following parameters:
o Inthe Name field enter MIME.
o fielding the Value field enter no..

Note — Neither Digit Conversion for Incoming Calls to SM nor Conversion for Outgoing
Calls from SM Digit were required in the reference configuration for the Avaya SBCE SIP
Entity form.

Adagptation Details Comnw Lt Cancal

* Adaptation Mame: CSIK to ATT
Moduls Name:  DisruonTypeddapte

Modube Parameter Type:  Name-Vate Parameter |«

Ado Retnoee

......

Egress URI Parameters:

Notes

Add | Remcye
0 items Fiter: Enabie

Matching Fattorn M Max Fhame Context Dedete Digits Imsert Dugits Address to modify Adaptation Data hotes

Add Fomoye

0 Items Fitar Enati

Matching Puttern Min  Max | Phose Context Debeta Digits Imsart Digits Address to modify Adaptation Duta Notes
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6.4 SIP Entities

SIP Entities are added for CS1000E and Avaya SBCE. A SIP Entity is created for Session
Manager as part of the Session Manager installation, so its configuration is shown in this section as
well for completeness.

Note - Once the Entity Links are provisioned for each Entity (see Section 6.5), the Entity Link
information will also be displayed on the Entity forms.

6.4.1 SIP Entity for the CS1000E

Step 1 - Select SIP Entities from the left navigation menu.
Step 2 - Click New (not shown). In the General section, enter the following values and use
default values for remaining fields.

e Name: Enter an identifier for the SIP Entity (e.g., CS1K).
e FQDN or IP Address: Enter the TLAN IP address of the CS1000E SIP GW.
e Type: Select Other
e Adaptation: Select the Adaptation Module defined in Section 6.3.1.
e Location: Select the Location defined in Section 6.2.
Step 3 - In the SIP Link Monitoring section:
e SIP Link Monitoring: Select Use Session Manager Configuration

Step 4 - Click Commit to save the new SIP Entity.

Tupe: Cttew
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Adaptaton. 4112 81
Lecatow e
ane Zoee; | wanchfaee _va%
* SIF Beser 075 Go sconds): 4
Crodead latl nae:
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6.4.2 SIP Entity for the Avaya SBCE
Repeat the steps in Section 6.4.1 with the following changes:

e Name:

[ ]

e Type:

e Adaptation:
e Location:

A-SBCE
FQDN or IP Address: Enter the private side IP Address of the Avaya SBCE.
Select Other
Select the Adaptation Module defined in Section 6.3.2.
Select the Location defined in Section 6.2.

S1P Eatity Detally

1k

* Namwe:
* FQDN or 1P Address:
Type:

Notes:

Adaplation:

Location:

Time Zone:

* SIP Timer B/F (i seconds ):
Crodontial name:

Call Detadl Recording:  ron

CommProfie Type leplmu.

Loop Detection Mode:  ©

SIP Link Monftoring:

Supports Call Admission Costrol;

Shared Bandwidth Manager:

Prissary Sedsion Masager Bandwidth Association:
Backup Session Manager Bandwidth Association:

Ovarride Port & Tramport with DNS SRY:

Comme  Canced
A SBCE
192.168.70.120
Other
CS1K_to_ATT -
Common =
AmencaNaw,_ Yok -

4

Uye Sepson Manages Configration =

Ada Nairrye
Fiter; Ecaty
Sefect | 2, Non=
;M.vn;,’.';."- to an OFHIONS Hequest
0tems o Fiter Enabie
ok
Respomse Code & Reasen Phrase Emtity Notas
Up/Dusn
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6.4.3 SIP Entity for Session Manager

As mentioned above, the SIP Entity for Session Manager is created during the Session manager
installation process, but is shown here for completeness.

SIF Entity Details Comme | Cancel

' Name: soé)
* FQDN or IP Addrass: 192.168.67.47
Type:  Seanion Manager

Notes:

Location:  Commor
Outbound Proxy: -
Time Zone: AmencaNew York -l

Credentiol name:

SIP Link Monitoring: Use Sesmon Manager Conbguration =

Acd Remava

Fiéter: Enabin

TP Failover poet:

[TLS Follover port

Add Remove

Fiker: Enable

et

Add flemove

0 s o Filtwe: Lt

Mark
Hesponse Code B Reason Phrase Entity Notes
Up/Bown

6.5  Entity Links

The SIP trunk between Session Manager and CS1000E is defined by an Entity Link, as is the SIP
trunk between Session Manager and Avaya SBCE.

Note — As mentioned previously, Entity Links created for the CS1000E and the Avaya SBCE will
appear on their corresponding CS100E and Avaya SBCE SIP Entity forms. In addition, they will
also appear on the Session Manager SIP Entity form.

6.5.1 Entity Link to CS1000E Entity

Step 1 - Select Entity Links from the left navigation menu.
Step 2 - Click New (not shown), and enter the values shown below.
Step 3 - Click Commit to save the Entity Link definition.
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6.5.2 Entity Link to the Avaya SBCE
Repeat the steps in Section 6.5.1 using the values shown below.

o« Mome [ Elements [ Booting / Entity Links d
melp 7
Entity Links Commit | Caecsd
Aduptations
SEF Estithes
‘Entity Links Lhem. & Fiker: Erobie
TG : : =
Tieme: @nnges Namn SI Enty 1 | Prwtocsd | Port 10 Exiity 2 EN"‘ _ Pon = ',"“'I':'“ New | Molss
Riniting Pulicies il iy sl Seruwe
Otat Pattarns w63 _A-SBCT widls] TR el 040 * A-FRCE -l o * 3060 rused (3]
Sefect @ Al

6.6 Routing Policies

Routing policies describe the conditions under which calls will be routed by Session Manager to
CS1000E, or the Avaya SBCE.

6.6.1 Routing Policy to the CS1000E

Step 1 - To add a new routing policy, select Routing Policies. Click New (not shown). In the
General section, enter the following values:

e Name: Enter an identifier to define the routing policy.
e Disabled: Leave unchecked.
e Notes: Enter a brief description. [Optional]

Step 2 - In the SIP Entity as Destination section, click Select. The SIP Entity List page
opens (not shown).
e Select the SIP Entity associated with CS1000E (see Section 6.4.1) and click Select.
e The selected SIP Entity displays on the Routing Policy Details page.
Step 3 - In the Time of Day section, add an appropriate time of day. In the sample
configuration, time of day was not a relevant routing criteria, so the 24/7 range was chosen.
Step 4 - Use default values for remaining fields.
Step 5 - Click Commit to save the Routing Policy definition.
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Note — The Dial Pattern portion of this form will be populated when the Dial Patterns in Section

6.7 are defined.
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6.6.2 Routing Policy to the Avaya SBCE
Repeat the steps in Section 6.6.1 with the following changes:

e Name: Enter an identifier to define the routing policy (e.g., A-SBCE).
e Select the SIP Entity associated with Avaya SBCE (see Section 6.4.2) and click Select.
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6.7 Dial Patterns

Dial patterns are used to route calls to the appropriate routing policies, and ultimately to the
appropriate SIP Entities.

Note - The dialed AT&T DID numbers may not be the same as the AT&T DNIS numbers sent in
the SIP Request-URI headers. The DNIS numbers used in the Request-URIs are the numbers to be
defined here in the Pattern fields. As mentioned previously, in the reference configuration, the
IPFR-EF service sent 7 digit DNIS numbers (555-XXxX).

6.7.1 Inbound AT&T calls to the CS1000E

Step 1 - To define a dial pattern, select Dial Patterns from the navigation menu and click New
(not shown).

Step 2 - In the General section, enter the following values and use default values for remaining
fields.

e Pattern: Enter dial pattern for calls to the CS1000E (e.g., 555XxxXx)
e Min: Enter the minimum number of digits (e.g., 7).

e Max: Enter the maximum number of digits (e.g., 7).

e SIP Domain: Select All

e Notes: Enter a brief description. [Optional]

Step 3 - In the Originating Locations and Routing Policies section, click Add.
Step 4 - The Originating Locations and Routing Policy List page opens.
¢ Inthe Originating Location list, select the location defined in Section 6.2.
¢ In the Routing Policies table, select the Routing Policy defined for CS1000E in
Section 6.6.1.
e Click Select to save these changes and return to Dial Pattern Details page.

Step 5 - Click Commit to save. Repeat this procedure as needed for any other patterns sent to
the CS1000E.
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6.7.2 Outbound Calls to AT&T
Step 1 - Repeat the steps in Section 6.7.1 with the following changes:

e Pattern: Enter dial pattern for calls destined to PSTN via the AT&T network
(e.g., 1732).

e Min: Enter the minimum number of digits (e.g., 11).

e Max: Enter the maximum number of digits (e.g., 11).

e Inthe Originating Location list, select Apply the Selected Routing Policies to All
Originating Locations.

e Inthe Routing Policies table, select the Routing Policy defined for Avaya SBCE in
Section 6.6.2.

PRSI —

Step 2 - Repeat this procedure as needed for additional PSTN numbers to be routed to
PSTN/AT&T network, (e.g., Toll Free calls — 1800 with Min/Max = 11, International calls —
011 with Min =12, Max = 16).
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7 Configure Avaya Session Border Controller for Enterprise

Note - Only the Avaya SBCE provisioning required for the reference configuration is described in
these Application Notes.

Note - The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document. Refer to [9 and 10] for additional information.

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (Al) of the

Avaya SBCE in the Common site, (192.168.70.120), with access to the Main site. The connection

to AT&T uses the Avaya SBCE public interface B1 (10.10.10.10).

The follow provisioning is performed via the Avaya SBCE GUI interface, using the “M1”

management LAN connection on the chassis.

Step 1 - Access the web interface by typing “https://X.X.X.X”” (where x.x.x.x is the management IP
address of the Avaya SBCE).

Step 2 - Enter the Username and click on Continue.

AVAYA =

Session Border Controller
for Enterprise

Step 3 - Enter the password and click on Log In.
AVAYA

Session Border Controller B0 SR 8 O ey (5 eEe) s S g
for Enterprise ey molo nraconrbekamrymon pat e
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Step 4 - The main menu window will open. Note that the installed software version is displayed.
Verify that the License State is OK. The SBCE will only operate for a short time without
a valid license. Contact your Avaya representative to obtain a license.

Note — The provisioning described in the following sections use the menu options listed in the left
hand column shown below.

Session Border Controller for Enterprise AVAYA

Daskboara Dashboard
Admnesianon

BachupFoestors

Systom Timre 5842 AN EDT ENS
Systemn Management | 1
Vorouoe 6120841 C
Gaobal Pramelers : = i
Clcbal Prodies a4 Dits Ths Age 2 065139 EOT 2015
PPM Servces | LCotee SLae O Ox |

Duman Pokoes Aggegate Licassiag Dverages 0
TLS Manaperment

5 Paak Licenang Owango Count 0
Device Specdic Setings

Hone foond

SOCE Max forwards Excesfed

7.1 System Management/Status

Step 1 - Select System Management and verify that the Status column says Commissioned. If
not, contact your Avaya representative.

Note — Certain Avaya SBCE configuration changes require that the underlying
application be restarted. To do so, click on Restart Application shown below.

Dashboard
Adrmirestrabion

System Management

Bachup/Ressore -
System Management Oevices | Updatos | | SSLVPN | Liconsing |

Global Parameters
Gobal Profies S8CE

Uewce Hoow

Muagomont Vorsion Statun

132 1658 63 64 632065473

PPM Seraces

Step 2 - Click on View (shown above) to display the System Information screen.

System Information: SBCE

Ganeral Configuration —

r Device Configuration =7 License Alocation
Applance Mame  SSCE HA Mada Ho 1 Standind Seevions

Box Type sSF Two Bypass Mode No
| || Advaexad Ssanons P
Degloywam Mode Froxy o

Scopa Video Sessins 4
. ] .

Encryppon

- Network Conliguration

2 168 70 120 192 168.70 120

192163701 Al

10.10.10.10 10.10,10,10 265 266 .25 240 10.10,10.1 3]
NS Configuration - Managument #s) —

Primary TS 192 188 675 P 1592 168.63 64 “

Secondary DNS

DS Location Dz

ONS Chame P 192182 70.120
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7.2 Global Profiles
Global Profiles allow for configuration of parameters across the Avaya SBCE appliances.

7.2.1 Server Interworking — Avaya

Server Interworking allows users to configure and manage various SIP call server-specific
capabilities such as call hold and T.38 faxing. This section defines the connection to Session
Manager.

Step 1 - Select Global Profiles = Server Interworking from the left-hand menu.

Step 2 - Select the pre-defined avaya-ru profile and click the Clone button.

Dashboard Interworking Profiles. avaya-ru
Admenisiray -
e on Add Chone
onhies [ o e |
teewoilng Prof A 4
System Managemen mewoing Proffes 118 sl fecorremabadied 1wl e Hatauls Toy clonmny or atlding & Hiew piofie nstaad
~ cs2100 X 1
Global Paramaters Guneral | | Thmers | | USt Maniputation | Header Masigutation | | Agvanced
« Gicba! Profies avays (v
8 oS Gototsl
Joman UosS -
S OCS-Edgr-Server Held Suppent HONE
Fingerpant
chRco-com
Server Interworking 180 Handing None
Pnone beetsnking e 181 Handown Nenw

Step 3 - Enter profile name: (e.g., Avaya_Trunk_Sl), and click Finish.

Clone Profile
Profile Marme vy
Clona Mams Boaya_Trunk 3
[ Fimsh ]

Step 4 - The new Avaya_Trunk_SI profile will be listed. Select it, scroll to the bottom of the
Profile screen, and click on Edit (not shown).

Dashiboard Interworking Profiles: Avaya_Trunk_Si
Admunistration Aa ‘
Bachup/Restore
Sv_:’er" H,a]\awmeﬂ[ Chick here to 200 a2 gezcnption
N £82100 [ i
Global Parameters General | Timess || UR) Manipulation | | Header Manipulation || Advanced I
Doman DoS SS.E 8
OCS-Edge-Saner Hold Suppont MONE
Fingerpont T
15 <<
Server Interworking - 380 Haxiding oo
Phane Interworking oy 181 Handing Morw
Mada Forking OCS FroctEnd Server 182 Handing bore
Routing Avaya Trunk 5 183 Handing Nooe
Server Confguration
detadt Reder Handiing No
Topology Hiding
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Step 5 - The General options screen will open.
e Check T38 Support. All other options can be left with default values, and click Next.

Ediing Profilo; Aviys_Truek_5)

.1
Hold Supgent RFC2S43 . ¢=0 0 0.0
RFCIZSL - a=sendanty

187 Handhing & None S0P No SDF
161 Hancing * Nene S0P HNo S0P
182 Handlng " NHone = Mo 80P
163 Handing * Hene S0P No S0P

Refer Handhrg
U Growp
Seced Hokd
Txx Handing
Chratsion Hunder Suppen
Owiapme S0 Harding
Re e Handing
T 38 Suppen v
URE Schems . 5 TEL ANY

* RFCIMY
RFC2543

Via Heaoer Formee

Step 6 - On the Privacy/DTMF window, select Finish to accept default values.

Proeacy

Pracy Esatied
User Name
P-Assened dentty
P Profened dentty

Pesacy Heathe

OTMF

& Nom
DIV Suppert SP NOTFY
SR INFO
Back Finigh

Step 7 - Returning to the General screen, select the Advanced tab shown in Step 4, and accept the
default values. Click Finish.
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Editing Profile: IPO_SI X

| None

Record Routes Single Sic2
@ Both Sides

Topology Hidng. Change CalbiD

Call-Info NAT

Change Max Forwards J

Inchude End Pent 1P for Context Lockup v

0OCS Extensions

AVAYA Extensions v

RORTEL Extenssons

Dwersson Manpulation

Owersion Header URK

Motaswiich Extensions

Reset on Talk Spunt

Reset SRTP Context on Session Refresh

Has Remole SBC v

Raoute Response on Via Pod

Cisco Extensions

Finish

7.2.2 Server Interworking — AT&T
Repeat the steps shown in Section 7.2.1 to add an Interworking Profile for the connection to
AT&T via the public network, with the following changes:

e Click on Add and create a new profile for AT&T (e.g., ATT_Trunk_SI).

e On the General screen check T38 Support.

e All other options can be left as default.

e Accept default values for the Privacy/DTMF, SIP Timers/Transport Timers, and

Advanced screens.

7.2.3 Signaling Manipulation

Note — The use of Signaling Manipulation scripts demands higher processing requirements for
the Avaya SBCE. Therefore, the use of Signaling Rules (Section 7.3.3) is the preferred method
for header/message manipulation. Signaling Manipulations should only be used in cases where
the use of Signaling Rules does not meet the desired result. Refer to [8] for information on the

Avaya SBCE scripting language.

Signaling Manipulations are SigMa scripts the Avaya SBCE can use to manipulate/remove SIP
headers/parameters. In the reference configuration Signaling manipulations are used to perform
the following:

e Remove the Telephone Event 111 sent by the CS1000E (see Section 2.2, item 7).

e Modify AT&T Maxptime=30 to Ptime=30 (see Section 2.2, item 3).

¢ Remove Remote-Address headers added by the Avaya SBCE (see Section 2.2, item 5).
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7.2.3.1 Remove Telephone Event 111

Step 1 - Select Global Profiles from the menu on the left-hand side.
Step 2 - Select Signaling Manipulation.
Step 3 - Click Add Script (not shown) and the script editor window will open.

Step 4 - Enter a name for the script in the Title box (e.g., CS1K_remove_111). The following
script is defined:

Signaling Manipulation Editor AVAYA

Tele CSWK _semove_111 Save
Fexoves 111 telephane svent. AFpiy tc CFF wide

within sassion “INVITE®

= cequest whece \DIRECTION="IMBOUND® and SENTRY J0OINIT=-"PRX ROUTING®

Fercve 111 from G5I¥ requests

acT on response where VOIRECTION="INBOUED" and VENTRY_FOINT="FRE_R0UTING™

Step 5 - Click on Save. The script editor will test for any errors, and the window will close. This
script is applied to the Session Manager Server Configuration in Section 7.2.4.

7.2.3.2 Modify Maxptime and Remove Remote-Address

Repeating the steps in Section 7.2.3.1, create the following script to convert the AT&T
Maxptime=30 to Ptime=30, and remove the Remote-Address header added by the Avaya SBCE.

Signaling Manipulation Editor AVAYA

Tele CSIK_mesptime_Remote Addre: Sava
//Taplace mazptime:I0 with ptime:30 3n calls to CEIX. Apply =o AT4T zide

wvithan seseion “ALL®
|

act o reqguest wvhere (DIRECTION="IMNOUND" and VINTOY POINT«"JRK_BOUTING®

SEDFI1] . veges_teplace( "A"Rarptine: 30", “avptine:10");

|
|

/4 Temows Famote-Addrass header added by FRCE. Apply to ATAT ride
within sersziom “ALL®
[
T oo wessage whera SDIPECTION=*OUTEOUND* wod SENTRY JOINT=*POET_ROUTING*
i

reuore (VEEADIRS | "Semote-Addrese [ 11]1);
|

|

This script is applied to the AT&T Server Configuration in Section 7.2.5.
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7.2.4 Server Configuration — Session Manager

This section defines the Server Configuration for the Avaya SBCE connection to Session Manager.

Step 1 - Select Global Profiles = Server Configuration from the left-hand menu.

Step 2 - Select Add Profile and the Profile Name window will open. Enter a Profile Name (e.g.,
SM_Trunk_SC) and click Next.

Add Server I;unﬁgurmr_icm Profile

Profila MName SM_Trunk_5C

[ et |

Step 3 - The Add Server Configuration Profile window will open.
e Select Server Type: Call Server.
IP Address: 192.168.67.47 (Session Manager network IP Address)
Supported Transports: Check TCP.
TCP Port: 5060.
Select Next.

Edit Server Configuration Profile - General

Sarver Type can not bo changed while iz Server Configuration profile iz associated to @ Sanver
£ e '

Senver Type

IP Agdress | FQON Tranzport

192 16867 47 5060 TCP .

Step 4 - The Authentication and Heartbeat windows will open (hot shown).
e Select Next to accept default values.
Step 5 - The Advanced window will open.
e Select Avaya Trunk_SI (created in Section 7.2.1), for Interworking Profile.
¢ Inthe Signaling Manipulation Script field select the script defined in Section 7.2.3.1.
e Select Finish.

Note — Since TCP transport is specified in Step 3, then the Enable Grooming option
should be enabled.

Edit Sesver Configuration Profile . Advanced
Enable DoS Protection
Enable Grooming J
Intervoriong Profile Avays_Trunk_SI| -
TLS Client Profile AvayaSBCClient «
Sagnaling Manipulation Scopt CS1K_remove 111 -
Cannection Type SUBID -
Finish
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7.2.5 Server Configuration — AT&T

Note — The IPFR-EF service may provide a Primary and Secondary Border Element. This section
describes the connection to a single (Primary) Border Element. See Addendum 1 for information
on configuring two IPFR-EF Border Elements (Primary & Secondary).

Repeat the steps in Section 7.2.4, with the following changes, to create a Server Configuration for
the Avaya SBCE connection to AT&T.
Step 1 - Select Add Profile and enter a Profile Name (e.g., ATT_SC) and select Next.
Step 2 - On the General window (not shown), enter the following.
Select Server Type: Trunk Server.
IP Address: 10.10.10.11 (AT&T Border Element IP address)
Supported Transports: Check UDP.
e UDP Port: 5060.
Select Next.
Step 3 - On the Advanced window, enter the following.
e Select ATT_SI (created in Section 7.2.2), for Interworking Profile
e In the Signaling Manipulation Script field select the script defined in Section 7.2.3.2.

Edit Server Configuration Profile - General X

Sefvet Type can nal be chahged winls this Servet Configuration profle 18 associated 1o & Server

Flow

Server Type

Add

IP Address / FQDN Port Transport
12141314 5060 uDP -
Edit Server Configuration Profile - Advanced X

Enable DoS Protection

Enable Grooming

Interworking Profile ATT Trmk S| v
Signaling Mampulation Scrpt CSIK_maxptime_Remote_Addrass «
Connecton Type SUBID -

7.2.6 Routing — To Session Manager

This provisioning defines the Routing Profile for the connection to Session Manager.
Step 1 - Select Global Profiles = Routing from the left-hand menu, and select Add (not shown)
Step 2 - Enter a Profile Name: (e.g., SM_RP) and click Next.
Step 3 - The Routing Profile window will open (not shown). Keeping all the default values, click
on Add to define a next-hop address for Session manager. Enter the following values:

e Priority/Weight =1

e Server Configuration = SM_Trunk_SC (from Section 7.2.4).

e Next Hop Address = Select the 192.168.67.47:5060 (TCP) entry from the drop down

menu (Session Manager IP address). Also note that the Transport field is grayed out.
e Click on Finish.
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Profile : SM_RP . Edir Rule

URI Group B - Time of Day default «
Load Balancing Prionty * NAPTR

Transport Nor Next Hop Priority v

Next Hop in-Oialog gnore Route Header

Server Configuration Next Hop Address Transpon

1 SM_Trunk_SC v 1921686747 5060 (TCP) -

7.2.7 Routing — To AT&T
Repeat the steps in Section 7.2.6, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to AT&T.
e Add anew profile (e.g., ATT_RP).
e On the Next-Hop Address window populate the following fields:
e Priority/Weight =1
e Server Configuration = ATT_SC (from Section 7.2.5).
e Next Hop Address: Verify that the 10.10.10.11:5060 entry from the drop down menu
is selected (AT&T Border Element IP address).
e Use default values for all other parameters.

Profile : ATT_8P . Edit Rule
LRI Gesup v - Time of Day dufall «
Looad Bslanaing Prnosty «  NAPTR
Transpert Hext Mop Prarty
Hae Hap InDiakeg e Routa Heate

1 ATT_SC - 10.10,10.11:5060 [UDe)
Finan
Fingerprin: *  Routing Profiles: ATT_RP
Server Interworking [ Add | | Rename || Clone || Delete |
pl'l'i'l.'"-‘r P‘RETWDI‘IW‘Q Routing Profiles Click here to add s description.
Wedia Forking dafoil
Routing Routing Profile
. ATT_RP . .
Server Configuration LUpdate Priadity Add |
Topalogy Hiding EM_RP uRl — Load
e L Ime ol (] 3 ¥
Signaling Friarty Group Day Balancing Mext Hop Address  Transport
Manipulation
LRI Graups 1 . defau Prcity 10.10.10.11 UDP  Edit Delete
P Services
omain Policies
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7.2.8 Topology Hiding — Avaya Side

The Topology Hiding screen allows users to manage how various source, destination and routing

information in SIP and SDP message headers are substituted or changed to maintain the security of

the network. It hides the topology of the enterprise network from external networks.

Step 1 - Select Global Profiles & Topology Hiding from the left-hand side menu.

Step 2 - Select the Add button (not shown), enter Profile Name: (e.g., Avaya_TH). Click Next.

Step 3 - The Topology Hiding Profile window will open. Click on the Add Header button
repeatedly until no new headers are added to the list, and the Add Header button is no
longer displayed.

Topology Hiding Profile X

Aod Headat

Ovormtite Valuw

RequastLing »! PDoman  |v] Awo -

Back Faush

Topology Hiding Profile

Rapiace Action (varwte Vihe

RequestLing PDoman  [=] Ao

| 15
i

IFDomain  [v] Ado

1% &l

-
1 ! IPOorman | Asto

Hecord-Raute =] WPOoman (=] Ao

Via ] IPDaman (=] Ao -
sSOP v IPDoman [»] Awe -
Retet To =] PDoman  [=] Acte -
Retormed-Sy el 1POoman =] Awo -

Bock Fuvah

Step 4 - Populate the fields as shown below, and click Finish (not shown). Note that
customera.com is the domain used by the CPE (see Sections 5.5.1 and 6.1).

i Topology Hiding Profile

Retar-To » PDoman «  Qveranta *  CUSOMETE Com
spe * PlDoman =« Mo x
Racord Route v P/Doman - Ao -
Via - P/Doman v Ao -
To ~  PDoman v Qveranila v LU OMEdE com
Aataned By - P/Doman v Queswiits v  CUSSOMSIE COm
Reguest-Line +  P/Doman e  QOveranis * customesa com
From v  P/Doman v  Overamis v customess com

7.2.9 Topology Hiding — AT&T Side

Repeat the steps in Section 7.2.8, with the following changes, to create a Topology Hiding Profile
for the Avaya SBCE connection to AT&T.

e Enter a Profile Name: (e.g., ATT_TH).

e Use the default values for all fields and click Finish (not shown).

JF; Reviewed: Solution & Interoperability Test Lab Application Notes 74 of 95
SPOC 7/14/2015 ©2015 Avaya Inc. All Rights Reserved. CS1KSMSBCEG63FR



Edit Topology Hiding Profile X

Header Criteria Replace Action Owetvrite Value
ReferTo » WPOoman <« Aulo -
soP v PDomain +~ Auto -
Record-Route * PDoman ~ Aulo -
Via * PDaman +« Aulo -
To «  P/Damam « Auto -
Refearad-By « POomain ~ Auo -
Reqguestine * PPDomain ~ Aub -
From » PComan ~ Aulo -

7.3 Domain Policies
The Domain Policies feature allows users to configure, apply and manage various rule sets

(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.

7.3.1 Application Rules
Step 1 - Select Domain Policies = Application Rules from the left-hand side menu (not shown).
Step 2 - Select the default-trunk rule (not shown).
Step 3 - Select the Clone button (not shown), and the Clone Rule window will open (not shown).
e Inthe Clone Name field enter SIP-Trunk_AR
e Click Finish (not shown). The completed Application Rule is shown below.

Cazhboard Appication Rules: SIP_Trunk_AR

Admansyation L & 0
Akl Fthe: By Dwvice - Soatume || Clene | Dwiwm

Ottt

BachupReston

Systern Maragement

Globa Parameters
Globat Profies Ol Durw

FPM Serves ettt sbecrom drw

+ Ooman Polces
OFa N JuBECDe hgh
Applization Rules Vides

At seret o

Boeder Rukes

ettt ames Nigh

P Tk A8
None

7.3.2 Media Rules

Media Rules are used to define QOS parameters. The Media Rule described below will be applied
to both directions, and therefore, only one rule is needed.
Step 1 - Select Domain Policies = Media Rules from the left-hand side menu (not shown).
Step 2 - From the Media Rules menu, select the default-low-med rule.
Step 3 - Select Clone button (not shown), and the Clone Rule window will open.
e Inthe Clone Name field enter Avaya-low-med_MR
e Click Finish. The newly created rule will be displayed.
Step 4 - Highlight the Avaya-low-med_MR rule just created (not shown):
e Select the Media QOS tab (not shown).
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Click the Edit button and the Media QOS window will open (not shown).
Check the Media QOS Marking field is Enabled.
Select the DSCP box.
Audio: Select EF from the drop-down.
e Video: Select EF from the drop-down.
Step 5 - Click Finish (not shown). The completed Media Rule screen is shown below.

Dashboad
Adrrunstrats
SachupReswne
System Managedment

Global Parameters

* Daman Pokies
Apptcaton Rues
Bonder Fudes

Madia Ruise

Meda Rules Trunk_low_mad_MR

Add Fotar By Device

T T —

telad bym ed

(el R | Meshe Kneiypiive | | edia Silegeton s | Meie Oc5 | Mo SFER) |Medin 0G|

Seta s Srm i GO
foka s oy

Seldt hgnane
#ye ke radare

neb low wed MR

Rarame | Com Datate

7.3.3 Signaling Rules
In the reference configuration, Signaling Rules are used to filter various SIP headers.

7.3.3.1 Avaya — Signaling Rules
Step 1 - Select Domain Policies = Signaling Rules from the left-hand side menu (not
shown).
Step 2 - The Signaling Rules window will open (hot shown). From the Signaling Rules menu,
select the default rule.
Step 3 - Select the Clone button and the Clone Rule window will open (not shown).
e Inthe Rule Name field enter CS1K_SR
e Click Finish. The newly created rule will be displayed (not shown).

7.3.3.1.1 Avaya - Signaling Rule - Request Headers Tab
The following Signaling Rules remove SIP headers sent by Communication Manager SIP requests
that are either not supported or not required by AT&T.
Step 1 - Highlight and the CS1K_SR rule created in Section 7.3.3.1, select the Request Headers
tab, and enter the following:
e Select the Add In Header Control button (not shown). The Add Header Control window
will open.
Select the Request Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
In the Header Name field, enter P-Location.
From the Method Name menu select ALL.
For Header Criteria select Forbidden.
e From the Presence Action menu select Remove header.
Step 2 - Click Finish.
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Edin Header Control

Propnstary Request Headar

Hoader Name P-Locabon
Method Name ALL -
& Fortudden
Header Critena Mandatory
Optional

Remaove haader «
Prasence Action
Here

Fresh

Step 3 - Repeat Steps Steps 1 & 2 to create a rule to remove the following headers:
e Alert-Info, (Proprietary = No).

History-Info, (Proprietary = No).

Remote-Party-I1D, (Proprietary = No).

AV-Global-Session-1D, (Proprietary = Yes).

P-AV-Message-1D, (Proprietary = Yes).

P-AV-Message-1D, (Proprietary = Yes).

X-nt-e164-clid, (Proprietary = Yes).

The completed Request Headers form is shown below. Note that the Direction column says “IN”.

Cazhboxd Signaling Rules: CS1K_SR
A estrato vy,
Admnstraton Acks Fiter Sy Deview - Rename Clene Cubeta
BackupFtestore
: Click hawe b =
Global Panmeters -t v
SR ddiinde | Goseral || Roguasts | finspoases | Fuguest lenders | - Rosponse tHoaders || Sigsaling Go5 || UCID
Giobal Prothes No Contant-Type O
5 L Add n Headw Cartect Acxt Ot Huwder Comul
PP Servces AIT_gR
s Domae Polcies v' - Haooet Name Nt od Tlarme Heale Crtonn
Acohe 600 Fubes Y AVOktd Seseon ALL Fosdder Rumum Huate Yus ]
Bonder Rules 2 Adet ik ALL Fortadden Rarmowe tteade Me N
Meacia Rudes 3 Hixary o ALL Forbioder Romow Hoader Me L
Securty Rudes =
SOty Faden ¢ ANl ALL Forticden Remos Heatwr  Yes M
Signaiing Rules
o -] P-locsine ALL Fortackder Remees tuate Yos 2]
e of Day Rudes
End Port Policy L Hemate-FretypdD ALl Fortadden oo teater fie L)
Oroups wrt-0%%4-cld ALL Fortadder Famom Heate You N
Sassion Poloes

7.3.3.1.2 Avaya - Signhaling Rule Response Headers Tab

The following Signaling Rules remove headers sent by Communication Manager SIP responses
(e.g., 1xx and/or 2000K) that are either not supported or not required by AT&T.

Step 1 - Highlight the Avaya_SR rule created in Section 7.3.3.1, and using the same procedures
shown in Section 7.3.3.1.1, remove the following headers:

e P-Location header from 1xx responses:
e Select the Response Headers tab (not shown).
Click the Edit button and the Edit Header Control window will open.
Check the Proprietary Request Header box.
In the Header Name field, enter P-Location.
From the Response Code menu select 1xx.
From the Method Name menu select Invite.
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e For Header Criteria select Forbidden.
e From the Presence Action menu select Remove Header.
e Click Finish.
e P-Location header from 2xx responses.
e From the Response Code menu select 2xx.
e Click Finish.
Step 2 — Repeat Step 1 to remove the following header for 1xx and 2xx responses:
e P-AV-Message-1D, (Proprietary = Yes).

e AV-Global-Session-1D, (Proprietary = Yes).
e Remote-Party-ID, (Proprietary = No).
e History-Info, (Proprietary = No).

The completed Response Headers form is shown below. Note that the Direction column says “IN”.

Dasrooare Signaing Rules- CS1K_SR
Piririiaion Ackt Fiter fiy Dervce v Antame | Ciore | Dwlels
Bxhupfesioe
> m S37h eeve (v i€ o Qeecaptioe
Sy=miern Management
e 3 delautt I 1 - [ re 1 S =T
Globsf Parnmeters
Glob Pyofies No-Costers-Type-Lh
= & MG In Headet Comnl | Add Dt Headw! Cantrol
FPN Senaces AT 58
* Doman Pokdes
Miygs_SR
Apphcanon Fudes ——
Border Rubkes ACM SR so 5M ! A Ghabiat-Seasian e nX ALt Foftedten Fasder Y ]
Neda Rudes S1IK SR 2 x = 3
7 ARGty Seymenis X ALl Fortadomn Heoder Yoo "
Secunty Hules /W A
Signaling Rules ) Mook 15X ALl Zartadcmn 'ﬁ; ;;:‘ N ]
Tare of Day Rudes
Dois ) . Remowe
IE'-J Pont Policy 4 Matory ey ba ! ALL Fortedden Hasder Mo N
Groups
3 - Rm=ra \
Sezaon Pokoies £ P AV Messaged X ALL T arsiden Hesder You N
TLS Managerment =
= 2 2. ]
Dence Spechc Setings ] PAVMessnge PaL ALL atteddut Header Yea M
P-Location ¢ AL Fomidde  FomOe Yeu n
8§ Ploceden X ALl F artadden r‘h:.)o:‘ s Yer ]
»e 5 1 a ] 3
3 FamatePany D LERS ALL Fateadden Noader o N
M FemetoPany D 2 AL Fomkdden  Lomee Ho n

Step 3 - Highlight the Avaya_SR rule, select the Signaling QOS tab and enter the following:

e Click the Edit button and the Signaling QOS window will open (not shown).
e Verify that Signaling QOS is selected.

e Select DCSP.

e Select Value = EF.

Step 4 - Click Finish (not shown).

| General | Requests | Responses | | Request Headers | | Response Headers | | Signaling Gos || uciD
Signaling QoS /
QoS Type DSCP
DSCP EF
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7.3.3.2 AT&T - Signaling Rule Request Headers Tab

The Remote-Address header inserted by the Avaya SBCE is removed prior to sending it to AT&T
(see Section 2.2, Item 5). Repeat the steps in Section 7.3.3.1.1 to remove the Remote-Address
header. The completed Request Headers form is shown below. Note that the Direction column says
“ouT.

Dashboard Signaling Rules: ATT_SR
Admursstraton Add File By Davice - Rerame || Clone | Delete
Systern Management
detast [ 11 1
Global Pararneters | Generol | | Regy | Responmes | | Request Hesders iv“_, " 1‘1 graling QoS | UCID |
Global Profiles Ha-Comtent-Typa-On — ' o s Amu r; .d..d c‘ “17 Vwc» Headi Cortiol
: o ' o
PPM Sorvices ATT_SR . — .
4 Domam Polcies . e e
C3 SR
Aoghcation Rudes
Rordor Bidoc

| Note - No Response Header manipulation is required. |

Step 1 - Highlight the ATT_SR rule, select the Signaling QOS tab and repeat Steps 3 & 4 from
Section 7.3.3.1.2.

| Gonerai | | Requoss | | Responses | | Request Haadary | | Responee Headary | Signaling Go || UCID
Sgnating QoS /
Q65 Type DsScP
bace 5
Ede

7.3.4 Endpoint Policy Groups — Avaya Connection
Step 1 - Select Domain Policies from the menu on the left-hand side.
Step 2 - Select End Point Policy Groups.
Step 3 - Select Add.

e Name: Avaya_default-low_PG.
Application Rule: SIP_Trunk_AR (created in Section 7.3.1).
Border Rule: default.
Media Rule: Trunk_low_med_MR (created in Section 7.3.2).
Security Rule: default-low.

e Signaling Rule: CS1K_SR (created in Section 7.3.3).
Step 4 - Select Finish (not shown). The completed Policy Groups screen is shown below.

* Coman Polces Polcy Groups: Avaya_dsfautdow_PG
Aophcmon Rues Add Fitee By Devwce - feoane || Dote | Delete
Mede Fubes

> demt tegh ers

Securty Rules

Sgnaing Rues QC5-geld S

Tire of Dy Rudes RN p——

End Poine Policy

Groups Myt hgh asec

Sesson Polces YD N ) sar
TLS Managemmert ATT_detmttize PG

Dewe Spectc Sengs

Bvayn_debuidt Sow
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7.3.5 Endpoint Policy Groups — AT&T Connection

Step 1 - Repeat steps 1 through 4 from Section 7.3.4 with the following changes:
e Group Name: ATT_default-low_PG.
e Signaling Rule: ATT_SR (created in Section 7.3.3).

| Policy Group

Summary

Apphcation Secunity Sygnaling

7.4 Device Specific Settings

7.4.1 Network Management
Step 1 - Select Device Specific Settings = Network Management from the menu on the left-

hand side.
Step 2 - The Interfaces tab displays the enabled/disabled interfaces. In the reference

configuration, interfaces Al (private) and B1 (public) interfaces are used.

Ado VIAM

Step 3 - Select the Networks tab to display the IP provisioning for the Al and B1 interfaces.
These values are normally specified during installation. These can be modified by
selecting Edit; however some of these values may not be changed if associated

provisioning is in use.

Intarfaces | Metworks |

Gateway Subnet Mask Intertace I Addrags

Network_A1 192 168 701 255 255.255.0 Al 192 168 70 120

Network_B1 10.10.10.1 255 255 255 240 g1 10.10.10.10

7.4.2 Advanced Options

In Section 7.4.3, the media UDP port ranges required by AT&T are configured (16384 — 32767).
However, by default part of this range is already allocated by the Avaya SBCE for internal use
(22000 - 31000). The following steps reallocate the port ranges used by the Avaya SBCE so the
range required by AT&T can be defined in Section 7.4.3.

Step 1 - Select Device Specific Settings = Advanced Options from the menu on the left-hand
side.

Step 2 - Select the Port Ranges tab.
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Step 3 - In the Config Proxy Internal Signaling Port Range row, change the range to 42000 —
51000.

Step 4 - Scroll to the bottom of the window and select Save (not shown). Note that changes to
these values require an application restart (see Section 7.1).

Dusttrwe Advanced Options: SBCE
Adminstranon
Backug/Heastors

i Yot H =1

Skt Nategiheed BTN | cuwiwimg | bestrn Caviral | S Oytemn | Neteeek Optmnn |V sy | MICH Warmbiing
Cichsad Paraevaur o
(Fchal Farasaters CHavyer fs e aethegs Swem peprw we AppE b ineiet benes bberg sfect Appmant rraiats ae e jenand ben Sgren

Gobd Frofies Mgt

Syrang Do large 200 18000

* Dew ol Semngs Config Py twral Sgratng Fon g oo s1o00

Network Management

Mncs irtwfacn
Usist Port Range £ e

HITH Per Harge 000 10ewo

TURN/STUN Earece
StNP TGS TR Ligtn Pt Range T wa
Syehig Mmgerment

Advanaed Osgons OCS Akarsats FTF Uistan Fant Range ST

Troutleshoutng

7.4.3 Media Interfaces
As mentioned in Section 7.4.2, the IPTF service specifies that customers use RTP ports in the
range of 16384 — 32767. Both inside and outside ports have been changed to this range, but only
the outside is required by the IPTF service.
Step 1 - Select Device Specific Settings from the menu on the left-hand side (not shown).
Step 2 - Select Media Interface.
Step 3 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Inside_Trunk_MI.

e IP Address: 192.168.70.120 (Avaya SBCE Al address).

e Port Range: 16384 — 32767.
Step 4 - Click Finish (not shown).
Step 5 - Select Add (not shown). The Add Media Interface window will open. Enter the
following:

e Name: Outside_Trunk_MI.

e IP Address: 10.10.10.10 (Avaya SBCE B1 address).

e Port Range: 16384 — 32767.
Step 6 - Click Finish (not shown). Note that changes to these values require an application restart
(see Section 7.1). The completed Media Interface screen is shown below.

Diastboowd Media Inderface: SBCE
ASTwestTaon

Baceup Resdun
Symtne b [ Ueens REEUEEREENE
e SEE
: ooy

Nedia interfaze

Sigrgig edace
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7.4.4 Signaling Interface
Step 1 - Select Device Specific Settings from the menu on the left-hand side (not shown).
Step 2 - Select Signaling Interface.
Step 3 - Select Add (not shown) and enter the following:
e Name: Inside_Trunk_SI.
e IP Address: 192.168.70.120 (Avaya SBCE Al address).
e TCP Port: 5060.
Step 4 - Click Finish (not shown).
Step 5 - Select Add again, and enter the following:
e Name: Outside_Trunk_SI.
e IP Address: 10.10.10.10 (Avaya SBCE B1 address).
e UDP Port: 5060.
Step 6 - Click Finish (not shown). Note that changes to these values require an application restart
(see Section 7.1).

Dashtoara Signaing Imerface: SBCE
Adrurestraser

Maddisg ol Ocebey a0 aeairyl sepiduy) rrtrlecs il etk i 2igh Laber degint Selite Wbyt ofeet Ayt slon wetel) Lit |s
=aied bren Sydl L

7.4.5 Endpoint Flows

Endpoint flows combine the previously defined Device Specific Settings for both the CS1000E
and AT&T.

7.4.4.1 Endpoint Flows — For Session Manager
Step 1 - Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side.
Step 2 - Select the Server Flows tab.
Step 3 - Select Add, and enter the following:
e Name: SM_Trunk.
Server Configuration: SM_Trunk_SC (Section 7.2.4).
URI Group: *
Transport: *
Remote Subnet: *
Received Interface: Outside_Trunk_SI (Section 7.4.4).
Signaling Interface: Inside_Trunk_SI (Section 7.4.4).
Media Interface: Inside_Trunk_MI (Section 7.4.3).
End Point Policy Group: Avaya_default-low_PG (Section 7.3.4).
Routing Profile: ATT_RP (Section 7.2.7).
Topology Hiding Profile: Avaya TH (Section 7.2.8).
e Let other values default.
Step 4 - Click Finish (not shown).
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View Flow

Flow Name

URI Grossp
Transport
Remcte Subnet

Recered merface

SI_Trunk

Sener Configuration  SM_Trunk_SC

Outmide_Trunk_St

SM_ Trunk
r Profile

Signaing Intesface
Media Intatface

End Portt Policy Geoup
Roetting Prodle
Topology Hiding Profie
Fée Transfer Profie

Signaing Manipulaton Script
Remaote Branch Office

Inzide_Trunk_Si
Inside_Trunk NI

Avaya_default-
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ATT_RP
Avya_TH
None
None

Any

7.4.4.2 Endpoint Flows — For AT&T

Step 1 - Repeat steps 3 and 4 from Section 7.4.4.1, with the following changes:

e Name: ATT.
[ ]

e URI Group: *
e Transport: *
e Remote Subnet: *
[ ]

[ ]

[ ]

[ ]

[ ]

[ ]

Server Configuration: ATT_SC (Section 7.2.5).

Received Interface: Inside_Trunk_SI (Section 7.4.4).
Signaling Interface: Outside_Trunk_SI (Section 7.4.4).
Media Interface: Outside_Trunk_MI (Section 7.4.3).
End Point Policy Group: ATT_default-low_PG (Section 7.3.5).
Routing Profile: SM_RP (Section 7.2.6).

Topology Hiding Profile: ATT_TH (Section 7.2.9).

View Flow: ATT X

Criteria

r Profile

Flow Name

URI Group

Transport
Remcte Subnet

Recened interface

ATT

Senver Comguistion  ATT _SC

Inzsde_Trunk_SH

Swgnalng Intadace

Media Intarface

End Pomt Policy Group
Routing Prafile

Topelogy Hiding Profie

Fila Transfer Profie
Sugnalng Manipulatson Scnpt

Remote Branch Office

Outside_Trunk_SI
Outside_Teunk M

ATT_default
low PG

SM_RP
ATT_TH
None
HNone

Any

The completed End Point Flows screen is shown below.

Dashdowd
Adererestimon
BackpReson
Systen Nanagarment
Global Parametrs
Globad Profies
PPN Sorvices
Doman Polces
TLS Nanagerwere
* Device Spectic Setings
Hetwors Management
Neda terface
Signaiing Inderface
End Pot Flows

Season Flows

End Point Flows: SBCE

et Tart 8 Oaside Tk S

Server Contguration: 388 _Trevk_3C

Oatves_Tnex_R

e Tk 8
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8 AT&T IP Flexible Reach Service

The IPFR-EF service provided DID/DNIS numbers for the reference configuration. The DNIS
numbers terminated to the CS1000E location via the IPFR-EF service. Any DID and DNIS
numbers shown in these application notes are examples. Customers will be assigned DIDs by
AT&T. It should be noted that the DID numbers dialed, and the DNIS numbers inserted into SIP
headers may not be the same digit strings.

The IPFR-EF service also provided a network border element IP address for the reference
configuration. Customers will be assigned a border element IP address by AT&T.
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9 Verification Steps
This section provides example verifications of the Avaya configuration with IPFR-EF service.

9.4 CS1000E Verifications

This section illustrates verifications that may be performed using the CS1000E Element Manager
GUL.

9.4.1 IP Network Maintenance and Reports Commands

Step 1 - From Element Manager, navigate to System = IP Network - Maintenance and
Reports as shown below.

UTH ieteek Servces Bwasrs LIZRTH Usemase acow
= Systen o+ P et

Home WO v Nooe Wamenance and Repoms Iy
~Lirms
- Vil Tenminsts Node Maintenance and Reports
System
» Narma
- Wairkeeance Pt (02 1601 Moos P 172126110 Tital pemanns
| Caugm |

3! Equprosnt Hosmame ELANIF Tee ™

Signadng

vers. Ned Cords Server ————— e s
M Rapots ot R0 ey WO (5YSLOG | [OURNT) [ Reset | | Ststus } { Wil Termunl |
3 0

nu

Host ang Route Taties

Step 2 - In the resultant screen on the right, click the GEN CMD button. The General
Commands page is displayed as shown below.

- UCM Network Servors T Veragng TIAIZRAN  Ussmate asre
~Home Sywten o F et et
Links
=V 3 Tomminale General Commands
- Systam
» Apoms
~Manensnce Elsmont P 102
+ Cote Equipment —
- Periphersl Equpment Group v Command: - SaNa A Gioup — ¥ [_fun |
- o
Nooes Scnvers, Media Caos W a0dress 152120100 Numser of ping

w30 Martersrce 352 Regerty » Geversl Corwmants

2010 Ewment Type  Signatng Eenver 80 303U

A variety of commands are available by selecting an appropriate Group and Command from the
drop-down menus, and selecting RUN.

For example, to check the status of the SIP Gateway to Session Manager in the sample
configuration, select Sip from the Group menu and SIPGwShow from the Command menu.

Click RUN. The example output below shows that the Session Manager (192.168.67.47, port
5060, TCP) has SIPNPM Status as Active.

iGeneral Commands

Eament P 19212010 Element Type - Signaling Saver-BM X306M
Group | S ~ Command | SPGwShow - 2l ~ ‘71"1( .
IP address 192 120 100 Nurmdetof pings 3 PING |
Froxy IF sdaress 3
axy pore L3
x Tranap b 4
13 X iF 300
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9.4.2 System Maintenance Commands

A variety of system maintenance commands are available by navigating to System -
Maintenance using Element Manager. The user can navigate the maintenance commands using
either the Select by Overlay method or the Select by Functionality method.

Managing: 10.7.8.61 Username: admin
Syztem » Maintenance

Maintenance

® Select by Qverlay (0 select by Functionality

The following screen shows an example where Select by Overlay has been chosen. The various
overlays are listed, and the LD 96 — D-Channel is selected.

Maintenance

=) Select by Overiay D) Seiect by Functionality

«Sedod by Overlap

LD 30 - Network and Signabng 1
LD 32 - Network and Paeripheral Equpment TMDI Dsagnostics
LD 34 -Tone ang Dt Swilch

LD 36 - Trunk

LD 37 - Input/Outpant

LO 38 - Cond ce Clrcuit

LD 39 - Inbew Swilch and System Clock

LD 45 - Backoro Signaling and Salchung

LD 45 - Mullitrequency Sencer

LD 48 . Link

LD 54 - Mullirequency Signaiing

LD 00 - Dugital Trunk inlerface and Primary Rate Inlertace

LD 75 - Degitat Trunk

LD 80 - Call Trace

g6 - D-Channel
LD 117 - Emaenet and Alarm Managemaent
LD 135 - Core Common Equipment
LD 137 - Core inputOutput
LD 14) - Ceniralzed Software Upgrade

When D-Channel Diagnostics is selected on the right menu above, a screen such as the following
is displayed. D-Channels 15 (Sip GW) and 20 (SIPLine), show as established (EST) and active
(ACTV).

D-Channel Diagnostics

Diagnostic Commands

| Status for D-Channel (STAT DCH) v/ (submit |
\ Disable Automatic Recovery (DIS AUTO) v ‘ ALL
| Enable Automatic Recovery (ENL AUTO) v | FOL
\ Tost Interrupt Generation (TEST 100) v;
| Establish D-Channel (EST DCH) v/
| |ocH[DES  [APPL_STATUS|LINK_STATUS

) 015 VDCH OPER EST ACTV  AUTO

() 020 SIPLINE OPER EST ACTV  AUTO
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9.5 Avaya Aura® Session Manager

The Session Manager configuration may be verified via System Manager.

Step 1 — Using the procedures described in Section 5, access the System Manager GUI. From the
Home screen, under the Elements heading, select Session Manager.

Step 2 — The Session Manager Dashboard is displayed. Note that the Test Passed, Alarms,
Service State, and Data Replication columns all show good status.

In the Entity Monitoring Column, Session Manager shows that there are 0 (zero) alarms out of
the 2 Entities defined.

& T B [ W
+ Fone [ Dosents | Sessian Manager | Duahbosrd
ke 1|
Session Manager Dashboard 3004135
Phoe gt 17640004 Tup ovwrall ates Bed SaTA Lum ity of 08,
I rTead Saintr A1anee
Manager Lastar
Serewe State Shutidawn Sosten * | As of 10075 AM
> Shom AlL e Flter Lot
v emvaan [ony ;. - | Mlbew - iate
Secmeily Sevvies  Gelity et e -
Sessien 9 o lesty Pass  Aleews » At voryme
. RWSeRS v .Y Madele  State Arntanag ',‘:"' Reavow Nephcatms | Darege |
= Mt
Accept
Amed e o/ Uip ow v v
servien
Sedect

Step 3 - Clicking on the 0/2 entry (shown above) in the Entity Monitoring column, results in the
following display:

All Entity 1 inks for Session Manager: sm6G3
Status Detalls for the selectod Scesshon Manager:
L Sumzv Vien
Fter; Enabie
S5 Esaty Nama 55 Eatity Resaved 1P Part Procs. Ovay ff:u fuasen Coos Link Sums
A-SECE 192.168.70.120 2060 hi= 2 FALSE up 405 Nethod Not ue
Alowaed
S LSIK 172.10.0,110 2050 o FALSE e 200 CK E
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Note - the A-SBCE Entity from the list of monitored entities above. The Reason Code column
indicates that Session Manager has received a SIP 405 Method Not Allowed response to the SIP
OPTIONS it generated. This response is sufficient for SIP Link Monitoring to consider the link up.
Also note that the Avaya SBCE sends the Session Manager generated OPTIONS on to the AT&T
IPFR-EF Border Element, and it is the AT&T Border Element that is generating the 405, and the
Avaya SBCE sends it back to Session Manager.

Another useful tool is to select System Tools = Call Routing Test (not shown) from the left hand
menu. This tool allows specific call criteria to be entered, and the simulated routing of this call
through Session Manager is then verified.

9.6 Avaya Session Border Controller for Enterprise

9.6.1 System Status

Step 1 — Log into the Avaya SBCE as shown in Section 7. Across the top of the display are
options to display Alarms, Incidents, Status, Logs, Diagnostics, and Users. In addition, the most
recent Incidents are listed in the lower right of the Dashboard screen.

Session Border Controller for Enterprise AVAYA

Dashboarg Dashboard

9.6.2 Protocol Traces
The Avaya SBCE can take internal traces of specified interfaces.
Step 1 - Navigate to Device Specific Settings - Advanced Options = Troubleshooting - Trace
Step 2 - Select the Packet Capture tab and select the following:
e Select the desired Interface from the drop down menu (e.g., All).
e Specify the Maximum Number of Packets to Capture (e.g., 5000)
e Specify a Capture Filename (e.g., TEST.pcap).
e Unless specific values are required, the default values may be used for the Local Address,
Remote Address, and Protocol fields
e Click Start Capture to begin the trace.

Note — Specifying All in the Interface field will result in the Avaya SBCE capturing traffic
from both the Al and B1 interfaces defined in the reference configuration. Also, when
specifying the Maximum Number of Packets to Capture, be sure to estimate a number large
enough to include all packets for the duration of the test.
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The capture process will initialize and then display the following In Progress status window:

Trace: SBCE

Coltroen | nche o Copanes|

SBCE

A packel Captive |6 Curtently o pesgress Thes pogs Wil sutimatically revesd unsl e Copluie carmplvtes

| Status In Progress |

Imerface
Local Address
19 ot

Ramate Addiess
*Poe. P P Poe

Protogod
Maximum Humber of Packets to Capture

Chglure Flsnames
LG (e Tame of 3% asiE Ty Sse wif Cvaratie 2

Step 3 — Run the test.

Step 4 — When the test is completed, select Stop Capture button shown above.

Step 5 - Click on the Captures tab and the packet capture is listed as a .pcap file with the date and
time added to filename specified in Step 2.

Step 6 - Click on the File Name link to download the file or use Wireshark to open the trace.

Trace: SBCE
Devices Packet Capture | | Captures |
SBCE LastModified ~ Descending ~
File Mame File Size (bytes) Last Modified
| TEST_20150106085556 peap | 94,208 dauary 6, 2015 3561 AM Detete
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10 Conclusion

As illustrated in these Application Notes, Avaya Communication Server 1000E 7.6, Avaya Aura®
Session Manager 6.3, and the Avaya Session Border Controller for Enterprise 6.3 can be
configured to interoperate successfully with AT&T IP Flexible Reach- Enhanced Features service
via either AVPN or MIS-PNT transport, within the constraints specified in Section 2.2.

Testing was performed on a production AT&T IP Flexible Reach — Enhanced Features service
circuit. The reference configuration shown in these Application Notes is intended to provide
configuration guidance to supplement other Avaya product documentation. It is based upon
formal interoperability compliance testing as part of the Avaya DevConnect Service Provider
program.
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12 Addendum 1 — Redundancy to Multiple AT&T Border
Elements

The IPFR-EF SIP Trunk service may provide multiple network border elements for redundancy
purposes. The Avaya SBCE can be provisioned to support this redundant configuration. Given two
AT&T border elements 10.10.10.11 and 10.10.10.12, the Avaya SBCE is provisioned as follows to
include the backup trunk connection to 10.10.10.12.

12.1 Configure the Secondary Border Element Server Configuration

Step 1 - Repeat the steps in Section 7.2.5, using the parameters shown below, to create a Server
Configuration for the connection to the AT&T secondary Border Element.
Step 2 - On the General tab:

e Enter the IP address of the AT&T Secondary Border Element (e.g., 10.10.10.12).

E

Step 3 - On the Heartbeat tab:
e Check Enable Heartbeat.

e Method: OPTIONS
e Frequency: As desired (e.g., 60 seconds).
e From URI: secondary@customera.com
e To URI: secondary@customera.com
General | | Authentication || Heartbeat | | Advanced
Enable Heartbeat v
Method CPTIONS
Frequency 60 seconds
From URI secondary@customera.com
To URI secondary@customera.com

Step 4 — Configure the Advanced tab as shown in Section 7.2.5, and click on Finish (not shown).

General | | Authentication | | Heartbeat | | Advanced |

Enable DoS Protection

Enable Grooming

Interworking Profile ATT_Trunk_SI
Signaling Manipulation Script CS1K_maxptime_Remote_Address
Connection Type SUBID
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Step 5 — Select the Sever Configuration for the primary AT&T Border Element (ATT_SC) created
in Section 7.2.5, and populate the Heartbeat tab as follows:

e Check Enable Heartbeat.

e Method: OPTIONS

e Frequency: As desired (e.g., 60 seconds).

e From URI: Primary@customera.com

e To URI: Primary@customera.com
Step 6 — Click on Finish (not shown).

12.2 Add Secondary Border Element IP Address to Routing

Repeat the steps in Section 7.2.7, using the parameters shown below, to add a Routing Profile for
the AT&T secondary Border Element.

URY Geoup Teme of Dmy defout -
Load Balancing Fronty =  NAFTR
Teanspea Nt Hop Prienty J

HNast mop InDiskeg

ATT_SC

ATT _Secondary_SC

Profile . ATT_ P - Edit Rule

Ianore Rowes Heade

10.10.10.311: 5050 (LDP)

10.10,30,12:5060 (LO0)

Finuh

12.3 Configure Secondary AT&T Border Element End Point Flow

Repeat the steps in Section 7.4.5, using the parameters shown below, to add an Endpoint Flow for
the AT&T secondary Border Element.

JF; Reviewed:
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Edit Flow: ATT Secondary

Flow Name ATT_Secondary
Server Configuration ATT_Secondary SC «
URS Group -
Transport -
Remote Subnet
Recawed Interface nside_Twnk_SI -
Signskng Interdacs Outside_Tumk_SI -
Media Interface Outside_Trunk_MI -
End Point Polcy Group ATT _default-iow_PG -
Routing Profile SM_RP -
Topalogy Hiding Profile ATT_TH -
File Transfer Profie Nong «
Signakng Manipulation Scnpt None v
Remote Sranch Office Any -
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Subscribes Flown | ["Seever Frows |

- Server Configuration: ATT_Primary_SC

1 ATT © Insde_Trusk S Ousde_Trnk SI o080t gy gp

Sgnalng Imertace

1 ATT_Sscondary  * Inwide_Truek 51 Oxssace_Tnnk _SI 5

r Server Configuration: SM_Trunk_SC
| Update |

Signiating

Receaed Intedace .

1 SM_Trunk . Outside_Trunk_Si  Inside_Trunk_SI :;:’gcw“.' ATT_RP

"
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ™and ®
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are presented
without express or implied warranty. Users are responsible for their application of any products
specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the full
title name and filename, located in the lower right corner, directly to the Avaya DevConnect
program at devconnect@avaya.com.
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