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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking on an enterprise solution consisting of Avaya IP Office 9.1 and Avaya Session
Border Controller for Enterprise 6.3, to interoperate with MTS SIP Trunking Services.

The SIP Trunking service offered by MTS provides customers with PSTN access via a SIP
trunk between the enterprise and the service provider’s network, as an alternative to legacy
analog or digital trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between MTS SIP Trunking Services and an Avaya SIP-enabled enterprise solution.
The Avaya solution consists of Avaya IP Office Release 9.1, Avaya Session Border Controller
for Enterprise (Avaya SBCE) Release 6.3 and various Avaya endpoints.

The SIP trunking service provided by MTS and referenced within these Application Notes is
designed for business customers. Customers using this service with this Avaya enterprise
solution are able to place and receive PSTN calls via a broadband WAN connection using the
SIP protocol. This converged network solution is an alternative to traditional PSTN trunks such
as analog and/or ISDN-PRI.

2. General Test Approach and Test Results

A simulated enterprise site containing all the Avaya equipment for the SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to MTS SIP Trunking Services via a broadband connection.

The configuration shown in Figure 1 was used to exercise the features and functionality tests
listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

SIP trunk registration with the service provider.

Response to SIP OPTIONS queries.

Incoming PSTN calls to various phone types. Phone types included SIP, H.323, digital
and analog telephones at the enterprise. All inbound PSTN calls were routed to the
enterprise across the SIP trunk from the service provider.

Outgoing PSTN calls from various phone types. Phone types included SIP, H.323,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider.

Inbound and outbound PSTN calls to/from Avaya Communicator for Windows
softphones.

Inbound and outbound PSTN calls to/from SIP remote workers using Avaya
Communicator for Windows softphones.

Various call types including: local, long distance national, long distance international,
outbound toll free, operator (0), operator assisted calls (0+10) and local directory
assistant.

Codec G.711MU.

Fax.

Caller ID presentation and Caller 1D restriction.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call transfer, call forwarding and twinning.

Items not supported or not tested included the following:

Inbound toll-free and emergency calls are supported but were not tested as part of the
compliance test.
Codec G.729 is not currently supported.
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2.2. Test Results

Interoperability testing of the MTS SIP Trunking Service was completed with successful results
for all test cases with the observations and limitations described below:

No matching codec on outbound call: On an outbound call containing only one codec in
its SDP offer that was not supported by the service provider, MTS responded sending
back a “487 Request Terminated” error code, instead of the expected “488 Not
Acceptable Here”. There is no impact to the user, who hears an error tone as expected on
this condition.

Call transfer to the PSTN using REFER: Blind call transfers of incoming calls that are
transferred back to the PSTN using the REFER message did not work properly. The
REFER message sent by the enterprise was accepted by MTS with a 202 response, but
the call between the two final endpoints dropped.

REFER was left disabled in the IP Office for the tests. Blind and attended call transfers to
the PSTN completed successfully with REFER disabled. The caveat is that the IP Office
was not released from the call path after the call was transferred, and two trunks remained
occupied for the complete duration of the call.

Outbound Fax: On outbound fax calls using the T.38 protocol, it was observed that
during the negotiation process for the transition from a G.711 voice setup to a T.38 fax
call, the MTS Genband softswitch sends in the SDP of its re-INVITE to the IP Office
both the m lines for audio and image (T38), with the audio m line assigned a value of “0”
and the image line assigned a valid port. The IP Office IP Office sends a 2000K with
SDP containing an m audio line only. A subsequent re-INVITE from the IP Office with
m image line is rejected by MTS with a “500 Internal Server Error” message.

Ticket JIRA IPOFFICE-98597 was previously created with the IP Office development
team to investigate this issue, and it is pending a resolution.

As a workaround , the extensions used for faxing in the IP Office can be set as “Fax
Machine” in the Extension/Analogue tab. By doing this, T.38 is offered on the SDP of the
initial INVITE from the IP Office, avoiding the transition from voice to fax. Outbound
and inbound T.38 fax calls were tested successfully by using this setting.

The issue described above also affected the testing of outbound fax in G.711 pass-
through mode. MTS uses T.38 fax with fallback to G.711 on its network. If a user doesn’t
support T.38 fax, MTS expects a 488 or similar error code from the user to their T.38
offer (with the two m lines on its SDP), to then send a new INVITE with a G.711 offer.
IP Office sends instead a 200 OK with an audio m line only to MTS and the fax call fails.
The workaround described above does not address this behavior.

G.711 fax should not be used with this solution at this time.

Avaya SBCE Remote-Address header — During the compliance test, a Signaling Rule
was used in the Avaya SBCE to remove the “Remote-Address” header, generated by the
Avaya SBCE, from outbound messages to the service provider. This header has local
significance only and should not be propagated on the SIP trunk to the service provider.
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3. Reference Configuration

Figure 1 illustrates the sample Avaya SIP-enabled enterprise solution, connected to MTS SIP
Trunking Services through a public Internet WAN connection.

Username: useri23 MTS Network
Password: password123

Bllling TN = 204-123-4567

TN Range = 204-123-4567 10 4570
Signaling: 10.10.164.20

Media: 10,10.168.19

Domain: avaya.mts.ca

Test Lab

|
é T | Domain: sil.miami.avaya.com
B1: 172.16.157.125 l :
' |
|

LAN1:
10.5.5.150

Avaya 96x0 Avaya 11XX
Avaya IP Office Managor Avays 16x0 .
P Deskphones  Desiphones  Avaya Communicator
B Avaya IP Office Volce Mall Pro P D:Jb;l;ms HA23) (519} For Wind {sP)
Avaya 1408, 9508
Digital Deskphones

Figure 1: Test Configuration

Note that for security purposes, all public IP addresses of the network elements, SIP trunk
credentials and public PSTN numbers shown throughout these Application Notes have been
edited so the actual values are not revealed.
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The enterprise site contains the Avaya IP Office 500v2 with analog and digital extension
expansion modules, as well as a VCM®64 (Voice Compression Module) for supporting VolP
codecs. The LAN1 port of Avaya IP Office is connected to the enterprise LAN. Endpoints
include Avaya 1600 and 9600 Series IP Deskphones (with H.323 firmware), Avaya 1140E IP
Deskphones (with SIP firmware), Avaya 1408 and 9508D Digital Deskphones, analog
telephones and PCs running Avaya Communicator for Windows.

The site also has a Windows PC running Avaya IP Office Manager to configure and administer
the Avaya IP Office system, and Avaya Voicemail Pro providing voice messaging service to the
Avaya IP Office users. Mobile Twinning is configured for some of the Avaya IP Office users so
that calls to these users’ extensions will also ring and can be answered at the configured mobile
telephones.

The Avaya SBCE is located at the edge of the enterprise. It has two physical interfaces; interface
B1 was used to connect to the public network, while interface A1 was used to connect to the
private enterprise infrastructure. All signaling and media traffic entering or leaving the enterprise
flows through the Avaya SBCE, in this way protecting the enterprise against any SIP-based
attacks. The Avaya SBCE also performs network address translation at both the IP and SIP
layers.

Additionally, the reference configuration included the support for IP Office soft-clients in a
remote worker environment. A remote worker is a SIP endpoint that resides in the untrusted
network, registered to the IP Office at the enterprise via the Avaya SBCE. Remote workers
feature the same functionality as any other endpoint at the enterprise. The Avaya Communicator
for Windows soft-client was used for this purpose. For security over the public network, the
protocols used between the remote workers and the outside interface of the Avaya SBCE were
Transport Layer Security (TLS) as the signaling protocol and Secure Real Time Protocol (SRTP)
for the media.

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. Consult section Configuring
the Avaya Session Border Controller for IP Office Remote Workers in [2] in the Additional
References, for more information on this topic.

In an actual customer configuration, the enterprise site may include additional network
components between the service provider and the Avaya IP Office system, such as routers or
data firewalls. A complete discussion of the configuration of these devices is beyond the scope of
these Application Notes. However, it should be noted that all SIP and RTP traffic between the
service provider and the Avaya IP Office system must be allowed to pass through these devices.
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

DCPx16

Component | Version
Avaya

Avaya IP Office 500v2 9.1.300.120
Avaya IP Office Digital Expansion Module 9.1.300.120

Avaya IP Office Manager

9.1.3.0.Build 120

Avaya IP Office Voicemail Pro 9.1.300.2
Avaya Session Border Controller for Enterprise | 6.3.3-08-6224
Avaya 1608 IP Deskphone (H.323) 1.360A

Avaya 9640 IP Deskphone (H.323)

Avaya one-X Deskphone Edition
S3.230A

Avaya 1140E IP Deskphone (SIP) 04.04.18.00
Avaya Digital Deskphone 1408 40.0

Avaya Digital DeskPhone 9508 0.55

Avaya Communicator for Windows 2.0.3.30
MTS

Genband A2/Experius 10.3
Genband S3/Q20 v8.3.8.4

Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2, and also when deployed with all configurations of IP Office Server Edition
without T.38 Fax Service. (T.38 fax is not supported on IP Office Server Edition). Note that IP
Office Server Edition requires an Expansion IP Office 500 V2 to support analog or digital

endpoints or trunks.
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5. Configure IP Office

This section describes the Avaya IP Office configuration necessary to support connectivity to the
MTS SIP Trunking Service. Avaya IP Office is configured through the Avaya IP Office Manager
PC application. From the PC running IP Office Manager, select Start - Programs - IP Office
-> Manager to launch the application. Navigate to File & Open Configuration (not shown),
select the proper Avaya IP Office system from the pop-up window, and log in using the
appropriate credentials.

Fle 58  Vew Todke My
L2.5-d SEd o e
IP Offices

5 R DoOTE (4) |
i = Operser (3) TR -

[ 1P adbess | Type | Version Lewen |

Reloase 9.1

PRO0LahT  IDRGA%0 PROVZ W10 b 120 [P Offios

TCP Discoary Progess
Und oot Addass
j103.51%0 v]  mevesh o | Careel

A management window will appear similar to the one shown in the next section.

The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on
the left side and the Details pane on the right side. These panes will be referenced throughout the
Avaya IP Office configuration.

Standard feature configurations that are not directly related to the interfacing with the service
provider are assumed to be already in place, and they are not part of these Application Notes.
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5.1. Licensing

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

In the reference configuration, IP500_Lab2 was used as the system name. Under the system
name on the Navigation pane, select License. Confirm that there is a valid SIP Trunk Channels
license with sufficient “Instances” in the Details pane, enough to support the number of channels
to be deployed on the SIP trunk to the service provider.
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Tere Protie (0] 5P Trurk Cranneks DTS B! THbC 25 vabd e | 401 Nodel
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@ RAS (ocation Ragumst (1) VYD Databese Intavtace ST ALl 25 vabd Peves 01 el J
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5.2. LAN Settings

In the sample configuration, the LAN1 port was used to connect the IP Office to the enterprise
network. To access the LAN1 settings, first navigate to System (1) under the system name in the
Navigation pane and select the LAN1 - LAN Settings tab in the Details pane. Set the IP
Address and IP Mask fields to the IP address and subnet mask assigned to the Avaya IP Office
LANL1 port. All other parameters should be set according to customer requirements.

IP Offices B IP500_L ab2
---K BOOTR (3) .System LAnN1 |L.0.N2 | DS | Yaicemai | Telepharry | Direckary Services | Syskam Eventsl SMTP | SMDR: |
{7 Cperator (3} X
%%y IP500_Lab2 LAN Settings |'u'l:|IP I Mebwork, Topology I
#1529 Syskem (1)
B~ Line (20) 1P Address I o .5 . 5 150
[+ Conkral Unit (4) 1P Mask |255 . 255 . 255 . 0
[+ Extension (47
E-d User (49) Primary Trans. IP Address fo .0 0 0
-5 Group (1)
[+ 8% Short Code {66) = INone j
----- {3 service (0) [ Enable NAT
[l RAS (1)
[]---e Incorming Call Route (4) Mumber OF DHCP IP Addresses IZDD 3:
""" 21 wan Port (0) DHCF Mode
----- s Directary {0)
_____ £7) Time Profile (0)  Server © client  Diglin ' Disabled Advanced |
[#-@8 Firewall Profile (1)

On the VolIP tab in the Details pane, the H323 Gatekeeper Enable box is checked to allow the
use of Avaya IP Telephones with the H.323 protocol, such as the Avaya 1600 and 9600 Series IP
Deskphones present in the sample configuration. The SIP Trunks Enable box must be checked
to enable the configuration of SIP trunks on this interface. The SIP Registrar Enable box is
checked to allow the registration of Avaya 1140E Deskphones and the Avaya Communicator
Softphones using the SIP protocol. On the Domain Name field, the local SIP registrar domain
name sil.miami.avaya.com was used. This domain name will need to be configured on the SIP
endpoints in order to register with the system. On the Layer 4 Protocol section, the default
UDP, TCP and TLS protocols and ports were used.

LA Settings  VoIP | Mebwark Topology I

v H323 atekeeper Enable
[~ Auto-create Extn [T auto-create User ™ H323 Remate Extn Enable

Remote Call Signalling Port |1?2IZI 3:

¥ SIP Trunks Enable

v sip Reqistrar Enable

[ auto-create ExtnfUser " SIP Remate Extn Ensble

Dornain Name Isil.miami.avaya.com
¥ uop LIDP Pork ISDE-D 3: Remate LIDP Pork ISDSD 3:

Laver ¢ Pratocal W Tcp TCP Part ISDE'U 3: Remake TCP Part ISUE‘D 3:
M o115 TLS Port |5|:|e.1 =] Remats TLS Part |5061 =

hallenge Expiry Time {secs) |1IZI 3:
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The RTP Port Number Range can be customized to a specific range of receive ports for the
RTP media. Based on this setting, Avaya IP Office would request RTP media be sent to a UDP
port in the configurable range for calls using LANL.

In the RTP Keepalives section, set the Scope field to RTP. Set the Periodic timeout to 30 and
Initial keepalives to Enabled. This will cause the IP Office to send RTP keepalive packets at the
beginning of the calls and periodically thereafter, to avoid problems of media deadlock resulting
in no audio situations that can occur with certain types of forwarded calls that are routed from
the IP Office back to the network, over the same SIP trunk.

Avaya IP Office can also be configured to mark the Differentiated Services Code Point (DSCP)
in the IP header with specific values to support Quality of Services policies for both signaling
and media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signaling. The specific values used for the compliance test are shown in the example below.

All other parameters should be set according to customer requirements.

LA Settings  VoIP |Network Topology |

—RTP

—Part Mumber R.ange

Mimiraurn |49152 3: Maxirnurn |53246 3:

—Port Mumber Range (NAT)

Mimiraurn |49152 3: Maxirnurn |53246 3:

¥ Enable RTCP Monitoring on Port 5005

RTCP collector IP address For phones ID .0 .o .[0
Keepalives

Scope IRTP j Periodic timeout I3U
Initial keepalives IEnabIed j

Diff3ery Settings

IBB =] DscP(Hex) IBE = vidso DSCP(Hex) IFC =] DSCP Mask (Hes) |aa =1 516 DSCP (Hex)
|45 =] pscr |45 = video D5CF |53 =1 DSCP Mask |34 = siepscr

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 67
SPOC 10/13/2015 ©2015 Avaya Inc. All Rights Reserved. MTS_IPO91SBCE6G3



On the Network Topology tab in the Details pane, configure the following parameters:

o Select the Firewall/NAT Type from the pull-down menu to the option that matches the
network configuration. Since no network address translation (NAT) was used in the
compliance test, the parameter was set to Open Internet. With this configuration, settings
obtained by STUN lookups are ignored. The IP address used is the one assigned to the
interface.

e Binding Refresh Time (seconds) is used to determine the frequency at which Avaya
IP Office will send SIP OPTION messages to the SIP trunk using this interface. This
parameter was left at the default value 0. With this setting, IP Office will send OPTIONS
messages using its default interval of 300 seconds.

e Set Public Port to 5060 for UDP.

e Defaults were used for all other fields.

LA Settings | valp  Metwork Topology |
—Metwork Topology Discovery

STUN Server Address [65.90.168.13 STUN Part |34;.-3 =]

Firewall[MAT Type IOpen Inkernet j

Binding Refresh Time {seconds) ID 3:

Public IP Address I o .0 .0 .0 Run STUM | Cancel |
Public Piort
LoP ISDSD 3:
TCP m
L= ID 3:

[ Run STUN on skartup
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5.3. System Telephony Settings

Navigate to the Telephony - Telephony Tab in the Details Pane. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the
SIP trunk to the service provider.

H—

IP500_L ab2

Telephory |Park&Page | Tones & Music | Ring Tones | 5M | Call Log | TUI |

Analogue Extensions

Default Outside Call Sequence
Default Inside Call Sequence
Default Ring Back Sequence

Reestrick Analogue Extension Ringer Yoltage

INormaI j
IRing Type 1 j
IRing Type 2 j
r

Dial Delay Time (secs) |4 3:
Dial Delay Count m
Default Mo Answer Time (secs) |15 3:
Hold Timeout {secs) m

Park Timeout (secs) ISDD 3:
|5 3:

Ring Delay (secs)

Default Currency uso

Call Priority Promation Time {secs) IDisabIed 3:

-

Default Mame Priority IFavor Trunk 'I
Media Connection Preserwation IDisabIed 'l
Phone Failback IManuaI 'I

Login Code Complexity
™ Enforcement:

=)

"system | Lant | Lanz | DNS | voicemall Telephony |Directory Services | System Events | sMTP | SMoR. | Twinning | M | Codecs | votP Security | Contact Center |

Companding Law

Siwikch Lime
0 -Law & -Law Line
= A-Law  A-Law Ling

I Dss status
v auta Hald
¥ | Dial By Wame
¥ Show Account Code
I Inhibit ©ff-Switch Forward|Transfer
I Restrict Metwark Interconnect
™| Include location specific information
r Drop External Only Impromptu Conference
I wisually Differentiate External call
r Unsupervised Analog Trunk Disconnect Handling
I High Cuality Conferencing
I Digitalfanalogue Auto Create User

r Directory Cverrides Barring
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5.4. Twinning Calling Party Settings

Navigate to the Twinning tab on the Details Pane. Uncheck the Send original calling party
information for Mobile Twinning box. This will allow the Caller 1D for Twinning to be
controlled by the setting on the SIP Line (Section 5.7). This setting also impacts the Caller ID
for call forwarding.

IP500_Lab2

.S';.fstem I LAmM1 | Lan2 I DS | Moicemail I Telephorny | Direckory Services I System Events I SMTP I SMDR  Twinning

™ serd original calling party information For Mobile Twinning

Calling party information For I
Mabile Twinning

5.5. System Codecs Settings

Navigate to the Codecs tab in the Details Pane. The RFC2833 Default Payload field allows the
manual configuration of the payload type used on SIP calls that are initiated by the IP Office.
The default value 101 was used. The list of Available Codecs shows all the codecs supported by
the system, and those selected as usable. The Default Codec Selection area enables the codec
preference order to be configured on a system-wide basis. The buttons between the two lists can
be used to move codecs between the Unused and Selected lists, and to change the order of the
codecs in the Selected codecs list. By default, all IP (SIP and H.323) lines and extensions will
use this system default codec selection, unless configured otherwise for a specific line or
extension.

Click OK (not shown) to save any changes made to any of the various System tabs.

—
= IPS00_Lab2
‘ystem | LaN1 | LAz | DNS | voicemail | Telephony | Directory Services | System Events | sMTP | SMDR | Twinning | wem  Codecs |
RFC2833 Default Payload f101 =
— Available Codecs — Default Codec Selection
—Unused —————— —Selected
G711 LLAW E4 G.722 64K 2 G711 ULAW 64k

G711 ALAW 64K
53.729(a) 8k CS-ACELP
G.723.1 6K3 MP-MLO

G711 ALAW 64K
G722 64K

G.729(a) BK C5-ACELP
G.723.1 6K3 MP-MLQ

==

NERSN

=
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5.6. IP Route

In the reference configuration, the IP Office LANL1 interface and the private interface of the
Avaya SBCE resided on the same subnet, so an IP route was not necessary. In an actual customer
configuration, these two interfaces may be in different subnets, and in that case an IP route
would need to be created to specify the IP address of the local gateway or router where the IP
Office needs to send the packets, in order to reach the subnet where the Avaya SBCE is located.

To create an IP route, on the left navigation pane, right-click on IP Route. Select New (not
shown).

e Setthe IP Address and IP Mask of the subnet of the private side of the Avaya SBCE, or
enter 0.0.0.0 to make this the default route.

e Set Gateway IP Address to the IP Address of the default router in the IP Office subnet.

e Set Destination to LAN1 from the pull-down menu.

e Click OK (not shown) to save any changes.

IF Route |

IF Address I g .0 .0 .0

IP Mask fo .o 0 .0

Gateway IP Address | m . 5 . 5 .z254

Destination fLan =]

Metric o -]
I Proxy &RP
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5.7. Administer SIP Line

A SIP line is created to establish the SIP connection between the Avaya IP Office and the private
interface of the Avaya SBCE. This line will carry outbound and inbound traffic to and from the
service provider.

The recommended method for configuring a SIP Line is to use the template associated with these
Application Notes. The template is an .xml file that can be used by IP Office Manager to create a
SIP Line. Follow the steps in Section 5.7.1 and Section 5.7.2 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

IP addresses

SIP Credentials (if applicable)

SIP URI entries

Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Sections 5.7.3 — 5.7.8.

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New = SIP Line. Then, follow the steps outlined in Sections 5.7.3 — 5.7.8.

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 67
SPOC 10/13/2015 ©2015 Avaya Inc. All Rights Reserved. MTS_IPO91SBCE6G3



5.7.1. Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format.
These XML templates do not include sensitive customer specific information and are
therefore suitable for distribution. The XML format templates can be used to create SIP
trunks on both IP Office Standard Edition (500v2) and IP Office Server Edition systems.
Alternatively, binary templates may be generated. However, binary templates include all the
configuration parameters of the Trunk, including sensitive customer specific information.
Therefore, binary templates should only be used for cloning trunks within a specific
customer’s environment.

1. Copy a previously created template file to a location (e.g., \Temp) on the same computer
where IP Office Manager is installed. By default, the template file name will have the
format AF_<user supplied text> SIPTrunk.xml, where the <user supplied text> portion
is entered during template file creation.

Note — If necessary, the <user supplied text> portion of the template file name may be
modified, however the AF_<user supplied text>_SIPTrunk.xml format of the file
name must be maintained. For example, an original template file AF_TEST
_SIPTrunk.xml could be changed to AF_Testl_SIPTrunk.xml. The template file
name is selected in Section 5.7.2 to create a new SIP Line.

2. Verify that Template Options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Check the box next to Enable Template
Options. Click OK.

i{dl IP Office Manager Preferences EE

Preferences | Directoriesl Discovery  Visual Preferences |Security| 'u'alidatiu:unl

Iron Size ISmaII "I

™ Multiine Tabs
¥ Enable Template Options
™ Enable Template Creation

i) Ok, | Cancel | Help |
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3. Import the template into IP Office Manager. From IP Office Manager, select Tools =
Import Templates in Manager.

& Avaya IP Office Manager IP500_LabZ [9.1.300.120] [Administrator{Administrator)]

File  Edit  ‘iew | Tools | Help

- ::I Extension Renumber. ..
Line Renumber. ..
Connect Ta...

F | DRS I \p'oicemaill Telephory | Directory Servicesl Sysbem Events | SMTP |

17 Line (22)
= Contral Unit

&k Configuration

=" Expart ’
s Cperator (3 B
-3 [PS00_Labz SCN Service User Management IIPSDD_LabZ Locale
El-==p Syskem (1) .
[ Busy on Held walidation Location

on ko place System under special control

& Extension (4 Print Button Labels

i User (49) | Import Templates in Manager
-5 Group (1) ]
-8 Shork Code (66) | |

4. A folder browser will open (not shown). Select the directory used in step 1 to store the
template (e.g., \Temp). In the reference configuration, template file
AF_MTS_ SIPTrunk.xml was imported. The template file is automatically copied into the
default template location, C:\Program Files\Avaya\lP Office\Manager\Templates.

5. After the import is complete, a final import status pop-up window will open stating success
or failure. Click OK.

Template Provisioning E

I N | Successfully imported templates to IP Office Manager from
! CiTemp
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Note ~Windows 7 (and later) locks the Avaya IP Office 9.1 \Templates directory, and it cannot
be viewed. To enable browsing of the \Templates directory, open Windows Explorer, navigate
to C:\Program Files\Avaya\lP Office\Manager (or C:\Program Files (x86)\Avaya\lP
Office\Manager), and then click on the Compatibility files option shown below. The
\Templates directory and its contents can then be viewed.

Q - « Computar = Avarye 50 (C) = Progran Fles (86) + Avays = [P Officn ~ Manager = - m f Search Manager !,')i
Fle Edt VYew Tooks Heb
Grogsnze v Incudemibrey v Shwewth v [ Compstbiky les | Hew fokder =« @
Frogram Fes (x8¢) =l Nare ~ Date mockiad Type }ax lﬂ
Adcbe
e 7/6/2015 12:38 PM ok
Apple Scftware Lpdste do0E JES2015 12:38 FM Fie folder
Avays s : 1238 FM Fie fobter
ATA o5 1Z:39FM Fie folder
Oyarys Communcaton fr-FR 7I6/2015 12238 PN Fio fokder
Svtrys che-X Communicton FSET-UNSTIM-CM 12)11/2014 S09FH  Pde Folder
= IF Office [ 211 Fie fokder
L¥Grmeting e folder
deDE
el MeroeyCards Fie folder
oMY e 3 Fie lokder
fr-FR Phonelnages 12)11{2014 4:09 PM Fie folder
. Templates
‘;( )v| . v AppData = Local - YirtualStore = Program Files (x86) « Avaya = IP Office = Manager - Templates - lml I Search Templates
| File Edit Wiew Tools Help
Organize *  Includeinlibrary »  Share with »+  Mew folder 4= -
=L Avaya ;I Marme “ Date rmodified Type |Size |
| ATA
. | AF_TS_SIPTrunk. sl 8/3/2015 10:55 AM AML Docurment 4 kB
. Awaya Communicator —
. Awaya one-¥ Communicakor
= L IP Office
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5.7.2. Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and
select New SIP Trunk from Template.

IP Offices
= & BOOTP (4) PRI 24 Line |channets|
-4 Operator (3)
-5 IPS00_Labz Line Mumber IUl
=S ] Systﬂ]
‘P M 4 Il
BT |ﬂ Tevs SIP Trunk from Template | I.;I
[#l-“2r Conkrg
-4y Exten 4w et |N12
E]'"= User (153 Copy Chrl4+C r
EJ"'@ Eroup Paste Chrl+Y
-8M Shorty 23->1
..... @ servic 75 Delete Crl+Del
B RAS(] 4 validate I
- 1
[]% '-p:;.?\lmF Connect Ta,., Chrl+T INever
..... “}\ Direct Mew Fram Template (Binary) INnne
""" £17) Time B Change Universal PRI Card Line Type 3 r
{0} Firewsmrrommerr I

2. In the subsequent Template Type Selection pop-up window, from the Service Provider
pull-down menu, select the XML template name from Section 5.7.1.

Note — The drop down menu will display the <user supplied text> part of the template
file name (see Section 5.7.1). If the Display All box is checked, then the full template file
name is displayed.

@ Template Type Selection [_ =]

Locale | Urited States (US Englsh] =

Service Provider - Diizplay Al

Create new SIF Trunk, | Cancel

Click Create new SIP Trunk to finish creating the trunk.

3. Once the SIP Line is created, verify the configuration of the SIP Line with the
configuration shown in Sections 5.7.3 - 5.7.8.
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5.7.3. SIP Line Tab
On the SIP Line tab in the Details Pane, configure (or verify) the parameters as shown below:

e Setthe ITSP Domain Name to the domain known and expected by MTS on the SIP
trunk. In the reference configuration, this was avaya.mts.ca. IP Office will use this
domain as the host portion of the SIP URI of SIP headers in messages sent to the
network.

e Check the In Service box.

e Check the Check OOS box.

e Onthe Forwarding and Twinning section, set Send Caller ID to Diversion Header.
Avaya IP Office will include the Diversion header to be able to send the original calling
party ID, in scenarios of call forward to the PSTN and twinning.

e Onthe Redirect and Transfer section, set Incoming Supervised REFER and
Outbound Supervised REFER to Never. REFER was disabled during the compliance
test. See Section 2.2 for details.

e Default values may be used for all other parameters.

=] SIP Line - Line 17
STP Line |Transport| 51° URI| vatP | 738 Fax| SIP Credentials| 1P advanced| Engnsering]
Line Mumber Il? 3: In Service Jv
ITSP Domain Mame Iavaya.mts.ca Check 005 Ird
URI Type ISIP j —Session Timers
Location ICInud j Refresh Method I.qutg j
Timer (seconds) IOn Demand :I
Prefix | —Forwarding and Twinning
Makional Prefix ID Criginatar number I
International Prefix IDD Send Caller 1D IDiversion Header [
Counkry Code I —Redirect and Transfer
Mame Priority ISvstem Default j Incoming Supervised REFER. INever j
Description IService Pravider Ouktgoing Supervised REFER INever j
Send 302 Maoved Temporatily [
Qutgaing Blind REFER. '
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5.7.4. Transport Tab
Select the Transport tab and set the following:

e Setthe ITSP Proxy Address to the IP address of the private interface of the Avaya

SBCE.
e Setthe Layer 4 Protocol to UDP.

e Set Use Network Topology Info to LAN1 as configured in Section 5.2.

e Set the Send Port to 5060.
e Default values may be used for all other parameters.

S1P Line Transport |Stp URT|volP | 38 Fax| SIP Credentials| STP Advanced| Enginesring|

ITSP Proxy Address |10.5.5.152

B SIP Line - Line 17

Metwork, Configuration

Laver 4 Protocol [ | serdport |soso
Use Metwork Topology Info IL.D.N 1 j Listen Part ISDGEI
Explick DNSServerts) [0 . 0 . 0 . 0 [0 .0 .0 .0

Calls Route via Reqistrar v

Separake Registrar I
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5.7.5. SIP Credentials

MTS required the use of SIP Credentials for the registration of the SIP trunk. These SIP
Credentials are also used to authenticate outbound calls made from the enterprise on the SIP
trunk to the PSTN

To create a SIP Credentials entry, first select the SIP Credentials tab. Click the Add button and
the New SIP Credentials area will appear at the bottom of the pane. For the compliance test, a

single SIP credential was created with the parameters shown below:

MAA; Reviewed:

Set User name and Authentication Name to the value provided by the service provider.

Set Password to the value provided by the service provider.

Leave the Expiry (mins) field to the default value 60. This field defines how often the
service provider requires the SIP trunk registration to be renewed. The actual registration
expiration time is negotiated and agreed as part of the registration exchange.

Check the Registration required box.

Click OK.

Index | |sertlame | Authentication Name | Zonkack | Expiry {mins) | Registar

—Edit SIP Credentials
User narne

Authentication Mame
Cantack

Password

Confirm Password
Expiry {mins)

Reqistration required

Iuser123

Iuser123

&dd...

Remoyve

Edit .

(019

Cancel

dil

B SIP Line - Line 17

5IP Line| Transport | STP URI|volP | 738 Fax SIP Credentials |SIP Advanced| Enginesring
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5.7.6. SIP URI Tab

A SIP URI entry needs to be created to match each number that Avaya IP Office and the service
provider will accept on this line. In the reference configuration, two SIP URI entries were
defined, one for outbound calls to the SIP trunk and another one for inbound calls to the Avaya
IP Office.

To set the SIP URI for outbound calls, select the SIP URI tab and click the Add button. The
New Channel area will appear at the bottom of the pane. Set the parameters as shown below:

Set Local URI to Use Credentials User Name. MTS required the user name configured
in Section 5.7.5 to be sent in the “From” header of all outbound messages sent to the
network.

Set Contact, Display Name and PAI to Use Internal Data.

Under Registration, select 1: <user123> from the pull-down menu. MTS uses Digest
Authentication to challenge all calls made from the enterprise to the PSTN.

IP Office will use this set of SIP credentials, defined in the previous section, to
authenticate outbound calls to the service provider.

Leave the Incoming Group field with the default value 0.

Set the Outgoing Group field to 17. The outgoing line group number is used in defining
short codes for routing outbound traffic to this line. For the compliance test, a new
incoming and outgoing group 17 was defined that only contains this line (line 17).

Set Max Calls per Channel to the number of simultaneous calls to be allowed on the SIP
trunk using this SIP URI pattern.

Click OK.

SIP Line - Line 17

1 LinelTransport SIP LRI |‘u'u:|IF‘ |T38 FaxlSIF‘ Credentialsl SIP Advancedl Engineeringl

hannel | Groups | Wia | Local URI | Conkack | Display Name | Pal | Cre fdd, |

Remowve

Edit, ., |

—Edit Channel
Ok |

Yia 10.5.5.150

= . Cancel |
Local LRI se Credentials User Mame
Conkack IUse Internal Data j
Display Mame IUse Internal Data j
PAL IUse Internal Data j
Reqgistration |1: userlz3 j
Incorning Group ID
Qubgoing Group Il?
Mazx Calls per Channel |1E| 3:
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To set the SIP URI for inbound calls, select the SIP URI tab and click the Add button. The New
Channel area will appear at the bottom of the pane. Set the parameters as shown below:

Set Local URI, Contact and Display Name to Use Internal Data. This setting allows
calls on this line that have a SIP URI that matches the number set in the SIP tab of any
user as shown later in Section 5.8.

Set PAI to None.

Under Registration, select 0: <None> from the pull-down menu.

Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. This line group number will be used in defining incoming call
routes for this line. For the compliance test, a new incoming and outgoing group 17 was
defined that only contains this line (line 17).

Leave the Outgoing Group field with the default value 0.

Set Max Calls per Channel to the number of simultaneous calls to be allowed on the SIP
trunk using this SIP URI pattern.

Click OK.
Ei SIP Line - Line 17
SIp Linel Transpart SIP LRI |‘u'u:|IF‘ |T38 Faxl SIP Credentialsl SIP Advancedl Engineeringl
Channel | Groups | Wiz | Local URI | Zonkack | Display Name | P fdd,
2 o 17 10,5.5.150 wserl23
Rlermme:
Edit... |
—Mew Channel
¥ia 10.5.5.150 Ll
Local URI IUse Inkernal Data ﬂ Lﬁ&ll
Contack IUse Internal Data j
Display MName IUse Internal Data ﬂ
Pal frione |
Registration IIZI: <Maone = j
Incaming Group Il?"—
Zutgoing Group ID
Max Calls per Channel 1| 3

Additional SIP URIs may be required to allow inbound calls to numbers not associated with a
user, such as a short code. These URIs are created in the same manner as shown previously,
with the exception that the incoming DID number is entered directly in the Local URI, Contact,
and Display Name fields.
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5.7.7. VolP Tab

Select the VolIP tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

Codec Selection ICustnm j ™ Codec Lockdown
— L d————— —Selected
i s ™| allow Direct Media Path
@711 ALAWY 64K 3 2,711 ULAW 64k

In the sample configuration, the Codec Selection was configured using the Custom
option, allowing an explicit ordered list of codecs to be specified. The buttons allow
setting the specific order of preference for the codecs to be used on the line, as shown. In
the example codec G.711ULAW, the only codec supported by MTS on the SIP trunk, is
placed under the Selected column.

Set Fax Transport Support to T38.

Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.

Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of an incoming call or transfer does not support the codec originally negotiated on
the trunk.

Check the PRACK/100rel Supported box, to advertise the support for provisional
responses and Early Media to the service provider.

Default values may be used for all other parameters.

B SIP Line - Line 17

SIP Line| Transport | 51P URT YoIP |38 Fax| 51P Credentials| 51P Advanced| Engineering]

™ yalp Silence SUppression

¥ Re-invite Supported

G722 Ak ™ Force direct media with phienes
G.729(a) &k C5-ACELP

3.723.1 63 MP-ML ¥ PRACK}100re] Supported

. ™| G711 Fax ECAN

>

MIHENE

Fax Transport Suppart ITSB j
DTMF Support |RFCza33 4
MMedia Security IDisabIed j
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5.7.8. T38 Fax Tab.
On the T38 Fax tab, uncheck the Use Default VValues box at the bottom of the tab. Set the
T38 Fax Version to version 0.

—

SIP Line - Line 17

SIP Line| Transport | 5IP URI|volp T35 Fax |SIP Credentials| SIP Advanced| Engineering |

T35 Fax Version IIZI j
Transpork IUDPTL j
Redundancy

Low Speed ID 5:
High Speed ID 5:

TCF Method | Trans TCF 4

Max Bit Rate (bps) | 14400 =]

EFlaqg Start Timer (msecs) IZE-EIEI 3:
EFlag Stop Timer {msecs) |23IZIIZI 3:
T Mebwork Timeout {secs) I 150 3:

™ Use Default values

¥ Scan Line Fix-up

IV TFOP Enhancement

™ Disable T30 ECM

" Disable EFlags Far First DIS
™ Gisable T30 MR Compression

MNSF Override

Country Code IIZI 3:
Yendor Code IIZI 3:

Click OK (not shown) to save all the changes made to any of the various “SIP Line” tabs.

No changes were made to the SIP Advanced and the Engineering tabs, so they will not be

visited.
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5.8. Users

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP
line defined in Section 5.7. To configure these settings, navigate to User in the left Navigation
Pane and select the name of the user to be modified. In the example below, the name of the user
is Extn 1102dcp. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used to match against the SIP URI
of incoming calls without having to enter this number as an explicit SIP URI for the SIP line
(Section 5.7.6). The example below shows the settings for user “Extn1102dcp”. The SIP Name
and Contact are set to one of the DID numbers assigned to the enterprise by MTS. The SIP
Display Name (Alias) parameter can optionally be configured with a descriptive name. Click
OK (not shown) to save any changes.

IP Offices E Extn1102dcp: 1102

(- o Extension (47) B “User I Yoicemail | DMND | Short Codes | Source Mumbers | Telephory I Forwarding | Dial In I Yoice Recording I
=] User (42
= : (4) SIP Personal Directoryl Web Self-administration

----- firg tolser

""" i RemoteManager SIP Mame [zn41234570

----- §r 1557 &v Com RM 1557

----- :"’ 1552 Av Com SIP 1552 SIP Display Name {Alias) IEthl 102dcp

----- § 1101 Extn1101dep

1102 Extnl102dcp Cantact |2|:|£"1234.5?I:|

----- § 1103 Extn1103dcp
----- § 1104Extnitoe
----- $ 1105Extniios

[ Anonymous
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5.9. Fax Extensions

As specified in Section 2.2, during the compliance test it was determined that in order for both
outbound and inbound T.38 fax calls to complete successfully, analog extensions used as fax
machines in the IP Office needed to specifically be classified as such. By doing this, IP Office
offered T.38 in the SDP of the initial INVITE of outbound calls made from these fax extensions.
These calls connected directly at T.38, avoiding the G.711MU voice setup and the problems that
occurred with the subsequent re-INVITE from MTS. On incoming calls to these extensions, IP
Office still sent a T.38 re-INVITE, which was accepted by MTS, after the initial voice
connection using codec G.711MU.

Under Extension on the left Navigation pane, select the extension to be used as a fax machine.
On the Details pane, select the Analogue tab. On the Equipment Classification section, check
the FAX Machine option. The screen below shows the configuration for extension 1503, used as
a fax machine in the sample configuration.

IP Offices E Analogue Extension: 25 1503

-4 Extension {47} || Extn  &nalogue |
oy 101 1101
-y 102 1102 —Equipment Classification ————————— —Flash Hook Pulse Width

oalfy 103 1103  Quiet Headset ¥ Use System Defaults

-4y 104 1104 .

4y 105 1105 Paging Speaker Mlinimurn Widkh IZD 3: s
-y 106 1106 Standard Telephone
-4y 107 1107
-4y 108 1108
-4y 1091109
-4y 110 1110
-y 111 1111
iy 112 1112
-4y 1131113
ey 114 1114
-4y 115 1115
-4y 116 1116
-y, 8009 1501
-y, 8013 1502

Tazximum wWidth con = ms
Doar Bhone 1

Doar Phane 2

VR Port —Message Waiting Lamp Indication Type

Faw Machine Maone j
MOH Saurce

i Jie Bt Bl Bie

]

Hook Persistency 100 H ms

-y 26 1504
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5.10. Incoming Call Route

Incoming call routes map inbound DID numbers on a specific line to internal extensions, hunt
groups, short codes, etc., within the IP Office system. Incoming call routes are defined for each

DID number assigned by the service provider.

In a scenario like the one used for the compliance test, only one incoming route was needed,
which allowed any incoming number arriving on the SIP trunk to reach any predefined extension
in the IP Office. The routing decision for the call is based on the parameters previously
configured for the SIP URI (Section 5.7.5) and the users SIP Name and Contact, already
populated with the assigned DID numbers (Section 5.8)

To add a new incoming call route, from the left Navigation Pane, right-click on Incoming Call
Route and select New (not shown). On the Details Pane, under the Standard tab, set the
parameters as show below:

e Set Bearer Capacity to Any Voice.
e Set the Line Group Id to the incoming line group of the SIP line defined in Section 5.7.
e Default values may be used for all other parameters.

pomces |

Standard |\-'|:|ice Recording I Destinations I

- & BOOTP(3)
---:;'- Operatar (3)
]-<ap IPS00_Lab2
---F-n,- System (1)
E-F7 Line (20)
-+ Contral Unit {4)
@* Extension (47}
= User (43}
ﬂ Group {1}
[-B% Shart Code (66)
@ Service ()
- aly RAS (1)

BB AN Port ()
.ﬁ& Directary {07
£ Time Profile (0)
@ Fireswall Profile {13
&l 1P Route (5)
- Account Code (0)
W License (75

@ Incoming Call Route (4)

Bearer Capability

Line Group ID
Incoming Mumnbet
Incoming Sub Address
Incoming CLI

Locale

Priority

Tag

Hold Music Source

Ring Tone Cwerride

17
I.D.ny Voice j
|7 =
|
|
|
| =
|1 - Lawe j
|
IS\;stem Source j
INDHE j
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Under the Destinations tab, enter “.” for the Default VValue. This setting will allow the call to be
routed to any destination with a value on its SIP Name field, entered on the SIP tab of that User,
which matches the number present on the user part of the “To” header of the incoming INVITE.

X v l=z|-=
Standard I Yoice Recording  Destinations |
TimePrafile Destination Fallback Extension
> Defaulk Yalue ) j j

Additional incoming call routes may be required to allow inbound calls to numbers not
associated with a user, such as a short code. These routes are created in the same manner as
shown, with the exception that the incoming DID number is entered directly in the Incoming
Number field on the Standard tap, and the specific destination (short code, etc.) needs to be
entered on the Default VValue field of the Destinations tab. Click OK (not shown) to save any
changes.

5.11. Short Code

In the reference configuration, Avaya IP Office used Automatic Route Selection (ARS) to route
outbound traffic to the SIP line. A short code is needed to send the outbound traffic to the ARS
route. To create the short code used for ARS, right-click on Short Code in the Navigation Pane
and select New (not shown). The screen below shows the creation of the short code 9N used in
the reference configuration. When the Avaya IP Office users dialed 9 plus any number N, calls
were directed to Line Group 50: Main, configurable via ARS and defined next in Section 5.12.

On the Short Code tab in the Details Pane, configure the parameters as shown below.

e Inthe Code field, enter the dial string which will trigger this short code, in this case 9N.
This short code will be invoked when the user dials 9 followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N. The value N represents the number dialed by the user after
removing the 9 prefix.

e Setthe Line Group ID to the ARS route to be used. In the example shown, the call is
directed to Line Group 50: Main.

e Click OK (not shown).

Short Code |

Code I-:‘

Faatire [0 =
Telaghans Nusiber ]

tne Grop ID [ -]
Loxabe [ =
Fotoe Accourt Code r

Foros Authorizstion Code [
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5.12. Automatic Route Selection

While detailed coverage of ARS is beyond the scope of these Application Notes, this section
includes some basic screen illustrations of the ARS settings used during the compliance test.

The following screen shows the ARS configuration for the route 50: Main. The example shows a
subset of the dialed strings tested as part of the compliance test. See Section 2.1 for the
complete list of call types tested. Note the sequence of Xs used in the Code column of some
entries, to specify the exact number of digits to be expected following the access code and the
first digits on the string. This type of setting results in a much quicker response in the delivery of

the calls by the IP Office.

IP Offices = Main
& R BOOTE (4) s |
p ARy ARS Fowe B ko WV Seconday Dial tone
7 Lote Nare i SystemTone :_J
o D4 Delyy Tne | pr———r T | 57 Chuch Uner o g
L 2
o B Desipkon |
. g G
S
@ In Service ~ Ot of Sarvew Rowre i <Horm >
+ g RAS
3 e S) 1
P w Ot of Honrs Rioues § usrm>
pt
: 2 ] Foabtise i Line Group ID ]
; ec Dead \7
& Lo [l 361 1
w7 (£ 8 17
(L8 1
- l(‘ : O |
50 Man 11 011 Codd Evmrgency 1
205 Location Beguest (0) ’
0 l
T—a Abarats Routs <Mone»

L

For example, during the compliance test, to dial local PSTN calls the user dialed 9 plus the 10
digit local number, starting with the area code 204 and then the remaining 7 digits.

Cancel |

Code | 2045024004

Feature IDiaI j
Telephone Humber |2D4N

Line Group ID |1 7 =]
Locals I j
Farce Account Code I

Force Autharization Code [
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5.13. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top left of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the
configuration changes made since the last save. Note that clicking OK may cause a service
disruption. Click OK to proceed.

Save Configuration M= E3

—IP Office Settings

IPS00_Labz

— Configuration Rebook Mode
i Merge

" Immediate

" WWhen Free

' Timed

—FRebaoak Time

16:22 =

—Call Barring
r Incoming Calls
r Dutgaing Zalls

(0] 4 I Cancel Help
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the initial
installation of the Avaya SBCE, the assignment of the management interface IP Address and
license installation have already been completed; hence these tasks are not covered in these
Application Notes. For more information on the installation and initial provisioning of the Avaya
SBCE consult the Avaya SBCE documentation in the Additional References section.

6.1. System Access

Access the Session Border Controller web management interface by using a web browser and
entering the URL https://<ip-address>, where <ip-address> is the management IP address
configured at installation. Log in using the appropriate credentials.

AVAYA "

Session Border Controller
for Enterprise

witenwd sy by setsorewd
wtr T sl o wterptet
§ 40 I apshe I W e

dinct & CaIrgarn dncicheey Wooeheet
U thade, feders O ofwe sppicatie ot Wt

0

©3011 - 2013 Asrs 1 S8 1ghts e ved

Once logged in, the Dashboard screen is presented. The left navigation pane contains the
different available menu items used for the configuration of the Avaya SBCE. Check the status
of the License State field. In the example below, the status OK indicates that a valid license is
present.

Alarms Incxients Status Logs Dagnosics Usess

Session Border Controller for Enterprise AVAYA
Dashboard Dashboard A~
. I
BackupResore Sysiem Time 041249 PMEDT Fledies EMS

System Managemeant

Va 6.3.3-086224
Gicbal Parameters S 35 DR Mem S8CE
Global Profles Bedld Dute Foi ke 10 002620 EDT 2045
PPM Services Lconso State oK
Daman Polices Aggregate Licaniing Owerages 0
TLS Maragement
Peak Licersing Owsage Counl o
Device Specihc Settings
Adarms (past 24 howrs) ncidonts (post 24 howrs)
Nona found Mo SBCE Heanbear Successdil Senar 5 UP

Wcio SHCE Heanboat Faled. Sanes s Down

Add]
Y
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6.2. System Management

To view current system information, select System Management on the left navigation pane. A
list of installed devices is shown in the Devices tab on the right pane. In the reference
configuration, a single device named Micro_SBCE is shown. The management IP address that
was configured during installation is shown here. Note that the management IP address needs to
be on a subnet separate from the ones used in all other interfaces of the Avaya SBCE, segmented
from all VVolIP traffic. Verify that the Status is Commissioned, indicating that the initial
installation process of the device has been previously completed, as shown on the screen below.

Mams  rederts Sualus Logs  Dagnosics  Users Seflings Hedp  LogOu

Session Border Controller for Enterprise AVAYA

Crashboard System Management

Admnstration

BackupResiore : C— r_____ Frr—
System Manage ment Devices ! Up‘!.‘ | LSS_l m u““"

Global Parameters Dz o Narmw Managesnt 1P Venon Stabum

Global Profiles 533
Miro_SBCE 2 18810 78 08 Commisioned  eboot 1 ' wt g | sy ! it Uy
PPM Senices a2 SEY g o

Doman Polcies

TLS Management

Dewce Spacific Sethings

To view the network configuration assigned to the Avaya SBCE, click View on the screen
above. The System Information window is displayed, as shown on the screen on the next page,
containing the current device configuration and network settings.

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 35 of 67
SPOC 10/13/2015 ©2015 Avaya Inc. All Rights Reserved. MTS_IPO91SBCE6G3



Note that the A1 and B1 interfaces correspond to the private and public interfaces for the Avaya
SBCE. The highlighted Al and B1 IP addresses are the ones relevant to these Application Notes.
Other IP addresses assigned to these interfaces on the screen below are used to support remote
workers and they are not discussed in this document. On the License Allocation area of the
System Information, verify that the number of Standard Sessions is sufficient to support the
desired number of simultaneous SIP calls across all SIP trunks at the enterprise. The number of
sessions and encryption features are primarily controlled by the license file installed.

System Information: Micro_SBCE X

General Configuration

Device Configuration — License Allocation
Appliance Name Micro_SBCE HA Mode No Standard Sessions 500
Requested: 500
Box Ty SIP Two B Mode N
ox vpe woBypass e e éq\encequgssions 100
Deployment Mode  Proxy =P
Scopia Video Sessi
Seepia idep Sessions 10p
Encryption
— Network Configuration
IP Public IP Netmask Gateway Interface
| 10.5.5.152 10.5.5.152 255.256.255.0 10.5.5.254 Al |
10.5.5.153 10.5.5.153 255.255.255.0 10.5.5.254 Al
172.16.157.160 172.16.157.160 255.255.256.192 172.16.157.129 B1
172.16.157.161 172.16.157.161 255.255.255.192 172.16 .157.129 B1
172.16.157.135 172.16.157.135 255.255.256.192 172.16.157.129 B1
— DNS Configuration Management IP(s)
Primary DNS 10.10.216.122 ’7 P 192.168.10.75
Secondary DNS  172.16.153.242
DNS Lecation DMZ
DNS Client IP 172.16.157.135
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6.3. Network Management

The network configuration parameters should have been previously specified during installation
of the Avaya SBCE. In the event that changes need to be made to the network configuration,
they can be entered here.

Select Network Management under Device Specific Settings on the left-side menu.

Under Devices in the center pane, select the device being managed, Micro_SBCE in the sample
configuration. On the Networks tab, verify or enter the network information as needed. Note that
the Al and B1 interfaces correspond to the private and public interfaces for the Avaya SBCE.

In the configuration used during the compliance test, IP address 10.5.5.152 was assigned to
interface A1, and IP address 172.16.157.135 was assigned to interface B1. Other IP addresses
assigned to these interfaces on the screen below are used to support remote workers and they are
not discussed in this document. See Figure 1 in Section 3.

Session Border Controller for Enterprise AVAYA

Backup/Resioee .. Network Management: Micro_SBCE
System Maragement

Global Parameters

Global Profiles Intodfaces l Networks
PPM Services Micro_SBCE -
Doman Polcies S Gy craperp e oz S _]
TLS Management e
+ Dewce Specific Sattings Nemar_ Al 10554254 355302960 Al 1055153
Network 17215 157 160
Management Network_B1 17216157129 2652655265392 Bt 172 16 157 181

172163657135
Medka herface
Signalng Interface

On the Interfaces tab, verify the Status is Enabled for both the Al and B1 interfaces. Click the
Disabled button on each interface to enable it if necessary.

Network Management: Micro_SBCE

Interfaces | Networks |

Micro_SBCE Add VLA |
Interface Mame WLAN Tag
Al Enabled
A2 Disabled
B1 Enabled
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6.4. Media Interfaces

Media Interfaces were created to specify the IP address and port range in which the Avaya SBCE
will accept media streams on each interface. Packets leaving the interfaces of the Avaya SBCE
will advertise this IP address, and one of the ports in this range as the listening IP address and
port in which it will accept media from the Call or the Trunk Server.

To add the Media Interface in the enterprise direction, select Media Interface from the Device
Specific Settings menu on the left-hand side, select the Micro_SBCE device and click the Add
button (not shown). On the Add Media Interface screen, enter an appropriate Name for the
Media Interface. On the IP Address area, select from the drop-down menus the network
associated with the private interface of the SBCE (Al) and the private IP Address used for SIP
trunking. The Port Range was left at the default values of 35000-40000. Click Finish.

Add Media Interface X

Marme |Private_med

[ Metwork_AT (A1, VLAND) =]
[1055152 -]

Port Range [35000 - |40000

Finish |

IP Address

A Media Interface facing the public network side was similarly created with the name
Public_med, as shown below. On the IP Address drop-down menus, the network associated
with the public interface of the SBCE (B1) and the public IP Address used for SIP trunking are
selected. The Port Range was left at the default values. Click Finish.

Add Media Interface X

Mame IPuinc_media

| Network_B1 (B1, VLAN D) =]
II 72.16.157.135 vl

Part Range {35000 - [40000

Finish |

IP Address
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6.5. Signaling Interfaces

Signaling Interfaces are created to specify the IP addresses and ports in which the Avaya SBCE
will expect the signaling traffic in the connected networks.

To add the Signaling Interface in the enterprise direction, select Signaling Interface from the
Device Specific Settings menu on the left-hand side, select the Micro_SBCE device and click
the Add button (not shown). On the Add Signaling Interface screen, enter an appropriate Name
for the interface. Under IP Address, select the network associated with the private interface of
the SBCE (A1) and the private IP Address used for SIP trunking, from the drop-down menus.
Enter 5060 for UDP Port, since UDP port 5060 is used for signaling traffic from IP Office in the
sample configuration, Section 5.7.4. Click Finish.

Add Signaling Interface X

Marre IPrivate_sig
[ Metwork_AT (A1, VLAND) =]
IP Address
|1D.5.5.152 'l
TCP Port I
Leawve blank to dizable
LUDOP Port
Leawe blank to dizable IEIJED
TLZ Port I
Leawve blank to disable
TLS Profile [Mane =
Enable Shared Cantraol r
Shared Control Port I
Finish |
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A second Signaling Interface with the name Public_sig was similarly created in the service
provider’s direction. On the IP Address drop-down menus, the network associated with the
public interface of the SBCE (B1) and the public IP Address used for SIP trunking are selected.
Enter 5060 for UDP Port. Click Finish.

Add Signaling Interface X

Marne |Pub|i|:_5ig
| Metwork_B1 (B1, VLAN D) =]
IP Address
Il 72.16.157.135 vI
TCP Port I
Leave blank to disable
UDF Fort
Leave blank to disable I5IJEIJ
TLES Port I
Leave blank to disable
TLS Profile [ Mane =
Enable Shared Contral Il

Shared Control Port I

Finish |
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6.6. Server Interworking

Interworking Profile features are configured to facilitate the interoperability between the
enterprise SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

6.6.1. Server Interworking Profile — Avaya IP Office

Interworking profiles can be created by cloning one of the pre-defined default profiles, or by
adding a new profile. To configure the interworking profile in the enterprise direction, select
Global Profiles = Server Interworking on the left navigation pane. Under Interworking

Profiles, select avaya-ru from the list of pre-defined profiles. Click Clone.

Dashboard
Admirvstratian

Bathp/Restore

Systern Managament

Global Parsmeters Guneeal

4 Clobal Prafies

2l Imerworking Profiles: avaya-ru

_had |

L 1x 201 ecammiraruded 10 adt e defauks Try Cluning dr 0dding & sew gratis ingtasd
2100

avaya.w

_Ciore |

T Efos OCSEdpe S| Hald Suppont NONE
Firgapent
e JReomoo 150 Handlieg None
Interworking (& L 151 Handmg Nope
FRons taing CLEFrntEns S 162 Handing Nona
Meadia Forlong — 4
Routing P Céice 183 Handng None
Server Corfpuration Senvice Provder Rafir Handing No
Topology Hidrg UR! Geaup None
Sinalg Sod Hald No
Manoulston o |
Enter a descriptive name for the cloned profile. Click Finish.
Clone Profile X
Profile Mame awaya-ru
Clone Mame IIP Office
Finish |
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On the newly cloned IP Office interworking profile, scroll down on the General tab and click
Edit (not shown). On the General screen, check the T.38 Support box. All other parameters
retain their default values. Click Next.

Editing Profile: IP Office X

® None
Hold Support (O RFC2543 - ¢=0.0.0.0
O RFC3264 - a=sendonly

180 Handling ® None O sSDP O No SDP
181 Handling ® None O sSDP O No SDP
182 Handling ® None O sSDP O No SDP
183 Handling ® None O SDP O NoSDP
Refer Handling Il

URI Group None

Send Hold |
3xx Handling I

Diversion Header Support [
Delayed SDP Handling [
Re-Invite Handling |
Prack Handling [l

Allow 18X SDP O
T.38 Support
URI Scheme ®sip O TEL O ANY
Via Header Format g E:zgg:i;

Next
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On the Privacy/DTMF screen, keep all the default settings. Click Finish.

Editing Profile: IP Office X

Privacy Enabled

User Name |
P-Asserted-ldentity O
P-Preferred-ldentity O

Privacy Header |

DTMF

® None
DTMF Support O SIP NOTIFY
O SIP INFO

Back |  Finish |

The Timers, URI Manipulation and Header Manipulation tabs contain no entries.
The Advaced tab settings are shown on the screen below:

General l ‘ Tlmera| [ URI Manipulation | | Header Manipulation | | Advanced
Record Routes Both Sides
Topology Hiding: Change Call-ID Mo
Call-Info MAT Mo
Change Max Forwards Yes
Include End Point IP for Context Lookup Yes
OCS Extensions Mo
ANVAYA Extensions fes
MORTEL Extensions Mo
Diversion Manipulation Mo
Metaswitc h Extensions Mo
Reset on Talk Spurt Mo
Reset SRTP Context on Session Refresh Mo
Has Remate SBC fes
Route Responze on Via Port Mo
Cizco Extenszions Mo
Lync Extenzions Mo
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6.6.2. Server Interworking Profile — Service Provider

A second interworking profile in the direction of the SIP trunk to the service provider was
created, by adding a new profile in this case. Select Global Profiles > Server Interworking on
the left navigation pane and click Add (not shown). Enter a descriptive name for the new profile.
Click Next.

Interworking Profile

Profile Mame IService Provider

M et

On the General tab, default values were used for all parameters except for T.38 Support, which
was enabled. Click Next.

® None
Hold Support O RFC2543-¢=0.0.0.0
O RFC3264 - a=sendonly

180 Handling ® None O sDP O No SDP
181 Handling ® None O SDP O No SDP
182 Handling ® None O SDP O No SDP
183 Handling ® None O SDP O No SDP
Refer Handling O

URI Group None

Send Hold
3xx Handling I

Diversion Header Support |
Delayed SDP Handling |
Re-Invite Handling |
Prack Handling O

Allow 18X SDP O
T.35 Support
URI Scheme ®sip O TEL O ANY
Via Hezader Format g Eigizj;

ﬂl Next
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Click Next on the Privacy/DTMF and SIP Timers/Transport Timers tabs (not shown). Accept
all defaults in the Advanced Settings tab. Click Finish.

Interworking Profile X

{3 None

O Single Side

O Dialog-Initiate Only (Single Side)
O Both Sides

Record Routes

Topology Hiding: Change Call-ID
Call-Info NAT

Change Max Forwards

Include End Point IP for Context Lockup
OCS Extensions

AVAYA Extensions

NORTEL Extensions

O 0Oo0oo0od«d®

Diversion Manipulation

=
]

T

<]

Diversion Condition | one

Diversion Header URI |
Metaswitch Extensions
Reset on Talk Spurt
Reset SRTP Context on Session Refresh
Has Remote SBC
Route Response on Via Port

Cisco Extensions

O 0O 0o W oo o

Lync Extensions

SBC FQDN

Back | Finish
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6.7. Server Configuration

Server Profiles are created to define the parameters for the Avaya SBCE two peers, i.e., Avaya
IP Office (Call Server) and the SIP Proxy at the service provider’s network (Trunk Server).

6.7.1. Server Configuration Profile — Avaya IP Office

From the Global Profiles menu on the left-hand navigation pane, select Server Configuration
and click the Add button (not shown) to add a new profile for the Call Server. Enter an
appropriate Profile Name similar to the screen below. Click Next.

Add Server Configuration Profile

Profile Narme P Ofice
Mext

On the Add Server Configuration Profile Tab select Call Server from the drop down menu for
the Server Type. On the IP Addresses / FQDN field, enter the IP address of the IP Office
LANL1, as defined in Section 5.2. Enter 5060 under Port and select UDP for Transport. The
transport protocol and port selected here must match the values used on the IP Office SIP line on
Section 5.7. Click Next.

Add Server Configuration Profile X

Server Type ICaIISewer 'I
P Address £ FQDRN Tranzport
10.5.5.150 5060 UDP =l Delste
Back | Mext |
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Click Next on the Authentication and Heartbeat tabs (not shown). On the Advanced tab, select
IP Office (Section 6.6.1) from the Interworking Profile drop down menu. Click Finish.

Add Server Configuration Profile - Advanced X

Enable Do5 Protection r
Enahle Groaming r
Interwarking Profile IIP Office j
Signaling Manipulation Script m
Connection Type Im
Back | Finish |

6.7.2. Server Configuration Profile — Service Provider

Similarly, to add the profile for the Trunk Server, click the Add button on the Server
Configuration screen (not shown). Enter an appropriate Profile Name similar to the screen
below. Click Next.

Add Server Configuration Profile

Profile Mame ISer-.r e Prowider
Mext

On the Add Server Configuration Profile Tab select Trunk Server from the drop down menu
for the Server Type. On the IP Addresses / FQDN field, enter 10.10.168.20, the IP address of
the service provider SIP proxy server. Enter 5060 under Port, and select UDP for Transport.
Click Next.

Add Server Configuration Profile X

Server Type |Trunk Server
Add
IP Address { FQDN Port Transport
[10.10.168.20 [5060 [uDP Delete
Back | Mext |
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Click Next on the Authentication tab (not shown). On the Heartbeat tab:

e Check the Enable Heartbeat box.
e Under Method, select OPTIONS from the drop down menu.

e Frequency: Enter the amount of time (in seconds) between OPTIONS messages that will
be sent from the Avaya SBCE to the MTS proxy server in order to check the status of the
SIP trunk. 300 seconds was the value used during the compliance test.

e Complete the From URI and To URI entries for the OPTIONS messages, like shown on
the screen below.

e Click Next.
Enable Heartbeat
Method
Frequency |3E]D seconds
From URI |sip@avaya.mts.ca
To URI |sip@avaya.mts.ca
Back | Next |

On the Advanced tab, select Service Provider (Section 6.6.2) from the Interworking Profile
drop down menu. Click Finish

Add Server Configuration Profile - Advanced X

Enable DoS Protection O
Enable Grooming O
Interworking Profile Service Provider
Signaling Manipulation Script |N0ne
Connection Type

_Back | Finish |
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6.8. Routing

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the
Avaya SBCE interfaces. Two Routing Profiles were created in the test configuration, one for
inbound calls, with the IP Office as the destination, and the second one for outbound calls, which
are routed to the MTS SIP trunk.

6.8.1. Routing Profile — Avaya IP Office

To create the inbound route, select the Routing tab from the Global Profiles menu on the left-
hand side and select Add (not shown). Enter an appropriate Profile Name similar to the example
below. Click Next.

Routing Profile

Profile Marme IRDute to IFP Office

Mext

On the Routing Profile tab, click the Add button to enter the next-hop address.

Enter 1 under Priority/Weight. Under Server Configuration, select the IP Office profile
created in Section 6.7.1. The Next Hop Address field will be populated with the IP address, port
and protocol defined for the IP Office Server Profile. Defaults were used for all other parameters.
Click Finish.

Routing Profile X

LRI Graoup Iﬁ Time of Day Im
Load Balancing [ Pricrity | nNaPTR i
Transport IW Mext Hop Priority v
Mext Hop In-Dialog - Ignore Route Header r

Server Configuration Mext Hop Address Transport
1 IF Office ~| |10.55.150:5060 (UDF) =] |Mone 7] Delete
Back | Finish |
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6.8.2. Routing Profile — Service Provider

Back at the Routing tab, select Add (not shown) to repeat the process in order to create the
outbound route. Enter an appropriate Profile Name similar to the example below. Click Next.

Profile Mame IRD ute to 5P
M et

On the Routing Profile tab, click the Add button to enter the next-hop address.

Enter 1 under Priority/Weight. Under Server Configuration, select the Service Provider
profile created in Section 6.7.2. The Next Hop Address field will be populated with the IP
address, port and protocol defined for the Server Profile corresponding to the MTS SIP proxy
server. Defaults were used for all other parameters. Click Finish.

Routing Profile X

URI Group IEmergency. Time of Day Idefault.
Load Balancing [Pricrity NAPTR O
Transport Naone MNext Hop Priarity
Next Hop In-Dialog ] Ignore Route Header ]
Add

Priority / .

Weight Server Configuration Next Hop Address Transport
1 [Service Provider|sv| | 10.10.168.20:5060 (UDP) [None Delete

Back |  Finish |
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 50 of 67

SPOC 10/13/2015 ©2015 Avaya Inc. All Rights Reserved. MTS_IPO91SBCE6G3



6.9. Topology Hiding

Topology Hiding is a security feature that allows the modification of several SIP headers,
preventing private enterprise network information from being propagated to the untrusted public
network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in the SIP
headers to the IP addresses or domains expected on the service provider and the enterprise
networks. For the compliance test, the Topology Hiding Profiles were created by cloning the
default profile. Only the minimum configuration required to achieve interoperability on the SIP
trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

6.9.1. Topology Hiding Profile — Avaya IP Office

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side, select default from the list of pre-defined profiles
and click the Clone button (not shown). Enter a Clone Name such as the one shown below.
Click Finish.

Clone Profile X

Profile Marne default
Clone Mame IIP Office

Finish |
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On the newly cloned IP Office profile screen, click the Edit button (not shown).

During the compliance test, IP addresses instead of domains were used in the host part of the
SIP URIs in all SIP headers between the IP Office and the Avaya SBCE. Note that since the
default action of Auto implies the insertion of IP addresses in the host portion of these headers, it
was not necessary to modify any of the headers sent to the enterprise. Default values were used
for all fields. Click Finish.

Header Criteria Replace Action Overwrite Value
|Request—Line j |IP,“DDmain j |Auto j | Delete
[Refer-To | |PDomain x| [Auto =l Delete
[sDP | |PDomain x| [Auto =l Delete
|T|:| j |IP,“DDmain j |Auto j | Delete
|Record-Route | |PDomain x| [Auto =l Delete
| Referred-By =l [IPDomain =] |Auto =l Delete
|From j |IP,-fDomain j |Auto j | Delete
[via =l |PDomain | [Auto =l Delete

6.9.2. Topology Hiding Profile — Service Provider

A Topology Hiding profile named Service Provider was similarly configured in the direction of
the SIP trunk to the service provider. In this case, for the Request-Line, To and From headers,

select Overwrite in the Replace Action column. In the Overwrite Value column, enter the SIP
domain avaya.mts.ca, used and expected by the service provider on these headers. Click Finish.

Header Criteria Replace Action Overwrite Value
|Fr0m |IF’,I'D0main |Dverwrite |avaya.mts_c:a Delete
|Record-Route [IP/Damain |Auta | Delete
|F§e]‘erret::I—By-r |IF’.fD4}main |Autﬂ | Delete
|Request—Line |IF",I'D0main |Dverwrite |avaya.mts_c:a Delete
[soP [IP/Domain |Auta | Delete
|Viﬁ |IF’,I'D0main |Autcr | Delete
[Refer-To [IP/Domain JAuto | Delete
|To |IF’.fD1}main |Dverwrite |avaya.mts_c:a Delete
Finish |
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6.10. Application Rules

Application Rules define the types of SIP-based Unified Communications (UC) applications to
be protected by the Avaya SBCE, as well as the maximum number of concurrent sessions
allowed to be processed by the device. A single new Application Rule was created, by cloning
the pre-defined default-trunk rule.

Select Application Rules under the Domain Policies menu on the left hand side, select the
default-trunk Application Rule and click Clone.

Dashboard JI Application Rules: default-trunk
Adminksiration A84|  [Fiter By Dewee K3 Cune
Backup/Restore
1 = it mooommended 1o edit e defaults. Try claming ur adding & new rule instesd
System Managemant =
Ut
Global Parameters Apphication Rulw
e default trunk =
Global Profiles Appication Type Mapamum Concurmum Manmum Sessons Por
FPPM Services detmut subsznber Sesaons Endpont
# Doemain Poscies detadbsubsxiber Audio ¥ & 2000 2000
Application Rules
detzst-server-iow Video 00
Borger Rufes
Media Rules detaut-serser-tagh ™ O o
Secunty Rules
Signaling Rufes
Time of Day Rules COR Support Nans
End Point Palicy RTCP Kesp-Ave No
Groups

Session Policies ——

Under Clone Name enter the new rule name. Click Finish to save.

Clone Rule X

Fule Name default-trunk
Clone Matna Saszions=600

Finish
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On the Application Rules screen, select the newly created rule and click Edit (not shown). For
SIP trunking, Maximum Concurrent Sessions and Maximum Sessions Per Endpoint should
have the same value. In the example below, they were set to 500, which is the number of

maximum simultaneous sessions supported on the Avaya SBCE Portwell CAD-0208 platform.

Click Finish.

Application Type
Yol

“Wideo

Editing Rule: Sessions=500

Current

F F |s00
L r |
r r [

Miscellaneous

& None
COR Support © COR w RTP
© COR wio RTP
RTCP Keap-Alive r
Finish
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6.11. Signaling Rules

As mentioned in Section 2.2, a Signaling Rule was used in the Avaya SBCE to remove the
Remote-Address header, generated by the Avaya SBCE, from outbound messages to the service
provider. This header has local significance only and should not be propagated on the SIP trunk
to the service provider.

In the Domain Policies menu on the left-hand side, select Signaling Rules, then Add Rule (not
shown). Enter an appropriate name like in the example below. Click Next.

Signaling Rule

Rule Mamea |F{emote—Add ress
Next |

On the newly created Remote-Address Signaling Rule, select the Request Headers tab to create
the manipulations performed on request messages. Select Add Out Header Control.

Signaling Rules: Remote-Address

Addl |Fi|terByDe\.ric:e... Rename | Clonel Deletel
Signaling Rules Click here to add a description.
default
General || Requests || Resp || Request Headers | | Response Headers || Signaling QoS || UCID |
No-Content-Type-...
Add In Header Control | Add Out Header Control |
OPTIONS
Method Header 5 . L
Remote_Address Row Header Name Name Criteria Action Proprietary Direction

No request header controls exist.

Enter the settings on the Add Header Control screen as show below. Click Finish.

Add Header Control X

Proprietary Request Header
Header Name |Remate-Address
Method Name ALL

@ Forbidden
Header Criteria O Mandatory

O Qptional

IF{emove header| V]
Presence Action

|486 |E5us3.r Here

Finish |
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Select the Response Headers tab to create the manipulations performed on response messages.

Select Add Out Header Control.

Signaling Rules: Remote-Address

Add | [Filter By Device

default

Signaling Rules Click here to add a description.

Rename | Clunel Deletel

General | | Requests || Responses || Request Headers | | Response Headers | | Signaling QoS | | uciD |

No-Content-Type-...

OPTIONS

Row Header Name

Remote-Address

Add In Header Control

| Add OutHeader Control |

Response  Method
Code Name

Header
Criteria

Action

Mo response header controls exist.

Proprietary Direction

Enter the settings on the Add Header Control screen as show below. Click Finish.

Add Header Control X

Proprietary Response Header

Header Name
Response Code

Method Name

Header Criteria

Presence Action

|F{emote—Address
2XX
ALL

@® Forbidden
) Mandatory
O Optional

|F{em0ve header

|486 |Busy Here

Finish |
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6.12. End Point Policy Groups

End Point Policy Groups associate the different sets of rules under Domain Policies (Application,
Media, Signaling, etc.) to be applied to specific SIP messages traversing through the Avaya
SBCE. In the reference configuration, the End Point Policy Groups used default sets of rules
already pre-defined in the configuration, with the exception of the new Application and
Signaling Rules defined in Sections 6.10 and 6.11. Please note that changes should not be made
to any of the defaults. If changes are needed, it is recommended to create a new rule by cloning
one of the defaults and then make the necessary changes to the new rule.

6.12.1. End Point Policy Group — Avaya IP Office

To create an End Point Policy Group for the enterprise, select End Point Policy Groups under
the Domain Policies menu. Select Add.

Dashboard
Agrministranon
BackupFestone
Syztem Managament
Giobsal Parameters
Gobyl Profies
PFM Seraces
+ Daman Polices
Apphcation Rides
Border Rues
Medka Fules
Securty Rules
Sagnalng Rules
Tene uf Day Rules
£nd Point Pelicy
Groups

I»

Policy Groups. default-low
| Filker By Deracs > Dons
€ not ecamemanded tu sttt the detaus Ty shunng o stibny & new goup mstead

Palcy
detault-low
Hower poor @ oW ta 3ee 13 Heacrption

defoull.low.onc

Poliey Group |
defatt med

Summery J

detault-med-wrx

dalisl)-hegh

datauti-tigh-snc
OCEsataub-hign
waysdetlowent
waysdethizh-sub

weavs-dethich- senvit

Enter an appropriate name in the Group Name field. Click Next.

Policy Group

Group Mame IIP Office
M et
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In the Policy Group tab, defaults were used for all fields, with the exception of the Application
Rule, where the Sessions=500 rule created in Section 6.10 was selected. Click Finish.

Policy Group X

Application Rule
Border Rule
MWedia Rule
Security Rule

Signaling Rule

|Sessions=50[l

[

| default

=

| default-low-rmed

I clefault-low 'I

[

| default

Back | Finish

6.12.2. End Point Policy Group — Service Provider

Back at the End Point Policy Groups screen, select Add to create the End Point Policy Group
for the service provider (not shown). Enter an appropriate name in the Group Name field. Click

Next.

Group Name

Policy Group

IService Provider
Next |

In the Policy Group tab, under Application Rule, select the Sessions=500 rule created in
Section 6.10. Under Signaling Rule, select the Remote-Address rule created in Section 6.11.
Defaults were used for all other fields. Click Finish.

Application Rule |Sessions=500

Border Rule |defau|t

Media Rule default-low-med

Security Rule default-low

Signaling Rule [Remote-Address

Backl Finish |
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6.13. End Point Flows

End Point Flows determine the path to be followed by the packets traversing through the Avaya
SBCE. They also combine the different sets of rules and profiles previously configured, to be
applied to the SIP traffic traveling in each direction.

6.13.1. End Point Flow — Avaya IP Office

To create the call flow toward the enterprise, from the Device Specific menu, select End Point
Flows, then select the Server Flows tab. Click Add (not shown). The screen below shows the
flow named IP Office Flow created in the sample configuration. The flow uses the interfaces,
policies, and profiles defined in previous sections. Note that the Routing Profile selection is the
profile created for the Service Provider in Section 6.8.2, which is the reverse route of the flow.
Click Finish.

Edit Flow: IP Office Flow X

MAA; Reviewed:
SPOC 10/13/2015

Flow Name |IP Office Flow
Server Configuration |IP Office
URI Group *
Transport *
Remoate Subnet [
Received Interface Public_sig
Signaling Interface Private_sig
Media Interface [Private_med
End Point Policy Group |IP Office
Routing Profile |H0ute to SP
Topology Hiding Profile [IP Office
File Transfer Profile None | ¥ |
Signaling Manipulation Script |None
Remote Branch Office

Finish |
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6.13.2. End Point Flow — Service Provider

A second Server Flow with the name SIP Trunk Flow was similarly created in the network
direction. The flow uses the interfaces, policies, and profiles defined in previous sections. Note
that the Routing Profile selection is the profile created for the IP Office in Section 6.8.1, which
is the reverse route of the flow. Click Finish.

Edit Flow: SIP Trunk Flow X

Flow Name [BIP Trunk Flow %
Server Configuration | Service Provider| v|
URI Group *
Transport *
Remote Subnet §
Received Interface Private_sig
Signaling Interface Public_sig
Media Interface [Public_media
End Paint Policy Group [ Service Provider
Routing Profile |H0ute to IP Office
Topology Hiding Profile |Service Provider
File Transfer Profile None [V
Signaling Manipulation Script |NDne
Remote Branch Office
Finish |
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7. MTS SIP Trunking Service Configuration

MTS is responsible for the configuration of the SIP Trunking Service in its network. The
customer will need to provide the IP address and port used to reach the Avaya IP Office at the
enterprise. MTS will provide the customer the necessary information to configure the SIP trunk
connection from the enterprise site to the network, including:

IP address and port of the MTS SIP Proxy server.

Credentials for the SIP trunk registration (user name, password).

MTS SIP Domain.

Supported codecs and order of preference.

DID numbers.

All IP addresses and port numbers used for signaling or media that will need access to the
enterprise network through any security devices.

This information is used to complete the configuration of the Avaya IP Office and the Avaya
SBCE discussed in the previous sections.

8. Verification Steps

The following sections include steps that may be used to verify the configuration of the Avaya IP
Office and the Avaya SBCE with the MTS SIP Trunking Service.

8.1. Avaya IP Office

The Avaya IP Office System Status and Monitor applications are useful tools used for the
verification and troubleshooting of the SIP connection to the service provider via the Avaya
SBCE.

8.1.1. System Status

The Avaya IP Office System Status application can be used to verify the service state of the SIP
line. Launch the application from Start = Programs = IP Office = System Status on the PC
where Avaya IP Office Manager was installed. Under Control Unit IP Address select the IP
address of the IP Office system under verification. Log in using the appropriate credentials

Online [Offline

Logon

Control Unit IP Address: EEGR-RE]

-
Services Base TCP Port: [QulnE!
Local IP Address: WLl hd

Password:

M Auto reconnect

. Secure connection Logon
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Select the SIP line of interest from the left pane (Line 17 in the reference configuration). On the
Status tab in the right pane, verify that the Current State is Idle for each channel (assuming no
active calls at present time).

i Avayo IP Office Systemn Status - IPS00_Lab2 (10.5.5.150) - IPSO0 V2 9.1.3.0 bulld 120 =10 %)

IP Office System Status

SIP Trunk Sumisesy

L Servicn Sate I Serve

Line2 Peer Donan Nare avapaiis ca

L’"E Reschved Address: 105,552

Line:18 Lins Nuricer 17

Line20 Nurbar of Advestered Channels »x

Actogn Cold PNrdr of Charrals 1 Lie: 0

Advdetared Corgressan: G N
Erable Fastctart ot
Shenoe Suppeession ot
Heda Sream RIF
Larpsr 4 Protocol e
SIP Trunk Chacnel Lesnies: Uit ' s
SIP Trunk Channel Licenses in Use 0
5P Devscs Fastres LPOATE (rcoming and Outporg)

L e _‘I
3 e
) :rl- _I
4 e | 30 |
b | = ‘OIJJ'IO;
) | Id= _DI'J)‘IO'
7 Ide 01:13%10
8 T ide [onawio | | 1 | | | | | i | | =l
o | vscess | Rsm | omg | il | dehdsuion | Focosdfzewe | At | seds. |

Select the Alarms tab and verify that no alarms are active on the SIP line.
X

AVAYA IP Office System Status

Tt TRt e Ty

Adarms for Line: 17 SIP avayamts.ca

Registration Status

/32015 5104 PN
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8.1.2. Monitor

The Avaya IP Office Monitor application can be used to monitor and troubleshoot signaling
messaging on the SIP trunk. Launch the application from Start - Programs - IP Office 2>
Monitor on the PC where Avaya IP Office Manager was installed. Click the Select Unit icon on
the taskbar and Select the IP address of the IP Office system under verification.

Iﬂ_ Avaya IP Office SysMonitor - [STOPPED]
File Edit Wiew Fikers Status Help

=8| »8|T| x|V = €<=

' RN

Start/Stop Trace Select
Trace Options  Unit

Click the Trace Options icon on the taskbar and select the SIP tab to modify the threshold used
for capturing events, types of packets to be captured, filters, etc. Additionally, the color used to
represent the packets in the trace can be customized by right clicking on the type of packet and
selecting the desired color.

" ATM | cal | DTE | ECont | FrameRely | GOD | H323 | Intedace |
T1 | YPN I WM | SCM I Jade |

50N I F.ew/Lamp I Dilectnl_l,ll tedia I FFF I Re I Routing I Services  SIF |S_l,lstem

Ewvents
v Sip ITerse vl [v STUN [~ SIP Dect
Packets
[~ SIP Reg/Opt Fix [~ SIP Misc Rx
[~ SIPReg/Opt Tx [~ SIP Misc Tx
[v SIPCalR [~ Crn Motifp Rz
[~ Cra Matify Tx
[+ Sip Bx IP Filker [nnn. sinm. ninn. fiss)
¥ Sip Tx |
Default All | Clearan | TobClearsl| TabSeta| oK. o—
Savefle | LoadFile | LoadPartalFie|  SeleotFie |
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8.2. Avaya Session Border Controller for Enterprise

There are several links and menus located on the taskbar at the top of the screen of the web
interface that can provide useful diagnostic or troubleshooting information.

Alarms: Provides information about the health of the SBC.

/7 Alarms - Windows Intermet Exglorer grovided by Avaya IT

Alarm Viewer AVAYA
Atsen |

EmMS

Micio_SBCE

No alams found for this dencs

Coer Selected | Clearal |

Incidents : Provides detailed reports of anomalies, errors, policies violations, etc.

Aarms Incidents  Stalus  Logs Dagnoshes Users

€ todent Veewer - Internet Explarer pravided by Avaya 11

Incident Viewer AVAYA

Dewce IA" Ml Catagory [A

K3

Cisor Feers Rafesh l Ganemte Report ]
Displaying resufts 110 15 out of 38

Type 10 Date Time Category Dewcs Cause
Serwr Hoartbeat 7193324886013487 a515 1143 AM Polcy Micra_S8CE Heartbeat Successid, Serwer s UP
Server Heartheat T19352565394069 a5 1218 PM Policy Micro_S8CE Heartbeat Successhd, Serwr s UP
Server Heartbeat 119352007245235 sas 1203 P Policy Micro_SBCE Heartbeat Successhd, Sener s UP
Message Oropped 1190502637905 &ans 1200 PM Poley Micro_SBCE Mathod Probibrted Out-of-Chaiog

Status: Statistical and current status information. The Server Status screen below provides
information about the condition of the connection to the Service Provider. This requires
Heartbeat to be enabled on the Server Configuration profile, as configured in Section 6.7.2.

Marms  incddenss  Stalis  Logs  Dwagnostics  Users

SIP Statstics

Session Stroller for Enterprise

€ Server Status - Iternet Explorer pravided by Avaya [T
Status AVAYA |
Devices Vﬂervw \'mm;
Micro SBCE -~
- Serer Protie Server FODN Serer P Sarver Pot Server Tmrsport  Status TeneStamp
Seréca Provdar 10.10.168.20 10.%0.168 20 5060 LoP up 08112015 13:35.09 EOT
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Diagnostics: This screen provides a variety of tools to test and troubleshoot the Avaya SBCE
network connectivity.

/7 Diagnastics - Windows Internet Explorer provided by Avaya 1T

Diagnostics AVAYA

Full Disgnossic | Ping Test | Application | | Pratocel
Micro SHCE Stont Diagnossc | =

EMS Link Check
SBC Link Check: Al

SEC Link Check: Bt

O 00 0

Ping: SBC (105.5152) fo
Gateway (1055 254)

Additionally, the Avaya SBCE contains an internal packet capture tool that allows the capture of
packets on any of its interfaces, saving them as pcap files. Navigate to Device Specific Settings

-> Troubleshooting = Trace. Select the Packet Capture tab, set the desired configuration for

the trace and click Start Capture.

Session Border Controller for Enterprise AVAYA
TLS Management 2l Trace: Avaya_SBCE
* Devce Spechic Senrgs
Nedwork ST AAELN - v
Management m 1 Call Trage | Packet Captwn
Vedia Interface Prayas SUCE
Signakng Weerface Stadus Faraty
End Pant Flavs
Ireartace laoy @
Sesson Flows
DMZ Services g e (&=
TURN'STUN Servce
= Homote Address F
SAVP St IF, AP Fem
Syslog Management Protacol f:lj
Acvanced Opoons
* Trotd=shnotrg Manimum Number of Packets 10 Cagitune 18020
Oebuggra c
et ST SN e crren i vmmten PSP o
Dos =l 2 | o]

Once the capture is stopped, click the Captures tab and select the proper pcap file. Note that the
date and time is appended to the filename specified previously. The file can now be saved to the
local PC, where it can be opened with an application such as Wireshark.

Packet Capture || Captures ‘

Refresh |

August 14, 2015 12:04:07 PM
EDT

File Name File Size (bytes) Last Modified

test 20150814120339.pcap 159,744 Delete
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9. Conclusion

These Application Notes describe the procedures required to configure SIP trunk connectivity
between Avaya IP Office Release 9.1 and Avaya Session Border Controller Release 6.3 with
MTS SIP Trunking Service, as shown in Figure 1.

Interoperability testing of the sample configuration was completed with successful results for all
test cases with the exception of the observations/limitations described in Section 2.2.
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Product documentation for Avaya products may be found at http://support.avaya.com.
Product documentation for the MTS SIP Trunking Service is available from MTS.
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