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Abstract

These Application Notes describe a sample configuration using Session Initiation Protocol
(SIP) trunking between the Verizon Business IP Trunk SIP Trunk Service Offer and an Avaya
IP Office solution. In the sample configuration, the Avaya IP Office solution consists of Avaya
Session Border Controller for Enterprise Release 7.1, Avaya IP Office Server Edition Release
10.0, and Avaya SIP, H.323, digital, and analog endpoints.

These Application Notes complement previously published Application Notes by illustrating
the configuration screens and Avaya testing of IP Office Release 10.0.

The Verizon Business IP Trunk service offer referenced within these Application Notes is
designed for business customers. The service enables local and long distance PSTN calling via
standards-based SIP trunks directly, without the need for additional TDM enterprise gateways
or TDM cards and the associated maintenance costs.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted in the Avaya Solution &
Interoperability Test Lab, utilizing a Verizon Business Private IP (PIP) circuit connection to
the production Verizon Business IP Trunking service.

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 1 0f 89
SPOC 10/5/2016 ©2016 Avaya Inc. All Rights Reserved. VZBIPT-IPO10SBC



Table of Contents

ISR 101 oo [0 Tox 1 o o PSRRI
2. General Test Approach and TeSt RESUILS..........cccveiieieiieieeie e
2.1. Interoperability COMPHANCe TESTING.....cceiiriiiiieieieiee e
2.2, TESERESUILS ....veitiiiiciieie bbbttt bbb
2.3 SUPPOIT ettt
2.3. 10 AVAYA et e e e e nbr e nreean
A 1 4 o] o USSR PPRSN
3. Reference Configuration ...........cooviiiiii i sra e
4.  Equipment and Software Validated .............ccooiiiiiiiiiiiice e
5. Avaya IP Office Primary Configuration .............cccooueiiiiieiieiieie e 10
5.1, LICENSING ..ttt bbbt bbbttt bbb 11
5.2, SYSIEM SEHINGS ..oveeieeiicie ettt e et e et re et e ns 12
521, LAN SEIINGS ..ottt bbbttt 12
5.2.2.  V0ICEMAIl SELINGS ....veeviiieie et 15
5.2.3.  System Telephony Configuration ...........cocuviiirieieiese e 16
5.2.4. System Codecs ConfigUIration...........ccccevveiieiieiieiiese e 17
TR TR | o (o 0 (-SSR 17
B4, SIP LINE ittt bbbt bbbttt et b reanes 18
5.4.1. Importing a SIP Line TeMPIALE.......ccoiiiiiiiiiieeee e 19
5.4.2. Creating a SIP Trunk from an XML Template...........ccccoeriveiiiiieieese e 19
5.4.3. SIPLINE —SIP LINE TaD ...eoiiii et 20
5.4.4. SIP Line - TransPort Tab .......cccccoiiiieiiiie et 21
5.45. SIPLINE - SIPURITAD c.iciiicicieiese et 22
5.4.6.  SIP LINE - VOIP TaD .ooiiiiiiiiieeee e 26
5.4.7.  SIP Line — SIP AAVANCed Tab ......ccceiiiiiiieiiee e 27
5.5, TP OFFICE LINE..iiiiiieiiee ettt e reens 28
5.6. Users, Extensions, and HUNE GIOUPS.........ceoueriereerierieieesie e sieeie e siaeeesreessee e sneesees 30
5.6. 1. H.323 USEI 5233 ..ottt sttt ae sttt ne e 30
5.6.2.  HUNE GIOUPS ...ttt bbb b 32
5.7, SNOI COUES ...ttt bbbttt et ettt reereens 33
5.8.  INCOMING Call ROULES.......cuiiiiiiiiiiiieiie e 35
5.9. ARS and Alternate ROULING........c.coiveiiiiieiieie sttt 36
5.10.  SAVE CONFIQUIALION ..ottt bbb 39
6. Avaya IP Office Secondary Configuration ...........cccocveiieiieeiie e 39
TR I =] 0 {1 o o RSP SSTP PP TRTR 40
6.2, SYSIEM SEEHINGS ..eevveiieeitie ettt s et e e e sae e s e e be e e reesbeeabeesreeeraea 40
B.2.1.  LAN SEIINGS ..eoveeueeieiteite ittt bbbttt 40
6.2.2.  VOICEMAI SELLINGS ....cvviiiiieiie it 42
6.2.3.  System Telephony Configuration ...........ccocuviiiriiiiieie e 43
6.2.4.  System Codecs CoNfIQUIAtiON.........cccuveiuiiiieeiiciie e 43
LT T | = = (o 11 (TR PR PSPPI 44
8.4, SIP LINE..iiiiiiiiiiieieie ettt R ettt e benreereenes 44
6.4.1. SIPLiNe —SIP LINE TaD ...ccciee et 44
6.4.2.  SIP Line - Transport Tah ......ccoviiiiiiiiic e 45
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 89

SPOC 10/5/2016 ©2016 Avaya Inc. All Rights Reserved. VZBIPT-IPO10SBC



6.4.3.  SIP LINE - SIP URITAD ..ot 45

6.4.4.  SIP LINE - VOIP TaD .ooiiiiiiiiiceee e 46
6.4.5.  SIP Line — SIP AdVANCed Tab .......cccoiiiiiiiiiieie e 46

6.5, TP OFFICE LINE..cuiiiieiiieie ettt bt 47

O T O LS S F PR OT PP OPRTPRPOPRRPR 47
B.7.  SNOIT COUBS ...ttt bbbttt b e bbb b ens 48
6.8.  INCOMING Call ROULES........coiiiiiiiie ettt 48
8.0, A RS bbbt ettt bbb anes 49
6.10.  SAVE CONFIQUIALION ......oviiiiiiiieiiee e 49
7. Avaya IP Office Expansion Configuration ...........c.cccccveveieeiiiieiieese e 50
7.1, PRYSICAl HAIOWAE. ..ot 50
7.2, SYSIEM SEUINGS ..eveeieeiecie sttt et e e et e e e sbe e s e s re e teeeeaneenrs 51
T.2.1. LAN SEIINGS ..ottt bbbttt 51

T.3. TP ROULE....ceee ettt e e e e b et e b e e nn e e nne e n e e re e anne e 52
A | © ) 1o I OSSR 52
7.5, SNOI COUBS ...ttt bbbttt et sbe st e be et ans 54
LT AN S TSR 55
7.7, SAVE CONFIGUIALION.....c..iiiiiii ettt sb e e re e te e eneeras 56
8. Configure Avaya Session Border Controller for ENterprise .........cccocevvvverveienieenenrie s 57
8.1, Network Management ...........cccooiiiieie et e et enee e 59
8.2.  Server Interworking Profile..........ccooiiiiiiiii s 61
8.2.1.  Server Interworking Profile — IP OffiCe........ccccoeiiiiiiiiieie e, 61
8.2.2.  Server Interworking Profile — VErizon ..o 62

8.3, Server ConfigUIatiON .........cocveii ittt e 64
8.3.1.  Server Configuration — IP OffICe .........ccccoiiiiiiiicee e 64
8.3.2.  Server Configuration - VEIIZON ........ccccovveiiiiieeieece e 65

8.4, ROULING PrOTHE ... 67
8.5.  Topology HidiNg Profile ........c.ccoueiiiiiie et 68
8.6.  APPHCAION RUIE ..o 70
8.7, MEAIA RUIE ...ttt reereens 70
8.8, SIGNAIING RUIE ..o b 71
8.9.  ENAPOINt POIICY GIOUPS ....cvveiiiiieite ettt sttt ettt ana e 73
ST T |V 1= o [T 101 (=] =T - ST 73
8.11.  SIgnaling INTErfaACE. .....ccueiieie et e 74
8.12.  ENd PoINt FIOWS - SEIVEN FIOW.........ocieiiieie et 75
9. Verizon BusinNess CONfIQUIALION ..........ciiieiieiieciie ettt na e 78
O V= ) o= U1 o] o1 USSR 79
1010 AVAYA SBCE ...ttt 79
10.1.1. 00 o [=T o1 £ OSSN 79
L0.1.2.  SEIVEE STALUS. ...coueeeiii ittt et e e et e e e nn e e nne e 79
020 e I - Tox | o USSP PR PR 80
10.2. TP OFFICE oottt ettt re e ene s 83
10.2.1. SYSTEIM STALUS ..ottt 83
0 |V (o]0 | (o RSP P TR SPRPR 85

I 00 o 113 o o I USSR 87
12, AddItIoNal REFEIENCES......ciuiiiiiie et 87
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 30f89

SPOC 10/5/2016 ©2016 Avaya Inc. All Rights Reserved. VZBIPT-IPO10SBC



1. Introduction

These Application Notes describe a sample configuration using Session Initiation Protocol (SIP)
trunking between the Verizon Business IP Trunk SIP Trunk Service Offer and an Avaya IP
Office solution. The Verizon Business SIP trunk redundant architecture (2-CPE) is supported by
dual Avaya Session Border Controllers for Enterprise (Avaya SBCE). The Verizon Business SIP
Trunk redundant (2-CPE) architecture provides for redundant SIP trunk access between the
Verizon Business IP Trunk service offer and the customer premises equipment (CPE). In the
sample configuration, the Avaya IP Office solution consists of an Avaya IP Office Server
Edition Primary Server, an Avaya IP Office Server Edition Secondary Server, an IP500 V2
Expansion System; Avaya Voicemail Pro; Avaya Communicator for Windows; Avaya SIP,
H.323, digital, and analog endpoints.

Dual Avaya SBCEs are used as edge devices between the Avaya CPE and the Verizon Business
network, and provide for Verizon Business 2-CPE redundancy. In addition, the Avaya SBCEs
performs SIP header manipulation and provides topology hiding, as well as a variety of other
functions providing security and the presentation of a standardized SIP interface.

Note - The Verizon Business SIP Trunk Redundant (2-CPE) architecture is a service option and
its use is not a requirement of the Verizon Business IP Trunk service offer.

Verizon Business and Avaya developed the SIP Trunk Redundant (2-CPE) architecture to ensure
that SIP trunk calls can be automatically re-routed to bypass SIP trunk failures due to network or
component outages. The 2-CPE architecture described in these Application Notes is based on a
customer location having two Avaya SBCEs. One Avaya SBCE is designated as Primary and
one as Secondary.

Verizon Business IP Trunk service offer can be delivered to the customer premises via either a
Private IP (PIP) or Internet Dedicated Access (IDA) IP network termination. Although the
configuration documented in these Application Notes used Verizon’s IP Trunk service
terminated via a PIP network connection, the solution validated in this document also applies to
IP Trunk services delivered via IDA service terminations.

For more information on the Verizon Business IP Trunk service, including access alternatives,
visit http://www.verizonenterprise.com/products/business-communications/voice-over-ip/.

2. General Test Approach and Test Results

The general test approach was to connect a simulated enterprise site to the Verizon Business IP
Trunk service, as depicted in Figure 1. The Avaya SBCEs and IP Office servers were configured
to use the commercially available SIP Trunking solution provided by the Verizon Business IP
Trunk SIP Trunk Service. This allowed Avaya IP Office users to make calls to the PSTN and
receive calls from the PSTN via the Verizon Business IP Trunk SIP Trunk Service.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
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to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

Incoming calls from the PSTN were routed to the DID numbers assigned by Verizon
Business to the Avaya IP Office location. These incoming PSTN calls arrived via the SIP
Line and were answered by Avaya SIP telephones, Avaya H.323 telephones, Avaya
digital telephones, analog telephones, analog fax machines, Avaya Communicator for
Windows and Avaya Voicemail Pro. The display of caller ID on display-equipped Avaya
IP Office telephones was verified.

Incoming calls answered by members of Hunt Groups were verified.

Outgoing calls from the Avaya IP Office location to the PSTN were routed via the SIP
Line to Verizon Business. These outgoing PSTN calls were originated from Avaya SIP
telephones, Avaya H.323 telephones, Avaya digital telephones, analog endpoints, Avaya
Communicator for Windows and Avaya Voicemail Pro. The display of caller ID on
display-equipped PSTN telephones was verified.

Inbound / Outbound fax using G.711 and T.38 were verified.

Proper disconnect when the caller abandoned a call before answer for both inbound and
outbound calls.

Proper disconnect when the IP Office party or the PSTN party terminated an active call.
Proper busy tone heard when an IP Office user called a busy PSTN user, or a PSTN user
called a busy IP Office user (i.e., if no redirection was configured for user busy
conditions).

Various outbound PSTN call types were tested including long distance, international,
toll-free, operator assisted, and directory assistance calls.

Requests for privacy (i.e., caller anonymity) for IP Office outbound calls to the PSTN
were verified. That is, when privacy is requested by IP Office, outbound PSTN calls were
successfully completed while withholding the caller ID from the displays of display-
equipped PSTN telephones.

Privacy requests for inbound calls from the PSTN to IP Office users were verified. That
is, when privacy is requested by a PSTN caller, the inbound PSTN call was successfully
completed to an IP Office user while presenting an “anonymous” display to the IP Office
user.

SIP OPTIONS monitoring of the health of the SIP trunk was verified. Both Verizon
Business and IP Office were able to monitor SIP trunk health using SIP OPTIONS.

IP Office outbound calls were placed with simple short codes as well as using ARS.
Using ARS, the ability of IP Office to route-advance to an alternate route was exercised
when the primary SIP line was not responding. The Line Group associated with the
Verizon Business SIP Trunk was the primary line group chosen for a call, or an alternate
line group was selected upon failure of a primary line.
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Incoming and outgoing calls using the G.729A and G.711MU codecs.

DTMF transmission (RFC 2833) with successful voice mail navigation using G.729A and
G.711MU for incoming and outgoing calls. Successful navigation of a simple auto-
attendant application configured on Avaya Voicemail Pro.

Inbound and outbound long holding time call stability.

Telephony features such as call waiting, hold, transfer, and conference.

Attended call transfer using the SIP REFER method.

Unattended or “blind” call transfer using the SIP REFER method.

Inbound calls from Verizon IP Trunk service that were call forwarded back to PSTN
destinations, presenting true calling party information to the PSTN phone, via Verizon IP
Trunk service.

Mobile twinning to a mobile phone, presenting true calling party information to the
mobile phone. Outbound mobile call control was also verified successfully (e.g., using
DTMF on a twinned call to place new calls and create a conference via a mobile phone).
DiffServ markings in accordance with network requirements for Avaya SBCE SIP
signaling and RTP media.

Mobility Features such as Mobile Callback and Mobile Call Control.

Automatic fail-over testing associated with the 2-CPE redundancy and IP Office Server
Edition resiliency (i.e., calls automatically re-routed around component outages).

Avaya Remote Worker configuration via the Avaya SBCE.

2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results. The
following observations were noted.

SIP endpoint transfers: When Refer based call transfers are performed, VVerizon does
not send NOTIFY SIP messages to Avaya IP Office to signal transfer completion. Some
Avaya SIP endpoints (e.g., Avaya 1140E, and Avaya Communicator for Windows)
require receipt of a NOTIFY when Refer based call transfers are performed. The IP
Office SIP Line option, Emulate NOTIFY for Refer will send the necessary NOTIFY
messages to these endpoints (see Section 5.4.7).

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 89
SPOC 10/5/2016 ©2016 Avaya Inc. All Rights Reserved. VZBIPT-IPO10SBC



2.3. Support

2.3.1. Avaya

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

2.3.2. Verizon

For technical support on Verizon Business IP Trunk service offer, visit the online support site at
http://www.verizonbusiness.com/us/customer/.

3. Reference Configuration

Figure 1 illustrates an example Avaya IP Office solution connected to the Verizon Business IP
Trunk SIP Trunk Service. The Avaya equipment is located on a private IP subnet. An enterprise
edge router provides access to the Verizon Business IP Trunk service network via a Verizon
Business T1 circuit. This circuit is provisioned for the Verizon Business Private IP (PIP) service.

In the sample configuration, Avaya SBCEs receives traffic from the Verizon Business IP Trunk
service on port 5060 and sends traffic to port 5071, using UDP for network transport, as required
by the Verizon Business IP Trunk service. As shown in Table 1, the Verizon Business IP Trunk
service provided Direct Inward Dial (DID) numbers. These DID numbers were mapped to IP
Office destinations via Incoming Call Routes in the IP Office configuration.

Verizon Business used the Fully Qualified Domain Name (FQDN)
pcelban0001.avayalincroft.globalipcom.com.

The Avaya CPE environment was assigned FQDN adevc.avaya.globalipcom.com by Verizon
Business.
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Figure 1: Avaya Interoperability Test Lab Configuration

Additionally, the reference configuration included remote worker functionality. A remote worker
is a SIP endpoint that resides in the untrusted network, registered to IP Office via the Avaya
SBCE. Remote workers feature the same functionality as any other endpoint within the
enterprise. This functionality was successfully tested during the compliance test, using the
following endpoints and protocols:

e Avaya Communicator for Windows (using TLS and SRTP)
e Avaya one-X® Mobile Preferred for IP Office on Android (using TLS and SRTP)

The configuration tasks required to support remote workers are beyond the scope of these
Application Notes; hence they are not discussed in this document. For more information on
configuring the Avaya SBCE for IP Office remote workers, consult referenceError! Reference
source not found. [7].
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4. Equipment and Software Validated
Table 2 shows the equipment and software used in the sample configuration.

Avaya IP Telephony Solution Components

Equipment

Software

Avaya Session Border Controller for
Enterprise

Release 7.1.0.0-04-11122

Avaya IP Office Server Edition (Primary
Server)

Release 10.0.0.0.0 Build 550

Avaya IP Office Server Edition (Secondary
Server)

Release 10.0.0.0.0 Build 550

Avaya IP Office IP500 V2 (Expansion
System)

Release 10.0.0.0.0 Build 550

Avaya IP Office Manager

Release 10.0.0.0.0 Build 550

Avaya 9611SW IP Telephone (H.323) Release 6.6229
Avaya 1140E IP Telephone (SIP) Release 04.04.23
Avaya 9508 Digital Telephone Release 0.59
Avaya T7316E Digital Telephone N/A

Avaya Communicator for Windows

Release 2.1.3.237

Avaya one-X® Mobile Preferred for IP Office
on Android

Release 10.0.0.184

Table 1: Equipment and Software Tested

Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2, and also when deployed with all configurations of IP Office Server Edition. Note
that IP Office Server Edition requires an Expansion IP Office 500 V2 to support analog or digital

endpoints or trunks.
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5. Avaya IP Office Primary Configuration

IP Office is configured via the IP Office Manager program. For more information on IP Office
Manager, consult reference [2]. From the IP Office Manager PC, select Start - Programs >
IP Office & Manager to launch the Manager application. Navigate to File = Open
Configuration (not shown), select the proper Avaya IP Office system from the pop-up window,
and log in using the appropriate credentials.

e “

» Atdan g wees b frawe M

On Server Edition systems, the Solution View screen will appear, similar to the one shown
below. If the left navigation pane does not immediately appear, click on the Configuration link
as highlighted below. In the reference configuration, IP users registered to the Primary server and
failover to the Secondary server. Digital and Analog users are configured on the Expansion
System. A SIP trunk to the Primary SBCE is configured on the Primary server, and a SIP trunk
to the Secondary SBCE is configured on the Secondary server. Clicking the “plus” sign next to
the Primary server system name, e.g., IPOSE-Primary, on the left navigation pane will expand
the menu on this server.

Server Edition
;.VI ;
."
v('?
A )
3 @
7§ u
-
> ¢
(-]
@ 3
- Add
- i 5o
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5.1. Licensing

In the sample configuration, IPOSE-Primary was used as the system name of the Primary
Server, IPOSE-Secondary was used as the system name of the Secondary Server and 1P500
Expansion was used as the system name of the Expansion System. All navigation described in
the following sections (e.g., License) appears as submenus underneath the system name in the

Navigation Pane.

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity, click License in
the Navigation pane. Confirm a valid SIP Trunk Channels license with sufficient Instances
(trunk channels). If Avaya IP Telephones will be used as is the case in these Application Notes,

verify the Avaya IP endpoints license.

il License I
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Lcanse  Remate Server
Lense Mode WeblM Nevmal
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5.2. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation
pane to configure these settings. The subsection order corresponds to a left to right navigation of
the tabs in the Details pane for System settings. For all of the following configuration sections,
the OK button (not shown) must be selected in order for any changes to be saved

5.2.1. LAN Settings

In the sample configuration, LAN1 is used to connect the Primary server to the enterprise
network. To view or configure the IP Address of LAN1, select the LAN1 tab followed by the
LAN Settings tab. As shown in Figure 1, the IP Address of the Primary server is 10.64.19.170.
Other parameters on this screen may be set according to customer requirements.

POSE Erimary 7
v Deestony Senvites  Systeom Evernt ¥ " Se Cortact Certes

Server Chernt 81 Dhsabibed Adoarvont

Select the VolP tab as shown in the following screen. The H323 Gatekeeper Enable parameter
is checked to allow the use of Avaya IP Telephones using the H.323 protocol, such as the Avaya
1616 and 9611 used in the sample configuration. The SIP Registrar Enable parameter is
checked to allow Avaya 1140E, Avaya one-X® Mobile Preferred for IP Office, and Avaya
Communicator usage. The SIP Trunks Enable parameter must be checked to enable the
configuration of SIP trunks to Verizon Business. The SIP Domain Name and SIP Registrar
FQDN may be set according to customer requirements.
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If desired, the RTP Port Number Range can be customized to a specific range of receive ports

for the RTP media paths

from Avaya SBCE to the Primary server. The defaults are used here.

Configuration | System | = IPOSE-Primary v
R 800TP (1) - | System LAMY  LANI DMS  voxemed Tekphamy DescorySerwces SptemErerts SMTP SMOR Velf  VelP Security Carmact Certer
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AN Setirgs <P Network Topclogy

) M5 Gatebeeper Lratile
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L
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Mrmam AT 3 Siieram 20750

¢

Scroll down to the Keepalives section, and set the Scope to “RTP-RTCP”. Set the periodic
timeout to “30” and the Initial keepalives parameter to “Enabled”. These settings will cause the
Primary server to send RTP and RTCP keepalive packets starting at the time of initial connection
and every 30 seconds thereafter if no other RTP or RTCP traffic is present. This facilitates the
flow of media in cases where each end of the connection is waiting to see media from the other,
as well as helping to keep ports open for the duration of the call.

E IPOSE-Primary

v

W POSE Pamary

Lecation (2
RN Authermatica Coce

Sobern LAN!  LANC D08 weicemad  Telephory Duactory Senvems  Satem Barms SMTP SNER Wib VelP Secarty Corfact Cermer

LANSetinge YoF  Netwark Tepelegy
ne
Past Nurrber Range

Mowmem Muamum

Pt Numbes Rasge (NAT)

Movenun &TR

7] tratie T30P Mosnonng o

NICP colector P adgress Sot pha
Keepalnes
Scupe ATP-RICH

Invtind knepabons Dratded

DDT; Reviewed:
SPOC 10/5/2016

13 of 89
VZBIPT-IPO10SBC

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.



Scrolling down, the Primary server can be configured to mark the Differentiated Services Code
Point (DSCP) in the IP Header with specific values to support Quality of Service policies. In the
sample configuration shown below, IP Office will mark SIP signaling with a value associated
with “Assured Forwarding” using DSCP decimal 28 (SIG DSCP parameter). IP Office will mark
the RTP media with a value associated with “Expedited Forwarding” using DSCP decimal 46
(DSCP parameter). This screen enables flexibility in IP Office DiffServ markings (RFC 2474) to
allow alignment with network routing policies, which are outside the scope of these Application
Notes. Other parameters on this screen may be set according to customer requirements.

] Syatem = IPOSE-Primary v
Nare
Syt AN LANE D08 Vocemad Nedephomy  Disciary Sovices  Sytemn bemmts SMTY SMOR Vot Volf Securty  Cortact Conter
POSE-Previary Nl
LideSermingn WP Merwoek Togology
DTy Settng
&= LI & Vedeo DECK pima) FC 30 D3P Mask (He) 70 5 [Hex)
n ol oscp » 3 Vides DACP 8 3 owFMm * 3 SROKP
LHCP Setrngs

Premary Sa Sceciic Ophon Number (00 380C)

Secondary Sds Spectbc Option Mumser (15009600 2
AN Met Oresars
1100 Voice VLAN St Soectic Option Number S50 232
1190 Yorce VLAN Ex

o Rt (11)

Select the Network Topology tab as shown in the following screen. The Firewall/NAT Type is
set to “Unknown” in the sample configuration.

[ System = IPOSE-Primary P
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5.2.2. Voicemail Settings

To view or change voicemail settings, select the Voicemail tab as shown in the following screen.
The settings presented here simply illustrate the sample configuration and are not intended to be
prescriptive. The Voicemail Type in the sample configuration is “VVoicemail Lite/Pro”. The
Voicemail IP Address in the sample configuration is “10.64.19.170”, the IP address of the
Primary server running the Voicemail Pro software. The Backup Voicemail IP Address is
“10.64.19.175”, the IP address of the Secondary server.

POSEPrimary v

vocarmmel Telephony Deectory Sensces  System Everts SMTP SMOR - el wel? Secary  Comtact Corvter

1 Masages Button Geen Te Yacl Yoice

[ Durcabing Comtros

In the sample configuration, the “Callback™ application of Avaya Voicemail Pro was used to
allow Voicemail Pro to call out via the SIP Line to Verizon Business when a message is left in a
voice mailbox. The SIP Settings shown in the screen below enable the Primary server to
populate the SIP headers for an outbound “callback™ call from Voicemail Pro, similar to the way
the fields with these same names apply to calls made from telephone users (e.g., see Section
5.5).

SIP Settings

SIP Name |?329450243 |

SIP Display Name (Alias) |V0icemai| |

Contact (7329450243 |
Ancnymous [
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 89
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5.2.3. System Telephony Configuration

To view or change telephony settings, select the Telephony tab and Telephony sub-tab as
shown in the following screen. The settings presented here simply illustrate the sample
configuration and are not intended to be prescriptive. In the sample configuration, the Inhibit
Off-Switch Forward/Transfer parameter is unchecked so that call forwarding and call transfer
to PSTN destinations via the Verizon Business IP Trunk service can be tested. That is, a call can
arrive to IP Office via the Verizon Business IP Trunk, and be forwarded or transferred back to
the PSTN with the outbound leg of the call using the Verizon IP Trunk service. The
Companding Law parameters are set to “U-Law” as is typical in North American locales. Other
parameters on this screen may be set according to customer requirements.

Configuration System 1= IPOSE-Primary v
&
!
x Setlem LANY  LANE DN Wctrral  Tokeptatey  Owectory Soviees  Sestem Esmms SMTP 08  W# Ve Sevunty  Conmact Comer
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5.2.4. System Codecs Configuration

To view or change system codec settings, select the VoIP tab. On the left, observe the list of
Available Codecs. In the example screen below, which is not intended to be prescriptive, the
parameter next to each codec is checked, making all the codecs available in other screens where
codec configuration may be performed (such as the SIP Line in Section 5.4.6). The Default
Codec Selection area enables the codec preference order to be configured on a system-wide
basis, using the up, down, left, and right arrows. By default, all IP (SIP and H.323) lines and
extensions will assume the system default codec selection, unless configured otherwise for the
specific line or extension. The RFC2833 Default Payload parameter is set to “101”, the value
preferred by Verizon Business.

sEoeTe™
3
3

ra.f"‘-.‘;w;@‘:""’

5.3. IP Route

In the sample configuration, the Primary server LAN1 port is physically connected to the local
area network switch at the IP Office customer site. The default gateway for this network is
10.64.19.1. The Avaya SBCE resides on a different subnet and requires an IP Route to allow SIP
traffic between the two devices. To add an IP Route in the Primary server, right-click IP Route
from the Navigation pane, and select New (not shown). To view or edit an existing route, select
IP Route from the Navigation pane, and select the appropriate route from the Group pane. The
following screen shows the Details pane with the relevant route using Destination “LAN1”.

0000 - X

Nt
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5.4. SIP Line

This section shows the configuration screens for the SIP Line in IP Office Release 10.0. The
recommended method for configuring a SIP Line is to use the template associated with these
Application Notes. The template is an .xml file that can be used by IP Office Manager to create a
SIP Line. Follow the steps in Section 5.4.2 to create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses

e SIP Credentials (if applicable)

e SIP URI entries

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Sections 5.4.3 - 5.4.7.

In addition, the following SIP Line settings are not supported on Basic Edition:

IP Office Manager l,i*-l

Please note that the below SIP Line settings are not supported on Basic
! Edition;

SIP Line Originator number for torwarded and twinning calls
Transport Second Explicit DNS Server

SIP Credentlals « Reglistration Required.

SIP Advanced

Engineering

Also note that SIP Credentials - User Name, Authentication Name,
Contact and Password will not be exported to template,

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New => SIP Line. Then, follow the steps outlined in Sections 5.4.3 —5.4.7.
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5.4.1. Importing a SIP Line Template

Note — DevConnect generated SIP Line templates are always exported in an XML format.
These XML templates do not include sensitive customer specific information and are
therefore suitable for distribution. The XML format templates can be used to create SIP
trunks on both IP Office Standard Edition (500v2) and IP Office Server Edition systems.
Alternatively, binary templates may be generated. However, binary templates include all the
configuration parameters of the Trunk, including sensitive customer specific information.
Therefore, binary templates should only be used for cloning trunks within a specific
customer’s environment.

1. Copy a previously created template file to a location (e.g., \temp) on the same computer
where IP Office Manager is installed.

2. Import the template into IP Office Manager. From IP Office Manager, select Tools -
Import Templates in Manager.

ble fde Yew Toon  Help
- £ terion Renumber |

Selunon

Server Edbion Service User Macagement [
By on Heid Velidabon

SN Configuration

B
i U -

8 Groupid mpont Tempiates it Manager !
% |
-~

Liceram Migration

3. A folder browser will open (not shown). Select the directory used in step 1 to store the
template(s) (e.g., \temp). In the reference configuration, template file Verizon
SBCE1.xml was imported. The template files are automatically copied into the IP Office
default template location, C:\Program Files\Avaya\lP Office\Manager\Templates.

4. After the import is complete, a final import status pop-up window will open stating
success or failure.

Template Provisiening *

Successfully imported templates to IP Office Manager from
Ch\Temp

5.4.2. Creating a SIP Trunk from an XML Template

1. To create the SIP Trunk from a template, right-click on Line in the Navigation Pane, and
hover over New from Template. A list of templates will appear, select the XML
template name from Section 5.4.1.
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] MNew »
Cut Ctrl+X
Copy Cirl+C
Paste Ctrl+V
Delete Ctrl+Del

Validate

New from Template 4 Verizon-IPCC-SBCExml
Werizon-SBCE1.xml

Show In Groups

Customize Columns... Open from file

If the template is not listed, select Open from file, and navigate to C:\Program Files\Avaya\IP
Office\Manager\Templates. Select *.xml as the file type, find the template, and click Open.

o SHTT L

The newly created SIP Line will appear in the Navigation pane (e.g., SIP Line 9).

Line Mumber Line Type Line SubType

1 IP Office Line WebSocket Server SCM
3 IP Office Line WebSocket Server SCM
b SIP Line

Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Sections 5.4.3 -5.4.7.

5.4.3. SIP Line = SIP Line Tab

The SIP Line tab in the Details pane is shown below for Line Number 9, used for Avaya SBCE
to the Verizon Business IP Trunk service. The ITSP Domain Name is configured with the inside
IP address of the Avaya SBCE as shown in Figure 1. The Local Domain is left blank. By
default, the In Service and Check OOS boxes are checked. In the sample configuration, IP
Office will use the SIP OPTIONS method to periodically check the SIP Line. The time between
SIP OPTIONS sent by IP Office will use the Binding Refresh Time for LAN1, as shown in
Section 5.2.1.
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Under Session Timers, the Refresh Method is set to “Reinvite” and the Timer (seconds) is set
to “1800”. With this configuration, IP Office will send re-INVITESs every 15 minutes (half of the
set value) to keep the active session alive.

Under Redirect and Transfer, the default automatic determination of Incoming Supervised
REFER and Outgoing Supervised REFER is “Auto”. Alternatively, the default can be
overridden with “Never” to explicitly disable use of supervised REFER, or “Always” to
explicitly enable use of supervised REFER, as shown below. The Send 302 Moved
Temporarily setting is unchecked, as Verizon does not support receiving a 302 Moved
Temporarily message. Optionally, the Outgoing Blind REFER parameter can be checked to
enable use of REFER for blind transfers.

= SIP Line -Line 8 cf-4 X v
SIP Line Trargport SP URI YolP  S® Credentiats SIP Advanced Engineering
Line Number 9 2 n Service |
TSP Dornain Name 10.64.51.50 Check 005 %
Lecal Demain Name
URI Type 5P Y Session Temers
Lecation Cloud Redresh Method Re-smvite
Timer (sec) 1800 £
Prefx
Netional Prefix
Intemnational Prefix
Country Code Redirect and Transfer
Name Priority Systen Detault Incoming Supervized REFER Always
Description SBCE-1 to Vercon Outgoing Supervised REFER Alweys
Send 302 Moved Temporarily O
Outgoing Blind REFER 4

5.4.4. SIP Line - Transport Tab

Select the Transport tab. The ITSP Proxy Address is set to the inside IP address of the primary
Avaya SBCE as shown in Figure 1. In the Network Configuration area, “UDP” is selected as
the Layer 4 Protocol. The Send Port and Listen Port can retain the default value 5060. The
Use Network Topology Info parameter is set to “None”.

= SIP Line - Line 9 ef-4 X v

P Line Transport SI9 URI YolP SIP Credentisls SIP Advanced Engineering

TSP Proxy Address 10649150

Netaorek Conligurstion

Layer 4 Protocol uop Send Port 5060
Use Network Topology Infe  None Listen Port 5060
Explic DNS Server(s) 0 0 [} 0 0 0

Calls Route vas Registeae 1]

Sepmute Regutrar
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5.4.5. SIP Line - SIP URI Tab

Select the SIP URI tab. To add a new SIP URI, click the Add... button. In the bottom of the
screen, a New Channel area will be opened. To edit an existing entry, click an entry in the list at
the top, and click the Edit... button. In the bottom of the screen, the Edit URI area will be
opened.

SIP Line Transport SIP URI VolP  SIP Credentials SIP Advanced Engineering
URI  Groups Local URI Contact Display Name Identity Header Originator Number Send CallerID  Diversion Header Credential Max Calls Add...
1 1 19  <Internal>  <Internal>  <Internal> MNone  PAJ Diversion None 0: <Non... 10
2 020 <Internal> <Internal>  <Internal> Mone  PA None 7329450821 0 <Mon... 10 s
3 10 7320450240 7320450240 7329450240  Mone  PAl MNone Nene 0: <Mon.. 10 _
4 10 7329450288 7329450288 7329450283 MNone PAI MNone None 0 <Non... 10 (£l

In the example screen below, a previously configured entry is edited. “Use Internal Data” is
selected for the Local URI, Contact and Display Name. Information configured on the SIP Tab
for individual users will be used to populate the SIP headers. The Identity parameter is set to
“None”, and the Header parameter is set to “P Asserted ID”.

Edit URI oK
Local URI |Use Internal Data v|
Cancel
Contact |U5e Internal Data v|
Display Name |U5E Internal Data v|
Identity
Identity |None v|
Header P Asserted ID ™

Under Forwarding and Twinning, the Originator Number is left blank, and the Send Caller
ID parameter is set to “Diversion Header”. With this setting IP Office will include the
Diversion Header for calls that are directed via Mobile Twinning out the SIP Line to Verizon.
The Diversion Header will contain the number associated with the Twinning user, allowing
Verizon to admit the call. The From Header will be populated with the true calling party identity,
allowing the twinning destination (e.g., mobile phone) to see the true caller id. IP Office will also
include the Diversion header for calls that are call forwarded out the SIP Line to Verizon.

Forwarding And Twinning

Originator
Murnber

send Caller ID Diversion Header ~

The Diversion Header is new in IP Office 10.0, and can be configured with a value to allow IP
Office to include a Diversion Header in the original outbound SIP INVITE message. This can be
used to send a known billing number to accompany a branch office number, toll-free number, or
extension number in the From Header to present as the caller id of an outbound call. An example
of this would be the use of Verizon’s Unscreened ANI service offer. For this URI entry the
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Diversion Header field is set to “None”. The Registration parameter is set to the default “0:
<None>" since Verizon Business IP Trunk service does not require registration. The Incoming
Group parameter, set here to “1”, will be referenced when configuring Incoming Call Routes to
map inbound SIP trunk calls to IP Office destinations in Section 5.8. The Outgoing Group
parameter, set here to “19”, will be used for routing outbound calls to Verizon via the Short
Codes (Section 5.7). The Max Sessions parameter, configured here to “10”, sets the maximum

number of simultaneous calls that can use the URI before IP Office returns busy to any further
calls.

Diversion Header |None v|
Registration 0: «None> w
Incoming Group

Outgeing Group 19 ~

Max Sessions 10 =

In the sample configuration, the single SIP URI shown below was sufficient to allow incoming
calls for Verizon DID numbers destined for specific IP Office users or IP Office hunt groups.
The calls are accepted by IP Office since the incoming number will match the SIP Name
configured for the user or hunt group that is the destination for the call.

5P Line Trampoct SIPURI Vo S Credentials SIP Advanced Enginesring

UR  Growps Locel UR Contact Desplay Neme  identity Header Ongemator Namber  Send Caller 1D Drversiom Mesder  Cregential  Max Calls At o
119 sidernals  «Infemnels  <dtsmals None DAl Owertion Pione . feban.. 10
o cieterraly  <lmtemats  <interals Nene  PAI None TiZeasmE & «Mon., 10 finmave
10 7325450288 7328450188 TIxAS02sE Nooe PAl Mone None O «<Mon.. 10 I
=T,
URI
Esit UR oK
Loce L2 Use Internal Data
Cancel
Contact Use Internal Date
Dizploy Neme Ute Inmemal Data
dentity
dentity None
Heades P Agserted ©
Forwarding And Twnwwng
Ongwatoe
Number
Send Calles ID

Drrersion Meader

Drverson Header None

]

Regatzaten «MNones

Incomng Group

Outgonrg Group
Max Sessions 10 v
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The following screen shows an example configuration for Verizon’s Unscreened ANI feature.
This optional configuration allows customers to send an “unscreened” ANI to Verizon’s network
which is then displayed to the called party as Caller ID. An “unscreened” ANI can be any
telephone number that the customer passes through Verizon’s network for Caller ID display
purposes only. If this feature is enabled on the Verizon IP Trunk services, Verizon will designate
one of the assigned telephone numbers as a “Screened Telephone Number” for each unique
location. Verizon will use this Screened Telephone Number to determine call origination for
billing, call routing, and E911.

The Screened Telephone Number (STN) provided by Verizon for this test is 732-945-0821.
Typically, customers would have one or more STN; one for every location. A central Primary
server could be used to pass multiple STNs to Verizon based on the Outgoing Group selected.
The STN would then be entered in the Diversion Header field as shown below.

SIP Line Transport SIP URI VolP  SIP Credentials SIP Advanced Engineering

URl  Groups Local URI Contact Display Mame |dentity Header Originator Mumber Send Caller ID Diversion Header Credenti Add... "
1 119 <Internal>  <Internal>  <Internal> MNone PAl Diversion MNone 0: <Non
2 020 <Intermal> <Internal>  <Internal> None  PAI None 7329450821 0: <Non| e
3 10 7320450240 7329450240 7329450240 Mone  PAI Mone MNone 0: <MNon -
4 10 7320450288 7329450288 7329450283 Mone  PAI Mone MNone 0: <MNon e
Edit URI oK
Local URI |U5e|nterna| Data v|
Cancel
Contact |U5e|nterna| Data v|
Display Name |U5e|nterna| Data v|
Identity
Identity [None 7]
Header P Asserted ID ~

Forwarding And Twinning

Originator

MNurmber

Send Caller ID None "

Diversion Header 7320450821 -

Registration 0: <Mone> ~

Inceming Group

Outgeing Group 20 w

Max Sessions 10 = v
< >

URIs 3 and 4 display service numbers, such as a DID number routed directly to voicemail or
DID used for Mobile Call Control. DID numbers that IP Office should admit can be entered into
the Local URI and Contact fields instead of “Use Internal Data”. The numbers 732-945-0240
and 732-945-0288 will be assigned as service numbers in the Incoming Call Routes in Section
5.8.
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Ede L
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Idesnty
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5.4.6. SIP Line - VoIP Tab

Select the Vol P tab. The Codec Selection drop-down parameter System Default (default) will
match the codecs set in the system wide Default Selection list (System = Codecs). In the
sample configuration, “Custom” is selected and codecs preferred by Verizon are included (i.e.,
G729(a) 8K CS-ACELP and G.711 ULAW 64K). This will cause IP Office to include, and
G.729a and G.711MU in the Session Description Protocol (SDP) offer, in that order. Set the Fax
Transport Support drop-down to “T38 Fallback”. This enables T.38 to be used if supported
and will fall back to G.711 if not. The DTMF Support parameter can remain set to the default
value “RFC2833/RFC4733”. The Media Security parameter can retain its default value of
“Disabled” as Verizon does not support media encryption. The Re-invite Supported parameter
can be checked to allow for codec re-negotiation in cases where the target of an incoming call or
transfer does not support the codec originally negotiated on the trunk. Depending on the
customer network, the Allow Direct Media Path parameter can be checked to allow for direct
media between IP endpoints and the internal interface of the Avaya SBCE, freeing up DSP
resources on the Primary server. The PRACK/100rel Supported parameter can be checked to
enable support for the PRACK (Provisional Reliable Acknowledgement) message on SIP trunks.

For PSTN originations, Verizon preferred the G.729a codec in the SDP, while also allowing the
G.711MU codec. During testing, the IP Office configuration was varied such that G.711MU was
the preferred or only codec listed, and G.711MU calls were also successfully verified.

= SIP Line - Line 9 gk - X v <>

SIP Line Transport SIP URI VelP  SIP Credentials SIP Advanced Engineering
[ Lecal Hold Music

Re-invite Supported

Codec Selection Custom i [ Codec Lockdown
Unused Selected Allow Direct Media Path
G711 ALAW 64K [N G.729(a) 8K CS-ACELP . o
G722 BAK G.717 ULAW 64K [ Force direct media with phones

PRACK/100rel Supported

Fax Transport Support | T38 Fallback w

DTMF Support RFC2833/RFC4T33 ~
Media Security Disabled ~
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5.4.7. SIP Line — SIP Advanced Tab

Select the SIP Advanced tab. In the Identity area, the Use PAI for Privacy parameter is
checked to include the caller’s DID number in the P-Asserted-Identity (PAIl) SIP header for a
privacy requested call. This PAI SIP header is required by Verizon Business to admit an
otherwise anonymous caller to the network. The Caller ID from From header parameter is
checked to have IP Office use the Caller ID information in the From SIP header rather than the
PAI or Contact SIP header for inbound calls. This will allow the Caller Name presented in the
From SIP header by Verizon Business to also be included in the Caller ID.

In the Media area, the Indicate HOLD parameter is checked to have IP Office send an INVITE
with media attribute “sendonly”, indicating the call was placed on hold. This is the preferred
behavior for Verizon Business to indicate placing a call on hold.

In the Call Control area, the Emulate NOTIFY for Refer parameter is check. This is required
for SIP endpoints that perform Refer based transfers across the SIP line. See Section 2.2 for
more details. The No Refer if using Diversion parameter is check to prevent IP Office from
using the SIP REFER method on call forwarded scenarios that use a Diversion SIP header.
Verizon does not support this type of refer, and would respond with a “603 Decline” SIP

message.

SIP Line -Line 9

gk - X v l<]|>

SIP Line Transport SIP URI VolP

Addressing

SIP Credentials SIP Advanced Engineering

Media

Association Method By Source [P address Allow Empty INVITE |
Send Empty re-INVITE O
Call Routing Method Ri t URI ~
2l fouting ° = Allow To Tag Change |
Suppress DNS SRV Lookups O P-Early-Media Support None >
Send SilenceSupp= Off |
Identity Force Early Direct Media |
Use "phone-context” U Media Connection Disabled -
Add user=phone O Preservation
Use + for International O Indicate HOLD
Use PAl for Privacy
Use Domain for PAI O Call Control
S F d PAI/Diversi =
wap From and PAI/Diversion L] Call Initiation Timeout (s) 4 z
Caller ID from From header
Send From In Clear O Call Queuing Timeout (mins) 5 =
Cache Auth Credentials Service Busy Response 486 - Busy Here ~
User-Agent and Server Headers l:l on Mo User Responding Send | 408-Request Timeout ~
Send Location Info MNever ~ Suppress 0.850 Reason 0O
Header
Emulate NOTIFY for REFER
Mo REFER if using Diversion
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Note — An IP Office user whose calling line identification is not typically withheld from the
network can request privacy in the sample configuration by dialing the short code *67 to access
the SIP Line, as described in Section 5.7. Certain Avaya telephones can also request privacy,
without dialing a unique short code, using Features - Call Settings = Withhold Number.
The Withhold Number parameter may be set to “On” (i.e., for privacy). Specific users may be
configured to always withhold calling line identification by checking the Anonymous field in
the SIP tab for the user (Section 5.6.1).

5.5. IP Office Line

IP Office Lines are automatically created on each server when a Secondary server or Expansion
System is added to the solution. Below is the IP Office Line to the Expansion System.

e I

P Office Line - Line 1

Lne Number

Tunsgon Type

Netwarkong Level

Securfty

brw Skart Codes Vol Sethingn

WebSocket Servet

ooooooooooo

ooooooooooo

In the reference configuration, a fax machine is connected to one of the analog ports on the
Expansion System. To accommodate T.38 fax, set the Fax Transport Support drop-down to
“T38 Fallback” on the VolP Settings tab. The Allow Direct Media Path parameter is checked
to allow RTP and T.38 packets from the Expansion System to route directly to the internal IP

address of the Avaya SBCE.
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Below is the IP Office line to the Secondary Server. The Outgoing Group ID will be used in the
ARS form to route calls to the secondary Avaya SBCE.

. e KNS S
Line Number  Line Type Line Sk Type Line  Shaet Codes VelP Settings
~ 1 P OfficeLine WiebiSocket Server SON .
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e P Lon Traczport Type WebSocket Server ~ Frefic [ T
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5.6. Users, Extensions, and Hunt Groups

In this section, examples of an IP Office User, Extension, and Hunt Group will be illustrated. In
the interests of brevity, not all users and extensions shown in Figure 1 will be presented, since
the configuration can be easily extrapolated to other users. To add a User, right click on User in
the Navigation pane, and select New. To edit an existing User, select User in the Navigation

pane, and select the appropriate user to be configured in the Group pane.

5.6.1. H.323 User 6233

The following screen shows the User tab for user 6233. As shown in Figure 1, this user
corresponds to the Avaya 1616 H.323 endpoint.
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The following screen shows the SIP tab for user 6233. The SIP Name and Contact parameters
are configured with the DID number of the user, 732-945-0233. These parameters configure the
user part of the SIP URI in the From header for outgoing SIP trunk calls, and allow matching of
the SIP URI for incoming calls, without having to enter this number as an explicit SIP URI for
the SIP Line. The SIP Display Name (Alias) parameter can optionally be configured with a
descriptive name. If all calls involving this user and a SIP Line should be considered private,
then the Anonymous parameter may be checked to withhold the user’s information from the

network. See Section 5.7 for a method of using a short code (rather than static user provisioning)
to place an anonymous call.

E Avaya 16166233 CREIEICARREY

Forwarding OistIn  Voice Recording  Button Programming  Menu Programming  Mobdity Group Membesship  Asmouncements 5P Personal Deectory  Web Se¥-Admi ¢ ¢

S Name 7329

SIP Display Mame (Akas] |Avaya 1816

Contact

The following screen shows the Mobility tab for user 6233. The Mobility Features and Mobile
Twinning boxes are checked. The Twinned Mobile Number field is configured with the
number to dial to reach the twinned mobile telephone, including the dial access code for ARS, in
this case 913035382177. Other options can be set according to customer requirements.

= Avaya 1616: 6233 g X v « » @
Short Coden  Source Numbers  Telephony Forwarding Dislin  Voice Recording  Bubtan Progrsmming  Menu Progrsenming  Moblity  Geoup Membenhip - Asmouncements ¢ | *
] intemat Twinnng
}
] Mobsiity Features
13035382177
Twmnng Time Profile «None>
Mobde Disl Delay (sec)
Motele Anywer Goanrd (sec) U
(] Hunt group calls eligble for mobile twmning
Forwarded calls eligible fer mabie twinning
2 Twin When Logged Out
] one-X Modide Client
EA Mabile Calt Control
[ Mokile Callback
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The following screen shows the Extension information for this user. To view, select Extension
from the Navigation pane, and the appropriate extension from the Group pane.

= H.323 Extension: 11206 6233 o8 X

v
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Extension 10 1206
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5.6.2. Hunt Groups

During the verification of these Application Notes, users could also receive incoming calls as
members of a hunt group. To configure a new hunt group, right-click Group from the

Navigation pane, and select New. To view or edit an existing hunt group, select Group from the
Navigation pane, and the appropriate hunt group from the Group pane.

The following screen shows the Group tab for hunt group 401. The telephone extensions in the
User List are rung based the extension that has been unused for the longest period, due to the
Ring Mode setting “Longest Waiting” (i.e., “longest waiting”, most idle user receives next

call). Click the Edit button to change the User List.
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The following screen shows the SIP tab for hunt group 401. The SIP Name and Contact are
configured with Verizon DID 7329450245. Later, in Section 5.8, an Incoming Call Route will
map 7329450245 to this hunt group based on the information entered on this tab.

= Longest Waiting Group Call Center: 401 g - X v <>

Group CQueuing Overflow Fallback Voicemail Voice Recording Announcements 5IP

SIP Name |.73 28450245 |

SIP Display Mame (Alias) |Ca|l Center |

Contact [7320450245 |

[1 Anonymous

5.7. Short Codes

In this section, various examples of IP Office short codes will be illustrated. To add a short code,
right click on Short Code in the Navigation pane, and select New. To edit an existing short code,
click Short Code in the Navigation pane, and the short code to be configured in the Group pane.

In the screen shown below, the short code “9N” is illustrated. The Code parameter is set to “9N”.
The Feature parameter is set to “Dial”. The Telephone Number parameter is set to “N”. The
Telephone Number field is used to construct the Request URI and To Header in the outgoing
SIP INVITE message. The Line Group ID parameter is set to “50: Main”, configurable via
ARS. See Section 5.9 for example ARS route configuration for “50: Main” as well as an
alternate route.

—

= 9N: Dial & - X|wv|<]->
Shert Code
Code [on |
Feature Dial ~
Telephone Number [N |
Line Group ID [50: Main -]
Locale ~
Force Account Code O
Force Authorization Code  []
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Optionally, add or edit a short code that can be used to access the SIP Line anonymously. In the
screen shown below, the short code “*67N” is illustrated. This short code is similar to the “9N”
short code except that the Telephone Number field begins with the letter “W”, which means
“withhold the outgoing calling line identification”. In the case of the SIP Line connecting to
Verizon documented in these Application Notes, when a user dials *67 plus any number “N”, IP
Office will include the user’s telephone number in the P-Asserted-Identity (PAI) header (see
Section 5.4.7) along with “Privacy: 1d”. Verizon will allow the call due to the presence of a valid
DID in the PAI header, but will prevent presentation of the caller id to the called PSTN
destination.

—

= *67N: Dial ef - X v <>
Short Code

Code ['67n |

Feature Dial ~

Telephone Number |WN |

Line Group 1D |SD: Main v|

Locale ~

Force Account Code O

Force Authorization Code [

The following screen illustrates a solution level short code, common to all servers, that acts like a
feature access code rather than a means to access a SIP Line. In this case, the Code “FNE31” is
defined for Feature “FNE Service” to Telephone Number “31” (Mobile Call Control). This
short code will be used as means to allow a Verizon DID to be programmed to route directly to
this feature, via inclusion of this short code as the destination of an Incoming Call Route. See
Section 5.8. This feature is used to provide dial tone to twinned mobile devices (e.g., cell phone)
directly from IP Office; once dial tone is received the user can perform dialing actions including
making calls and activating Short Codes.
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5.8. Incoming Call Routes

In this section, IP Office Incoming Call Routes are illustrated. To add an incoming call route,
right click on Incoming Call Route in the Navigation pane, and select New. To edit an existing
incoming call route, select Incoming Call Route in the Navigation pane, and the appropriate
incoming call route to be configured in the Group pane.

In the screen shown below, a simple incoming call route is illustrated. The Line Group Id is
“1”, matching the Incoming Group field configured in the SIP URI tab for the SIP Line to
Verizon Business in Section 5.4.5. The Incoming Number field is left blank to match all details
of the number in the To header.

- Configuration Incoming Call Route ‘[5 1 ey X ¢

& 30013 %1 - L e L T —

Incorming Call Rowe (1

FTRGOXQ™s | 2insF

The following Destinations tab for the incoming call route contains the Destination “.” entered
manually. This will match the Incoming Number field as the destination and route the call
based on the information in the SIP tab for the user or hunt group as illustrated in Section 5.6.
For example, a call to 732-945-0232 will be routed to user 232, because this user has
7329450232 configured for the SIP Name and Contact parameters.

Configuration | Incoming Call Route [? 1 o X 4

)IR™23
p ER X
Lyttt k

In the following screen, the incoming call route for Incoming Number “7329450240” is
illustrated. The Line Group Id is “1”, matching the Incoming Group field configured in the SIP

URI tab for the SIP Line to Verizon Business in Section 5.4.5.
Configuration ‘ncoming Call Roulo = 17329460240 g0 X v
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The following Destinations tab for the incoming call route contains the Destination “FNE31”
entered manually. The name “FNE31” is the short code for accessing the “Mobile Call Control”
application configured in Section 5.7, and 732-945-0240 was configured in Section 5.4.5 on the
SIP URI tab as an incoming number. An incoming call to 732-945-0240 will be delivered
directly to internal dial tone from the IP Office, allowing the caller to perform dialing actions
including making calls and activating Short Codes. The incoming caller ID must match the
Twinned Mobile Number entered in the User Mobility tab in Section 5.6.1; otherwise the IP
Office responds with a “486 Busy Here” and the caller will hear a busy tone.

Configuratica Incoming Call Route = 17229450240 g8 X

L
'

660 ;
|
5

(B { ¥
aracly

Similarly, the following Destinations tab for an incoming call route contains the Destination
“VM:MeetMe” entered manually. An incoming call to 732-945-0243 will be delivered directed
to the Voicemail Pro Module “MeetMe”.

Configuration incoming Cas Route | 1 7325440280 g-8 %X v
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e TN ne —
SO [ e e
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5.9. ARS and Alternate Routing

Alternate Route Selection (ARS) is used to route outbound traffic to the SIP line. To define a
new ARS route, right-click ARS in the Navigation pane and select New. In the Details pane that
appears, a collection of matching patterns (similar to short codes) can be entered to route calls as
shown below.

To add a new ARS route, right-click ARS in the Navigation pane, and select New. To view or
edit an existing ARS route, select ARS in the Navigation pane, and select the appropriate route
name in the Group pane.

The following screen shows an example ARS configuration for the route named Main. The
sequence of Xs used in the Code column of the entries to specify the exact number of digits to be
expected following the access. The first entry below shows that for calls to area codes in the
North American Numbering Plan, the user dials 9, followed by 10 digits. The list of codes
defined below is simply an example and not intended to be prescriptive. Other dialing codes may
be appropriate for different customer networks. The Line Group ID is set to “19” matching the
number of the Outgoing Group configured on the SIP URI tab of SIP Line 9 to Verizon
Business (Section 5.4.5).
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Assuming the primary route is in-service, the number passed from the short code used to access
ARS (e.g., 9N in Section 5.7) can be further analyzed to direct the call to a specific Line Group
ID. Per the example screen above, if the user dialed 9-303-538-1000, the call would be directed
to Line Group 19. If Line Group 19 cannot be used, the call can automatically route to the route
name configured in the Alternate Route parameter in the lower right of the screen. Since
alternate routing can be considered a privilege not available to all callers, IP Office can control
access to the alternate route by comparing the calling user’s priority to the value in the Alternate
Route Priority Level field.
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The following screen shows an example ARS configuration for the route named “failover to
IPOSE2”, ARS Route ID “51”. Continuing the example, if the user dialed 9-303-538-1000, and
the call could not be routed via the primary route “50: Main” described above, the call will be
delivered to this “alternate” route. Per the configuration shown below, the call will be delivered
to Line Group 99998 using the IP Office Line to the Secondary server (Section 5.5). The
telephone number presented would be prefixed with “9” so the call can be analyzed using the
ARS short code created on the Secondary server.
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If a primary route experiences a network outage such that no response is received to an outbound
INVITE, IP Office successfully routes the call via the alternate route. The user receives an
audible tone when the re-routing occurs and may briefly see “Waiting for Line” on the display.
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5.10. Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

The following will appear, with either Merge or Immediate selected for the Change Mode,
based on the nature of the configuration changes made since the last save. Note that clicking OK
may cause a service disruption. Click OK if desired.

" Send Multiple Configurations — O X
Select ) Change ) Incoming Outgoing Error
IP Office Mode RebootTime Call Barring Call Barring Status Progress
3 IPOSE-Primary | Merge ~|314PM O 0 ENRIE:

6. Avaya IP Office Secondary Configuration

Navigate to File > Open Configuration (not shown), select the proper Avaya IP Office system
from the pop-up window, and log in using the appropriate credentials. Clicking the “plus” sign
next to IPOSE-Secondary on the left navigation pane will expand the menu on this server.

o System inventory
=
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Qe oute
-
z
&
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6.1. Licensing

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in
the Navigation pane. Confirm a valid SIP Trunk Channels license with sufficient Instances
(trunk channels).

License Il

Lxenie Remote Setver
wense Mogds Webd M Hgrmal
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6.2. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation
pane to configure these settings. The subsection order corresponds to a left to right navigation of
the tabs in the Details pane for System settings. For all of the following configuration sections,
the OK button (not shown) must be selected in order for any changes to be saved.

6.2.1. LAN Settings

In the sample configuration, LAN1 is used to connect the Secondary server to the enterprise
network. To view or configure the IP Address of LAN1, select the LAN1 tab followed by the
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LAN Settings tab. As shown in Figure 1, the IP Address of the IP Office is 10.64.19.175. Other
parameters on this screen may be set according to customer requirements.

System IS POSE-Secondary v
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Select the VolP tab as shown in the following screen. The H323 Gatekeeper Enable parameter
is checked to allow the use of Avaya IP Telephones using the H.323 protocol, such as the Avaya
1616 and 9611 used in the sample configuration. The SIP Registrar Enable parameter is
checked to allow Avaya 1140E, Avaya one-X® Mobile Preferred for IP Office, and Avaya
Communicator usage. The SIP Trunks Enable parameter must be checked to enable the
configuration of SIP trunks to Verizon Business.

If desired, the RTP Port Number Range can be customized to a specific range of receive ports
for the RTP media paths from Avaya SBCE to the Secondary server. The defaults are used here.
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6.2.2. Voicemail Settings

To view or change voicemail settings, select the Voicemail tab as shown in the following screen.
The settings presented here simply illustrate the sample configuration and are not intended to be

prescriptive. The Voicemail Type in the sample configuration is “Centralized Voicemail”. The
Voicemail Destination is “99999”, the Line Group of the IP Office Line to the Primary server.

Voxsrmad Detiration o L Suexaling Coretrol

OTWF Srnstoee Vocermad Code Compladt

FaceptanTreakgir TTMF 0 Erfoscomem
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Similar to the Primary server configuration, the SIP Settings shown in the screen below enable
the Secondary server to populate the SIP headers for an outbound “callback” call from Voicemail
Pro, similar to the way the fields with these same names apply to calls made from telephone
users (e.g., see Section 5.5).

SIP Settings

SIP Name |?3 29450243 |

SIP Display Mame (Alias) |‘v‘0icemai| |

Contact |7320450243 |
Anonymous O
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6.2.3. System Telephony Configuration

Configuration is the same as the Primary server, as shown in Section 5.2.3.
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6.2.4. System Codecs Configuration

Configuration is the same as the Primary server, as shown in Section 5.2.4.
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6.3. IP Route
Configuration is the same as the Primary server, as shown in Section 5.3.

= 0000 ef-2 X v
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6.4. SIP Line

This section shows the configuration screens for the SIP Line in IP Office Release 10.0. The
recommended method for configuring a SIP Line is to use the template associated with these
Application Notes. The template is an .xml file that can be used by IP Office Manager to create a
SIP Line. Follow the steps in Section 5.4.2 to create the SIP Line from the template.

6.4.1. SIP Line — SIP Line Tab

Same as the Primary server, with the exception of the ITSP Domain Name is set to the
secondary Avaya SBCE internal IP address.

= SIP Line - Line 8 ef -8 X' ¢
SIPUne Transport SIP URI VolP  SIP Credentisls SIP Advanced Enginesring

Line Number v S In Serace e~

TSP Doman Name [10,6421.700 Check OCS ~

Local Domain Neme

URI Type s Session Timers
Location Cloud Refresh Method Re-mvite

Tirner (s 1800 .
Prefix

Natwonal Prefo

nternational Prefo

Country Code Redirect and Transfer
Name Priority System Defoult Incoming Supervised REFER Alweys
Oascription ISBCE-2 to Verizon Dutgoing Supervsed REFER Always
3 Send 302 Moved Temporatily O
Dutgeng Blind REFER (%
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6.4.2. SIP Line - Transport Tab

Select the Transport tab. The ITSP Proxy Address is set to the inside IP address of the
secondary Avaya SBCE as shown in Figure 1. Remaining field are the same as the Primary

Server.

‘SIP Line - Line @

&-miX v

S® Line Transport SP URI VolP
TSP Proxy Addvess | 10.64.91,100
Network Configuration
Layer £ Protocol uoe
Use Network Topology Info  None

Explhicit DNS Serverly 0 0

Calls Route vie Regutrar 5]

SIP Credentials SIP Advanced Engineenng

Send Port 5060

Listen Port | 5060

Separate Registrar L

6.4.3. SIP Line - SIP URI Tab

Create URI entries similar to the Primary server. Outgoing Group IDs cannot be shared between
systems, so the Outgoing Group is set to “29” for the first entry. URIs 2 and 3 will not be used
for outbound calling, so an unused number is assigned for the Outgoing Group.

SIP Line Transport SIP URI VolP  SIP Credentials SIP Advanced Engineering
URl  Groups Lecal URI Contact Display Mame Identity Header Originator Number Send Caller ID  Diversion Header Credential  Max Calls Add...
1 129 <Internal>  <Internal>  <Internal> None PAI Diversion Mone 0: <Meon.. 10
2 1n 7320430240 7329430240 7329450240 MNone  PAI Mone MNene 0: <Men.. 10 Remove
3 11 7329450288 7329450288 7329450288 Mone  PAI Mone Nene 0: <Men.. 10 -
[
= SiP Une -Une s g-d X'v
GP Line Tranzport 5P URI 4ol 9P Credentinks P Advanced Engineering
~
Edit LR : ox
Lecal URI Use mtemal Dats
Cancel
Comtact Use Wterral Dats
Desplay Name Use intemal Dista
Identty
Idertty None
Headnt P Aczented ID
Formeeding And Fawwing
Ongnator
Namber : :
Send Caler ID
Dwerson Header
Deversion Hesder MNore
Registration 0 <Nooe>
Incoming Greup !
Dutgoing Growp o
Max Sevvces L
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6.4.4. SIP Line - VoIP Tab

Configuration is the same as the Primary server, as shown in Section 5.4.6.

SIP Line Transport SIP URI VelP

= =R I ACARRE

SIP Credentials SIP Advanced Engineering

Codec Selection Custom > |
Unused Selected
G.711 ALAW 64K . G.729(a) 8K CS-ACELP
G.722 64K G711 ULAW 84K

[ Local Hold Music
[4] Re-invite Supported
[ Codec Lockdown
[ Allow Direct Media Path
[ Force direct media with phones

[l PRACK/100rel Supported

Fax Transport Support |T38 Fallback

DTMF Support |RFC2833/RFC4733

Media Security [ Disabled

e |

6.4.5. SIP Line — SIP Advanced Tab
Configuration is the same as the Primary server, as shown in Section 5.4.7.

Addressing
Associstion Method By Source 1P address
Call Routing Method llquat W

Suppress DNS SRV Lookups O

Identity

Use "phone-contet”

Add uter=phone

Use « fot Intemational

Use PAl for Privacy

Une Dorrain for PAI

Swap From and PALDiversion
Caller 1D from From beader
Send From In Clear

Cache Auth Credentials

UsesrAgent and Server Headers

ROogoogonn

Send Locabion Info

SIP Line Trangport SIPURI VelP  SIP Credentials S% Advanced Enginesring

F-o X v

Media

Allow Emgty INVITE Ol
Sand Empty re-INVITE O
Allow To Tag Change O

P-Early-Media Support None v
Send SlenceSupp=0N O
Force Early Direct Media O
Madia Connection

Preservation e
Indicate HOLD =

Ca® Control

Ca Intiation Timeout (s) B

v a4

Coff Queuing Timeout {minsj |3

Service Busy Response 486 - Busy Here -
on No User Responding Send MTmu -
Suppress Q250 Reeson O

Meader

Emulste NOTFY for REFER [
No REFER if using Diversion %)
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6.5. IP Office Line
The IP Office Lines are automatically created on each server when a Secondary server or
Expansion System is added to the solution.

Line |E IP Office Line - Line 2 e X v
Line Namber  Line Type Line SubType Line  Short Codes Yol Settings
- 1P Office Line Web5acket Client SCN
i 1P Office Line WebSocket Server SCIN|  Low Number Telephone Number
X P Line - - ;
- reraport Type WabSccket Server Profix
Netmorbing Leves SO Outgoing Growg © 23002
Secunt Madram Number ol Channels 230 +
Outgeing Chasrely 0 .
Catamay
Addrey 10 a4 5 121
Lociien B Dwer SCN Rasdiency Optiors
L Suppons Resfiency
Pasyweed EETTET Y
. I
Canfirm Pasyword Srnssssrane
¥
Oeacription

In the reference configuration, a fax machine is connected to one of the analog ports on the
Expansion System. To accommodate T.38 fax, set the Fax Transport Support drop-down to
“T38 Fallback” on the VolP Settings tab. The Allow Direct media Path parameter is checked
to allow RTP and T.38 packets to route directly to the internal IP address of the Avaya SBCE.

Line |E IP Office Line - Line 2 ef -8 X[ v
Line Number  Line Type Lo SudType Lime  Shod Cades VoiP Settings
- 1 P Offsce Lime WebSocket Cliert SCN
- 2 1P Office Line WebSacket Server SCN
- P Low I Allow Divect Media Path
Codec Selection Systam Defauk
G722 5%
G ULAW 3K
GV ALAW adx
G.7280a) 4K CS-aCELP
Fax Tanspont Support 118 Fattinck
Call Initistion Timecut (1) 4 s
Meda Securty Satme a4 Systern (Deadled)

In the reference configuration, there are no users created on the Secondary server. In the event of
a failure of the Primary server, users will automatically register to the Secondary server as guest

users.

47 of 89

Solution & Interoperability Test Lab Application Notes
VZBIPT-IPO10SBC

DDT; Reviewed:
©2016 Avaya Inc. All Rights Reserved.

SPOC 10/5/2016



6.7. Short Codes

Similar to the configuration of the Primary server in Section 5.7, create a Short Code to access
ARS.

R B0 (1) Code I
& Operator 13) L S
= Scictioe
§ Ve PN
Q@ Gl
W% Shot Code (54
s Dvectonyi2)
L Tirna Dozt dall)
o Gccoven Cededli
B Uner Rigretrimy
% Locationl])
4 "o POSE-Parmary
o PO -Sectndary
e Systemn (1)
1 lee )
" Cortrol Une 055
& Esterviion (0
t Linar (1)
G (0
W ihom Cade (1)

Seoet Code

Code -
Fearue O
Tabegrco anter 0

L Groug 10 30 Myn
Locele

Force Accourt Code ]

Force Austronzaton Cods [

6.8. Incoming Call Routes

Similar to the configuration of the Primary server in Section 5.8, create Incoming Call Routes
for Line Group ID “1”.

R soom ) Linw Groop i~ Incomng Murcbe  Destrnatian TGN Voue Reconsing  Destivmsions
= Ogennat ) -1
TR ! TRESYIRT D
Geoupid] e TSRS VM Meetble Geaiw Caponday ”‘"7""'
% Shart Code (54 Lre Grosp © I\
- Dwecton(d) 2
Tame Protin|s) comerg Marre
- Accoust Codell)
B Vom Bighesiy ociming Sub Addiess
* Lozatsardl) ncomiing €U
& [POSE-Prenary
(PO -Sacondary tacey
= Sywen (1)
TLure il oty tolew
“r Cantisl Une (1) r
& Stotan . L
W (M)
Group £ Hodd M Sousce Tyoan Soone
= :‘l::' a Ting Tare Ovamige Mv-
Tercterveg Cok Route (3
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6.9. ARS

The following screen shows an example ARS configuration for the route named Main on the
Secondary server. The Line Group ID is set to “29” matching the number of the Outgoing
Group configured on the SIP URI tab of SIP Line 9 to Verizon Business (Section 6.4.3).

= Main ef-8 X v
ARS
ARS Route ID 50 ] Secondary Dis! tone
Route Name ' SystemTone
Dial Delay Teme System Defaut (4) A [2] Check User Call Barring
Descnption I
In Servce &~ Out of Service Route <None>
Time Profile Mooe> — O\t of Hours Route <None>
Code Telephone Number Feature Line Group ID Add...
000000000 . Dial 29
| Dial 29 Femove
5351212 . Dial 29
Edn
1x000000000¢ Dial 29
1411 . Dial 29
=l Dial Emergency 29
N . Dial 29
Aremate Route <None>

6.10. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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7. Avaya IP Office Expansion Configuration

Navigate to File = Open Configuration (not shown), select the proper Avaya IP Office system
from the pop-up window, and log in using the appropriate credentials. Clicking the “plus” sign
next to IP500 Expansion on the left navigation pane will expand the menu on this server.

Configuraton || =i v inveniory

IR I BOCOLDRA™ | = ]

Lecman 2

7.1. Physical Hardware

In the sample configuration, looking at the Expansion System IP500 V2 from left to right, the
first module is a TCM 8 Digital Station Module. This module supports BCM / Norstar T-Series
and M-Series telephones. The second module is a COMBO06210/ATM4 module. This module is
used to add a combination of ports to an IP500 V2 control unit and is not supported by IP500
control units. The module supports 10 voice compression channels. Codec support is G.711,
G729A and G.723 with 64ms echo cancellation. G.722 is supported by IP Office Release 8.0 and
higher. The “Combo” card will support 6 Digital Station ports for digital stations in slots 1-6
(except 3800, 4100, 4400, 7400, M and T-Series), 2 Analog Extension ports in slots 7-8, and 4
Analog Trunk ports in slots 9-12.

Configuration || = Sarver Edition
R BOOTP (1Y) [\ pwary bestafed L~
pert tF ::!3
utie o
A
.y
»
@
Add
Desnpten Ha=e Adonss Frimary Link - Secondary Liek Users Confguned Extensions Configuosd
o IPOSE Prmary [*R iR H ) Botrmay " -
Se y Sever  IPOSE Secondary W 2175 Sothway '}
* Exporson System IPS0) Expansion W64 1008 Bothway Botrmy 1% 10
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7.2. System Settings

This section illustrates the configuration of system settings. Select System in the Navigation
pane to configure these settings. The subsection order corresponds to a left to right navigation of
the tabs in the Details pane for System settings. For all of the following configuration sections,
the OK button (not shown) must be selected in order for any changes to be saved.

7.2.1. LAN Settings

In the sample configuration, LANL1 is used to connect the Expansion System to the enterprise
network. To view or configure the IP Address of LAN1, select the LAN1 tab followed by the
LAN Settings tab. As shown in Figure 1, the IP Address of the Expansion System is
10.64.19.66. Other parameters on this screen may be set according to customer requirements.

| System I= P800 Expansion v
o v, | LAN (T ol Tobeph Moy Senies  Settees Eopms SMTP  SMDR N £ Wes ' te
P58 brpermen

NSenings Vel Network Topoiog,

? Aaziea d -

Vet
Prirary Towm 1P 2
P Noae fhe

Lratis 1

Naarbser OF DHCP 9 Addmnumn .

AP Mece

over L o v

Select the VolP tab as shown in the following screen. If desired, the RTP Port Number Range
can be customized to a specific range of receive ports for the RTP media paths from Avaya

SBCE to IP Off

ice. The defaults are used here.

System = |P500 Expansion v
» A
e Syitern LAN!  1A0D  DNS  Veicemsil Teleghony DimctorySevices SydtemEverss SMTP SMOR VEM  VelP VelP Security Centact Center
PN Eqparzion
LANSettngs %P Bletwork Topokegy
LAl
Port Number Range
Aevimmnusy ¥ Mesiran 73
Port Number Range [NAT)
Maouimum 45T Muowrrom
b Enable RTCP Monronng on Port 3005
RTCP cobectnr W address for phones
Ceepalres
Scupe fTP-RICP Petiode Umecut
nitial keepalives Ensbled
OftSery Settngs
Bz S DSCPHen B2 S Vigdeo DSCP (He) FC § 0SCP Mk (He) 88 S SGDSCP {Hes)
@6 = 05CP 46 + Vides DSCP 3] = DSCP Mark H & QG DsCP W
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7.3. IP Route

Configuration is the same as the Primary server, as shown in Section 5.3.

Gutewsy P Addrem

Destination

Metric

= 0000 ef- X' v
P Reute
1P Address ”
1P Mak C 0
g

LANY

7.4. |P Office Line

The IP Office Lines are automatically created on each server when a Secondary server or
Expansion System is added to the solution. Below is the IP Office Line to the Primary server.

= z v
1= IP Office Line - Line 17 o - X ¢
e St Codes VoIP Semngs T33 Fas
L Nosmber ” C Tobeptons Numiter
f Tanpon Type Welisacket Chene Prefis
ris Aaclogue Tnk
- P Office Lina WatSocket Clierrt SCN Netwoing Leved N » W
- 3 P OMce Line WelSocket Ot ION a 5 -
Securty Medum ) +
astwaw
Addrens 2 ' oxt il
Lzcatic Larvom SCN Renbiency Ogt
B Supparts Rasken
Paes srresssanes
[ Backs up toy P phenss
Corliw 3y ssssnsssnnes m
L] Bacla up my Sunt greugs
(] Backs up my 10 DECT phare
Gpt

In the reference configuration, a fax machine is connected to one of the analog ports on the
Expansion System. To accommodate T.38 fax, set the Fax Transport Support drop-down to
“T38 Fallback” on the VolP Settings tab. The Allow Direct media Path parameter is checked
to allow RTP and T.38 packets to route directly to the internal IP address of the Avaya SBCE.

WoWcoLwe-twt?, o

T

r

f s

1 Aralogue Trumk Codec Sedectian
- P Ofice Line Wt Soc ket Cheny SC)

- P Othce Lo WetSocket Claerrt SON

Fas Enrport Support

Weda ‘acurt,

Cotl ipton Tmeout ()

Ure  Shart Codes Yo Settngs TIL Fam

L] ¥oif Shenice Suspresmen

Sywtem Oifarse
al
G711 UL 6%
GT1) ALAN 6
G.T2500) K CS-ACELP
T8 Paltiack

Same s Sptem (Datles

) Al Dt Media Pame

X ¢
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Select the T38 Fax tab. The T38 Fax Version is set to “0”. In the Redundancy area, the Low
Speed and High Speed parameters are set to “2”. All other values are left at default.

Lne Number  Line Type

Tis
116
"
fie
Aol
. 19

Line S lype
Anatague Trunk
Ansicgue Trunk
Andlogue Trunk
Analngue Trunk
POficeline  WebSocket Chent SCN
P Officelne WebiSocket Chant SCN

Line  Short Codes Vol Settings T3 Tm

[} Use Detatt values

138 Fae Version 0 v
Trsnsgoa v
Redundancy

Low Speed 2 1:

High Speed 2 =

TCF Method Trans TCF v
Mas 52 Rabe (bgs) 14400 >
EFeg St Times (my) 2000 #
EFlag Stop Times (my} 230 &

T Network Timeout {sec) 150 #

4 Scoan Line F-sp

T TFOP Enmancernam

] Disaksde T30ECM

(7] Disable EFlags For First DIS

7] Uissble T3) MR Compreszion

(] NSF Overnige
: w B

[

L R

The following screens illustrate the IP Office Line to the Secondary server:

T e K A

Line Namber  Line Type

ris
e
iz
i3
-1y
- %

Line Sislype Uine  Snort Codes Vol® Settings 154 Fax

Analogue Trunk

Anslogue Trank Line Number w = Telphcne Number

Analegue Trak 1 T »

Trok ramapen Type WebiSacket Client v| rofia
IPOficeline  WebSocket Cliert SC1 Mrtwerking Livel SCN v Dutgoing Greup!D
WML IR eI sxuy Mediern “| Number of Channels
Dutgong Channels
Gatwway
Addeest [ “ 19 173 Post
Location 2 Derwer v|  CNRmsilwncy Optem
Passeord fm‘oo.o“o D Suppons Reulency
Backs up owy IF phones

Confirm Paaywoed JCC LTI

Backs up my hum grovps

Backs up my 1P DECT phonws

938
290
2%

B 5B |

fis
11s
a7
{18
- T
-

Line SubType
Anslogue Trank
Anakogue Trunk
Analogue Trunk
Anslogue Trunk
P Offica liom  WabScocket Cliertt SCH
1P Oftice Line  WebSocket Chiern SON

Line  Shert Codes VOIF Setlings 73354

Codec Selection Systern Defaut

Fax Trarapant Support T3 Falbock.

Calt Intistion Timeout (s) 4 =

e

| GTITULAN 8K
GuT1 AL 8K
| G.T2910) B CS-ACELP

| G2 84K

Line Namber  Line Type

[ VeiP Sdence Suppresion
Out Of Bang DT

7 Allow Direct Madia Path
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Line Number  Line Type Line Sk Type Line  Shart Codes Vol Settings T337m
Fis Ansogus Trunk
16 Anatogue Trunk T38 Fac Versicn 0 ) :
147 Analegue Trunk = — £ Scon Line Freup
Tis Anatogue Trunk B — (4 TFO® Enhancement
17 FOffceline  WebSockes ChentscN|  edundsocy [ el T30 ECM
~ 19 P Officelne WebSorke Chent SCN|  Low Speed 2 3
] Diatde EFtags Fer Firmt DIS
2 .

HighSpeed . RS (7] Oeavie 130 MR Compression

TCF Mathed Teans TCF b [ N&F Ovemde

Max B2 Rate (bps) 14 - iry Code B

EFtag Sant Temer (mg) 2000 #

EFiag Sop Temer (ms) 530 ]

Tx Netwark Timeout (sec) 1590 G

[0 Use Defoutt Vaues

Sl XIvisis

7.5. Short Codes

Similar to the configuration of the Primary server in Section 5.7, create a Short Code to access
ARS. In the reference configuration, the Line Group ID is set to an ARS route illustrated in the

next section.

R pootEin Code

Telall Ghcxt Code

Wil Code M

WAL Funtare Ow

Tebpmene Marnter 'l
3

2 e Giong 10

1 Locale
! Forve 2ccount Code g
Force Martonion Code [

§* Operster 13) [ Y
o v
Goeupil) .m
WM Shot Cade 088 L
“ [wwctcryi2) "eu
L7 Time Pagfiely *ad
o fccawe Cade®y el
& Uner Rigpaity k)
S Locwton (8
4 DOSE-Prrsary eedo
"o POSE-Secenday L i
| W P tapaniion L e
o Sytem (1) "ok
i lne
“ Cortral Unt () heams
& Eaerion (1 _!
A Uwegin
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7.6. ARS

The following screen shows an example ARS configuration for the route named “To-Primary”
on the Expansion System. The Line Group ID is set to “99999” matching the number of the
Outgoing Group configured on the IP Office Line 17 to the Primary server (Section 7.4). The
Alternate Route is set to ““To-Secondary” to route calls to the Secondary server in the event the
Primary server is unavailable.

= To-Primary o -mliX|v
ARS
ARS Rowte 1D ] Secondary Dial tone
Route Name To-Primary SystemTone
Dial Defay Time System Defautt (4) 3 1 Cneck User Call Baming
Descrnption [
In Serice M Dut of Service Route 52: To-Secondary
1
Time Profile None — Ot of Hours Route <None>
Cade Telephone Number Feature Line Group 1D Add..
N 9N Diad 999939
Ll %n Dial Emergency RPN Rernove
Edit
Alternate Route Prorty Level |13 v l
Alternate Route Waat Tene 30 2 — ANrNAtE ROUE 5% To-Secondary
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The following screen shows an example ARS configuration for the route named “To-
Secondary” on the Expansion System. The Line Group ID is set to “99998” matching the
number of the Outgoing Group configured on the IP Office Line 19 to the Secondary server

(Section 7.4).

= To-Secondary -4 X v <
ARS
ARS Route ID 52 4 Secondary Dial tone
Routs Mame To-Secondary SystemTone v
Dial Delay Time System Default (4) = B Check User Call Barring
Descnption
in Service ¥ Qut of Service Route <None> -
Time Profile <None — Qut of Hours Route <None>
Code Telephone Number Festure Line Group ID Add...
N N Dial 99032
o1 5611 Dial Emergency 90922 FEre
Edit.
3 Aremate Route <None> v

7.7. Save Configuration

Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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8. Configure Avaya Session Border Controller for Enterprise

In the sample configuration, dual Avaya SBCEs are used as edge devices between the CPE and
Verizon Business.

This section covers the configuration of the Avaya SBCE. It is assumed that the initial
provisioning of the Avaya SBCE, including the assignment of the management interface IP
Address and license installation have already been completed; hence these tasks are not covered
in these Application Notes. For more information on the installation and provisioning of the
Avaya SBCE consult the Avaya SBCE documentation in the Additional References section.

As described in Section 1, Verizon Business IP Trunking supports a redundant (2-CPE)
architecture that provides for redundant SIP trunk access between the Verizon Business IP Trunk
service offer and the SIP trunk architecture customer premises equipment (CPE). In the reference
configuration two Avaya SBCEs were used to provide the 2-CPE redundant access.

Note — The following Sections describe the provisioning of the Primary Avaya SBCE. The
configuration of the Secondary Avaya SBCE is identical unless otherwise noted (e.g., IP
addressing).

Use a WEB browser to access the Element Management Server (EMS) web interface, and enter
https://ipaddress/sbc in the address field of the web browser, where ipaddress is the management
LAN IP address of the Avaya SBCE.

Log in with the appropriate credentials. Click Log In.

AVAYA =

Session Border Controller o ety o doscaee o bowrnle O sy
for Enterprise W T -
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The main page of the Avaya SBCE will appear. Note that the installed software version is
displayed. Verify that the License State is “OK”. The SBCE will only operate for a short time
without a valid license. Contact your Avaya representative to obtain a license.

Session Border Controller for Enterprise AVAYA

Dasirborard

Dashboard
Avmearace
Haouys Heskoe This sysiem cordaien one or mare Avays demo certficaties These certificales have boen compearmmed and should not be Used for any production Seffic
Gpstem | —
Gotad ~ G Thus ' v
'

To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named “SBC1” is shown. To view the configuration of this device,
click View as highlighted below.

Session Border Controller for Enterprise AVAYA |

Daurnoand Symtam Maningetner
Adramtaon
e Resinse

Syzmmm Matagement
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The System Information screen shows the Network Configuration, DNS Configuration and
Management IP(s) information provided during installation and corresponds to Figure 1. The
highlighted Al and B1 IP addresses are the ones relevant to the configuration of the SIP trunk to
Verizon. Other IP addresses assigned to these interfaces and interface B2 on the screen below are
used to support remote workers and are not the focus of these Application Notes.

General Configuration
Appliance Name SBC1
Box Type SIP

Deployment Mode  Proxy

Device Configuration

HA Mode No

Two Bypass Mode  No

System Information: SBC1 X

r License Allocation

Standard Sessions
Requested: 100 100

Advanced Sessions 100
Requested: 100

Scopia Video Sessions  qpp
Requested: 100

QESEEES;O”S 0
Encryption
r Network Configuration
IP Public IP Netmask Gateway Interface
10.64.91.48 10.64.91.48 255.255.255.0 10.64.91.1 Al
10.64.91.49 10.64.91.49 255.255.255.0 10.64.91.1 Al
10.64.91.50 10.64.91.50 255255 255.0 10.64.91.1 Al
1.11.2 1112 255.255.255.0 1111 B1
192.168.80.72 192.168.80.72 255 255 255 128 192.168.80.1 B2
B2
B2
B2
B2
r DNS Configuration Management IP(s)
Primary DNS 10.64.19.201 P 10.64.90.50
Secondary DNS
DNS Location DMZ
DNS Client IP 10.64.91.50

8.1. Network Management

The Network Management screen is where the network interface settings are configured and
enabled. During the installation process of Avaya SBCE, certain network-specific information is
defined such as device IP address(es), public IP address(es), netmask, gateway, etc. to interface
the device to the network. It is this information that populates the various Network Management
tab displays, which can be edited as needed to optimize device performance and network
efficiency. Navigate to Device Specific Settings = Network Management and verify the IP
addresses assigned to the interfaces and that the interfaces are enabled. The following screen
shows the enterprise interface is assigned to Al and the interface towards Verizon is assigned to
B1. The public facing interface used for remote workers is B2.
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The following Avaya SBCE IP addresses and associated interfaces were used in the sample
configuration:

e B1:1.1.1.2 - IP address configured for the Verizon Private IP service. This address is
known to Verizon and is associated with the FQDN adevc.avaya.globalipcom.com. See
Section 3.

e Al:10.64.91.50 — IP address configured for Verizon Business IP Trunk SIP Trunk
Service to IP Office.

e A1:10.64.91.48 — IP address configured for Verizon Business IPCC VolIP Inbound
Service to IP Office. This address is used to connect IP Office to the VVerizon Business
IPCC service as illustrated in [VZIPCC-IPO10SBC].

e Al:10.64.91.49 — IP address configured for Remote Workers access to the enterprise
private network. This address is relevant to the Remote Workers functionality and is not
discussed in this document.

e B2:192.168.80.72 - IP address configured for Remote Worker traffic. Remote Worker
SIP endpoints will use this “public” address to established connections to the IP Office
through the Avaya SBCE for registration and telephony functions. This address is
relevant to the Remote Workers functionality and is not discussed in this document.
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The following screen shows interface Al, B1, and B2 are Enabled. To enable an interface click
the corresponding Disabled Status link to change it to Enabled.
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8.2. Server Interworking Profile

The Server Internetworking profile includes parameters to make the Avaya SBCE function in an
enterprise VolP network using different implementations of the SIP protocol. There are default
profiles available that may be used as is, or modified, or new profiles can be configured as
described below.

In the sample configuration, separate Server Interworking Profiles were created for IP Office and
Verizon Business IP Trunk service.

8.2.1. Server Interworking Profile — IP Office

In the sample configuration, the IP Office Server Interworking profile was cloned from the
default avaya-ru profile. To clone a Server Interworking Profile for IP Office, navigate to
Global Profiles = Server Interworking, select the avayu-ru profile and click the Clone
button. Enter a Clone Name and click Finish to continue.

The following screen shows the “Enterprise Interwork” profile used in the sample
configuration, with T.38 Support set to “Yes”. To modify the profile, scroll down to the bottom
of the screen and click Edit. Select the T.38 Support parameter and then click Next and then
Finish (not shown). Default values can be used for all other fields.
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8.2.2. Server Interworking Profile — Verizon

To create a new Server Interworking Profile for Verizon, navigate to Global Profiles = Server
Interworking and click Add as shown below. Enter a Profile Name and click Next.

The following screens show the “SIP Provider Interwrk” profile used in the sample
configuration. On the General tab, default values are used with the exception of T.38 Support
set to “Yes”.
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The Timers tab shows the values used for compliance testing for the Trans Expire field. The
Trans Expire timer sets the allotted time the Avaya SBCE will try the first primary server
before trying the secondary server.
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Click Next to accept default parameters for the Privacy, URI Manipulation, and Header
Manipulation tabs (not shown) and advance to the Advanced area. Record Routes is set to
“Both Sides”. Default values can be used for all other fields.
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8.3. Server Configuration

The Server Configuration contains parameters to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, heartbeat signaling parameters, DoS
security statistics, and trusted domains.

In the sample configuration, separate Server Configurations were created for IP Office and
Verizon Business IP Trunk service.

8.3.1. Server Configuration — IP Office

To add a Server Configuration Profile for IP Office, navigate to Global Profiles - Server
Configuration and click Add. Enter a descriptive name for the new profile and click Next.

Add Server Cnefigurstion Profise

The following screens illustrate the Server Configuration for the Profile name “IPOffice”. In the
General parameters, the Server Type is set to “Call Server”. In the IP Address / FQDN field,
the IP Address of the Primary server LAN 1 interface in the sample configuration is entered.
This IP address is “10.64.19.170”. Under Port, “5060” is entered, and the Transport parameter
is set to “UDP”. If remote workers will also be configured using the same Avaya SBCE, click
the Add button to create a second connection to IP Office using 5060 with the TCP transport.
Remote worker SIP traffic will use TCP between Avaya SBCE and IP Office. If adding the
profile, click Next (not shown) to proceed. If editing an existing profile, click Finish.

Edit Server Configuration Profile - General X

Server Type can not be changed while this Server Configuration profile is associated to a Server

Flow.

Server Type Call Server v

Add

IP Address / FQDN Port Transport

10.64.19.170 5060 upp v | Delete

10.64.19.170 5060 TCP v | Delete

Finish
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Default values can be used on the Authentication tab, click Next (not shown) to proceed to the
Heartbeats tab. The Avaya SBCE can be configured to source “heartbeats” in the form of
PINGs or SIP OPTIONS towards IP Office. When remote workers are configured, IP Office may
not respond to SIP OPTIONS from the SBCE IP address designated for remote workers.
Therefore PING will be used instead.

Select “PING” from the Method drop-down menu. Select the desired frequency that the SBCE
will source PINGs towards IP Office.
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On the Advanced tab, the Interworking Profile is set to “Enterprise Interwork” created in
Section 8.2.1 for IP Office. In the sample configuration, this server configuration is also used for
remote workers via TCP. Enable Grooming allows the same TCP connection to be used for all
SIP messages from this device. However, IP Office uses different TCP connections to each
endpoint, therefore Enable Grooming is unchecked.
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8.3.2. Server Configuration - Verizon

To add a Server Configuration Profile for Verizon, navigate to Global Profiles = Server
Configuration and click Add. Enter a descriptive name for the new profile and click Next.

Add Server Conftgaratian 'rofte
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The following screens illustrate the Server Configuration for the Profile name “Verizon IPT”. In
the General parameters, the Server Type is set to “Trunk Server”. In the IP Address / FQDN
field, the Verizon-provided IP address is entered. This is “172.30.209.21”. Under Port, “5071” is
entered, and the Transport parameter is set to “UDP”. If adding the profile, click Next (not
shown) to proceed. If editing an existing profile, click Finish.

Edit Server Configuration Profile - General X

=erver Type can not be changed while this Server Configuration profile 1s associated {0 a Semver

F oy,

Server Type Trunk Server v

Transport
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Finish

Default values can be used on the Authentication tab, click Next (not shown) to proceed to the
Heartbeats tab. The Avaya SBCE can be configured to source “heartbeats” in the form of SIP
OPTIONS towards Verizon. This configuration is optional. Independent of whether the Avaya
SBCE is configured to source SIP OPTIONS towards Verizon, Verizon will receive OPTIONS
from the IP Office site as a result of the Check OOS parameter being enabled on IP Office (see
Section 5.4.3). When IP Office sends SIP OPTIONS to the inside private IP Address of the
Avaya SBCE, the Avaya SBCE will send SIP OPTIONS to Verizon. When Verizon responds,
the Avaya SBCE will pass the response to IP Office.

Select “OPTIONS” from the Method drop-down menu. Select the desired frequency that the
SBCE will source OPTIONS. The From URI and To URI may be filled in to configure easily
identifiable URIs to appear in SIP OPTIONS sourced by the Avaya SBCE. If adding a new
profile, click Next to continuing to the Advanced settings.
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On the Advanced tab, Enable Grooming is not used for UDP connections and is left
unchecked. The Interworking Profile is set to “SIP Provider Interwk” created in Section 8.2.2
for Verizon.
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8.4. Routing Profile

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Create a Routing Profile for IP Office and Verizon Business IP Trunk service. To add a routing
profile, navigate to Global Profiles = Routing and select Add. Enter a Profile Name and click
Next to continue.

The following screen shows the Routing Profile “route to IPO” created in the sample
configuration. The parameters in the top portion of the profile are left at their default settings.
The Priority / Weight parameter is set to “1”, and the IP Office Server Configuration, created
in Section 8.3.1, is selected from the drop-down menu. The Next Hop Address is automatically
selected with one of the values from the IP Office Server Configuration, and Transport becomes
greyed out. Select the UDP entry from the drop-down menu for the Next Hop Address, and
select Finish.
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Profile : route to IPO - Edit Rule X

URI Group * v Time of Day default ¥
Load Balancing Priority NAPTR
Transport None v Next Hop Priority v
Mext Hop In-Dialog Ignore Route Header
LAdd |
Priority / Weight ~ Server Configuration Next Hop Address Transport
1 IPOffice v 10.64.19.170:5060 (UDP) v MNone v | Delete

Similarly add a Routing Profile to Verizon Business IP Trunk.

Searvory Prutie

The following screen shows the Routing Profile “route to Vz IPT” created in the sample
configuration. The parameters in the top portion of the profile are left at their default settings.
The Priority / Weight parameter is set to “1”, and the Verizon Server Configuration, created in
Section 8.3.2, is selected from the drop-down menu. The Next Hop Address is automatically
selected with the values from the Server Configuration, and Transport becomes greyed out.
Click Finish.

URI Group * v Time of Day default ¥
Load Balancing Priority v | NAPTR
Transport None v Next Hop Priority v

Next Hop In-Dialog Ignore Route Header

Add
Priority / Weight ~ Server Configuration Next Hop Address Transport
1 Verizon IPT v 172.30.209.21:5071 (UDP) Y Mane v | Delete

Finish

8.5. Topology Hiding Profile

The Topology Hiding profile manages how various source, destination and routing information
in SIP and SDP message headers are substituted or changed to maintain the integrity of the
network. It hides the topology of the enterprise network from external networks.
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Click the Add button to add a new profile, or select an existing topology hiding profile to edit. In
the sample configuration, the “default” profile was cloned for IP Office, and cloned and
modified for Verizon.

In the Replace Action column an action of Auto will replace the header field with the IP address
of the Avaya SBCE interface and the Overwrite will use the value in the Overwrite Value.

In the example shown, “ipoffice th” was cloned from the default profile and will later be applied
in the direction of IP Office.
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In the example shown, “Vz th profile” was cloned from the default profile and will later be

applied in the direction of Verizon. Overwrite is selected for the From and Referred-By headers
and domain of “adevc.avaya.globalipcom.com” is inserted. This is the IP Office domain known
to Verizon Business IP Trunk service.
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8.6. Application Rule

Application Rules define which types of SIP-based Unified Communications (UC) applications
the Avaya SBCE security device will protect: voice, video, and/or Instant Messaging (IM). In
addition, you can determine the maximum number of concurrent voice and video sessions the
network will process in order to prevent resource exhaustion.

Select Domain Policies = Application Rules from the left-side menu as shown below. Click
the Add button to add a new profile, or select an existing topology hiding profile to edit. In the
sample configuration, the “sip-trunk” profile was created for IP Office and Verizon Business. In
an actual customer installation, set the Maximum Concurrent Sessions for the Audio
application to a value slightly larger than the licensed sessions. For example, if licensed for 150
session set the values to “200”. The Maximum Session Per Endpoint should match the
Maximum Concurrent Sessions.
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8.7. Media Rule

Media Rules define RTP media packet parameters such as prioritizing encryption techniques and
packet encryption techniques. Together these media-related parameters define a strict profile that
is associated with other SIP-specific policies to determine how media packets matching these
criteria will be handled by the Avaya SBCE security product.

Select Domain Policies = Media Rules from the left-side menu as shown below. In the sample
configuration, the default media rule “default-low-med” was cloned for IP Office, “IPO
SIPTrk Med Rule”, and Verizon Business IP Trunk, “Vz SIPTrk Med Rule”. With the
“default-low-med” rule chosen, click Clone. Enter a descriptive name for the new rule and click
Finish (not shown).

In the sample configuration, media rule “IPO SIPTrk Med Rule” was used for IP Office as
shown below.
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The Verizon Media Rule, “Vz SIPTrk Med Rule” with the DSCP values “EF” for expedited
forwarding (default value) for Media QoS.
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8.8. Signaling Rule

Signaling Rules define the action to be taken (Allow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. When SIP signaling packets are
received by Avaya SBCE, they are parsed and “pattern-matched” against the particular signaling
criteria defined by these rules. Packets matching the criteria defined by the Signaling Rules are
tagged for further policy matching.
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Clone and modify the default signaling rule to add the proper quality of service to the SIP
signaling. To clone a signaling rule, navigate to Domain Policies = Signaling Rules. With the
“default” rule chosen, click Clone. Enter a descriptive name for the new rule and click Finish
(not shown). In the sample configuration, signaling rule “IPO SIPTrk Sig Rule” is unchanged
from the default rule.
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Signaling rule “Vz SIPTrk Sig Rule” was also cloned from the default rule and used for
Verizon. The DSCP value “AF32” for assured forwarding is changed from the default settings
for Signaling QoS as shown below.
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8.9. Endpoint Policy Groups

The rules created within the Domain Policy section are assigned to an Endpoint Policy Group.
The Endpoint Policy Group is then applied to a Server Flow in Section 8.12.

To create a new policy group, navigate to Domain Policies = Endpoint Policy Groups and
click on Add as shown below. The following screen shows the “IPO-policy-group” created for
IP Office. The details of the non-default rules chosen are shown in previous sections.
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The following screen shows the “Vz-policy-group” created for Verizon Business IP Trunk
service. The details of the non-default rules chosen are shown in previous sections.
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8.10. Media Interface

The Media Interface screen is where the SIP media ports are defined. Avaya SBCE will send SIP
media on the defined ports. Create a SIP media interface for the inside and outside IP interfaces.
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To create a new Media Interface, navigate to Device Specific Settings = Media Interface and
click Add. The following screen shows the media interfaces defined for the sample
configuration.

Session Border Controller for Enterprise AVAYA

MAST g O (ering wn sitig (e il eescn o e Aphoation wetat beeons taking Mftect AggRonion e e o he s o Sesten
[Tpe—

w» "
™ Porss Nede Puet Ramge
¢ Devcn Specie Settrgs e mad ba srtugriie-30 .“ = Lok i 00 - 40008
Netaord Managenernt
1
Mecta Imertace P el s V2 i B VAN FAKO - 42000

Sgnaing merface " 00
T ol rons 000 - 40004

et Pt Flows

Sesson Flows AW et ved — Booh . Ao
Dl Servcem
3 e O L ) WO00 . s0ene
TURN/STUN Service
SN b e maed ek RU00 - L0Te

Syshog Nanagemont
Adeavad Optrre

Troutdeshoutng

8.11. Signaling Interface

The Signaling Interface screen is where the SIP signaling ports are defined. Avaya SBCE will
listen for SIP requests on the defined ports. Create a signaling interface for the inside and outside
IP interfaces.

To create a new Signaling Interface, navigate to Device Specific Settings = Signaling
Interface and click Add. The following screen shows the signaling interfaces defined for the
sample configuration.
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8.12. End Point Flows - Server Flow

When a packet is received by Avaya SBCE, the content of the packet (IP addresses, URISs, etc.)
is used to determine which flow it matches. Once the flow is determined, the flow points to a
policy which contains several rules concerning processing, privileges, authentication, routing,
etc. Once routing is applied and the destination endpoint is determined, the policies for this
destination endpoint are applied. The context is maintained, so as to be applied to future packets
in the same flow. The following screen illustrates the flow through the SBC to secure a SIP

Trunk call.
"
1 B -G B

Avaya SBCE

|P-PEX

) )

8P Trunk Service Provider

Create a Server Flow for IP Office and Verizon Business IP Trunk service. To create a Server
Flow, navigate to Device Specific Settings = End Point Flows. Select the Server Flows tab
and click Add as highlighted below.

Session Border Controller for Enterprise AVAYA
« Deyice Specific Setngs . End Point Flows: Micro SBC
Netrork
Mariagernent t - , e .
Mecka Fertace TN | sutaciber S || Sorve Flows |
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The following screen shows the flow named “Verizon IPT Flow” viewed from the sample
configuration. This flow uses the interfaces, polices, and profiles defined in previous sections.

View Flow: Verizon IPT Flow X

r Criteria
Flow Mame
Server Configuration
URI Group
Transport
Remote Subnet

Received Interface

Verizon IPT Flow

Verizon IPT

*

int sig to enterprise-50

r Profile

Signaling Interface

Media Interface

End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

pvt sig to Wz
pvt med to Vz
Vz-policy-group
route to PO
Wz th profile
None

Any

Once again, select the Server Flows tab and click Add. The following screen shows the flow
named “IPO SIP Trunk to Vz IPT” viewed from the sample configuration. This flow uses the
interfaces, polices, and profiles defined in previous sections. In addition, the Remote Subnet is
configured with the Verizon-provided IP address for IP Trunk service, along with “/32”, i.e.,
“172.30.209.21/32”. Using “/32” for the subnet mask indicates that a single IP address, not a

range of addresses, is the criteria to match for this particular IP Office flow.

View Flow: IPO SIP Trunk to Vz IPT X

- Criteria
Flow Name
Server Configuration
URI Group

Transport

IPO SIP Trunk to Vz IPT
|POffice

x

Remote Subnet

172.30.209.21/32

Received Interface

pvt sig to Vz

- Profile

Signaling Interface

Media Interface

End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

int sig to
enterprise-50

int med to
enterprise-50

IPO-policy-group
route to Vz IPT
ipoffice th

MNone

Any
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The following screen summarizes the Server Flows configured in the sample configuration. The
highlighted flows are the ones relevant to the configuration of the SIP trunk to Verizon Business
IP Trunk.
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9. Verizon Business Configuration

Information regarding Verizon Business IP Trunk service offer can be found by contacting a

Verizon Business sales representative, or by visiting

http://www.verizonbusiness.com/us/products/voip/trunking/.

The reference configuration described in these Application Notes was located in the Avaya
Solutions and Interoperability Lab. The Verizon Business IP trunk service was accessed via a
Verizon Private IP (PIP) T1 connection. Verizon Business provided the necessary service

provisioning.

The following Fully Qualified Domain Names (FQDNSs) were provided by Verizon for the

reference configuration.

CPE (Avaya)

Verizon Network

adevc.avaya.globalipcom.com pcelban0001.avayalincroft.globalipcom.com

For service provisioning, Verizon will require the customer IP address used to reach the Avaya
SBCE. Verizon provided the following information for the compliance testing: the IP address
and port used by the Verizon SIP SBC, DNS server information, and the Direct Inward Dialed
(DID) numbers shown in Figure 1 and Table 1. This information was used to complete the

Avaya IP Office and Avaya SBCE configuration.
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10. Verifications

This section provides example verifications of the Avaya configuration with Verizon Business
Private IP (PIP) Trunk service.

10.1. Avaya SBCE
This section provides verification steps that may be performed with the Avaya SBCE.

10.1.1. Incidents

The Incident Viewer can be accessed from the Avaya SBCE Dashboard as highlighted in the
screen shot below.

Session Border Controller for Enterprise AVAYA
Cashbosrd Dashboard
nckoup Fevior Sesten T 02 1240 PY MET e

Use the Incident Viewer to verify Server Heartbeat and to troubleshoot routing failures.

Incident Viewer AVAYA

Deovics Al v Catsgory AN v Clear Filters Refresh = Generate Report

Displaying results 1 to 15 out of 2000

Type D Diste Time Category Device Cause

Setver Heanbest 732486352782939 6316 1051 AM Policy SBCY Heatbeat Successhul Server ks UP
Server Hearlbeal 732486352784457 6316 1051 AM Policy SBCY Hantbeat Successhl Searver is UP
Sarver Heartbaat T32486352752785 6316 10:51 AM Polley SBCH Heartbeat Successhl Server s UP
Server Heartbaat TI2486352752361 V16 1051 AM Policy S8CY Heatbeat Successhl. Server ks UP

10.1.2. Server Status

The Server Status can be access from the Avaya SBCE Dashboard by selecting the Status
menu, and then Server Status.

g - grentes  Users

SH Statnicn

Session BEEEEEEENtroller for Enterprise AVAYA
Serves Status
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A pop-up window will appear with the Status of “UP” for the Verizon Business IP Trunk. The
Server Profile will only list servers with Server Configuration settings that have Heartbeats
enabled, see Section 8.3.2.

Status AVAYA
m [ Sarver Status
S8CY | ServerProfle  Sevor FODN  Sarvee 1P Sorver Part  Sorver Transport ~ Status  TeneStamp
l Varizon SPT 172 30 209 21 172 30.209.21 5071 UOP 0S0X2016 12 3320 MDT
IPOffice 10 64,19 170 10 64 18 470 5060 UoP up 0602016 12 33.20 MDT
5060 UoP up 06032016 12 33:20 MDT
5060 TCP up 06032016 12.32-50 MDT
IPOffic 106419170 10.64 19170 5060 TCP up 06/02016 12:32°50 MDT

10.1.3. Tracing

To take a call trace, navigate to Device Specific Settings = Troubleshooting = Trace and
select the Packet Capture tab. Populate the fields for the capture parameters and click Start
Capture as shown below.

Session Border Controller for Enterprise AVAYA

Trace Micre SBC
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When tracing has reached the desired number of packets the trace will stop automatically, or
alternatively, hit the Stop Capture button at the bottom.

Session Border Controller for Enterprise AVAYA
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Select the Captures tab to view the files created during the packet capture.
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The packet capture file can be downloaded and then viewed using a Network Protocol Analyzer
like WireShark.

Eapture ¢ i
=8 2 ESiaaaD epss
Fhen [-Jm. Dy pphy e
e Titre Seune Detneroy Prvtocel Lesgh Iefo -
36 £.662773 1.1.1, 172,30, 209,132 aTe 14 FT=ITU-T G711 3CMU, SSRC-ONASCHDIZC, Seqe=20033, Time=172350104
377,130,200, 352 TP T34 FT-ITU-T G. 713 FCMU, BSRCOxIDM 3452 SEL9S, Timeeld
: == T4 PTeITINT & T13 oM .
17 T PT=1T0-T G711 wCVu, . seqe= T
60 4, 702720 1,%.1.2 172,30.209.12 are 214 FT=ITU-T G711 #CMY, SSRCOnASCINARC, Timewl72380454
O1 4, 737983 177.00,200.3 13 1,332 e T34 PTITU-T G. 711 #CMN, SSECeOx2034 467, Saqeiile?, Times2720
62.4.7272 31.1.1.2 272,20, 200,132 T 204 PT=ITU-T G.711 POMN, SSEC-ORAUCHOAIC, SOguJOTES, Timesl?2380644
61 4.735530  172.30.200.332 L,.801.2 LiLd 203 FraITULT G TIL FOVU, SSRCe0n2D543a50 . NoQeSEL9E, Time=2330
6 4742728 1,02 172.30,209.12 LAl 214 PT=ITO-Y G711 POV, SSRC-ONASCOOMLC, Seg=20787, Timex172380804
43 4.757927 172, 10.200.00 1322 TR 24 PT=ITU-T G, 711 SOV, FERC-CR20543AE2, Seqe3B199, Time=1040
46 4. 7683748 1.3.3.2 172,30, 200,142 &Te L4 PT=ITU-T G711 POMU, SERCOXACODIIC, 500=10788, Timeel?2150084
T ATIVEN  2172.30.200.32 1,1,1.2 L 244 PT=ITU-T G, 711 FONG, SSRC-0u2DS43a82, 50Q=58200, Time=3200 -
'y - . . - - ) - . . " .

(% Frame SST 234 bytes on wire {1712 bfrs), 214 bytes caprured (1712 bits)
& Ethermer II, Srcr Mortwell 3¢:50:cS (00:80:fb134:%01cs), Oots CiscooSc:21:41 (00:04:90:5cr21141)
|2 Internet Protoce] versfen &, Sros 1.1.1,2 (1,1,2.2), Dats 572,120,208, 132 (1772, 30,200.152)
version: 3
neader Length: 20 bytes
W Differentiated Services Field: Oxbd (DCF Ox2e! Expedited Formarding; KCN: Ox00! Not-€CY (Mot ECN-Capable Transport))
Total Length: 200
Idertiffcation: Ox06%4 (1588)

Tiee to liye: €3

protecel: une (17)

Hoadér checksum: O0xr403 [validatrfon disabled]

Sowce: 1.1,1.2 (1.1.1.2)

Destimation: 172.30.203,132 (172.30,209,132)

[{Sowrce GeoiP: unknown)

[oestipation GeoIP: wkrown]

¥ User oatagras Frotocol, =ec port: 35266 (35266), ost rorti 12232 (12232)
“ Real-Time Transpert Protocol

L]
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10.2. IP Office

This section provides verification steps that may be performed with the IP Office.

10.2.1. System Status

The System Status application is used to monitor and troubleshoot IP Office. Use the System
Status application to verify the state of the SIP trunk. System Status can be accessed from Start
- Programs - IP Office = System Status. Or by opening an Internet browser and type the
URL.: http://ipaddress where ipaddress is the IP address of the Avaya IP Office LANL1 interface.

Click on System Status to launch the application.

b B hetp /7 H083.99.120 nd e ity 2« C | 8 about IP Office R100

Fle Edt View Fovortes Took Hep

AVAYA
IP Office R10.0.0.0

System Name: IPOSE-Pnmary
IP Address. 1064 15170

1P Office Web Manages

IP Office Seif Adminisiration
System Status

Knowledge Base

Avaya Support

© 2000 - 2016 Avaya Inc. All rights reserved.

The following screen shows an example Logon screen. Enter the IP Office IP address in the
Control Unit IP Address field, and enter an appropriate User Name and Password. Click

Logon.

AVAYA IP Office System Status

e O

hE
' Logon

Cantrat tnid 10 Address: JUETRTS P

Servies base 1or purt CELEN
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Select the SIP line under Trunks from the left pane. On the Status tab in the right pane, verify
the Current State is Idle for each channel.

IP Office System Status

S0 Trusk Sumenary
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e 2L Srccrwg Wt Outgang), LPDATE ey end Ougong)

AVAYA IP Office System Status

Alarros for Lne: § 5F 10640150
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10.2.2. Monitor

The Monitor application can also be used to monitor and troubleshoot IP Office. Monitor can be
accessed from Start - Programs > IP Office - Monitor. The application allows the
monitored information to be customized. To customize, select Filters > Trace Options.

The following screen shows the SIP tab, allowing configuration of SIP monitoring. In this
example, the SIP Rx and SIP Tx boxes are checked. All SIP messages will appear in the trace
with the color blue. To customize the color, right-click on SIP Rx or SIP Tx and select the
desired color.

M Sestings
T | v | WaN SoN | Jade
ATM | Ca | DYE | ECowd Frame Relay GOp W33 Intetace |
1SON | KepAamp | Discsey | Mada | FPE | R2 Roulrg | Sevices S | Sputem |
Events
™ sip | ] V7 5TUN ™ SIP Dect
Packsts
[T SP Reppt B ~ SP Muc Rx
[ S Reg/Opt Tx =S Miso T
[~ SiFCalRy [ Can Nediy Rx
[T SPCalTy [ Con Notiy Tx
v Sip Rx IP Bl [non oy ene ron)
vV Sip Ty
Defauh All Clear All l TabClow bl | Tansains 0K Corcel
Save Fle Load Fie ] Load Patial File Seect Fle
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As an example, the following shows a portion of the monitoring window for an outbound call
from extension 6242, whose DID is 732-945-0242, calling out to the PSTN via the Verizon
Business IP Trunk service. The telephone user dialed 9-1-303-538-2177.

B b e e s

=al AT X[y @ F¥im
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11. Conclusion

IP Office is a highly modular IP telephone system designed to meet the needs of home offices,
standalone businesses, and networked branch and head offices for small and medium enterprises.

These Application Notes demonstrated how IP Office Release 10.0 with Avaya Session Border
Controller for Enterprise Release 7.1 can be successfully combined with a Verizon Business IP
Trunk SIP Trunk Service connection to create an end-to-end SIP Telephony business solution.
By following the example configurations provided in this document, customers using Avaya IP
Office and Avaya SBCE can connect to the PSTN via a Verizon Business IP Trunk SIP Trunk
service connection, thus eliminating the costs of analog or digital trunk connections previously
required to access the PSTN. Utilizing this solution, IP Office customers can leverage the
operational efficiencies and cost savings associated with SIP trunking while gaining the
advanced technical features provided through the marriage of best of breed technologies from
Avaya and Verizon.

12. Additional References

This section references documentation relevant to these Application Notes. In general, Avaya
product documentation is available at http://support.avaya.com

[1] IP Office ™ Platform 10.0, Deploying Avaya IP Office ™ Platform Servers as Virtual
Machines, Document Number 15-601011 Issue 03], July 2016

[2] Administering Avaya IP Office ™ Platform with Manager, February 2016

[3] IP Office ™ Platform 10.0, Installing and Maintaining the Avaya IP Office ™ Platform
Application Server, Document Number 15-601011 Issue 10d, July 2016

[4] IP Office ™ Platform 10.0, Deploying Avaya IP Office ™ Platform IP500 V2, Document
Number 15-601042, July 2016

5] IP Office ™ Platform 10.0, Using Avaya IP Office ™ System Status, Document Number 15-
[ g Avay. Y.
601758, July 2016

[6] Administering Avaya Communicator on IP Office, February 2016

[7] Application Notes for configuring Avaya IP Office 9.0 and Avaya Session Border Controller
for Enterprise 6.3 to support Remote Workers— Issue 1.0, Feb 2015

[8] Deploying Avaya Session Border Controller for Enterprise, June 2016
[9] Administering Avaya Session Border Controller, June 2016

[10] RFC 3261 SIP: Session Initiation Protocol http://www.ietf.org/rfc/rfc3261.txt
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Additional IP Office documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

The Application Notes referenced below correspond to the formal compliance testing by Avaya
and Verizon Business for IP Office Release 10.0 with Avaya Session Border Controller for
Enterprise Release 7.1 with Verizon Business IPCC Service Suite.

[VZIPCC-IPO10SBC] Application Notes for Configuring SIP Trunking Using Verizon Business

IP Contact Center VoIP Inbound and Avaya IP Office Release 10.0 with Avaya Session Border
Controller for Enterprise Release 7.1 — Issue 1.0
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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