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Application Notes for the Vocera Communications System
with Avaya IP Office using E1 interface - Issue 1.0

Abstract

These Application Notes describe the configuration steps required to integrate Vocera
Communications System — Vocera Server, Telephony Server and badges, with Avaya IP 403
Office, Avaya Wireless AP-7 and AP-8.

Emphasis of the testing was placed on verifying reliable integration between the Vocera
Telephony Server and Avaya IP Office, using the E1 interface.

Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the DeveloperConnection Program
at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe a compliance-tested configuration comprised of the wireless
communication features of a Vocera Communications System with Avaya IP Office and Avaya
Wireless AP-7 and AP-8.

Vocera Communications System is comprised of three main components:
e Vocera Badges
e \ocera Server
e Vocera Telephony Server

The Vocera Badges are wireless 802.11b devices that serve as communicators in a wireless
environment. By pressing the call button on a badge, a user can interface with the VVocera Server
to start the call process.

The Vocera Server acts as a communication server to place calls between the badges. The
Vocera Server stores the user and Badge information, and has the speech access interface that
allows the users to place and receive calls.

The Vocera Telephony Server is an optional interface that provides connectivity to a PBX
system. The Vocera Telephony Server was utilized for the test to setup an IP trunk between the
Vocera Telephony Server and Avaya IP Office. The interface used between the Vocera
Telephony Server and PBX was E1. The Vocera Telephony Server allows the VVocera Server to
connect Badges to PBX users, as well as route calls to the public network through the PBX.

The two server applications, the VVocera Server and VVocera Telephony Server, can reside in the
same physical server platform.

For additional information on VVocera Communication System, please refer to VVocera
documentation [3] and [4].

Figure 1 illustrates the network configuration used to verify the Vocera Communications
solution. The configuration details provided in these Application Notes focus on the PBX
interfaces between Avaya IP Office and the VVocera Telephony Server as well as the wireless
configuration between the VVocera Badges and Avaya Wireless AP-7 and AP-8. Extreme
Networks Alpine 3804 and Summit 300-48 Ethernet Switches provided the infrastructure for
interconnecting between Avaya IP Office and VVocera Communications System.
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Figure 1: Test Configuration of Vocera with Avaya IP 403 Office
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya IP 403 Office 3.1(29)
Avaya Wireless AP-7 V2.6.0 (914)
Avaya Wireless AP-8 V2.5.2 (894)
Avaya 4620SW IP Telephones 2.3
Avaya Digital Telephone
Avaya 3616 IP Wireless Telephones 96.040
Extreme Networks Alpine 3804 Ethernet Switch 7.2.0 Build 25
Extreme Networks Summit 300-48 Ethernet Switch 7.4e.1.5
Vocera Server and Telephony Server 3.1 build 1060
Vocera Badges 3.1 build 1060

3. Configure the Avaya IP Office

Connectivity between Avaya IP Office and the VVocera Telephony Server was done using E1
interface. The following section shows the relevant configuration screens for the interface.
Avaya IP Office configurations are executed using the IP Office Manager. After each
configuration is completed it is recommended to save the configuration and initiate an immediate
reboot, if appropriate, so that the configuration is applied to the Avaya IP Office switch.

The configuration verified for E1 trunk used the 4xxxx extension range for the VVocera Server
and Badges. Short Strings were used to allow 5-digit dialing to reach VVocera Badges. When no
digits are sent to the VVocera Server, the user is greeted by the voice interface, and prompted for a
badge user to contact. If digits are sent over the trunk to the Vocera Server, then VVocera looks up
the digits in a table to see if they match a Badge user, and sets up the connection to that user. If
the digits are not in the user table, then the user hears an audio message indicating there is no
such user and is prompted for a user to contact. The configuration shown here does not send
digits to the VVocera server, so the caller always receives the initial greeting.
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To configure Avaya IP Office login to the IP Office manager (Start - Programs - IP Office
- Manager) using appropriate credentials. The main configuration window will appear.

::'.I Manager [10.1.2.15] (C:%Program Files"...\Manager',) 0DE007004 77D.cfg ;IEIEI
File Edit Yiew Tools ‘Window Help |
R
E MAC IP Addiess File Mame
B a 00e00700477d  101.2.15 ip403.bin
[ Lire [2)
[ 5L Contral Unit [4]
[ [E Extension [47]
[ 5% User [50)
[ %’; Hunt Group (1]
[ Shartcode [E1]
Service (0]
[l dap RAS (1]
[ '% Imcaming Call Fouke (52
= WaN Port [0]
Director [0)
Time Profile [0]
£ B9 Firewall Profile 1)
[ IP Route [2]
5 Least Cost Route (0]
[ [ License (3]
Account Code (0
IJzer Restriction (0]
@ Logical Lar [0]
Ry Tunrel (0]
SR B9 Spstem(1]
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In the Configuration Tree, expand the System section. Double click on System Name and the
System Configuration window appears. In this window the TFTP Server, License Server, and
AVPP IP Addresses need to be specified.

| System Configuration : 00EOD70047 7D _I__ = il

System | LAN1 | DNS | Vaicemail | Telephony | Gatekeeper | LDAP | SMMP| CDR |

Mame O0E 0070047700 Locale Ienu
Faszword I xxxxxxxx Confirm Password Ixxxxxxxx
M aribar Passwand I Canfirn Manitar Passward I

Licence Server IP Address I‘l 01.2.250

Time Offset [hours] I

TFTF Server IP Address |1D_1_2_25E|

SWVPP 1P Address I‘l 01.2119

Time Server P Address |1D_1_2_25E|

I [~ D55 Status
[+ Beep on listen

File ‘winter IP Address

Conferencing Center 1P .t'-‘u:lu:lressl [~ Hide auta recording

Conferencing Center LIRL I

[~ Favour BIP Routes, aver static routes

In the System Configuration window click the LANL1 tab and disable the DHCP Mode. The
DHCP functionality will be provide by a DHCP server in the same network.

=10l x|

IP Address Mumber OF DHCP |IP Addreszes 200

IF b ask 255.250.255.0 DHCP Mode—
" Server

& Dizabled
= Dialin
" Client
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In the System Configuration window click the Telephony tab. The Companding field must be
set to ALAW and ALAW Line to communicate with the Vocera Telephony Server through the
E1 trunk.

System Configuration : 00EOO7004 77D - 1O x|

System | LAN1 | DNS | Voicemail Telephany | Gatekeeper | LDAP | SNMP| COR |

Default Qutzide Ring Pattern |{pleleilinE] S e :
£ LLAW 1 LA Line

Default Inside Ring Pattern IHingT_l,lpe'I j i ALMW i ALAW Line ‘

Default Ring Back Pattern IFHingT_l,lpe2 j

Dial Delay Time [ms] |4EIEIEI
—Buzy Tone Detection

Dial Delay Count I
b ode ISystem VI
Default Allocated Answer Interval [secs) |1 ]

Hold Timeout [secs] |'| 20

Park Timeout [zecz] (300

Single Freq. [10Hz] (42
Dual Freq, [10Hz] [48 + |48
'On' *idth [10ms] |50

[+ Local Dial Tane [~ Show Account Code
[ Local Busy Tone v Ao Hald 'OIFF didith [10ms] |50
[ Conferencing Tone [ Allow outgoing transker

In the Configuration Tree, expand the Line section. In the sample configuration, the Line
number 05 was configured to connect to the VVocera Server. Double click on Line Number 05
and the following window appears.

friManager [10.1.2.15] {C:'Program Files'...\Manager\) 00EO0700477D.cfg O] x|

File Edit Wizw Tools Window Help

S]F

¥ Configuration Tree -3 =]
[ O BOOTF (1] Line Mumber I Incoming Group 1D I Dutgoing Group Id I Line Appearance I MWumber of Char... I [
Operator [3) [g 05 55555555655, 55555555655, 20 :

System O0EOO700477D 7 7 7 20 :
- Line [2]
<=2 Contral Linit (4]
Euterzion [47)
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In the sample configuration, Avaya IP Office was set to the user side (QSIG B) of the E1 QSIG
protocol, and the VVocera Telephony Server was set to the network side (QSIG A). The Line Sub
Type field was set to QSIG B. The number of channels field was set to 30 channels, and those
channels were VVoice Channels.

=Y
| Shu:urtl:ndexl Advanced]
Lire Murnber 05 Line SubType |Q5||3 B j
Telephaone Murmber | Mumber Of Channels [20
Outaaing Channel: ISD Prefi I
L [ ‘30 Data Channels |3IJ
Chan | Groups | Line Appearance .| TEl ID
1 5 5
2 5 5
3 5 5
4 5 § Mational Prefix ID
A 5 5 e
3 5 5 Internabional Frefiz IDD
7 5 5
a 5 5
9 5 5
10 5 5
11 5 5
12 5 5
12 =4 =4 ﬂ

Shortcodes are configured from the Shortcode entry in the Configuration Tree. Click on

Shortcode, and then on the screen to the right, click with the right mouse button and select new.
This will open a new Shortcode window. The screen below shows the Shortcode used in the

sample configuration to route 4xxxx. The Line Group ID was set to 5, which is the E1 trunk that
connects to the VVocera Server.

El1 shortcode 4xH==

Shaort Code
Telephone Mumber

Line Group [0

Feature

Locale

Foroe Account Code

x|
|,

|5

|Dial |
|

=

| Ok I Cancel

Help
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In the Advanced Tab, it is important to set the Clock Quality field to Unsuitable to prevent
Avaya IP Office from attempting to synchronize its clock from the VVocera Server. The Vocera
Server will synchronize its clock from Avaya IP Office.

RETE]

Lire: IShDrtEodes .-’-'l.dvanc:ed]

L0 SUppression ] BEES

Ll L

Clack Clualiy JUnsuitabIe

4. Configure Avaya Wireless AP-7 and AP-8

Two types of the Avaya wireless devices were used: Avaya Wireless AP-7 and AP-8. The initial
configuration for the Avaya Wireless AP-7 and AP-8 are accomplished through the ScanTool
software, which comes with the Access Wireless AP-7 or AP-8 software. After the initial
configuration, the web interface was utilized to do the configuration modifications. The
configuration screens included here show how to configure the Network, Interfaces, Service
Set identifier (SSID), and Wired Equivalent Privacy (WEP) encryption.
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Use a web browser to access the Management IP address of the Avaya Wireless AP-7 and AP-8.
Click on the Configure tab from the main menu on the left. Click the Network tab from the
right menu and select DHCP RA (DHCP Relay Agent) tab from the submenu (Configure -
Network - DHCP RA). The following screen appears. Enable the DHCP Relay Agent by
checking the box. Add the DHCP server by clicking the Add button and provide the IP address
of the DHCP server.

Alarms \ Bridge \ (n]u}: \ RADILS Profiles \ SSIDALANIS e curity
Systermn Metarork \ Interfaces \ Management \ Filtering \
Status = S
IF Configuration DHZF Server DHCPR A \ Link Intedrity \
Configure The DHCP Relay Agent in the access point allows for dynamic IP address assignment to
wireless clients from a DHCP Server in a different subnet.
tdanitor MNote: The DHCP Refay Agent can only be anablad after at feast one eatry fas been enablod
in tire DHCP Sarver IP address table. In addition to this, DHCP Servor shonid be disabiod in
the AP aad IP Address Assigumert Type for the AP shouid be set to Siatic, Chtanges to these
Commands paradmeters reguire access point reboot in order to take effect,
Help Enable DHCP Relay Agent =2
Exit (0]24 j Cancel J
DHCP Server IP Address Table
Add j Edit )
DHCP Server IP Address Comment Status
10.1.2.250 Enahle
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Navigate to the Configure - Interface - Operational Mode page. Select the 802.11 B only
for the Operational Mode field as shown in the following screen.

AVAYA

Status
Configure
fonitor
Commands
Help

Ezxit

Alarms \ Bridge \ QoS \ RADIUS Frofiles \ S5IDMLAMISecurity

System Metwork Intetfaces \ Management \

Operational Mode \ Wireless \ Ethernet \

The operational mode of the wireless interface determines the mode of communication
between wireless clients and the access point

Mota: Changes to these parameters regaire access point reboot in order to take affect.

Hote: Select the desired operational mode prior to configuring other wireless interface
parameters.

Mota: 302 11d moads to be anabiod bafore apabiing IBSS Power Control.

Wireless - i

Operational Mode |a|32_-11b only ;l |
Enahble Super Mode [ ]

Enahble Turbo Mode [ ]

Filtering

| |

Navigate to the Configure = Interface = Wireless page. Configure the SSID and Frequency
Channel fields and enter the value as shown below. For the roaming test, the Frequency Channel
field for Avaya Wireless AP-7 was set to Channel 1. The Avaya Wireless AP-8 device used the
channel 11 for the Frequency Channel field.

AVAYA

Status
Configure
fdonitor
Commands
Help

Exit

Alarms \ Bridge \ QoS \ RADIUS Profiles \\ SSIDALANISe curity

System Metwork Interfaces \ Management \

Operational Maode MWireless \ Ethernet \

Wireless interface properties determine the characteristics of the wireless medium as
well as how wireless clients will communicate with the access point.

VWerify configuration of the desired operational mode prior to configuring the wireless
interface properties below.

Mota: This page allows confiquration of a singie SSID (AWirefass Nodwork Nama); in ordor to
configure more thar one S50, plagse visit the SSIDAT ANSecurily page.

MNote: Changes to these parameters except Wirefess Sarvice Statas reguire access point
raboot in order to take affect.

Physical Interface Type BOZ.11b (ASSS 2.4 GHI)
MAC Address 00:20AB:58:FFAF
Regulatory Domain US4 (FoC)

| Metwork Mame (SSI00 TS |
Enable Auto Channel Select -

| Freguency Channel 1-Z2.912 GHz =1
Transmit Rate Auto Fallback =
DTIM Period (1-255 ) [
RTSICTS Medium Reservation (2347=off =X
Enahle Closed Systerm |l
YWireless Service Status Im

Filtering

1
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Navigate to the Configure - SSID/VLAN/Security - Security Profile page. The following
screen appears. Enable the WEP encryption by clicking the Edit button.

AVAYA

System \ Ietwrork \ Interfaces \ Management \ Filtering
Alarms Bridge QoS RADIUS FProfiles SEIDVLARIS e curity \
Staius EEEE—— -
Mot YLAN SecurityProfile. % MACAccess ) Wirsless
Canfigure
Security Profile Configuration
Monitar . ) )
This page is used to configure security profiles.
Commands Hote: Changes to these parameters require access point reboot in order to take effect.
Security Prefile Table
Help
Exit

Add ) Edt )  Delste

r

Profile NonSecure WEP  802.1x WPA  VWPAPSK 802.11i g';i'“i

[ Disabled Enabled | Disabled Disabled Disabled Disabled Disabled

To add or edit the WEP encryption, click on the WEP Station box, and enter 13 characters to be
used for the WEP 128 encryption key on the Encryption Key 0 field.

Note that the same WEP encryption key needs to be used by all wireless devices to be able to
communicate.

¥ WEF Station

Authentication Mode Mane
Ci;]her WEP
| Encryption keyo [ |
Encryption Key 1
Encryption key 2 ,m—
Encryption Key 3 e
Encryption Transmit Key [keyn =]

For the new configuration to take effect, the Avaya Wireless AP-7 and AP-8 must now be

rebooted. Click the Commands tab from the main menu, and then select the Reboot tab to
reboot.
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5. Configure the Vocera Communications System

Login to the Vocera Communications Systems web based console using a web browser and
appropriate credentials. The following screen shows the telephony configuration used when the
Vocera Telephony Server places outbound calls through the PBX. The Local Area Code should
match the local PBX area code. The Default Local Access Code should match the appropriate
dialout shortcode in Avaya IP Office. The Default Long-Distance Access Code is typically the
same as the Local Access Code, followed by a 1.

; Yocera Administrator | Telephony - Microsoft Internet Explorer - |EI|5|
File Edit Wiew Favorites Tools  Help |

G Back + =+ - &) & | Busearch [GFavorites  fiMedia oA | By S - =

Address [&] http: (floc slhost:a080/console SiteController# | a0 |unks >
=

vocer ar

COMMUNICATIONS

ADMINISTRATOR Log Out

Telephony

o

Badge Status Meoeniter

Select Site |Global vl
Local Area Code®

Departments F3z2 ¥ Omit Area Code when Dialing Locally

System Default Local Access Code Default Long-Distance Access Code

Defaults = )il

Locations Company Yoicemail Access Code

Access Code Exceptions

By default, numbers in the local area code use the Default Local Access Code and all
Maintenance others use the Default Long-Distance Access Code. Enter exceptions in the table below:

Address Book Area Code Range of Humbers Access Code

Docum entation

Add

Edit

Delete
Wocera Server 2.0 [Build 213] <Conscle [Build 213] 7
Save Changes Reset =
4l | _>l_I
[&] Done ZE Local intranet w

The following screen shows the configuration used when the VVocera Telephony Server was
connected to Avaya IP Office using E1 trunk. The following configuration was set in the VVocera
Telephony Server to setup an E1 trunk with Avaya IP Office.

e Number of Lines: 30 ( For E1 trunk the 16™ channel is reserved for signaling and 32™
channel is reserved for Controlling. That leaves 30 channels for voice)

Integration Type: Digital

Signaling Protocol: EURO ISDN PRI

Framing: CEPT1

Line Code: HDB3

ISDN Protocol: NE1 (Indicates that the VVocera Telephony Server was set to peer-
master)
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File Edit Wew Favorites Tools Help #
eBack - Q @ @ @ pSearch %";?‘Favorites @ Bv h”_; ‘3
Address @ http:/flacalhost/consolefa dminContraller?Formaction=telephonyoptions V| Go Links ¥
vocerar —
T OTUNICATIONS ADMINISTRATOR Logout )
Telephony
Badge Status Monit
- : DL |
5 Select sie
S Enable Telephorny Integration
Departments
Yacera Hunt Group Mumber 5000
System
Defaults | Murnber of Lines® 30
Locations Integration Type
Email
. ) Analog
Maintenance |Signa|ing Protocol | EURO ISDM PRI V| | ISDM Protocol NE1 V| |
Address Book |Framing [ceEPT1 v | Calling Party Mumber  |4085551212
SIS [Line Code [HDB3 vl | [ DebugISDN?
5.1. Configure the Vocera Badges
A Vocera provided script is used to easily download configuration information to the VVocera
Badges. The following screen shows the applicable fields that were changed for the Vocera
Badges to communicate with the Avaya Wireless AP-7 and AP-8.
AuthenticationType Open
EncryptionType WEP128
SSID vocera
ServerPAddr 10.1.2.230
ShortPreamble FALSE
Updater1PAddr 10-.1.2.230
WEPKey1 31323334353637383930313233
WEPKeySlot 1
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6. Interoperability Compliance Testing

Interoperability compliance testing covered connectivity, error recovery, and feature
functionality. Feature tests verified the ability of the VVocera Server to communicate with Avaya
IP Office to make and receive calls, transfer calls, and conference calls. Connectivity tests
verified that the VVocera Server was able to connect to Avaya IP Office over the E1 trunk. It also
verified that the Vocera Badges were able to connect to Avaya Wireless AP-7 and AP-8, and
roam between access points. Error recovery testing verified that the VVocera Server was able to
recover connectivity to Avaya IP Office under a link failure scenario.

6.1. General Test Approach
All test cases were performed manually. The following features and functionality were verified:

E1 connectivity between Vocera Telephony Server and Avaya IP Office
WEP128 encryption

Layer 2 Roaming

Transfers and Conference calls between Vocera badges and Avaya IP Telephones
Link Failure scenario

6.2. Test Results

All test cases passed. The Vocera Communications System provided connectivity to Vocera
Badge users over an Avaya wireless infrastructure, and connected to Avaya IP Office over the
E1 interface.

7. Verification Steps

To verify that the solution is properly configured, the following steps can be utilized.

= Place calls between the VVocera Badges to verify proper connectivity through the wireless
infrastructure. If the Vocera Badge is not able to reach the VVocera Server, verify that the
proper WEP encryption key and SSID was configured for the badge and Avaya Wireless
AP-7 and AP-8.

= Place calls in both directions between VVocera Telephony Server and Avaya IP Office. If
the calls are not successful, verify the proper configuration for the trunk port between
Avaya IP Office and the Vocera Telephony Server.

8. Support

For technical support on the Vocera Communication System, call Vocera Support at (800) 473-
3971 or send email to Support@Vocera.com.

9. Conclusion

These Application Notes describe the configuration steps required for integrating the Vocera
Communication System with Avaya IP Telephony infrastructure. The systems interoperated
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successfully, providing a suitable solution for wireless access and connectivity between VVocera
Badge users and Avaya IP Office users.

10. References

This section references the Avaya and Vocera Communications documentation that are relevant
to these Application Notes.

The following Avaya product documentation can be found at http://support.avaya.com.

[1] Avaya Voice Priority Processor, Issue 4, May 2004, Document Number 555-301-102.
[2] IP Office 3.0 Manager, Issue 16f, Feb 2005.

The following Vocera Communications product documentation is provided by Vocera
Communications. For additional product and company information, visit
http://www.vocera.com.

[3] Vocera Administration Guide, Version 3.0.
[4] Vocera Installation Guide, Version 3.0.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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