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Avaya Solution & Interoperability Test Lab

Application Notes for NetlQ AppManager with Avaya Aura®
Session ManagerAvaya Aura® System Managerand Avaya
Aura® Communication Manageri Issuel.O

Abstract

These Application Notes describeeitepsrequiredfor NetlQ AppManageto monitorAvaya
Aura® Session Manager, Avaya Aura® System Managegya Aura® Communication
Manager Avaya 9600 Series and 11(Reries IP Deskphonesing SNMP, CDR, RTCRnd
PVQMonvia SIP trunk interfaces.

Readers should pay attentionSection 2 in particular the scope of testing as outlined in
Section 2.1as well as the observations noted®ection 2.2 to ensure that theown use caseq
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect com
testing and additional technical discussions. Testing was conducted via the Dev(
Program at thévaya Solution and Interoperability Test Lab.
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1.l ntroducti on

These Application Notes describe the steps required for NetlQ AppManager to monitor Avaya
Aura® Session Manager, Avaya Aura® System Manager, Avaya Aura® Communication Manager,
Avaya 9600Series and 1100 Series IP Deskponsing SNMP, CDR, RTCRnd PVQMon via

SIP trunk interfaces.

AppManager useSNMPV3 to discover Session Manager and Sy$flemager as trap sources

collect and notify user about traps received from Session Mang&yatein ManageAlso via

SNMPv3 AppManager discovers Session Manager and System manager characteristics such as LAN
Links, Host Resource, Interface and IP Subsystem.

To discoverand collect call quality fot 100 Serie$P DeskphonesAppManageuses SNMR3 to
discover SIP server which 1100 registers to, in this case it is Session Ma@mdanager ses
SIP trunkconnection to Session Manageget SIP Publish message collectPVQMoncall quality
dataof 1100 SeriedP Deskphones

To discovelCommunication Managemd 9600 Series IPeskphonesAppManager usesSNMPv2

to discoverand receive traps fro@ommuication Manageran@ o mmuni cati on Manag
configuration data such &ervers Gateways, Trunk Groups, Hunt Groups and IP Stations
AppMarager collect CDR call datafrom Communication Manager aidr CPcall qualitydatafrom

9600 Series SIP and H32 Deskphones
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2. General Test Approach and Test Re

This section describes the testpgrformedo verify the interoperability of AppManagwith

Session Manager, System Mana@gammunication Managet 100and9600SerieslP

DeskphonesThe testing covered feature and serviceability test cases. The feature testing covered
the ability of AppManagemonitoringSession Manager and System Mamagigh no advese

impact on system or any other management interfaggeManager ability taaptureCDR call
records SNMP configuration data, and SNMP traps from Communication Manager. In addition,
RTCPcall quality metrics from H.323 and SIP calls were alsptured

The Communication Manage€ZDR data collectely AppManager database was compared to the
CDR data received by an Avaya CDR Test t@iDR datafor various callscenariosvere generated,
including internal calls, inbound trunk calls, outbound trunk calls, transferred calls, and conference
calls

To verify the accuracy of theNMP configuration data in AppManagerunk groups, hunt groups
andstations were added and removed from CommunicMi@mager to verify that AppManager
updated its inventory information accordingly.

To verify call quality metrics,he generahpproach was to place various types of calls to and from
stations, and compatikee quality dataeported byAppManager with valugfrom theAvaya1100
and 9600 Seriel® Deskphones

Lastly, SNMP traps were generated on Communication Manager and30eM&dia Gateway to
verify that AppManager displayed the SNMP traps properly.

The serviceability testing focused on the abititthe AppManager server to recover from adverse
conditions such as loss of network connectivity and power loss.
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2.1. Interoperability Compliance Testing

Interoperability compliance tesg covered the followindeatures and functionalityn
AppManager:

)l
T

= =4 =4 -4

= =4 =4 -8 -8 -9

Retrieving inventory information via SNMP from Session Manager and System Manager
such as Interfaces, LAN Links, Host Resource and IP Subsystem.

Monitoring health ofSession Manager and System ManaggiSNMPsuch as Uptime, Ping
and Health

Displayingcollectedinventory and healtdatasuch asise ofGraph Chart.
CollectingPVQMon data for 1100 Series IPeskphonesia Session Manager SIP trunks.
Collecting RTCP data for 9600 Series IP Deskphones.

CollectingPVQMon and RTCReall quality datasuch as DS, RValue,jitter, latency and
packetloss.

Displayingcall qualitydatausing Graph Chart.

Collecting and storin@ommunication ManageeDR records in AppManagerdatabase.
Displaying RTCP data in redime.

Capturingstationinventoryfrom Communication Managetia SNMP.

Displaying SNMP trapfrom Communication Manager

Proper system recovery aftess of network connectivity and power loss

Call quality metrics, SNMP traps, CDR records, and the phone inventory were accurately collected
on AppManager. The data was verified by running@aéQuery, CallQuality, PhoneQuality and
RetrieveConfigDat&nowledge Scripts. Sample reports are shawBection9.3.4
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2.2. Test Results
AppManager passed compliance testiith the observations noted below

T

The Reliable Sessidarotocol(RSP) for CDR collectioms currently not supported by
AppManager CDR test cases were rwith RSP disabled. AppManager requires that a
custom CDR format be appli@sh Communication Manage€DR test cases were run with a
custom CDR format as describleelow and in reference [4].

Note: Since RSP is not currently supported by NetlQ, in case of AppManager application
losing network connectivity, there will be loss of data until the application can regain the
connectivity and communicate with Avaya Aura® @uamication Manager. To eliminate the
impact of this failure, a secondary CDR link on Communication Manager may be configured
to output CDR records to another AppManager to collect CDR records in parallel with the
primary link. Due to the above reason Avagaommends using RSP over TCP/IP.
Authorization code and Account code are collected by AppManager and stthed in
AppManageisupplemental database, but are not included in the AppManager Event
messages generated from the database. CDR test caseshfmnization and Account codes
were validated using the information in the AppManager application database rather than
using event displays.

In this solution CDR records are only collected, stored, and not used, nor can be polled by
end customers.

Onthephane inventoryreport there is onstationthat exisedon Communication Manager
but was not included in the inventory report producedIetsueENG343709)

An 1140 local phon&vas reportecs a remote phone the SIP PUBLISH eventhis issue

is fixed by Avaya teanand will be available in next service package 827100 Serie$P
Deskphone.

2.3. Support
For technical support oppManager contactNetlQ Supportthrough the following:

Phone: (888 3236768(Toll free)

Worldwide: www.netiq.com/support/contactinfo.asp
North and South America-1134185555
Europe, Middle East, and Africa: +353 (0)-982 677

Web: http://www.netq.com/support
Email: support@netig.com
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3. Reference Configuration

Simulated PST Avaya G450 IVIedla Gateway
PRI trunk § 113 :
imulated PSTN v :
SIP

Avaya Aura®| Media Server

Avaya Aura® Session Manager
IP 10.10.97.227

Avaya Aura® System Manager

IP 10.10.97.226
Proactive Voice
Quality Monitorir.g
LAN
Avaya 9641G (SIP), 9608 and 9650 (H323)
IP Deskphones
Avaya 1100 (SIP) Series IP Deskphones RTCP
AppManager running on
Windows Server 2012 R2
SNMP

CDR

Figurel illustrates the configuration uséar the compliance tesin the sample configuration,
AppManagerconnectedo Session Managand System ManagandCommunication Manager via
SNMP.AppManayercollected RQMon call datafrom 1100Series IP Deskphonesa SIP trunks to
Session Manage€DR from Communication Manager aRd@ CP data fron®600SerieslP
Deskphonesin this configuration AppManagerasrunningon a WindowsServers 2012 R&erver
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Avaya G450 Media Gateway

Simulated PST
PRI trunk
imulated PSTN
SIP

Avaya Aura®I Media Server
Avaya Aura® Session Manager
1P 10.10.97.227

Avaya Aura® System Manager |
= e IP 10.10.97.226 = e
Proactive Voice

Avaya Aura® Communication Manage
Quality Monitorirg IP 10/10.97.222

{uoWDAd)

Avaya 96416 (SIP), 9608 and 9650 (H323)
IP Deskphones
Avaya 1100 (SIP) Series IP Deskphones | —m— RTCP

AppManager rupning on
Windows Server 2012 R2

SNMP
CDR
Figure 1: NetlQ AppManager with Avaya Aura® Communication Manager
PM; Reviewed: Solution & Interoperability Test Lab Application Note: 70f70
SPOCA4/27/2017

©2017 Avaya Inc. All Rights Reserved. AppMgroSMCM




4. Equi pment and

Software Val i

The following equipment anctlease/versiowere used for the sample configuration provided:

Equipment/Software

Release/Versia

Avaya Aura® Communication Manager 7.0.1.1.1SP1.1
running onVirtual Environment (VE)
Avaya G450 Media Gateway 7.0.1.2
Avaya Aura® Media Server in VE 7.7 SP2 (v.7.7.0.281)
Avaya Aura® Session Manager 7.0.1SP1
Avaya Aura® System Manager 7.0.1.1
Avaya9621GIP DeskphongSIP) 7.0.1.1.5
Avaya9608IP Deskphong¢H323) 6.6229
Avaya96501P DeskphongSIP) 2.615
Avaya 1POE and 11408P Deskphone$SIP) | 4.4.26
NetlQ AppManagerunning on Windows 9.1.1.419
Server 2012R2
NetlQ AppManager SuitModule:

1 AppManager Console 9.1.1.419

1 Repaitory Server 9.1.1.419

1 AvayaCM 7.6

1 NetworkDevice 7.5.64

T SiIPServer 8.0.291.0

1 SNMPTraps 8.1.24.0

1 SNMP Toolkit 7.5.41
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5. Configure Avaya AuraE Session Mar
System Manager

This section describes the stepsdofigureSession Manager and System Manger to work with
AppManager.

Here is a smmary ofconfiguration on System Manager:

Administer SNMPvauser pofiles
Administer SNMPv3arget profiles
Assign SNMPv3argetprofiles
Administer SIP trunk

Create SIP user

= =4 =4 -4 -9
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5.1. Administer SNMPv3 User Profiles

Access the System Manager Web-adntresfsace nbwnusg
browser wi ndaodwd,r ewshseor e siitphe | P addressusing t he
the appropriate credentigisot shown) On System Manag&ome page (not showrgelectService

A Inventory to launchinventory tab. In Inventory tah selectManage Serviceability AgentsA

SNMPv3 User Profilesandclick on New button(not shown}o add new user profile

1 User Name: Enter any descriptive name suchnasigDESSHA
1 Authentication Protocol: SelectSHA

1 Authentication Password:Enter any passworépr exampleavayal23

1 Confirm Authentication Password: Re-enter password.

1 Privacy Protocol: SelectDES

1 Privacy Password: Enter any passwordpr exampleavayal23

1 Confirm Privacy Password: Re-enter password.

1 Privileges: SelectRead/Writeoption.

Click Commit to save changes.

Last Logged on at A

Aura System Manager 7.0

Home Inventory *

4 Home f Services § Inventory f Manage Serviceability Agents f SNMPw3 User Profiles
Manage Elements .
New User Profile Ccommit| Back|

Create Profiles and

Discover SRS/SCS

User Details
Element Type Access
i ) :
Subnet Configuration Uzer Name: [netigbESsHa

* 1 1 . -
~ Manage Authentication Protocol: [SHa =]

Serviceability Agents * puthentication Password: |uu..n
SNMPv3 User * Confirm Authentication Password: [eesessss
Profiles * Privacy Protocol: |DES ;I
SMMP Target
Profiles
MNaotification Filter
Profile

* Privacy Password: [esessess

* Confirm Privacy Password: |uuuu

* Privileges:

Serviceabilit
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5.2. Administer SNMPv3 Target Profiles

Configure ApManager as target profile to receive traps. Navigakdaioage Serviceability
AgentsA SNMP Target Profiles click onNew button(not shown}o add new target profile

1 Name: Enter any descriptive nami®r examplenetigDESSHAtraps
91 Description: Enter ay description if needed.

1 [P Address: Enter IP address #fppManageiserver e.g.,10.1097.28

1 Port: Usedefault valuel62

1 Notification Type: SelectTraptype.

1 Protocol: Selectv3.

Aura System Manag

Home Inventory x

q Home f Services / Inventory f Manage Serviceability Agents f SNMP Target Profi
Manage Elements .
New Target Profile commit| Back|

Create Profiles and
Discover SRS/SCS

Elernent THDE ACCESS _ AttaCthEtal:h User PI’I]f"E
Subnet Configuration .
Target Details «

¥ Manage

* Mame: [netigDESSHALraps
Serviceability Agents

s (w3 SMMP trap =

SNMPv3 User Description: :‘
Profiles * 1P Address; | 10.10.97.28
SMMP Target * part: 162
Profiles o

* Motification Type: | Trap ;I
Motification Filter
Profile

Serviceability

Agents *Required Cummitl E'.ackl

To assign SNMPv3 user to SNMPigdget profile click onAttach/Detach User Profiletab, select
user profile create iBection5.1and click onAssignlink to assign user to this new target profile
(not fhown). Click Commit to save changes.

* Protocol: (W3 7]
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5.3. Assign SNMPv3 Target Profiles

Navigateto Manage Serviceability AgentsA Serviceability Agents selectentries associated with

Session Manager and System Manager irAthent List as displagdin below screenshot.

Create Profiles and
Discover SRS /5CS
Element Type Access
Subnet Configuration
¥ Manage
Serviceability Agents
SNMPv3 User
Profiles
SMNMP Target
Profiles
Motification Filter

Profile

Serviceability

Agents

Serviceability Agents

.Agent List

Manage Profiles |

Generate Test alarm | |

Repair Serviceahility Agent |

Select ; All, MNone

2ltems & Show |Clickhere to manage the profiles| Filter: Enable
¥ |Hostname ‘ IP Address ‘ System Name ‘ System 0ID ‘ Status
~ DevvmSM. bywdew.com 1 .10.97.227 DevwmnsSM active
v devvrmsmar.bywdev.com 17 .10.97.226 Avaya-Aura-System-Manager 1.3.6.1.4,1,68582,1.35 active

Click onManage Profilesbutton(shownabovg andverify selectecentriesare listed inSelected

Agentstab.

Home

Inventory

¥ Inventory
Manage Elements
Create Profiles and
Discover SRS/SCS
Element Type Access
Subnet Configuration
¥ Manage
Serviceability Agents
SNMPv3 User
Profiles
SMNMP Target
Profiles
Notification Filter

Profile

Serviceability

Agents

PM; Reviewed:
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« Home f Services f Inventory f Manage Serviceability Agents f Serviceability Agents

Manage Profile

Commit | Back |

|_ SMMP Target Profiles

SMNMP%3 User Profiles

Selected Agents =

2 Items i Filter: Enatle
Hostname IP Address System Name System OID Status
DevvmsM.bywdev.com 10 .10.97.227 DevvmsM active
devvmsmgr.bywdey,com 17 .10.97.226 Avaya-Aura-System-Manager 1.3.6.1.4.1,685%.1.35 active

CDmmitl Backl
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Click on SNMP Target Profile tab, select target profile createSection5.2, in this case,
netigDESSHAtrapand click onAssignas displagdbelow.

T Invenbory

Manage Elements
Create Profiles and
Discover SRS5/5CS
Element Type Acoess
Subnet Configuration
T Manage

Serviceability Agents

SHMPw3 User

Profilas

SMMP Target

Profiles
motification Filter
Profile

Serviceability

Agents

Manage Profile

Selected Agents _ SHMPY3 User Profiles

Assignable Profiles -

Assign

2
T Hame Domain Type 1P Address
I netighhMPv2 . uoe . 10.10.57.28
¥ netigDESSHAApS uoP 10,1097 28

Sk : All, None

Removable Profiles »

¢ Home [ Services [ Inventory f Manage Serviceability Agents f Serviceability Agents

Fort

162
L

_Commit| Back|

SHMP ¥ersion

L
LES

Click on SNMPv3 UserProfiles tab, select userofile created irSection5.1, in this case
netigDESSHAas shown beloyclick onAssignto assign user profile

Manage Elements

Create Profiles and

Discover SRS /SCS

Element Type Access
Subnet Configuration

¥ Manage

Serviceability Agents
SMNMPv3 User
Profiles
SNMP Target
Profiles
Notification Filter

Profile

Serviceability
Agents

Manage Profile

< Home / Services { Inventory / Manage Serviceability Agents / Serviceability Agents

Commitl Back |

‘ Selected Agents SMNMP Target Profiles _

Assignable Profiles »

Assign

1 It Click ko Assign

User Name Authentication Protocol

Privacy Protocol

Privileges

o netigDESSHA SHA DES

Select : All, None

R

Removable Profiles «

Femove

|ﬂTh=lm =2
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Click Commit button to save assigned user and target profilsk@snbelow.

Manage Elements
Create Profiles and
Discover SRS/SCS
Element Type Access
Subnet Configuration
~ Manage
Serviceability Agents
SMNMPv3 User
Profiles
SMMP Target
Profiles
Motification Filter
Profile
Serviceability

Agents

» Synchronization

Manage Profile

CDmmitl Back |

Selected Agents SMNMP Target Profiles _

Assignable Profiles «

Assign

0 Items &2

[~ |user Name ‘Authentication Protocol Privacy Protocol

Privileges

Mo records to display

Removable Profiles «

Femove

1Item o

I |user Mame Authentication Protocol Privacy Protocol

Privileges

[T netigDESSHA SHA DES
Select ; &ll, Mone

R

Cummitl Backl
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5.4. Administer SIP Trunk

This section descrilsesteps to add SIP trunk from Session Manager to AppManabirtrunk is
used in AppManager to collect call data from Session Manager for 1100 Series SIP deskphone.

5.4.1. Administer SIP Entity
In System Managerhome page, seleBllementA Routing A SIP Entities (not shown)and click

on New button (not shown)}o create nevsIP entity for AppManager, enter the following value as
shown in below screenshot which used during compliance test:

Name: Enter any descriptive namier example:AppManagerAgent
FQDN or IP Address: EnterIP address of AppManagserver e.g.,10.10.9.28.
Type: SelectSIP Trunk.

Location: Select an existing locatipfor exampleBelleville

Call Detail Recording: Selectnonein the dropdown list.

= =4 =4 -4 -9

Leave default value for other fields. Cli€ommit to create new SIP Entity.

Laat Logged onac bn

Auma - System anages 7.0
Hame | Routing ®
4 Hare / Elementa / Routing / SIP Entities
| Oomas . . e
SIP Entity Details Commit| Cance
penere!
* MName: AppManagerfgent
* FQDM or IP Address: | 10.10.87.23
Motes: |Metll server - agent
Location: |Bellaville j
Time Zone: |America/Fortaleza ﬂ
#* SIP Timer B/F (in seconds): |4
Credential name:
Securable: T
Call Detail Recording: nane ﬂ
Loop Detection
Loop Detection Mode: | o |
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5.4.2. Administer Entity Links

In Routing tab, selectEntity Links (not shown)and click onNew button Enter value for new
entity, below is an example of entity link used duringgdiance test.

= =4 =4 -4 -9

Name Enter any descriptive name, elgnkToApp

SIP Entity 1: Select Session Manager entity, eRpyvmSM
SIP Entity 2: Select AppManager entity created3ection5.4.1
Protocol: Sdect UDP protocol.

Port: Once UDP protocol is selected the port will be updatésD68)

Use default value for other fields. CliGGommit to submit new entity link.

Hare [ Elerbents £ Rooting £ Entity Linka

Ent|tv Links Cammit | Cancel
1 Item
I [Name SIP Entity 1 Pratacal |Part SIP Entity 2 DN Override Rart Cannection Palicy Dty New Service
s [Lnkiatee + [evemEH upe x| +[soen +[AppManage fgent m} BT Luziea | r
KT}
Select: all, Mone
Cammi| Cancel
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6. Confurggvaya 1100 Series |

P Deskphc

This section descrilsestes on how to configure 1100 Seri#3 Deskphoneto send call quality data
to AppManagerOn thefile server that servisghe 1100 Series IP Deskphonepen device

configure fileSIPDeviceConfig.datand modify ashownbelow:

T VQMON_PUBLISH: EnterYES

7 VQMON_PUBLISH _IP: Enter AppManager IP address for exanie10.98.28

Set the valusfor other fields asshown belowand save the fileRebootall 1100 Series IP

Deskphones to picip the updatedevice configuration.

VOQMON_PUBLISY¥ES

VQMON_PUBLISH_IF0.10. 97.28 <- agent IP goes here, test ed agent was 10.10. 97.28

SESSION_RPT_EN YES
SESSION_RPT_INT 30

LISTENING_R_ENABLE YES
LISTENING_R_WARN 70
LISTENING_R_EXCE 60

PACKET_LOSS_ENABLE YES
PACKET_LOSS_WARN 256
PACKET_LOSS_EXCE 1280

DELAY_ENABLE YES
DELAY_WARN 150
DELAY_EXCE 175

JITTER_ENABLE YES
JITTER_WARN 3276
JITTER_EXCE 32760

7.Configur d&uAidBynramuni cat i on

Manager

This section describesteps to configur€ommunication Manageo interoperate with
AppManagerlt assumes that the application and all required software components have been
installed and properly licensethis section is divided into three sabctions describing the three

interfaces used by AppManagerdather data

1 Configure SNMP
1 Configure RTCP
1 Configure CDR

The configuration of Communication ManageiSection7.1was performed using the Web
interface The configuration described 8ections7.2and0 wasperformed using the System Access

Terminal (SAT).
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7.1. Configure SNMP

To access th€ommunication Manageaveb interfaceenter the IP address of the Avaya Server into
a web browser. Lot using appropriate credentialéavigate toAdministration A Server
(Maintenance) (not shown)o display the following web page.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

This Server: DevwmCM

Server Administration

Agent Status Welcome to the "Server Administration Interface". This interface allows you to maintain, troubleshoot, and
Access configure the server.

Incoming Traps
FP Traps

FP Trap Test

FP Filters

Please use the menu to the left for navigation.

To allow AppManager to use SNMP to collect configuratimd status information from
Communication Manageranigate tcSSNMP A Accessandclick on Add/Changebutton to add
new or change existingccess

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

This Server: DevvmCM

Access

Agent Status The Access SMI page is used to configure SNMP access to CM.

ALESS_ Master Agent status: UP
Incoming Traps

FP Traps View AVAYA-AURA-CM-MIB Data

FP Trap Test

FP Filters Current Settings

Diagnostics

T — IP address Access SNMP Community V3 Authentication Authentication Privacy Privad
Version / User Security Password Protocol Password Protoc

S s Name Model

Ping

TrmsraE 0 10.10.98.28 read-write 2c public

Netstat

Status Summary Add/Change Delete Help
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Below is detail ofaccessreated for AppManagecpnfigure theSNMP Version 2csection. Sethe
Accessfield to read-write, enterpublic for Community Name as displagdin below screenshot
Click Submit at the bottom of thecreen.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

This Server: DevwmCM

~
The Access SMI page is used to configure SNMF access to CM.

SNMP Version 2c

f?ger‘t Status IF address: 10.10.98.28 |
Access
Incoming Traps Aecess: read-write
FP Traps Community Name: public |
FP Trap Test
FP Filters
Add SNMP Users / Communities
Restarts
System Logs SNMP Version 1
Ping IF address: |
Traceroute Access: v|
LEEEE Community Name: |
Sarver
Status Summary SNMP Version 3
Process Status Access: v

Shutdown Server Usar Name: |

Server Date/Time

S — Authentication Protocol: V|

Sarver Configuration Authentication Password: | Minimum 8 characters. (for authentication and privacy)
Server Role Privacy Protocel: V|

Network Configuration
Static Routes
Display Configuration

Privacy Password: | Minimum & characters. (for privacy)

Submit Cancel Help

Time Zone Configuration

To configure AppManager as an SNMP trap receiver, navig&alkdP A FP Traps in the left
pane.ln theFP Traps scree, click theAdd/Changebutton shown below.

AVAYA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log Off Administration
Administration / Server (Maintenance) This Server: DevvmCM

T FP Traps

Current Alarms

i)

Agent Status The FP Traps page allows specification of the alarms to be sent as traps.

Access MNote:

Incoming Traps A- The FP Traps SMI page is for the administration of CM Fault Performance Traps only. It is not for INADS. INADS traps

FP Traps are configured using the "almenable” and the "almsnmpconf” CLI command. Additionally, Fault Performance Traps

FP Trap Test should not be sent to SAL IP Addresses.

FP Filters
Master agent status: UP

Restarts View AVAYA-AURA-CM-ALARM-MIB Data

System Logs

Ping L_| Current Settings

Traceroute

Netstat IP address Port Notification SNMP Community [/ V3 Authentication Authentication Privacy Privacy Engine
_ Version User Name Security Password Protocol Password Protocol ID

Model

Status Summary

Process Status 10.10.98.28 162 trap 2c public
Shutdown Server
Server Date/Time
Software Version | Add/Change | | Delete | | Help |

Carvar Canfin
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Under theSNMP Version 2csection, pecify thelP addressof AppManagerfor example
10.10.97.28set theNotification field to trap, and set th€ommunity Nameto public. Click the
Submit button.

A\IA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)
Help Log OF Administration
istration /[ Server (| =) This Server: DevvmCM
TN Fp Traps
Current Alarms ~
e The FP Traps page allows specification of the alarms to be sent as traps.
Access SNMP Version 2c
Incoming Traps 1P address: 10}10.98.28 x| por: [182 ]
FP Traps Notification: trap V|
FP Trap Test .
Community Name; i
FP Filters i public |
Restarts
System Logs Add Trap Destination
HE SNMP Version 1
TEGEETTIE 1P address: [ | pom: [182 |
4 Netification: tra
e Community Name: I_E |
Network TR SNMP Version 3
Seatic Routes TP addrass: | pom: [182 |
Display Configuration Notification: v
Time Zone Configuration User Name: |
NTP Configuration Authentication Protocol: v
S :
Managpdanes A"!‘henum‘"" Password: | Minimum 8 characters. (for authentication and privacy)
vy ol 7]
Backup Now Privacy Password: | Minimum 8 characters. (for privacy)
Backup History Engine ID: |
Schedule Backup
Backup Logs W —
View/Restore Data | submit | | cancal | [ nelp |

Lastly, the SNMP agent must be started. NavigaBN\bIP A Agent Status If the Master Agent
statusis DOWN thenclick the Start Master Agent button. If theMaster Agent statusis UP, then
the agent must be stopped and restarted.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

This Server: DevvmCM

Agent Status

The Agent Status SMI page shows the current state of the Master Agent and all the Sub Agents. It also allovs for the ability to Start or Stop the Master Agent.

All of the Sub Agents are connected to the Master Agent.
Incoming Traps
FP Traps Master Agent status: up
FP Trap Test

FP Filters Sub Agent Status

System Logs FP Agent status: up
(e CMSubAgent status: up
Tracerouts

Load Agent status: up

Status Summary
Process Status

Stop Master Agent Help
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7.2. Configure RTCP

This section describes the RTCP configuratibiis performed using the Communication Manager

SAT interface.

Use thechange systerparameters ip-options command to set tieRTCP MONITOR SERVER
parameters. These values will be sent from Communication Manageech8600 Serie$l.323 IP
Deskphone sdhatthe phones will know where to send RTCP data.

1 Server IPV4 Address EnterlP address of the AppManagsgrver

1 IPV4 Server Port Enter number between@b535,for example5005
1 RTCP Report Period(secs) Enter number between3, for examples.

change system - parametersip - options Page 1of 3
IP - OPTIONS SYSTEM PARAMETERS

IP MEDIA PACKET PERFORMANCE THRESHOLDS
Roundtrip Propagation Delay (ms) High: 800  Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interval (sec): 20
Number of Pings Per Measurement Interval: 10
Enable Voice/Network Stats? n
RTCP MONITOR SERVER
Server IPV4 Address: 10.10. 97.28 RTCP Report Period(secs): 5
IPV4 Server Port: 5005
Server IPV6 Address:
IPV6 Server Port: 5005

AUTOMATIC TRACE ROUTE ON
Link Failure? y
H.323 IP ENDPOINT

H.248 MEDIA GATEWAY Link Loss Delay Timer (min): 5
Link Loss Delay Timer (min): 5 Primary Search Time (sec): 75
Periodic Registration Timer (m in): 20

Short/Prefixed Registration Allowed? N

Use thechange ipnetwork-region command to enable RTCP reporting 800 Serie$1.323IP
Deskphonedn the compliance test, tl600 Serie$l.323IP Deskphonebelonged to IP network
regionl. Set the(RTCP Reporting Enabledfield toy.

change ip - network -region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting Enabled? y

RTCP MONITOR SERVERPARAMETERS
Use Default Server Parameters? y
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7.3. Configure RTCP on 9600 SIP Deskphone

This section describe steps need to configure 9600 SeriéB B¥skphone to send RTCP data to
AppManagerOn the file serverdpcateto the46xxsettings.txtsettings fle. Open the settings file in
a text editorSet the required parametas displagd below.
1 RTCPMON: EnterlP or DNS addressf AppManagefor RTCP monitoifor example
10.10.98.28
1 RTCPMONPORT: EnterRTCP monitor port numbdor example5005

1 RTCPMONPERIOD : Use default valugfor example 5 seconds.

Save the settirgfile. Reboot 9600 SIFP Deskphonsto update the new setting file.

!o 4bHusettings.kxt - Motepad

File Edit Faormak Wiew Help
ittt RTCP MOMITORIMNG  dwddddddddatat bttt

## The RTCP monitor

# one RTCP monitor (wMM server) IP address 9n

## dotted-decimal format or DWS name format (0 to 15

## characters). note that for H.323 telephones only this

##  parameter may be changed via signaling from avaya

##  Communication Manager. For S96xx SIP models in Avaya

## emvironments, this parameter iz set via the PPM server.
##  This parameter iz not supported on 16CC model phones.

##  nmote : This setting 1= applicable for 1603 SIP phones alsao.
## note : This setting 1= supported by Hlxx SIP R1.0 as well.
SET  RTCPMOM 10.10,098. 28

## RTCPMONPORT sets the port used to send RTCP information

## to the IP address specified in the RTCPMOM parameter.

## RTCPMONPORT s only supported on 46xx SIP telephones and

## S6xx telephones in non-Avaya environments. For 96xx SIP

## models in Avaya environments, this parameter s set via

## the PPM serwver. The default walue i3 5005,

## nmote : This setting 1= applicable for 1603 SIP phones alsao.
##  note : This setting 1= supported by Hlxx SIP R1.0 as well.
SET RTCPMOMPORT 5005

#

## RTCP Monitor Report Period

##  Specifies the interval for sending out RTCP monitoring

# reports (5-30 seconds). rDefault 1= 5 =seconds. This

##  parameter applies only to 96xx SIP telephones.

##  note : This setting 1= applicable for 1603 SIP phones also.
SET RTCPMOMPERIOD 5
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7.4. Configure CDR

This section describes the CDR configuration. It is performed using Communication Manager SAT
interface.Use thechange nodenames ipcommand to associate the IP address of AppManager to a
node name. In the compliance test, the node é@ti€) was assigned to IP addrels:1097.28

Also, highlighted in the example below is the node nproer, which represents the IP address of
Communi cat i d¢roceddar AN as thé source of CDR data.

change node - names ip Page 1of 2
IP NODE NAMES

Name IP Address

DevwmAES 10.10.9 7. 224

AVAYARDTT 10.10.98.71

GWG450 10.10.97.223

NetlQ 10.10 . 97.28

default 0.0.0.0

procr 10.10.97.2 22

Use thechange ipservicescommand to define the CDR link between Communication Manager and
AppManager.
1 Service Type Enter CDR1for the primary CDR link.
1 Local Node Enterthe node name that will terminate the CDR link on Gamication
Manager. Irnthe compliance test, thevcal Node wasprocr.
T Remote NodeEnt er App Man a gferexanspleNetdd e n a me ,
1 Remote Port Enternumberbetween 5000 and 64500r exampled00Q

change ip - services Page 1of 4
IP SERVICES
Service Enabled Local Local Remote  Remote
Type Node Port Node Port
AESVCS y procr 8765
CDR1 procr 0 NetlQ 9000
CDR2 procr 0 AVAYARDTT 9001

OnPage 3set theReliable Protocolfield to n to disable the use tiie Avaya Reliable Session
Protocol (RSP) for CDR transmission. Inglsiase, the CDR link will use TCP without RSP.

change ip - services Page 3of 4

SESSION LAYER TIMERS
Service Reliable Packet Resp Session Connect SPDU Connectivity
Type Protocol  Timer Message Cntr Cntr  Timer

CDR1 n 30 3 3 60
CDR2 y 30 3 3 60
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Use thechange systerparameters cdrcommand to set the parameters for the type of calls to track

and the format of the CDR data. The settings for the compliance test are described below.

CDR Date Format Set this tanonth/day.

Primary Output Format : Set this ¢ customized

Primary Output Endpoint : Set this tacCDR1

Intra -switch CDR: Set to y this dlows call records for internal ta involving specific

stations.

1 Record Outgoing Calls Only Set ton, this dlows incoming trunk calls to appear in the
CDRrecords alog with the outgoing trunk calls.

1 Outg Trk Call Splitting : Set toy, this dlows a separate call record for any portion of an
outgoing call thats transferred or conferenced.

1 Suppress CDR for Ineffective Call Attempts Set ton, this prevents alls that are blocked
from appearing in the CDR record.

1 Inc Trk Call Splitting : Set toy, this dlows a separate call record for any portion of an

incoming call thats transferred or conferenced.

= =4 =4 4

Default valuesnay be used for all other fields.

change system - parameters cdr Page 1lof 2
CDR SYSTEM PARAMETERS

Node Number (Local PBX ID): CDR Date Format: month/day
Primary Output Format: customized Primary Output Endpoint: CDR1
Secondary Output Format: unformatted Secondary Output Endpoint: CDR2
Use ISDN Layouts? n Enable CDR Storage on Disk? n
Use Enhanced Formats? n ~ Condition Code 'T' For Redirected Calls? n
Use Legacy CDR Formats? n Remove # From Called Number? n
Modified Circuit ID Display? n Intra - switch CDR? y
Record Outgoing Calls Only? n Outg Trk Call Splitting? y
Suppress CDR for Ine ffective Call Attempts? n Outg Attd Call Record? y
Disconnect Information in Place of FRL? n  Interworking Feat - flag? n
Force Entry of Acct Code for Calls Marked on Toll Analysis Form? n
Calls to Hunt Gr oup - Record: member - ext
Record Called Vector Directory Number Instead of Group or Member? n
Record Agent ID on Incoming? n Record Agent ID on Outgoing? y

Inc Trk Call Splitting? y Inc Attd Call Record? y
Record Non - Call - Assoc TSC?n Call Record Handling Option: warning
Record Call - Assoc TSC? n Digits to Record for Outgoing Calls: dialed
Privacy - Digits to Hide: 0 CDR Account Code Length: 3

Remove '+' from SIP Numbers? y
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OnPage 2thecustomized CDR format used by AppManager is defined. Each field in the CDR
record is entered in tH2ata Item column, followed by the expected length of the field in the
Length column. This is the format that Communication Manager will use when sending CDR
records to AppManager.

If the Intra -switch CDR field is enabledas seen earlieuse thechange intra-switch-cdr command

to define the extensions that will be subject to call detail records. Exteasionfield, enter a

specific extension whose usage will be tracked with a CDR record. Add an entry for each additional
extension of intereskor exampléelow is list ofextensionghatwere monitored
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For each trunk group for which CDR records are desired, verify that CDR reporting is enabled. To
do this, use thehange trunk-group n command, whera is the trunk group numbeandverify

that theCDR Reportsfield is set toy. This applies to all trunk group types.

The exampldelow showghelSDN-PRItrunkto the PSTN

The example below shows tB#P trunk betweerCommunication ManagemdSessiorManager

260f 70
AppMgroaSMCM
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8. Configure MNMaema§®e App

This section describes the configuratiorAppManager It assumes that the application and all
required software componeritavebeen installeénd properllicensed.The procedures fall into the
following areas:

Launch NetlQ Console

Administer SNMPv3 trapnonitoring
Administer SIPcall quality monitoring
Configure SNMP, CDR, and RT(Q#rarameters
Discover Communication Manager
Retrieveconfigurationdata

Add IP Deskphones

=4 =4 =48 _-4_9_-°

8.1. Launch NetlQ Console

In the NetlQ server navigate 8iart A All Programs A NetlQ A AppManagerA Operator
Console(not shown).

Select the require8Server andRepository from the drop down menu and click bongon as shown
in below. During compliance testingse Windows authenticationwas selected.

MetI] AppManager Operator Console Logon E |

Serven WIN-GYS PG TBO3BSASOLEXPRESS

Bepasitory: IE!DB j

Connection [nformation:

% Use Windows authentication

i~ Use SOL Server authentication

NetlQ® AppManager®

Logon |  oifine | Eit | Hep |
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8.2. Administer SNMPv3 Trap Monitoring

This section describes stepstmableAppManageto use SNMRvith Session Manager and System

Managey the SNMP communitgtringsare required to beonfigured in the AppManager Security
Manager as configured Bection5.

8.2.1. Configure Security Manager

From theNetlQ AppManager Operator Consolewindow navigate té&xtensionsA Security
Manager as shown in below.

-r*, MetI() AppManager Operator Console (Evaluation) on '\ IP-AC1F352D4QDB {Ac
File Wiew TreeMiew List Graph KS  Web | Extensions ‘Window  Help

w | I@ I@ | s | Security Manager

Repositary Brawser

Report Yiewsr

=GB Master

= [ IPACIFI5ZD

Chart Console
aDCheck

- [ windows0S:IP-ACTFI820 MetTCCtr|

& Appbd anager Server: IP-ACTF

L blio|=

Add a custom profiléor Session Manager and Session Manager by clickingdohbutton as

displayedbelow:

Security  Wiew Help

4\ NetIQ AppManager Security Manager (Evaluation) on %,IP-AC1F352D%0DB (Administrator)

| &|=| ®] 2

E& AppM anager Security
[+-%2 Apphanager Roles
@ Appkanager Users
=~ [& Computers

‘o @ IP-ACTF352D

Computer: IP-AC1F352D

"Exchange | Exch2000/2003 | Oracle | 54P | 5MS | SNMP| SOL | weblogi Custom
This information iz stared in the Apphd anager repositary.
LCustom Label
Label | Sub-Label |
Add... :
1
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Enter the System Manager SNMPusrprofile created irSection5.1asshown below

Sy st e raddidss,regiP4a0.93.2326 | P

1 Label: Enter any descriptive name, e §NMPTraps
i Sub-Label: Enter

1 Value & Enter user name createdSection5.1

1 Value 2 Enter*.

1 Value 3

Enter the authentication protocol, authentication password, privacy protocol,

and privacy password fro®ection5.1, e.g.,sha,avayal23,des,avayal23

Createa similarentry with Session Manager IP address, 4@©10.97.22as displayed below:

Modify Custom Entry

You can store custom values in the KPW table of the
AppManager repository. Enter at least a Label, Sub-label, and
Valuel. Knowledge Scrpts can access these values using the
GetContextEx calback function.

Label: [SNMPTraps

SubLabel | 10.10.97.226

Value 1: [netiqDESSHA

Value 2 |*

Value 3 lsha,avaya1 23,des,avapal2d

[ Extended application support
(Chck Help for details. )

Modify Custom Entry E3

You can store custom values in the KPW table of the
AppManager repostory. Enter at least a Label, Sub-abel, and
Valuel, Knowledge Scripts can access these values using the
GetContextEx callback function.

Label: ISNMPTlaps

Sub-Labet | 10.10.97.227

Value 1: InetquESSHA

Value 2 |°

Value 3 Isha,avaya1 23.des,avayal2d

I~ Extended application support
(Chck Help for detais. )

| OK I Cancel Help I OK I Cancel Help
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8.2.2. Discover the Device

To monitor SNMPtrap source devices that require tise ofSNMPversion 3, run the
Discover SNMPTraps Knowledge Scriptavigate to théISCOVERY tabin the bottom right
paneanddrag anddrop theSNMPTraps Discovery Knowledgé&cript (KS will be usd as
abbreviationn theAppManager servan theTree/iew to create the discovery job.

Nt 39 Apptanager Operator Conmale (Lvalsation) em |\ I ACTF D520 Q06 (Admrwtr ator )

P Ve Tosves Lt Gugh 13 Wb Gutwosow  Wedow el

ivio|?]| QDI Alals! lklelsleivialalsis) ololBiale] -
B I A vl

o rarmn deonr
5l Windomt A0 B M aomreees
¥ ) AscManagm Servee WALTIAD L ]

¥ Gocotne o Nt 3 41 Py Vo Oy Cated
[ H Nosei L VoG ooy

o G I nets HVoP Gy Caflane M X0
B Gt [ L S B H Vol Gy _Cetleng 39
H Oum - O Ve Oualy_Cocodh
dom g Wi

0 20 L 52100 « Tge 0N - J .
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TheDiscovery  SNMPTrapsproperties window islisplayed Modify job propertiesas shown
below:
1 Name of the device to populated in th@reeView: enter theDNS nameof Session

Manager for examplaelevvmsm
1 [P address of the device to populate in th&reeView: IP address of thBessionManager
for examplel0.10.97.227

Properties for Discovery_SMNMPTraps

Schedule  Yalues |Actinns| Objects | Advanced |

Description | Walle | [riits |
[z General Settings
E]—r.luh Failure Motification
| I—E\-'ent zeverity if dizcovery job faillz unexpectediy Gl il Severity
E]—r Event Details
| L Event detail format HTHML Table j

= Additional Settings
Tracing [for advanced users only)
E|—|—Discuv3l SHMPF Trap Devices
Flaise event if discovery succeeds? [ ‘ez
Elr}Flaise event if discovery fails? [ ‘es
- Update the Treeview objsct name if the device name changed since the previous discovery? [@ Ves

—Mare of the device to populate in the TreeView deswrnsm

IP address of the device to populate in the Treetiew

—File containing the list of device name/IF addrezs pairs to populate in the Treeiew
— Trap Receiver IP address lozalhiost

— Trap Receiver TCF port 2735

Dizoovers known SHMP trap-throwing devices that forward their traps to a NetlQ Trap Receiver zerver. Raizes ah event if the job failz and optionally
raizes events to indicate dizcovery status [succesful, failed),

EI U I Lancel I Heip |/é‘
Repeat same steps for System Manager with miawemsmgand IPaddres<€.0.10.97.226
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Confirm that Session Managand System Manageappear in thdree/iew (which confirms the
SNMPvV3 credentials are valid and the NetlQ trap receiver service is available), in this case, it is
Trap Source: devwvmsm([10.10.97722ndTrap Source: dexmsmgr[10.10.97.2¢] .

MetI() AppManager Operator Console (Evaluation) IN-GYSTGTED3BS  SOLEXPRESS QDB (Ad

File Wiew TreeWiew List Graph KS Web Extensions wWindow Help

A R = e e e N e S S ) e A Bl S A EEd T

=~ g8 WIN-GYS7GTED3IBS -l & NetwarkDevice
- g8 Windows05:WIN-GYS7GTBD3BS ) 5IPServer
G Metwarks-RTWIN-GYSFETEDIBS & SOLServer

Terminal 5erverIN-GYS7GTED IBS

- W ServerWIN-GYS7GTEDIBS

& Appkd anager Server WIN-GYSYGTBDIBS
- JF Trap Source: dewvmsm [1 10.97.227] .
4% Trap Source: dewymzmgr [17710.97.226]

forn I W B 0 2 O s e
[l [ - - - [

T

L

s}

o

=

fry}

<

o3

-1

ol

=

m

=

st

m

w

E]---ﬁ, Uk oz do apa-dura-Spstem-tdanager [177 10.97.226] ﬂ

P B e P P L e oo MAE 40 07 90T Hia [« [ »[m] ACTION 3, AD }, AGENTLESS f, AMADMIN A AMHEALTH 2, ASYHI
Ewvent I & I I Status I ] I Job I Computer I Fnowledge Script I Last Occume... I Count I Severit_l,ll Message :I
|!'I 1391 kA Closed [ O WN-GWSTGTBLAMHealth_Healthch 3/25/2016 12026 28 M5 Healthcheck Event: Server Up
[ 1289 Closed [ WIN-GWSTGTBL Discovery_SIPServe 372372016 317: 2 10 S|P Server Digcovery Failed
|!'] 1383 Clozed [ WIN-GWS TG TBL Discoveny_Metworkl 37232016 11:15 4 a3 MetworkDevice Discovem Failed
g 1375 Cloged [ WwiM-GWSTGETBL SMMPTraps_Trapht 3/25/2016 12025 5 MC can't locate job
bl | ] P 3 M-
|!'I 1369 Clozed [ WIN-GWS7GTBL Discovery_SHMPTr 3/25/2016 12113 25 Dizcovery: SNMPTraps dizcovery successhul [WiM-(

-

| 3

-

14 I 4 I PI PII'\ Events A Jobs }y Details A, Graph Data /
| | N1 | MewaksRT | volPQualiy soL | sOlSever | wis | wmi |

[Computers : 1 [Open Events: 0 Running Jobs: 10 [Graph Data: 12 [1:24 PM

Maszter

Far Help, press F1
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8.2.3. Start Trap Monitoring

Next, runthe SNMPTraps TrapMonitorKnowledge Scripbn Session Manager and System
Managerdiscovered in th@reeView, to start monitor traps from those sources by select
TrapMonitor and drag it to TreeView as dispiegbelow:

2 Net1Q AppManager Operator Console (Evaluation) on

IP-ACIF3520\ QD8 (Administrator)
Fle View TreeVew Lot Graph X5 Web Extersiors Window Hep

&|vls 2| QEmERIR| 2lmR| x|see=]e|esm]p] oloBlelel Ls|oE|EE mlEl ]| @]
-.&m&—

J
= @ 1PaCIF82D
4 @ Wdows0S P ACIFI520
4 M) AccMarwone Server IPACIFIS0
Trap Source: devvmamy[ »2 1247
@ Trop Source: devvmamgr [ 120097 229

[l ] > [M]i A ASTNC ) OIAG A DISCOVERTY \ GENERAL A HYFERV A NT )\ NTADMIN A PUWERSHELL |
Ever @@ |Stns (D] b | Compute 1 |Lest0 [ Cout | Sevey |
7 g B O | Dpen & PADFID Dutcovery SNMPT1a0s N6 153 b} Dutcovery SNMPTape Sacovesy successhd JPACTFS
ol - Open 2 PALCIF X0 Olscovery_SNMPT 1208 NrAE1LY %

) Duscovery SNMPT raps dacovery successhd JPACIFY
AT TSI Everts £Jcba )\ Detatt |, Gragh Daka /.
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TheProperties for SNMPTraps_TrapMonitor window isdisplayed make surévionitor devices
not yet discoveredandRaise event if Trap Receiver become availablgptions are checked.

Properties for SMMPTraps_TrapMonitor E

Schedule VYalues |.-’-'-.u:tiu::ns| I:Il:uiectsl .ﬁ.dvancedl

Dezcription | " alue | itz |

[z General Settings
I:l]—r.luh Failure Motification

L Ewvent severty if Traphd onitor job Fails unexpectediy b il Severity
El—r Event Details
|— E wvent detail farmat HTkL Table j
|—Tra|:| zource address format Bath j
|—F-:|rmat trap data according to SMMP version? SHMP2 j
|—In::|u|:|e prefis information to format event meszages for Metcool adapter? [T es
'H"arhind dizplay options
[+| Trap Filters

nal 5ettings

yvices not pet dizcovered?

rapz_alarmbd appingz. ey

|—Eustu:|m meszage mapping file
Tra-::ing [for advanced users only)
[=I—Monitor SNMP Traps

I_;L|—|— E vent Notification

Haise critical alarm event? [v fes
R aize major alarm event? [v fes
Raize cleared/resolved alarm event? [v fes
Haise event if Trap Beceiver iz unavailable? [v fes
Haise event if Trap Beceiver becomes available? [v fes

kanitarz for incoming SHMP trap mezzages fiom devices fonvarded by Metlll Trap Receiver. Raises events when traps are received
and for Trap Recerer availability.

E (] I Cancel Help
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8.2.4. Administer Network Device

NetworkDevice discoverSessionManagerandSystemManager usingNMP to query the device
characteristics. To use SNMjaeries create the SNMP access credentials as foll@Gneate an

SNMP profile forSession ManageNote that this is different from the SNMPTraps profile created
in Section8.2.1becausehisis for snmpget requests from tHgetworkDevice module. Here enter

SNMPv3 profile forSession Managdry seledng ExtensionsA Security Manager.

<%+ MNetI) AppManager Operator Console (Evaluation) on " IP-ACIF352D DB (Ac

File Miew TreeWiew Lisk Graph K5 ‘Web | Extensions ‘Window Help

@]l El%l 7 | | I@ |@ I Security Manager

El--@ M aster
= [ IP-AC1F3520
#- [ windows05:IP-ACTF3520
& Appbdanager Server: IP-ACTF

Repositary Browser
Report Yiewer
hart Console
Aamcheck

MetIoCkrl

ke b=

Add acustom profile for Network Device:

&1 NetIQ AppManager Security Manager (Evaluation) on % IP-AC1F352D40QDB {Administrator)
Security  Wiew  Help

B &= ® 2
=& AppMansger Secuiy Computer: IP-AC1F352D

-T2 AppManager Roles

- Apphanager Users Exchange | Exch2000/2003 | Oracle| S4F | SMS | SNMP| SOL | weblogi Custom |

= 8] Computers

b g IP-ACTF352D Thiz infarmation iz stored in the Apphanager repozitony.
Custom Label
Label | SubLabel |
Add.. :
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Enter theSession Manag&@NMP profile intoSecurity Managerif all devices orthe network will
use the same SNMP configuration, emtefaultfor Sub-Label in the second entrylf the SNMP
configuration idifferent, enter the active IP address of the defac&Sub-L abelin the second
entry.

Enter theSession Manage&8NMPv3user profilecreated irSection5.1asshown belav for Security
Manager:

Label: Enter any descriptive name, e §etworkDevice

Sub-Label: EnterSystemMa n a g e address, ¢.gP0.10.97226.

Value L Enter user name createdSection5.1, e.g.,netigDESSHA

Value 2 Enter*.

Value 3 Enter the authentication protocol, authentication password, privacy protocol,
and privacy password fro®ection5.1, e.g.,sha,avayal23,des,avayal23

= =4 =4 -8 A

Createa similarentrywith SessiorManager IP address, e.0.10.97227.

: Modify Custom Enktry EA [|Modify Custom Entry | x|

You zan ztore custom values in the KW table of the You zan ztore custom values in the KW table of the
Apphdanager repositon. Enter at least a Label, Sub-label, and Apphdanager repositom. Enter at least a Label, Sub-label, and
Yaluel. Knowledge Scripts can access these walues using the Yaluel. Knowledge Scripts can access these walues using the
GetContextE s callback funchion. GetContextE s callback funchion.
Label ; INetWDrkDevice Label ; INetWDrkDevice
Sublabet |1 10.97.226 Sublabet |1 .10.97.227

Value 1 |netigDESSHA Value 1 |netigDESSHA

Yalue 2: Ix Yalue 2: Ix

Yalue 3 Isha,ava_l,la'l 23 des,avapal 29 Yalue 3 Isha,ava_lrla'l 23 des,avapal 29

[~ Extended application support [~ Extended application support
[Click Help for detailz. ] [Click Help for detailz. ]
0k I Cancel Help 0k I Cancel Help
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8.2.5. Discover the Devices

This section descrilsestes to let AppManager discover Sessigdianager and System Manager. On
the right window of screenshot belomgvigate to th®ISCOVERY tab, selectNetworkDevice
script drag and dop it on to AppManageserverin theTree/iew on the left paneio create the
discovery jobfor Session Manager and System Manatgafices.
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