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Abstract

These Application Notes describe the configuration of Dorado Software Redcell Enterprise
Bundle using SNMP with Avaya Communication Manager running on various hardware
platforms. Information in these Application Notes has been obtained through compliance
testing. Testing was conducted via the DeveloperConnection Program at the Avaya Solution
and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration needed to enable Dorado Software
Redcell Enterprise Bundle using three modules (Redcell Management Center, Redcell
Inventory Manager and Redcell Assure) to be capable of communicating and monitoring
Avaya Communication Manager using SNMP. Redcell Enterprise Bundle is a modular
application that users can add additional functionality by installing additional Redcell
Enterprise Bundle modules. Compliance testing emphasized the capability of Redcell
Enterprise Bundle to communicate with Avaya Communication Manager using SNMP
version 2c, and the capability of Redcell Enterprise Bundle to receive SNMP traps from
Avaya Communication Manager. Redcell Enterprise Bundle was also verified to provide
system level information such as software release string, model number, serial number,
configured stations, trunk groups and region information. Dorado Software Redcell
Enterprise Bundle uses device drivers to communicate with equipment from various
manufacturers. For this testing the Avaya Device Driver version 5.1.3.7 was used. Dorado
Software Redcell Enterprise Bundle was tested with various Avaya Communication Manager
systems.

1.1. Redcell Enterprise Bundle Components

Redcell Management Center (RMC) is an infrastructure administration system for multi-
vendor IT environments. RMC is a modular application that provides an integrated system
for configuring, monitoring, troubleshooting and managing any infrastructure device,
including routers, switches, storage, servers, PCs and security devices. RMC can manage
equipment from multiple vendors and serves as a foundation for other Dorado Redcell
applications including service assurance and provisioning.

Redcell Inventory Manager is an automated inventory lifecycle management solution that
presents the big picture of both physical and logical IT assets - hardware, software and
configurations, as well as connections, relationships, and ownership. The product recognizes
any IT device with its inherent deep discovery and resynchronization engine and provides
sophisticated reporting capabilities.

Redcell Assure provides real-time event management, fault management, service monitoring,
syslog monitoring and root cause correlation to ensure uninterrupted operations of multiple
services and devices across a heterogeneous infrastructure. Redcell Assure also automates
action for rapid and effective response to events.

2. Hardware Configuration

Figure 1 shows the environment used for the compliance testing. The environment consists

of an IP based network where several Avaya Communication Manager systems were present.
Dorado Software Redcell Enterprise Bundle was part of this IP network with IP connectivity
to all the components in the test environment.
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The External SNMP Server was used to verify that Redcell could receive SNMP traps, filter
traps and forward them to an external SNMP server. The Redcell server was the computer
where both the Redcell application and database were housed.

2.1. Figure 1- Multiple Avaya Communication Managers

Inside Figure 1 are several hardware platforms running Avaya Communication Manager.
Three Avaya Media Servers with four Avaya Media Gateways were tested.

Avaya Media Server 8300 with Avaya G250 Media Gateway.
Avaya Media Server 8300 with Avaya G350 Media Gateway.
Avaya Media Server 8300 with Avaya G700 Media Gateway.
Avaya Media Server 8500 with Avaya G650 Media Gateway.
e Avaya Media Server 8710 with Avaya G650 Media Gateway.

There are no phones shown in the diagram as the purpose of the testing was to prove
interoperability between Dorado Software Redcell Enterprise Bundle and Avaya
Communication Manager using SNMP. Redcell Enterprise Bundle can manage any IP device
(including IP Phones) which responds to PINGs.
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Figure 1: Redcell and Avaya Communications Manager
Testing Environment
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3. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration
provided:

Equipment Software/Firmware
Avaya Media Server 8300 and Avaya G250 Media Gateway Avaya Communication
Manager 3.1.2.632.1
Avaya Media Server 8300 and Avaya G350 Media Gateway Avaya Communication
Manager 3.1.2.632.1
Avaya Media Server 8300 and Avaya G700 Media Gateway Avaya Communication
Manager 3.1.2.632.1
Avaya Media Server 8500 and Avaya G650 Media Gateway Avaya Communication
Manager 3.1.2.632.1
Avaya Media Server 8710 and Avaya G650 Media Gateway Avaya Communication
Manager 3.1.2.632.1

Redcell Enterprise Bundle 5.3.7.78
Redcell Management Center 5.3
Redcell Inventory Manager 5.3
Redcell Assure 5.3
Redcell Avaya Device Driver 5.3.1.7
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4. Configure Avaya Communication Manager

Enabling an SNMP Management system is a four-step process: configure SNMP agents,
configure SNMP traps, enable SNMP to pass through the Avaya Communication Manager
firewall and restarting the SNMP agent. This process is the same for the Avaya Media Server
8300, 8500 and 8710. For the Avaya 87XX Media Server series configured in redundancy
mode be sure to include the physical address as well as the shared virtual IP address.

Use any web to browser connect to the Avaya Media Server being configured. Place the IP
address of the system into the URL. After connecting, log into the Avaya Media Server using
appropriate credentials. Click “Launch Maintenance Web Interface”. This will open up a
new window that will allow the user to complete the configuration process.
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4.1. Launch the Maintenance Web Interface

This is the web page provided to the user once they have logged into Avaya Communication
Manager via a web browser. Click “Launch Maintenance Web Interface” to proceed.
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4.2. Configure SNMP Agents

Use the navigation panel on the left side of the web page (colored blue) and select
“Alarms>SNMP Agents”. Click the “Following IP addresses” button and provide the IP
address of the Redcell Enterprise Bundle server. Check the check box labeled “Enable
SNMP Version 2c¢”. Configure the “read-only” community string value. This string can be
any value but must match the community string assigned to the Redcell Enterprise Bundle
server in Section 5.9. Click “Submit”.
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4.3. Configure SNMP Traps

Use the navigation panel on the left side of the web page (colored blue) and select
“Alarms>SNMP Traps”. Make sure the Master Agent status indicates “Up”. Should the
Master Agent status not report up, it can be started using the “Alarms>Agent Status” page.
Click “Add” to add a new SNMP trap recipient.
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4.4. Configure SNMP Traps

Check the check box labeled “Check to enable this destination” and provide the IP address
of the Redcell Enterprise Bundle server. Click the button labeled “SNMP Version 2¢” and
specify the Notification type of “trap” and specify the “Community name”. This is the
community name where SNMP traps will be sent. This community name does not need to
match the previous one defined Section in 4.2. Click “Add”.
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4.5. Configure SNMP Traps

The SNMP trap recipient has been configured. The Avaya Communication Manager firewall
needs to be configured to allow SNMP to pass through the system. Use the navigation panel
on the left side of the web page (colored blue) and select “Security>Firewall””. The SNMP
traps configuration has now been completed and the user is presented with the information.
Click “Firewall”.
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4.6. Configure Firewall Settings

Check the check boxes for “snmp” and “snmptrap” for both “Input to Server” and
“Output from Server” to allow the firewall to allow the SNMP traffic. Click “Submit”.
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4.7. Configure SNMP Agent
Use the navigation section on the left side of the web page (colored blue) and select

“Alarms>Agent Status”. Using the Agent Status web page, stop and then start the agent by
clicking on “Stop Agent” then “Start Agent”. This restarts the SNMP agent with the newly

configured information which will now be used on the Avaya Media Server.
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5. Configure Dorado Software Redcell Enterprise Bundle

This section details the configuration of Redcell Enterprise Bundle. Redcell Enterprise
Bundle can run on a Windows or Solaris platform. For this testing a Windows-based system
was chosen, the database and application were installed on the same physical machine but the
database does not have to be on the same machine. Redcell has a two step installation
process. The first process installs the application and the second process installs the database.
Once installed there are additional configurations needed to allow Redcell Enterprise Bundle
to communicate with Avaya Communication Manager. This section of the document assumes
the user has already installed the database and application and is ready to begin configuring
Dorado Software Redcell Enterprise Bundle.

GSK; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 37
SPOC 1/26/2007 ©2007 Avaya Inc. All Rights Reserved. DS-ACM-AN



5.1. Verify the Installation of Redcell Enterprise Bundle

With the application and database installed, the software places an icon into the System Tray
which can be used to quickly gauge the health of the application. The icon highlighted in the
red square is for Redcell Management Center (Redcell Management Center is one of the
modules installed into the Redcell Enterprise Bundle). The green symbol indicates the system
is healthy.
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5.2. Start the Application for the First Time

The application installs itself into the “All Users” profile on Windows-based systems and
places a shortcut directly into the Start Menu. “Start>Redcell>Redcell” is the path to start

the application.
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Running the application opens a “Command Prompt” window. This window can be
minimized and will remain up while the application is running. Should any errors occur they
will be logged to this window.

[[{ C:\Dorado/owareapps/redcell /bin/redcell
USING CONT rverlP = 18.1.2.66
ppssredcellndi ent—log4j.xml
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5.3. Log into the Application

Log into the application using the default administrator account, this information can be
found in the Redcell Enterprise Bundle documentation. The user will be required to change
the default administrator password after logging into the system for the first time. Input the
appropriate login credentials and click “Logon”.

_ioix

redcell

User Id: | | ‘
Password: | [:I ‘

Domain: |TR4-3 |

Messages: Unauthorized users will be prosecuted.
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5.4. Change the Default Administrator Login Information

Upon logging in the first time the user has to change the default Administrator login
information. Also listed are the criteria necessary for a valid password. Once the new
password has been specified which meets the password constraints, click “OK”.

[@@Change Password

Require a special character
Minimum Password Length
Allow Password Reuse

Allow Userld in Password
Require Mixed Case
Reguire a number
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5.5. Administer Redcell

This is the main window for the Redcell Management Center application.
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5.6. Configure Authentication Manager

Define the community string values used by Redcell for Avaya Communication Manager.
This is where the user will match the community string values assigned to Avaya

Communications Manager in Section 4.2. Use the menu commands to select

“Settings>Permissions>Authentication Manager”.
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H

View Settings Window Help

@8 Authentication Manager - Redcell

5.7. Configure Authentication Manager

Click “New” to create a new authentication schema which will be used for Avaya
Communication Manager.
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5.8. Configure Authentication Manager
Select “SNMPv1/v2c” then click “Ok™.
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5.9. Configure Authentication Manager

Specify the ID of this new SNMP schema. This can be any name defined by the user as long
as it is unique. Specify the “Read Community” and “Trap Community”. The read
community value needs to match those configured on Avaya Communication Manger in
Section 4.2. Click “Save”.
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5.10. Configure Authentication Manager

The newly created schema now appears in the list and can now be used for Device

Discovery.
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5.11. Configure Equipment Discovery Wizard — Network Parameters

Using the menu on the left and select “Network Services>Inventory>Equipment
Discovery Wizard”. Once selected the user is presented with the following interface where
the basic information can be input into the system.

1 — Select the Method for Discovery. Using the pull down menu select “IP Address”

2 — Specify the IP Address of the Avaya Communication Manger to be discovered.

3 — Click Add to place the newly specified IP Address into table for identification. Repeat
this step for each device being discovered, see Figure 1 for the network diagram.

4 — Select the method of Authentication — Specify “SNMPv2c” to be used as the
Authentication. This is the SNMP authentication ID that was created in Section 5.9.

5 — Click Add to add this new authentication method.

6 — Click “Next”.
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5.12. Configure Equipment Discovery Wizard — Network Parameters

By default Redcell Enterprise Bundle uses SNMP version 1, in this testing SNMP version 2¢
was used. Therefore, SNMP version 1 authentication needs to be removed from the
configuration. Select “Default SNMP — SNMPv1” inside the authentication window then

click “Remove” to remove it for this device. Click “Next”.
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5.13. Configure Equipment Discovery — Network Parameters

Once the IP addresses and authentication method have been specified the user can begin the
discovery. Click “Next” to start the discovery.
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5.14. Configure Equipment Discovery Wizard — Discovery Results

For each discovered object, check the check box in the corresponding *“Save” column, click
“Next”. This creates the database entries for the discovered object.
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5.15. Configure Equipment Discovery Wizard — Edit Results

This is the screen where Location, Contact and Roles can be assigned to equipment.
Assigning these parameters is not a requirement. Click “Next”.
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5.16. Configure Equipment Discovery Wizard — Additional Auth Info
This screen presents the user with the option of specifying additional access methods and

authentication credentials for devices that have been discovered. Click “Next”
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5.17. Configure Equipment Discovery Wizard — Discovery Options
These options are enabled by default. Click “Next” to continue.
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5.18. Configure Equipment Discovery Wizard — Network Inventory
Update

Click “Finish” to complete the discovery.
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5.19. Configure Equipment Discovery Wizard - Device Discovery
Complete
The discovered objects now show in the list.
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6. Interoperability Compliance Testing

Interoperability compliance testing covered the capability to use SNMP version 2¢ between
Avaya Communication Manager and Dorado Software Redcell Enterprise Bundle.

6.1. General Test Approach
The general test approach entailed verifying the following:

= LAN/IP connectivity between the Avaya and Dorado Software products.
=  SNMP Authentication between the Avaya and Dorado Software products.
=  SNMP Polling and Trap reception between the Avaya and Dorado software products.

6.2. Test Results

All interoperability tests passed with one exception that was later corrected. The release of
the Avaya Device Driver that is bundled with the 5.3 release of Dorado Software’s Redcell
application (Avaya Device Driver 5.3.1.4) does not properly obtain the software release
string. The correct SNMP OID was provided to Dorado Software for obtaining the software
release string and a new version of the Avaya Device Driver (version 5.3.1.7) was created
which correctly obtains the software release string. Users of Dorado Software Redcell
Enterprise Bundle who wish to obtain the software release string need to make sure that the
version of the Avaya Device Driver is 5.3.1.7. Dorado Software has instructions for
upgrading the device driver.

Redcell Enterprise Bundle was tested and verified to provide the following information to the
user. The information obtained from Avaya Communication Manager is the existing
administered configuration present on the system.

1. Media Servers
e Correct Model Number
e Correct Software Version

2. Media Gateways
e Correct Model Number
e Correct Identification of Gateway Modules (i.e. MM710 MM711
MM712).
e Correct Serial Number

3. Stations
e Station Name
e Station Type
e Station Extension
e Station Port
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4. Trunk Groups

Trunk Group Name

Trunk Group Type (SIP, ISDN)
Trunk Group Number

Trunk Type

Communication Type

Service Type

Size

5. Regions

e Region Name
Region Number
Audio 802.1p
Audio PHB
CC802.1p
CCPHB

7. Verification Steps

This section provides the steps for verifying end-to-end network connectivity between
Dorado Software Redcell Enterprise Bundle and Avaya Communication Manager systems
running on the various hardware platforms.

1. Verify that the computer running Dorado Software Redcell Enterprise Bundle has IP
connectivity with all of the platforms running Avaya Communication Manager. This was
done by opening a Command Prompt on the Redcell Enterprise Bundle server and issuing
the “ping” command. ICMP connectivity only proves network connectivity but SNMP
authentication information, such as community string, need to match as well.

2. System up/down traps were generated from the systems running Avaya Communication
Manager and verified to be received by Redcell Enterprise Bundle. An additional SNMP
server was also used to verify that Dorado Software Redcell Enterprise bundle could
forward a received SNMP trap to an external SNMP system.

8. Troubleshooting

8.1. Software Release String Troubleshooting

In cases of SNMP authentication failure, ensure that the steps outlined in Sections 4.2 and 5.9
have been followed correctly. Ensure the IP address information is correct and that both
devices are using the same SNMP version and community values.

For Avaya Media Server 87XX series, make sure that all of the IP addresses belonging to the
system have been added. This includes the physical and virtual IP addresses. The Avaya
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87XX Media Server series operate as a redundant pair and each unit has a unique physical IP
address but share the same virtual IP address. In cases where the Standby system is probed,
the SNMP response may contain a “null” value.

When using Dorado Software Redcell to obtain the software release information for Avaya
Communication Manager, make sure the Redcell system is using the Avaya Device Driver
version 5.3.1.7. Previous versions of this device driver do not report the software release
string running on Avaya Communication Manager properly.

9. Support

Technical support for Dorado Software Redcell Enterprise Bundle can be obtained from the
information below:

Email : tsc@doradosoftware.com

Phone : 1-916-673-1725

10. Conclusion

These Application Notes describe the configuration steps required for integrating Dorado
Software Redcell Enterprise Bundle version 5.3 with Avaya Communication Manager
version 3.1.2 as a SNMP network management solution. Dorado Software Redcell Enterprise
Bundle was responsible for obtaining inventory and management data from Avaya
Communication Manager. SNMP traps were sent by Avaya Communication Manager and
received and processed by Dorado Software Redcell Enterprise Bundle.

11. Additional References

This section references the Avaya documentation relevant to these Application Notes. The
following Avaya product documentation is available at http://support.avaya.com/.

[1] Administrator Guide for Avaya Communication Manager, May 2006, Issue 2.1 Document
Number 03-3005009.

The Dorado Software Redcell Enterprise Bundle documentation can be found at:
http://www.doradosoftware.com/products/.
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