AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring NG Networks SIP
Trunking with Avaya IP Office 9.1 - Issue 1.1

Abstract

These Application Notes describe the procedures for configuring 3NG Networks Session
Initiation Protocol (SIP) Trunking with Avaya IP Office Release 9.1.

3NG Networks SIP Trunking provides PSTN access via a SIP trunk between the enterprise
and the 3NG Networks as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Readers should pay attention to section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

3NG Networks is a member of the Avaya DevConnect Service Provider program. Information
in these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 10f33
SPOC 1/28/2016 ©2016 Avaya Inc. All Rights Reserved. 3NGNetSIPTIPO91



1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between service provider 3NG Networks (3NG) and an Avaya IP Office solution. In the
sample configuration, the Avaya IP Office solution consists of an Avaya IP Office 500v2 Release
9.1, Avaya Voicemail Pro, Avaya IP Office Softphone, and Avaya H.323, SIP, digital, and analog
endpoints.

The 3NG SIP Trunking service referenced within these Application Notes is designed for business
customers. The service enables local and long distance PSTN calling via standards-based SIP trunks
as an alternative to legacy analog or digital trunks, without the need for additional TDM enterprise
gateways and the associated maintenance costs.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to 3ANG SIP Trunking service using SIP trunking. This configuration (shown in Figure 1)
was used to exercise the features and functionality tests listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1. Interoperability Compliance Testing
A simulated enterprise site with Avaya IP Office was connected to 3NG SIP Trunking service via

SIP trunk. To verify SIP trunking interoperability, the following features and functionality were
exercised during the interoperability compliance test:

e Response to SIP OPTIONS queries.

e SIP trunk registration to service provider.

e Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital, and
analog telephones at the enterprise. All inbound PSTN calls were routed to the enterprise
across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, SIP, digital,
and analog telephones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from the Avaya IP Office Softphone.

e Inbound and outbound long holding time call stability.

e Various call types including: local, long distance, international, outbound toll-free, operator
service and directory assistance.

e Codec G.711MU and G.729.

e Caller number/ID presentation.
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e Privacy requests (i.e., caller anonymity) and Caller ID restriction for inbound and outbound
calls.

e DTMF transmission using RFC 2833.

e Voicemail navigation for inbound and outbound calls.

Telephony features such as hold and resume, transfer, and conference.

Use of SIP REFER for call transfer to PSTN.

Fax T.38 and G.711 pass through modes.

Off-net call forwarding.

Twinning to mobile phones on inbound calls.

Remote Worker which allows Avaya SIP endpoints to connect directly to the public Internet as

enterprise phones.

2.2. Test Results
3NG SIP Trunking passed compliance testing.

Items not supported or not tested included the following:
e Inbound toll-free is supported but was not tested as part of the compliance test.
e Operator Call 0 and operator call assisted (0 + 10 digits) are not supported.
e Emergency 911 supported but not tested.

Interoperability testing of 3NG Networks SIP Trunking was completed with successful results for all
test cases with the exception of the observations/limitations described below.

e OPTIONS — 3NG Networks does not send OPTIONS but respond to OPTIONS.

e Call Redirection (Blind Transfer) Using REFER — IP Office endpoint performed a blind
transfer of the call out to PSTN. 3NG responded to IP Office’s REFER message with error
code “400 Transfer to not connected leg”. But the blind transfer is completed with 2 way
speech paths. Trunk is released and no user impacted. Reporting this to 3NG engineer team
for investigation.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on 3NG Networks SIP Trunking, contact 3NG Networks at
http://www.3ngnetworks.com.
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3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to 3NG SIP Trunking service public IP network. For confidentiality and privacy purposes,
actual public IP addresses used in this testing have been masked out and replaced with fictitious IP
addresses throughout the document.

Located at the enterprise site is an Avaya IP Office 500v2 with the MOD DGTL STA16 expansion
which provides connections for 16 digital stationsand the extension PHONE 8 card which provides
connections for 8 analog stations to the PSTN as well as 64-channel VCM (Voice Compression
Module) for supporting VVolP codecs. The LAN port of Avaya IP Office is connected to the
enterprise LAN while the WAN port is connected to the public IP network. Endpoints include an
Avaya 9600 Series IP Telephone (with H.323 firmware), an Avaya 9508 Digital Telephones, an
Avaya Symphony 2000 Analog Telephone, Avaya 1100 Series SIP Deskphone and an Avaya
Communicator. A separate Windows XP PC runs Avaya IP Office Manager to configure and
administer the Avaya IP Office.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user
phones will also ring and can be answered at the configured mobile phones.

PSTN Phone
&
& 3NG Networks
Mobile Phone ™~~~ _ SIP Trunking Services
192.168.105.81
Internet
SIP/
UDP |
[}
v
WAN
Avaya Voicemail Pro
for IP Office
2 o x o Y « Avaya 11x0 SIP 10.10.98.86
Avaya IP Office 16858443 Ay Commmumicator H3ale Tatnnons P Telephone
= .
(= N
= 2 S
10.10.97.39
Q “Enterprise LAN ~ Enterprise LAN()
Digital Phone Analog
Phone / Fax

Figure 1: Test Configuration for Avaya IP Office with 3NG Networks SIP Trunking Service
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For the purposes of the compliance test, Avaya IP Office users dialed a short code of 9 + N digits to
send digits across the SIP trunk to 3NG. The short code of 9 was stripped off by Avaya IP Office but
the remaining N digits were sent unaltered to 3NG. For calls within the North American Numbering
Plan (NANP), the user would dial 11 (1 + 10) digits. Thus for these NANP calls, Avaya IP Office
would send 11 digits in the Request URI and the To field of an outbound SIP INVITE message. It
was configured to send 10 digits in the From field. For inbound calls, 3NG SIP Trunking sent 11
(starting with digit 1) digits in the Request URI and the To field of inbound SIP INVITE messages.
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4. Equipment and Software Validated
The following equipment and software/firmware were used for the sample configuration provided:

Avaya Telephony Components

Equipment Release
Avaya IP Office 500v2 9.1.0.437
Avaya IP Office Manager 9.1.0.437
Avaya Voicemail Pro for IP Office 9.1.0.437

Avaya 11x0 IP Telephone (SIP)

SIP11x0e04.03.12.00

Avaya 9630G IP Telephone (H.323)

Avaya one-X® Deskphone Edition S3.2

Avaya Communicator for Windows 2.0.2.30
Avaya Digital Telephone (9508) N/A
Avaya Symphony 2000 Analog Telephone N/A

3NG Networks SIP Trunking Service Components

Component

Release

PortaSIP (Class 4, Class 5 & SBC)

MR30-6

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with all configurations of IP Office Server Edition without

T.38 Fax Service.
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5. Configure IP Office

This section describes the Avaya IP Office configuration to support connectivity to 3NG SIP
Trunking service. Avaya IP Office is configured through the Avaya IP Office Manager PC
application. From a PC running the Avaya IP Office Manager application, select Start = Programs
- IP Office = Manager to launch the application. Navigate to File = Open Configuration, select
the proper Avaya IP Office system from the pop-up window, and log in with the appropriate
credentials. A management window will appear similar to the one shown in the next section. The
appearance of the IP Office Manager can be customized using the View menu. In the screens
presented in this section, the View menu was configured to show the Navigation pane on the left
side, the Group pane in the center, and the Details pane on the right side. These panes will be
referenced throughout the Avaya IP Office configuration. Proper licensing as well as standard
feature configurations that are not directly related to the interface with the service provider (such as

LAN interface to the enterprise site and IP Office Softphone support) is assumed to be already in
place.

5.1. LAN Settings

In the sample configuration, the DevCon IPO2 was used as the system name and the WAN port was
used to connect the Avaya IP Office to the public network. The LAN2 settings correspond to the
WAN port on the Avaya IP Office. To access the LAN settings, first navigate to System (1) =
DevCon IPO2 in the Navigation and Group Panes and then navigate to the LAN2-> LAN Settings
tab in the Details Pane. Set the IP Address field to the IP address assigned to the Avaya IP Office
WAN port. Set the IP Mask field to the mask used on the public network. All other parameters
should be set according to customer requirements. Click OK.

IPOffices |  System ||:¥ DevCon IPO 2* ci v

-~ R BOOTP (9) Name

a tor (3 Twinning | VCMJ:@E_S | WolP Security | Contact Center|
; erator 3]
=559 DevCon IPO 2 RS EonIED2 System | LANL || LAN2 || DS |‘u‘oicemai| | Telephony | Directory Services | System Events | SMTP | SMDR |

59 System (1)
..... T Line (10)
..... “= Control Unit (4)

LAN Settings ||‘u‘oIP | Network Topology|

IP Address 10 10 98 113

----- § Userpay) IP Mask 255 . 255 . 255 . 224

----- 8% Short Code (56) Primary Trans. IP Address 0 0 0 0

..... AL RAS (1) Firewall Profile |<None> v|
----- Incoming Call Route
_____ g WAN Po?‘t o RIP Mode |None v|
""" @& Directory (0) Enable NAT

-1 Time Profile (0)
----- @ Firewall Profile (1) Mumber Of DHCP IP Addresses |1 =
----- Il P Route (2)

..... am Account Code (0) DHCP Mode

----- %= License (42)
""" & Tunnel (0)

----- §5 UserRights (8)

8 futo pstendant ) [ ox )| coneet ) [ bie

Server Client Dialin @ Disabled | Advanced |
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Select the Vol P tab as shown in the following screen. The H323 Gatekeeper Enable box is checked
to allow the use of Avaya IP Telephones using the H.323 protocol, such the 9600-Series IP
Telephones used in the sample configuration. The SIP Trunks Enable box must be checked to
enable the configuration of SIP trunks to 3NG. The SIP Registrar Enable box is checked to allow
Avaya IP Office Softphone usage. The RTP Port Number Range can be customized to a specific
range of receive ports for the RTP media. Based on this setting, Avaya IP Office would request RTP
media be sent to a UDP port in the configurable range for calls using LANZ2. The specific values
used for the compliance test are shown in the example below. All other parameters should be set
according to customer requirements. Click OK.

IP Offices I ES DevCon IPO 2° v

R BOOTP @) Name

~ pa | | Codecs | VolP Securty | Contact Center
( at {3} @ DeCon 190 2 ! -~ : : ' "
] Slilal | System | LANL m DNS | Voicermail | Telephony | Deectory Seraces | System Events | SMTP ‘ SMOR | Twinning | YCM

¥ DevCon PO 2

- l"""l",I”" LAN Settings Network Topology
{ Line (10}
& EO""C‘ U""‘" @ [ 4| H325 Gatekeeper Enable ]
ension (42)
‘ User (44) > Ao -create Extn A nate Use H3723 Remnode Baan Enabile
u Group (7

S° Trunks Enable

<

@ Incoming Call Route
@ WANPort ()
o Directory D) Auto-creste Extn/User SIP Remote Bxtn Enable

<

SIP Regatrar Enable

' Tune Profde )
9 Firewsll Profile (1) Domain Name
B P Route 2)

& Account Code ) v upp UDP Port 3060
W Licesme LI Layer 4 Protocol J 1ce TCP Port 5060
4 User Rights [8) s TiSPort 5061
B Auto Attendant (0)
; i':if;ﬂ - Challenge Expiry Time (secs) 10
% Authorization Code
RTP
Port Number Range
Minimum &152 2 Masimum 33246
Port Number Range (NAT)
Minimum @152 - Maximum 53246

¢ Enable RTCP Monitanng on Poat 5005

RTCP collector IP adderess for phones

Keepalives
Scope |RTP M | Penodic timeout 0
Initsel keepalives Enabled -
ox Lancel Help
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On the Network Topology tab in the Details Pane, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. No firewall or network address translation (NAT) device was used in the
compliance test as shown in Figure 1, so the parameter was set to Open Internet. With this
configuration, STUN will not be used.

e Set Binding Refresh Time (seconds) to 60. This value is used as one input to determine the
frequency at which Avaya IP Office will send SIP OPTIONS messages to the service
provider.

e Set Public IP Address to the IP address of the Avaya IP Office WAN port. Public Port is
set to 5060.

e All other parameters should be set according to customer requirements.

e Click OK.

| System |:¥ DevCon IPO 2* v

I3
l-"m:l Codecs | Vol Security | Contsct Center
N DevCon PO 2 R | AND ! | C
pepcal Systern I LANL DNS 1 Voscernail | Telephony l Directory Services | System Events | SMTP | SMDR | Twinrung | ¥CM

LAN Settings | Vol

& Extenszion (42)

Network Topology

Control Unit (£) Network Tepelogy Discovery

STUN Server Address 10101019 STUN Port 478

Firewall/NAT Type Open Internet v

Binding Refresh Time (seconds) &0
@ Incoming Call Route Public 1P Address 1 10 9 13 Pan STUN
W@ WAN Port (0)
& Dwectory (0) Public Port

Time Pralile D)
@ Firewall Profile (1) [ upp $060
W P Route (2) : ==
&m Account Code {0) TCP 5060
& License (42) :
™ Tunnel (0) LS 061
B User Rights (8) .
B9 Auto Attendant @ Run STUN on startup 3
¢ ARS {2
% Location @
28 Authorization Code ( -
) Ok Cancel Help

In the compliance test, the LANL1 interface was used to connect the Avaya IP Office to the enterprise
site IP network. The LANL1 interface configuration is not directly relevant to the interface with 3NG
SIP Trunking service, and therefore is not described in these Application Notes.
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5.2. System Telephony Settings

Navigate to the Telephony - Telephony Tab in the Details Pane. Choose the Companding Law
typical for the enterprise location. For North America, U-LAW is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
service provider across the SIP trunk. Click OK.

VelP Secunty | Cootact Cantes
systeen | LANS | Lanz | ONs

'3
| Morcarmmi § Tele v | Dasctary Servces | Syntemn Besnts | SMTP | SMOR - Twinning | YEM | Cocecs

Dhal Detory Tive (pece)

Dol Dedary Conmn

0

& Ao R

Park & Page | Tooes & Muwc | fing Tooes [ S | Cot tog | T

Ansogoe Bxtennions Coenpanang Law

Sweach ne
Ot ottt Oupacde Calt Segquence Morme
Dutadt Invide Call Sequence | Rng Typet @ -U-law " tts
Dwfauit Ring Back Sequence | Ring Type2

Alaw -~

Fertnet Amalogue Extermon Minger Voltage

055 Statum

Defauht Mo Arawer Time (secs) 15
Hotd Temeout {secs) 20
Pack Timmout [vecs) 30

Rastnct Heswork Itarconnecs
Ring Deley (zecs) 1
Call Priceny Prasnotion Time (cece) Disabled

A Drop Externst Only Improsnpty Conference

Default Cusrancy | wsn -

Visually Ditfermatiste Dxtamal Call
Defautt Maw "y Favos Teunk -

Umupervized Andog Trenk Daconnect Hending
Medis Carmection Preternvation | Dygatsbent -

7 Hgh Gualiy Contevencing

Phune Falbeck Manual -

¥ DigealyAnslcgus Auto Creats User
Login Code Complestty

Onwctory Oversides Barmng
Fnfoncament

= e
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5.3. Twinning Calling Party Settings

When using twinning, the calling party number displayed on the twinned phone is controlled by two
parameters. These parameters only affects twinning and do not impact messaging or operation of
other redirected calls such as forwarded calls. The first parameter is the Send original calling party
information for Mobile Twinning box on the System=>Twinning tab. The second parameter is the
Send Caller ID parameter on the SIP Line form (shown in Section 5.4).

For the compliance testing, the Send original calling party information for Mobile Twinning as
shown below was unchecked. This setting allows Send Caller 1D parameter that was set in Section
5.4 to be used. Click OK.

IPOffices || System [[:= _ DevCon IPO 2 e v

R BOOTP (9) Name

VolP Security ] Contact Center |

i ] | Codecs
LAN2 I DNS I Voicemail | Telephony l Directory Services | System Events | SMTP I SMDR | ._'.‘ff_{f.‘_f]ﬂ']._‘

i Operator (3 « P
@ [% DevCon P02 | |— DevCon PO 2] | System | LANI
"W System (1

| Send original calling party information for Mobile Twinning

14 Line (10)

Control Unit (4) ‘Lﬁaallmﬁgwpza;t\; information for
Mobile Twinning

& Extension (42)

§ User (44)
W8 Group (7) | ‘ Help
¥X Short Code (66) | Il ’
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5.4. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and 3NG SIP
Trunking service. The recommended method for configuring a SIP Line is to use the template
associated with these Application Notes. The template is an .xml file that can be used by IP Office
Manager to create a SIP Line. Follow the steps in Section 5.4.1 to create the SIP Line from the
template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable).

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.4.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation Pane
and select New = SIP Line. Then, follow the steps outlined in Section 5.4.2.

5.4.1. Create SIP line from Template

1. Copy the template file to the computer where IP Office Manager is installed. Rename the
template file to AF_3NGNetworks_SIPTrunk.xml. The file name is important in locating
the proper template file in Step 5.

2. Verify that template options are enabled in IP Office Manager. In IP Office Manager,
navigate to File = Preferences. In the IP Office Manager Preferences window that
appears, select the Visual Preferences tab. Verify that the box is checked next to Enable
Template Options. Click OK.

%" IP Office Manager Preferences l. ? l&]

| Preferences l Directories | Discovery |; Visual Preferences | Security i Validation |

Icon Size [Small -

[¥] Multiline Tabs

[¥] Enable Template Opticns

[¥] Enable Template Creation

i) OK ‘ ‘ Cancel ’ ’ Help
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3. Import the template into IP Office Manager.
From IP Office Manager, select Tools = Import Templates in Manager. This action will
copy the template file into the IP Office template directory and make the template available
in the IP Office Manager pull-down menus in Step 5. The default template location is
C:\Program Files\Avaya\lP Office\Manager\Templates.

'_l': Avaya IP Office Manager DevCon IPO 2 [9.1.300.120] [Administrator{Administrator}]

7

SIP Line iTransportl SIP URI]VoIPil

File Edit View | Tools | Help
Jr= -] (6 Extension Renumber...
DevCon IPO 2 1 Line Renumber...
: Connect To...
IP Offic
- Export 4
1 x BOOTP (39) SCN Service User Management
47« Operator (3)
=-%= DevConIPO 2 Busy on Held Validation
%5y System (1)
7 Line (10) MSN Cenfiguration
Q Control Unit Print Button Labels
-4 Extension (4] z
§  User (@4) ] Import Tenl;llates in Manager

Line Number
ITSP Domain Name

URI Type

In the pop-up window that appears (not shown), select the directory where the template file
was copied in Step 1. After the import is complete, a final import status pop-up window will
appear (not shown) stating success or failure. Then click OK (not shown) to continue. If
preferred, this step may be skipped if the template file is copied directly to the IP Office

template directory.

4. To create the SIP Trunk from the template, right-click on Line in the Navigation Pane, then
navigate to New = New SIP Trunk from Template.

IP Offices | Line =
- & BOOTP (@) Line Mumber Line Type ||| sIP Line |Trar|sportISIP UF-lll‘u’oIP |T38 3
iif Operator (3] Ea! PRI 24 (Uni
-y Dev; ] New > Line Mumber
""" 4 |<_-"’| Mew SIP Trunk from Template | IT5P Domain Mame
..... o (O
_____ & B (2]  Create SIP Trunk Template URI Type
..... U 3
..... % G & S S Location
..... ax st 55 Copy Ctrl+C
----- L Paste Ctrl+V
..... e R o T
et Ctrl+Del
..... @i~ Delete rebe Prefix
..... EE. w o« Validate
..... am [ Connect To... CirleT Mational Prefix
..... T .
..... @ Fi Mew from Ternplate (Binary) International Prefix
----- KB 1P Export as Template (Binary)
..... F— C try Cod
_____ - L Show In Groups aUAty S-ede
..... i Mame Priori
- T Customize Columns... i
----- .U
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In the subsequent Template Type Selection pop-up window and select 3ANGNetworks from
the Service Provider pull-down menu as shown below. These values correspond to parts of
the file name (AF_3NGNetworks_SIPTrunk.xml) created in Step 1. Click Create new

SIP Trunk to finish creating the trunk.
S 2 [

5.

-
" Template Type Selection

Locale Jnited States (US English

v] ("] Display Al
[ Create new SIP Trunk | Cancel

6. Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Section 5.4.2.

Service Provider | 3NGNetworks

-

15 of 33

Solution & Interoperability Test Lab Application Notes
3NGNetSIPTIPO91

QT; Reviewed:
©2016 Avaya Inc. All Rights Reserved.

SPOC 1/28/2016



5.4.2. Create SIP Line Manually

To create a SIP line, begin by navigating to Line in the left Navigation Pane, then right-click in the
Group Pane and select New - SIP Line. On the SIP Line tab in the Details Pane, configure the
parameters as shown below:

e Set ITSP Domain Name to the enterprise domain so that IP Office uses this domain as the
host portion of SIP URI in SIP headers such as the From header. In this testing, there is no
domain required.

e Set Send Caller ID to Diversion Header. For the compliance test, this parameter was used
for caller ID in the case of Call Forwarding and Twinning.

e Check the In Service box.

e Set URI Type as SIP for SIP trunk to service provider.

e Check the Check OOS box. With this option selected, IP Office will use the SIP OPTIONS
method to periodically check the SIP Line.

e Default values may be used for all other parameters.

e Click OK as shown.

The area of the screen entitled Redirect and Transfer is used to enable/disable SIP REFER for call
transfers. In the compliance test, REFER method is supported by 3NG. Therefore, the value “Auto”
is selected from the drop-down menu for Incoming and Outgoing Supervised REFER.

|E SIP Line - Line 19 -8 X v
S Lire {Transport | SP Lﬁ:E\'oP T30 Fox| I Credentisls' 52 Advanced, Engneenng
Line Number 19 In Service J
TSP Domain Narme svayalab.com Check 005
LRI Type » - Session Timers
Locatian Cloud = Refresn Methed Aut -
econd On Domand
Prefnx Forwarding and Twinfung
{atwoeal Peef Craginator numiser
Send Caller 0 Drverson Heacer -
reenationat P A s
Country Code Rechrect and Traniéer
Maene Prictity Syster Defeuh E Incoming Supervized REFER Auto -
" Desongtes Aute -
Send 302 Meved Temnporarily
Outgoing Biind REFER
| ] e
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Select the Transport tab. The ITSP Proxy Address is set to IP Address of 3NG. As shown in
Figure 1, this IP Address is 192.168.105.81. In the Network Configuration area, UDP is selected
as the Layer 4 Protocol, and the Send Port is set to the port number of 3NG. The Use Network
Topology Info parameter is set to LAN 2. This associates the SIP Line with the parameters in the
System - LAN2 - Network Topology tab. Other parameters retain default values in the screen
below. Click OK.

IP Offices |

T SIP Line - Line 19*

ek -8 X[ v«

=

=-K BOOTP (10)

|stp Lin4| Transport HIP URI|VelP |T38 Fax|SIP Credentials|SIP Advanced| Engineering

¢ Operator (3)
E|---L-3.a DevConIPO 2

[+-520 System
17 Line (10)

-2 Control Unit (47
-4 Extension (42)
B User (44)
5@ Group (7)
(8% Short Code (66]
B Service (0)
F-af RAS (1)

- Incoming Call f
-8 WAN Port (0)
a8 Directory (0]
-7 Time Profile (0]

fra]

| ITSP Proxy Address  192.168.105.81 |

Metwork Configuration

Layer 4 Protocol [UDP VI Send Port  [5060
Use Metwork Topology Info [LAN 2 - ] 5060
Explicit DNS Server(s) 0 0 0 0 a i} 0 0

Calls Route via Registrar

Separate Registrar

£ Firewall Profile

[-Jll IP Route (2)
-l Account Code
W |jrense (3

oK H Cancel || Help
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A SIP Credentials entry must be created for Registration with 3NG SIP trunking service. To create a
SIP Credentials entry, first select the SIP Credentials tab. Click the Add button and the New
Channel area will appear at the bottom of the pane. To edit an existing entry, click an entry in the
list at the top, and click the Edit... button. In the bottom of the screen, the Edit Channel area will be
opened. In the example screen below, a previously configured entry is edited. The entry was created
with the parameters shown below:

e Set User name, Authentication Name and Contact to the value provided by the service

provider.

e Set Password and Confirmed Password to the value provided by the service provider.

e The Expiry (mins) is set to 60. This can be set according to customer requirement.

e Check the Registration required option.

e Click OK.

IP Offices |E SIP Line - Line 19 e~ X v <>

=& BOOTP (10) |SIP Line | Transport | SIP URI|volP | 738 Fax SIP Credentials [stp Advanced| Engineering|

Operator (3]
DevConIPO 2 Index UserMame  Authentication Mame Contact Expiry (mins) Register Add... —

—— 1 15619522781 15619522781 1 True
=7 Line (10) Remove
= 1

»

----- 3
----- 17

t-= Control Unit (4)
t-4 Extension (42)
H-§  User (44)

]ﬂ Group (7)

£-@% Short Code (66)
----- B Service (0)
oy RAS (1) Edit SIP Credentials

]@ Incoming Call Route Uzer name 15619522781
----- $8 WAN Port (0)

""" @ Directory (0) Authentication Name 15619522781
-7 Time Profile (0)
G- Firewall Profile (1) Contact
[-J§ll IP Route (2)
----- il Account Code (0) Password
----- e License (42)
""" W& Tunnel (0)
i-§5 User Rights (10) Expiry (mins) 1 =
----- @ Auto Attendant (0)
K ARS (2) Registration required -

m

A B Wl e W e |

fea]

Confirm Password LTI

----- %% Authorization Code

----- & Location (0)
=
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A SIP URI entry must be created to match each incoming number that Avaya IP Office will accept
on this line. Select the SIP URI tab, click the Add button, and then New Channel area will appear
at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the

Edit..

. button. In the example screen below, a previously configured entry is edited. For the

compliance test, a single SIP URI entry was created that matched any DID number assigned to an
Avaya IP Office user. The entry was created with the parameters shown below:

Via field is pre-populated by IP Office.

Set Local URI, Contact, Display Name and PAI to Use Internal Data. This setting allows
calls on this line which SIP URI matches the number set in the SIP tab of any User as shown
in Section 5.6.

For Registration, select None.

Associate this line with an incoming line group in the Incoming Group field. This line
group number will be used in defining incoming call routes for this line. Similarly, associate
the line to an outgoing line group using the Outgoing Group field. For the compliance test, a
new incoming and outgoing group 19 was defined that only contains this line (line 19).

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using
this SIP URI pattern.

Click OK.

The following capture is the SIP URI entry for Channel 1.

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 33
SPOC 1/28/2016 ©2016 Avaya Inc. All Rights Reserved. 3NGNetSIPTIPO91



IP Offices |

£

SIP Line - Line 19*

g - X v <

R BOOTP (10)

17 Line (10)

-y, 18

/
5

ddddd
bR R

2

(-2 Control Unit (4)
-4 Extension (42)
B User (44)
(-4 Group (7)
[#-9% Short Code (66)

oy RAS (1)

E]---e Incoming Call Rout
----- $8 WAM Port (0)

a8 Directory (0)

L% Time Profile (0)
(-8} Firewall Profile (1)
[-Jll 1P Route (2)

----- W Account Code (D)
----- W License (42)

""" % Tunnel (0)

3 User Rights (10)
Auto Attendant (0]
H- " ARS (2)

""" & Location (0)

----- &% Authorization Cede

SIP Line | Transport||SIP URI | olP |T38 FEJ(l SIP Credentia Isl SIP Advanced | Engineerin gl
Channel  Groups Via Local URL Contact Display Name PAI Credential Add... i
1 19 19 101098113 1: 15619522781
2 19 19 101098113 15619522715 1: 15619522781 Remove
Edit...
Edit Channel
Via 101098113 E
Local URI Use Internal Data - [ Cancel ]
Contact Use Internal Data -
Display Mame Use Internal Data -
PAI Use Internal Data -
Registraticn 1: 15619522781 r
Incoming Group 19
Outgeoing Group 19
Max Calls per Channel 10 =
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SIP URI entry Channel 2 was similarly created for incoming calls to a pre-defined DID number
15619722715 to access to Feature Name Extension 00 (FNEQO). The Short Codes for FNEOO was
defined in Section 5.5 to provide Dial Tone and Mobile Callback for mobility extension.

Channel 2, as shown in the screenshot below, was configured with following parameters.

e Setthe Local URI and Contact fields to the pre-defined DID number 15619722715.
e Associate Incoming Group and Outgoing Group to SIP Line 19.
e Set the Max Calls per Channel field to 10.
e Other parameters retain default values.
Click OK to commit.

The following capture is the SIP URI entry for Channel 2.

IPoffices || ¥ SIP Line - Line 19* " EEIEIIEEE

- & BOOTP (10) |SIP LinelTransportiSIF' URI iVoIP |T38 FaxlSIP CredentialslSIP AdvancedlEngineering|

(7 Operator (3)
DevConIPO 2
Systermn
=14 Line (10)
-y, 17
" 18
" 20
" 21
" 22
H-<2 Control Unit (4]
H-fp Extension (42)

»

Via
101098113
101098113

Channel Groups Lecal URI Add...

1 19 19
2 19 19

Contact Display Name PAI Credential
1: 15619522781
1: 15619522781

15619522715 Remove

Edit...

H-§  User (44)

]ﬂ Group (7)
t-@% Short Code (56)

[ [ ey O B e W

fmal

]@ Incoming Call Rout
----- £8 WAN Port (0)

----- o= Directory (0)

----- 17 Time Profile (0)
@ Firewall Profile (1)
- Jill IP Route (2)

----- il Account Code (0)
----- W License (42)

""" @ Tunnel (0)

[#-§3 User Rights (10)

----- i Auto Attendant (0)
- ARS (2)

""" &3 Location (0)

----- % Authorization Code

Edit Channel

Via

Local URI
Contact

Display Name
PAL

Registration
Incoming Group
Outgeing Group

Max Calls per Channel

10.10.98.113

15619522715

Use Internal Data

Use Internal Data

Use Internal Data|

1: 15619522781

19

19

10 =

OK

m

1
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

e The Codec Selection can be selected by choosing Custom from the pull-down menu,
allowing an explicit ordered list of codecs to be specified. Select G.711 ULAW and G.729
codecs which are supported by the 3NG SIP Trunking service, in the Session Description
Protocol (SDP) offer.

e Set Fax Transport Support to T.38 Fallback from the pull-down menu.

e Set the DTMF Support field to RFC2833 from the pull-down menu. This directs Avaya IP
Office to send DTMF tones using RTP events messages as defined in RFC2833.

e Uncheck the VoIP Silence Suppression box.
e Check the Re-invite Supported box.
e Default values may be used for all other parameters.
e Click OK.
_ _IPOffices || _ SIP Line - Line 19 ef -2 X v
: “ E‘J’p’f’:r'ﬁ"l 5P Line | Tramsport | 59 um T38 Fax | SIP Credentisis|SIP Advenced | Engmeering
2 DevConlPO 2 Vol Sdence Suppression

11 Line 010) 4 Re-invite Supported
Codec Selection Custom -

Codec Lockdown

2
- 17 Unused Selected fow Dicect Medis Path
-1 G722 64K = G711 ULAW 64K
I . 19 G7231 663 MP-MLQ G.729(s) 8K CS-ACELP Foree divect redis with nhot
~ 20 GTLL ALAWSIK PRACK/100rel Supported
-
- 2 G711 Fax ECAN
“ 5
> 24

) Control Unit ()
i 4 Baension (42)
% I User (44)
QB Group (7)
1% Shoet Code (66)
. Servace (D)
il RAS 1) Fax Transport Support | T38 Fallback >
il € Incomning Call Route (L
§ WANPort ()
# Directory (0)
Time Proféde (0)
. @ Frewall Profile (1)
o P Route (2)
&n Accourt Code [0)
W Licensze (42)
W Tunne! (0)
3§ User Rights (10)
@8 Auto Attendant {0
" ARS ()
5 Location [0 -
2 Authorizaton Code [0)

DTME Support RFC2833 2

Media Secunity Dizabled -
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Select the SIP Advanced tab to set Call Routing Method to To Header as shown below capture
and keep other as default. Click OK.

=8 - X v <
o R 00T 001 |15 ] Tnspon SRV |12 55 Cnsmma P Adced
# 4+ Operator [3) :
5 % DwvCen PO 2 Addreszing Meda
[-:T—r“j—f"‘-_"—a“;ﬁ Association Method By Source P addhess <] Miow Empty INVITE
-1 icuumﬂgmma | To Hesder - ] Sood bwiye =
~2 e —— Niow Te Tag Change L
- 17
Suppreas DNS SRY Leckups P-Eardy-Media Support [None .
Send SlenceSupp= Ol C
- 0 Merery ¢ L
-2 Use Phone Context =
-2 / Mada Connection ]D Eled =
- Add werzphone £ Preservation
- 2 | Use o fer Intermational e
4 = Control Uni || 1 r
; l. Extension (4| ::W N"';l::‘ = Calt Cortrol
o Reuafooll | : Collnintion Timesut (3) ¢ =
1 R Group ) Sevp From and PAJ I —— »
#19% Shoct Code || £ llar 10 froms From hadder %3 Call Queuing Timeout im) 5 3
@ Service ) e
# o RAS 1) Send Frem In Clear Service Busy Response 436 - Busy Here -
# Incerming T | Cache Auth Credentiais v on No User Responding 2
-~ :::t::‘ﬂ: | User-Agent and Server Meaders Send o -c
" Time Profile || Action on CAC Locston Y . =
@ @ Feewll Pro || Lime SlowVoisenat
# [l P Revae 12) Suppress QB0 Reascn
s Acconst Col| Heeder
: I'-"':g)ll [ Emulete NOTIFY for REFER
wnn: =
% § User Right | Mo REFER £ using Diversion |
W Auto Attent ||
4 ARS D
B8 Locabion 1) e
Q8 Authonzatic | I l Help
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5.5. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, select Short
Code in the left Navigation Pane, then right-click in the Group Pane and select New. On the Short
Code tab in the Details Pane, configure the parameters for the new short code to be created. The
screen below shows the details of the previously administered “9N;” short code used in the test
configuration.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, 9N; this short code will be invoked when the user dials 9 followed by
any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N”@192.168.105.81”. This field is used to construct the Request
URI and To headers in the outgoing SIP INVITE message. The value N represents the
number dialed by the user. The host part following the “@” is the domain of the service
provider network.

e Setthe Line Group Id to the outgoing line group number defined on the SIP URI tab on the
SIP Line in Section 5.4. This short code will use this line group when placing the outbound

call.
e Set Locale to United State (US English).
e Click OK.
IP Offices } Short Code 1= 9N;: Dial ef-d X v
Code Telephooe Number * | Short Code
PX°SDN  [0J51/ERR - N =
®CSKN " [0SLERR - N Code N
163N Eestute Dinl -
P50 52N
OX7EI0!  TEN'@1033.414 Telephone Number N'@is2issi058
UK Line Group 1D 19 -
PMON;  NC2192168.10551°
TR o Locale United States (US English) -
Force Account Code

Force Authonzaton Code

Inc vg Call Route (10 |

WA .. o
#u Directory (0) =

Time Prafide (0) . 5 D | _r-_i’e‘;»-A
= o

For incoming calls from mobility extension to FNE features hosted by IP Office to provide Dial
Tone functionality, Short Code FNEOO was created. The FNEOO was configured with the following
parameters.

In the Code field, enter the FNE feature code as FNEQO for Dial Tone.

Set the Feature field to FNE Service.

Set the Telephone Number field to 00 for FNEOQO.

Set the Line Group ID field to 0.

Retain default values for other fields.

Click OK.
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IP Offices ShortCode || = FNEOO: FNE Service - X v

R BOOQTP 110} Code Telephone Number *
(% Operstor (3) WXUSON  SIOJIS1ERR - N
"y C’e‘.\..cn w02 oSk (CIS/ERR - "N Code FNECO
¥ Systermn (1) X
1% Line (10) IXI6N; Feature FNE Serace -
Control Unit (4) | #X520x 52N
& Extension (42 BNFNED0 00 ] Telephone Number 00
User (8  —— .
i a e .‘., Line Group ID 0 -
o Sl’tov'. Code (56) Locale United States (US English) -
Y SR

& RA Force Account Code
e Incoming Call Route (1«
@ waN Port 0

“a Directory 1) -
Time Profile [0 | o ; b Help
& - !

Force Authoraation Code

5.6. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line
defined in Section 5.4. To configure these settings, first select User in the left Navigation Pane, then
select the name of the user to be modified in the center Group Pane. In the example below, the name
of the user is “H323-29225”. Select the SIP tab in the Details Pane.

The values entered for the SIP Name and Contact fields are used as the user part of the SIP URI in
the From header for outgoing SIP trunk calls. They also allow matching of the SIP URI for incoming
calls without having to enter this number as an explicit SIP URI for the SIP line (Section 5.4). The
example below shows the settings for user H323-29225. The SIP Name and Contact are set to one
of the DID numbers assigned to the enterprise from 3NG. The SIP Display Name (Alias) parameter
can optionally be configured with a descriptive name. If all calls involving this user and a SIP Line
should be considered private, then the Anonymous box may be checked to withhold the user’s
information from the network. Click OK.

IP Offices (= Extn29225: 29225 ef -8 X v <>
:}“} E;’rSte&;:l) 1 User | Voicemail | DND | Short Codesl Source Numbers I Telephor]y_l_Enmr,arding | Dial In | Vaoice Recording I Button Programming |
-4 Line
+ = Control Unit (4) Menu Programming | Mobility | Group Membership | Announcementsl SIP || Personal Directory | Web Self-Administration
-4 Extension (42) -~
--§ User (44) SIP Name 15619522781

----- b :0UserM SIP Display Name (Alias) H323-29225

m

]

----- Contact 15619522781
..... -

----- &= 29227 Extn20227
----- & 29233 Extn29233 [E] Anonymous
----- &~ 29234 Btn29234
----- &~ 29235 Extn29235
----- & 29236 Bxtn29236 o
----- &~ 29237 Bxtn29237

----- &= 29238 Extn20238 | |

..... S 20730 £.4070730

One of the H.323 IP Phones at the enterprise site uses the Mobile Twinning feature. The following
screen shows the Mobility tab for User H323-29225. The Mobility Features and Mobile Twinning
boxes are checked. The Twinned Mobile Number field is configured with the number to dial to
reach the twinned mobile telephone, in this case 916139675280 including access code of 9. Other
options can be set according to customer requirements. Click OK.
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7

Extn29225: 29225

g -E X[ v <

n.
----- § 29227 Etn20227
----- §r 20233 Bin20233
----- & 29234 Extn29234
----- & 29235 Extn20235
----- & 29236 Extn20236
----- § 29237 Btn29237
----- § 79238 Extn29238
----- §~ 29239 Extn29230
----- §r 20240 Extn29240
----- &~ 29241 Extn29241
----- & 29242 Extn20242
----- & 20228 VR 20228
----- §~ 209229 VR 29229
----- &~ 29230 VR 29230
----- § 20231 VR 20231
----- §r 20232 VR 20222

User Voicemail | DND Short Codes | Source Mumbers | Telephony | Forwarding | Dial In | Voice Recording | Button Programmin
phony g g g g

Menu Programming || Mobility IGroup Membership | Announcements | SIP

| Personal Directory | Web Self-Administration

[T Internal Twinning

T ed Hands <Mone=
= 1

Twin Bridge Appearances
Twin Coverage Appearances
Twin Line Appearances

Mobility Features

Mobile Twinning
Twinngd quile Mumber 96139675280
(including dial access code)
Twinning Time Profile l<|\|one> -
Mabile Dial Delay (secs) 2
Mabile Answer Guard (secs) 0 =

<

1

| »

»

m

B Group (7)

#-9X Short Code (66)  |= | ok |[ cancel [ Hep
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5.7. Incoming Call Route
An incoming call route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number provided by the service provider. To create
an incoming call route, select Incoming Call Route in the left Navigation Pane, then right-click in
the center Group Pane and select New. On the Standard tab of the Details Pane, enter the
parameters as shown below:

e Set the Bearer Capacity to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.4.

Set the Incoming Number to the incoming number on which this route should match.

[ ]
e Set Locale to United State (US English).
o Default values can be used for all other fields.
e Click OK.
IP Offices Z 19 15619522781" i Xlwv]<]>
a BOOTP (10) IStEI"IdEfd I‘u’oice Recording | Destinations|
(g% Operator (3) "
=% DevCon PO 2
ir“:‘. E?:ze(;ﬂﬂjfll Bearer Capability ’Any Voice e
-2 Control Unit (4) Line Group ID 19 -
; Extension (42)
User (44) Incoming Mumber 15619522781
Group (7)
#-8% Short Code (66) Incoming Sub Address
@ ;ir;n(cle) © Incoming CLI )
=-4p Incoming Call Route [14'/|f ) (United States (US English) -
----- ]
g ;2 Priority ’1 - Low v]
..... e 24 Tag
..... 23
..... g 18 Hold Music Source [System Source VI
_e ; Ring Tone Override Mone - i
[ """ g 1915619522781
----- 1915619522782 “ oK ]“ Cancl | [ Belp

----- @ 19 5012871402

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. In this example, incoming calls to 15619522781 on line 19 are routed to extension

29225. Click OK.

IP Offices

=Yg Incaming Call R

=
e

19 156195622711

Standard || Voice Recording

ef -8 X vl<l>

19 15619522711
19 13619522712
@ 19 15619522713
e 19 15619522714

P 19 15619522715
B Wl Port (0}

TimePrafile

Destination

Fallback Extension

| L Defaulk Value

29225 Extna9225

| ~

5.8. Save Configuration
Navigate to File = Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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6. 3NG Networks SIP Trunking Configuration

3NG is responsible for the configuration of 3NG SIP Trunking service. The customer will need to
provide the IP address used to reach the Avaya IP Office at the enterprise. 3NG will provide the
customer the necessary information to configure the Avaya IP Office SIP connection to 3NG. The
provided information from 3NG includes:

e [P address of the 3NG SIP proxy.

e Supported codecs.

e DID numbers.

e |P addresses and port numbers used for signaling or media through any security devices.
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7. Verification Steps
The following steps may be used to verify the configuration:

e Use the Avaya IP Office System Status application to verify the state of the SIP connection.
Launch the application from Start = Programs = IP Office = System Status on the PC
where Avaya IP Office Manager was installed. Select the SIP line of interest from the left
pane. On the Status tab in the right pane, verify that the Current State is Idle for each
channel (assuming no active calls at present time).

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

K System

B & Atarms (10) Status | Utilization Summary Alarms

K Extensions (27)
B Trunks (9)

SIP Trunk Summary

Line: 1 Peer Domain Name: avayalab.com
[BIE Resolved Address: 10.10.97.174
Line: 17 .
EiretE Line Number: 19
» m Number of Administered Channels: 30
Line:20 Number of Channels in Use:
Line: 21 Administered Compression: G711 Mu, G729 &
Line: 22 Silence Suppression: Off
_I_me: = Layer 4 Protocol: UppP
Active Calls . -
Ff Resources SIP Trunk Channel Licenses: Unlimited . 0%
K Voicemail SIP Trunk Channel Licenses in Use: 1}
K IP Networking SIP Device Features: REFER {Incoming and Outgoing)
Locations
Remote Co... Conne.. aller 10 Other Party on Directic
Media A... or Dial... Call
150138
2 Ide |22:58:57
3 Ide |23:08:23
4 Idle |23:08:23
S Ide |23:08:23 .

[ Trace all ][ Pause ][ Ping ]

[ Print... ][ Save As... ]

Online

e Select the Alarms tab and verify that no alarms are active on the SIP line.

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

X System

& Alarms (10) Status.  Utihzation Summary Alarms

X Extensions (27)

= Trunks (9)
Line: 1
Line: 2 Last Date OFf Error Qrcurrences Error Description
Line: 17
Line: 18
p:

Alarms for Line: 19 SIP avayalab.com

10:47:09 AM Online

e Verify that a phone connected to PSTN can successfully place a call to the Avaya IP Office
with two-way audio.
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e Verify that a phone connected to Avaya IP Office can successfully place a call to the PSTN
with two-way audio.

e Using a network sniffing tool e.g. Wireshark to monitor the SIP signaling between the
enterprise and 3NG. The sniffer traces are captured at the LAN2 of the Avaya IP Office.

8. Conclusion

The 3NG SIP Trunking passed compliance testing. These Application Notes describe the procedures
required to configure the SIP connection between Avaya IP Office and the 3NG SIP Trunking
service as shown in Figure 1.
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9. Additional References

[1] IP Office 9.1 Administering Avaya IP Office Platform with Manager, Release 9.1.0, Issue 10.03,
February 2015.

[2] Administering Avaya IP Office™, Platform Voicemail Pro IP Office™ Platform 9.115-601063,
Issue 10c - (09 December 2014).

Additional Avaya IP Office information can be found at:
[3] http://marketingtools.avaya.com/knowledgebase/ IP Office Embedded Voicemail User Guide (IP
Office Mode), Document number 15-604067, Issue 9.0, 10 September 2013.

Product documentation for Avaya products may be found at http://support.avaya.com. Additional IP
Office documentation can be found at;
http://marketingtools.avaya.com/knowledgebase/

Product documentation for 3NG SIP Trunking is available from 3NG Networks.
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Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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