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Abstract

These Application Notes describe the procedures for configuring dvsAnalytics Encore Version
2.3.5 and Avaya Aura® Contact Center 6.3, Avaya Aura® Application Enablement Services
6.3, Avaya Aura® Session Manager 6.3 and Avaya Aura® Communication Manager 6.3. The
overall objective of the interoperability compliance testing is to verify calls made from/to a
Contact Center agent can be recorded by dvsAnalytics Encore application.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

The purpose of the document is to provide the detailed configuration and notes for the
compliance test between dvsAnalytics Encore application and Avaya Aura® Contact Center
(Contact Center), Avaya Aura® Application Enablement Services 6.3 (Application Enablement
Services), Avaya Aura® Session Manager 6.3 (Session Manager) and Avaya Aura®
Communication Manager 6.3 (Communication Manager) applications. The Avaya Aura®
Contact Center system used for the compliance test was a co-resident system that includes
Contact Center Manager Server (CCMS), Contact Center Administration Manager,
Communication Control Toolkit (CCT) and Media Application Server (MAS). dvsAnalytics
Encore (Encore) is a call recording application.

In the compliance testing, dvsAnalytics Encore used the Telephony Services Application
Programming Interface (TSAPI) from Application Enablement Services to monitor skill groups
and agent stations on Communication Manager, and used the Service Observing feature via the
Application Enablement Services Device, Media, and Call Control (DMCC) interface to capture
the media associated with the monitored stations for call recording.

The TSAPI interface is used by dvsAnalytics Encore to monitor skill groups and agent stations
on Communication Manager. The DMCC interface is used by dvsAnalytics Encore to register
virtual IP softphones, and for adding softphones to active calls using the Service Observing
method. The CCT Web Services is used by dvsAnalytics Encore to obtain information such as
Agent ID, Agent Name, Control Directory Number (CDN) and Skill Set associated with the
agent being recorded.

When there is an active call at the monitored agent, dvsAnalytics Encore is informed of the call
via event reports from the TSAPI interface. dvsAnalytics Encore starts the call recording by
using the Service Observing feature from the DMCC interface to add a virtual IP softphone to
the active call to obtain the media. The event reports are also used to determine when to stop the
call recordings. The CCT Web Services provides the Agent ID, Name, CDN and Skill Set
associated with the recorded call.

2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the
Encore application, the application automatically requests monitoring on skill groups and agent
stations, performs device queries using TSAPI, and registers the virtual IP softphones using
DMCC. When there is an active call at the monitored agent, Encore interfaces with Contact
Center CCT Web Services to receive CTI information such as Agent ID, Name, CDN and Skill
Set.

For the manual part of the testing, each call was handled manually on the agent telephone with
generation of unique audio content for the recordings. Necessary user actions such as hold and
resume were performed from the agent telephones to test the different call scenarios.
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The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet connection to Encore and stop and start Contact Center bridge services on the Encore
server.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute a full product performance or feature testing performed by
third party vendors, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a third party solution.

2.1. Interoperability Compliance Testing

Interoperability compliance testing covered the following features and functionality:

e Handling of TSAPI messages in areas of event notification and value queries.

e Use of DMCC registration services to register and un-register virtual IP softphones.

e Use of DMCC monitoring services and media control events to obtain the media from the
virtual IP softphones.

e Proper recording, logging, and playback of calls for scenarios involving inbound,
outbound, abandon, hold and resume, ACD, non-ACD, hold, reconnect, simultaneous,
conference, forward and transfer.

e Serviceability

2.2. Test Results

All executed test cases passed with the following observation,
e The number of softphones to configure need to take into account the small interval of
500ms that a softphone will not be available between recordings.

2.3. Support

Technical support on dvsAnalytics products can be obtained through the following:
e Phone: 800.910.4564
e Web:  http://www.dvsanalytics.com/contact.php
e Email: Support@dvsAnalytics.com
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3. Reference Configuration

Figure 1 illustrates a configuration consisting of Communication Manager with G650 Media
Gateway, Session Manager, System Manager, Application Enablement Services server, Contact
Center co-res system, and Encore server. Assumption is made here that all required configuration
between Communication Manager, Session Manager, Application Enablement Services and
Contact Center are in place and will not be discussed in this document.
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Figure 1: Tested Configuration Diagram
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version
Avaya Aura® Communication Manager

running on S8800 Server with an Avaya 6.3
G650 Media Gateway

Avaya Aura® System Manager running on 6.3
S8800 Server '
Avaya Aura® Session Manager running on

S8800 Server 6.3
Avaya Aura® Application Enablement 6.3
Services running on S8800 Server '
Avaya Aura® Contact Center running on 6.3

S8800 Server
Operating System of Avaya Aura® Contact
Center server

Windows 64-bit 2008 Standard R2
Service Pack 1

Avaya 9670G IP Deskphone (H.323) S3.1
Avaya 9608 IP Deskphone (H.323) 6.2313
dvsAnalytics Encore server Version 2.3.5
Operating System of Encore server Windows 64-bit 2008 R2 Standard
Service Pack 1
e Encore Web Interface 3.0.8.5685
e Avaya TSAPI Windows Client 6.1.1.469
(csta32.dll)
e Avaya DMCC XML 6.1

e Avaya Open Interfaces CCT SDK 6.2

5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

e Administer CTI link

e Administer IP codec set

e Administer system parameters features
e Administer class of restriction

e Administer agent stations

e Administer virtual IP softphones

These steps are performed from the Communication Manager System Access Terminal (SAT)

interface.
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5.1. Administer CTI Link

To add a CTI link, use the “add cti-link n” command, where “n” is an available CTI link number.
Enter an available extension number in the Extension field. Note that the CTI link number and
extension number may vary. Enter “ADJ-IP” in the Type field, and a descriptive name in the
Name field. Default values may be used in the remaining fields.

add cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 50001
Type: ADJ-IP
COR: 1
Name: AES62

5.2. Administer IP Codec Set

Use the “change ip-codec-set n” command, where “n” is an existing codec set number used for
integration with Encore. For Audio Codec, enter “G.711MU”, which is the only codec type
supported by Encore. In the compliance testing, this IP codec set was assigned to the agents and
to the virtual IP softphones used by Encore.

Change ip-codec-set 1 Page 1 of 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
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5.3. Administer System Parameters Features

To configure Service Observing, use the command “change system-parameters features” to
enable two observers in the same call. Navigate to Page 11 and enable Allow Two Observers in
Same Call option. The Service Observing: Warning Tone option can also be enabled if
needed.

change system-parameters features Page 11 of 20
FEATURE-RELATED SYSTEM PARAMETERS
CALL CENTER SYSTEM PARAMETERS
EAS
Expert Agent Selection (EAS) Enabled? y
Minimum Agent-LoginID Password Length:
Direct Agent Announcement Extension: Delay:
Message Waiting Lamp Indicates Status For: station

VECTORING
Converse First Data Delay: 0 Second Data Delay: 2
Converse Signaling Tone (msec): 100 Pause (msec): 70
Prompting Timeout (secs): 10
Interflow-gpos EWT Threshold: 2
Reverse Star/Pound Digit For Collect Step? n
Available Agent Adjustments for BSR? n
BSR Tie Strategy: lst-found
Store VDN Name in Station's Local Call Log? n
SERVICE OBSERVING
Service Observing: Warning Tone? y or Conference Tone? n
Service Observing/SSC Allowed with Exclusion? n
Allow Two Observers in Same Call? y
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Enable Create Universal Call ID (UCID), which is located on Page 5. For UCID Network
Node ID, enter an available node ID.

change system-parameters features Page 5 of 20
FEATURE-RELATED SYSTEM PARAMETERS

SYSTEM PRINTER PARAMETERS
Endpoint: Lines Per Page: 60

SYSTEM-WIDE PARAMETERS
Switch Name:
Emergency Extension Forwarding (min): 10
Enable Inter-Gateway Alternate Routing? n
Enable Dial Plan Transparency in Survivable Mode? n
COR to Use for DPT: station
EC500 Routing in Survivable Mode: dpt-then-ec500
MALICIOUS CALL TRACE PARAMETERS
Apply MCT Warning Tone? n MCT Voice Recorder Trunk Group:
Delay Sending RELease (seconds): 0
SEND ALL CALLS OPTIONS
Send All Calls Applies to: station Auto Inspect on Send All Calls? n
Preserve previous AUX Work button states after deactivation? n
UNIVERSAL CALL ID
Create Universal Call ID (UCID)? y UCID Network Node ID: 1

Navigate to Page 13, and enable Send UCID to ASAI. This parameter allows for the universal
call ID to be sent to Encore.

change system-parameters features Page 13 of 20
FEATURE-RELATED SYSTEM PARAMETERS
CALL CENTER MISCELLANEOUS
Callr-info Display Timer (sec): 10
Clear Callr-info: next-call
Allow Ringer-off with Auto-Answer? n

Reporting for PC Non-Predictive Calls? n
Agent/Caller Disconnect Tones? n

Interruptible Aux Notification Timer (sec): 3
Zip Tone Burst for Callmaster Endpoints: double

ASAT
Copy ASAI UUI During Conference/Transfer? n
Call Classification After Answer Supervision? n
Send UCID to ASAI? y
For ASAI Send DTMF Tone to Call Originator? y
Send Connect Event to ASAI For Announcement Answer? n
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5.4. Administer Class of Restriction (COR)

Class of Restriction (COR) is used to control features that users can access. There will be two
CORs used in the testing, one is assigned to agent stations and the other is assigned to virtual
stations that have the Service Observing feature buttons.

To administer a COR that will be used for the agent stations, enter the “change cor n” command,
where “n” is available COR number. Enter the following fields and retain other fields at default.
e COR Description: Enter a descriptive name, e.g., “For regular ext”.
e Can Be Service Observed?: Set to “y”.
e Can Be A Service Observer?: Setto “n”.

change cor 1 Page 1 of 23
CLASS OF RESTRICTION

COR Number: 1
COR Description: For regular ext

FRL: O APLT? vy
Can Be Service Observed? y Calling Party Restriction: none
Can Be A Service Observer? n Called Party Restriction: none
Time of Day Chart: 1 Forced Entry of Account Codes? n
Priority Queuing? y Direct Agent Calling? n
Restriction Override: none Facility Access Trunk Test? y
Restricted Call List? n Can Change Coverage? n
Access to MCT? y Fully Restricted Service?
Group II Category For MFC: 7 Hear VDN of Origin Annc.?
Send ANI for MFE? n Add/Remove Agent Skills?
MF ANI Prefix: Automatic Charge Display?

Hear System Music on Hold? y PASTE (Display PBX Data on Phone)?
Can Be Picked Up By Directed Call Pickup?

Can Use Directed Call Pickup?
Group Controlled Restriction: inactive

KK BB B BB
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Use the same command above to configure a COR for the virtual stations that have the Service
Observing feature buttons. Enter the following fields and retain other fields at default.

e COR Description: Enter a descriptive name, e.g., “For service observer”.

e Can Be Service Observed?: Set to “n”.

e Can Be A Service Observer?: Set to “y”.

change cor 2 Page 1 of 23
CLASS OF RESTRICTION

COR Number: 2
COR Description: For service observer

FRL: 7 APLT? vy
Can Be Service Observed? n Calling Party Restriction: none
Can Be A Service Observer? y Called Party Restriction: none
Time of Day Chart: 1 Forced Entry of Account Codes? n
Priority Queuing? n Direct Agent Calling? n
Restriction Override: none Facility Access Trunk Test? n
Restricted Call List? n Can Change Coverage? n
Access to MCT? y Fully Restricted Service? n
Group II Category For MFC: 7 Hear VDN of Origin Annc.? n
Send ANI for MFE? n Add/Remove Agent Skills? n
MF ANI Prefix: Automatic Charge Display? n
Hear System Music on Hold? y PASTE (Display PBX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n

Group Controlled Restriction: inactive
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5.5. Administer Agent Stations

During the compliance test, the H.323 stations “53018” and “53019” were configured and used

as the Contact Center agents with the following requirements.
e A maximum of two Call Appearances per agent station.

e |P Softphone enabled.

Issue “add station n” command, where “n” is an available extension number. Enter the following
values for the specified fields, and retain the default values for the remaining fields.
e Type: Enter station type that is being added.
e Name: A descriptive name.
e Security Code: Enter a desired code.
e COR: “1” as configured in Section 5.5.

e IP SoftPhone: “y”.

change station 53012 Page 1 of 5
STATION
Extension: 53012 Lock Messages? n BCC: O
Type: 4620 Security Code: * TN: 1
Port: S00096 Coverage Path 1: COR: 1
Name: Agent 9608 Coverage Path 2: CoS: 1
Hunt-to Station: Tests? y
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 53018
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y
IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? y
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Navigate to Page 4, and only assign two “call-appr” buttons.

change station 53012 Page 4 of 5
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:

ABBREVIATED DIALING
Listl: List2: List3:

BUTTON ASSIGNMENTS

1: call-appr 58
2: call-appr 6:
3¢ 7
4: 8:

Repeat the same procedure to create another H323 station “53010”.
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5.6. Configure Virtual IP Softphones

For compliance testing create four virtual stations “53020”, “53021”, “53022”, and “53023” that
have the Service Observing feature buttons. These virtual softphones were used by the Encore
application to record media for calls made from/to agent extensions. Use the “add station n”
command, where “n” is an available extension. Enter following fields and retain others at

default.
e Type: Enter an IP station type.
e Security Code: Enter a desired code.
e Name: Enter a descriptive name.

COR: “2” as configured in Section 5.5.
e IP SoftPhone?: “y”.

add station 53020

Page 1 of 5

STATION
Extension: 53020 Lock Messages? n BCC: O
Type: 4620 Security Code: * TN: 1
Port: S00102 Coverage Path 1: COR: 2
Name: Virtual Extl Coverage Path 2: Cos: 1
Hunt-to Station: Tests? y

STATION OPTIONS

Time of Day Lock Table:

Loss Group: 19

Speakerphone: 2-way
Display Language: english
Survivable GK Node Name:
Survivable COR: internal

Survivable Trunk Dest? y

Personalized Ringing Pattern: 1

Message Lamp Ext: 53020
Mute Button Enabled? y
Expansion Module? n

Media Complex Ext:
IP SoftPhone? y

IP Video Softphone? n

Short/Prefixed Registration Allowed: default

Customizable Labels? y
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Navigate to Page 4, enter two “call-appr” and one ““serv-obsrv” buttons.

display station 53020

Page 4 of

STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: O
Building: Set Color:
ABBREVIATED DIALING
Listl: List2: List3:
BUTTON ASSIGNMENTS
1: call-appr 58
2: call-appr 6:
3: serv-obsrv 7
4: 8:
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

Verify Application Enablement Services License.
Administer TSAPI link.

Administer DMCC Ports.

Configure security on Application Enablement Services.
e Administer Tlink.

e Administer CTI User.

Access the OAM web-based interface by using the URL “https://ip-address” in an Internet
browser window, where “ip-address” is the IP address of the Application Enablement Services
server.

The Please login here screen is displayed. Log in using the appropriate credentials.

AVAyA Application Enablement Services

Management Console

vsemame |
e I

© Copyright © 2003-2012 Avaya Inc. All Rights Reserved.

The Welcome to OAM screen is displayed next.

er admin
e Dec 3 10:40:00 2013 from 10.10.98.71
ailed login attempts:

AVAyA Application Enablement Services

L
.
H
Management Console é
S

563/10.10.98.17
Type: VIRTUAL_APPLIANCE_OH_SP
6,3,0,0,212-0
ver Date and Time: Fri Feb 14 11:57:33 EST 2014

) AE Services
Communication Manager Welcome to OAM
Interface

) Licensin
5 vices Operations, Administration, and Management (OAM) Web provides you with tools for managing the AE Server, ©AM spans the following administrative domains

) Maintenance

» Networking

} Security
» Status ication and authorization, configure Linux-FAM (Pluggable Authentication Modules for Linux) and so on

b Utilities

ts,
AM Help system
» Help

trative domains can be served by one administrator for all domains, or a separate administrator for each domain

Copyright © 2009-2012 Avaya Inc. All Rights Reserved.
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6.1. Verify Application Enablement Services License

Select Licensing - WebLM Server Access in the left pane, to display the Web License
Manager pop-up screen (not shown), and log in using the appropriate credentials.

YL

AVAYA Application Enablement Services

Management Console

Licensing Home | Help | Logout

» AE Services

R Communication Manager Licensing
Interface

High Availability

If you are setting up and maintaining the WebLM, you need to use the following:
icensin
0 * WeblLM Server Address

WebLM Server Address : - . p— : o
If you are importing, setting up and maintaining the license, you need to use the following:
S e
WebIiW Servor Artesss * WeblLM Server Access

Reserved Licenses If you want to administer TSAPI Reserved Licenses or DMCC Reserved Licenses, you need to use the

» Maintenance following:
» Networking ¢ Reserved Licenses

The Web License Manager screen below is displayed. Select Licensed products =
APPL_ENAB - Application_Enablement in the left pane, to display the Application

Enablement

(CTI) screen in the right pane.

Verify that there are sufficient licenses for TSAPI Simultaneous Users and Device Media and
Call Control, as shown below. Note that the TSAPI license is used for device monitoring, and
the DMCC license is used for the virtual IP softphones.

eI e Application Enablement (CTI) - Release: 6 - SID: 10503000 (Standard License file)

Install license
“ou are here: Licensed Products > Application_Enablement * Wiew License Capacity

Licensed products
APPL_ENAE License installed on: June 10, 2013 4:44:13 PM -05:00

~ application_Enablement
wiew license capadity License File Host IDs: E4-1F-13-66-48-D&
view peak usage

Licensed Features
Uninstall license

Feature Expiration
Server properties (Keyword) e Licensed
Manage users CHLAN ASAL

(VALUE_AES_CULAN_ASAL) permanent 16
Unified CC API Desktop Edition
Shorlcuts (VALUE_AES_AEC_UNIFIED_CC_DESKTOP) Permanent 1000
AES ADVANCED SMALL SWITCH
=t e eEIoe] oelued (WALUE_AES_AEC_SMALL_ADVANCED) permanent 3
CWLAN Fropristary Links ¢ s
(¥ALUE_AES_PROPRIETARY_LINKS) permaner
SmallServerTypes
a0e;

MediumServerTypes
b 306;ibm 3 06 m; del 1950; _8832_vm; C

LargeServerTypss:
isp2100; ibmx305; di360g3;d136501; dI3850; tiLarg:
TrustedApplications: 1PS_001, BasicUnrestricted, AdvancedUnrestricted,
DMClnrestricted; 1XP_001, Basicnrestricted, AdvancedUnrestricted,
DMCUnrestricted; 1xM_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; PC_DDL, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; CIE_001, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; OSPC_001, BasicUnrestricted, AdvancedUnrestricted,
DMClnrestricted; VP_001, Basiclinrestricted, AdvancedUnrestricted,
DMCUnrestricted; SAMETIME_001,
WALUE_AEC_UNIFIED_CC_DESKTOFP,; CCE_0DL, BasicUnrestricted,
advancedlnrestricted, DMCLinrestricted; CSI_Ti_001, BasicUnrestricted,
advancedUnrestricted, DMCURrestrictsd; GSI_T2_001, BasicUnrestricted,
advancedlnrestricted, DMCLnrestricted; AUAYAVERINT_001,

BasicUy , Advancedul , DMCL icted;
CCT_ELITE_CALL_CTRL_DD1, BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted, AgentEvents;

Product Notes
(VALUE_NOTES) permanent

AES ADVANCED LARGE SWITCH

(WALUE_AES_AEC_LARGE_ADUANCED) permanent 3
TSAPI Simultaneous Users  om
(VALUE_AES_TSAPI_USERS) permanen

DLG

(VALUE_AES_DLG) permanent 18

Device Media and Call Control + 1000
(VALUE_AES_DMCC_DMC) permanen

Acquired

0
1
0

0

Hot
counted

If the TSAPI and DMCC services are not licensed, contact the Avaya sales team or business
partner for a proper license file.
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6.2. Administer TSAPI Link
From the Management console, navigate to AE Services > TSAPI - TSAPI Links. The
TSAPI Links page is displayed in the right (screen not shown), click Add Link. Enter the
following highlighted values to add the CTI link:
e Link: From the drop down menu, select any available link number.
e Switch Connection: Select the relevant switch connection from the drop-down list. In
this case, the switch connection “CLAN2” is selected Switch CTI Link Number: Select
the CTI link number from Section 5.2.
e ASAI Link Version: Select “4” from the drop down menu.
e Security: Select “Both” from drop down menu.

Click on Apply Changes when finished.

CWLAN Edit TSAPI Links

Link

DMCC Switch Connection
SMS Switch CTI Link Mumber | 1
TSAPI ASAI Link Version
Security Both

i g
e
5]
<
<

= TSAPI Links
= TSA&PI Properties Apply Changes ] [ Cancel Changes ] [ Advanced Settings
TWS

Communication Manager
Interface

} Licensing

} Maintenance
» MNetworking
} Security

» Status

» Utilities

» Help
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6.3. Administer DMCC Ports

From the Management console, navigate to Networking - Ports. The following highlighted
configurations are needed in DMCC Server Ports section:
e Unencrypted Port: Enabled and enter the port “4721”. This port is used for Encore
server to connect to Application Enablement Services server.

Click on Apply Changes and Apply when finished.

Metworking |Ports

p AE Services
Communication Manager Ports
Interface
» Licensing CVLAM Ports Enabled Disabled
» Maintenance Unencrypted TCP Port 9999 [O®]
¥ Networking Encrypted TCFP Port 2995 [O®]
A&E Service IP (Local IP)
: DLG Fort TCF Fort 5675
Metwork Configure
Ports TSAFI Ports Enabled Disabled
TCP Settings TSAPL Service Port 450 ® O
b Security Local TLINP\T Forts
TCP Port Min 1024
» Status TCP Port Max 1039
» Utilities Unencrypted TLIMNE Ports
TCP Port Min [1050 |
» Help
TCP Port Max [1065 |
Encrypted TLIMK Ports
TCP Port Min [1066 |
TCP Port Max [1081 |
DMCC Server Ports Enabled Disabled
Unencrypted Port [4721 | ® O]
Encrypted Port [4722 | ® O
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6.4. Administer Security

From the Management Console, navigate to expand Security - Security Database - Control.
The SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services page is displayed
on the right. Make sure Enable SDB for DMCC Service and Enable SDB for TSAPI Service,
JTAPI and Telephony Web Services boxes are unchecked. Click Apply Changes button to

complete.
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Security | Security Database | Control

» AE Services

Communication Manager

SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

» Licensing [] Enable SDB for DMCC Service

[] Enable SDB for TSAPI Service, JTAPI and Telephony Web Services

Apply Changes

» Maintenance

» Networking

¥ Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host &2

P&

Security Database

= Control

CTI Users

= Devices

= Davice Groups

= Tlinks

= Tlink Groups
= Waorktops
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DMCC and TSAPI services need to be restarted for the changes take effect. Navigate to
Maintenance = Service Controller. Check on the DMCC Service and TSAPI Service and
click Restart Service button to restart the service.

Maintenance | Service Controller

» AE Services

Communication Manager Service Controller
Interface
p Licensing Controller Status
* Maintenance (1 asal Link Manager Running
. 7 . . |
Date Time/MNTFP Server | DMCC Service Running
: O cvLan servi RuRARing
Security Database Ervine _
[ oLs service Running

Service Controller )
D Transport Layer Service Running

‘ TSAPI Service Running ‘

Server Data

» Networking

» Security For status on actual services, please use Status and Control

p Status [ Start ][ Stop ][ Restart Service ][ Restart AE Server ][ Restart Linux ][ Restart web Server ]

p Utilities

» Help

6.5. Administer Tlink

From the Management Console, navigate to Security > Security Database = Tlinks. The
Tlinks page is displayed on the right with two Tlinks as shown below. The unsecured Tlink
“AVAY A#CLAN2#CSTA#AES63” will be used to configure the Encore application in Section
9.2.

Security | Security Database | Tlinks

» AE Services

Communication Manager Tlinks
Interface

» Licensing Tlink Mame

» Maintenance | @ AvATA#CLANZ#CSTA#AESES
O AvATA#CLANZ#CETA-S#AESES

» Metworking

¥ Security Delete Tlink

Account Management

Audit

Certificate Management
Enterprise Directary
Host &2

PAM

Security Database
= Control

CTI Users

= Devices

= Device Groups

= Tlinks

= Tlink Groups

= Waorktops
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6.6. Administer CTI User

From the Management Console, navigate to User Management - User Admin - Add User.
The Add User page is displayed on the right (not shown). Enter desired values for User Id, e.g.
“test”, Common Name, Surname, User Password, and Confirm Password. For CT User,
select “Yes” from the drop-down list. Retain the default value in the remaining fields. Click on
the Apply button to complete (not shown). This user will be used to configure for the Encore
application in Section 9.1.

AE Services

User Management | User Admin | List All Users

Communication Manager Edit User
Interface
b Licensing * User Id |test |
 Maintenance * Common Mame |test |
» Networking * Surname test |
b Security User Password | |
b Status Confirm Password | |
¥ User Management Admin Note | |
; ; Avaya Role | Maone v|
Service Admin
Business Category | |
User Admin )
Car License | |
= Add User — | |
arme
= Change User Password
= List all Users Css Home | |
s Modify Default Users CT User |Yes v |
= Search Users Department Mumber | |
} Utilities Cisplay Mame | |
b Help Ernployes Murmber | |
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7. Configure Avaya Aura® Contact Center

This section provides steps on how to configure Contact Center. This section assumes that
Contact Center system is already installed and operational; the section provides steps for
configuring the following configurations:

e Verify Contact Center License.

e Configure Windows users.

e Configure CCT Server.

In the compliance test, the Contact Center system used is a co-res system which consists of
Contact Center Manager Server, Contact Center Manager Administrator, Contact Center
Communication Control Toolkit, Contact Center License Manager, and Media Server
Application (MAS).

7.1. Verify Contact Center License

From server where the License Manager is installed, navigate to menu Start - All Programs
- Avaya > Contact Center - License Manger - Configuration. The AACC License
Manager Configuration window is displayed, make sure there is CCT and ICP presented in the
table as below.

| Configuration  Feal Time Usage |

Licenze Tupe | bl am | Current | %l zed | Alarms -
License Manager 1 0 0oz [ nfa

Corporate Record On Demand a0 0 0ox [ Applicable
Corporate Multiple DM Registration 50 0 0oz [ Applicable —
Corporate CCT Open Interface a0 1 20% [ &pplicable
Corporate Report Creation ‘wizard ... 50 0 0o [ &pplicable
Corparate Supervizors 50 0 0oz [ Applicable
ICP Dialog Sesziong (ingt) 100 0 0ox [ Applicable
AMS Linus 100 0 0oz [ Applicable
A5 Windows 100 1] 00% [ &pplicable
ICP Dialog Sesgiong [__sip) 100 0 0o [ Applicable
ICP Annc Sessions 100 0 00X ] &pplicable
ICP Conference Sessions 100 0 0ox [ Applicable
Corporate - CCT VR Contact Centr... 50 0 0o [ Applicable
CCT IWR Contact Centre HD Inter... 50 u] 0.0% [ &pplicable -
a0 T - ST B

Critical Licenze Uszage % ISD

Maijor Licenze Usage % ISD Apply |

Exit |
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7.2. Configure Windows Users

In the compliance test, the Contact Center CCT server is not joined to a Windows domain;
therefore, the Windows user used for CCT user login will be created in the local CCT server. In
case the CCT server joins a domain, the Windows user needs to be created in the domain

controller.

From the Contact Center CCT server, navigate to menu Start > Administrative Tools >
Computer Management. The Computer Management window is displayed. Right click on
Users (not shown) folder under Local Users and Groups and then select New. The New User
window is displayed; enter information for user as shown below. Click Create button to

complete.

Hew User

K E3

User name: Iagent‘l

Full name: IAQBnt 1

Description: ID evCM Agent 1

Paszword: I.........

Lonfirm pazzword: I"“Onu

™| Wser must change password at nest logon
I~ Uszer cannat change pazsword
W Pazzword never expires

I Account ix disabled

Help | Create I

Cloze

The screen below shows the Computer Management window with a Window user created as
agentl. Similarly more users can be created as required.

Qtumputer Management

File  Action Wew Help

= E

&= |2mlc= HE

ES Computer Management (Localy Name | Full Mame | Descriptian | Actions
Bl {f} System Tools A administrakor Built-in account for administering the. ..
- i
((£) Task Scheduler gagentl Agent 1 DevCM Agent 1
g Event Viewer A agentz Agent 2 DevCM Agent 2
2| Shared Folders A agents Agent 3 DieviCh Agent 3
& &l Local Users and Groups | | 63 eeq Agert 4 SIP Agent ¢
= pe !,- Agents Agent 5 DewCM Agent 5 More Ackions 3
| Groups s
= Agents Agent & DevCh Agent &
(%) Performance ;_ J N a
T &= AgentT Agent 7 DevCM Agent 7
oy Device Manager
5 5 Storage A pgents Agent & DevCM Agent &
= =9 Disk Management !,- CalRecordUser  Call Recorder For call recording applications
_E Services and Applications ?; Guest Euwilt-in account for guest access ba k..
Aliceadrin iceAdrin Builk-in account for Avaya Contact C...
!,- TUSR_SWC TSR _SWC Biuilk-in account for Awvaya Contact C...

Repeat the same procedure to create “CallRecordUser” that is used for configuring in the CCT
Web services for the Encore application.
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7.3. Configure CCT Web Services

From the Contact Center server, navigate to menu Start > All Programs - Avaya - Contact
Center - Communication Control Toolkit > CCT Console. The CCT Admin window is
displayed. In the left navigation pane, select CCT Web Services under Server Configuration.
In the middle pane, enter the following highlighted fields:

e Enable CCT Web Services: Select the box.

e Ports: Set to “9084”. Note that the CCT Web Services range port has to be different
than SOA Web Services ports in WS Open Interface in the Server Configuration of

CCMS.

e Domain Name: Enter “bvwdev.com”.

e Enable SIP Call Recording: Select the box.

e Call Recording User Account: Enter the “AACC-HA1\CallRecordUser” as created in
Section 7.2. Note to include the local computer name since the user is created as a local
Windows user. During compliance testing the local computer name was AACC-HAL.

e TLS Security: Not used and therefore not selected.

= CCTAdmin - [Console Root',Communication Control Toolkit',Server Configuration,CCT Web Services]
File Action ‘iew Favorites window  Help | - |ﬁ' |ﬂ
ke ARl ol 7|
| Console Root Actions
5 &% Communication Control Toolkit ¥ Enable CCT Web Services ™ IL5 Secuity -
h
&8 Bulk Provisioning Taols — 504 Configuration = TLS Encryption
El & Server Configuration Host Mame: — Step 1: Certificate Signing Bequest [C5H] Apply changes
Discard chan...
IMEE-HM [enerate C5H... -
Ports: View 3
Mew Windo. ..

|9084 33 - ISDS?

Dromair M ame:

|bvwdev.com

Session Timeout:
Iﬂ [minutes]

I¥ Enable 5IP Call Recording
Call Recording User Account:

IAAEE-HA‘I WCallRecordU ser

Browse Users...

— Step 2 Import Trusted Certificate Authority (4] ——

Ca Aliaz: I

Import Trusted C4 Certifizate... |

— Step 3 Import C5F Fesponse Certificate

Import Certifizate. .. |

Eeset TLS Encryption Configuration |

E Help

Use System Control and Monitor Utility tool to restart CCT services for changes above to take

effect (not shown).
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In order to access CCT Administration web page, the CCT server needs to be added into Contact
Center Manager Administer (CCMA). Launch CCMA web page, by entering IP address or
hostname of CCMA into the address box of a browser as shown below. Note that the IP address
of CCMA needs to be added into the Trusted sites under Security tab of Internet Options.
Enter the appropriate credentials to access to CCMA webpage.

72 Contact Center - Manager - Login - Windows Internet Explorer

KD ) = [A e iascher] = [&][¢# ][] [Fene o
[ Favorkes | 5 (= supgestedstes « & et iee aslery +

/A Contct Conter - Maniager - Login | Ty B - e - pager Safetyr Tookr @)
A\\/A\/A\ Contact Center - Manager about | change Password

Contact Genter - Manager - Login

Login

Log In

From the Launchpad window in the CCMA web page, select Configuration.

AVAVA Contact Center - Manager About | Audit Trail | Logaut

Launchpad

Launchpad

Contact Center Management

Configuration

Access and Partition Management

Scripting

Real-Time Reporting Emergency Help

© S @SS

Historical Reporting

@ @ @ S S

Outbound

Call Recording and Quality Monitoring Multimedia

From the Configuration page, select Server - Add Server.

AVAyA configuratio“ Logged in user: webadmin | Logout

Server Download Status Launchpad

Help

Configuration

Refresh all Servers

o Expand a server node to view configuration resources, such as
CONs (Route Points) and DNISs. Then click a resource to add,

edit, or delete configuration data.
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The Server Properties window is displayed in the right pane. Enter the following highlighted
fields below.

e Type: Select “CCT” in the drop down menu.

e Server Name: Enter name of CCT server, e.g. “AACC-HA1”.

e IP Address: Enter IP address of CCT server, e.g. ©“10.10.97.52”.

e Associated CCMS Servers: Check the radio button of present CCMS.
e Port Number: “8081”.

Click Submit button to add the CCT Server.

AVAYA Configuration

Server Download  Status Launchpad Help

(2) ANCC-HA1

RUEEANCC-HA1-CCT Server Properties

Associated CCMS Servers
Type |ooT o v
Servers )
Server Mame [2a0CHAT
AMCC-HAT (o)
P agdress [ini007 52
Display Mame  [22ccHai-coT
Login D
Passyorel

DS Prefix  CCT

The following ODBC DSH will be automatically created for this system: CCT_135.10.97.52_DSH

Port Number [0z

CCT Webste: URL  hitpoiAAC C-HA1:8081 WiebAdmin/

Submit | | Reset

The screen below shows the newly added CCT server.

Configuration Logged in user: webadmin | Logou|

CCT Administration

Server: AACC-HA1

CCT Admir it HAACC-HAL

Launch CET Consale:

Click Launch CCT Console as seen in the screen above to launch the CCT Administration web-
based console, the CCT Administration console is displayed as shown below.

AV/-\VA CCT Administration Logaed n 3 webaiin
Help.
E—
Users
AVAYA

Avaya Aura Contact Center

‘Communication Control Toolkit

Manage your Communication Control Toolkit

Version 6.3
Rel:1.0.0.132
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In the left navigation pane, right click on Users and Add new user (not shown) to add

“CallRecordUser” as shown in the screen below. This is the same user configured in Section

AVAYA CCT Administration T
Help

¢ Update CCT User
\ﬂ‘ @ User Details

workstations
3 Groups Login User Hame  AACC-HALCalRecordUs:
w Providers First Hame Call

w Passive Last Hame Recorder

@ Address Assignments
@ Terminal Assignments

0 Terminal Group Assignments

0 Address Group Assignments

0 Agent Assignments

Save |

In the left navigation pane, expand Providers and select Passive. The Update CCT Provider

page is displayed in the right pane, enter the following highlighted fields as shown below and
click Save button to save changes.

AVAyA CCT Administration Logged in 3 webadn
Help
¢ Update CCT Provider
Users 0 Basic Provider Information
Workstations
» Groups Provider Hame Passive
+ Providers IP Address 10.10.97.52
w Passive Port S060
Provider Type SIP Contact Center
& Provider Configuration
Save |
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8. Configure dvsAnalytics Encore

This document assumes that the Encore system is already installed and configured by
dvsAnalytics engineer. This section provides the following steps to configure the Encore system.

The Encore system integrates with the Avaya system. This integration allows the Encore system
to successfully perform the following functions:
e Audio Collection — Capture the audio that needs to be recorded.
e Recording Control — Receive the necessary events that signal when Encore must start and
stop recording.
e Data Capture — Receive data associated with the call

8.1. Configure AudioServer Softphones

From Encore server navigate to Program files\Avaya\AE Services\TSAPI Client, or using the
shortcut Start = Programs = Avaya AE Services 2 TSAPI Client, right-click on the file
TSLIB.INI and select Open with Notepad to edit this file.

In the Telephony Servers section, enter the IP address/host name and port number of the
Application Enablement Service server where the TSAPI Service is running. In the screen below
the IP address is “10.10.98.17” and the port number is “450”, so the entry is shown as
“10.10.98.17=450". Retain default values for all other fields. Save the file when finished.

8 T5L1B.1NI - Notepad

File Edit Format VYiew Help
3 TSLIB.INWI - windows Telephony services Library Configuration File

i Blank Tines and Tines beginning with ";" are dignored.
127.0.0.1=450

H
; List your Telephony Servers and aApplication Enablement (AE) Services
i servers that offer TsaAPI Telephony sServices above.

E Each entry must have the following format:

; host_name=port_number

; where:

; - host_name is either the domain name or IP address of the AE services

é - ;gigigﬂmber is the TsaPI serwice port number. The default port number
H used by AE Serwvices s 450.

; For example:

; aeserver.mydomain. com=450

y 192.168,123,.45=450
y 3ffe:fFff:100:f101:2e0:18FfF:fed0:9205=450

10.10.98.17=450

From Encore server, navigate to folder D:\EncData\Config\Softphone, right-click to the file
SP_CMAPL.ini and select Open with Notepad to edit this file.
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In the CMAPISessionInfo section, enter the IP address and port of Application Enablement
Services server in the AESAddress and AESPort and Username and Password as configured
in Section 6.6. The screens below show the SP_CMAPI.INI configuration in the compliance

test.
i SP_CMAPLini - Notepad
File Edit Format ‘iew Help
# E.G. Tull extension number=4085551234, set stationPrefix=408
# and set EncorePort in T gateway IMI to 5551234,
# This feature requires SP_CMAPI.DLL 3.5.1000 or later.
# TenbigitsExtension set this to yes when TenbigitsExtension is set to yves in CT Gateway
# CTIsetup.ini file. stationPrefix is fgnored.
# ExtensionareacodesFile when TenDiHitsExten§i0n=Yes, set this to CTISetup.ini file that
contains the extension area codes configuration.s
[options]
simulateso=No
offHookDelayInms=250
onHookDelayInms=100
InterbigitbelayInms=50
stationprefix=
TenbigitsExtension=nNo i L
# ExtensionareaCodesFile=D:iMEnchatasConfighCTGateway CTISetup-TSAPI. ini
#
#
# | oMCC session Info
L
# AEsAddress IP address of AEs (application Enablement serwice) connector
# AESPOrL IF port of AES, only unencrypted port 4721 is supported.
#  Username User name to 10? into AES, n AES 3.0, this is required but not walidated,
#* For 4ES 3.1 or Tater, this is wvalidated.
# Password password to Tog into AES, see UserMame
#
[CMaPTSepssinnTnfn]
AESAddress=10,10.98.17
AESPOrt=4721
UserMame=test
Password=123456
#
Iid
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Scroll down to the DMCC softphones section. Under Softphonel, set Extension and Password
to the first virtual IP softphone extension and security code from Section 5.7. Set SwitchAddr to
the IP address of Communication Manager. During compliance testing the processor IP address
was used. Set RTPAddress to the IP address of the Encore server. Retain the default values in
the remaining fields.

Create additional softphone lines as necessary. In the compliance testing, four softphones were
configured to correspond to the four virtual IP softphones from Section 5.7.

#  Codec Codec for RTP packets, default is g7liu. other walues are g7lla,
# g72%9 and g729a (must be administered on switch).

# Currently only G711U s supported.

ra

[zoftrPhonel]

Extension=53020
Password=1234

# Switchiame=cm
switchaddr=10.10.97. 201
RTPAddress=10.10.97.57
Codeac=g711U

[zoftrhone?]
Extension=53021
Pazsword=1234

# Switchnames=cm
switchaddr=10.10.97, 201
RTPAddress=10.10.97. 57
Codac=g711u

[softrPhones]
Extension=53022
Password=1234

# Switchname=cm
Switchaddr=10.10.97, 201
RTPAMdress=10.10,.97. 57
Codec=g711U

[softPhoned ]
Extension=53023
Password=1234

# Switchname=cm
Switchaddr=10.10.97, 201
RTPAMdress=10.10.97. 57
Codec=g711U
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8.2. Configure CT Gateway for TSAPI

From the Encore server, navigate to D:\EncData\Config\CTGateway. Copy and rename the
default ctisetup.ini file to CTlsetup-AvayaTSAPL.ini. Double click on this file. Locate the
following lines in the INI file and verify the values match the example below.

Scroll to the Agents section. Under Agentl, set ID and EncorePort to the first agent station
extension from Section 5.6. EncoreUnit is set to the value of the Recording Unit used for DMCC
recording. During compliance testing it was on “2”, but will typically be set to “1”. Create additional
agent parameter lines as necessary when more than one agent is being monitored.

IETISEI:up—AvayaTEAPI.ini - Motepad
File Edit Format Wiew Help

# ACents

#-

[agentl]
ID=53010
EncorePort=53010
Encoreldnit=2

[Agentz]
ID=55017
EncorePort=53012
Encorednit=2
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Use the Desktop Manager setup tool to launch CT Gateway for Avaya TSAPI. Right-click on
the Desktop Manager icon in the system tray, select Configuration (screen not shown). The
Desktop Manager setup window is displayed.

Desktop Manager setup E3
Startup I Scheduled tasks I
[~ Enable [~ Maotifications Enabled

The lizt below shows programs that will be launched, Click “4dd" to
add programs. To edit a program's seftings, expand it and double-click
ah the settings.

E AudioCodes_AudioS erver
=] CTGatedudioCodes
£33 AACCBridoeService
-] CTGatetvapatiCC
-] RecSw_SoftPhons
£33 EncorelnfamationService
-{3] VolP_sudicServer
E EncDatatd anager

{E StationlnformationS erver
ﬁ} Recording-Engine b
E RecSvr_audioCodes

-

..,— y

-2 Encors

™ SaitPhane AudinSeren LI
Add... Lhange... | Delete... I

Start dela_l.J:I B0 seconds Launch now |
Cancel | Ok I

Click Launch Now to launch CT Gateway. The CTISetup-AvayaTSAPL.ini-CTI Gateway
(AvayaTSAPI) window is displayed as seen below.

iﬂETISEI:up—AvaraTSAPI.ini - CT Gateway (AvayaTSAPI)
File Edit “ew Diagnosktics PEX  Help

Femcwing calls older than 43200 secondi=). .
Femoved 0 old zall(=s).
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From the above screen, continue to navigate to PBX - Configuration (not shown). The PBX
interface setup window is displayed. Select the Tlink AVAY A#CLAN2#CSTA#AES6E3 as
configured in Section 6.5 in the dropdown menu. Enter “test” in the Login 1D box and its
password in the Password and Confirm Password boxes. The ID “test” is configured in Section
6.6. Click OK button to complete and shut down the CTGate-AvayaTSAPI.

Click on drop-down button below to select a Tserver
| s HCLANZHCS TARAE SE3 |
AVAYARCLANZHCS TAHAESES
AVAYAﬂELﬁNNESTA-SMES%
LognlD et
‘Password lm LConfirm pazzword lm
V' Alarm on Monitor-ended event Debug logging IS_
[V Alarm on deyice manitor failure [~ Capture UL data

[~ #&gent list from ACD

* Requires restart of CTG ateway

oK I Cancel |

Use the Desktop Manager Setup application to launch the CTGate-AvayaTSAPI application
again.

8.3. Configure CT Gateway for Contact Center Data Collection

From the Encore server navigate to\EncData\Config\CTGateway. Copy and rename the default
ctisetup.ini file to CTISetup-AvayaAACC.ini. If no ctisetup.ini exists, find the default file in
the SamplelNI folder. Double-click on the CTISetup-AvayaAACC.ini file to edit. Locate the
following lines in the INI file and verify the values match the example below:

In the Agents section, set ID and EncorePort to the first agent station extension from Section
5.6. EncoreUnit is set to the value of the Recording Unit used for DMCC recording. During
compliance testing it was on “2”, but will typically be set to “1”.Create additional agent parameter
lines as necessary when more than one agent is being monitored.

IETISetup-AvayaAAEE.ini - Motepad

File Edit Format ‘iew Help

#[AC01]
#ID=2500

# Agents
#

[Agentl]
ID=53010
EncorePort=53010
Encorelnit=2

[agent2]
ID=53012
Encareport=33012
Encorelnit=2
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Use the Desktop Manager Setup tool to launch the CTGate-AvayaAACC application.

Desktop Manager setup ﬂ E

Startup | Scheduled tasks I
[ Enatle [ Motifications Enabled

The list belov shows programs that will be launched. Click "Add" to
add programs. To edit a program's settings, expand it and double-click
on the seftings.

ﬂ AudioCodes_AudioServer -
E CTGate-AudioCodes
-3 AACCBridgeService

T Gat CC
ﬂ RecSv_SoftPhone
433 ErncorelrformationS ervice

E Yol P_pudioS erver

ﬂ E D atabd anager

E StationlnfarmationS erver

43 Recording-Engine b
ﬂ FecSyvr_AudinCodes

-] CTGate-dvapaT SAPI

-3 EncoreE ventService

™ SaftPhane Saoding ersen LI

Add.. Change... | Delete... |

Start dela_l,J:I =] seconds Launch now |
Cancel | Ok I

The CTISetup-AvayaAACC.ini-CT Gateway (AvayaAACC) window is displayed as seen

below.
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From the above screen, continue to navigate to PBX - Configuration (not shown). The PBX
interface setup window is displayed. Enter the values as highlighted in the screen below.

AACC Communication Control ToolKit (CCT) Web services section:
e CCT Server name/lIP address: Enter IP address of CCT server “10.10.97.52”
e CCT web services port: “9084” as configured in Section 7.3
e AACC SIP Domain: “bvwdev.com” as configured in Section 7.3.
e CCT web service user ID: “AACC-HA1\CallRecordUser” as configured in Section 7.2.
e CCT web service user password: The password that was configured in Section 7.2.
e Confirm CCT web service user password: Same as above.

AACC Contact Center Manager Administrator (CCMA) web services section.
e CCMA Server name / IP Address : Enter the IP address of CCMA server which is
“10.10.97.52”.
e CCMA web service user ID: Enter the appropriate user ID to login to CCMA.
e CCMA web service user password: Enter the password valid for the above user.
e Confirm CCMA web service user password: Same as above.
Retain default values for other fields in this section.

Encore AACC Bridge Windows service section.
e Server name / IP address: Enter the IP address of Encore server “10.10.97.57” that was
used during compliance testing.
Retain default values for other fields in this section.
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PBX interface setup

i B3

*CCT web zervices port:
*BACC SIP Domain:

*CCT web zervice user 1D;

*CCT web zervice user passward:

LConfirm CCT web gervice user password :

—AACE Communication Contral Toolkit [CCT ] Web services
*CCT Server name / |IP address:

|1|11u.9?.52

|9084

Ihvwdev.cnm

I.-'l‘-.-'l‘-.EE-H.-'l‘-.'I WCallR ecordl ze

Ixxxxxxxxx

Ixxxxxxxxx

*CCMA web zervices paort:

“CCM& web service user 1D:

*CCMA web zervice uger password:

Confirmn CCkA web service uzer pagsword

—&ACC Caontact Center M anager Administration [CCkA] web services
*CCM Server name £ |P address:

|1|11u.9?.52

|EEI
|_

Ixxxxxxxx

Ixxxxxxxx

— Encare AACC Bridge ‘Windows zervice

*Semver name / |FP addresz:

|1|11u.9?.5?

CT Gateway connects ta this [P Part:

AACC connects to one of these [P Portz

[2702 - 2708]:

|1555

|2?05

v “Delay eventz by [500

Debug logging lewvel: Iﬂ

=

Add memo ta log file...

* Reguires restart of CTEateway

x|

Cancel

Click OK button to complete and shut down the CTGate-AvayaAACC. Use the Desktop
Manager Setup application to launch the CTGateways for the CTGate-AvayaAACC

application again.
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9. Verification Steps

The following are typical steps to verify the integration between Encore application and Contact
Center, Application Enablement Services, Session Manager and Communication Manager.

Check status of connections from Contact Center and Encore servers to Application Enablement
Services server by navigating to Status - Status and Control > DMCC Service Summary.
The DMCC Service Summary-Session Summary window is displayed in the right pane as
shown below. Verify the User column shows an active session with the CTI user name from

Section 6.5, and that the # of Associated Devices column reflects the number of configured
softphones from Section 8.1.

AVAyA Application Enablement Services

Management Console

Alarm Viewer

Logs D_ e e oo oo i ——— | n
[m]
]
[m]

35F16A544FOBFRBDR 1CC2198CRBTRCA3-11 5ip:53010@ bvwdev.com ancc 10.10.97.52:10.10.97.52 | TR-87 Encrypted

Status and Control

ES186828C0556F546 0182664956264 1-17 5ip:53040@ bvwdev.com AACC 10.10.97.52:10.10.97.52 | TR-87 Encrypted

ES1534AC64444B93D 046933E1E2C2289-16 5ipi53042@ bvwdev.cam ABCC

1
10.10.97.52:10,10,97.52 | TR-87 Encrypted 1
n

65024811023E3CFBA 3E07FAEEES37D78-18 est. spAs1 10.10.97.57 %ML Unencrypted

Copyright © 2009-2012 Avaya Ine. All Rights Reserved.
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Check status of the Audio Server Port and Softphone_AudioServer at the Encore server

as shown below. Verify that the ports are created and in idle status.

Audiu server Control Program — | COf =

First, zelect the Audio DI type ISthpthE Cervice Dhserve j
to conbral.

Cloze Audio Server | t ake it Visible | b ake it Invisible |
[ Sothone pudoserer M=K

File Setkings Help

12/02-10049:22 885 SP_CMAPIL: P=4, Ext=53023, Destroying DMCL zoftphone ;I
12/02-10:45:22. 885 SP_CMaPl: P=4, Ext=h3023, Destroyed DMCC softphone Show |
12/0210:45:23.041 SP_CMAPI: Destroved softphones and stopped AES/DMLC session Status
1202105225706 SP_CMaAPI: starting AES/DMCC session, AES server=135.10.98.17:47.
12/02-10:52:26.455 SP_CMaAPI: Started AES/DMCC application zession; |D=60024811923
12/02-10:52:26.455 SP_CMAPI: P=1, Ext=53020, Creating DMCC zoftphote

12/02-10:52:26.456 S5P_CMaPI: P=1, Ext=53020, using UDP port 40000 to receive RTF da
12/02-1052:26 533 SP_CMAPL: P=1, Ext=53020, Created DMCLC softphone

12/0210:62:27 469 5P_CMAPI: P=2, Ext=53021, Creating DMCLC softphone

12/021052:27 463 SP_CMAPI: P=2, Ext=53021, using UDF port 40002 to receive RTF da
12/02-10:52:27 500 5P_CMaAPI: P=2, Ext=53021, Created DMCC zoftphaone

12/02-10:52:28 483 SP_CMAPI: P=3, Ext=53022, Creating DMCC softphone

12/02-10:52:28 483 SP_CMAPI: P=3, Ext=53022, using UDP port 40004 to receive RTP da
12/02-10:52:28 514 SP_CMAPI: P=3, Ext=R3022, Created DMCC zoftphone

12/02-10:52:29.497 SP_CMaPI: P=4, Ext=03023, Creating DMCC softphone

1202105229497 SP_CMaAPI: P=4, Ext=03023, using UDP port 40006 to receive RTP da
12/02-10:52:29.528 5P_CMAPI: P=4, Ext=53023, Created DMCC softphone

1202105232539 SP_CMaAPL: Mumber of portz=4

2,
2,
3
3
3.
4.
4,

4| | 3

Clear |
Audio Server Port Status =] B |

Dbl-Click. oh a port to go to the diagnostics form. Riefresh |

Part | Statuz | Statioh | Clignts |

1 Idle
2 Idle
3 Idle
4 Idle
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e Screen below shows the SoftPhone Recording Server in the process of a recording.
Verify that the port is busy and the proper status of the recording is seen.

"¢ SoftPhone Recording Server

File Setup VWiew Diagnostics Help

Recording Ports

53041

Connection Mame | Connected | Connection Time | IP Address ]
SoftPhone Audio Server Ve 1125 15:02:36 127001

RecE naine Yes 1125 15:02:42 127.0.01

Log; RecSwiSP 25kt I:Iearl

112813 31:17.010 Row<RecEnagines: Start: 2:53012:1 DAEncD atasOHWIZ1462H waid _4_3
11/28-1331:17.010 Snd<AS> MonitorR equest<5301 2>

11428-13:31:17.010 Snd:< R ecEngine:: Start Status: 22530121 IMasRecTime = 1300} Monitor Request Sent
11/28-13:31:17 697 Row<aSy<RecEngines <5301 2x <13 Startedh anitor

11/28-13:31:17 697 Snd<RecEnaginesr: Asynch Status: 2530121 Start Recording< 1>

114281331 25,481 Row<RecEnaginer: Stop: 2:53012:1

11/28-13:21:25.481 Snd<AS>: Stop Monitor 53012

11/28-13:31: 25,481 Snd<RecEnagines>: Stop Status 2530121 Success

11/28-13:31:37.867 Row<RecEnginey: Start: 2:53041:1 D:AEncDatah0Ih01214620 wxB

11428133137 867 Snd<A5> MonitorR equest<53041>

11/28-13:31:37 867 Snd<RecEngine:: Start Status: 2:53041:1 {MarFecTime = 1800} Monitor Request Sent
11/28-13:21:37.867 Rov<RecEngines: Start; 2630121 D:AEncD ata U121 462w

11428133137 867 Snd<A5> MonitorR equest<5301 2>

11/28-13:31:37 867 Snid¢RecEnagines: Start Status: 2530121 IMasBecTime = 1800} Monitor Bequest Sent
11/28-13:31: 38 554 R cvodS > <RecEngines < 53041 > <1: Startedhd anitor

11./28-13:31:38.5654 Snd<RecEngines: Asynch Status: 2:53041:1  Start Recording<1:

11/28-13:21:38 554 Row<AS»<RecEngine: <5301 2» < 2> Startedid onitar

11/28-13:31:38.554 Snd<RecEnagines: Asynch Status: 2530121 Start Recording 23

11/28-13:31:51.018 Rcw<RecEnginer: Stop: 2:53072:1

11/28-13:21:51.018 Snd<AS>: Stop Monitor 53012

11/28-13:31:51.018 Snd<BecEngine>: Stop Statuz 2530121 Success

11/28-13:31:51.018 Rcw<RecEnaginer: Start: 2:53012:1 DAEncD atatOHWIZ1462H  w=i

1142813 31:51.018 Snd<A5> MonitorR equest<5301 2>

11/28-13:31:51.024 Snd<RecEngines: Start Status: 22530121 IMasBecTime = 1800} {appendiMonitar Request Sent
11/28-13:31:51.829 RowAS»<RecEngines <5301 2> <32 Startedhd anitor

11/28-13:31:51.829 Snd<RecEngines: Asynch Status: 2:53012:1  Start Recording 3

114281332 26.493 Row<RecEnginer: Stop: 2:53012:1

11/28-1332:26.493 Snd<AS>: Stop Monitor 53012

11/28-13:32. 26,493 Snd<RecEnginer: Stop Statuz 2530121 Success

11/28-13:32:44.324 Row<RecEnaginer: Stop: 2:53041:1

11/28-1332:44 324 Snd<AS>: Stop Manitar 53047

11/28-13:32:44.324 Snd<RecEngines: Stop Status; 2:53041:1 Success

11428134055 662 Row<RecEnagineyr: Start: 2:53041:1 D:AEncD atas0kADTZT 462K, wnd

11/28-13:40:55 662 Snd<A5> MonitorR equest<53041

11/28-13:40:55.662 Snd<RecEnaine:: Start Status: 2:53041:1 {MarsFecTime = 1800} Monitor Request Sent
11/28-13:40:55 927 RowaSy<RecEngines <53047 <13 Startedkonitor

4| | 3
Ready [Frahled 4
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e To verify information and play back for the call recording above, from workstation PC
with sound card and speaker equipped launch a browser and enter the link below:
http://10.10.97.57/Encore in the browser where “10.10.97.57” is the IP address of the
Encore server. The screen below shows the detailed information of the call recordings.
Verify the call data of the recording call such as Agent Login 1D, ACD number, Skillset,
and Agent name...etc. Click Play button at the bottom to check the audio quality of the
recorded call.

’\ — - - Welcorme A Administrator | 12/3/21
4 [ Libraries Library: System  Playlist: Most Recent  Ttems: 125 Selected Ttems: 1 [=[2lg
B system torary 2 @BGEOBG [=
[& public Library =
p T 'Duration T | Extension T | ACD Number T | ACD Mame T | Skillset T |ANI Y | DNIS T | Call Direction T | Call Type T | Consultation call T | Agent Login1D T | Other Party Name T | Other Party Number T | Record
Group Library
B My Library 11/28/2015 12:34:03 PM 00:00:15 53012 53012 53113 Outgoing Internal ] 53113 H.32.
[ Al Shared Uibraries | |L1/28/2013 12:33:38 P 00:00:21 53012 2002 Sales 4002 53012 = 53012 4002 Agent
141l Member Libraries 11/28/2013 9:40:42 AM 00:00:40 53012 4002 Sales 4002 | 53012 =] 53012 4002 Agent
o 11/28/2013 9:35:37 AM | 00:00:16 53012 4002 Sales 4002 | 53012 =] s3012 4002 Agent
4 [ shared Playlists
a 11/28/2013 9:34:39 AM 00:00:16 53012 2002 sales 4002 53012 [m] 53012 4002 Agent
Date
EM + R t 11/28/2013 9:26:44 AM 00:00:09 53012 54008 53012 [N} 54008 H.32.
ost Recert
Gros 11/26/2013 9:25:38 AM | 00:00:10 53012 53113 | 53012 ] 53113 H32
oday
EV&Eterdav 11/28/2013 9:24:56 AM 00:00:10 53012 53012 54008 [N} 54008 H.32.
D my playlists 11/28/2013 9:24:13 AM 00:00:07 53012 53012 53113 [m] 53113 H.32
D) Al shareg Playiists 11/28/2013 9:19:50 A 00:00:08 53012 3012 s4008 ] 52008 H32
- Playlist: 11/28/2013 9:16:56 AM 00:00:08 53012 4002 Sales 4002 53012 53012 4002 Agent
3 All Member Playlists U
11/27/2013 11:45:45 M 00:00:09 53041 53113 | 53041 ] 53113 pee
11/27/2013 11:42:21 &M 00:00:13 53041 53113 53041 [m] 53113 pep
11/27/2015 11:36:59 AM 00:00:11 53041 53041 53012 [N H.323, 53012 53012 DCP |
11/27/2013 11:36:59 aM 00:00:11 53012 53041 53012 5] DCP 53041 53041 H32
11/27/2013 11:35:21 AM 00:00:12 53041 53113 53041 Incomin: 9 Internal [H) 53113 Dcp & |
11/27/2013 9:16:20 AM | 00:00:05 53012 4002 53012 Incoming External =] 4002 H32
11/27/2013 9:12:20 AM 00:00:07 53012 4002 53012 Incomin: 9 External [m] 4002 H.32
Kl il 3
Streaming Player: 01Z146YU.vx8 v _
Position: 0:00:01.552 Recording Length: 0:00:18.102
& ‘ "0 W] - L
- ‘ e - | L =i r—ppr

O o)

10. Conclusion

All test cases in the test plan were executed and passed. The dvsAnalytics Encore application
Version 2.3.5 is considered to successfully integrate with Avaya Aura® Contact Center Release
6.3, Avaya Aura® Session Manager 6.3, Avaya Aura® Communication Manager 6.3 and Avaya
Aura® Application Enablement Services 6.3.
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11. Additional References

The following Avaya product documentation is available at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, October 2013, Release 6.3 Document
03-300509 Issue 9.

[2] Administering Avaya Aura® Session Manager, October 2013, Release 6.3, Document 03-
603324.

[3] Administering Avaya Aura® System Manager, October 2013, Release 6.3.

[4] Avaya Communication Installation and Commissioning, Doc# NN43041-310, Issue 05.04,
Date May 2011.

[5] Avaya Aura® Contact Center SIP Commissioning, Doc# NN44400-511.

[6] Avaya Aura® Contact Center Configuration — Avaya Aura Unified Communications
Platform Integration, Doc# NN44400-521.

[7] Avaya Aura® Application Enablement Services Administration and Maintenance Guide,
Release 6.3, Issue 2, October 2013

The following product documentation is available by contacting dvsAnalytics.

[1] Avaya Aura™ Communication Manager TSAPI Integration Guide, Release 2.3.5, November
18, 2013

[2] Avaya Aura™ Communication Manager TSAPI Installation Addendum, Release 2.3.5,
November 19, 2013
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.

RS; reviewed Solution & Interoperability Test Lab Application Notes 42 of 42
SPOC 6/3/2014 ©2014 Avaya Inc. All Rights Reserved. Encore-AACC63


mailto:devconnect@avaya.com

