AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Komutel Komlog Release
1.19.1with Avaya Session Border Controller for Enterprise
Release 8.1 Via SIPREC Issuel.0

Abstract

These Application Notes describe the configuration steps requireldofoutel Komlogto
interoperate withAvaya Session Border Controller for Enterprig@mutel Komlogis a
SIPREC call recording and analysis solution.

Readers should pay attention3edion 2, in particular the scope of testing as outlined in
Section 2.1as well asanyobservations noted iBection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Information in these Application Notes hbsen obtained through DevConnect complig
testing and additional technical discussions. Testing was conducted via the Dev(
Program at the Avaya Solution and Interoperability Test Lab.
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1.l ntroducti on

These Application Notes describe the configuration steps requiredimutel Komlog to
interoperate withAvaya Session Border Controller for Enterprigevaya SBCE) Komutel
Komlogis a SIPREC callacordingsolutionfor emergency 911 calbs well as reglar SIP trunk
callsthrough Avaya Session Border Controller for Enterprise

In the compliance testing, simulated 911 call generator was used to generate emergescy call
that contain specific headers such as Geation, Call n f o étlee K@mutel Komlay was

able tocapture the mediaf the emergency 911 and regular calith PSTN customearthrough

the SIP trunking service in Avaya SessiBorder Controllefor SIPRECcall recording

2. General Test AppRecsawclht sand Test

Thegeneratestapproachwasto verify the feature and serviceabilityf the Komutel Komlog
successfully integrate witthe Avaya SBCE for call recording via SIPREC.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-definedtest plan focuses on exercising APIs and/or standzadsd interfaces pertinent

to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or featurggtpstiformed by

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutions using appropriate security and
encrypton capabilities enabled by our produdtke testing referenced in thd3evConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
productsReaders should consult the appropriate Avaya product documentatfarttier
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAvaga solution component is
the responsibility of each individual vend&eaders should consult the appropriate vendor
supplied product documentatiéor more information regarding thoseopucts.

For the testing associated with this Application Note, the interface between Avaya systems and
theKomutelrecording servedid not includegheuse of any specific encryption features

This test was conducted in a lab environment simulating a basic customer enterprise network
environment. The testing focused on the standbaded interface between the Avaya solution

and the third party solution. The results of testing are thereforedeoed to be applicable to

either a premiséased deployment or to a hosted or cloud deployment where some elements of
the third party solution may reside beyond the boundaries of the enterprise network, or at a
different physical location from the Avayarmoponents.
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For the testing associated with these Application Notes, the interface between Avaya systems
and theKomutel Komlogdid not include use of any specific encryption features as requested by
Komutel.

2.1. Interoperability Compliance Testing

To verify themonitor events and call recording on the agent devices, the following features and
functionalitieswereexercised during the compliance test

T
T
T

= =4 =4 -8 1

Response to SIP OPTIONS queries.

Caller ID Presentation.

Call recording ofnbound call§rom SIP trunk tcelite contact centequeueandthen
availableagent answers the calls.

Call recording ofnbound calls from SIP trunk directly sgent.

Call recording of outbound calls from agents to SIP trunk.

Call recording of inbound call from SIP trunk to Sgentremote vorker.

Call recording of mute, hold and transfer caltsthe agent endpoints.

Serviceability testigi The behavior oKomutelrecording server under different failure
conditions.

Note - The SIP Agent remoteavker was tested as part of this $imn. The configuration
necessary to suppdte SIPremote worker is beyond the scope of these Application Notes |
is not included in the document.
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2.2. Test Results

The compliance test dfie Komutelrecording solution was completed successfully with the
exception of the observations or limitations described below.

1 The Komutel Komlog recordsnabandoned call that contains the ring back tongen
telephone of the caller as well as the backgroumsen®he reason might libe Komlog
starts recording as soon as it was sending theec®00 OKfor theINVITE message from
the Avaya SBCE andlid not wait for the UPDATE message to start recording. This
behavior does nompacttheregularrecording but it is listed herédor reference so that
customer iaware of this behavior.

1 The Komutel Komlog does nbiave a feature tehow the live recordindt showsthe
saved recordingandthey can bglayedback from theveb portal

1 TheKomutel Komlog does not indicate which stream belongs to which party of the call
It simply shows two streana$ the callin the player window.

2.3. Support

Technical support oKomutel Komlogcan be obtained through the following:
1 Phone: (877) 225988
1 Email:info@komutel.com
1 Website:https://www.komutel.com/enfpducts/voiceanddatarecording/
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3. Reference Configuration

TheFigure 1 below illustrates the test configuration diagreomthe compliance tesin the test
diagram, twdSIP trunls wereconfigured inthe Avaya SBCE to connect t SIP ®rvice
Providerand a simulated 911 emerger€gllTester applicatianThe Komutel Komlogrecording
serversolution established @IP connection tAvaya internal interface Al to recei@&P
messageand audiccall recording

SIP Trunk
RE!II‘ID‘L'.E.! Worker SIP
Sslpaliln Customer Network
Agent)
SIP SIP Trunk
Bl Bl
Remote Worker SIP Trunk
Komutel Komlog SIPREC Interface Interface
Recording SI;;EC pvaya SBCE
Server R — Remote Worker SIp TrlJ.n.k
Interface e
Komutel SITZ2 SeEsfom System
<>
=HETlE Manager Manager

L\

. 96x1l SIP

G450 Media c : Communication Endpoint

Gateway Manager (Agent)
W

Digital 96x1 H323
Endpoint Endpoint Media Server
(Rgent) (hgent)

Figure 1 Test Configiration Diagram
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The following table indicates the IP addresses that were assigned to the systems in the test
configuration diagram:

Description IP Address
System Manager 10.33.1.10
Session Manager 10.33.1.11
Communication Manager 10.33.1.6
Session Border Controller for Enterprise 10.33.D.100
Media Server 10.33.1.30
G450 Media Gateway 10.33.1.8
H.323 Endpoints 10.33.5.1011
SIP Endpoints 10.33.5.1214
Komutel Komlog recording server 10.33.1.60
Komutel 911 emergency Call Test 10.80.207.89

4. EqQui pment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software ReleaseYersion
Avaya Aura®Communication Manager | Release3.1.3
running inVirtual Environment R018x.01.0.890.0

CM 8.1.3.0.0.890.26568
Avaya Aura®SystemManager running in| Release3.1.3

Virtual Environment Build No.- 8.1.0.0.733078
Software Update Revision No:
8.1.3.0.1011784

Feature Pack 3

Avaya Aura®SessiorManager runningn | Release 8.1.3

Virtual Environment 8.1.3.0.813014
Avaya Session Border Controller for 8.1.1.0
Enterprise

Avaya Aura®MediaServerrunning on 8.0.1.121 2019.04.29
Virtualized Environment

Avaya G450 MediaGateway 41.20.0
Avaya 96x1 IP Deskphones 6.8304(H.323)
7.1.9.0.8SIP)
Avaya 9408 Digital Deskphone 2.0 SP8 (R0)
Komutel KomlogRecording Server 1191

running on Windows 2016
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5. Configur AuAvidyranuni cati on Manager

This section provides the procedures for configuring Communication Manager.

5.1. Administer System Parameters Features

The license file installed on the system controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Usalibglay systemparameters customeroptions
command and oRage 2 verify that theMaximum Administered SIP Trunks supported by the
system is sufficient for the combination of trunks to the Eir SIP Trunk network, and any other

SIP trunks used.

display system - param eters customer - options Page 2 of
11
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 0
Maximum Concurrently Registered IP Stations: 18000 3
Maximum Administered Remote Office Trunks: 12000 0
Maximum Concurrently Registered Remote Office Stations: 18000 O
Maximum Concurrently Registered IP eCons: 414 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 41000 0
Maximum Video Capable IP Softphones: 18000 0
Maximum Administered SIP Trunks: 24000 10
Maximum Administered Ad - hoc Video Conferencing Ports: 24000 0
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 128 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VolP Channels: 128 0
Maximum TN2602 Boards with 320 VolP Channels: 128 0
Maximum Number of Expanded Meet - me Conference Ports: 300 0

Verify Create Universal Call ID (UCID), which is located oRage 5 ForUCID Network
Node ID, enter an available node ID.

change system - parameters features Page 5 of 19
FEATURERELATED SYSTEM PARAMETERS

SYSTEM PRINTER PARAMETERS
Endpoint: Lines Per Page: 60

SYSTEMWIDE PARAMETERS

Switch Name:

Emergency Extension Forwarding (min): 10
Enable Inter - Gateway Alternate Routing? n
Enable Dial Plan Transparency i n Survivable Mode? n
COR to Use for DPT: station
EC500 Routing in Survivable Mode: dpt - then - ec500

MALICIOUS CALL TRACE PARAMETERS
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Apply MCT Warning Tone? n MCT Voice Recorder Trunk Group:
Delay Sending RELease (seconds): 0

SEND ALL CALLS OPTIONS

Send All Calls Applies to: station Auto Inspect on Send All Calls? n

Preserve previous AUX Work button states after deactivation? n

UNIVERSAL CALL ID

Create Universal Cal 1D (UCI D)?y UCID Network Node ID: 1

Copy UCID for Station Conference/Transfer? y

5.2. Administer Hunt Group

This section provides the Hunt Group configuration for the call center agents. Agents will log
into Hunt Group 1 configured below. Provide a descriptive name and sgtdbp Extension

field to a valid extension. Enable tA€D, Queug andVector options. This hunt group will be
specified in theAgent LoginIDs configured inSection 5.7

add hunt - group 1 Page 1of 4
HUNT GROUP
Group Number: 1 ACD?y
Group Name: Skill -1 Queue?y
Group Extension: 3320 Vector? y
Group Type: ucd - mia
TN: 1
COR:1 MM Early Answer? n
Security Code: Local Agent Preference? n

ISDN/SIP Caller Display:

Queue Limit: unlimited
Calls Warning Threshold:  Port:

Time Warning Threshold . Port:
SIP URI:
KP; Reviewed: Solution & Interoperability Test Lab Application Note: 8of41l
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5.3. Administer Vector

Use t he changaweactodowhi | e find is the vector
1 with the basic scripting is shown below. The vector 1 is used for the configuratiwnof
VDN in the next step.

number

change vector 1 Page lof 6
CALL VECTOR
Number: 1 Name: Contact Center
Multimedia? n  Attendant Vectoring? n  Meet - me Conf? n Lock?
n
Basic?y EAS?y G3V4 Enhanced?y ANI/II - Digits? y ASAI Routing?
y

Prompting?y LAI?y G3V4 Adv Route?y CINFO?y BSR?y Holidays?y
Variables? y 3.0 Enhanced? y

01 wait -time 10 secs hearing 1100 then silence

02 queue -to skill prim

03 wait -time 5 secs hearing ringback

04 check skill 1 pri m if expected -wait <30

05 announcement 1104

06 queue -to skill prim

07 stop

5.4. Administer VDN

Us e ddhwen<gxt>0 command t o add ®estinatidhfielduemtbre r .

Vector Number 1 as configured isection 54 aboveandkeep other fields at their default
values

add vdn 3340 Page 1of 3
VECTOR DIRECTORY NUMBER

Extension: 3340
Name*: Contact Center 1
Destination: Vector Number 1
Attendant Vectoring? n
Meet - me Conferencing? n
Allow VDN Override? n
COR: 1
TN*: 1
Measured: both  Report Adjunct Calls as
ACD*? n
Acceptable Service Level (sec): 20
VDN of Origin Annc. Extension*:
1st Skill*:
2nd Skill*:
3rd Skill*:
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5.5. Administer Agent Login ID

To add amAgent LoginiID, us e t h eddagemloyganld gagéntID>0for each agent.
In thecompliance test, three agent login IDs 1000, 1001, and 1002 were created.

add agent - loginID 1000 Page 1of 2
AGENT LOGINID

Login ID: 1000 AAS? n
Name: Agent 1000 AUDIX? n
TN: 1
COR: 1
Coverage Path: L WC Reception: spe
Security Code: 1234 LWC Log External Calls? n
Attribute: AUDIX Name for Messaging:

LoginID for ISDN/SIP Display? n
Password:
Password (enter again):
Auto Answer: station
MIA Across  Skills: system
AUX Agent Considered Idle (MIA)? system ACW Agent Considered Idle: system
Aux Work Reason Code Type: system
Logout Reason Code Type: system
Maximum time agent in ACW before logout (sec): system
Forced Agent Logout Time:
WARNING: Agent must log in again before changes take effect

OnPage 2of theAgent LoginID form, set the skill numbeSN) to hunt group 1, which is the
hunt group (skill) that the agents will log into.

add agent - loginID 1000 Page 2of 2
AGENT LOGINID
Direct Agent Skill: Service Objective? n
Call Handling Preference: skill - level Local Call Preference? n

SN RLSL SN RL SL

1. 1 1 16:
2: 17:
3: 18:
4: 19:
5: 20:
6:
7.
8:
9:
10:
11:
12:
13:
14:
15:
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5.6. Configure SIP Trunk

Use t he changetrank-groupnd whil e Ano i s number
previously configured to connect &vaya Aura® Session Managé&so toPage 3 select
fisharedd i MJUItTheagment field. With the selection of shared UUI, tBend UCIDfield is

~

present yon digfeld.l ect 0

of

change trunk - group 3 Page 3of 5
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: shared
Maximum Size of UUI Contents: 128
Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Hold/Unhold Notifications? y

Modify Tandem Calling Number: no
Send UCID? y

Show ANSWERED BY on Display? y

OnPage4 ent er 1la hietnimerdadrCall IDR(UCID) field and keep other fields at
default values.

change trunk - group 3 Page 4of 5
SHARED UUI FEATURE PRIORITIES

ASAI:
Universal Call ID (UCID): 1
MULTI SITE ROUTING (MSR)

In - VDN Time: 3
VDN Name: 4
Collected Digits: 5
Other LAI Information: 6
Held Call UCID: 7
ECD UUI: 8
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6. Configure Avaya AuraE Session Man

The following sections assume that the initial configuration of Session Manager and System
Manager has already been completed, andigtastork connectivity exists between System
Manager and Session Manager

Notei For the completiolf configuringroutingin Session Managéor interworking with
Communication Manager and the Avaya SBCE please refer to the docurBewtion11 for
moredetail This section only mentions about the configuration of the emergenaji&ll
patternin Session Manager.

6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the blmasserGUI of System
Manager,usig t he URL -afdhdtrtepss:>// /SMGRadd,d rvwehsesr>ed fi<si pt he |
of System Manager. Log in with the appropriate credentials and clickg®n (not shown).

The screen shown below is then displayedjerElementsselectRouting A Domains.

Aura® System Manager 8.1

AVAYA & Users v FElements v # Services v | Widgets v Shortcuts v ‘ = |admin

Avaya Breeze ® ® x
System Resource Utilization Motifications Application State
60 Communication Manager License Status Active
45 No data
Communication Server 1000 Deployment Type Vhiware
30 Multi-Tenancy DISABLED
154 Lanifsrereny OOBM State DISABLED
Jevice Ada > Hardening Made Standard
0 _ | | Device Adapter :
opt var emdata tmp perfdg audit
W Critical Warring Device Services
Equinox Conference
x . x x
Alarms Information Shortcuts
Il Critica Major Wl Indeterminate IP Office ’ Elements Coun Sync Statu Drag shortcuts here
Minor [l Warning t s m A
Media Server A B 3 = ’::: Routing ] [::: Session l\-"anagerl
Tl el o b waya Breeze
AvayafuraMediaSery e Security = Licen
Meeting Exchange | ConfRefreshd Y 1 | ] ’::: Y ] [::: lcenses l
= = Please see log! er
. M 1. 1
Messaging
Messaging 1 ||
—H S N | ConfRefreshi
R B |=cce ses log: pS 1 ]
Routing > Domains -
Session Manager > o Locations

6.2. Emergency Dial Pattern

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test,the emergency 91dial patterns \&screatedo route calls fronthe simulated 91%ystemto
Communication Managehroudh Session Manager. Dial Pattembefine which rourhg policy
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will be selected for a particular call based on the dialed digits, destination domain and originating
location. To add a dial pattern, navigatéimuting A Dial Patternsin the left navigation ane

and click on theNew button in the right pane (not shown). Fill in the following, as shown in the
screens below:

In the General section, enter the following values:
1 Pattern: Enter a dial string that will be matched against the Reduiesof the call for
example in this case is 911

1 Min: Enter a minimum length used in the match criteria.

1 Max: Enter a maximum length used in the match criteria.

1 Emergency Call:is checked to enable the emergency for this dial pattern.

1 Emergency Priority: Enter 1 in the box.

1 Emergency Type:Enter 1 in the box.

1 SIP Domain: Enter the destination domain used in the match criteria, or $&lettoto
route incoming calls to all SIRochains.

1 Notes: Add a brief description (optional).

1 IntheOriginating Locations and Routing Policiessection, clickAdd. From the

Originating Locations and Routing Policy Listthat appears (not shown), select the
appropriate originating location for usethe match criteriandselect the routing policy
from the list that will be used to route all calls that match the specified critdick
Select(not shown)Click Commit to save.

In this sample below, the 911 call is routed to Communication Mamagethen the 911 call
will be routed to the elite call center and an available agent answers the call.

M-AYA & Users v  /# Elements v & Services v | Widgets v  Shortcuts v ‘ = | admin
Aura® System Manager 8.1
Home Routing
Domains. Help 2
—_— Dial Pattern Details [Commit|[cancel|
ocations —
Conditions General
* pattern: |911
Adaptations
Adaptation * Min: [3
SIP Entities * Max: 3
Emergency Call:
Entity Links
* Emergency Priority: |1
Time Ranges * Emergency Type: |1
. - SIP Domain: |bvwdev.com d
Routing Policies.
Notes:
Dial Patterns
Originating Locations and Routing Policies
Dial Pattemns
Add Remove
Origination Dial... 1Item & Filter: Enable
- _ - Routing - -
- - . V] t Routing Paol - Routing Pol Routing Pol
Regular Expressions. || | @riginating Location Name L;Ic‘ga:::nll;lgctes N‘;?mlang oMY | Rank _Pu||(v DZ:til::gtionnltv N:tuelsng omcy
Disabled
< -
0 -au- To-CM-Trunk3 o ACM-Trumk3-public  PUBle 519
Trunk o
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7.Confi §asei on

Border Control |l

This section describes the configuration of the Avaya SBCE. It is assumed that the initial

installation of the Avaya SBCE has been completed including the assignment of a management
IP address. The management interfiaxest be provisioned on a differentlsoet than either the

Avaya SBCE private or public network interfaces (e.g., A1 and B1).

On all screens described in this section, it is assumed that parameters are left at their default

values unless specified otherwise.

7.1. Access the Management Interface

Use a web browser to access the web intetfgantering the URIhttps://<ip-addr>, where
<ip-addr> is the management IP addressigned during installatiohe Avaya SBCE login
page will appear as shown below. Log in with appropriate credentials.

AVAYA

Session Border Controller
for Enterprise

Log In

Username: ucsec

Password:

Log In
WELCCME TO AVAYA SBC

Unauthorized access fo this machine is prohibited. This system is for
ihe use authorized users only. Usage of this system may be monitored
and recerded by system personnel.

Anyone using this system expressly consents fo such monitering and
is advized that if such monitoring reveals pessible evidence of criminal
activity, system personnel may provide the evidence from such
menitoring to law enforcement officials.

22011 - 2018 Avaya Inc. All ights reserved.
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After logging in, the Dashboard screen will appear as shown below. All configuration screens of

the Avaya SBCE are accessed by navigating the menu tree in the left pane.

Device: EMS+ Alarms  Incidents Statusv Logswv

Users

Diagnostics

Settings v Help v Log Out

Session Border Controller for

Dashboard

EMS Dashboard

Device Management
System Administration

Backup/Restore
Monitoring & Logging

Information

System Time

\ersion

GUI Version
Build Date

License State
Aggregate Licensing Overages

Peak Licensing Overage Count

Last Logged in at

Failed Login Attempts

Enterprise

GUI DEBUG level log messages are currently enabled on one or more componenis. Leaving this log level enabled for exiended
periods of time is not recommended but will not have any adverse effects.

09:50:27 AM
MDT

Refresh
8.1.0.0-14-18490
8.1.0.0-18490

Mon Feb 03 17:23:09
UTC 2020

@ oK
0
0

04/01/2020 09:13:44
MDT

0

AVAYA

Installed Devices

EMS

SBCE100

7.2. Verify Network Configuration and Enable Interfaces

To view the network informatioprovided during installation, navigate BeviceManagement
In the right pane, clickiew highlighted below.

Device: EMS v Alarms Incidents Statusv Logs v

Users

Diagnostics

Settings v Help v Log Out

Session Border Controller for

EMS Dashboard
Device Management
System Administration

Device Management

Enterprise

AVAYA

Backupa‘Restore Devices || Updates ‘ ‘ SSL VPN || Licensing || Key Bundles |
Monitoring & L .
onitoring 09aing 32:,'1[:: ma"agemem Version Status
8.1.0.0-
SBCE100  10.33.10100 14- Commissioned Reboot Shutdown Restari Application View Edit Uninstall

18490
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A System Information page will appear showing the information provided during installation. In
the Appliance Namefield is the name of theedice SBCE10Q. This name will be referenced

in other configuration screensiterfaceAl andB1 represent the private and public interfaces of
the Avaya SBCE respectively. Each of these interfaces must be enabled after installation.

System Information: SBCE100 X

General Configuration Device Configuration ———————  License Allocation
Appliance Name SBCE100 HA Mode No Elil?iaer::l 5S]ngs.saions 512
Box Type sSiP Two Bypass Mode No Advanced Sessions c1
Deployment Mode  Proxy ST
SR gD Sessions 512
Transcoding Sessions 51
CLID -
Encryption 7
Available: Yes
r Network Configuration
P Public IP MNetwork Prefix or Subnet Mask — Gateway Interface
10.33.1.51 10.33.1.51 25525525850 10.33.11 Al
10.33.1.52 10.33.1.52 255.255.255.0 10.33.1.1 Al
10.33.1.53 10.33.1.53 255.255.255.0 10,3311 Al
10.207.80.107 10.207.80.107 255.255.265.128 10.207.80.1 B1
10.207.80.108 10.207.80.108 255.255.256.128 10.207.80.1 B1
10.207.80.109 10.207.80.109 255.255.255.128 10.207.80.1 B1
r DNS Configuration Management IP(s)
Primary DNS 10.33.100.60 IP #1 {IPv4) 10.33.10.100
Secondary DNS  8.8.8.8
DNS Location DMZ
DNS Client IP 10.33.1.51
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To enable the interfaces, first navigatéNetwork & Flow s A Network Managementin the
left pane. In the right pane, click on tmerfacestab. Verify theStatusis Enabled for both the
Al andBl1 interfaces. If not, clickhe statusnabled/Disabledto toggle the state dhe
interface.

Device: SBCE100~v Alarms  Incidents Statusv Logsv  Diagnostics  Users Setlings v Help v Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Network Management

Device Management

Backup/Restore

> System Parameters Interfaces | | Networks |

> Configuration Profiles Add VLAN
> Services
Interface Name VLAN Tag Status

Al Enabled

> Domain Policies
> TLS Management
4 Network & Flows A2 Disabled

Network B1 Enabled

Management B2 Disabled

Media Interface

Signaling Interface
End Point Flows
Session Flows
Advanced Options
> DMZ Services
> Monitoring & Logging
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7.3. Signaling Interface

A signaling interfacelefines an IP address, pwools and listen ports théte Avaya SBCE can
use for signaling. Create a signaling interface for both the internal and external sides of the
AvayaSBCE.

To create a new interface, navigatdNietwork & Flows A Signaling Interfacein the left pane.

In the center pane, select the Avaya SBCE deB88€CE100 to be managed. In the right pane,
selectAdd. A pop-up window (not shown) will appear requesting the name of the new interface,
followed byone or morgop-up windows in which the interface parameters can be configured.
Once complete, the settings are shown in the far right pane.

1 Name enter adescrptive name.

1 For the internal interface, set tBegnaling IP to the IP address associated with the private
interface (Al) defined isection 7.2 For the external interface, set Bignaling IP to the
IP address associated with the public interface (Bfiped inSection 7.2

1 In theUDP Port, TCP Port andTLS Port fields, enter the poivaya SBCE will listen on
for each transport protocol. For the internal interface, the Avaya S&GEonfigured to
listen for TLS on port 5061For the external interfacthe Avaya SBCE was configured to
listen for UDP or TCP on port 5060.

Edit Signaling Interface X

Name | Private_SIPREC_Sig |
[Private_A1 (A1, VLAN Q) |
IP Address
11033153 |
TCP Port |5{:'Eﬂ |
L=ave blank to disakble
UDP Port | |
Leave blank to disable
TLS Port | |
L=ave blank to disakble
TLS Profile
Enable Shared Control
Shared Control Port
[ Finish |
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For thetesting the listof signaling inerfaces in the table belosveated

Name IP address Description

Privatel_Sig 10.33.1.51 The pivate signaling interface connedts Session
Manager

Publicl_Sig 10.50.207.107 The public signaling interfaceonnectgo Service
Provider

Private_Sig_RW 10.33.1.52 The private signaling interface for SIP remote

workerconnects to Session Manager

Public_Sig_RW 10.50.207.108 The public signaling interface for SIP remote
workerconnects to SlPemote worker endpoint

Private_ SIPREC_Sig 10.33.1.53 This interfacas used during théestingto connect
to the Komutetecording server resid@s the
privatenetwork.

The screenshot bellows show the list of signaling interfaces used during the compliance test.

Device: SBCE100v  Alarms Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Signaling Interface
Device Management
Backup/Restore
- System Parameters Signaling Interface
> Confi tion Profil

on .|gura ion Profiles Add
- Services TCP upp TLS

Signaling IP

> Domain Policies Name Network Port Port Port TLS Profile
 TLS Management Private_Sig RW 10.33.1.52 5060 5060 5061  TLS Server Profle  Edit Delete

Private_A1 (A1, VLAN 0}

1Y

Network & Flows

Network Management Private1_Sig - y 5060 5060 5061  TLS Server Profil Edit Delete

Media Interface

B 10.207.80.107 it Delete
Signaling Interface Public1_Sig Public_B1 (B1. VLang) D000 5060 - None Edit Delete
i o Si 10.207.80.108 it Delete
End Point Flows Public_Sig_RW 1020150108 vy 5060 5060 5061  TLS Serwer Profile Edit Delete
Session Flows
_ - i 10.33.153 it Delete
Advanced Options Private_SIPREC_Sig Private, A1 (A1 VLAN 0) 5060 5060 5061 TLS_Server_Profile Edit Delete
> DMZ Services Public_SIPREC_Sig ;D_ZP?.S_O.NS‘ 5080 5060 — None Edit Delete
L . ublic_B1 (B1, VLAN 0}
» Monitoring & Logging
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7.4. Media Interface

A media interface defines an IP address and port range for transmitting media. Create a media
interface for both the internal aedternal sides of the Avaya SBCE.

To create a new interface, navigatdNietwork &Flows A Media Interface in the left pane. In

the center pane, select the Avaya SBCE deB8&CE10Q to be managed. In the right pane,
selectAdd. A popup window (not shownwill appear requesting the name of the new interface,
followed byone or morgop-up windows in which the interface parameters can be configured.
Once complete, the settings are shown in the far right pane.

1 Name enter adescriptive name.

1 For the interal interface, set thiledia IP to the IP address associated with the private
interface (Al) defined isection 7.2 For the external interface, set edia IP to the IP
address associated with thevateinterface A1) defined inSection 7.2

1 SetPort Rangeto a range of ports acceptable to both the Avaya SBCE and teedaFor
thetesting the default port rage was used for the SIPREC public media interface.

Edit Media Interface X

Name | Private_SIPREC_Med |
[Private_A1 (A1, VLANO) +|
IP Address
11033153 |
Port Range (35000 |-[40000 |
| Finish |
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For thetesting list of media interfaces were added and shown in the table below

Name IP address Description

Privatel_Med 10.33.1.51 The private media interface connects to enterprist
endpoints such as media gateway and agent
endpoints

Publicl_Med 10.207.80.107 | The public media interface connects to media
gateway of Servicrovider

Private_Med_RW 10.33.1.52 The private media interface for SIP remote worke

connects to enterprise endpoints

Public_Med RW 10.207.80.108 | The public media interface for SIP remote worker
connects to SIP remote worker endpoint

Private_SIPREC_Me( 10.33.1.53 The public media interface for SIPREC sends me
to the Komutel SIP recording server

The screenshot below shows the list of media interface used for the testing.

Device: SBCE100v Alarms Incidents Statusv Logsv  Diagnostics Users Settings v Help ¥ Log Oul

Session Border Controller for Enterprise AVAYA

EMS Dashboard Media Interface
Device Management

Backup/Restore

> System Parameters Media Interface
» Configuration Profiles
. [Add]
> Services Media IP
i3
> Domain Policies i Metwork FLiRE
> TLS Management : 10.33.1.52 ! elate
9 Private_Med RW 1033152 o 35000 - 40000 Edit Delete
4 Network & Flows
. 10.207.80.108 i )elete
Network Management Public_Med_RW Public_B1 (B1, VLAN 0) 35000 - 40000 Edit Delete
Medlia Interface Privatel_Med 10.33.1.51 35000 - 40000 Edit Delete

. . Private_A1 (A1, VLAN D)
Signaling Interface

. : 10.207.80.107 it Delete
End Point Flows Public1_Med 1020080107 o) 35000 - 40000 Edit Delete

Session Flows

‘ 10.207.80.109 it Delete
Advanced Options Public_SIPREC_Med 1020780108 o 35000 - 40000 Edit Delete
> DMZ Services Private_SIPREC_Med 10.33.1.53 35000 - 40000 Edit Delete

Private_A1 (A1, VLAN 0}

> Monitoring & Logging
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7.5. Server Configuration

A server configuration profile defines théributes of the physical serv@io create a new
profile, navigate t&GervicesA SIP Serversin the left paneln the center pane, sele®td. A

pop-up window (not shown) will appear requesting the name of the new profile, follonateby
or morepop-up windows in which the profile parameters can be configured

Device: SBCE100v Alarms  Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥  Log Out

Session Border Controller for Enterprise

EMS Dashboard
Device Management

Backup/Restore

SIP Servers: Komlog-Recorder

| Add |

AVAYA

| Rename || Clone || Delete |

> System Parameters General || Heartbeat H Registration || Ping | ‘ Advanced |

» Configuration Profiles "o Server Type Recording Server

4 Services Recordert
SIP Servers Recorders DNS Query Type NONE/A
LDAP sM IP Address { FQDN Port Transport
RADIUS 10.33.160 5060 TCP

> Domain Policies SP B

> TLS Management sp2 ‘ﬂl

> Network & Flows Komlog-Recorder

> DMZ Services

Ionitoring & Logging

The screenshot shows tBdit SIP Server Profile - Generaltab parameters as follow.
1 SetServer Typeto Recording Server.
1 Leave blank folSIP Domain, DNS QueryandTLS Client Profile.
1 Enter a valid combination oP Address / FQDN Port andTransport thatthe Komutel

recording servewill use to listen for SIRequests. The standard SIEP port is 5060. The
standard SIP TLS port is 5061.

Edit SIP Server Profile - General

Server Typs Recording Server d

SIP Domain | |

DMNS Query Typs NOME/A

TLS Client Profile None o

| Add |
IP Address / FQDN Port Transport
110.33.1.60 | [s060 | [TCP ~| Delete
| Finish |
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In theHeartbeat tab,enter following paramers as shown in the screenshot below.

1 Enable Heartbeat checked

1 Method: selectOPTIONS in the dropdown menu.

1 Frequency. enter an interval fahe Avaya SBCE sending out OPTIONS to themutel
recording server.

1 From URI: enter the uri formaasuser@domain ouser@ipaddress. In the testitige
public IP for SIPREC was usediifromo header in OPTIONS message serKomnutel

1 To URI: enter the uri format as user@ipaddregh whe IP address of tHeomutel
recording server.

Edit SIP Server Profile - Heartbeat X

Enable Heartbeat
Method OPTIONS »
Frequency |3{> |secnnds
From URI [ping@10.33.1.53 |
To URI |ping@10.33.1.60 |
| Finish |
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In theAdvancedtab, check on thEnable Grooming checkbox and keep other fields as default.

Edit S5IP Server Profile - Advanced X

Enable Grooming v

Interworking Profile MNone v
Signaling Manipulation Script MNone v
Securable

Enable FGDN

TCP Failover Port

TLS Failover Port

Tolerant
URI Group MNane v
Finish
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7.6. Routing Configuration

A routing profile defines where traffic will be directed based on the contents of the RE@Rlest
To create a new profile, navigateGonfiguration Profiles A Routing in the left paneln the
center pane, seleddd. A pop-up window (not shown) will appear requesting the name of the
new profile, followed byone or morgop-up windows in which the profile parameters can be
configured

For the compliance test, routing profil®-Recorderwas created fathe Komutelrecording
server The screenshot bellows shows the parameters for the routing prdfiberotel

1 Set theURI Group to the wild card* to match on any URI.
1 SetLoad Balancingto Priority from the putdown menu
1 Click Add to enter the following for the Next Hop Address:
0 SetPriority/Weight to 1.
o ForSIP ServerProfile, selectKomlog-Recorder (Section 75) from the pult
down menu. Th&ext Hop Addresswill be filled-in automatically.
1 Keep other parameters as default.

Click Finish.
URI Group Time of Day
Load Balancing |F’riority d NAPTR
Transport LDAP Routing O
LDAP Server Profile None v LDAF Base DN (Search) None v
Matched Aftribute Priority Alternate Routing
Next Hop Priority Next Hop In-Dialog O

Ignore Route Header O

ENUM

ENUM Suffix

Priofity | DAP Search LDAP Search LDAP Search SIP Server
!W 0 Attribute Regex Pattern Regex Result Profile Next Hop Address  Transport
leight
[Komlog-v| [1033160506 | Delete
| Finish |
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7.7. Signaling Rules

A signaling rule defines the processing to be applied to the selected signaling traffic. A signaling
rule is one component of the larger endpoint policy group definBddtion7.9. A specific

signaling rule was created for Session Mana8ervice Providr, andthe Komutelrecording

server.

To create a new rule, navigateDomain PoliciesA Signaling Rulesin the left pane. In the
center pane, seleddd. A pop-up window (not shown) will appear requesting the name of the
new rule, followed byne or moe pop-up windows in which the rule parameters can be
configured.Note that the signaling rules can be also cloned from the default signaling rules by
select thaedefault in the Signaling Rulescentral column and then click &@ione button.

Device: SBCE100v Alamms Incidents Statusv Logsv  Diagnostics  Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Signaling Rules: default

Device Management Add Clone
Backup/Restore

» System Parameters Signaling Rules It is not recommended to edit the defaults. Try cloning or adding a new rule instead.

default

» Configuration Profiles

Geneml”r‘ q ||p P H91 Head ||p ponse Headers | | Signali QOSHUCID‘
> Services No-Content-Type...
4 Domain Policies SP1_SigRules ucio
Application Rules SM_SigRules [t |
Border Rules
Media Rules SIPREC_SigRules

Security Rules
Signaling Rules
Charging Rules

End Point Policy
Groups

Session Policies

In the testig, there are 3 sighag rules createdSM_SigRulesandSP1_SigRuls are

previously createftbr SIP trunkandSIPREC_SigRulesis createdor the Komutelrecording

server The Signaling rules for Session Manager must have UCID enabled and set the ID number
as the same number as the UCID configured in Communication Mangggetion 57. The

screenshot below shows the signaling rules of Session Manager with UCID enabled.

Signaling Rules: SM_SigRules

Add | Rename || Clone || Delete |

Signaling Rules Click here to add a description.

default

General H Requests H Responses ‘ | Request Headers H Response Headers ‘ ‘ Signaling QoS ‘ ‘ uciD |
MNo-Content-Type...
SP1_SigRules ucio =
SM_SigRules Node ID 1
SIPREC_SigRules Protocol Discriminator 0x00
| Edit |
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7.8. End Point policy Groups

An endpoint policy group is a set of policies that will be applied to traffic between the Avaya
SBCE and a endpoiniconnected serverYhus, an endpoint policy group must beatee for
Session Manager, ServiceoRiderandthe Komutelrecordingserver.

To create a new group, navigatedomain PoliciesA End Point Policy Groupsin the left
pane In the center pane, sele®tld. A pop-up window (not shown) will appear requesting the
name of the new group, followédxy one or moref pop-up windows in which the group
parameters can be configured

Device: SBCE100~ Alarms  Incidents Statusv Logsv Diagnostics  Users Settings v Help ¥ Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard ’ Add . B
oneg
Device Management L2l —
Backup/Restore Policy Groups Itis not recommended to edit the defaults. Try cloning or adding a new group instead
> Configuration Profiles default-low-enc
> Policy Grou,
Services default-med Y P
4+ Domain Paolicies 3
default-med-enc FELLELA]
Application Rules
Border Rules default-high Order Application  Border Media Security Signaling Charging I\Rl-cl;?(};en
Media Rules default-high-enc default-
. 1 default default i default-low  default Nene Off Edit
Security Rules low-med
avaya-def-low-enc

Signaling Rules

Charging Rules avaya-def-high-s

End Point Policy avaya-def-high-s
Groups SM_EPG
Session Policies
SP1_EPG
> TLS Management -
SIPREC_EPG

> Network & Flows

In the testing, there are 3 end point policy groups creSddEPG andSP1_EPGare
previously created for SIP trunk aBPREC_EPGis created for th&omutelrecording server.
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The screenshot below shows the end poahlity groups used fdBession Manageg§M_EPG.
The policy group uses tI#M_SigRulescreated irSection 7.7above.

Policy Groups: SM_EPG

Add | Rename || Clone || Delete |

Policy Groups Click here to add a description.
default-l
elauiiow Click here to add a row description.

default-low-enc

Policy Group
default-med
default-med-enc

RTCP Mon

default-high Order Application Border Security Signaling Charging

Gen

default-high-enc defaulttrunk  default SM_MedRules defaultlow | SM_SigRules | None off Edit

avaya-def-low-enc

avaya-def-high-sub...
avaya-def-high-server
SM_EPG

SP1_EPG

SIPREC_EPG

The screenshot below shows the end poality groups used for Service ProvidsP1 EPG.
The policy group uses tI#P1 SigRulescreated irSection 7.7above.

Policy Groups: SP1_EPG

Add | Rename || Clone || Delets |

Policy Groups Click here to add a description.
default-l
elauiiow Click here to add a row description.

default-low-enc

Policy Grou
default-med v P

default-med-enc

default-high Order Application Border Media Security Signaling Charging gl L

Gen

default-high-enc .
° default-rnk  default defaultion-  gefauitlow  [5P1_SigRules | None of Edit

avaya-def-low-enc

avaya-def-high-sub...
avaya-def-high-server
SM_EPG

SP1_EPG

SIPREC_EPG

KP; Reviewed: Solution & Interoperability Test Lab Application Note: 280f41
SPOC2/27/2021 ©2021 Avaya Inc. All Rights Reserved. KomutelSBCES81



The screenshot below shows the end poalicy groups used fahe Komutelrecording sever,
SIPREC_EPG. The policy group uses tl®iPREC_SigRulescreated irSection 7.7above.

Policy Groups: SIPREC_EPG

Add | Rename || Clone || Delete |

Policy Groups Click here to add a description.
default-l
rauitiow Click here to add a row description.

default-low-enc

Palicy Grou
default-med y .

default-med-enc Summary

RTCP Mon

default-high Order Application Border Security Signaling Charging

Gen

default-high-enc .
¢ 1 default-trunk  default defaultlow-  gefauittow  [SIPREC_SigRules| None off Edit

avaya-def-low-enc

avaya-def-high-sub._..
avaya-def-high-server
SM_EPG

SP1_EPG

SIPREC_EPG

7.9. Recording Profile

To create a new recording profile, navigat€tmfiguration Profiles A Recording Profilesin
the left pane. In the center page, sefatd button (not shown)A pop-up window (not shown)
will appear requesting the name of the new group, folldwedne of popup windowin which
therouting profileparameters can be configureglect the routig To-Record in theRouting
Profile field andFull Time in theRecording Typefield.

Recording Profile X

Call Termination on Recording Failure [
Play Recording Tone ]
Add
Routing Profile Recording Type Video Recording
| To-Recorder ~| |Full Time v | Delete
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7.10. Session Policies

To create a newession policgroup, navigate tdomain PoliciesA SessiorPoliciesin the left
pane In the center pane, sele®tld. A pop-up window (not shown) will appear requesting the
name of the new group, followéxy one or moref pop-up windows in which the group
parameters can be configured

Device: SBCE100v Alarms  Incidents Statusv Logsv Diagnostics Users

Settings v Help ¥ Log Out

Backup/Restore

> System Parameters

> Configuration Profiles

> Services

4 Domain Policies
Application Rules
Border Rules

Session Border Controller for Enterprise AVAYA
EMS Dashboard Session Policies: default
Device WManagement [Add | Clone

It is not recommended 1o edit the defaults. Try cloning or adding a new policy instead.
default
Media

SIPREC_SessP

Media Anchoring i

Media Forking Profile MNone

X Converged Conferencing
Media Rules

Security Rules Recording Server

Signaling Rules Media Server

Charging Rules

End Paint Palicy Edit
Groups

Session Policies

In the testing, the session poliBYPREC_SessPoligis created with configuration as shown
below.

1 Media Anchoring: checked.
1 Recording Server checked.

1 Routing Profile: select the recordingrofile SIPREC_RecordProfileas configured in
Section79.

e ]

Media Anchoring
Media Forking Profile
Converged Confarencing (]
Recording Server

Recording Profile | SIPREC_RecordProfile v |

Media Server ()]
Routing Profile lone -

Call Typs for Media Unanchoring Media Tromboning Only

| Finish |

300f 41
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7.11. Session Flows

To create a new session flpmavigate tdNetwork & Flows A Session Flown the left pane. In
the center pane, selektid. A pop-up window (not shown) will appear requesting the name of

the new rule, followed bgne or morgop-up windows in which the rule parameters can be

configured.

Device: SBCE100 v

Alarms

Incidents  Status v Users

Logs v

Diagnostics

Settings v

Help ¥ Log Out

Services

Domain Policies

TLS Management

4 Network & Flows

Media Interface
Signaling Interface
End Point Flows
Session Flows
Advanced Options
DMZ Services
IMonitoring & Logging

Session Border Controller for Enterprise AVAYA
EMS Dashboard Session Flows

Device Management

Backup/Restare

> System Parameters Session Flows

> Configuration Profiles Add

Modifications made to a Session Flow will only take effect on new sessions.

Click here to add a row descripfion.

URI URI
Network Management Priority Flow Name Group Group ;‘ibnet %b net  gession Policy
#1 #2

SIPREC Session

Flow SIPREC_SessPolicy

Clone Edit Delete
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In the testing, the session fIGYPREC Session Flows created with the configuration as shown
below.

1 Flow Name enter a descriptive name.

1 Session Policyselect the session poliSIPREC_SessPolicin the dropdown menu as
configured inSection 710.

1 Keep other fields at default values.

Flow Name SIPREC Session Flow
URI Group #1 * v

URI Group #2 * v

Subnet #1 *

Ex: 182.168.0.1/24

SBC IP Address

Subnet #2 x
Ex: 182 162.0.1/24

SBC IP Address

= v
Session Policy SIPREC_SessPolicy
Has Remote SBC
| Finish |
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7.12. End point Flows

Endpoint flows are used to determine émelpoints (connected serveirsjolved in a call in

order toapply the appropriate policied/hen a paket arrives at the Avaya SBCE, the content of

the packet (IP addresses, URIs, etc.) is used to determine which flow it matches. Once the flow is
determined, the flow points to policies and profiles which control processing, privileges,
authentication, routg, etc. Once routing is applied and the destination endpoint is determined,

the policies for the destination endpoint are applied.

To create a new flow for a server endpoint, navigatéetwvork & Flows A End Point Flows
in the left paneln the rightpane, select th8erver Flowstab and click thé\dd button. A pop
up window (not shown) will appear requesting the name of the new flow and the flow
parameters

Device: SBCE100v Alarms Incidents Statusv Logsv  Diagnostics Users

Settings v

Help ¥ Log Out

Session Border Controller for Enterprise AVAYA

EMS Dashboard

Device Management

End Point Flows

Backup/Restore

. System Parameters Subseriber Flows || Server Flows
> Configuration Profiles Modifications made to a Server Flow will only take effect on new sessions. -
> Services
Click here to add a row description.
> Domain Paolicies
- TLS Management r SIP Server: Komlog-Recorder
Updat
4 Network & Flows |&|
Network Management S Flow URI Received P End Point Routing
g oy Name Group Interface ST L1i) L R Policy Group ~ Profile
Media Interface Koml
omlog -
Signaling Interface for SP1 to Publici_Sig  Private_SIPREC_Sig SIPREC_EPG E’ecomer View Clone Edit Delete
End Point Flows SM
Session Flows Kamlog -
for SM to Privatel_Sig Private_SIPREC_Sig SIPREC_EPG E"e order View Clone Edit Delete
Advanced Options SP1
> DMZ Services Komlog T
I . . 0- iew  Cl it Delete
. Monitoring & Logging Esonz‘sﬂ to Public2 Sig  Private SIPREC Sig SIPREC_EPG o .~ View Clons Edit Delete
Komlog
[4 | forsMto - Private? Sig Private SIPREC Sig SIPREC EPG E’e’comer View Clone Edit Delete
911 =

In the testing, there were totafbur server flows created for tik@mutelrecording servers to
recordcalls going through two SIP trunks in Avaya SBCE: one for regular SIP trunk and other
for the SIP trunk that simulates the emergency 911.

The screenshot below shows tanfigurationfor the Komutelserver flav from the service
providertowardthe Session ManageKomlog for SFL to SM

1 Flow Name enter a descriptive name, ekgpmlog for SP1to SM.

1 SIP Server Profile selectKkomlogRecorderas configured irsection 7.5

1 Received Interface selectPublicl_Sigin the list.This is the interface receivirtge
signaling fortheserver flow from Session Manager to the service provider
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1 Signaling Interface: selectPrivate SIPREC_Sigas configured irbection7.3.
1 Media Interface: selectPrivate SIPREC_Medas configured irsection7.4.
1 End Point Policy Group: selectSIPREC_EPGas configured irsection 7.6
1 Routing Profile: selectTo-Recorderas configured irsection 7.6
1 Keep other fields at the default values.

Edit Flow: Komlog for SP1 to SM X

Flow Mame

SIP Server Profile

URI Group

Transport

Remeote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer

|Komlog for SP1 to SM

| Komlog-Recorder v |

| Public1_Sig v |

[Private_SIPREC_Sig v |

| Private_SIPREC_Med v |

| None v |

| SIPREC_EPG v |

| default v

| None v |

| Finish |
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Thescreenshot below shows the configuration forkbenutelserver flow from theSession
Managertowardthe service proivdeiKomlog for SM to SP1

1 Flow Name enter a descriptive name, ekgpmlog for SM to SP1

9 SIP Server Profile selectKomlogRecorderas configured irSection 7.5

1 Received Interface selectPrivartel_Sigin the list.This is the interface receivirthe
signalingfor the server flow from the service provider toward to Session Manager.

1 Signaling Interface selectPriavte SIPREC_Sigas canfigured inSection7.3.

1 Media Interface: selectPriavte SIPREC_Medas configured irsection7.4.

1 End Point Policy Group: selectSIPREC_EPGas configured irsection 7.6

1 Routing Profile: selectTo-Recorderas configured irfSection 7.6

1 Keep other fields ahe default values.

Edit Flow: Komlog for SM to SP1 X

Flow Name

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer

|Komlog for SM to SP1

| Komlog-Recorder v |

i |

| Private1_Sig V|

| Private_SIPREC_Sig v |

| Private_SIPREC_Med v |

|N0ne V|

| SIPREC_EPG v |

|defau|l V|

|N0ne V|

| Finish |

KP; Reviewed:
SPOC2/27/2021

Solution & Interoperability Test Lab Application Note:
©2021 Avaya Inc. All Rights Reserved.

350f41
KomutetSBCES81



SPOC2/27/2021

The screenshot below shows the configuration foKitiautelserver flow from the simulated
911towardthe Session Managdfomlog for911 to SM

1 Flow Name enter a descriptive name, ekgpmlog for 911to SM.

9 SIP ServerProfile: selectKomlogRecorderas configured irSection 7.5

1 Received Interface selectPublic2_Sigin the list. This is the interface receiving the
signaling for the server flow from Session Manager to the service provider.

1 Signaling Interface selectPrivate SIPREC_Sigas configured irSection7.3.

1 Media Interface: selectPrivate SIPREC_Medas configured ifsection7.4.

1 End Point Policy Group: selectSIPREC_EPGas configured irsection 7.6

1 Routing Profile: selectTo-Recorderas configured irfSection 7.6

1 Keep other fields at the default values.

Edit Flow: Komlog for 911 to 5M X

Flow Mame

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remeote Branch Office

Link Monitoring from Peer

|Komlog for 911 to SM

| Komlog-Recorder + |

| Public2_Sig v

| Private_SIPREC_Sig v |

| Private_SIPREC_Med v |

|None v |

| SIPREC_EPG v |

| default v |

|None ~|

| Finish |
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The screenshot below shows the configuration foKibrautelserver flow from theSession
Managertowardthe simulated emergency 9Komlog for SM to 911

1 Flow Name enter a descriptive name, ekgpmlog for SM to911

9 SIP Server Profile selectKomlogRecorderas configured irSection 7.5

1 Received Interface selectPrivarte2_Sigin the list.This is the interface receiving the
signaling for the server flow from ttservice provider toward to Session Manager.
1 Signaling Interface selectPriavte SIPREC_Sigas configured irsection7.3.
1 Media Interface: selectPriavte SIPREC_Medas configured irsection7.4.
1 End Point Policy Group: selectSIPREC_EPGas configured irbection 7.6
1 Routing Profile: selectTo-Recorderas configured irfSection 7.6
Keep other fields at the default values

Edit Flow: Komlog for SM to 911 X

Flow Name

SIP Server Profile

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface
Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer

|Komlog for SM to 911

| Komlog-Recorder v |

| Private2_Sig v

| Private_SIPREC_Sig v |

| Private_SIPREC_Med v |

|None v

|SIPREC_EPG v

| default v |

| None v |

| Finish |
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8. Confi Bamat el Remlooagli ng

Theconfiguration of th&Komlog recordingserverand its related applications atene by
Komuteltechnical engineethereforeit is not documented in the Application NotEer more
informationaboutthe Komutelrecording solutionpleasecontactKkomutel Supportdirectly.

9. Veri fication Steps

This section provides verification steps that maybrformed in the field to verify that the
solution is configured properly.

Verify the status of th&omutelrecording servers in the Avaya SBCE, from the horizontal menu
navigate tdStatusA Server Status(not shown). Thatatus in thédeartbeat Statuscolumn
shoul d dupPgdpl ay as i

Use t he lstoagem-dogirdDofo verify the status of agent. Note that the agents need to
be logged in foKomutelrecording server to trigger the recording.

list agent - loginID
AGENT LOGINID
Login ID Name Extension  Dir Agt AAS/AUD COR AgPr SO
Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv Skil/Lv

1000 Agent 1000 3301 1 Wl
/01 / / / / / / /

1001 Agent 1001 3401 1 vl
1/01 / / / / / / /

1002 Agent 1002 3403 1 Wl

Verification Steps for SIPREC:

1. Place a call fronthe simulated 911 call testerthe contact center queue Miae SIP
trunk throughthe Avaya SBCE and Session Manager and theaggiles to an available
agent.

2. Answer the contact center call on the agent.
3. Verify the Komutelrecording server receives a likecording call fronthe Avaya SBCE.
KP; Reviewed: Solution & Interoperability Test Lab Application Note: 380f41
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