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Abstract

These Application Notes desioe the steps for configuring StRinkingbetween the AT&T IR
Flexible Reactand IP Toll Freeservicesand an Avaya SIP trunking solution usiAgaya
Communication ManagéR5.0),Avaya SIP Enablement Servicg®5.0)and varous Avaya
telephony endpoints.

AT&T IP Flexible Reactand IP Toll Free armanaged Voice over IP communication
solutiors using SIP trunks to provideabound and outboundcal, long distanceinternational
and toltHree servicesor U.S. sites.

AT&T is a member of the Avay®evConnecService Provider program. Information in the
Application Notes has been obtained through compliance testing and additional te
discussionsTesting was conducted via the DevConnect Program between the Avaya S
and I nteroperability Test Lab and AT&TDO
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1. Introduction

These Application Notes describe the steps for configuring SIP trunking between the AT&T IP
Flexible Reach and IP Toll Free services and an Avaya SIP trunkingosalising Avaya
Communication ManagdReleasé.0), Avaya SIP Enablement Servig&&ES)(Release 5.0)

and various Avaya telephony endpoints.

SIP (Session Initiation Protocol) is a standardsed communications approach designed to
provide a common frameork to support multimedia communication. RFC 3281] is the

primary specification governing this protocol. SIP manages the establishment and termination
of connections and the transfer of related information such ag#ired codec, calling party
identity, etc.Within these Application Notes, SIP is used as the signaling protocol between the
Avaya components and the network services offered by AT&T.

The AT&T IP Flexible Reach and IP Toll Free ananaged Voice over IP oanunication

services using SIP trunks to providd®ound and outbound local, long distancgéernationaland

toll-free services or U. S. si tes. Il n the remainder of thi
to generically refer to both AT&T IP Flexibledach and AT&T IP Toll Free services.

AT&T is a member of the Avaya D@&onnectService Provider program. Information in these

Application Notes has been obtained through compliance testing and additional technical
discussionsTesting was conducted viaglbevConnect Program between the Avaya Solution

and Interoperability Test Lab and AT&TO6s Virt.i

1.1. Typical Enterprise Customer Location

Figure 1 illustrates a typical enterprise customer location uaimgvaya Communication
Manager based solution to support SIP trunking WTI&T . This typical configuration
includes:

e Avaya Communication Manager providing the communication services for this customer
location. Associated with Avaya Communication Manager is:

- An Avaya S8500 Server serving as the host processor for the Avaya
Communication Manager software.

- An Avaya G650 Media Gateway supporting various VoIP resources and port
cards.

e Avaya SIP Enablement Services operating on an Avaya S8500.séwayaSES seves
as the SIP proxpetween the AT&Tservicesand one or more Avaya Communication
Manager systems.

e Various Avaya telephones and other endpoints.

e [P routing anddata networknfrastructure to support IP connectivity between the
enterprise locadn and theAT&T services

For simplicity, aspects thatayexist in customer configuratiomsitare beyond the scope of
these Application Noteare not addressedpecifically,
e Avaya Communication Manager operates on the entire family of Avaya S8xxx servers
andsupports configurations with all AAvayad s QwediaGateways. The concepts
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presented in tiseApplication Notes apply to all valid configurations but the specifics
may vary with differenB8xxx Srvers andxxx MediaGateways.
Customer locations will geerally have additional or alternate routes to the PSTN using

analog or digital TDM trunks.

Theconfigurationof Avaya9600 and 4600 seri€dP telephones.
IP Network Address Translation (NAT), firewaJApplication Layer Gateway (ALG)
and Session Bordé&ontroller (SBC)evicesthat mayexistbetweerthe AT&T services

and the Enterpriseos

arenotrexpicitlycsiaotvn. Dhese |

devices generally must be S#vare and configured properly for SIP trunking to
function properly. When configured correctly, they are transparent to the Avaya

communications infrastructure.

Enterprise networks often have multiple geographic locations tied together via an IP
network. These configurations may be supported by one or more Avaya Communication
Manager systems and/or multiple media gatewaysAvaya SES edge seryas the SIP
proxy gateway interfacing with SIP trunking to tA€&T services.(Note this SES edge

may be a high availability duplex server configuration).

Enterprise networks of sudfent size or complexity may use the Avaya SIP Enablement

Services in a separate home and edge server configuration.

This configuration is

functionally equivalent to the SES combined hemage server solution illustrated in
these Application Notes. As pppriate, special notes have been included to clarify
specificadministratiordetails related to thBES separate home and edge server

configuration.

SIP Trunking with AT&T IP Flexible Reach and IP Toll Free Services
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1.2. AT&T Services Configuration Information

These Application Notes providm illustrative example of how the Avaya SIP trunking
solution is configured with the AT&T IP Flexible Reach and IP Toll Free servitese
Application Notesdo not address the configtien used for the Avaya SIP Network Call
Redirection feature with the AT&T IP Transfer Connect service option (of the AT&T IP Toll
Free service).

The specific values provided below are illustrative only and must not be used for customer
configurations.Each customer must obtain the specific values for their configuration from
AT&T during service provisioning of their AT&T IP Flexible Reach or IP Toll Free services.

AT&T Provisioning Information lllustrative Values in these
Application Notes
AT&T BorderElement IP Addresges) 20.1.1.54
20.1.2.64
G.729B, G.711MU CodecSupport Yes
RFC 2833 (DTMF Event) Supported Yes
Via Header Routing Yes
Assigned Direct Inward Dial (DID) Numbers 1-603-222-40xx
(where x is any digit)
DID Digits Passed in SIP RequdsRI 60322240xx
DID Digits Passed in SIP To Header Same as SIP Request URI
Incoming TollFree Number 8003331234
Incoming TollFree Digits Passed in SIP Request UR 0000000034
Incoming TollFree Digits Passed in SIP To Header | 0004152100034

1.3. Call Flows

Tounderstand how calls are routed between the PSTN and the enterprise site dhigureit
using SIP trunks, two call flows are described in this section.

The first call scenario illustrated Figure 2is a PSTN call to the enterprise site terminating on a

telephone supported by Avaya Communication Manager.

1. Auser onthe PSTN dials a Dir toll free) numbeassigned byhe AT&T IP Flexible
Reach(or IP Toll Free)serviceto the customer location. The PSTN routes the call to
the AT&T service

2. Based on the numbahe AT&T serviceoffers the call to Avaya SES using SIP signaling
messages sent over tiieaccess facility. Note that the assignment of the DID number
and the adekss of theAvaya SES servawvereestablished during the ordering and
provisioning of the service.
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3. Avaya SES rates the call to the Avaya S858@rver running Avaya Communication
Manager over a SIP trunk.

4. Avaya Communication Manager terminates the twatheAvayatelephone as shown in
Figure 2.

Avaya Communication Manager

AT&T
IP Flexible Reach
or
IP Toll Free
Service

% Avaya G650 Media Gateway
PSTN Endpoints

Y

Avaya Analog, Digital
or IP Telephones

Services

Figure 2: Incoming PSTN Calls to Avaya Communication Manager

The second call scenario illustratedFigure 3 is an outgoing call from an Avaya telephone at
the enterprise site to the PSTN via the SIP tiartke AT&T IP Flexible Reach service

1. An Avaya telephone served by Avaya Communication Manager origiaai&ito a user
on the PSTN.

2. The call request is handled by Avaya Communication Manager where origination
treatment such &Slass ofRestrictiong COR)andAutomaticRouteSelection(ARS)is
performed. Avaya Communication Manager selects the SIP trunk adsl thenSIP
signaling messages to AvaygS

3. Avaya ESroutes the call tthe AT&T IP Flexible Reach service

4. TheAT&T IP Flexible Reach serviceompletes the call to the PSTN.

JSR; Reviewed; Solution & Interoperability Test Lab Application Note 50f42
SPOC 5/13/2009 ©2009Avaya Inc. All Rghts Reserved. AttSIPTrkem5



Avaya Communication Manager

AT&T IP Flexible
Reach Service

Avaya SIP Enablement

Services PSTN Endpoints

Avaya Analog, Digital
or IP Telephones

Figure 3: Outgoing Calls from Avaya Communication Manager to the PSTN

Appendix A illustrateexampleof the SIP INVITE messagesent on the SIP trunk to begin
each call.
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2. Equipment and Software Validated

The following equipment ansoftwarewas used during the D€onnectcompliance testing with
the AT&T services. This compliance testing is extensible to all other Av&gxxx series
servesand Avaya Media Gateway platforms running the same version of Avaya
Communication Manager afdraya SIP Enablement Services.

Component | Version
Avaya
Avaya S8500B Server Avaya Communication Managér.0
(R015x.00.0.82%. with update
15653i see Product Support Notic
1842U)
Avaya G650 Media Gateway
TN2312BP IP Server Interface (IPSI) HWO03 FW042
TN799DP ControlLAN (C-LAN) HWO01 FW026
TN2602AP IP Media Processor (Medpro) | HW02 FW03
TN2224CP Digital Line HWO08 FWO015
TN793CB Analog Line 000005
Avaya 9640 oneX ' Deskphone Edition Release S1.5
Telephone
Avaya 4621SW IP (H.323) Telephone Release 2.8.3
Avaya 9640 one X" Deskphone SIP Telephor Release 2.0.3
Avaya 4621SIP Telephone Releas.2.2
Avaya 6416D+M DigitalTelephone n/a
Avaya S8500B Server Avaya SIP Enablement Servicé
(SES05.000.0.825.3)
AT&T
IP Flexible Reach Service NetworkVersionVNI 11
IP Toll Free Service Network Version VNI11

Table 17 Equipment and Version

NOTE: The solution integration validated in these Application Notes (Customer Configuration
Guide) should be considered valid for deployment with AvAyesE Communication Manager
release 5.2 and Avayau r &IP Enablement Services release 58aya agrees to provide

service and guport for the integration of Avaya u r &&mmunication Manager release 5.2

and AvayaA u r &P Enablement Servicesleases.2 with the AT&T IP Flexible Reacland

AT&T IP Toll Freeservicesin compliance withexisting support agreemisnfor Avaya

Communication Manager release 5.1.2 and Avaya SIP Enablement Services release 5.1.2 and in
conformancewith the integration guidelinesapecified in th&ody of this document.
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3. Configure Avaya Communication Manager

Avaya Communication Manager was installed and configured for basic station to station calling
prior to beginning the configuration shown in these Application Notes. Theige bas
configuration details are outside the scope of the SIP trunking application and not included here.

3.1. SIP Trunk Configuration

3.1.1. Verify System Capacity and Required Features

The Avaya Communication Manager license controls the customer options. Contact an
auhorized Avaya sales representative for assistance if insufficient capacity exists or a required
feature is not enabled.

Verify that there is sufficient remainingvaya CommunicatioManagerSIP trunk capacity
available for the SIP Trunks to tAd &T services takinginto consideratiomther applications
that may requirddvayaCommunication Manager SIRuttk resources
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This is done by displaying Page 2 of BgstemParameters CustomerOptions form. The
number of SIP trunks available &oldto new orexisting trunk groups is the difference between
theMaximum Administered SIP Trunks and theUSED value.

display system - parameters customer - options Page 2of 10
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 0 0
Maximum Concurrently Registered IP Stations: 5 2
Maximum Administered Remote Office Trunks: 0 0
Maxi mum Concurrently Registered Remote Office Stations: 0 0
Maximum Concurrently Registered IP eCons: 0 0
Max Concur Registered Unauthenticated H.323 Stations: 0 0

Maximum Video Capable H.323 Stations: 0 0
Maximum Video Capable IP Softphones: 0 0
Maximum Administered SIP Trunks: 100 50

Maximum Number of DS1 Boards with Echo Cancellation: 0 0
Maximum TN250 1 VAL Boards: 10 1
Maximum Media Gateway VAL Sources: 0 0
Maximum TN2602 Boards with 80 VoIP Channels: 128 2
Maximum TN2602 Boards with 320 VoIP Channels: 128 0
Maximum Number of Expanded Meet - me Conference Ports: 0 0

(NOTE: You must logoff & login to effect the permission changes.)

Figure 4: SystemParameters CustomerOptions Form i Page 2

Verify that the Automatic Route Selection (ARS) featurenalded on Page 3 of ti8ystem
Parameters CustomerOptions form.

display system - parameters customer - options Page 3of 10
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? n Audible Message Waiting? n
Access Security Gateway (ASG)? n Authorization Codes? n
Analog Trunk Incoming Call ID? n CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? n CAS Main? n
Answer Supervision by Call Classifier? n Change COR by FAC? n
ARS?y Computer Telephony Adjunct Links? n
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off -net? n
ARS/AAR Dialin g without FAC? n DCS (Basic)? n
ASAI Link Core Capabilities? n DCS Call Coverage? n
ASAI Link Plus Capabilities? n DCS with Rerouting? n
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n  Digital Loss Plan Modification? n
ATM WAN Spare Processor? n DS1 MSP? n
ATMS?n DS1 Echo Cancellation? n
Attendant  Vectoring? n

(NOTE: You must logoff & login to effect the permission changes.)

Figure 5: SystemParameters CustomerOptions Form i Page 3
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3.1.2. Determine Node Names

Use the fNolhamgei pode omma n dhe hode names tewbe(used inthis si g n
configuration.
e isesd and A150. Nameandl® AddrdsSréspectiaehodthet h e
Avaya SIP Enablement Servicesmbined homedge (ohome)server interface
where Avaya Communication Manager SIP trunk messaigesent.

e fclan_01a030 and A INafeardl® @ddress@spdctiv@yf ar e t h
the TN799DP GLAN interface used for the SIP signaling group.

change node - names ip Page 1of 2
IP NODE NAMES

Name IP Address

clan_01a03 150.100.100.113

default 0.0.0.0

medpro_01a05 150.100.100.115

procr 150.100.100.100

ses 150.100.100.130

val_01a08 150.100.100.118

Figure 6: IP Node Names

3.1.3. Define IP Codec Set for AT&T SIP Trunk Calls

This configuratioruses IP codec set 2 to ass@729B, G729Aand G.711mu codecs (in that
priority) for voicecalls via the SIP trunks to theT&T services. T.38 will be used fogroup 3
fax callsto PSTN connected fax machines the AT&T services

Usingthefi ¢ h a napdeecsieg 2 0 ¢ o m@G&28Bd, ,G.Aeddtaenrdc.7F MU0 as t he
Audio Codecvalues on page 1 of the fornRetain the defaults for the remaining fields. On
page 2 of t h38stdandardin, FAXmatnedffoifi ModemandTTD/TTY fields.

change ip - codec - set 2 Page 1of 2
IP Codec Set

Codec Set: 2
Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)

1:G.729 B n 2 20

2:G. 729A n 2 20

3: G.711MU n 2 20

Figure 7: IP Codec Set 2" Audio Codec Settings
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change ip -codec -set 2 Page 2of 2
IP Codec Set
Allow Direct - IP Multime dia? n

Mode Redundancy
FAX .38 - standard 0
Modem off 0
TDD/TTY off 0
Clear - channel n 0

Figure 8: IP Codec Set 2 Fax, Modem, and TTD/TTY Mode Settings

3.1.4. Verify Near End IP Network Region

These Application Notes use IP network region 1 (the normal default) for the G650 Media
Gateway, the IRelephones and the-ICAN (in slot 1a(®) used for IP telephone registratiand
the SIP trunk signaling groupto AT&TVer i fy this using the Adispla

display cabinet 1
CABINET
CABINET DESCRIPTION
Cabinet: 1
Cabinet Layout: G650 -rack - mount - stack
Cabinet Type: expansion - portnetwork
Location: 1 IP Network Region: 1
Rack: row6 Room: sitl Floor: Building:
CARRIER DESCRIPTION
Carrier Carrier Type Number

E not - used PN 01

D not - used PN 01

C not - used PN 01

B not - used PN 01

A G650 - port PN 01

Figure 9: Display Cabinet Settings

3.1.5. Verify the C-LAN IP Network Region Ass ignment

In these Application Noteshe GLAN waspreviously installed as part of the initial Avaya
Communication Manager basic installation (using the procedures as desciibgdind
assigned the Node Namsbown inFigure 6.
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Us i n gdispldyip-intérface01a0® ¢ o mma n @lishe tabimetis carrier, and3is
the slot of the respective-ICAN), verify the C-LAN is assigned tdNetwork Region1.

display ip -interface 01a0 3 Page 1of 1
IP INTERFACES

Type: C -LAN
Slot: 01A03
Code/Suffix: TN799 D
Node Name: clan_01a03
IP Address: 150.100.100.113

Subnet Mask: 255.255.255.0 Link: 13
Gateway Address: 150.100.100.1
Enable Ethernet Port? y Allow H.323 Endpoints? y
Network Region: 1 Allow H.248 Gateways? y
VLAN: n Gatekeeper Priority: 5

Target socket load and Warning level: 400
Receive Buffer TCP Window Size: 8320
ETHERNET OPTIONS
Auto? n
Speed: 100Mbps
Duplex: Full

Figure 10: IP Interface of C-LAN 1a03 used for SIP Signaling Group 3

3.1.6. Define IP Network Region

IP network regions set various IP network properties for SIK tguoups and other IP elements
(such as IP telephones, media processor cards, etc.) assigned to the region.

In these Application Notes,

- IP networkregionl defines the properties fthe main Avaya Communication Manager
site previously configured durgninstallation These properties apply to items swachthe
IP telephones, IP Media Processors, etc. that are part of the local configuration.

- IP networkregion 11 is assigned to tAd &T servicesto allowcodec preferences
different from network region fio beused.

- IP network region 1 and 11 are defined to be directly connedtecb12 Kbpsof
bandwidh.

- IP codeeset 2 (defined in Sectiah 1.3 will be used for calls between IP network region
1and 11.

Usi ng t hpnefivorbraenggi eo ni 1 penter omirange i d
e Name:a descriptive string such as AAvaya CM |
e Authoritative Domain: theSIPdomainofthe AvayaSE$ i n t hi s cecase MfAcust
sipdomaincono as defined in Sectiof.2.2. (Note: In previous versions of the AT&T
services, this value must be the IP address of the Avaya SES instead of the SIP domain.
When an IP address is used, SIP endpoints are not supported fathugee AT&T
services.)
e Codec Sett he v al esondirg o the ipadecset (defined during initial
configuration not showi for local calls between telephones on Avaya Communication
Manager.
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e Intra-region IP-IP Direct Audio: t he value fAyeso (the defaul
e Inter-region IP-IP Direct Audio: thevaluehy es o (t he default).

The IRIP Direct Audio settings ensure the most efficient use of TN2602AP Media Processor
resources.

Defaults br the remaining values aused.

change ip - network -region 1 Page 1 of 19
IP NETWORK REGION

Region: 1
Location: 1 Authoritative Domain: customer - sipdomain .com
Name: Avaya CM Main Location
MEDIA PARAMETERS Intra -regionIP - IP Direct Au dio: yes
Codec Set: 1 Inter -regionIP - IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y

Call Control PHB Value: 46  RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5  AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery?y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5

Figure 11 IP Network Region 117 Page 1

Page 3 of the IP network region form is used to define the codec set and connectivity
chaacteristics between IP network regions.

On Page 3, scagnfidsgrgndl® trlbe As foll ows:
e codecset erRi,ert g use the codec3dl8hoices defined
e direct WAN: eryd etro ii ndi c aandllarddirdctly comredted.n s 1
e WAN-BW-limits: e Kbitedra ni$12dio indicate thathe WAN access between IP
network region 1 and 11 is 512 Kbps.

change ip - network -region 1 Page 3of 19
Inter  Network Region Connection Management
src dst codec direct WAN - BW limits Video Dyn
rgn rgn set WAN Units Total Norm Prio Shr Intervening -regions CAC IGAR
111
12
13
19
1 10
1 11 2 y Kbits 512 0 Oy n
1 12

Figure 12: IP Network Region 11 Page 3
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Configure IP Network Regiohl, usi ng t dmetworkredgoaliog ec o npma nd .
Enter:
e Name:ads cri ptive striAlgo such as ASI P Trks
e Authoritative Domain: leave blanksince no element in this region establishes a secure
TLS link with the Avaya SES).
e CodecSett he value @20 cwcodecsesdpfimadhiSecpd.t.3dor t he i p
calls to theAT&T IP Flexible Reach service

e Intra-region IP-IP Direct Audio:t he value fiyeso (the defaul't
e Inter-region IP-IP Direct Audio:t he val ue fAyeso (the default
change ip - network -region 11 Page 1 of 19
IP NETWORK REGION
Region: 11
Location: Authoritative Domain:
Name: SIP Trks ATT
MEDIA PARAMETERS Intra -regionIP - IP Direct Audio: yes
Codec Set: 2 Inter -region IP - IP Direct Audio: yes
UDP Port Min: 20000 IP Audio Hairpinning? n
UDP Port Max: 20999
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Valu e:46 RTCP MONITOR SERVER PARAMETERS

Audio PHB Value: 46 Use Default Server Parameters? y
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery?y
Idle Traffic Interval (sec): 20
Keep- Alive Interval (sec): 5
Keep- Alive Count: 5

Figure 13: IP Network Region11i Page 1

Verifyt hat Page 3 -petworkregenlfiocdmanangd appearpas shown below
The codec set and inteegion connectivity characteristics for thie rgn 11 dst rgn 1 row were
estabished during the configuration of IP network region 1.

change ip - network -region 11 Page 3of 19

Inter Network Region Connection Management

src dst codec direct WAN - BW limits Video Dyn
rgn rgn set WAN Units Total Norm Prio Shr Intervening -regions CAC IGAR
111 2 y Kbits 512 0 Oy n

Figure 14: IP Network Region 117 Page 3

3.1.7. Define SIP Trunk Group s

A SIP trunk group is defined for calls with tAGd &T serviceqrouted via the Avaya SES)
to/from the first AT&T Border Element IP addresBoth incoming Directnward Dialed (DID)
calls and outbound calls to the PSTN use this trunk group. This SIP trunk group raquires
corresponding SIP signaling group to define the characteristics of the signaling relatioAship.
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similar process will be followed to estalblia SIP trunk group with the second AT&T Border
Element IP address provided.

3.1.7.1 Establish the SIP Signaling Group

Using the fgeouwtloscgmmbandg conf i Ylagfadlows:i gnal i ng

e GroupType: set to Asipo.

e Transport Method: automaticallys e t t @heTrdnspserthayerSecurity (TLS)
transportprotocolis used between the Avaya Communication Manager and the Avaya
SES. Note this is not the transpprotocolused to communicate between the Avaya
SES and th&T&T services.

¢ Near-end NodeName: set to the @ AN node name (defined in Secti@nl.2 used for

the respective signaling group. Il n these

signaling groudL1.
e Far-end Node Nameset to the Avayaombined homedge(or homg SES In these
Application Notes, the node B&Zne fAseso i

e Near-end Listen Port set to A506fr&IP signaliegusingflsaul t port

transport.

e Far-end ListenPort: set t o 50610.

/

f
e Far-end Network Region s €lio ,t & hfie net wor kAT&Tesgrvioesas def i n

defined in Sectiol.1.6

e Far-end Domain set to theBorder ElementP addresgprovided byAT&T as theimode
that will send and receive SIP messages. In these Application Notes, the IP address
A20.21.1.540 wil/l be used.

e Direct IP-IP Audio Connections s et to fAyo, i ndicating the

optimized to reduce the use of media processing resouress passible.
e DTMFoverlIP: set tpayi rotapd 0. This value enabl es
Manager to send DTMF transmissions using RFC 7838

The default values for the other fieldiseused.
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The resulting form for sigiiag groupllis shown below.

add signaling -group 11 Page 1of 1

SIGNALING GROUP
11

Group Number: Group Type: sip

Transport Method: t Is

Near - end Node Name: clan_01a03 Far - end Node Name: ses
Near - end Listen Port: 5061 Far - end Listen Port: 5061
Far - end Network Region: 11
Far - end Domain: 20.1.1 .54
Bypass If IP Threshold Exceeded? n
DTMF over IP: rtp - payload Direct IP - IP Audio Connections? y

IP Au dio Hairpinning? n
Enable Layer 3 Test? n
Session Establishment Timer(min): 3

Figure 15: Signaling Group 11

3.1.7.2 Establish the SIP Trunk Group

Usi ng t hegrdualitbd ctormumakn d confllagfolloves. t r unk group
On Page bf the Trunk Group form:
e Group Type: set to fAsipo.
e Group Name: enter a descT rAT&MSIPYRKSs.t ri ng such as
e TAC:enteratunk access code such as A#011
e ServiceType set td wigwblfioe trunks to the PSTN.

s €110 tdefined within Sectio3.1.7.1

Signaling Group:
[ ]

each trunk Within these

group.

Number of Members: set to the maximum number of simultaneous calls permitted for

Applicati ot

The default valueareused on the remaining gas of the trunigroup form. The resulting form

for trunk-groupl11lis shown below.

add trunk - group 11 Page 1of 21

TRUNK GROUP
Group Number: 11

Group Type : sip CDR Reports: y

Group Name: AT&T SIP TRKS COR: 1 TN: 1 TAC: #0 11
Direction: two - way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public - ntwrk Auth Code? n
Signaling Group: 11

Number of Members: 10

Figure 16: SIP Trunk Group 117 Page 1
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On Page 4 of the Trunk Group form:
e Network Call Redirection: s e t to ANno.

add trunk - group 11 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone? n
Prepend '+' to Calling Number? n
Send Transferring Party Information? n
Network Call Redirection? n
Telephone Event Payload Type: 127

Figure 17: SIP Trunk Group 117 Page 4

The second SIP trunk group is defined in a similar manner but theesgcond AT&T Border
Element IP address as the f&ard Domain value in the signaling group form. This configuration
is not shown in these Application Notes. Tisi:iecessary to allomcoming calls to be received
from either AT&T Border Element

3.1.8. Configure Calling Party Number Information

The SIP fiFromo header shown be
contains the calling partynumbgre . g. , 116032224
(or IP address) in the hostname segment separatedfby@d s i g

| ow contains inf
00106) in the use
n

From: "Jane Smith" <sip: 16032224001 @ustomer - sipdomain.com >;tag=80f839da25

The Aqpnkdowninaw mber i ngo c¢ o mmallingdartg mumler sentisthe he ¢
userinfo segment. Thiuthoritative Domain field of thenearendIP Network Region form
completed irFigure 11 associated with the SIP trunk group sets the hostname segment.

Public-unknowrrnumbering must always lwenfigured In these Application Notes the public
unknownrnumbering is configured to send an 11 digit number corresponding to the DID or 800
number assigned BAT&T .

Usi ng t he Auokmavnmguembpeairbiln g dn d whemmarnmno i s t he | e
the extension range), specify the calling party number information as follows:

e Extlen: set to A406, the | ength of the extensi
e Ext Code: set to the leading digit of the extension used. Inthese Applicatiandlot i 4 0 0
and A60010 are entered to cover the assigne
e Trk Grp(s): by default, leave blank to perform the same conversion acrdSEaland
ISDN) trunk groups.

e CPNPrefixx set to the | eadi ng dbeganttasthe(calingy . , N 1€
party number.
e TotalCPNLenn set to the total | ength (e.g., A1l

The extension number will be appended to@RN Prefix to formthe complete calling
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party number ofotal CPN Len digits.

The completed publianknownnumbering form is shown below.

change public - unknown - numbering 4 Page 1of 2
NUMBERING- PUBLIC/JUNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len
Total Administered: 2
4 40 1603222 11 Maximum Entries: 9999
4 6001 18003331234 11

Figure 18 Public Unknown Numbering
3.1.9. Configure Call Routing

3.1.9.1 Outbound Calls

In these Application Notes, Automatic Route Selec{idRS) is used to route outbound calls via
the SIP trunk groufs) to AT&T. AT&T expects to receive the following digits in the SIP
INVITE message.

Type of Call Digits Sent

Local and Long Distance in North American Digit 1 plus any 10 digits
Numbering Plan

Operator and International Calling Digit 0 with or without additioal digits; overall length
indeterminate
N11 Service Calls Digits 2 thru 9 followed only by the digits 11

Table 2: AT&T Outbound Dialing Rules

Here, the configuration of one outbound calling pattern supporting caltg38 xx-xxx is

shown. A typical installation will generally require additioA® S dial string and route pattern
entries but that is beyond the scope of these Application Notes. Further information on ARS
administration is discussed in Referenfddsand[3].

ARS administration begins by verifying the availability of the feature as shown in S8ctidn

Foll owing the verificaty®insousemmhred Aithhaageatde
access code (fac) for ARS use.

e DialedString: ent er that will become the wuser
e Total Length: ent er as the I ength of the pref
e Call Type: enter Afaco as the type of prefix.

90
ilo
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change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Percent Full: 1
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type  String Length Type
0 1 attd
4 4 ext
5 4 ext
6 4 ext
9 1 fac
* 3 dac
# 4 dac

Figure 19: Dial Plan Analysis

Use the fAc-hceesspedé eatcommand t o assi grutd he

Route Selection ARS) - Access Code As shown below.

change feature - access - codes Page 1of 7
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code:

Abbreviated Dialin g List2 Access Code:

Abbreviated Dialing List3 Access Code:
Abbreviated Dial - Prgm Group List Access Code:

Announcement Access Code: *71
Answer Back Access Code:

Auto Altern  ate Routing (AAR) Access Code:
Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:
Call Forwarding Activation Busy/DA: *61 All: *62 Deactivation: *60
Call Forwarding Enhanced Status: Act: Deactivation:
Call Park Access Code:
Call Pickup Access Code:
CAS Remote Hold/Answer Hold - Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:
Contact Closure Open Code: Close Code:

Figure 20: ARS Fedure Access Code

Use the fichange ars analysis nno command

foll ows. Here Anno is Al70, the first t
e Dialed String: enter the leading digits(e,g. i1 733 0) necessary
desired route pattern.

feat

(0] un

e Total Min: enter the minimum number of digits (

number.

e TotalMax: enter the maxi mum number of digits (

number.

e RoutePatern. enter the routlo)pattd eben nnuanb.er

(to be defined next) will specify the trunk group(s) to be ueedalls matching the
dialed number.
o Call Type: enter Afnpao, the calll type for
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change ars analysis 17 Page 1of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
1733 11 11 11 fnpa n

Figure 21: ARS Digit Analysis Entries

Use the fA@hlhangege nr dw{ &l ermaRolita Batternsiumber esed
above) to specify the SIP trunk groups selected for the outbound call.

In the form:

e PatternName enter a desc rAT&tPISVTeN d.tDroi mg suecstcrda 9
routing pattern.

e Secure SIP? | e av the default.ii n 0,

e Grp No: enter the trunk groups to be used in priority order. Trunk gidug the first
(andonly) routechoicein this case

e FRL: enter the minimum facility restriction level (e.g., 1) necessary to use this trunk
group, with O being the &est restrictive. The FRL within the Class of Restriction (COR)
assigned to the station must be greater than or equal to 1 in this case tetusekh
group.

e PixMrk: enter fA10, to al ways ass®ectdiedfohtis pr ef i X
ServiceProvider

The defaults values for the remaining fieatgeused. The completed route pattern form is
shown below.

change route - pattern 11 Page 1of 3
Pattern Number: 11 Pattern Name: AT&T PSTN LD
Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1. 11 1 1 n user
2: n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA -TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4W Request Dgts Format
Subaddress
Lyyyyynn rest none
2. yyyyynn rest none
3yyyyynn rest none
4:yyyyynn rest none
5yyyyynn rest none
6:yyyyynn rest none
Figure 22: Route Pattern 3
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Use the fichange
below) in theProxy Sel. Rte. PatField if not previously set.

change locations Page 1 of 16

LOCATIONS

ARS Prefix 1 Required For 10 - Digit NANP Calls? y

Loc Name Timezone Rule NPA ARS Atd Disp Prefix Proxy Sel
No Offset FAC FAC Parm Rte Pat
1: Main +00:00 O 1 11

2:

Figure 23: Location Form Administration

3.1.9.2 Incoming Calls

This step cofigures the routing of incoming DID numbers to #esociated Avaya
Communication Managesxtensions.

In these Application Notes, the incoming PSDIND numbersl-603-222-4000 tlrough 4099 and
the tolHfreenumberl-800-333-1234 are assigned B®YT&T. Theyare assigned to extensions as
shownin Table 3.

Dialed PSTN Number

Digits Received
(within SIP INVITE message)

Extension Assigned

1 603 222 40xX

603 222 40xx

40xx

1 800 333 1234

000 000 0034

6001

Table 3 - Incoming Number Assignments

Use t he FAealihandliggemtirumlegr oup no command (wher e
group numbefi 1 Jt@administer the incoming number routing. This administration must be
done for each incomingunk group.

e CalledLen. enter the total number

e Called Number: enter the specific digit pattern to be matched.

e Del: enter the number of leading digits that should be deleted

e Insert: enter the specific digits to leserted at the beginning of the adjusted incoming

digit string (to form what should ktbe complete number).

of i ncomi

The completed incall-handlingtrmt form for trunk groud.1is shown below.

changeinc -call -handling -trmttrunk -group 11

INCOMING CALL HANDLING TREATMENT
Service/ Called Called Del Insert

Feature Len Number

-ntwrk 10 60322240 6

-ntwrk 10 00000000 34

Page 1 of 30

public

public 10 6001

Similar incoming cdlhanding treatment should be repeated for the second SIP trunk group
configured to use the second AT&T Border Element IP address.
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3.1.10. Save Avaya Communication Manager Changes
Use t he 1isnaov ec oomnaannsd atto omake t he changes per ma

4. Configure Avaya SIP Enablement Services

4.1. Background

These Application Notesxplicitly showthe administration of Avaya SIP Enablement Services
using the combined homwexigeserverconfiguration In this case, a Sgte Avaya SES server
simultaneously functions in both the home and edge roles.

Notehoweverthat multiple Avaya SES servers may exising a separate homedge
configuration as warranted by capacity consideratipnsdominately for the support of SIP
telephones) In the separate homedige server configuration:
e The SIP signaling relationship with the AT&T services exist betweeAT&T Border
Elementandthe Avaya SE&dge server
e TheAvaya Communication Manag&iP signaling group relationshipists betweera
C-LAN (or equivalentjnterfaceand aspecificAvaya SEShome server
¢ SIP message routing between the home and edge servers is performed automatically and
transparently
e Only one Avaya SES edge server exists within a given sip domainesgomer
sipdomain.conspecified inthese Application Notes.). Multiple home serveaay exist
as required.
e All Avaya SES administration is performed from a single SES server designated during
installation as the master administrator.

The SIP trunking adinistration is generally the same for the combined and separate home/edge
configurations. Any specific clarifications will be noted within the individual sections as
necessary.

Avaya SIP Enablement Services is configured via an Internet browserQiBir&grver

Managemenscreens. It is assumed that Avaya SIP Enablement Services softddhedicense

file havebeenpreviouslyinstalled. During the softwaien st al | ati on, t he #fAi nit
installation scriptvasrun to specify the IP network propies of the server including DNS

server address(es). For additional information on these installation tasks, refer to R¢édrence

For reference purposdsigure 24 illustrates the IP Network Configuration entered into the
Avaya SES during installation.
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| IP Network Configuratlon |

Enter the following Network informstion:

Host Name

DNS Domain Natmne

IF Address

Netmask

Gateway

Primary DN3 IP Address
Secondary DNI IP Ahddress
Tertiary DN3 IP Address

50.100
ik

Figure 24 - Avaya SES Initial Setup Information

4.2. SIP Connection to the AT&T Services

4.2.1. Log in to Avaya SIP Enablement Services
Access théAvaya SESSIP Server Managemepta g e s

the URL in an

Services server. Il n these

b y htte:/kip-addri>/adgni @s o0
| n t<ip-addredis the (P@addess of AvayalSE Erablément

Applicatisosad. Not es,

Log in with the appropriate credentials and then seledtalb@ch Administration Web

Interface link from themainpage as shown iRigure 25.

AVAYA

The adrninistration web interface
allows you to administer this
Converged Comriunication Server,

: Administration

Maintenance =010
you to maintain, troubleshoot, and

canfigure the server.

Integrated Management
Standard Management Solutions

Help Log Off

The Maintenance Web Interface allows Launch Maintenance Web

Launch Administration Weh
Interface

Interface

Figure 25: Avaya SES Main Page
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The Avaya SES administration home page showifrigure 26 is displayed.

|
H Top

Manage Users

Manage Address Map
Priorities

Manage Adjunct
Systems

Certificate
Management

Manage Conferencing

Manage Emergency
Contacts

Export Import to
Pro¥ision

Manage Hosts
IM logs

Manage Media
Servers

Manage Media Server
Extensions

Server Configuration

Manage SIPF Phone
Settings

Manage Survivable
Call Processors

System Status
Trace Logger

Manage Trusted Hosts

Integrated Management
5IP Server Management
Server: 150.100.100.130

add and delete Users.

adjust Address Map Priorities.
A&dd and delete Adjunct Systems.
Manage Certificates.

add and delete Conference

Extensions.,

A&dd and delete Emergency
Contacts,

Export and import data using
Provision on this host,

&dd and delete Hosts,
Download IM Logs,

add and delete Media Servers.
add and delete Media Server
Extensions.

Yiew Properties of the system.
add/Delete Phone Settings
add and delete Survivable Call
Processors,

Wiew System Status.

Manage SIP Trace Logs.

A4dd and delete Trusted Hosts,

2006 Avava Inc. all Rights Reserved.,

Figure 26: Avaya SES Administration Home Page

4.2.2. Verify System Properties

From the left pane of an§IP Server Managemepage, expand th®erver Configuration
option and selecdystem Properties This page displays thavaya SES Versionand the
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Network Properties entered via the install script during the installation process.

In theView System Propertiespage note th&IP Domain entered during the initiahstallation.
TheSIP Domainficustomers i p d o ma is mseddnahease Application Notes.

Note that throughout the SES administration screens, the Help link may be used at anytime for
further information regarding the meaning of any field.

Integrated Management
SIP Server Management
Server: 150.100.100.130

View System Properties

SES Wersion SES-5.0.0,0-825.31
System Canfiguration simples
Host Type SES combined home-edge

SIP Domain® | custamer-sipdamain. cam

Mote that the DNS domain is customer-sipdomain.com

If you are unsure about this field, most often the SIP
domain should be the root lewvel DMS domain. Far example,
for a ONS domain of eastcoast.example.com, the SIP
domain would likely be configured to example.com. This
allows SIP calls and instant messages to users with handles
of the format handle@example.com

SIP License Host* IlED.lDD.lDD.lSD

DiffServ/TOS Parameters

Call Contral PHE Yalue* |46
802.1 Parameters
Pricrity Yalus™® |6

Management System |
Access Login

Management System I—

Access Password
DB Log Level Idisahled j

2006 Avaya Inc, All Rights Reserved,

Figure 27. System Properties

4.2.3. Verify the Avaya SES Host Information

Verify the Avaya SES Host information using tdit Host page. In these Application Notes
the Avaya SE&lost Typeisan A 8dinBinedhomee d g &his means tha singleAvaya
SES routes SIP messages between AT&T and Avaya Communication Manager.

JSR; Reviewed; Solution & Interoperability Test Lab Application Note 250f 42
SPOC 5/13/2009 ©2009Avaya Inc. All Rghts Reserved. AttSIPTrkem5



Navigate to thé&dit Host page Figure 28) by following theHostslink in the left navigation
pane and then clicking on tleit option under th€ommandssection of the.ist Hosts
screen.

On theEdit Host screen:

e Verify that the IP address of this combingdaya SEShomeedge server is in thidost

IP Addressfield.

» Verify that theUDP, TCP andTLS checkboxes are enabledlasten Protocols
Verify that TLS is selected as tHeink Protocol.
Ensure thathe Outbound Proxy andOutbound Direct Domainsfieldsare left blank
Default values for the remaining fields may be used.
Click theUpdate button only if changes are necessary. Otherveisie theEdit Host
page by selecting thEop link on the left navigation bar.

Figure 28: Edit Host
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